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network port vlan create

 



network port vlan create ? 

 [-node] <nodename>                  Node 

 { [-vlan-name] {<netport>|<ifgrp>}  VLAN Name 

 |  -port {<netport>|<ifgrp>}        Associated Network Port 

 [-vlan-id] <integer> }              Network Switch VLAN Identifier 

network port vlan -node <node01> -vlan-name i0a-<vlan id> 
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<<var_node01_mgmt_ip>>

<<var_node01_mgmt_mask>>

<<var_node01_mgmt_gateway>>

<<var_node02_mgmt_ip>>

<<var_node02_mgmt_mask>>

<<var_node02_mgmt_gateway>>

<<var_url_boot_software>> 

 

Starting AUTOBOOT press Ctrl-C to abort 

 

autoboot 
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<<var_node01_mgmt_ip>> <<var_node01_mgmt_mask>> <<var_node01_mgmt_gateway>>  

 

 

<<var_url_boot_software>> 

 

Enter 
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Press Ctrl-C for Boot Menu 
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Starting AUTOBOOT press Ctrl-C to abort… 

 

autoboot 

 

Ctrl-C 

 
yes
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 y
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e0M 

 y

y 

 

<<var_node02_mgmt_ip>> <<var_node02_mgmt_mask>> <<var_node02_mgmt_gateway>>  

 



 

<<var_url_boot_software>> 

 

Enter 

 y

y 

 y

y 

 

 

Press Ctrl-C for Boot Menu 

 Clean Configuration and Initialize All Disks
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 y

y 

 y

y 

 

 

Welcome to node setup. 

 

You can enter the following commands at any time: 

  "help" or "?" - if you want to have a question clarified, 



  "back" - if you want to change previously answered questions, and 

  "exit" or "quit" - if you want to quit the setup wizard. 

     Any changes you made before quitting will be saved. 

 

To accept a default or omit a question, do not enter a value. 

 

This system will send event messages and weekly reports to NetApp Technical 

Support. 

To disable this feature, enter "autosupport modify -support disable" within 24 

hours. 

Enabling AutoSupport can significantly speed problem determination and 

resolution should a problem occur on your system. 

For further information on AutoSupport, see: 

http://support.netapp.com/autosupport/ 

 

Type yes to confirm and continue {yes}: yes 

 

Enter the node management interface port [e0M]: Enter 

Enter the node management interface IP address: <<var_node01_mgmt_ip>> 

Enter the node management interface netmask: <<var_node01_mgmt_mask>> 

Enter the node management interface default gateway: <<var_node01_mgmt_gateway>> 

A node management interface on port e0M with IP address <<var_node01_mgmt_ip>> 

has been created 

 

This node has its management address assigned and is ready for cluster setup. 

 

To complete cluster setup after all nodes are ready, download and run the System 

Setup utility from the NetApp Support Site and use it to discover the configured 

nodes. 

 

For System Setup, this node's management address is: <<var_node01_mgmt_ip>>. 

 

Alternatively, you can use the "cluster setup" command to configure the cluster. 

 

 



::> storage failover modify -mode ha 

Mode set to HA.  Reboot node to activate HA. 

 

::> system node reboot 

 

Warning: Are you sure you want to reboot node "localhost"? {y|n}: y 

 

Welcome to node setup. 

 

You can enter the following commands at any time: 

  "help" or "?" - if you want to have a question clarified, 

  "back" - if you want to change previously answered questions, and 

  "exit" or "quit" - if you want to quit the setup wizard. 

     Any changes you made before quitting will be saved. 

 

To accept a default or omit a question, do not enter a value. 

 

 

 

Enter the node management interface port [e0M]: Enter 

Enter the node management interface IP address [<<var_node01_mgmt_ip>>]: Enter 

Enter the node management interface netmask [<<var_node01_mgmt_mask>>]: Enter 

Enter the node management interface default gateway 

[<<var_node01_mgmt_gateway>>]: Enter 

 

This node has its management address assigned and is ready for cluster setup. 

 

To complete cluster setup after all nodes are ready, download and run the System 

Setup utility from the NetApp Support Site and use it to discover the configured 

nodes. 

 

For System Setup, this node's management address is: <<var_node01_mgmt_ip>>. 

 

Alternatively, you can use the "cluster setup" command to configure the cluster. 

 



 

 create

<<var_clustername>>

<<var_cluster_base_license_key>>

<<var_clustermgmt_ip>>

<<var_clustermgmt_mask>>

<<var_clustermgmt_port>>

<<var_clustermgmt_gateway>>

<<var_node01_mgmt_ip>> 

<<var_node01_mgmt_mask>> 

<<var_node01_mgmt_gateway>> 

 cluster setup

cluster setup 

Welcome to the cluster setup wizard. 

You can enter the following commands at any time: 

"help" or "?" - if you want to have a question clarified, 

"back" - if you want to change previously answered questions, and 

"exit" or "quit" - if you want to quit the cluster setup wizard. 

Any changes you made before quitting will be saved. 

You can return to cluster setup at any time by typing "cluster setup". 

To accept a default or omit a question, do not enter a value. 

Do you want to create a new cluster or join an existing cluster? {create, join}: 

 
cluster setup

To create a new cluster, complete the following steps: 

 



create 

 no

Do you intend for this node to be used as a single node cluster? {yes, no} [no]: 

no 

 no

Will the cluster network be configured to use network switches? [yes]:no 

 yes

Existing cluster interface configuration found: 

 

Port    MTU     IP              Netmask 

e0a     9000    169.254.118.102 255.255.0.0 

e0b     9000    169.254.152.110 255.255.0.0 

e0c     9000    169.254.191.92  255.255.0.0 

e0d     9000    169.254.233.52  255.255.0.0 

 

Do you want to use this configuration? {yes, no} [yes]: no 

 

System Defaults: 

Private cluster network ports [e0a,e0c]. 

Cluster port MTU values will be set to 9000. 

Cluster interface IP addresses will be automatically generated. 

 

Do you want to use these defaults? {yes, no} [yes]: yes 

 

Enter the cluster administrators (username “admin) password: <<var_password>> 

Retype the password: <<var_password>> 

 

It can take several minutes to create cluster interfaces... 

 

 

Step 1 of 5: Create a Cluster 

You can type "back", "exit", or "help" at any question. 

 

Enter the cluster name: <<var_clustername>> 



Enter the cluster base license key: <<var_cluster_base_license_key>> 

Creating cluster <<var_clustername>> 

Enter an additional license key []:<<var_iscsi_license>> 

 

 

Enter the cluster management interface port [e0e]: e0i 

Enter the cluster management interface IP address: <<var_clustermgmt_ip>> 

Enter the cluster management interface netmask: <<var_clustermgmt_mask>> 

Enter the cluster management interface default gateway: 

<<var_clustermgmt_gateway>> 

 

Enter the DNS domain names:<<var_dns_domain_name>> 

Enter the name server IP addresses:<<var_nameserver_ip>> 

 

 

Where is the controller located []:<<var_node_location>> 

Enter the node management interface port [e0M]: e0M 

Enter the node management interface IP address [<<var_node01_mgmt_ip>>]: Enter 

Enter the node management interface netmask [<<var_node01_mgmt_mask>>]: Enter 

Enter the node management interface default gateway 

[<<var_node01_mgmt_gateway>>]: Enter 

 

The node management interface has been modified to use port e0M with IP address 

<<var_node01_mgmt_ip>>. 

This system will send event messages and weekly reports to NetApp Technical 

Support. 

To disable this feature, enter "autosupport modify -support disable" within 24 

hours. 

Enabling AutoSupport can significantly speed problem determination and resolution 

should a problem occur on your system. 

For further information on AutoSupport, please see: 

http://support.netapp.com/autosupport/ 

Press enter to continue: Enter 

Cluster "<<var_clustername>>" has been created. 

To complete cluster setup, you must join each additional node to the cluster 

by running "cluster setup" on each node. 



 

Once all nodes have been joined to the cluster, see the Clustered Data ONTAP 

Software Setup Guide for information about additional system configuration 

tasks.  You can find the Software Setup Guide on the NetApp Support Site. 

 

To complete system configuration, you can use either OnCommand System Manager 

or the Data ONTAP command-line interface. 

 

To access OnCommand System Manager, point your web browser to the cluster 

management IP address (<<var_clustermgmt_ip>>). 

To access the command-line interface, connect to the cluster management 

IP address (for example, ssh admin@<<var_clustermgmt_ip>>). 

 

 

 

<<var_clustername>>::> 

 

cluster create cluster 

join

 join

<<var_clustername>> 

<<var_clustermgmt_ip>> 

<<var_node02_mgmt_ip>> 

<<var_node02_mgmt_mask>> 

<<var_node02_mgmt_gateway>> 

 admin

admin 



 cluster setup

cluster setup 

 

This node's storage failover partner is already a member of a cluster. 

Storage failover partners must be members of the same cluster. 

The cluster setup wizard will default to the cluster join dialog. 

 

Welcome to the cluster setup wizard. 

You can enter the following commands at any time: 

"help" or "?" - if you want to have a question clarified, 

"back" - if you want to change previously answered questions, and 

"exit" or "quit" - if you want to quit the cluster setup wizard. 

Any changes you made before quitting will be saved. 

You can return to cluster setup at any time by typing "cluster setup". 

To accept a default or omit a question, do not enter a value. 

Do you want to create a new cluster or join an existing cluster? 

{join}: 

 

 

join 

 

Existing cluster interface configuration found: 

 

Port    MTU     IP              Netmask 

e0a     9000    169.254.1.79    255.255.0.0 

e0b     9000    169.254.54.223  255.255.0.0 

e0c     9000    169.254.100.157 255.255.0.0 

e0d     9000    169.254.138.142 255.255.0.0 

 

Do you want to use this configuration? {yes, no} [yes]: no 

 

System Defaults: 



Private cluster network ports [e0a,e0c]. 

Cluster port MTU values will be set to 9000. 

Cluster interface IP addresses will be automatically generated. 

 

Do you want to use these defaults? {yes, no} [yes]:Enter 

It can take several minutes to create cluster interfaces... 

 

Step 1 of 3: Join an Existing Cluster 

You can type "back", "exit", or "help" at any question. 

 

Enter the name of the cluster you would like to join [<<var_clustername>>]:Enter  

Joining cluster <<var_clustername>>                                                      

Starting cluster support services .. 

 

This node has joined the cluster <<var_clustername>>. 

 

 

Step 2 of 3: Configure Storage Failover (SFO) 

You can type "back", "exit", or "help" at any question. 

 

 

SFO is enabled. 

 

 

Step 3 of 3: Set Up the Node 

You can type "back", "exit", or "help" at any question. 

 

Notice: HA is configured in management. 

 

 

Enter the node management interface port [e0M]: e0M 

Enter the node management interface IP address [<<var_node02_mgmt_ip>>]: Enter 

Enter the node management interface netmask [<<var_node02_netmask>>]: Enter 

Enter the node management interface default gateway [<<var_node02_gw>>]: Enter 



The node management interface has been modified to use port e0M with IP address 

<<var_node02_mgmt_ip>>. 

This system will send event messages and weekly reports to NetApp Technical 

Support. 

To disable this feature, enter "autosupport modify -support disable" within 24 

hours. 

Enabling AutoSupport can significantly speed problem determination and resolution 

should a problem occur on your system. 

For further information on AutoSupport, please see: 

http://support.netapp.com/autosupport/ 

Press enter to continue: Enter 

 

This node has been joined to cluster "<<var_clustername>>". 

To complete cluster setup, you must join each additional node to the cluster 

by running "cluster setup" on each node. 

 

Once all nodes have been joined to the cluster, see the Clustered Data ONTAP 

Software Setup Guide for information about additional system configuration 

tasks.  You can find the Software Setup Guide on the NetApp Support Site. 

 

To complete system configuration, you can use either OnCommand System Manager 

or the Data ONTAP command-line interface. 

 

To access OnCommand System Manager, point your web browser to the cluster 

management IP address (<<var_clustermgmt_ip>>). 

To access the command-line interface, connect to the cluster management 

IP address (for example, ssh admin@<<var_clustermgmt_ip>>). 

 

 

 



 

disk zerospares 

 

disk removeowner disk assign

 ucadmin

ucadmin show 

                       Current  Current    Pending  Pending    Admin 

Node          Adapter  Mode     Type       Mode     Type       Status 

------------  -------  -------  ---------  -------  ---------  ----------- 

<<var_node01>> 

              0e       cna      target     -        -          online 

<<var_node01>> 

              0f       cna      target     -        -          online 

<<var_node01>> 

              0g       cna      target     -        -          online 

<<var_node01>> 

              0h       cna      target     -        -          online 

<<var_node02>> 

              0e       cna      target     -        -          online 

<<var_node02>> 

              0f       cna      target     -        -          online 

<<var_node02>> 

              0g       cna      target     -        -          online 

<<var_node02>> 

              0h       cna      target     -        -          online 

8 entries were displayed. 

 cna



ucadmin modify -node <home node of the port> -adapter <port name> -mode cna -type 

target 

 fcp adapter 

modify –node <home node of the port> -adapter <port name> -state down

auto-revert

 vserver

 

network interface modify –vserver <<var_clustername>> -lif cluster_mgmt –auto-

revert true 

 

broadcast-domain remove-ports –broadcast-domain Default –ports 

<<var_node01>>:e0b,<<var_node01>>:e0d,<<var_node01>>:e0e,<<var_node01>>:e0f,<<var

_node01>>:e0g,<<var_node01>>:e0h,<<var_node01>>:e0j,<<var_node01>>:e0k,<<var_node

01>>:e0l,<<var_node02>>:e0b,<<var_node02>>:e0d,<<var_node02>>:e0e,<<var_node02>>:

e0f,<<var_node02>>:e0g,<<var_node02>>:e0h,<<var_node02>>:e0j,<<var_node02>>:e0k,<

<var_node02>>:e0l 

broadcast-domain show 

 

system service-processor network modify –node <<var_node01>> -address-family IPv4 

–enable true –dhcp none –ip-address <<var_node01_sp_ip>> -netmask 

<<var_node01_sp_mask>> -gateway <<var_node01_sp_gateway>> 

 

system service-processor network modify –node <<var_node02>> -address-family IPv4 

–enable true –dhcp none –ip-address <<var_node02_sp_ip>> -netmask 

<<var_node02_sp_mask>> -gateway <<var_node02_sp_gateway>> 

 



 

aggr create -aggregate aggr1_node01 -nodes <<var_node01>> -diskcount 

<<var_num_disks>> 

aggr create -aggregate aggr1_node02 -nodes <<var_node02>> -diskcount 

<<var_num_disks>> 

 

 

 aggr show

 

node run <<var_node01>> aggr options aggr1_node01 nosnap on 

node run <<var_node02>> aggr options aggr1_node02 nosnap on 

 

node run <<var_node01>> snap delete –A –a –f aggr1_node01 

node run <<var_node02>> snap delete –A –a –f aggr1_node02 

 

aggr show 

aggr rename –aggregate aggr0 –newname <<var_node01_rootaggrname>> 

 

storage failover show 



 <<var_node01>> <<var_node02>>

 

storage failover modify -node <<var_node01>> -enabled true 

 

 

 

cluster ha show 

 

 

 

cluster ha modify -configured true 

Do you want to continue? {y|n}: y 

 

storage failover hwassist show 

storage failover modify –hwassist-partner-ip <<var_node02_mgmt_ip>> -node 

<<var_node01>> 

storage failover modify –hwassist-partner-ip <<var_node01_mgmt_ip>> -node 

<<var_node02>> 

 

network port modify -node <<var_node01>> -port e0a,e0b,e0c,e0d,e0e,e0f,e0g,e0h -

flowcontrol-admin none 

Warning: Changing the network port settings will cause a several second 

interruption in carrier. 

Do you want to continue? {y|n}: y 

 



network port modify -node <<var_node02>> -port e0a,e0b,e0c,e0d,e0e,e0f,e0g,e0hq -

flowcontrol-admin none 

Warning: Changing the network port settings will cause a several second 

interruption in carrier. 

Do you want to continue? {y|n}: y 

network port show –fields flowcontrol-admin 

 

fcp adapter modify -node <<var_node01>> -adapter 0e –state down 

fcp adapter modify -node <<var_node01>> -adapter 0g –state down 

fcp adapter modify -node <<var_node02>> -adapter 0e –state down 

fcp adapter modify -node <<var_node02>> -adapter 0g –state down 

fcp adapter show –fields state 

 

timezone <<var_timezone>> 

 America/New_York

 

date <ccyymmddhhmm.ss> 

 <[Century][Year][Month][Day][Hour][Minute].[Second]>

201309081735.17

 

cluster time-service ntp server create -server <<var_global_ntp_server_ip>>  

 

sysLocation sysContact

snmp contact <<var_snmp_contact>> 



snmp location “<<var_snmp_location>> 

snmp init 1 

options snmp.enable on 

 

snmp traphost add <<var_oncommand_server_fqdn>> 

 

snmp community add ro <<var_snmp_community>> 

 delete all

delete all

 snmpv3user

security login create -username snmpv3user -authmethod usm -application snmp 

 md5

 snmpusers

 

 des

 

 

system node autosupport modify -node * -state enable –mail-hosts <<var_mailhost>> 

-transport https -support enable -noteto <<var_storage_admin_email>> 



 

 

node run -node * options cdpd.enable on 

 

broadcast-domain create -broadcast-domain Infra_NFS -mtu 9000 

broadcast-domain create -broadcast-domain Infra_iSCSI-A -mtu 9000 

broadcast-domain create -broadcast-domain Infra_iSCSI-B -mtu 9000 

 

ifgrp create -node <<var_node01>> -ifgrp a0a -distr-func port -mode 

multimode_lacp 

ifgrp add-port -node <<var_node01>> -ifgrp a0a -port e0e 

ifgrp add-port -node <<var_node01>> -ifgrp a0a -port e0g 

 

ifgrp create -node <<var_node02>> -ifgrp a0a -distr-func port -mode 

multimode_lacp 

ifgrp add-port -node <<var_node02>> -ifgrp a0a -port e0e 

ifgrp add-port -node <<var_node02>> -ifgrp a0a -port e0g 

 

ifgrp show 

 

network port modify –node <<var_node01>> -port a0a –mtu 9000 

network port modify –node <<var_node02 

>> -port a0a –mtu 9000 

 

network port vlan create –node <<var_node01>> -vlan-name a0a-<<var_nfs_vlan_id>> 

network port vlan create –node <<var_node02>> -vlan-name a0a-<<var_nfs_vlan_id>> 

 

broadcast-domain add-ports -broadcast-domain Infra_NFS -ports <<var_node01>>:a0a-

<<var_nfs_vlan_id>>, <<var_node02>>:a0a-<<var_nfs_vlan_id>> 

 



network port vlan create –node <<var_node01>> -vlan-name a0a-

<<var_iscsi_vlan_A_id>> 

network port vlan create –node <<var_node01>> -vlan-name a0a-

<<var_iscsi_vlan_B_id>> 

network port vlan create –node <<var_node02>> -vlan-name a0a-

<<var_iscsi_vlan_A_id>> 

network port vlan create –node <<var_node02>> -vlan-name a0a-

<<var_iscsi_vlan_B_id>> 

 

broadcast-domain add-ports -broadcast-domain Infra_iSCSI-A -ports 

<<var_node01>>:a0a-<<var_iscsi_vlan_A_id>>,<<var_node02>>:a0a-

<<var_iscsi_vlan_A_id>> 

broadcast-domain add-ports -broadcast-domain Infra_iSCSI-B -ports 

<<var_node01>>:a0a-<<var_iscsi_vlan_B_id>>,<<var_node02>>:a0a-

<<var_iscsi_vlan_B_id>> 

 vserver

 vserver create

vserver create –vserver Infra-SVM –rootvolume rootvol –aggregate aggr1_node01 –

rootvolume-security-style unix 

 nfs iscsi

vserver remove-protocols –vserver Infra-SVM -protocols fcp,cifs,ndmp 

 

vserver modify –vserver Infra-SVM –aggr-list aggr1_node01,aggr1_node02 

 

nfs create -vserver Infra-SVM -udp disabled 

 vstorage

vserver nfs modify –vserver Infra-SVM –vstorage enabled 

vserver nfs show  

 

volume create –vserver Infra-SVM –volume rootvol_m01 –aggregate aggr1_node01 –

size 1GB –type DP  



volume create –vserver Infra-SVM –volume rootvol_m02 –aggregate aggr1_node02 –

size 1GB –type DP 

 

job schedule interval create -name 15min -minutes 15 

 

snapmirror create –source-path //Infra-SVM/rootvol –destination-path //Infra-

SVM/rootvol_m01 –type LS -schedule 15min 

snapmirror create –source-path //Infra-SVM/rootvol –destination-path //Infra-

SVM/rootvol_m02 –type LS -schedule 15min 

 

snapmirror initialize-ls-set –source-path //Infra-SVM/rootvol 

snapmirror show 

 

iscsi create -vserver Infra-SVM 

iscsi show 

 

set -privilege diag 

Do you want to continue? {y|n}: y 

 

security certificate show 

 

 security 

certificate delete command



security certificate delete [TAB] … 
Example: security certificate delete -vserver Infra-SVM -common-name Infra-SVM -

ca Infra-SVM -type server -serial 552429A6 

 

security certificate create [TAB] … 
Example: security certificate create -common-name infra-svm.ciscorobo.com -type  

server -size 2048 -country US -state "California" -locality "San Jose" -

organization "Cisco" -unit "UCS" -email-addr "abc@cisco.com" -expire-days 365 -

protocol SSL -hash-function SHA256 -vserver Infra-SVM 

 security cer-

tificate show

 –server-enabled true –client-

enabled false

security ssl modify [TAB] … 
Example: security ssl modify -vserver clus -server-enabled true -client-enabled 

false -ca clus.ciscorobo.com -serial 55243646 -common-name clus.ciscorobo.com 

 

system services web modify -external true -sslv3-enabled true 

Warning: Modifying the cluster configuration will cause pending web service 

requests to be interrupted as the web servers are restarted. 

Do you want to continue {y|n}: y 

system services firewall policy delete -policy mgmt -service http –vserver 

<<var_clustername>> 

 

 

set –privilege admin 

vserver services web modify –name spi|ontapi|compat –vserver * -enabled true 

 

vserver export-policy rule create –vserver Infra-SVM -policyname default –

ruleindex 1 –protocol nfs -clientmatch <<var_esxi_host1_nfs_ip>> -rorule sys –

rwrule sys -superuser sys –allow-suid false 



vserver export-policy rule create –vserver Infra-SVM -policyname default –

ruleindex 2 –protocol nfs -clientmatch <<var_esxi_host2_nfs_ip>> -rorule sys –

rwrule sys -superuser sys –allow-suid false 

vserver export-policy rule show 

 

volume modify –vserver Infra-SVM –volume rootvol –policy default 

 

 

 

 

volume create -vserver Infra-SVM -volume infra_datastore_1 -aggregate 

aggr1_node02 -size 500GB -state online -policy default -junction-path 

/infra_datastore_1 -space-guarantee none -percent-snapshot-space 0 

 

volume create -vserver Infra-SVM -volume infra_swap -aggregate aggr1_node01 -size 

100GB -state online -policy default -junction-path /infra_swap -space-guarantee 

none -percent-snapshot-space 0 -snapshot-policy none 

 

volume create -vserver Infra-SVM -volume esxi_boot -aggregate aggr1_node01 -size 

100GB -state online -policy default -space-guarantee none -percent-snapshot-space 

0 

 

snapmirror update-ls-set -source-path //Infra-SVM/rootvol 

 

lun create -vserver Infra-SVM -volume esxi_boot -lun VM-Host-Infra-01 -size 15GB 

-ostype vmware -space-reserve disabled  

lun create -vserver Infra-SVM -volume esxi_boot -lun VM-Host-Infra-02 -size 15GB 

-ostype vmware -space-reserve disabled  

 



volume efficiency on –vserver Infra-SVM -volume infra_datastore_1 

volume efficiency on –vserver Infra-SVM -volume esxi_boot 

 

network interface create -vserver Infra-SVM -lif iscsi_lif01a -role data -data-

protocol iscsi -home-node <<var_node01>> -home-port a0a-<<var_iscsi_vlan_A_id>> -

address <<var_node01_iscsi_lif01a_ip>> -netmask <<var_node01_iscsi_lif01a_mask>> 

–status-admin up –failover-policy disabled –firewall-policy data –auto-revert 

false 

 

network interface create -vserver Infra-SVM -lif iscsi_lif01b -role data -data-

protocol iscsi -home-node <<var_node01>> -home-port a0a-<<var_iscsi_vlan_B_id>> -

address <<var_node01_iscsi_lif01b_ip>> -netmask <<var_node01_iscsi_lif01b_mask>> 

–status-admin up –failover-policy disabled –firewall-policy data –auto-revert 

false 
 

network interface create -vserver Infra-SVM -lif iscsi_lif02a -role data -data-

protocol iscsi -home-node <<var_node02>> -home-port a0a-<<var_iscsi_vlan_A_id>> -

address <<var_node02_iscsi_lif01a_ip>> -netmask <<var_node02_iscsi_lif01a_mask>> 

–status-admin up –failover-policy disabled –firewall-policy data –auto-revert 

false 

 

network interface create -vserver Infra-SVM -lif iscsi_lif02b -role data -data-

protocol iscsi -home-node <<var_node02>> -home-port a0a-<<var_iscsi_vlan_B_id>> -

address <<var_node02_iscsi_lif01b_ip>> -netmask <<var_node02_iscsi_lif01b_mask>> 

–status-admin up –failover-policy disabled –firewall-policy data –auto-revert 

false 

network interface show 

 

network interface create -vserver Infra-SVM -lif nfs_infra_swap -role data -data-

protocol nfs -home-node <<var_node01>> -home-port a0a-<<var_nfs_vlan_id>> –

address <<var_node01_nfs_lif_infra_swap_ip>> -netmask 

<<var_node01_nfs_lif_infra_swap_mask>> -status-admin up –failover-policy 

broadcast-domain-wide –firewall-policy data –auto-revert true  

 

network interface create -vserver Infra-SVM -lif nfs_infra_datastore_1 -role data 

-data-protocol nfs -home-node <<var_node02>> -home-port a0a-<<var_nfs_vlan_id>> –

address <<var_node02_nfs_lif_infra_datastore_1_ip>> -netmask 

<<var_node02_nfs_lif_infra_datastore_1_mask>> -status-admin up –failover-policy 

broadcast-domain-wide –firewall-policy data –auto-revert true  

 

network interface show 



 

 

network interface create –vserver Infra-SVM –lif vsmgmt –role data –data-protocol 

none –home-node <<var_node02>> -home-port  e0i –address <<var_svm_mgmt_ip>> -

netmask <<var_svm_mgmt_mask>> -status-admin up –failover-policy broadcast-domain-

wide –firewall-policy mgmt –auto-revert true  
 

 

 

network route create –vserver Infra-SVM -destination 0.0.0.0/0 –gateway 

<<var_svm_mgmt_gateway>> 

 

network route show 

 

security login password –username vsadmin –vserver Infra-SVM 

Enter a new password:  <<var_password>> 

Enter it again:  <<var_password>> 

 

security login unlock –username vsadmin –vserver Infra-SVM 

 



 

Enter the configuration method: console  

Enter the setup mode; setup newly or restore from backup.(setup/restore)? setup 

You have chosen to setup a new fabric interconnect? Continue? (y/n): y 

Enforce strong passwords? (y/n) [y]: y 

Enter the password for "admin": <<var_password>> 

Enter the same password for "admin": <<var_password>>  

Is this fabric interconnect part of a cluster (select 'no' for standalone)? 

(yes/no) [n]: y 

Which switch fabric (A|B): A 

Enter the system name: <<var_ucs_clustername>> 

Physical switch Mgmt0 IPv4 address: <<var_ucsa_mgmt_ip>> 

Physical switch Mgmt0 IPv4 netmask: <<var_ucsa_mgmt_mask>> 

IPv4 address of the default gateway: <<var_ucsa_mgmt_gateway>> 

Cluster IPv4 address: <<var_ucs_cluster_ip>> 

Configure DNS Server IPv4 address? (yes/no) [no]: y 

DNS IPv4 address: <<var_nameserver_ip>> 

Configure the default domain name? y 

Default domain name: <<var_dns_domain_name>> 

Join centralized management environment (UCS Central)? (yes/no) [n]: Enter 

 



   Enter the configuration method: console 

   Installer has detected the presence of a peer Fabric interconnect. This 

   Fabric interconnect will be added to the cluster.  Do you want to continue 

   {y|n}? y 

   Enter the admin password for the peer fabric interconnect: <<var_password>> 

   Physical switch Mgmt0 IPv4 address: <<var_ucsb_mgmt_ip>> 

   Apply and save the configuration (select 'no' if you want to re-enter)? 

   (yes/no): y 

 

 

 

 

 admin

 

This document assumes the use of Cisco UCS 2.2(3d). To upgrade the Cisco UCS Manager software and the Cisco UCS 

6248 Fabric Interconnect software to version 2.2(3d), refer to Cisco UCS Manager Install and Upgrade Guides. 

 

 

 

 

http://www.cisco.com/en/US/products/ps10281/prod_installation_guides_list.html
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 vPC-13-Nexus

 



 

 

 

—  

—  
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 vPC-14-NEXUS

 

 

—  

—  



 

 

 

 

 

 

 

 

 MAC_Pool_A
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 MAC_Pool_B
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 IQN_Pool

 

 iqn.1992-08.com.cisco  

 

 

 

 ucs-host

 1

 

 

 

 

 

 

 

 



 

 

 iSCSI_IP_Pool_A
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 UUID_Pool 
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 Native-VLAN
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 iSCSI-B-VLAN

 

 

 



 

 

 

 OOB-Mgmt
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 INFRA-NFS



 

 <3270>

 

 

 

 

 APIC-

 

 <1101-1200>

 

 

 

OOB-Mgmt

Uplink-

PortChannel

 

 



 

 

 OOB-Mgmt

 Native-VLAN OOB-Mgmt Native-VLAN

 

 

 

 

 

 Uplink-PortChannel

 Infra-NFS iSCSI-A-VLAN iSCSI-B-VLAN APIC-1101

APIC-1200

 

 

 



 

 

 

 

 VM-Host-Infra

 

 

 

 

 

 

 



 

 9216

 

 

 

 

 

 

 

 

 iSCSI-Boot



 

 

 

 

 

 

 

 

 Enable_CDP

 

 



 

 

 

 

 

 

 No-Power-Cap

 

 

 



 

 

 

 

 

 

 UCSB-B200-M3

 

 UCSB-B200-M3

  

 



 

 

 

 

 

 VM-Host-Infra

 

 



 

 

 

 

 

 

 VM-Host-Infra 

 

 

 



 

 

 

 

 

 

 



 

 

 

 

 

 vNIC_Template_A

 

 



 

 

 APIC-1101  APIC-1200 default

 default

 9000

 MAC_Pool_A

 Enable_CDP

 

 



 

 

 

 

 

 vNIC_Template_B



 

 

 

 

 APIC-1101  APIC-1200 default

 default

 9000

 MAC_Pool_B

 Enable_CDP

 

 

 

 

 

 

 iSCSI_Template_A

 

 

 

 iSCSI-A-VLAN 

 iSCSI-A-VLAN

 

 MAC_Pool_A

 Enable_CDP

 

 



 



 

 

 

 

 iSCSI_Template_B

 

 

 

 iSCSI-B-VLAN 

 iSCSI-B-VLAN

 

 MAC_Pool_B

 Enable_CDP

 

 

 

 

 

 

 OOB-A

 

 

 

 OOB-Mgmt Native-VLAN

 Native-VLAN

 MAC_Pool_A



 Enable_CDP

 

 

 

 

 

 

 OOB-B

 

 

 

 OOB-Mgmt Native-VLAN

 Native-VLAN

 MAC_Pool_B

 Enable_CDP

 

 

 

 

 

 

 

 Infra_NFS_A

 

 



 

 Infra-NFS default

 default

 MAC_Pool_A

 Enable_CDP

 

 

 

 

 

 

 Infra_NFS_B

 

 

 

 Infra-NFS default 

 default

 MAC_Pool_B

 Enable_CDP

 

 

 

 



  

iscsi lif01a iscsi lif01b iscsi 

lif02a iscsi lif02b

 

 

 

 

 Boot-Fabric-A 

 

 

 Add CD-ROM

 iSCSI vNICs Add iSCSI Boot

 Add iSCSI Boot iSCSI-A-vNIC.

 

 Add iSCSI Boot

 Add iSCSI Boot iSCSI-B-vNIC.

 



 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 iSCSI-A-vNIC

 

 



 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 iqn-pool

 

 iSCSI-A-vNIC 

 iSCSI-A-vNIC .

 default

 iSCSI-A-VLAN.

 None

 

 

 

 iSCSI-B-vNIC

 iSCSI-B-vNIC



 default.

 iSCSI-B-VLAN

 None

 

 

 

 

 

 

If the server in question has local disks, select default in the Local Storage list. 

If the server in question does not have local disks, select iSCSI-Boot. 



 No vHBAs

 

 

 

 

 

 

—  vNIC-A 

—  vNIC-B 

—  iSCSI-vNIC-A 

—  iSCSI-vNIC-B 

—  OOB-A 

—  OOB-B 



—  NFS-A 

—  NFS-B 

 

 

 

 Boot Fabric-A

 iSCSI-A-vNIC

 

 

 iSCSI_IP_Pool_A

 

 



iscsi nodename 

 Infra-SVM.

 Infra-SVM.

 iSCSI_lif02a

 

 

 

 

 iscsi_lif01a

 



 

 

 iSCSI-vNIC-B

 

 

 



 

 

 

 

 

 

 

 

 



 

 

 

 

 

 



 

 Infra_Pool

 

 

 VM-Host-Infra

 



 

 

 



 

 

 

 

  root > Service Template VM-Host-Infra-Fabric-A

 VM-Host-Infra-Fabric-A

 VM-Host-Infra-0

 1 

 1

 

 



 

 

 

 iscsi show

iscsi nodename

 

 



 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

switch# show inventory 

NAME: "Chassis",  DESCR: "Nexus C9396PX Chassis" 

PID: N9K-C9396PX         ,  VID: V02  ,  SN: SAL1815Q3J9 

<snip> 

 



 

 

 

 

 



 

 

 

 

 



 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 



 

 

 

 

 

 

 



 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 



 

 

 

 

 

 

 



  

 

 

 

 

 

 

 

 



 

 

 

 

 
 

 

 

 



 

 

 

 

 

 



 

 
 

 

 
 



 

 

 

 

 

 



 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 



 

 

 



 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 



 

 

 

 

 

 

  

 

 

 



 

 

 

 

 

 

 

 
 

 



 

 

 

 

 

 

 
 

 



 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 



 

 

 

 

 

 

 

 



 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 



 

 

 

 

 



 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

  

 

 



  

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 



  

 

 

 

 

 

  

 



  

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 



 
 

 

 

 

 

 



 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 



 

 

 

  

 

  

 

 

 

 



  

 

  

 

 



 

 

 

 

 

 

 



  

 

 

 



 

 

 

 

  

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 



 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 



 

 

 

 

 



 

 

 



 

 

 



 

igroup create –vserver Infra-SVM –igroup VM-Host-Infra-01 –protocol iscsi –ostype 

vmware –initiator <<var_vm_host_infra_01_iqn>>  

igroup create –vserver Infra-SVM –igroup VM-Host-Infra-02 –protocol iscsi –ostype 

vmware –initiator <<var_vm_host_infra_02_iqn>> 

igroup create –vserver Infra-SVM –igroup MGMT-Hosts –protocol iscsi –ostype 

vmware –initiator <<var_vm_host_infra_01_iqn>>, <<var_vm_host_infra_02_iqn>> 

 

 

 igroup

 

lun map –vserver Infra-SVM –volume esxi_boot –lun VM-Host-Infra-01 –igroup VM-

Host-Infra-01 –lun-id 0 

lun map –vserver Infra-SVM –volume esxi_boot –lun VM-Host-Infra-02 –igroup VM-

Host-Infra-02 –lun-id 0 



 

 

 

 

 

 

 

 

 

 admin

 

 

 VM-Host-Infra-01

https://my.vmware.com/web/vmware/login
https://my.vmware.com/group/vmware/details?downloadGroup=OEM-ESXI55U2-CISCO&productId=353


 VM-Host-Infra-01 

 

 VM-Host-Infra-02

  VM-Host-Infra-02

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

VM-Host-Infra-01

 

 root

 

 

 <<var_ib_mgmt_vlan_id>>

 

 

 

 <<var_vm_host_infra_01_ip>>

 

 

 

 

 

 



 

 

 

 

  

 

 

 

 

 

 

 

VM-Host-Infra-02

 

 root

 

 

 <<var_ib-mgmt_vlan_id>> 

 

 

 

 <<var_vm_host_infra_02_ip>>

 

 



  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 VM-Host-Infra-01

 

 

 

 

https://my.vmware.com/group/vmware/details?downloadGroup=VCLI55U2&productId=353


 

 

 

 

 

 

 

 

VM-Host-Infra-01

 VM-Host-

Infra-01 <<var_vm_host_infra_01_ip>>

 root

 

 

 VM-Host-Infra-02

 VM-Host-

Infra-02 <<var_vm_host_infra_02_ip>>

 root

 

VM-Host-Infra-01

 



 

 

 vSwitch0

 

 9000

 

 

 

 

 

  

 VMkernel-MGMT>

 

 

 MGMT Network> <<var_ib-mgmt_vlan_id>>

 

 

 iScsiBootvSwitch

 

 

 

 

 VMkernel-iSCSI-A>.

 

 

 



 

 

 

 

 

 VMkernel-iSCSI-B>

 

 VM-Host-Infra-01.

 

 

 

 vSwitch1

 

 

 

 

 

 

 

 

 

 

 

 VMkernel-NFS> <var_nfs_vlan_id>



 

 <<var_nfs_vlan_ip_host_01>>

<<var_nfs_vlan_ip_mask_host_01>> VM-Host-Infra-01

 

 

 <vSwitch>

 9000

 

 <VMkernel-NFS>

 9000

 

 

 



 

 

VM-Host-Infra-02

 

 

 

 vSwitch0



 

 9000

 

 

 

 

 

  

 VMkernel-MGMT>

 

 

 MGMT Network> <<var_ib-mgmt_vlan_id>>

 

 

 iScsiBootvSwitch

 

 

 

 

 VMkernel-iSCSI-A>.

 

 

 

 

 

 



 

 

 VMkernel-iSCSI-B>.

 

 VM-Host-Infra-02.

 

 

 vSwitch1

 

 

 

 

 

 

 

 

 

 

 

 VMkernel-NFS> <<var_nfs_vlan_id>>

 

 <<var_nfs_vlan_ip_host_02>>

<<var_nfs_vlan_ip_mask_host_02>> VM-Host-Infra-02

 

 

 <<vSwitch>>



 9000

 

 <<VMkernel-NFS>>

 9000

 

 

 

 



 

 

 

 

 



 

 

 

 

 

fnic Driver version 1.6.0.12b 

enic Driver version 2.2.2.62 

 

https://my.vmware.com/group/vmware/details?downloadGroup=DT-ESXI55-CISCO-FNIC-16012B&productId=353
https://my.vmware.com/group/vmware/details?downloadGroup=DT-ESXI55-CISCO-ENIC-21262&productId=353


 

 

 

 

 

 

 

 

 

 

 

 

 

esxcli –s <<var_vm_host_infra_01_ip>> -u root –p <<var_password>> software vib 

update -d /vmfs/volumes/datastore1/ fnic_driver_1.6.0.12b-offline_bundle-

2340688.zip 

esxcli –s <<var_vm_host_infra_02_ip>> -u root –p <<var_password>> software vib 

update -d /vmfs/volumes/datastore1/ fnic_driver_1.6.0.12b-offline_bundle-

2340688.zip 

esxcli –s <<var_vm_host_infra_01_ip>> -u root –p <<var_password>> software vib 

update -d /vmfs/volumes/datastore1/ enic-2.1.2.62-esx55-offline_bundle-

2340678.zip 

esxcli –s <<var_vm_host_infra_02_ip>> -u root –p <<var_password>> software vib 

update -d /vmfs/volumes/datastore1/ enic-2.1.2.62-esx55-offline_bundle-

2340678.zip 

 

http://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/sw/vic_drivers/install/ESX/2-0/b_Cisco_VIC_Drivers_for_ESX_Installation_Guide/Cisco_VIC_Drivers_for_ESX_Installation_Guide_chapter2.html
http://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/sw/vic_drivers/install/ESX/2-0/b_Cisco_VIC_Drivers_for_ESX_Installation_Guide/Cisco_VIC_Drivers_for_ESX_Installation_Guide_chapter2.html
http://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/sw/vic_drivers/install/ESX/2-0/b_Cisco_VIC_Drivers_for_ESX_Installation_Guide/Cisco_VIC_Drivers_for_ESX_Installation_Guide_chapter2.html


 

 

 

 

 

 

 

 

 

<<var_node02_nfs_lif_infra_datastore_1_ip>>

nfs_lif_infra_datastore_1



 /infra_datastore_1

 

 infra_datastore_1

 

 

 



 

 

 



 

 

<<var_node01_nfs_lif_infra_swap_ip>> nfs_lif_infra_swap

 /infra_swap

 

 infra_swap

 

 

 

 



 

 

 

 

 

 

 

 <<var_global_ntp_server_ip>>

 

 

 

 

 

 

 

 

  

 

 <datastore_name>



 

 

VM-Host-Infra-01

 

 

 

 

 

 datastore_name>>. 



 

 

 

 

 

 Network>>

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

use [master]  

go  

CREATE DATABASE [VCDB] ON PRIMARY  

(NAME = 'vcdb', FILENAME = 'C:\database\VCDB.mdf', SIZE = 4000KB, FILEGROWTH = 

10% )  

LOG ON  

(NAME = 'vcdb_log', FILENAME = 'C:\database\VCDB.ldf', SIZE = 1000KB, FILEGROWTH 

= 10%)  

COLLATE SQL_Latin1_General_CP1_CI_AS  

go 

ALTER DATABASE [VCDB] SET RECOVERY SIMPLE 

use VCDB  

go  

sp_addlogin @loginame=[vpxuser], @passwd='<password>', @defdb='VCDB', 

@deflanguage='us_english' 

go  

ALTER LOGIN [vpxuser] WITH CHECK_POLICY = OFF  

go  

CREATE USER [vpxuser] for LOGIN [vpxuser] 

go 

use MSDB 

go 

CREATE USER [vpxuser] for LOGIN [vpxuser] 

go 

sp_addrolemember @rolename = 'db_owner', @membername = 'vpxuser' 

go 

use VCDB 

go 

sp_addrolemember @rolename = 'db_owner', @membername = 'vpxuser' 

go 

 



 

 

 

 

 

 

 

<<var_ib-

mgmt_vlan_id>>

—  

—  

—  

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

http://www.microsoft.com/en-us/download/details.aspx?id=35580
http://www.microsoft.com/en-us/download/details.aspx?id=35580


 

 

 

 

 

  

 

 



 

 

 

 

 



 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

esxcli –s <<var_vm_host_infra_01_ip>> -u root –p <<var_password>> system coredump 

network set –-interface-name vmk0 –-server-ipv4 <<var_vcenter_server_ip>> --

server-port 6500 

esxcli –s <<var_vm_host_infra_02_ip>> -u root –p <<var_password>> system coredump 

network set –-interface-name vmk0 –-server-ipv4 <<var_vcenter_server_ip>> --

server-port 6500 

esxcli –s <<var_vm_host_infra_01_ip>> -u root –p <<var_password>> system coredump 

network set –-enable true 

esxcli –s <<var_vm_host_infra_02_ip>> -u root –p <<var_password>> system coredump 

network set –-enable true 

esxcli –s <<var_vm_host_infra_01_ip>> -u root –p <<var_password>> system coredump 

network check 

esxcli –s <<var_vm_host_infra_02_ip>> -u root –p <<var_password>> system coredump 

network check 

 

  <<var_vcenter_server_ip>>:9443/vsphere-client/# 

 



 

 

 

  

 

 

 

 

 

 

  <<var_vcenter_server_ip>>:9443/vsphere-client/# 

 

 

 



 

 

 

 

 

 

 

 

 

mailto:Administrator@vsphere.local


 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 



 vCenter_name

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

esxcli –s <<var_vm_host_infra_01_ip>> -u root –p <<var_password>> system coredump 

network set –-interface-name vmk0 –-server-ipv4 <<var_vcenter_server_ip> --

server-port 6500 

esxcli –s <<var_vm_host_infra_02_ip>> -u root –p <<var_password>> system coredump 

network set –-interface-name vmk0 –-server-ipv4 <<var_vcenter_server_ip> --

server-port 6500 

 

esxcli –s <<var_vm_host_infra_01_ip>> -u root –p <<var_password>> system coredump 

network set –-enable true 

esxcli –s <<var_vm_host_infra_02_ip>> -u root –p <<var_password>> system coredump 

network set –-enable true 

 

esxcli –s <<var_vm_host_infra_01_ip>> -u root –p <<var_password>> system coredump 

network check 

esxcli –s <<var_vm_host_infra_02_ip>> -u root –p <<var_password>> system coredump 

network check 



 

 

 

 

 

 

 

 

 

  

 

 

 

 

 



  

 

 

 

 

 

 

 

 

 



 

  
 

 

 

 

 

 

  
  

 

 



 

  

  
 

 

  

  
  

 

 

 

 

 

 

  



  
  

 

 

 

 

 

 

 

 

  

  
  

 

  



  
  

 

 



 

 

 

 

  



  
  

 

 

 

  

  



  
 

 

 

 

  

 
  

 

  



  
  

 

 

 

 

  



  
  

 

 

  

  
  



 

 

 

 

  
  

 

  



  

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 



 

 

 

 

 

network port vlan create –node <<var_node01>> -vlan-name a0a-<<var_nfs_vlan_id>> 
network port vlan create –node <<var_node02>> -vlan-name a0a-<<var_nfs_vlan_id>> 

 

network port vlan create –node <<var_node01>> -vlan-name a0a-

<<var_iscsi_vlan_A_id>> 

network port vlan create –node <<var_node01>> -vlan-name a0a-

<<var_iscsi_vlan_B_id>> 

network port vlan create –node <<var_node02>> -vlan-name a0a-

<<var_iscsi_vlan_A_id>> 

network port vlan create –node <<var_node02>> -vlan-name a0a-

<<var_iscsi_vlan_B_id>> 

 

network port vlan create –node <<var_node01>> -vlan-name a0a-

<<var_svm_mgmt_vlan_id>> 

network port vlan create –node <<var_node02>> -vlan-name a0a-

<<var_svm_mgmt_vlan_id>> 

 

broadcast-domain create –broadcast-domain App-A-NFS –mtu 9000 -ports 

<<var_node01>>:a0a-<<var_nfs_vlan_id>>,<<var_node02>>:a0a-<<var_nfs_vlan_id>> 

 

broadcast-domain create –broadcast-domain App-A-iSCSI-A –mtu 9000 -ports 

<<var_node01>>:a0a-<<var_iscsi_vlan_A_id>>,<<var_node02>>:a0a-



<<var_iscsi_vlan_A_id>> 

broadcast-domain create –broadcast-domain App-A-iSCSI-B –mtu 9000 -ports 

<<var_node01>>:a0a-<<var_iscsi_vlan_B_id>>,<<var_node02>>:a0a-

<<var_iscsi_vlan_B_id>> 

 

broadcast-domain create –broadcast-domain App-A-MGMT –mtu 1500 -ports 

<<var_node01>>:a0a-<<var_svm_mgmt_vlan_id>>,<<var_node02>>:a0a-

<<var_svm_mgmt_vlan_id>> 

 vserver

 vserver create

vserver create –vserver App-A-SVM –rootvolume rootvol –aggregate aggr1_node01 –

rootvolume-security-style unix 

 nfs iscsi

vserver remove-protocols –vserver App-A-SVM -protocols fcp,cifs,ndmp 

 

vserver modify –vserver App-A-SVM –aggr-list aggr1_node01,aggr1_node02 

 

nfs create -vserver App-A-SVM -udp disabled 

 vstorage

vserver nfs modify –vserver App-A-SVM –vstorage enabled 

vserver nfs show  

 vserver

 

volume create –vserver App-A-SVM –volume rootvol_m01 –aggregate aggr1_node01 –

size 1GB –type DP  

volume create –vserver App-A-SVM –volume rootvol_m02 –aggregate aggr1_node02 –

size 1GB –type DP 

 



snapmirror create –source-path //App-A-SVM/rootvol –destination-path //App-A-

SVM/rootvol_m01 –type LS -schedule 15min 

snapmirror create –source-path //App-A-SVM /rootvol –destination-path //App-A-

SVM/rootvol_m02 –type LS -schedule 15min 

 

snapmirror initialize-ls-set –source-path //App-A-SVM/rootvol 

snapmirror show 

 

iscsi create -vserver App-A-SVM 

iscsi show 

 

set -privilege diag 

Do you want to continue? {y|n}: y 

 

security certificate show 

 

 security 

certificate delete

security certificate delete [TAB] … 

Example: security certificate delete -vserver App-A-SVM -common-name 

3.cert.1414163766 -ca 3.cert.1414163766 -type server -serial 544A6D36 

 

security certificate create [TAB] … 

Example: security certificate create -common-name app-a-svm.ridgeflex.local -type 

server -size 2048 -country US -state "North Carolina" -locality "RTP" -



organization "Cisco" -unit "SAVBU" -email-addr "abc@cisco.com" -expire-days 365 –

protocol SSL -hash-function SHA256 –vserver App-A-SVM 

 secu-

rity certificate show

 

security ssl modify [TAB] … 

Example: security ssl modify -vserver App-A-SVM -server-enabled true -client-

enabled false -ca app-a-svm.ridgeflex.local -serial 544A71D7 -common-name app-

a.ridgeflex.local 

 

set –privilege admin 

vserver services web modify –name spi|ontapi|compat –vserver * -enabled true 

 

vserver export-policy rule create –vserver App-A-SVM -policyname default –

ruleindex 1 –protocol nfs -clientmatch <<var_nfs_subnet_address>> -rorule sys –

rwrule sys -superuser sys –allow-suid false 

vserver export-policy rule show 

 

volume modify –vserver App-A-SVM –volume rootvol –policy default 

 

volume create -vserver App-A-SVM -volume app_a_datastore_1 -aggregate aggr1_node2 

-size 500GB -state online -policy default -junction-path /app_a_datastore_1 -

space-guarantee none -percent-snapshot-space 0 

 

volume create -vserver App-A-SVM -volume iSCSI_LUN -aggregate aggr1_node1 -size 

100GB -state online -policy default -space-guarantee none -percent-snapshot-space 

0 

 

snapmirror update-ls-set -source-path //App-A-SVM/rootvol 



 

volume efficiency on –vserver App-A-SVM -volume app_a_datastore_1 

volume efficiency on –vserver App-A-SVM -volume iSCSI_LUN 

 

network interface create -vserver App-A-SVM -lif nfs_app_a_datastore_1 -role data 

-data-protocol nfs -home-node <<var_node02>> -home-port a0a-<<var_nfs_vlan_id>> –

address <<var_node02_nfs_lif_app_a_datastore_1_ip>> -netmask 

<<var_node02_nfs_lif_app_a_datastore_1_mask>> -status-admin up –failover-policy 

broadcast-domain-wide –firewall-policy data –auto-revert true –failover-group 

App-A-NFS 

 

 

 

network interface create -vserver App-A-SVM -lif iscsi_lif01a -role data -data-

protocol iscsi -home-node <<var_node01>> -home-port a0a-<<var_iscsi_vlan_A_id>> –

address <<var_node01_iscsi_lif01a_ip>> -netmask <<var_node01_iscsi_lif01a_mask>> 

-status-admin up -failover-policy disabled -firewall-policy data -auto-revert 

false 

 

network interface create -vserver App-A-SVM -lif iscsi_lif01b -role data -data-

protocol iscsi -home-node <<var_node01>> -home-port a0a-<<var_iscsi_vlan_B_id>> –

address <<var_node01_iscsi_lif01b_ip>> -netmask <<var_node01_iscsi_lif01b_mask>> 

-status-admin up -failover-policy disabled -firewall-policy data -auto-revert 

false 

 

network interface create -vserver App-A-SVM -lif iscsi_lif02a -role data -data-

protocol iscsi -home-node <<var_node02>> -home-port a0a-<<var_iscsi_vlan_A_id>> –

address <<var_node02_iscsi_lif02a_ip>> -netmask <<var_node02_iscsi_lif02a_mask>> 

-status-admin up -failover-policy disabled -firewall-policy data -auto-revert 

false 

 

network interface create -vserver App-A-SVM -lif iscsi_lif02b -role data -data-

protocol iscsi -home-node <<var_node02>> -home-port a0a-<<var_iscsi_vlan_B_id>> –

address <<var_node02_iscsi_lif02b_ip>> -netmask <<var_node02_iscsi_lif02b_mask>> 

-status-admin up -failover-policy disabled -firewall-policy data -auto-revert 

false 

 

network interface show –vserver App-A-SVM 

 

 



 

network interface create –vserver App-A-SVM –lif vsmgmt –role data –data-protocol 

none –home-node <<var_node02>> -home-port a0a-<<var_svm_mgmt_vlan_id>> –address 

<<var_vserver_mgmt_ip>> -netmask <<var_vserver_mgmt_mask>> -status-admin up –

failover-policy broadcast-domain-wide –firewall-policy mgmt –auto-revert true –

failover-group App-A-MGMT 

 

network route create –vserver App-A-SVM -destination 0.0.0.0/0 –gateway 

<<var_vserver_mgmt_gateway>> 

network route show 

 

security login password –username vsadmin –vserver App-A-SVM 

Enter a new password:  <<var_vsadmin_password>> 

Enter it again:  <<var_vsadmin_password>> 

 

security login unlock –username vsadmin –vserver App-A-VSM 

 

 

 

 



 

 

 

 

 

 

 

 

 



 

 

 

 



 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

  



  

 

 

 

 

 



  

  

  

 

  

 

 



 

 

 

 

 



 

 

 
 

 

 

 
 

 



 

 

 

 



 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

  



  

 

 

 

 

 

 

 



 

 

 

 

 

 



 

 

 

 

 

 



 

 

 



 

 

 

 

 

 

 

 



  

 

 

 

 

  

 



  

 

 

 

 

 

 



 

 

 

  

 

 

 

 

 

 

 

 

 



 

 

 

If an application requires access to block based storage using iSCSI, steps from previous sections can be repeated to: 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

  

 

 

 

 

 

 

 

 

 



 

 

  

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 



  

 

 

 

 

 

 

 

 

  

 

 

 



 

  

 

  

 

 



 

 

 

 

 

 

 

  

 

 



 

 

 

 

 

 

 

  



 

 

 



 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

  

 

 



 

 

 

 

 

 

 

 



 

 

 

 

 



 

 

 
 

 

 



 

 

 

 

 



 

interface Port-channel1 

 description *** To ACI Fabric for Common Segment Connectivity *** 

 switchport trunk encapsulation dot1q 

 switchport trunk allowed vlan 3177 

 switchport mode trunk 

end 

! 

interface GigabitEthernet0/37 

 switchport trunk encapsulation dot1q 

 switchport trunk allowed vlan 3177 

 switchport mode trunk 

 channel-group 1 mode active 

end 

! 

interface GigabitEthernet0/38 

 switchport trunk encapsulation dot1q 

 switchport trunk allowed vlan 3177 

 switchport mode trunk 

 channel-group 1 mode active 

end 

! 

MGMTSW# show etherchannel summary 

Flags:  D - down        P - in port-channel 

        I - stand-alone s - suspended 

        H - Hot-standby (LACP only) 

        R - Layer3      S - Layer2 

        U - in use      f - failed to allocate aggregator 

        u - unsuitable for bundling 

        w - waiting to be aggregated 



        d - default port 

 

 

Number of channel-groups in use: 1 

Number of aggregators:           1 

 

Group  Port-channel  Protocol    Ports 

------+-------------+-----------+----------------------------------------------- 

1      Po1(SU)         LACP      Gi0/37(P)   Gi0/38(P) 

 

 

 

 

 

 

 



 

 

 

 

 

  

 

 



 

 

 

 

 



 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 



 

 

 



 

 

 

 

  

 

 



 

 

 

 

  

 

  

 

 



 

 

 

  

 

 

 

 

 

 



 

 

 

 

  

 



 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 



 

 

  



 

 

 

 

 

 

 



 

 

 

 

 

 



 

 

 

 



 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 



 

 

 

 

 

 



 

 

 

 

 

  

  

 



  

 

 

 

 

 

 

  

 



 

 

 

  

 

 

 

 

 



 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 



Nexus 7000-1 

 

feature ospf 

! 

router ospf 10 

  router-id 192.168.254.3 

  area 0.0.0.10 nssa no-summary default-information-originate no-redistribution 

! 

interface Vlan100 

  no shutdown 

  mtu 9216 

  no ip redirects 

  ip address 192.168.253.253/30 

  no ipv6 redirects 

  ip ospf mtu-ignore 

  ip router ospf 10 area 0.0.0.0 

! 

interface Ethernet4/21.201 

  encapsulation dot1q 201 

  ip address 192.168.253.102/30 

  ip ospf mtu-ignore 

  ip router ospf 10 area 0.0.0.10 

  no shutdown 

! 

interface Ethernet4/22.202 

  encapsulation dot1q 202 

  ip address 192.168.253.106/30 

  ip ospf cost 5 

  ip ospf mtu-ignore 

  ip router ospf 10 area 0.0.0.10 

  no shutdown 

! 



 

Nexus 7000-2 

feature ospf 

! 

router ospf 10 

  router-id 192.168.254.4 

  area 0.0.0.10 nssa no-summary default-information-originate no-redistribution 

! 

interface Vlan100 

  no shutdown 

  mtu 9216 

  no ip redirects 

  ip address 192.168.253.254/30 

  no ipv6 redirects 

  ip ospf mtu-ignore 

  ip router ospf 10 area 0.0.0.0 

! 

interface Ethernet4/21.203 

  encapsulation dot1q 203 

  ip address 192.168.253.110/30 

  ip ospf cost 20 

  ip ospf mtu-ignore 

  ip router ospf 10 area 0.0.0.10 

  no shutdown 

! 

interface Ethernet4/22.204 

  encapsulation dot1q 204 

  ip address 192.168.253.114/30 

  ip ospf cost 30 

  ip ospf mtu-ignore 

  ip router ospf 10 area 0.0.0.10 

  no shutdown 

! 



 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 



 

 

 

  

  

 

 



  

 

 

  

 

 

 

 

 



  

 

 

 

 

 

 

 



 

 

 

  

 

 

 

 

 

  

 

 



  

 

  

 



  

 

 

   



 

 

 

 

  

 

 

  



 

 

 

 

   

 

 

  

 

 



  

 

 

  

 

  



 

  

 

 

 

 

 

 

  

 

 

 

 

 

 

 



  

 

 

  

 

 



   

 

 

 

 

 

   

 



 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 



  

 

  

 

 



  

 

 

 

 



  

 

 

 

 



 



 

 

 

 

 

<<var_ib_mgmt_vlan_id>>

 

 

 

 

 

 

 

 

 

 

 

http://mysupport.netapp.com/NOW/download/software/vsc_win/6.0/download.shtml
https://support.netapp.com/


 

 

 

 



 

 

 

 

 

 

https://localhost:8143/Register.html


   

 

 

 

 



 

 

 

 

 

  



 

 

 

  

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 



  

 

 

  



 

  

 

 

 

volume modify –volume infra_datastore_1 –snapshot-policy none 

 

volume snapshot show –volume infra_datastore_1 

volume snapshot delete –volume infra_datastore_1 –vserver Infra-SVM –snapshot 

<snapshot name> 

 



 

 

 

 

 .ova

http://support.netapp.com/NOW/cgi-bin/software/


 

 

 

 

 FlexPod_DC_1



 

 

 

 



 

 

 

 

 Power on after deployment 

 



 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 .ova

https://library.netapp.com/ecm/ecm_get_file/ECMP1653269
http://mysupport.netapp.com/NOW/download/software/oncommand_cdot/6.2P1/


 

 

 

 

 

 



 

 FlexPod_DC_1

 

 

 



 

 

 

 

 



 MGMT Network

 

 

 

 

 

 

 

 

 

 

https://library.netapp.com/ecm/ecm_get_file/ECMP1653269
https://library.netapp.com/ecm/ecm_get_file/ECMP1653269


  

 

 

 

 



 

 

Geographic area: <<Enter your geographic location>> 

Time zone: <<Select the city or region corresponding to your time zone>> 

 

 

Username : admin 

Enter new UNIX password: <<var_password>> 

Retype new UNIX password: <<var_password>> 

 https:// 

<<var_oncommand_server_ip>>  



 

 

 Yes 



 

 

 <<var_global_ntp_server_ip>> 

 <<var_storage_admin_email>> 

 



 

 

 

 

 



 

 

 

 

 

 



 

 

 

 

 

https://library.netapp.com/ecm/ecm_get_file/ECMP1552962
https://library.netapp.com/ecm/ecm_get_file/ECMP1552962
http://mysupport.netapp.com/NOW/download/software/oncommand_pm/1.1/OnCommandPerformanceManager-netapp-1.1.0.ova
http://mysupport.netapp.com/NOW/download/software/oncommand_pm/1.1/OnCommandPerformanceManager-netapp-1.1.0.ova


 

 .ova

 

 



 

 

 

 

 FlexPod_DC_1



 

 

 

 

 



 

 

 

 MGMT Network

 

 

 



 

 

 

 

 

 

 

https://library.netapp.com/ecm/ecm_get_file/ECMP1552962
https://library.netapp.com/ecm/ecm_get_file/ECMP1552962


 

 

 

 

 



 

 

Geographic area: <<Enter your geographic location>> 

Time zone: <<Select the city or region corresponding to your time zone>> 

 

 

Username : admin 

Enter new UNIX password: <<var_password>> 

Retype new UNIX password: <<var_password>> 

 https:// 

<<var_oncommand_pm_ip>>  

 

 



 Yes 

 

 

 

 

 

 https:// 

<<var_oncommand_server_ip>>

 

 

 



 

 

 

 

 

 



 

 

 

 

 

 

 

 Yes 

 

 

 

 

vserver nfs modify –vserver Infra-SVM -vstorage enabled 

 

vserver export-policy rule show –vserver Infra-SVM 

NetApp::> vserver export-policy rule show -vserver Infra-SVM 

             Policy          Rule    Access   Client                RO 

Vserver      Name            Index   Protocol Match                 Rule 

------------ --------------- ------  -------- --------------------- --------- 

Infra-SVM    default         1       nfs      192.168.170.61        sys 

Infra-SVM    default         2       nfs      192.168.170.60        sys 

Infra-SVM    default         3       nfs      192.168.170.58        sys 

Infra-SVM    default         4       nfs      192.168.170.59        sys 



Infra-SVM    default         5       nfs      192.168.170.62        sys 

Infra-SVM    default         6       nfs      192.168.170.63        sys 

6 entries were displayed. 

 

vserver export-policy rule modify –vserver Infra-SVM –policyname default –

ruleindex <<var_rule_index>> -protocol nfs 

 

 

 

 

 

 .vib

NetAppNasPlugin.vib

 NetAppNasPlugin.vib

 

 

http://support.netapp.com/NOW/cgi-bin/software/
http://support.netapp.com/
http://support.netapp.com/


 

 

 

 

 

 

 



 

  



 

 

 

 

 

vserver add-protocols -vserver Infra-SVM -protocols fcp 

vserver show -vserver Infra-SVM -fields allowed-protocols 

 

fcp create -vserver Infra-SVM 

fcp show 



 VM-Host-Infra-01 VM-Host-Infra-02

lun create -vserver Infra-SVM -volume esxi_boot -lun VM-Host-Infra-01 -size 10GB 

-ostype vmware -space-reserve disabled  

lun create -vserver Infra-SVM -volume esxi_boot -lun VM-Host-Infra-02 -size 10GB 

-ostype vmware -space-reserve disabled  

 

 

fcp adapter show -fields state 

 

fcp adapter modify –node <var_node> -adapter <adapter> -state up 

fcp adapter show -fields state 

 

network interface create -vserver Infra-SVM -lif fcp_lif01a -role data -data-

protocol fcp -home-node <<var_node01>> -home-port 0f -status-admin up 

 

network interface create -vserver Infra-SVM -lif fcp_lif01b -role data -data-

protocol fcp -home-node <<var_node01>> -home-port 0h -status-admin up 

 

network interface create -vserver Infra-SVM -lif fcp_lif02a -role data -data-

protocol fcp -home-node <<var_node02>> -home-port 0f -status-admin up 

 

network interface create -vserver Infra-SVM -lif fcp_lif02b -role data -data-

protocol fcp -home-node <<var_node02>> -home-port 0h -status-admin up 

 

network interface show –vserver Infra-SVM 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 WWNN_Pool

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 WWPN_Pool_A

 

 

 

 

 



 0A

 

 

 

 

 

 

 

 WWPN_Pool_B

 

 

 

 

 

 0B

 



 

 

 

 

 

 

 

 

 

 Infra_FCoE_Pool 

 

 

 

Infra_FCoE_Pool

 

 



 

 

 

 

 

 VSAN_A

 

 

 

 



 

 

 

 VSAN_B

 

 

 

 



 

 

 

 VSAN_A

 

 

 

 



 

 

 

 VSAN_B

 

 

 

 



 

 

 

 

 

 

 VSAN_A

 



 

 

 

 

 VSAN_A

 



 

 

 

 

 VSAN_B

 



 

 

 

 

 VSAN_B

 



 

 

 

 

 

 Infra-Fabric-A 

 

 

 

network interface show –vserver Infra-SVM

 



 

 

 

 

network interface show –vserver Infra-SVM

 

 

 



 

 

 

 Infra-Fabric-B 

 

 



 

network interface show –vserver Infra-SVM

 

 

 

 

 

network interface show –vserver Infra-SVM

 

 

 



 

 

 

 

 



 vHBA_Template_A

 

 

 

 WWPN_Pool_A

 

 

 

 

 

 vHBA_Template_B

 

 



 

 WWPN_Pool_B

 

 

 

fcp_lif01a fcp_lif01b fcp_lif02a

fcp_lif02b

 

 



 

 

 Boot-Fabric-A 

 

 

 

 

 

 Fabric-A

 



 

 

 

 0

 fcp_lif01a

 network interface show

 

 

 



 

 0

 fcp_lif02a

 

 

 

 Fabric-B

 

 



 

 

 0

 fcp_lif01b

 

John  

 

 

 0

 fcp_lif02b



 

 

 

 



 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 SAN-Boot

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 



 

 

 

 

 

 

 

 

 



 

 

 

 

 vNIC-A a.

 vNIC-B b.

 OOB-A c.

 OOB-B d.

 NFS-A e.

 NFS-B f.

 vHBA Fabric-A g.

 vHBA Fabric-B h.

 

 



 

 

 

 

 

 



 

 Infra_Pool

 

 

 VM-Host-Infra

 

 

 



 

 

 

 

 

 VM-Host-Infra-Fabric-A

 VM-Host-Infra-0

 1 

 1

 



 

 

 

igroup create –vserver Infra-SVM –igroup VM-Host-Infra-01 –protocol fcp –ostype 

vmware –initiator <<var_vm_host_infra_01_A_wwpn>>, 

<<var_vm_host_infra_01_B_wwpn>>  

igroup create –vserver Infra-SVM –igroup VM-Host-Infra-02 –protocol fcp –ostype 

vmware –initiator <<var_vm_host_infra_02_A_wwpn>>, 

<<var_vm_host_infra_02_B_wwpn>>  

igroup create –vserver Infra-SVM –igroup MGMT-Hosts –protocol fcp –ostype vmware 

–initiator <<var_vm_host_infra_01_A_wwpn>>, <<var_vm_host_infra_01_B_wwpn>>, 

<<var_vm_host_infra_02_A_wwpn>>, <<var_vm_host_infra_02_B_wwpn>>  

 igroup show.

 

lun map –vserver Infra-SVM –volume esxi_boot –lun VM-Host-Infra-01 –igroup VM-

Host-Infra-01 –lun-id 0 

lun map –vserver Infra-SVM –volume esxi_boot –lun VM-Host-Infra-02 –igroup VM-

Host-Infra-02 –lun-id 0 
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