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Solution Overview

This guide provides an IPv6 solution for customers who prefer software-defined networks over traditional networks. The solution
architecture is based on Cisco Software-Defined Access for the campus architecture, Cisco SD-WAN for WAN, and Cisco Firepower
for secure internet connections. The objective is to enable IPv6-only clients while keeping the underlay infrastructure dual stack
during transition. Migrating to a single-stack IPv6 architecture for both overlay and underlay will be performed when an end-to-end,
[Pv6-only environment is fully supported.

Technology Overview

The IPv6 solution is a cross-architectural design encompassing multiple domains, such as the campus, data center, firewall, WAN,
and internet. The endpoints across campus sites are [Pv6-only clients, and the underlay infrastructures are dual stack where required.

IPv6 in Cisco SD-Access

Over time Cisco DNA Center architecture has evolved from traditional campus LAN designs to the Cisco SD-Access design architecture.
Cisco SD-Access uses Cisco DNA Center to design, provision, and apply policies, as well as provide wired and wireless network
assurance for an intelligent campus network. In this solution, the Cisco SD-Access fabric underlay uses IPv4 addressing. Cisco DNA
Center utilizes IPv4 to integrate with Cisco ISE, manage devices, and provision the Cisco SD-Access fabric. In the Cisco SD-Access
fabric, overlay IPv6 traffic is transported in IPv4 Virtual Extensible LAN (VXLAN) tunnels.

IPv6 in Cisco SD-WAN

The Cisco SD-WAN architecture consists of separate orchestrations, managements, controls, and data planes. The vBond controller
allows you to automatically onboard Cisco SD-WAN routers in to the Cisco SD-WAN overlay. The vManage controller is responsible
for central configuration and monitoring. The vSmart controller is responsible for the centralized control plane of the Cisco SD-WAN
network. The Cisco SD-WAN edge device establishes a secure data-plane connectivity with other Cisco SD-WAN edge devices. The
overlay IPv6 traffic can be transported in IP security (IPsec) tunnels established over IPv4 or IPv6 transports based on local and
remote Cisco SD-WAN edge device configurations.

The Cisco SD-Access and Cisco SD-WAN technology domains are integrated to enable communication between Cisco SD-Access
sites across the Cisco SD-WAN fabric. This solution testing validates the IPv6 integration of the Cisco SD-Access and Cisco SD-WAN
technology domains and using the Cisco Firepower appliance as the Cisco SD-Access Fusion device at the main campus site. This
testing follows the Cisco SD-Access SD-WAN Independent Domain Pairwise Integration Guide to implement the Border Gateway
Protocol (BGP) and Virtual Routing and Forwarding (VRF) Lite between devices. For more information, see the Cisco SD-Access
SD-WAN I ndependent Domain Pairwise Integration Guide.


https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/Campus/Cisco-SD-Access-SD-WAN-Independent-Domain-Guide.pdf
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/Campus/Cisco-SD-Access-SD-WAN-Independent-Domain-Guide.pdf

Figure 1: Solution Testhed Logical Topology
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The logical topology of the solution testbed represents the reference customer network design with multiple Cisco SD-Access sites
of different sizes. The Cisco SD-WAN fabric connects multiple Cisco SD-Access sites and remote data centers to enable the
transportation of IPv4 and IPv6 traffic. The campus and branch sites are implemented with redundancy wherever possible, including
uplink redundancy and node redundancy. Catalyst switches and routers are used in this solution. The main campus deploys Cisco
Catalyst 9000 switches and the Cisco Catalyst 9800 Wireless Controller. The Cisco SD-WAN edge routers include the Cisco Catalyst
8000 and Cisco ASR 1000 Series Routers.

At each site, Cisco Firepower appliances implement security requirements for internal and internet traffic. These appliances enable
network address translation 64 (NAT64) that works with DNS64 to provide [Pv6-only clients reachability to IPv4 servers. Cisco

Firepower appliances are centrally managed by the Firepower Management Center (FMC).

In this architecture, the data center contains centralized services, such as the domain name system (DNS), Dynamic Host Configuration
Protocol (DHCP), and other applications. Cisco DNA Center, wireless controllers, Cisco ISE, and Cisco FMC are deployed in the
data center collocated with the main site campus, which supports both IPv4 and IPv6 services. For this solution, Cisco DNA Center

and Cisco ISE are configured and integrated with IPv4 addresses.




Main Campus Site Design Overview

Figure 2: Main Campus and Branch Site Logical Diagram

@ MPLS Internet MPLS Internet

DNS/DHCP

DC Switch

Data Center/Services Block

Branch Site

Main Campus Site

The main campus site design uses the Cisco Firepower 9300 as the Cisco SD-Access Fusion device. This design aims to achieve
macrosegmentation between Cisco SD-Access virtual networks (VNs) while granting access to shared resources in the data center
and internet. The external BGP (eBGP) is the preferred routing protocol to facilitate prefix reachability exchange between Cisco
SD-WAN edge routers, the firewall, and Cisco SD-Access fabric borders. This protocol offers fast convergence with Bidirectional
Forwarding Detection (BFD), granular prefix filtering, and BGP attributes for influencing the best path selection.

Control Plane and Data Plane Integrations

The firewall is placed between the Cisco SD-Access fabric border and Cisco SD-WAN edge devices to connect the Cisco SD-Access
VN to a Cisco SD-WAN VPN. This placement enables the same VN communications across different sites. At this location, the
firewall can apply security policies to permit or deny traffic between the same Cisco SD-Access VN hosts located in different sites
across Cisco SD-WAN. The firewall also secures the traffic going to the shared-services network in the data center.

In this solution testing, for the control plane separation, one firewall instance is created for each Cisco SD-Access VN. From the
firewall instance's perspective, all routing takes place in the global routing table. To create a one-to-one mapping between the Cisco
SD-Access VN and Cisco SD-WAN service VPN, one firewall subinterface connects to the fabric border VN interface and another
firewall subinterface connects to the Cisco SD-WAN edge device service-facing interface. The firewall instance establishes BGP
peering sessions to the Cisco SD-Access borders and Cisco SD-WAN edge devices to exchange routes between the Cisco SD-Access
VN and the Cisco SD-WAN service VPN. The Cisco SD-WAN edge device performs the mutual BGP to Overlay Management
Protocol (OMP) route redistribution for the service VPN.

As the IPv6 packet enters the fabric edge at the main site, it is encapsulated in VXLAN and sent across the Cisco SD-Access fabric
to the fabric border. The fabric border decapsulates the frame and directs it to the firewall, which in turn forwards it to the Cisco
SD-WAN edge device service-facing interface. Then the IPv6 packet is encapsulated in IPsec and sent across the Cisco SD-WAN
fabric. The receiving Cisco SD-WAN branch edge performs decapsulation and sends the IPv6 packet to the branch fabric border,
which then encapsulates it in VLXAN and forwards it to the branch fabric edge.

The IPv6 Enterprise wireless traffic and the IPv4 wireless traffic are transported through the Cisco SD-Access fabric using the same
method. Both IPv6 and IPv4 wireless traffic travel from the access point (AP) through a VXLAN tunnel to the fabric edge.

Note that this setup maintains end-to-end control plane and data plane separations across sites.



The Policy Plane Integration

Security Group Tag (SGT) Inline Tagging is enabled on the interfaces between the Cisco SD-WAN edge device, firewall, and Cisco
SD-Access fabric border devices. The SGT is transferred from the fabric VXLAN header and placed in the Cisco Meta Data (CMD)
field of the Ethernet header by the main site fabric border and sent to the firewall. The firewall sends the frame to the Cisco SD-WAN
edge device, where the SGT is copied from the Ethernet CMD field to the IPsec CMD field and carried across the Cisco SD-WAN
fabric. On the receiving Cisco SD-WAN branch edge, the SGT is transferred from the [Psec CMD field to the Ethernet CMD field.
This Ethernet frame is sent to the branch fabric border, where the SGT is transferred from the Ethernet CMD field to the VXLAN
header and forwarded to the fabric edge. Note that this setup maintains end-to-end policy plane separation across sites.

Figure 3: The Integration of IPv6, Cisco SD-Access, andCisco SD-WAN in to the Control Plane, Data Plane, and Policy Plane
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Cisco SD-Access Underlay Traffic Across Cisco SD-WAN

At the main campus site, Cisco DNA Center is in the data center. Communication is required between Cisco DNA Center and all
Cisco SD-Access fabric devices located at remote sites across Cisco SD-WAN for device discovery, management, and monitoring.
For this purpose, a dedicated service VPN is used to carry Cisco SD-Access underlay traffic across the Cisco SD-WAN fabric. The
Infra Firewall instance connects to this Cisco SD-WAN service VPN interface to open the path between the shared-services network
and the remote Cisco SD-Access fabric devices across Cisco SD-WAN. The Infra Firewall instance also connects to the main site
fabric border global interface to enable reachability to Cisco SD-Access fabric devices in the main site.

The Firewall as the Cisco SD-Access Fusion Device

In Cisco SD-Access, the Fusion router performs route leaking between global shared-services routes and Cisco SD-Access VN routes.
When using the Cisco Firepower appliance as the Cisco SD-Access Fusion device, routes are not leaked between firewall instances
because each firewall instance has only a global routing table. Instead, routes are exchanged through the Cisco Firepower appliance
data-sharing interfaces. Each firewall instance shares the same data-sharing interface connecting to the data center switch to access
the shared-services network. Each firewall instance has a unique IP address on the same subnet and forms eBGP peering with the
data center switch to advertise local Cisco SD-Access VN routes and to receive global shared-services routes.

Stateful inspection on the firewall requires that a return packet must arrive on the same interface as the original packet. As there are
two internal firewall interfaces connected to fabric borders and two external firewall interfaces connected to Cisco SD-WAN edge
devices, the firewall drops return packets that arrive on a different interface. To use redundant firewall links, equal-cost multipath
routing (ECMP) zones are deployed to enable ECMP routing and load balancing of traffic across multiple interfaces. In this solution
testing, the two internal firewall interfaces, connected to the Cisco SD-Access fabric borders, are placed in one ECMP zone while
the two external firewall interfaces, connected to Cisco SD-WAN edge devices, are placed in another ECMP zone. Additionally, the
eBGP multipath is set to two on the firewall BGP settings to enable two equal-cost paths to the destination.

Firewall Instance Types

At the main site, three types of firewall instances are deployed: Infra Firewall, VN Firewall, and Internet Firewall. The following
figure illustrates the function of each firewall instance.



Infra Firewall Instance

Figure 4: Infra Firewall Instance
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* The Infra Firewall instance provides Cisco SD-Access underlay connectivity for Cisco DNA Center to discover Cisco SD-Access
fabric devices at the main site and remote branch sites.

* The Infra Firewall instance connects to the Cisco SD-Access fabric border global interface and to the data center switch toward

the shared-services network.
* The Infra Firewall instance also connects to Cisco SD-WAN edge service VPN that is dedicated for Cisco SD-Access underlay
traffic to allow Cisco DNA Center to discover Cisco SD-Access fabric devices at the remote branch sites. This solution validation

uses VPN 10 to transport Cisco SD-Access underlay traffic.
* The Infra Firewall instance permits traffic between the Cisco SD-Access underlay network and shared-services network in the

data center.
* Permit local and remote Cisco SD-Access fabric devices reachability to Cisco DNA Center, Cisco ISE, the DNS, and the

DHCP.

* Permit AP-to-wireless controller reachability.

* Permit AP-to-DHCP server reachability.



VN Firewall Instance

Figure 5: VN Firewall Instance
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* The VN Firewall instance connects the Cisco SD-Access VN to the Cisco SD-WAN VPN and provides VN connectivity to the
shared-services network in the data center.

* There is one VN Firewall instance for each Cisco SD-Access VN and its associated Cisco SD-WAN VPN. The diagram depicts
the Cisco SD-Access VNI to Cisco SD-WAN VPN 1 association.

» The VN Firewall instance connects to the Cisco SD-Access border VN interface and the Cisco SD-WAN service-facing edge
interface.

» Each VN Firewall instance shares the same data-sharing interface that connects to the data center switch. eBGP peering is formed
between the data center switch and fabric border VRF to exchange routes between the Cisco SD-Access VN and shared-services
network.

» The VN Firewall instance permits traffic between the same VN and provides reachability to the shared-services network in the
data center.

e Permit VN traffic to the DHCP and DNS servers.

* Permit the same VN traffic between different sites.

* The BGP default route is natively filtered from the Cisco SD-Access fabric border VNs because the source of the default route
comes from the Internet Firewall instance. As all the firewall instances in the main site use the same BGP autonomous system
(AS) number, the BGP prefixes with the same local BGP AS number in the AS Path are dropped. It's important that the default
route is not advertised to the Cisco SD-WAN edge devices, so the internet-based traffic doesn't come from remote sites. The
internet-based traffic should exit locally at each site.



Internet Firewall Instance

Figure 6: Internet Firewall Instance
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* The Internet Firewall instance provides internet access to the Cisco SD-Access VN hosts.

¢ One Internet Firewall instance services all the Cisco SD-Access VNGs.

+ At the main site, the Internet Firewall instance outside interfaces connect directly to the internet routers, and the inside interfaces
connect to each of the fabric borders VN interfaces.

* The Internet Firewall instance advertises local Cisco SD-Access prefixes to the internet router through the eBGP.
* The Internet Firewall instance receives [Pv4 and IPv6 default routes from the internet router through the eBGP.
* The Internet Firewall instance advertises IPv4 and IPv6 default routes to fabric borders through the eBGP.

* The Internet Firewall instance denies traffic between different VNs to maintain macrosegmentation.

* Because the Internet firewall instance knows the routes to all the VNs and advertises the default route to the Cisco SD-Access
fabric borders, it's possible to route traffic between the VN if the Firewall's access control policy permits this option.

* The implicit deny access control can serve to prevent hosts in one VN from communicating with hosts in another VN. You
can also use an explicit deny rule to block communication between different VNs.



* The Internet Firewall instance allows outbound traffic to IPv4 and IPv6 internet.
* The firewall stateful inspection permits the return of traffic.
* The Internet Firewall instance performs NAT64 function to allow IPv6 clients reachability to the [Pv4 internet.

* The data-sharing firewall interface provides internet access to the data center.

Deployment of Virtual Routers on the Firepower

This validation uses firewall instances for control plane and data plane separation. For an alternative deployment design, virtual
routers can be deployed on the firewall instead of firewall instances. Virtual routers maintain separate routing tables for groups of
interfaces on a single firewall. In place of the three firewall instance types, deploy the following user-defined virtual router types on
a single firewall:

* Infra virtual router
* VN virtual router

* Internet virtual router

Border Gateway Protocol (BGP) Route Leaking is configured to enable communication between the user-defined virtual routers.

For more information about configuring virtual routers on the Firepower, see the "Virtual Routers" chapter of the Cisco Secure
Firewall Management Center Device Configuration Guide.


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/routing-vrf.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/routing-vrf.html

Branch Site Design Overview

Figure 7: Branch Site Logical Diagram
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The Branch Site design deploys the Cisco Firepower 2110 strictly as the Internet Firewall. In Cisco SD-Access, the fabric borders
are configured as external borders. Two Cisco SD-WAN edge devices connect to the fabric borders to service overlay traffic, enabling
communication to Cisco SD-Access networks at remote sites. Transport Locator (TLOC) Extension is not supported for IPv6 transports.
Therefore, each Cisco SD-WAN router is configured with two WAN interfaces.

The fabric border VN interfaces connect to the inside firewall subinterfaces. eBGP peering is formed between the firewall and each
fabric border VN. The fabric border VN receives the default IPv4 and IPv6 routes to allow the VN to reach the internet. Also, the
fabric border has VN interfaces that connect to the corresponding Cisco SD-WAN service-facing edge interfaces. It forms eBGP
peering with the Cisco SD-WAN edge devices to advertise local Cisco SD-Access routes and receive specific routes to remote Cisco
SD-Access networks in the same VN as well as to the shared-services network in the data center. To prevent the branch site from
becoming a transit site for internet traffic from other sites, the fabric border filters BGP default routes to the Cisco SD-WAN edge
devices.

Because all VN routes converge in the firewall's global routing table and each fabric border VN has a default route toward the Internet
Firewall, traffic can be routed between different VNs. Access policies should be configured to deny traffic between different VNs
unless inter-VN traffic is desired.
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Branch Firewall Internet Access

Typically, one internet feed from the ISP connects directly to the Cisco SD-WAN edge device at the branch site. Therefore, it's cost
efficient to connect the Firewall outside interface to the Cisco SD-WAN edge device to access the global internet. Because
Global-to-Service VPN route leaking is not supported for IPv6 currently, this solution connects the firewall outside interface to the
VPNO interface of the Cisco SD-WAN edge device.

The Internet Firewall Outside-1 interface connects to a SD-WAN-1 edge VPNO interface. The Internet Firewall Outside-2 interface
connects to a SD-WAN-2 edge VPNO interface. Global routing occurs between the Cisco SD-WAN internet transport interface and
the VPNO interface, connecting to the Internet Firewall outside interface. By default, traffic from the WAN transport interface
configured as the tunnel interface to a non-Cisco SD-WAN interface is dropped. To pass traffic between two VPNO interfaces, a
Localized Data policy and explicit Cisco SD-WAN access control list (ACL) are applied to the Cisco SD-WAN edge device.

Hardware and Software Specifications

The solution is validated with the hardware and software listed in the following table. For the complete list of hardware supported,
see the Cisco Software-Defined Access Compatibility Matrix.

Role Hardwar e Platform Software Release Software Release
Cisco DNA Center Controller | DN2-HW-APL 2.3.3.7 2355

Cisco Identity Service Virtual (ISE-VM-K9) platform | 3.0 Patch 6, 3.1 Patch 3 3.2 Patch 2
Management, RADIUS Server

Cisco SD-WAN NMS vManage 20.10 20.10
Controller

Cisco SD-WAN Edge ASR1002-X 17.9.4a 17.9.4a

Cisco SD-WAN Edge C8300, C8500 17.10 17.10

Cisco SD-Access Fabric Border | C9500H/C9600 17.6.6a 17.6.6a, 17.9.4a
Node

Cisco SD-Access Fabric Control | C9500H/C9600 17.6.6a 17.6.6a, 17.9.4a
Plane Node

Cisco SD-Access Fabric Edge |(C9200, C9300, C9400 17.6.6a 17.6.6a, 17.9.4a
Cisco Industrial Ethernet 4000 |IE4000 15.2(7)E4 15.2(8)E1
Extended Node

Cisco Wireless Controller C9800-40, C9800-CL 17.6.6a 17.6.6a, 17.9.4a
Cisco Firepower Threat Defense | FPR9300, FPR2110 7.2 7.2

Security Appliances

Cisco Secure Firewall FMC Virtual 7.2 7.2
Management Center
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https://www.cisco.com/c/dam/en/us/td/docs/Website/enterprise/sda_compatibility_matrix/index.html

Scale

The solution test verified the scale numbers listed in the following table. For the software and hardware capacity, see the Cisco DNA
Center Data Sheet.

Category Scale Numbers
VN per site 5

Wireless controllers per site 2 per HA

Fabric sites 10

APs per site 200-1000

IPv6 endpoints 20,000

SSIDs per site 4

SGTs 100

Traffic profile Unicast and multicast

Solution Use Case Scenarios
The following use cases were validated on the IPv6 vertical profile.
» Automated secure Cisco SD-WAN transporting [IPv4 and IPv6 traffic
* Fabric-enabled wireless deployment for IPv6 Enterprise users
* Network visibility, monitoring, and troubleshooting for IPv6 devices and endpoints
* [Pv6 application visibility and health
* Network robustness for IPv6 networks
* Secure onboarding for various [IPv6-only endpoints
* End-to-end IPv6 traffic and secure internet access
* End-to-end inline SGT traffic enforcement between Cisco SD-Access sites across Cisco SD-WAN
* [Pv6-only clients access of [Pv6 applications and legacy IPv4 applications
* [Pv6 application performance optimization with quality of service (QoS) and path selection
* [Pv6 endpoints and addresses scale

* Day-n operations for the following operations: Image Upgrade, Configuration Management, Backup and Restore, and Network
Expansion.

12


https://www.cisco.com/c/en/us/products/cloud-systems-management/dna-center/datasheet-listing.html
https://www.cisco.com/c/en/us/products/cloud-systems-management/dna-center/datasheet-listing.html

Solution Key Notes

This section describes the key technical notes useful for deploying the IPv6 solution.

Configure the IPv6 Address Pool

You can reserve an IP pool for the Cisco SD-Access site in Cisco DNA Center Release 2.3.5.x. This reservation requires specifying
both IPv4 and IPv6 pools, which creates a dual-stack IP pool.

To restrict the client to use only IPv6 addresses, you can either disable [Pv4 addressing on the client or configure a dummy IPv4 pool
and a dummy DHCPv4 server. To enable Stateless Address Auto-Configuration (SLAAC) for the user subnet, in the | Pv6 area, check
the SLAAC Support check box for the IPv6 pool.

= Cisco DNA Center Design / Network Settings Qoo b
Network  Device Credentials | IP Address Pools | ~ SPProfiles ~ Wireless  Telemets X
Edit IP Pool -
Q Find Hierarchy 1P Addross Pool Nama*
DD UN1_pool_1_resv
IP Address Pools (12)
« & Global
Typer
~ & Califorina subnot Type [Tl Pv2only  Dual-Stack Generic v
4 Chicago <
V Fiter  1Selected  Reserve  More Actions V|
> 4 Los Angeles
> ¢ Pleasanton 8 Neme- e infra N, or
> & SanlFrnEEED [m] AP_PQOL _resv Gener|
& San Jose 1Pva iPve
O DC-CAMPUS-MCAST-VN1 -resv Generf | S 70! ool ol
Campus-test 71.1.1.0/24 (VN1_pool_1_v4) v | 2003:0:1:1:/64 (N1 _pool_1_ve)
3 Tst_Floor_test O EXTEND_POOL resv Gener
£ 2nd_Floor_test
PP —— O  SDI-FB1-HANDOFF-resv Gener{ | ipua subnet 1Py Subret
e 71.1.1.0/24 2003:0:1:1:1/64
O SD1-FB2-HANDOFF-resv Gener
Gateway Gateway
O VNI-testpool-1-resv Gener| | 71114 2003:0:1:1:11
DHCP Server(s) DHCP Server(s)
O VN1_open_pool_iresv Generf | 611600161 x v | 202261160161 x v
a VN1_pool_1_resv Gener
ONS Server(s)
O VN2_pool_1_resv Gener| | ONS Server(s) v [ezzssonet X v
O VN3_pool_1_resv Gener|
@ SLAAC Support
O VNé_pool_1_resv Gener|
O VNs_pool_1_resv Gener
[ 12 Racord: cancel “

Enable IPv6 Unicast Routing on the Cisco SD-WAN Edge Device

Currently, for the Cisco SD-WAN edge device, IPv6 unicast routing is enabled with the ipv6 unicast-routing command through
the device CLI or through the Cisco SD-WAN GUI using the Cli Add-On Template.
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= Cisco SD-WAN Q Select Resource Groupv Templates &)

Configuration Groups ~ Feature Profiles  Device Templates  (NEit R M

Feature Template > Cli Add-On Template > SD1-WAN-1-CLI

il
Q@

Device Type C8500-12X4QC
Template Name

Description SD1-WAN-1-CLI

CLI add-on template is supported with [0S XE 17.2.1 version onward, please make sure device supports commands before using in CLI template

Vv CLI CONFIGURATION

Q search () Create Variable @& Encrypt Type6 [ SelectafFile

1 [ipvé unicast-routing
2

Enable IPv6 Strict Control on the Cisco SD-WAN Edge Device

If dual stack is configured on Transport VPNO WAN interface, [Pv4 takes precedence over IPv6 for both control and data connections.
For Cisco I0S XE SD-WAN Devices Release 17.10 and later and Cisco SD-WAN Controllers Release 20.10 and later, you can
configure the Cisco SD-WAN controllers and Cisco SD-WAN edge devices to prefer [IPv6 addressing over IPv4 addressing for
forming control connections through the IPv6 Strict Control feature. When IPv6 Strict Control is enabled, the data plane connection
between dual-stack Cisco SD-WAN edge devices are established using IPv6 transport.

On the Cisco SD-WAN edge device, [Pv6 Strict Control is enabled through the device CLI or through the Cisco SD-WAN GUI using
the Cli Add-On Template.

= Cisco SD-WAN () Select Resource Groups Templates O

Configuration Groups ~ Feature Profiles  Device Templates (MR RS

Feature Template > Cli Add-On Template > SD1-WAN-1-CLI

i
Q@

Device Type €8500-12X4QC
Template Name

Description SD1-WAN-1-CLI

CLI add-on template is supported with I0S XE 17.2.1 version onward, please make sure device supports commands before using in CLI template

v CLI CONFIGURATION

Q_Search (x) Create Variable @ Encrypt Type6 [ SelectafFile

1 system ipv6-strict-control true
2

Route Traffic Between Two VPNO Interfaces on the Cisco SD-WAN Edge Device

Dropping packets from the WAN transport tunnel interface to a non-Cisco SD-WAN interface is expected behavior. You can change
this behavior by applying the Localized Data policy to the device and applying an explicit Cisco SD-WAN inbound ACL to the WAN
transport interface. The ACL permits any IPv6 traffic to the firewall outside interface subnet and internal IPv6 prefixes.

Use following procedure to enable the firewall to connect to the Cisco SD-WAN edge device VPNO interface and then route it out
to the IPv6 internet through the Cisco SD-WAN edge internet WAN transport.

14



Procedure

Step 1 Create a VPN Interface Ethernet template for the firewall outside interface and a BGP template, and apply it to the VPNO
Transport section of the device template.

a) Create a VPN Interface Ethernet template for the subinterface connecting to the firewall outside interface.

= Cisco SD-WAN () Select Resource Groupw Templates
Configuration Groups Feature Profiles Device Templates Feature Templates
Feature Template > Cisco VPN Interface Ethernet > SD2-WAN-1-G0/0/2.100

Device Type ASR1002-X

Template Name*

Description* SD2-WAN-1-G0/0/2.100
Basic Configuration Tunnel NAT VRRP ACL/QoS ARP TrustSec Advanced
Shutdown @®~ Yes O No
Interface Name @ - GigabitEthernet0/0/2.100
Description @~ sp2-rw-outside-1

(O Dynamic  Q Static

IPv6 Address @ Y 2022:62:0:202::1/64

b) Inthe BGP template, enable BGP Default-Information Originate so that the Cisco SD-WAN edge device can advertise
the default routes learned from the internet router to the firewall.

Vv UNICAST ADDRESS FAMILY

Maximum Paths ©~
Originate @ ~ Off
RE-DISTRIBUTE NETWORK AGGREGATE ADDRESS TABLE MAP

New Redistribute

¢) In the BGP template, for the VPNO interface, create BGP neighbors for the firewall and internet router.
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v NEIGHBOR

New Neighbor
Optional Address Description Remote AS Action Action
3 @ 2022:620:202:5 @ sp2-Fw-outside-1 @ 1020 Mo 7 B
5 @ 2022170101 @ sDWAN-SW-INTERNET @ es000 More 72 8

d) Inthe Transport & Management VPN area, apply the VPN Interface Ethernet and BGP templates to the VPNO
Transport section of the device template.

Transport & Management VPN

Cisco VPN 0 * Transport_VPNO_TEMP -

Cisco BGP SD2-WAN-1-BGP-INTERNET ~ @
Cisco VPN Interface Ethernet SD2-WAN-1-G0/0/3 v @
Cisco VPN Interface Ethernet SD2-VPNO-MPLS - @
Cisco VPN Interface Ethernet SD2-WAN-1-G0/0/0 - @
Cisco VPN Interface Ethernet ASR1K_Loopback0 v @
Cisco VPN Interface Ethernet SD2-WAN-1-G0/0/2.100 - T\j

Step 2 Apply the Localized Data policy and explicit Cisco SD-WAN ACL.

a) From Configuration > Policies > Custom Options > L ocalized Policy > Lists window, create the following data
prefixes:

* Any IPv6=:/0
¢ SD2-FTD-Outside-1-IPv6-Subnet = 2022:62:0:202::/64
e SD2-VN-IPv6-Subnets = 2003:0:2::/48

b) Create the IPv6 ACL to allow any IPv6 address to firewall outside interface, IPv6 subnet, and internal IPv6 subnets.
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Localized Policy > Access Control Lists Policy > Edit IPV6 ACL Policy
Name* SD2-WAN-1-1Pv6-In
Description* SD2-WAN-1-1Pv6-In

Access Control List Access Control List
@® Add ACL Sequence

@ Sequence Rule  Drag and drop to re-arrange rules.
1, Drag & drop to reorder

© |- waten conditons

Actions 7
hesos Comot i : Source Dot ren s e reco o
Source: 1P
Defauit Action 2}
Destination Data Prefx List: SD2-FTD-Outside-1-1Pv6-Subnet
Destination: 1P
~
© | _ wateh Conditions Actions 7
Source Data Prefix List Any_IPv6 Accept s}
Source: 1P o]
Destination Data Prefx List: SD2-VN-1PV6-Subnets
Destination: 1P
~
= Cisco SD-WAN () select Resource Group+ Policies O = 08
ocalized Policy > Edit Policy
Policy Overview | Forwarding Class/QoS Route Policy
Q search v
Add Access Control List Policy v Add Device Access Policy v (Add an Access List and configure Match and Actions)
TotalRows: 2 (3 8%
Name Type Description Mode Reference Count Updated By Lst Updated
SD2-WAN-1-IPvd-In @ Access Control List (IPvé) SD2-WAN-1-IPvd-In imported 1 admin 08 Feb 2023 1:17:30 PMPST e
SD2-WAN-1-IPv6-in @ Access Control List (IPv6) SD2-WAN-1-IPv6-in imported 1 admin

08 Feb 2023 1:18:08 PM PST -

d) Apply the Localized Data policy to device template.



Additional Templates

AppQoE Choose... -
Global Template * Factory_Default_Global_CISCO_Templ... v (7)
Cisco Banner Choose... v
Cisco SNMP Choose... v
ThousandEyes Agent Choose... v
TrustSec Choose... v
CLI Add-On Template SD2-WAN-1-CLI-Template v
Policy SD2-WAN-1-Local-Policy v
Probes Choose... v
Tenant Choose... v
Security Policy Choose... v

e) Apply IngressACL - IPv6 and I Pv6 Ingress Access List to the Internet WAN Transport Interface template.



= Cisco SD-WAN () Select Resource Groupw

Configuration Groups

Feature Template > Cisco VPN Interface Ethernet > SD2-WAN-1-G0/0/3

Adaptive QoS ©~ On Off
Shaping Rate (Kbps) (©Ohe

QoS Map @~

VPN QoS Map @)

Rewrite Rule @)

Ingress ACL - IPv4 @~ [ O on ] off
IPv4 Ingress Access List @ ~  SD2-WAN-1-IPv4-In
Egress ACL - IPv4 ©- On Off
Ingress ACL - IPv6 @®~| O on Off
IPv6 Ingress Access List @ ~  sD2-WAN-1-IPv6-in
Egress ACL - IPv6 ©- On Off

Configure NAT64 on Cisco Firepower Appliances

NAT64 works with DNS64 servers to provide IPv6-only clients reachability to the public IPv4 internet. Use the following procedure
to configure NAT64 between one inside interface and two outside interfaces on Cisco Firepower appliances using the FMC.

This procedure performs NAT to translate the internal Cisco SD-Access VN1 IPv6 addresses to the outside interface IPv4 address
for traffic destined to the DN'S64 /96 prefix. In the reverse direction, NAT is applied to translate any IPv4 address from the internet
to the DNS64 /96 prefix.

Procedure

Step 1 Navigate to Objects> I nterface> Add I nterface Group, and place the Outside-1, Outside-2, and VN1-Inside interfaces
into their own interface group.

Step 2 Navigate to Objects > Network > Add Object, and define two network objects for the same inside VN1 IPv6 subnet.

This step is required because each object used in auto NAT can only reference one NAT statement.
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Step 3
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‘ Edit Network Object

Name
| SD2_IPv6_VN1_a |

Description

Network

_) Host Range ®) Network
2003:0:2:1::/64

[ Allow Overrides

) FQDN

Edit Network Object

Name
| SD2_IPv6_VN1_b |

Description

Network

_) Host Range ®) Network
2003:0:2:1::/64

[ Allow Overrides

) FQDN

Create an auto NAT dynamic rule to configure NAT for the inside VN1 IPv6 subnet to the Outside-1 interface IP address

by doing the following:

a) From the NAT Rule drop-down list, choose Auto NAT Rule.

b) From the Type drop-down list, choose Dynamic.

¢) Inthe Interface Objectstab, add the inside interface group to Sour ce I nter face Objectsand the Outside-1 interface
group to Destination I nterface Objects.

NAT Rule:
Auto NAT Rule

Type:

Dynamic

Interface Objects

Translation

PAT Pool

Advanced

Available Interface Objects

Q_ Search by name

c

DC

INTERNET
SD1-Outside-1
SD1-Outside-2

SD1-VN1-Inside-1

Source Interface Objects

SD2-VN1-Inside-IG

o)

(1) Destination Interface Objects

SD2-Outside-1-1G

(1)
[

d) Inthe Translation tab, from the Original Source drop-down list, choose the first network object that is created for
the inside VN1 IPv6 subnet, and then from the Translated Sour ce drop-down list, choose Destination Interface

IP.



NAT Rule:
Auto NAT Rule

Type:
Dynamic
Interface Objects  Translation PAT Pool  Advanced
Original Packet Translated Packet
Original Source:* Translated Source:
SD2_IPv6_VN1_a + Destination Interface IP v

Original Port:
TCP

Step 4

@ The values selected for
Destination Interface Objects in
'Interface Objects' tab will be used

Repeat Step 3 to create a second auto NAT dynamic rule to configure NAT for the inside VN1 IPv6 subnet to the Outside-2

interface IP. However, in the Tranglation tab, for the original source, use the second network object referencing the same

internal IPv6 subnet.

NAT Rule:

Auto NAT Rule v
Type:

Dynamic v

Interface Objects  Translation

PAT Pool

Advanced

Available Interface Objects C'

Q_ Search by name

DC

INTERNET
SD1-Outside-1
SD1-Outside-2

SD1-VN1-Inside-1

Source Interface Objects

(1) Destination Interface Objects (1)

SD2-VN1-Inside-IG

v SD2-Outside-2-1G ]

The following image displays the second network object, referencing the same internal IPv6 subnet, as the original source.
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Step 5

Step 6
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NAT Rule:
Auto NAT Rule

Type:

‘ Dynamic v
Interface Objects  Translation PAT Pool  Advanced

Original Packet Translated Packet

Original Source:* Translated Source:
SD2_IPv6_VN1_b v ‘ + Destination Interface IP v

Original Port:
TCP

The values selected for
Destination Interface Objects in
'Interface Objects' tab will be used

Define the objects for the NAT64 prefix (2001:6401::/96) and for any [Pv4 address (0.0.0.0/0).

Edit Network Object

Name

‘ 4_mapped_to_6 ‘

Description

Network

) Host () Range (® Network
2001:6401::/96

[ ] Allow Overrides

Create an auto NAT static rule to configure NAT for any IPv4 address to the NAT64 prefix by doing the following:

) FQDN

New Network Object (2]

Name
‘ any_IPv4_VN1 ‘

Description

Network
D Host () Range @ Network (O FQDN

0.0.0.0/0

[ ] Allow Overrides

a) From the NAT Rule drop-down list, choose Auto NAT Rule.
b) From the Type drop-down list, choose Static.

¢) Inthe Interface Objectstab, add any to Sourcelnterface Objects, and add the inside interface group to Destination

Interface Objects.



NAT Rule:
Auto NAT Rule

Type:

Static

Enable

Interface Objects

Translation

PAT Pool

Advanced

Available Interface Objects C'

l Q_ Search by name

DC

INTERNET
SD1-Outside-1
SD1-Outside-2

SD1-VN1-Inside-1

Source Interface Objects

(0) Destination Interface Objects

M

any

SD2-VN1-Inside-IG

d) In the Trandation tab, from the Original Source drop-down list, choose the any IPv4 network object option, and
then from the Translated Source drop-down list, choose the NAT64 prefix object option.

NAT Rule:
Auto NAT Rule

Type:
l Static
Enable
Interface Objects  Translation PAT Pool  Advanced
Original Packet Translated Packet
Original Source:* Translated Source:
[ any_IPv4_to_VN1 v ] + [ Address v l

Original Port:

[ TcP

|

[ 4_mapped_to_6

Translated Port:

When the configuration is completed, the NAT64 policy is displayed.

SD2-FTD-NAT-POLICY

Enter Description

Rules

Filter by Device Y Filter Rules

]

# Directior Type

~ NAT Rules Before

~ Auto NAT Rules

O

# X Dynamic
# X Dynamic
# 2 Static

Interface Objects

SD2-VN1-Inside-IG

SD2-VN1-Inside-IG

any

Destination
Interface Objects

SD2-Outside-1-IG

SD2-Outside-2-1G

SD2-VN1-Inside-IG

Original Packet

Original Original Original | Translated
Sources Destinations  Services  Sources

£ SD2_IPv6_UN1_a Interface

B SD2_IPv6_VN1_b Interface

By any_IPv4_to_WN1 By 4_mapped_to_6

Show Warings

Policy Assignments (1)

X | AddRule
Translated Packet
Translated Translatec Options
Destinations ~ Services ~ OP'
Dns:fals. 4 W
Dns:false 4 W
Dns:fals. 4 W
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Enable SGT Propagation on the Cisco SD-WAN Edge Device

To configure SGT Inline Tagging between the Cisco SD-WAN edge device and Cisco SD-Access fabric borders, use the "Process
2: Configuring Cisco TrustSec Inline Tagging" procedure in the SD-Access SD-WAN Independent Domain Integration Guide. An
extra step is required to enable SGT Propagation across Cisco SD-WAN because starting from 20.6.1/17.6.1, SGT Propagation on
the Cisco SD-WAN tunnel interface is disabled by default. Ensure that CTS SGT Propagation is enabled on the WAN transport tunnel
interfaces as shown in the following procedure.

Procedure

Step 1 On the Cisco SD-WAN edge device physical interface, enable SGT Inline Tagging. This interface is applied to the VPNO
section of the device template.

= Cisco SD-WAN () Select Resource Group Templates

Configuration Groups Feature Profiles Device Templates Feature Templates

Feature Template > Cisco VPN Interface Ethernet > SD2-WAN-1-G0/0/0

Enable SGT Propagation @D~ off
Propagate @D~ off
Security Group Tag ©®~

On Off

Enable Enforcement @~

Enforcement Security Group Tag ©®~

Step 2 On the Cisco SD-WAN edge device service VPN subinterface, enable SGT Inline Tagging.
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= Cisco SD-WAN () Select Resource Group Templates

Configuration Groups Feature Profiles Device Templates Feature Templates

Feature Template > Cisco VPN Interface Ethernet > SD2-WAN-1-G0/0/0.3001

Enable SGT Propagation Off
Propagate Off
Security Group Tag D~ 2

Trusted Off
Enable Enforcement ©~ Oon Off
Enforcement Security Group Tag ©~

Step 3 On each WAN transport tunnel interface, enable CTS SGT Propagation.



= Cisco SD-WAN () Select Resource Groupw Templates

Configuration Groups  Feature Profiles  Device Templates (RIS

ature Template > Cisco VPN Interface Ethernet > SD2-WAN-1-G0/0/3

Auto Detect Bandwidth @~ on off

Tunnel Interface @-| O on Off

Per-tunnel Qos. Q- on off

Color @~ biz-internet v

Restrict @~ On off

Groups (9)

Border (Ohd Oon Off

Maximum Control Connections (O

vBond As Stun Server @~ On Off

Exclude Controller Group List [©he

vManage Connection Preference @ -

Port Hop @~ On off

Low-Bandwidth Link O~ on off

Tunnel TCP MSS -

Clear-Dont-Fragment (Ohd On Off

CTS SGT Propagation ®@-| Oon off BY  WARNING: Starting with 20.6.1/17.6.1, SGT Propagation (inline tagging) is disabled by default on SDWAN
Tunnels. If SGT Propagation is needed, please go to Feature Template > Cisco VPN Interface Ethernet > Tunnel
and enable SGT Propagation Button

Network Broadcast @~ on off

Enable ECMP Routing Across Multiple Interfaces

In the following ECMP configuration, both the Outside-1 and Outside-2 interfaces are assigned to the Outside-ECMP zone. Similarly,
both the VN1-Inside-1 and VN1-Inside-2 interfaces are assigned to the VN1-ECMP zone.

] Fw‘ewall‘Man?“ggmsnﬁ‘?enter Overview Analysis Policies. Devices Objects Integration Deploy Q @ % @ adminv Wl sEcURE
SD1-FTD-INTERNET

Cisco Firepower 9000 Series SM-40 Threat Defense

Device  Routing Interfaces Iniine Sets  DHCP  VTEP

Equal-Cost Multipath Routing (ECMP)

Manage Virtual Routers

Add
Global v

Name Interfaces.
irtual Router Properties —
VN2-ECMP VN2-Inside-1, VN2-Inside-2 79
VN1-ECMP VN1-Inside-1, VN1-Inside-2 I i
VN3-ECMP VN3-Inside-1, VN3-Inside-2 su
Outside-ECMP Outside-2, Outside-1 i

ECMP requires equal-cost paths. To install two equal-cost routes in the routing table, configure the BGP. To do this, go to the BGP
general settings and set the number of paths to two.
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SD1-FTD-INTERNET

Cisco Firepower 9000 Series SM-40 Threat Defense

Device Routing Interfaces Inline Sets DHCP VTEP
. Enable IPv6
Manage Virtual Routers
AS Number 61010
Global v
General Neighbor Add Aggregate Address Networks Redistribution

Virtual Router Properties

ECMP
Administrative Route Distances
OSPF
OSPFV3 External
EIGRP Internal
RIP Local
Policy Based Routing
v BGP
IPva4
IPv6 Forward Packets Over Multiple Paths

Static Route Number of Paths

V Multicast Routing IBGP number of paths
IGMP
PIM

Multicast Routes

Multicast Boundary Filter

Layer 3 Handoff Between the Fabric Border and Firewall

Route Injection

20
200

200

When the firewall is configured for Active and Standby High Availability (HA) mode, it can use active and standby IP addresses on
each link for monitoring and management purposes. When accounting for the IP address of the fabric border, the number of IP
addresses on the link exceeds two. In Cisco DNA Center, the Layer 3 handoff automation using IP address pool deploys IPv4 /30
and IPv6 /126 masks for the point-to-point links. To accommodate a larger address space, Cisco DNA Center Release 2.3.4.x and
later can deploy custom subnets to each Layer 3 handoff (such as /29 for IPv4 and /125 for IPv6).

Procedure

Step 1

Configure the fabric border Layer 3 handoff using custom subnets on Cisco DNA Center.
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Step 2
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Layer 3 Handoff Layer 2 Handoff

Enable Layer-3 Handoff
Local Autonomous Number
61002 ®
BGP AS Number must be between 1 and 4294967295
Default to all virtual networks @
Do not import external routes @

b Advanced
gl

Select IP Pool ~ ®

@ ~dd Transit site
v SD2-FW-BGP-61020 @

Add External Interface

External Interface
TenGigabitEthernet1/0/5 ™

Remate AS Number 61020 (1)

Interface Description

Q) search

Actions v

Virtual Network = Enable Layer-3 Handoff VLAN ©

INFRA_VN C.

Local IP Address/Mask (O

IPv4

IPv6

62.0.204.1/24

Peer IP Address/Mask (O

IPv4

IPvG

62.0.204.5/24

VN1 .:] 2011

2022:62:0:204::1/64

2022:62:0:204::5/64

Configure the firewall subinterface toward the Cisco SD-Access fabric border VN.



General IPv4 IPv6

Name:

Path Monitoring Advanced

[ VN1-Inside

Enabled

Management Only

Description:

[ SDA

MTU:

[ 1500

(64 - 9198)

Priority:

o

Propagate Security Group Tag:

Interface *:

[ Ethernet1/3

Sub-Interface ID *:
2011

(1 - 4294967295)

VLAN ID:

[ 2011

(1 - 4094)

Edit Sub Interface

General IPv4

IPv6

Basic Address

Address

2022:62:0:204::5/64

Prefixes

Path Monitoring

Settings

Advanced

-+ Add Address
EUI64

false k4 |

Step 3 On the firewall, configure BGPv6 for the Cisco SD-Access fabric border VN neighbor.
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Edit Neighbor

IP Address* Remote AS* Enabled address
2022:62:0:204::1 61002 Shutdown administratively
Interface: (1-4294967295 or 1.0-65535.65535) BFD Fallover
Description
SD2-FB-VN1
Filtering Routes Routes Timers Advanced Migration
Incoming Outgoing
Route Map Route Map
v + v +
Prefix List Prefix List
v | + Permit_IPv6_Default_Only v |+
AS path filter AS path filter
v + v +

Default Route Filter in Branch Sites

Cisco SD-Access fabric border VNs receive default routes from the Internet Firewall. To prevent the branch site from becoming a
transit network for internet traffic from remote sites, filter these default routes from being advertised to the Cisco SD-WAN edge
device.

In the following example, the fabric border applies a filter to deny the IPv6 default route while permitting all other prefixes out toward
the Cisco SD-WAN edge device BGP neighbor.

Cisco SD-Access Fabric Border Configuration

ipv6é prefix-list no-ipvé6-default-route seq 5 deny ::/0
ipv6é prefix-list no-ipvé6-default-route seq 10 permit ::/0 le 128

router bgp 61002
address-family ipv6é vrf VN1
neighbor 2022:62:0:201::12 remote-as 61021
neighbor 2022:62:0:201::12 update-source V1an3002
neighbor 2022:62:0:201::12 fall-over bfd
neighbor 2022:62:0:201::12 activate
neighbor 2022:62:0:201::12 weight 65535
neighbor 2022:62:0:201::12 prefix-list no-ipv6-default-route out

o O O o o

MTU Matching

A Cisco SD-Access switch deployment typically sets the system maximum transmission unit (MTU) to 9100 bytes to accommodate
for VXLAN encapsulation. On Layer 3 interfaces, this causes the IPv4 and IPv6 MTU to be 9100 bytes.

Matching the Layer 3 MTU between two connected devices facilitates Path Maximum Transmission Unit Discovery (PMTUD) and
avoids one device sending packets larger than the receiving device can handle. In this solution testing, the fabric border Layer 3 IPv4
and IPv6 MTUs on the SVIs connecting to the firewall and Cisco SD-WAN edge devices are adjusted to 1500 bytes.
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Cisco SD-Access Fabric Border Configuration

interface V1an3001

description vrf interface to External router
vrf forwarding VN1

ip address 61.0.201.129 255.255.255.252
no ip redirects

ip mtu 1500

ip pim sparse-mode

ip route-cache same-interface

ipvé address 2022:61:0:201::1/126

ipv6 enable

ipvé mtu 1500

ipv6 mld explicit-tracking

bfd interval 300 min_rx 300 multiplier 3

On the Cisco Firepower appliance, the interface MTU is set to 1500 bytes by default. For Cisco SD-WAN Edges in vManage mode,
ip mtu defaults to 1500 bytes whereas ipvé mtu derives the MTU value from the physical interface MTU default value of 1508
bytes. The ipvé mtu command is configured through the device CLI or through the Cisco SD-WAN GUI using the Cli Add-On
Template.

Cisco SD-WAN Edge Device Configuration

interface GigabitEthernet0/0/0.3001
encapsulation dotlQ 3001
vrf forwarding 1
ip address 62.0.201.142 255.255.255.252
no ip redirects
ip mtu 1500
ipv6 address 2022:62:0:201::E/126
ipvé mtu 1500
no ipvé redirects
cts manual
policy static sgt 2 trusted
bfd template tl
arp timeout 1200

IPv6 Multicast

[Pv6 multicast in Cisco SD-Access is validated with Any Source Multicast (ASM) for the internal rendezvous point (RP) and external
RP in headend replication mode. The following are restrictions to IPv6 multicast in this solution.

* Currently, Cisco SD-WAN does not support IPv6 multicast.
* [Pv6 multicast is not supported on firewall interfaces that belong to ECMP zones.
* Only one fabric border can be configured as the internal RP for [Pv6 multicast.

* Currently, native multicast for IPv6 is not supported in the Cisco SD-Access underlay.
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