Troubleshooting Certificate Expiry alert of
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Introduction

This document describes the solutions for Certificate Expiry alert of Verisign
certificate(VeriSign_Class_3_Secure_Server_CA - G3.der) provided for Smart Call Home which
is set to expire on Feb 2020 in the following Cisco Unified Collaboration Products that are covered
in this document.

Cisco Unified Communications Manager (UCM)
Cisco Unified Communications Manager Session
Management Edition

Cisco IM and Presence Service (CUPS)

Cisco Unity Connection

Cisco Finesse

Cisco SocialMiner

Cisco MediaSense

Cisco Unified Contact Center Express

Cisco Unified Intelligence Center (CUIC)

Cisco Virtualized Voice Browser

Cisco Prime License Manager

Prerequisites

Requirements

There are no specific requirements for this document.



Components Used

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Background Information

Smart Call Home is an automated support capability that monitors Cisco devices on your network.
The Call Home feature allows you to communicate and send the diagnostic alerts, inventory, and
other messages to the Smart Call Home backend server.

Use this section to verify if Smart Call Home is enabled

Step 1. From the Cisco Unified Serviceability page, choose CallHome > Configuration.
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VMware Installation: 4 vwCPU Intel{R) Xeon(R) CPU X7560 @ 2.27GHz, disk 1: 80Gbytes, 4006Mbytes RAM, Partitions aligned

Step 2. Check if the Call Home field is set to Disabled or Enabled
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Problem

The VeriSign certificate(VeriSign_Class_3 Secure_Server CA - G3.der) provided by default as
tomcat-trust certificate for Smart Call Home on Cisco Unified Collaboration Products is set to
expire on Feb 2020. The following expiration alert may be seen below:

%JC_CERT- 4- Cert Val i dLessThanMont h: 9% Message=Certificate expiration Notification.
Certificate nanme: VeriSign_Class_3_Secure_Server CA -_G3.der

Unit:tontat-trust Type:own-cert ]
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Solution



This issue is documented by Cisco bug ID CSCvs64158 .

Workaround for 11.0(1) and higher versions

We need to perform below steps to Delete the expired certificate
(VeriSign_Class_3_Secure_Server_CA - G3.der)

Step 1. Browse to the Cisco Unified OS Administration GUI on the Publisher and Click on
Security > Certificate Management
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User administrator last logged in to this cluster on Wednesday, January 22, 2020 3:04:44 PM IST, to node 10.106.93,11, from 10.142.188.28 using HTTPS
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All rights reserved.
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Step 2. Find Certificate List where Common Name contains VeriSign
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Step 3. Click on VeriSign_Class_3 Secure_Server_CA_- G3 and you will see the pop-up
window highlighting the details of the certificate
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Step 4. Click on Delete button and warning prompted Click OK. The certificate should be deleted
from all nodes in the cluster.
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We need to perform below steps before we delete the certificate

Step 1. Navigate to Cisco Unified Serviceability > Tools > Control Center - Network Services
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Step 2. Stop Cisco Certificate Change Notification on all node in the cluster
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Step 3. Incase of IM and Presence Server Stop Platform Administration Web
Services and Cisco Intercluster Sync Agent
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Step 4. Delete the certificate on all the nodes including IM and Presence as described in Section
Workaround for 11.0(1) and higher in this document

Step 5. Start the service which were stopped in Step 2. and Step 3.

Note: If you delete the certificate and you do an upgrade prior to 7 Feb 2020, the certificate

will reappear after the upgrade and which has to be removed again. Any upgrades after 7

Feb 2020 will not re-add the certificate

Smart Call Home Certificates Renewal Procedure

If Smart Call Home is disabled, no further action is required after deleting the certificate. If Smart

Call Home is enabled, follow the steps

Step 1. Copy the certificate content from UCM Administration Guide Section Information for Smart

Call Home Certificates
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Note: Same certificate is valid for 10.5 and higher version

Step 2. Upload the .pem file as tomcat-trust in Cisco Unified OS Administration GUI Certificate
Management Page per the screenshot
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Step 3. Verify QuoVadis_Root_CA_2 is listed as tomcat-trust by finding Certificate where



Common Name contains QuoVadis
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For Cisco Prime License Manager
For Prime License Manager 10.5

The expired certificate (VeriSign_Class_3_Secure_Server_CA_-_G3) can be deleted from system
by applying this COP file (ciscocm.plm-CSCvs64158 remove_sch_cert C0050-1.k3.cop.sgn).
Please review the Readme file for installation instructions.

For Prime License Manager 11.5

The expired certificate (VeriSign_Class_3_Secure_Server CA - G3) can be deleted from system
by applying this COP file (ciscocm.plm-CSCvs64158_remove_sch_cert_C0050-1.k3.cop.san).
Please review the Readme file for installation instructions.
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https://software.cisco.com/download/redirect?i=!y&mdfid=286308839&softwareid=282204704&release=COP-Files&os=&beta=n
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