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Data Sheet 

Cisco Virtualized Infrastructure Manager 

Cisco® Virtualized Infrastructure Manager is a turnkey lifecycle management platform 

for enabling the installation, deployment, and management of a highly secure and 

performant cloud. 

Product Overview 

Cisco Virtualized Infrastructure Manager helps accelerate a network operator’s business transformation goals that 

are being driven by virtualization. Virtualization is an enabling technology, opening new market opportunities and 

providing new types of efficiencies. Cisco Virtualized Infrastructure Manager abstracts away much of the 

complexity of setting up and managing a cloud, providing a simple installation process along with a host of 

operational and validation tools. The integrated tools within Cisco Virtualized Infrastructure Manager allow 

operators to test reliability, scalability, and performance of the infrastructure, thereby optimizing their network 

resources and lifecycle management processes. 

Features and Benefits 

Feature Benefit 

Carrier-class platform Provides a highly available, secure, scalable, and performant cloud  

Automated deployment Reduces cloud bring-up time via an end-to-end automated modular flow that is reliable, repeatable, and 
consistent 

Ubiquitous security Reduces the surface area for attacks by using a defense-in-depth approach following Cisco’s security best 
practices (development, validation, deployment, and operations) 

“Air-gapped” 
deployment 

Enables offline installation and full software lifecycle management 

Hardware lifecycle 
management 

Provides transparent, fully automated hardware addition, removal, and replacement with zero to minimal 
service disruption  

Software lifecycle 
management  

Provides transparent, fully automated software updates, rollback, and postinstall configuration changes with 
zero to minimal service disruption 

Data-plane flexibility OVS, SR-IOV, VPP (fd.io), LinuxBridge 

SDN controller  Provides integration with Cisco VTS 

Third-party hardware Fully integrated and validated support for Intel NICs  

Enhanced platform 
awareness (EPA) 

Automated deployment of EPA features across multiple nodes, validated and tuned for a carrier-class cloud 

Standardized interfaces Provides comprehensive and well-defined RESTful APIs for transparent external integration 

Third-party storage Integrates with SwiftStack for object storage 
 

https://fd.io/
https://www.cisco.com/c/en/us/products/cloud-systems-management/virtual-topology-system/index.html
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Simple and Automated Installer 

Cisco Virtualized Infrastructure Manager makes deploying and managing an on-premise private cloud a simpler 

process. Cisco Virtualized Infrastructure Manager is built with a full-service, automated installer to get an on-

premise, secure, carrier-class cloud up and running. This includes support for an end-to-end deployment starting 

from bare metal to a fully operational cloud. The workflow for setting up the Cisco Virtualized Infrastructure 

Manager is simple: 

 

Private Cloud 

The Cisco Virtualized Infrastructure Manager supports a quick and reliable install and bring-up of a cloud (day 0 

and day 1). The software also provides easy configuration, ongoing monitoring, data insights, automated updates, 

upgrades, and pod management functions (day N). As a result, the complexity of managing and maintaining cloud 

infrastructure deployments is significantly eased. 

Integrated Tools 

Cisco Virtualized Infrastructure Manager comes with a host of fully integrated operational tools, including: 

● Centralized logging for troubleshooting (for example, Elastic Stack) 

● Integration with Zenoss for monitoring and assurance 

● CloudPulse: NFVI control plane and API endpoint health check (collaboration, docs, Github) 

● Virtual Machine Throughput and Performance (VMTP): Full virtual topology bring-up and throughput tests 

(Github) 

● NFVbench: Network end-to-end throughput performance benchmarking (OPNFV) 

Security 

The Cisco Virtualized Infrastructure Manager is secured via a defense-in-depth approach. Cisco Virtualized 

Infrastructure Manager code undergoes several security verification cycles. Inherent security features include: 

● Minimum attack surface (no unnecessary open ports) 

● On-demand password reset 

● Randomly generated passwords 

https://github.com/elastic
https://review.openstack.org/#/admin/projects/openstack
https://wiki.openstack.org/wiki/Cloudpulse
https://github.com/openstack/cloudpulse
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&cad=rja&uact=8&ved=0ahUKEwiU0PTbq9XUAhVO62MKHezmCt8QFggoMAA&url=https%3A%2F%2Fgithub.com%2Fopenstack%2Fvmtp&usg=AFQjCNGyFBupHR-xGSO2oJvhKvbs_UinWw
https://wiki.opnfv.org/display/fds/NFVBENCH+performance+testing+demo+for+FDS
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● Transparent updates of security patches 

● SELinux (host level) always enabled 

● SSL support 

● TLS support 

● Host-based firewalls 

● Immutable containers 

● Nonroot containers 

The Cisco Virtualized Infrastructure Manager is supported on the following hardware platforms: 

Hardware Platforms supported 

Servers Cisco UCS
®
 B and C Series 

ToR switches Cisco Nexus
®
 9000 Series 

Management switches Cisco Catalyst
®
 2000 and 3000 series 

Licensing Information 

For more information, visit the Cisco Ordering home page. 

Ordering Information  

Cisco VIM is available. To order, visit the Cisco Ordering home page.  

For additional product numbers, including hardware options, contact your local Cisco account representative. To 

place an order, visit the Cisco Ordering home page. 

Cisco Services for Enabling Your Cloud 

Setting up, integrating, and managing cloud services within your network can be complicated. Services from Cisco 

can help you get your cloud up and running so you can begin transforming your infrastructure and accelerate 

business innovation and growth. Cisco Services include planning and design services, technical services, and 

optimization services. For more information about how Cisco Services can help you, visit 

https://www.cisco.com/go/services. 

Cisco Capital 

Financing to Help You Achieve Your Objectives 

Cisco Capital
®
 can help you acquire the technology you need to achieve your objectives and stay competitive. We 

can help you reduce CapEx. Accelerate your growth. Optimize your investment dollars and ROI. Cisco Capital 

financing gives you flexibility in acquiring hardware, software, services, and complementary third-party equipment. 

And there’s just one predictable payment. Cisco Capital is available in more than 100 countries. Learn more. 

Speed Up and Deploy Secure, Highly Performing, Private On-Premise Clouds 

Transform the way you manage your network’s virtual and physical resources by embracing the power of open-

source and cloud virtualization. Develop and deliver newer, better services for your customers using a secure, 

high-performing cloud with Cisco Virtualized Infrastructure Manager. For additional information, visit 

https://www.cisco.com/c/en/us/products/cloud-systems-management/virtualized-infrastructure-manager/. 

 

 

https://www.cisco.com/c/en/us/buy.html
https://www.cisco.com/c/en/us/buy.html
https://www.cisco.com/c/en/us/buy.html
https://www.cisco.com/go/services
https://www.cisco.com/web/ciscocapital/americas/us/index.html
https://www.cisco.com/c/en/us/products/cloud-systems-management/virtualized-infrastructure-manager/
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