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Preface

Preface

Change History

Table 1 Administrator Guide Change History
Date Change Reason
November | Remove incorrect reference in X72.5 Features table to support for SIP UPDATE Document
2020 Method for Session Refresh over MRA. correction
October = Update missing and out of date settings in pre-configured zones. Document
2020 . corrections
= Remove duplicated content about HSM.
= Clarify external/third party gatekeeper meaning in RMS license usage.
October Updates for X12.6.4 maintenance release (CSCwv92477 - configurable DH key X12.6.4
2020 length for H.323-SIP interworking). maintenance
release /
Changes to Configuring Password Security topic to reflect that Enforce strict document
passwords applies to all locally-managed accounts since X12.6, not just to local correction
admin accounts.
August Updates for X12.6.2 maintenance release. X12.6.2
2020 maintenance
release
July 2020 | Restructure content related to logging and serviceability and integrate content that | Document
was formerly in the Expressway Serviceability Guide and is now merged into this reorganization
guide. Also restructure troubleshooting and diagnostics information into its own
chapter.
July 2020 | Updates for X12.6.1 maintenance release including MRA registrations count; and X12.6.1
Expressway-E TURN server no longer functions as a generic STUN server. maintenance
release
June 2020 | Update Firewall Traversal section to explain cases of IP address mismatch in STUN | Document
packets. clarification
June 2020 | Updates for X12.6, add process to restore "Applications" menu if not visible in web | X12.6 release
ul.
February Updates for X12.5.7 maintenance release including "Kari's Law". Note: X12.5.7 X12.5.7
2020 now withdrawn and replaced with X12.5.9. maintenance
release
Clarify option keys for CE1200 appliances.
January Update Cluster License Usage and Capacity Guidelines section to clarify no Document
2020 capacity gain from clustering Small VMs. correction
December | Clarify not to install other software onto the product. Document
2019 clarification
Correct location of VM Size field.
Document
correction
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Table 1 Administrator Guide Change History (continued)
Date Change Reason
November | Updates for X12.5.6 maintenance release. X12.5.6
2019 maintenance
release
July 2019 | Updated for X12.5.4. Removed references to release key as it is not required to X12.5.4 release
upgrade a system on X8.6.x or later software to 12.5.4 or later.
Fix incorrect default value for "Redirect HTTP requests to HTTPS" in the Network
Services section. CSCvq39362 refers.
June 2019 | RMS license consumption table updated, now includes only those scenarios which | Document
consume RMS licenses. correction
May 2019 | Fixincorrect reference to 488 response code in the description of Meeting Server Document
load balancing setting. correction
April 2019 | Updates for X12.5.2 maintenance release (includes support for virtualized Small X12.5.2
VMs on VMware ESXi platform). maintenance
release
March Updates for X12.5.1 maintenance release. X12.5.1
2019 maintenance
release
February Reinstate "Services That Can be Hosted Together" table in the Introduction. Documentation
2019 correction
January Updates for X12.5. X12.5release
2019
December | Retitle for X8.11.4 (no substantive updates). Adjust B2BUA calls status section for X8.11.4
2018 CSCvn73111. maintenance
release
October Updates for X8.11.3 maintenance release. X8.11.3
2018 maintenance
release
(withdrawn)
September | Updated for Webex and Spark platform rebranding, CE1200 appliance, and X8.11.1 | X8.11.1 release
2018 release. (withdrawn)
July 2018 | Updates for X8.11. X8.11 release
(withdrawn)
July 2017 | Updates for X8.10. X8.10 release
January General corrections and updates. New feature added. X8.9.1
2017 maintenance
release
December | New features and general corrections. X8.9 release
2016
September | Help and admin guide updates including new call policy rule configuration. X8.8.2
2016 maintenance
release
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Table 1 Administrator Guide Change History (continued)

Date Change Reason

July 2016 | Correction in MRA overview and Xconfig SIP Advanced CLI commands added. X8.8 document
corrections

June 2016 | Updates for X8.8. X8.8 release

April 2016 | General corrections and updates. New features added. X8.7.2
Maintenance
release

February General corrections and updates. Document change history (this table) added. X8.7.1

2016 DNS zone parameters and alarm reference updated. Maintenance
release
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What’s New in This Version?

What's New in This VVersion”

Note: New features from software version X12.5 and later are not supported for the Cisco VCS product, and
apply only to the Cisco Expressway product. For VCS systems, this version is provided for maintenance and bug

fixing purposes only.

Table 2 Features by Release Number

Feature / change

Status

Multiple Presence Domains over MRA

Supported from X12.6.3

(available in earlier releases as Preview status)

Test Button for Customized Alarm-based Email Notifications

Supported from X12.6.3

Diagnostic Logging API

Supported from X12.6.3

Customizable Alarm-based Email Notifications

Supported from X12.6.2

Whisper Coaching / Whisper Announcements over MRA

Supported from X12.6.2

Agent Greeting over MRA

Supported from X12.6.2

Display Active MRA Registrations Count

Supported from X12.6.1

Silent Monitoring Over MRA

Supported from X12.6.1

Security Enhancements

Supported from X12.6

Smart Licensing

Supported from X12.6

Type and Series Configuration by Ul Setting not by Option Key

Supported from X12.6

Alarm-based Email Notifications

Supported from X12.6

Hardware Security Module (HSM) Support

Preview

Android Push Notifications for IM&P

Preview

(disabled by default from X12.6.2)

Headset Capabilities for Cisco Contact Center

Preview

Expressway Forward Proxy

Removed from X12.6.2

Smart Call Home

Removed from X12.6.2

Advanced Media Gateway

Removed from X12.6

More information

For information about a particular feature, please see the Release Notes for the relevant software version.

1
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CISCO.

INntroduction

About the Expressway

IMPORTANT! New features from software version X12.5 and later are not supported for the Cisco TelePresence
Video Communication Server product (VCS). They apply only to the Cisco Expressway Series product
(Expressway). This software version is provided for the VCS for maintenance and bug fixing purposes only.

Cisco Expressway Series (Expressway) is designed specifically for comprehensive collaboration services. It features
established firewall-traversal technology and helps to redefine traditional enterprise collaboration boundaries, to
support our Cisco vision of any-to-any collaboration.

Expressway offers the following primary features and benefits:

= Provides proven, highly secure, firewall-traversal technology.

» Facilitates connections for business-to-business, business-to-consumer, and business-to-cloud-service-
provider.

= Facilitates session-based access to collaboration services for remote workers, with no need for a separate
VPN client.

= Supports a wide range of devices, including Cisco Jabber for smartphones, tablets, and desktops.

= Complements bring-your-own-device strategies and policies for remote and mobile workers.

A typical Expressway system is deployed as a pair: an Expressway-C with a trunk and line-side connection to Unified
CM, and an Expressway-E deployed in the DMZ and configured with a traversal zone to an Expressway-C.

Inside the Perimeter Qutside the
Enterprise MNetwork Enterprise Metwork

S SLE®Y

Video, Voice, Content, IM&P

Business to
Business
Collaboration

Consumer to
Business
Collaboration

Cisco Unified Cisco Cisco
Communications Expressway Expressway
Manager C

Service Remote
Provider & Mobile
Worker

Collaboration

Expressway is available on a dedicated physical appliance such as a CE12100, or as a virtual machine (VM) on a
Cisco UCS server.

Cisco Systems, Inc.  www.cisco.com
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Expressway Types

Each Expressway can be configured as one of two types, which offer different capabilities.

Expressway-C

Expressway-C delivers any-to-any enterprise wide conference and session management and interworking
capabilities. It extends the reach of telepresence conferences by enabling interworking between Session Initiation
Protocol (SIP)- and H.323-compliant endpoints, interworking with third-party endpoints; it integrates with Unified CM
and supports third-party IP private branch exchange (IP PBX) solutions. Expressway-C implements the tools required
for creative session management, including definition of aspects such as routing, dial plans, and bandwidth usage,
while allowing organizations to define call-management applications, customized to their requirements.

Expressway-E

The Expressway-E deployed with the Expressway-C enables smooth video communications easily and securely
outside the enterprise. It enables business-to-business video collaboration, improves the productivity of remote and
home-based workers, and enables service providers to provide video communications to customers. The application
performs securely through standards-based and secure firewall traversal for all SIP and H.323 devices. As a result,
organizations benefit from increased employee productivity and enhanced communication with partners and
customers.

It uses an intelligent framework that allows endpoints behind firewalls to discover paths through which they can pass
media, verify peer-to-peer connectivity through each of these paths, and then select the optimum media connection
path, eliminating the need to reconfigure enterprise firewalls.

The Expressway-E is built for high reliability and scalability, supporting multivendor firewalls, and it can traverse any
number of firewalls regardless of SIP or H.323 protocol.

Standard Features

Standard features on Expressway include the following:
= Secure firewall traversal and session-based access to Cisco Unified Communications Manager for remote
workers, without the need for a separate VPN client
= Endpoint registration support.

= SIP Proxy. Note that SIP and H.323 protocols are disabled by default on new installs, and can be enabled from
Configuration > Protocols

= SIP Registrar (requires Room or Desktop Registration licenses)
= SIP and H.323 support, including SIP / H.323 interworking

= IPv4 and IPv6 support, including IPv4 / IPv6 interworking

= TURN relay licenses

= Advanced networking

= Device provisioning and FindMe services

= H.323 gatekeeper

= QoS tagging

= Bandwidth management on both a per-call and a total usage basis, configurable separately for calls within the
local subzones and to external systems and zones

= Automatic downspeeding option for calls that exceed the available bandwidth
= URland ENUM dialing via DNS, enabling global connectivity

= Rich media session (RMS) support

= 1000 external zones with up to 2000 matches

= 1000 subzones and supporting up to 3000 membership rules

13
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= Flexible zone configuration with prefix, suffix and regex support

= Can function as a standalone Expressway, or be neighbored with other systems such as other Expressways,
gatekeepers and SIP proxies

= Can be clustered with up to 6 Expressways to provide n+1 redundancy, and up to 4 x individual capacity.
= Intelligent Route Director for single number dialing and network failover facilities

= Optional endpoint authentication

= Control over which endpoints are allowed to register

= Call Policy (also known as Administrator Policy) including support for CPL

= Support for external policy servers

= Can be managed with Cisco TelePresence Management Suite 13.2 or later

= Active Directory authentication

= Pre-configured neighbor zone defaults for Cisco Unified Communications Manager and for Nortel
Communication Server

= Embedded setup wizard using a serial port for initial configuration
= System administration using a web interface or SSH, or via the CIMC port for a CEnnnn physical appliance
= Intrusion protection

Do Not Install Other Cisco or Third-Party Software onto Expressway

Cisco does not support the installation of any additional Cisco or third-party software, applications, or agents on
Expressway (VMs or physical appliances), unless we state explicitly otherwise. Non-Expressway products may
corrupt the Expressway code and must not be installed.

Hardware Appliance and Virtual Machine Options
Expressway supports on-premises and cloud applications and is available as a dedicated appliance or as a virtualized
application on VMware, with additional support for Cisco Unified Computing System (Cisco UCS) platforms.

Virtual Machine Options

Expressway has these virtualized application deployment types:

= Small (for Cisco Business Edition 6000 or supported VMware ESXi platforms, subject to the required minimum
hardware specification)

= Medium (standard installation)
= Large (extra performance and scalability capabilities)

See Cisco Expressway Virtual Machine Installation Guide on the Expressway installation guides page.

Hardware CE Series Appliances

The Expressway is also available as a dedicated CE Series appliance based on UCS hardware. For example, the
CE1200 appliance based on a UCS C220 M5L, operates as a medium capacity or large capacity Expressway.

Note: The Cisco VCS series is not supported on CE1200 appliances.
Changing the default system size

For appliances deployed as Expressway-E you can manually change the default system size of appliances from Large
to Medium, or the other way round. This capability was introduced to mitigate an issue with demultiplexing ports for
media traversal on appliances with a 1 Gbps NIC (SFP module) that are configured as Medium systems.

To change the size of the appliance, go to System > Administration settings page and select the required size from
the Deployment Configuration list.

14
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Installation information

See Cisco Expressway CE1200 Appliance Installation Guide on the Expressway installation guides page.

About This Guide

This guide describes the various features, services, and capabilities of Expressway. It assumes a fully equipped
version of Expressway, so your deployment may not support all of the items described.

The guide only applies to the Cisco Expressway Series product. For information about Cisco VCS, please refer to the
X12.5.x Cisco VCS Administrator Guide on the Cisco TelePresence Video Communication Server maintain and
operate guides page.

Most configuration tasks on Expressway can be done through the web user interface or the command line interface
(CLI). The guide mainly describes how to use the web user interface. Some features are only available through the
CLI, and these are described where relevant.

Web user interface directions are shown in the format Menu > Submenu followed by the Name of the page that you
will be taken to.

CLI commands where provided, are shown in the format:
xConfiguration <Element> <SubElement>
xCommand <Command>
Training
Training is available online and at our training locations. For more information on all the training we provide and where
our training offices are located, visit www.cisco.com/go/telepresencetraining.
Glossary

A glossary of TelePresence terms is available at: https://tp-tools-web01.cisco.com/start/glossary/.

Accessibility Notice
Cisco is committed to designing and delivering accessible products and technologies.
The Voluntary Product Accessibility Template (VPAT) for Cisco Expressway is available here:
www.cisco.com/web/about/responsibility/accessibility/legal_regulatory/vpats.html#telepresence
You can find more information about accessibility here:

www.cisco.com/web/about/responsibility/accessibility/index.html
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Related Documentation

Table 3 Links to Related Documents and Videos

Support videos

Videos provided by Cisco TAC engineers about certain common Expressway
configuration procedures are available on the Expressway/VCS Screencast Video List
page

Installation - virtual
machines

Cisco Expressway Virtual Machine Installation Guide on the Expressway installation
guides page

Installation - physical
appliances

Cisco Expressway CE1200 Appliance Installation Guide on the Expressway installation
guides page

Basic configuration for
registrar / single
systems

Cisco Expressway Registrar Deployment Guide on the Expressway configuration guides
page

Basic configuration for
firewall traversal /
paired systems

Cisco Expressway-E and Expressway-C Basic Configuration Deployment Guide on the
Expressway configuration guides page

Administration and
maintenance

Cisco Expressway Administrator Guide on the Expressway maintain and operate guides
page

Communications

Clustering Cisco Expressway Cluster Creation and Maintenance Deployment Guide on the
Expressway configuration guides page

Certificates Cisco Expressway Certificate Creation and Use Deployment Guide on the Expressway
configuration guides page

Ports Cisco Expressway IP Port Usage Configuration Guide on the Expressway configuration
guides page

Unified Mobile and Remote Access Through Cisco Expressway on the Expressway configuration

guides page

Cisco Meeting Server

Cisco Meeting Server with Cisco Expressway Deployment Guide on the Expressway
configuration guides page

Cisco Meeting Server API Reference Guide on the Cisco Meeting Server programming
guides page

Other Cisco Meeting Server guides are available on the Cisco Meeting Server
configuration guides page

Cisco Webex Hybrid
Services

Hybrid services knowledge base

Cisco Hosted
Collaboration Solution
(HCS)

HCS customer documentation

16



https://www.cisco.com/c/en/us/support/docs/unified-communications/expressway-series/214390-expressway-vcs-screencast-video-list.html
http://www.cisco.com/c/en/us/support/unified-communications/expressway-series/products-installation-guides-list.html
http://www.cisco.com/c/en/us/support/unified-communications/expressway-series/products-installation-guides-list.html
http://www.cisco.com/c/en/us/support/unified-communications/expressway-series/products-installation-guides-list.html
http://www.cisco.com/c/en/us/support/unified-communications/expressway-series/products-installation-guides-list.html
http://www.cisco.com/c/en/us/support/unified-communications/expressway-series/products-installation-and-configuration-guides-list.html
http://www.cisco.com/c/en/us/support/unified-communications/expressway-series/products-installation-and-configuration-guides-list.html
http://www.cisco.com/c/en/us/support/unified-communications/expressway-series/products-installation-and-configuration-guides-list.html
http://www.cisco.com/c/en/us/support/unified-communications/expressway-series/products-maintenance-guides-list.html
http://www.cisco.com/c/en/us/support/unified-communications/expressway-series/products-maintenance-guides-list.html
http://www.cisco.com/c/en/us/support/unified-communications/expressway-series/products-installation-and-configuration-guides-list.html
http://www.cisco.com/c/en/us/support/unified-communications/expressway-series/products-installation-and-configuration-guides-list.html
http://www.cisco.com/c/en/us/support/unified-communications/expressway-series/products-installation-and-configuration-guides-list.html
http://www.cisco.com/c/en/us/support/unified-communications/expressway-series/products-installation-and-configuration-guides-list.html
http://www.cisco.com/c/en/us/support/unified-communications/expressway-series/products-installation-and-configuration-guides-list.html
http://www.cisco.com/c/en/us/support/unified-communications/expressway-series/products-installation-and-configuration-guides-list.html
http://www.cisco.com/c/en/us/support/unified-communications/expressway-series/products-installation-and-configuration-guides-list.html
http://www.cisco.com/c/en/us/support/unified-communications/expressway-series/products-installation-and-configuration-guides-list.html
http://www.cisco.com/c/en/us/support/unified-communications/expressway-series/products-installation-and-configuration-guides-list.html
http://www.cisco.com/c/en/us/support/conferencing/meeting-server/products-programming-reference-guides-list.html
http://www.cisco.com/c/en/us/support/conferencing/meeting-server/products-programming-reference-guides-list.html
http://www.cisco.com/c/en/us/support/conferencing/meeting-server/products-installation-and-configuration-guides-list.html
http://www.cisco.com/c/en/us/support/conferencing/meeting-server/products-installation-and-configuration-guides-list.html
http://cisco.com/go/hybrid-services
https://www.cisco.com/c/en/us/support/unified-communications/hosted-collaboration-solution-hcs/tsd-products-support-series-home.html
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Table 3 Links to Related Documents and Videos (continued)

Microsoft infrastructure

Cisco Expressway with Microsoft Infrastructure Deployment Guide on the Expressway
configuration guides page

Cisco Jabber and Microsoft Skype for Business Infrastructure Configuration Cheatsheet
on the Expressway configuration guides page

Rest API

Cisco Expressway REST APl Summary Guide on the Expressway configuration guides
page (high-level information only as the APl is self-documented)

Multiway Conferencing

Cisco TelePresence Multiway Deployment Guide on the Expressway configuration guides
page
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About the Service Setup Wizard (Service Selection Page)

The Service Setup Wizard makes it easier to configure Expressway for its chosen purpose in your environment, and
simplifies the web user interface. As well as running the wizard for initial configuration you can subsequently access
its service selection page at any time (Status > Overview). For more details about using the wizard, see the Cisco
Expressway-E and Expressway-C - Basic Configuration guide on the Expressway configuration guides page.

Figure 1 Service Setup Wizard - Example Service Selection Page

Welcome to Cisco Collaboration services

Soloct Series

Exprassway series 0 i

VCS series

Select Type
Expressway-C

Exprossway £ °

Saloct Servicos
After you select services, you get a simplified menu that is relevant o your selection.
Mobl and Remots Accass

Jabber Guest services

Maating Rooms (CMR) Cloud
Business to business calls.
If you procsed without selecting services, you will got the full menu.

Proceed without selecting services

Skip Service Seiup Wizard Continue|

Note: If you use Smart Licensing, you cannot change the Series setting from the Service Selection page/wizard (to
convert an Expressway to a VCS product). Instead this process must start with a factory reset (to disable Smart
Licensing because it's not supported on VCS). Some of the other settings shown in this example are unnecessary
with Smart Licensing and do not appear in the wizard on Expressways that use Smart Licensing.

Services That Can be Hosted Together

Some services are incompatible and cannot be selected together. The following table provides a matrix of compatible
services. The matrix specifies which services you can use together on the same system or cluster.
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Table 4 Services That Can Be Hosted Together

Cisco Webex | Mobile Jabber Microsoft | Registrar | CMR Cloud | Business to
Hybrid and Guest gateway Business
Services Remote | Services | service calling
(Connectors) | Access (includes
Hybrid Call
Service)

Cisco Webex Hybrid Y N N N N Y Y

Services (Connectors)

Mobile and Remote N Y N N Y Y Y*

Access and/or (from

X8.9) Meeting Server

Web Proxy

Jabber Guest Services | N N Y N Y Y Y

Microsoft gateway N N N Y N N N

service

Registrar N Y Y N

CMR Cloud Y Y Y N Y Y

Business to Business Y Y* Y N Y Y Y

calling

(includes Hybrid Call

Service)

Key to Table

Y: Yes, these services can be hosted on the same system or cluster
N: No, these services may not be hosted on the same system or cluster

Rules
= Hybrid Services connectors may co-reside with the Expressway-C of a traversal pair used for Call Service,
subject to user number limitations.

* |f your Hybrid Call Service (or B2B) traversal pair is also used for MRA, then the Hybrid Services connectors
must be on a separate Expressway-C. This is because we do not support the connectors being hosted on the
Expressway-C that is used for MRA.

= Microsoft gateway service requires a dedicated VCS Control or Expressway-C (called "Gateway VCS" or
"Gateway Expressway" in the help and documentation)

= Jabber Guest cannot work with MRA (technical limitation)

= MRA s currently not supported in IPv6 only mode. If you want IPv6 B2B calling to co-reside with IPv4 MRA on
the same Expressway traversal pair, the Expressway-E and Expressway-C must both be in dual stack mode.
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This section summarizes the Expressway web user interface, and the CLI and API.

About the Web Interface

____________________________________________________________________________________________________ 21
Web Page Features and Layout ... .. il 22
About the Command Line Interface ... ... ... e 24
ADOUT TN APl 25

Cisco Systems, Inc.  www.cisco.com
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About the Web Interface

System configuration is normally carried out through the web interface. To use the web interface:

1. Open a browser window and in the address bar type the IP address or the FQDN of the system.

2. Enter a valid administrator Username and Password and click Login (see the user accounts section for details
on setting up administrator accounts). The Overview page is displayed.

If you receive a warning message regarding Expressway's security certificate, you can ignore this until you are ready
to secure the system.

Field Markers

= Ared star # indicates a mandatory field

= An orange dagger T indicates a field that must be configured on each peer in the cluster
Supported Browsers

The Expressway web interface is designed for and tested with Internet Explorer 8 and 9 (not in compatibility mode),
Internet Explorer 10 and 11, Firefox, and Chrome. We do not officially support using other browsers for accessing the
ul.

JavaScript and cookies must be enabled to use the Expressway web interface.
HTTP Methods

The Expressway web server allows the following HTTP methods:

Method Used by | Used | Usedto...
Web by
ul? API?
GET Yes Yes Retrieve data from a specified resource. For example, to return a specific page in the
Expressway web interface.
POST Yes Yes Apply data to a web resource. For example, when an administrator saves changes to
a setting using the Expressway web interface.
OPTIONS | No Yes For a specified URL, returns the HTTP methods supported by the server. For example,
the Expressway can use OPTIONS to test a proxy server for HTTP/1.1 compliance.
PUT No Yes Send a resource to be stored at a specified URL. Our REST APl commands use this
method to change the Expressway configuration.
DELETE No Yes Delete a specified resource. For example, the REST APl uses DELETE for record
deletion.

How to disable user access to the API

Administrators have APl access by default. This can be disabled in two ways:

= If the Expressway is running in advanced account security mode, then APl access is automatically disabled for
all users.

= APl access for individual administrators can be disabled through their user configuration options.
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Web Page Features and Layout

This section describes the available features on Expressway web interface pages.

Figure 2 Example list page

Status System

Administrator groups

Configuration

This system has 3 alarms

Applications Users Maintenance A 7 Heln o Loout

o You are here: Lsers » Administrator groups

- i Warning: These groups are not active. To use these groups you must set the Administrator sutherticstion source to Remote anly or Both.

(2]
[[]  Account administrators + Enabled Read-write o ez = iy Edit
[ Metwork administrators + Enabled Read-write + Yes o Yes e /Edit
hew | | | | seiecta | | ©
Figure 3 Example configuration page
_I Configuration !
. Information (=
[aime # local _sdmin i
The access level ofthe
Access level Read-write - i administrator account:
Pazsword 4 wewemeww [Password strength_] (d Read-write: configuration can be

Confirm password

viewed and changed.

Read-only: configuration can anly

Weh access Yes w | i he viewed.
Al ves - Auditor: allows access to the
ARCESS T Ewent Log, Configuration Log,
Erabled Metwaork Log and the Overview
State nabled - 1 page only.
Default: Read-write
Save Cancel Delete
acdmin Read-write taa22 18:12 BST o en_lUS 52819211 H5.1

The elements included in the example web pages shown here are described in the table below.

and location

Page Description
element
Page name n Every page shows the page name and the menu path to that page. Each part of the menu

path is a link; clicking on any of the higher level menu items takes you to that page.

System & This icon appears on the top right corner of every page when there is a system alarmin

alarm place. Click on this icon to go to the Alarms page which gives information about the alarm
and its suggested resolution.

Help ? This icon appears on the top right corner of every page. Clicking on this icon opens a new
browser window with help specific to the page you are viewing. It gives an overview of the
purpose of the page, and introduces any concepts configured from the page.

Log out o This icon appears on the top right corner of every page. Clicking on this icon ends your

administrator session.
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and Unselect
All

Page Description

element

Field level i An information box appears on the configuration pages whenever you either click on the

information Information icon or click inside a field. This box gives you information about the particular
field, including where applicable the valid ranges and default value. To close the
information box, click on the X at its top right corner.

Information = The Expressway provides you with feedback in certain situations, for example when

bar ! | settings have been saved or when you need to take further action. This feedback is given in
a yellow information bar at the top of the page.

Sorting E Click on column headings to sort the information in ascending and descending order.

columns

Select All ﬁ Use these buttons to select and unselect all items in the list.

configuration
item

Mandatory * Indicates an input field that must be completed.

field

Peer- t When an Expressway is part of a cluster, most items of configuration are applied to all
specific peers in a cluster. However, items indicated with a T must be specified separately on each

cluster peer.

System
Information

o

The name of the user currently logged in and their access privileges, the system name (or
LAN 1 IPv4 address if no system name is configured), local system time, currently selected
language, serial number and Expressway software version are shown at the bottom of the
page.

Note that you cannot change configuration settings if your administrator account has read-only privileges.

Missing "Application" Menu in Web User Interface

When Expressway is installed, the menus that appear in the web user interface are tailored to match the service
selections chosen in the Service Setup Wizard. In some cases, depending on the combination of services selected,
the Applications menu may be missing from the interface. If this happens and you want to restore the menu, do the

following:

1. Go to Status > Overview and click Run service setup, to go back to the service setup options.

2. Check the option Proceed without selecting services and click Continue.
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About the Command Line Interface

The Command Line Interface (CLI) is available by default over SSH, and through the serial port on appliance-based
systems. These settings are controlled on the System administration page.

To Use the CLI

4,

Start an SSH session.

Enter the IP address or FQDN of the Expressway.

Log in with your administrator username and password.

See Enabling SSH Access to Expressway, page 356 if you prefer to use your private key to authenticate.
You can now start using the CLI by typing the appropriate commands.

Command Types

Commands are categorized into the following groups:

= xStatus return information about the current status of the system. Information such as current calls and

registrations is available through this command group. See Command Reference — xStatus, page 576 for a full
list of xstatus commands.

xConfiguration allow you to add and edit single items of data such as IP address and zones. See Command
Reference — xConfiguration, page 464 for a full list of xConfiguration commands.

xCommand these commands allow you to add and configure items and obtain information. See Command
Reference — xCommand, page 543 for a full list of xCommand commands.

xHistory provide historical information about calls and registrations.
xFeedback provide information about events as they happen, such as calls and registrations.

Useful Controls

Typing an xConfiguration path into the CLI returns a list of values currently configured for that element (and
sub-elements where applicable).

Typing an xConfiguration path into the CLI followed by a ? returns information about the usage for that
element and sub-elements.

Typing an xCommand command into the CLI with or without a ? returns information about the usage of that
command.
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About the API

Administrators have access to the Expressway REST API by default, unless the Expressway is in advanced account
security mode or if individual access is disabled through the administrator's user configuration options.

The APl is self documented using RAML. We provide a REST APl Summary Guide on the Expressway configuration

guides page, which summarizes how to access the base URL and the RAML definitions, and gives some example
requests and responses.
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Software Versions Supported by Hardware

Platforms

Table 5 Expressway Platforms Supported in this Release

installed on UCS C220 M5L)

Platform name Serial Numbers Scope of software version support
Small VM (OVA) (Auto-generated) X8.1 onwards

Medium VM (OVA) (Auto-generated) X8.1 onwards

Large VM (OVA) (Auto-generated) X8.1 onwards

CE1200 Hardware Revision 2 (pre- S52E 1HHHH X12.5.5 onwards

CE1200 Hardware Revision 1 (pre- S52EOHHHH
installed on UCS C220 M5L)

X8.11.1 onwards

CE1100 (Expressway pre-installed on S52DHEHHH
UCS C220 M4L)

Limited support

(not supported after X12.5.9 except
for limited support with X12.6 for
maintenance and bug fixing
purposes only. New features are
not supported.)

CE1000 (Expressway pre-installed on 52BHHHHH
UCS C220 M3L)

Not supported (after X8.10.x)

CE500 (Expressway pre-installed on 52CHHHHH
UCS C220 M3L)

Not supported (after X8.10.x)

Cisco Systems, Inc.  www.cisco.com
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Expressway Capacity and Sizing

The maximum supported capacities / sizing for Cisco Expressway Series (not Cisco VCS) are listed in the tables
below. These figures are guidelines only and are NOT guaranteed, because many factors affect performance in real-
life deployments. Expressway supports so many different use cases that it is not possible to provide capacity limits for
individual, specific deployments.

Expressway sizing / capacity information is categorized on the basis of the number of supported concurrent
registrations and/or calls.

Important Caveats

= The figures provided here assume all necessary software licenses are applied.

= The figures are tested for specific, dedicated Expressway scenarios. Based on an Expressway or cluster being
used for a single service or scenario, such as just for MRA or just for B2B calling. It's not possible to provide
tested capacity guidelines for multi-service deployments.

= Up to six Expressway systems can be clustered, but this only increases capacity by a maximum factor of four
(except Small VMs, which have no gain).

s For Small VMs, clustering is only for redundancy and not for scale and there is no capacity gain from
clustering.

= The figures provided for video calls and audio-only calls are alternatives - the stated capacity is available
either for video or for audio, not for both.
Dependencies

The figures for calls refer to concurrent calls.

Concurrent calls and Rich Media Session (RMS) licenses do not have a one-to-one relationship. Various factors
determine RMS license usage, which means that some calls may be “free” and others may use multiple licenses.

To support 6000 TURN relays on a large system (Large VM or CE1200) you need to enable “TURN Port Multiplexing on
Large Expressway” (Configuration > Traversal > TURN).

Small VMs are supported on the Cisco Business Edition 6000 platform, or on general purpose hardware / ESXi which
matches the Cisco Business Edition 6000 specification. The figures for Small VMs are for M5-based BE6000
appliances.

Figures for Standalone Systems

This table shows the base capacity for a standalone Expressway.

Table 6 Standalone Capacity Guidelines - Single Expressway

Platform Registrations Calls (video or audio-only) RMS MRA TURN
(room/desktop) Licenses Registrations Relays
(proxied)
CE1200 5000 500 video or 1000 audio 500 5000 6000
Large VM | 5000 500 video or 1000 audio 500 2500 6000

Cisco Systems, Inc.  www.cisco.com
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Table 6 Standalone Capacity Guidelines - Single Expressway (continued)

Platform Registrations Calls (video or audio-only) RMS MRA TURN
(room/desktop) Licenses Registrations Relays
(proxied)
Medium 2500 100 video or 200 audio 100 2500 1800
VM
Small VM 2000 40 non-MRA video, or 20 MRA 75 200 1800
video
or 40 audio

Figures for Clustered Systems

This table illustrates the increased capacity for a clustered system with four Expressways (the maximum cluster size
for scale gain).

To determine the capacity for clusters with two or three nodes, apply a factor of 2 or 3 respectively to the standalone
figures. Except for Small VMs, where the figures for clustered systems and for standalone systems are always the
same (because there's no capacity gain from clustering Small VMs).

Table 7 Clustered Capacity Guidelines - Example for Cluster with 4 Expressway Peers

Platform Registrations Calls (video or audio-only) RMS MRA TURN
(room/desktop) Licenses Registrations Relays
(proxied)
CE1200 20,000 2000 video or 4000 audio 2000 20,000 24,000
Large VM 20,000 2000 video or 4000 audio 2000 10,000 24,000
Medium 10,000 400 video or 800 audio 400 10,000 7200
VM
Small VM 2000 40 non-MRA video, or 20 MRA 75 200 1800
video
or 40 audio

Example Deployment

Say you want to deploy a resilient cluster that can handle up to 750 concurrent desktop registrations and 250 Rich
Media Sessions. In this case you could configure 4 peers as follows:

Peer1| Peer2| Peer3| Peer4 Total cluster

capacity

Desktop registration licenses 250 250 250 0 750
Rich Media Sessions 100 100 50 0 250

In this example it doesn't matter which peer an endpoint registers to, as the licenses are shared across all of the
peers. If any one peer is temporarily taken out of service the full set of call licenses remain available to the entire
cluster.

Intracluster Calls

License usage when endpoints are registered to different peers in the same cluster, depends on call media traversal
across the cluster:

28



Cisco Expressway Administrator Guide

Expressway Capacity and Sizing

= [f call media does not traverse the cluster peers, a call between the endpoints does not consume any
RMS licenses (it's a "Registered" call).

= [f call media does traverse the cluster peers, a call between the endpoints consumes an RMS license on the
Expressway where the B2BUA is engaged.

More information about how licenses are used in clustered systems is provided in the licensing section of this guide.
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Managing Licensing

This section describes the licensing options that are available for Cisco Expressway, and how to manage them. Note
that Smart Licensing mode is not supported for the Cisco VCS product, only for the Cisco Expressway Series.

Smart Licensing and PAK-Licensing (Option Keys) Compared . ... ... ... 32
Managing Option K S . .. e 33
Call Types and LiCeNSINg . ... . 35
License Usage for Clustered Systems .. .. .. L 39
INtracluster Calls ... ... e 39
AbOUt SMart LiCENSING 40
Before you Enable Smart Licensing ... ... . 40
Smart Licensing Settings . ... .. 40
Configure Smart LiCeNSING . .. 45
Manage Smart Licensing Registrations and Authorizations .. ... ... .. 47
Convert PAK-based Licenses to Smart LICENSEeS .. .. ... .. ..o oo e 49

31



Cisco Expressway Administrator Guide

Managing Licensing

Smart Licensing and PAK-Licensing (Option Keys) Compared
Cisco Expressway supports either of these two licensing modes:

= PAK-based licensing. The classic, traditional method uses option keys (also known as Product Activation
Keys) to install licenses on Expressway. Note that option keys are not just used for licenses, but also to enable
certain features and services.

= Smart Licensing. The newer licensing method is available for Expressway from X12.6. This method is typically
managed with our cloud-based Cisco Smart Software Manager (CSSM). Alternatively, deployments that need
an on-premises approach can use the Smart Software Manager On-Prem product (formerly known as "Smart
Software Manager satellite").

Only one licensing mode is supported at any time.

Expressway is set to PAK-based licensing by default. You can switch to Smart Licensing from the web interface
(Maintenance > Smart licensing) although be aware that switching back to PAK needs a factory reset.

Smart Licensing is not available with features that use option keys. Some Expressway features are enabled by
option keys. Because option keys are incompatible with Smart Licensing, if you need any features that require option
keys, you must use PAK-based licensing and not Smart Licensing.
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Managing Option Keys

This section applies if the Expressway uses classic PAK-based licensing mode, rather than Smart Licensing. In PAK
mode, option keys (also known as Product Activation Keys) are used to add additional features or licenses to
Expressway. Option keys can be valid for a fixed time period or for an unlimited duration.

Notes: If Smart Licensing is enabled on the Expressway then you cannot use any option keys and they have no effect
on the system.

The Option keys page (Maintenance > Option keys) lists options currently installed on the Expressway and lets you
add new ones. The System information section summarizes the existing features installed on the Expressway and
displays the validity period of each installed key.

We are phasing out option keys, and from version X12.6 or for any CE1200-based appliance or later, only these keys
are valid for (PAK-based) Expressway systems:

= Rich media sessions: determines the number of non-Unified Communications calls allowed on the
Expressway (or Expressway cluster) at any one time. See the Call Types and Licensing, page 35 section for
more information.

= TelePresence Desktop Systems: adds to the number of desktop systems that may register to the Expressway.
= TelePresence Room Systems: adds to the number of room systems that may register to the Expressway.

= HSM: enables Hardware Security Module support on Expressway. HSM functionality may be Preview status
only depending on the Expressway software version; please check the release notes for your Expressway
version before you use HSM.

= Advanced account security: enables advanced security features and restrictions for high-security
installations.

= Microsoft Interoperability: enables encrypted calls to and from Microsoft Lync 2010 Server (for both native
SIP calls and calls interworked from H.323). Also required by the Lync B2BUA when establishing ICE calls to
Lync 2010 clients. Required for all types of communication with Lync 2013.

Expressways running older software may also use some or all of the following option keys, depending on the software
version:

= Expressway Series: identifies and configures the product for Expressway Series system functionality.

= Traversal Server: enables the Expressway to work as a firewall traversal server.

= Encryption: indicates that AES encryption is supported by this software build.

= H.323 to SIP Interworking gateway: enables H.323 calls to be translated to SIP and vice versa.

Adding Keys

This task only applies if you use PAK-based licensing, as option keys are invalid with Smart Licensing. You can add
option keys through the web Ul or the CLI.

As well as these instructions, a video demonstration of the process - provided by Cisco TAC engineers - is available
on the Expressway/VCS Screencast Video List page.

65 option key limit

If you try to add more than 65 option keys (licenses), they appear as normal on the Option keys page. However, only
the first 65 keys take effect. Additional keys from 66 onwards appear to be added, but actually the Expressway does
not process them. CDETS CSCvf78728 refers.

Before you start

1. Have the option keys available.

2. Remove any demo option keys you already have on the system for the options in question, and restart the
system. Otherwise the feature may stop working when the time-limited demo key expires.
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Adding option keys using the web Ul
1. In the Add option key field, enter the key for the option you want to add.
2. Click Add option.

Some option keys need a system restart before they take effect, including:

= Traversal Server
= Expressway Series
= Advanced Account Security (if moved into FIPS mode)

If a restart is required, you get an alarm on the web interface, which remains as a notification until you restart. You
can continue to use and configure the Expressway in the meantime.

Adding option keys using the CLI

To return the indexes of all the option keys that are already installed on your system:
xStatus Options

To add a new option key to your system:

xConfiguration Option [1..64] Key

Note: When using the CLI to add an extra option key, use any unused option index. To see which indexes are
currently in use, type xConfiguration option. If you choose an existing option index, it will get overwritten and the
functionality provided by that option key will no longer exist.
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Call Types and Licensing

Call Types

Expressway distinguishes between the following types of call:

= Registered. That is, room and desktop registrations
= Rich Media Sessions (RMS)

Registered

Calls between locally registered endpoints (registered to Unified CM or Expressway) do not consume licenses, as that
entitlement is included within the registration. The call entitlement within the registration license includes the
following scenarios:

= Calls to other endpoints registered to Unified CM or Expressway within the same network, when the call is
routed through a neighbor or traversal zone.

= Unified CM remote sessions. These are Mobile and Remote Access (MRA) calls - video or audio calls from
devices located outside the enterprise that are routed via the Expressway firewall traversal solution to
endpoints registered to Unified CM.

= Calls to Cisco conferencing resources (CMR, TelePresence Server/ TelePresence Conductor, or Acano
servers).

Note that these calls are still counted against the physical limit of the box.
RMS

These calls consume RMS licenses and consist of every other type of video or audio call that is routed through the
Expressway. RMS licenses are consumed on the exit node of the Expressway in the following scenarios:

= B2B

= B2BUA

= Jabber Guest

= Interworked or gatewayed calls to third-party solutions

Expressway may take the media or just the signaling.

Audio-only SIP calls are treated distinctly from video SIP calls. Each RMS license allows either 1 video call or 2 audio-
only SIP calls. So for example, a 100 RMS license would allow 90 video and 20 SIP audio-only simultaneous calls.
Any other type of audio-only call consumes an RMS license.

Notes:

= Expressway defines an "audio-only" SIP call as one that was negotiated with a single “m=" line in the SDP.
For example, if a person makes a “telephone” call but the SIP UA includes an additional m= line in the SDP,
the call will consume a video call license.

= While an "audio-only" SIP call is being established, it is treated (licensed) as a video call. It only becomes
licensed as "audio-only" when the call setup has completed. This means that if your system approaches its
maximum licensed limit, you may be unable to connect some "audio-only" calls if they are made
simultaneously.

= The Expressway does not support midcall license optimization.

= For deployments with TelePresence Conductor, license consumption is only applicable when TelePresence
Conductor is deployed with a B2BUA base configuration and not in a policy server base deployment.

= SIP to H.323 interworking consumes an RMS license on the node where interworking takes place.
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Room and Desktop Registrations on Expressway

If Expressway is configured as a SIP registrar or H.323 Gatekeeper, it needs to be licensed for concurrent systems
(the Unified CM model) and not for concurrent calls.

For SIP deployments, you do this by adding either or both of the following license types to the Cisco Expressway-C or
Cisco Expressway-E:

= TelePresence Room System License

s Desktop System License

The following SIP devices register as desktop systems; all other devices are considered room systems:

= Cisco TelePresence EX60
= Cisco TelePresence EX90
= Cisco Webex DX70
= Cisco Webex DX80

= If you use Cisco Jabber Video for TelePresence (Movi) soft clients (now end-of-sale), they also register to
Expressway as desktop systems.

Note: To register as desktop systems (for SIP), DX systems must be running version CE8.2 or later, and EX systems
must be running TC7.3.6 or later. DX and EX systems running earlier versions still register for SIP, but will consume a
room system license.

For H.323 deployments, all endpoints consume a TelePresence Room System License. This is due to a limitation in
H.323, which does not determine the difference between desktop and room type endpoints. We therefore
recommend SIP as the preferred signaling protocol, although H.323 is available as a fall back for endpoints that do
not support SIP.

Licensing considerations when Expressway is the SIP registrar / H.323 Gatekeeper

= Option keys containing licenses for local registrations are installed on the Cisco Expressway-C and/or the
Cisco Expressway-E depending on where the endpoints are registered. These licenses are pooled in a cluster,
which means that Expressway peers can use each others' licenses. However, rooms cannot use desktop
licenses, and desktop systems cannot use room licenses.

= Registrations from outside the network are proxied to Expressway-C by the Expressway-E. The same domain
cannot also be used for direct Expressway-E registrations.

= If you have existing licenses on the Expressway-C and want to register some or all of your existing licensed
endpoints to the Expressway-E, manually delete the relevant licenses from the Expressway-C and reload them
on the Expressway-E.

= The Large VM and the CE1200 and CE1100 appliances can support up to 5000 registrations, subject to the
appropriate licensing. For MRA registrations (proxied to CUCM) the limits are 5000 for the CE1200, and 2500
for the Large VM and the CE1100. Local registrations, proxy registrations (via Expressway-E) and MRA
registrations all count towards the registration limit.

= Proxy registration is possible with SIP endpoints only and does not apply to H.323 endpoints.

= FindMe device provisioning is supported with Cisco TMSPE (although this support is deprecated from
Expressway version X12.5).

Licensing considerations if device registers as both SIP and H.323

Be aware that multiple licenses are consumed if the same device registers to Expressway both as SIP and as H.323.
For example, say a DX80 is registered on Expressway-C as a SIP user agent, and also as an H.323 endpoint (with the
same or different URL/DN). A Desktop System License will be consumed for the SIP registration, and a TelePresence
Room System License will be consumed for the H.323 endpoint registration. The same dual license usage would
apply, for example, if a Cisco Webex Room similarly registers for both SIP and H.323.
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RMS license usage

The licensing model reduces the usage of Rich Media Session (RMS) licenses in the following scenarios:

= If you have already paid for a registration license, RMS licenses are not consumed for the following call types,
provided that Expressway is not required for encryption interworking (invoking the B2BUA):

- Calls between registered systems. Here, 'registered systems' means systems registered directly to the
Expressway, by proxy to the Expressway-C through the Expressway-E, or by proxy through the Expressway
pair (MRA) to neighbored Unified CMs.

- Calls from registered systems (as above) to Cisco infrastructure. Currently, this extends only to Cisco
Meeting Server, and to CiscoTelePresence Server and TelePresence MCUs that are managed by
TelePresence Conductor. However, calls from MCUs that are not managed by Conductor do consume RMS
licenses.

- Calls from registered systems (as above) to Cisco Collaboration Cloud.
= Calls from registered systems to all other systems use one RMS license. Including, but not limited to, the
following call types:
- Business to business calls. Require one RMS license on Expressway-E.
- Business to consumer calls (Jabber Guest). Require one RMS license on the Expressway-E.

- Interoperability gateway calls, including Microsoft Lync / Skype for Business and third-party call control
servers require one RMS license on the Expressway-C.

License Usage for Device Registrations

Devices that are directly registered on Expressway (Cisco Expressway-C or Cisco Expressway-E) consume licenses
as follows:

= SIP. Cisco TelePresence EX60, Cisco TelePresence EX90, Cisco DX70, and Cisco DX80 endpoints consume a
desktop license. Other SIP endpoints consume a room system license.
= H.323. Each registered H.323 endpoint consumes a room system license.

SIP proxy registrations on the Cisco Expressway-C consume the same licenses as for direct SIP registrations. SIP
proxy registrations on the Cisco Expressway-E do not consume licenses.

Note: Registrations are counted per alias, not per device (IP address). So a registration request with multiple aliases,
like an MCU, consumes multiple room licenses even if only a single device is registered on Expressway.

RMS License Consumption

This table lists the scenarios in which Expressway consumes RMS licenses. References to "Third-party Gatekeeper"”
mean the gatekeeper is connected to Expressway-C; references to "External" mean the gatekeeper is connected to
Expressway-E.

Calling endpoint registered to | Called endpoint Expressway-C Expressway-E
registered to...
Unified CM Expressway-C (Lync) 1 Expressway-C (Lync 0
Gateway)

Unified CM External 0 1

Unified CM Third-party Gatekeeper 1 0
Expressway-C External 0 1
Expressway-C (Remote [SIP] | External 0 1

- proxy)
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Calling endpoint registered to

Called endpoint
registered to...

Expressway-C

Expressway-E

- proxy)

Expressway-C (SIP) Third-party Gatekeeper 1 0
Expressway-C (H323) Third-party Gatekeeper 1 0
Expressway-C (Remote [SIP] | Third-party Gatekeeper 1 0

Expressway-C Expressway-C (Lync) 0 1 Expressway-C (Lync
Gateway)
Expressway-C (Remote) Expressway-C (Lync) 0 1 Expressway-C (Lync

Gateway)

Expressway-C (SIP) Third-party SIP server 1 0
Expressway-C (H323) Third-party SIP server 1 0
Expressway-E (SIP) External - 1
Expressway-E (H.323) External - 1

The Expressway no longer requires rich media session licenses for calls to and from cloud-based CMRs. This includes

License Bypass for Calls to Collaboration Meeting Rooms (CMRs)

SIP calls between Collaboration Cloud and the CMR Hybrid solution.

Note: This only applies when the dialed string does not need transformation on the Expressway (for example,

user@sitename.webex.com).

Although untransformed SIP calls to cloud-based CMRs do not consume licenses, they do consume resources and
may not progress if the Expressway is at full capacity.

There is no license bypass for CMR Premises calls. H.323 calls to cloud-based CMRs consume CMR licenses but not

RMS licenses.
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License Usage for Clustered Systems

PAK-based Licenses

For classic (PAK-based) licensing these license types are pooled for use by any peer in a cluster, irrespective of
which peer the licenses are installed on:
= RMS licenses

= TURN relay licenses (systems running pre-X8.11 software)

We recommend where possible to distribute licenses evenly across all of the peers in a cluster. To see a summary of
the licenses installed on each cluster peer, go to the Option keys page and scroll to Current licenses.

If a cluster peer becomes unavailable, the shareable licenses installed on that peer remain available to the rest of the
cluster peers for two weeks from the time the cluster lost contact with the peer. This temporarily retains the overall
license capacity of the cluster (although note that each peer is limited by its physical capacity). After the two week
period the licenses associated with the unavailable peer are removed from the cluster. If you need to maintain the
same capacity for the cluster and the unavailable peer can't be fixed, you'll need to install new option keys on another
peer.

Intracluster Calls

License usage when endpoints are registered to different peers in the same cluster, depends on call media traversal
across the cluster:

= If call media does not traverse the cluster peers, a call between the endpoints does not consume any
RMS licenses (it's a "Registered" call).

= [If call media does traverse the cluster peers, a call between the endpoints consumes an RMS license on the
Expressway where the B2BUA is engaged.

Usage Limits

Usage limits have two aspects: physical capacity and licensing. The physical constraints of the Expressway cluster
determine the ultimate limits, and within that the capacity available to the system is determined by its licensing.

Physical capacity limits

The maximum number of licenses that each Expressway peer can actually use depends on the physical capacity of
the appliance or VM. For example, the maximum capacity supported by a large Expressway VM is 500 concurrent
video calls.

Capacity alarms are raised if either of the following usage thresholds are reached:

= Number of concurrent calls reaches 90% of the capacity of the cluster
= Number of concurrent calls on any one unit reaches 90% of the physical capacity of the unit

License limits

The licensed capacity of a cluster will depend on whether the system uses classic PAK-based licensing, or smart
licensing. For PAK-based, for example, if two large VMs are clustered and each has 300 RMS licenses installed, the
effective capacity of the cluster is 600 concurrent video calls. If one peer is removed from the cluster, the remaining
peer retains all 600 RMS licenses for 14 days, but only supports up to 500 concurrent video calls.

For smart licensed systems, the licensed capacity depends on the license pool that's assigned to your organization's
registered account with the Cisco Smart Software Manager.
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About Smart Licensing

This section applies if you use Smart Licensing for Expressway Series systems, available from version X12.6. (Smart
Licensing is not supported on Cisco VCS systems.) If you use PAK licensing, see Managing Option Keys instead.

How Smart Licensing Works

Cisco Smart Software Licensing (Smart Licensing) is a new approach to licensing which is enabled across Cisco
products. It simplifies licensing and makes license ownership and consumption clearer. Devices self-register and
report license consumption, which removes the need to use option keys (Product Activation Keys). License
entitlements are pooled in a single account. You can use a license on any compatible device owned by your company
and move them around to meet the needs of your organization.

You use Smart Licensing to register Expressway with the Cisco Smart Software Manager--or the Cisco Smart
Software Manager On-Prem (see below). From there you can manage licenses and monitor smart license usage.

On-premises option - using Smart Software Manager On-Prem

If you do not want to manage Cisco products directly using Cisco Smart Software Manager, either for policy or
network availability reasons, you can instead use Smart Software Manager On-Prem. This is an on-premises
component of Cisco Smart Licensing and products register and report license consumption to it in the same way as
with Cisco Smart Software Manager.

Smart Software Manager On-Prem can be deployed in either Connected or Disconnected mode, depending on
whether the satellite can connect directly to cisco.com.

= Connected. Used when there is direct connectivity to cisco.com. Smart account synchronization occurs
automatically.

= Disconnected. Used when there is no direct connectivity to cisco.com. Smart Account synchronization must
be manually uploaded and downloaded

More information

For detailed product information about the Cisco Smart Software Manager, see Cisco Smart Software Manager. Or
for information about the on-prem manager, see Smart Software Manager On-Prem.

Before you Enable Smart Licensing

This section has some caveats to be aware of before you implement Smart Licensing on Expressway.

CAUTION: After Smart Licensing is enabled, the only way to revert to PAK-based licensing (or to convert an
Expressway system to a Cisco VCS system) is with a factory reset. Because a factory reset reinstalls the
software image and resets the Expressway configuration to the default, we strongly advise you to backup the
Expressway data before you enable Smart Licensing.

Product Instance Evaluation Mode. After enabling Smart Licensing, Expressway runs under a 90-day evaluation
period. During the evaluation period Expressway does not allow any cluster-related configuration. After the
evaluation period, if Expressway is not registered with either CSSM or Smart Software Manager On-Prem, the
product moves to Unauthorized state and does not allow new device registrations until the product is registered.

After Smart Licensing is enabled, you cannot use option keys on the Expressway. So if you want to use any
Expressway functions that still require option keys, you need to use PAK-based licensing.

We recommend that you review the general Expressway licensing information in Call Types and Licensing, page 35.

You need to set up Smart and Virtual accounts. For details, see Cisco Smart Accounts.

Smart Licensing Settings

This section describes how to use the Smart Licensing settings in the Expressway web interface to do the following:
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= Enable Smart Licensing.

= Register and deregister the Expressway with CSSM or Smart Software Manager On-Prem.

= Manually renew the registration and license authorization.

= View system license usage information as it is reported to CSSM or Smart Software Manager On-Prem.
(Licenses are assigned to your organization's Smart Account and are not locked to a device.)

Note: This section describes the web interface. For information about CLI commands for Smart Licensing, see the
Command Reference section of this guide.

Table 8 Smart Licensing settings on Expressway

Field Description

Smart Enables Smart Licensing on this Expressway product instance. Before you select this option,
licensing review the Smart Licensing Settings, page 40 section.

mode

Transport Determines how this Expressway product instance communicates with CSSM to send and receive
settings usage information.

CAUTION: If the Expressway product instance is already registered, you must first deregister
it if you want to change transport settings from Direct (CSSM) to On-Prem, or the other way
round.

Direct: Expressway sends usage information directly over the internet and no additional
components are needed. This is the default setting.

To use the Direct option, you must configure DNS settings on Expressway so that it can resolve
cisco.com.

If you choose not to configure the domain and DNS on Expressway, you can instead select Smart
Software Manager On-Prem or proxy server. If you choose not to use the DNS server in your
deployment and not to connect to the internet, you can select the Smart Software Manager On-
Prem with manual synchronization in disconnected mode.

Smart Software Manager On-Prem: Expressway sends usage information to an on-premise CSSM.
Periodic information exchange keeps the databases in sync between Smart Software Manager
On-Prem and CSSM.

In the URL field, be sure to enter the exact Smart Transport URL of Smart Software Manager

On-Prem. Enter the protocol and FQDN of the satellite server prefixed to “SmartTransport”. This is
an example of a valid transport URL: https://example.com/SmartTransport

For more information about installing or configuring Smart Software Manager On-Prem, see
https://www.cisco.com/c/en/us/buy/smart-accounts/software-manager.html.

Proxy Server. Optionally you can use this setting to have Expressway send usage information over
the internet through a proxy server. Enter the following details:

= Proxy address IPv4 address or FQDN of the proxy server.

= Port Port on which the proxy server is listening for requests.

= Username Username for authorizing requests at the proxy server.

= Password Password for authenticating the authorized user.

Do not share
my hostname
or IP address
with Cisco

Check this check box if the hostname and IP address of this Expressway product instance must
not be exchanged with CSSM or Cisco Smart Software Manager On-Prem
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Table 8 Smart Licensing settings on Expressway (continued)

Additional The Additional operations drop-down list is activated after a successful registration.
operations

= Renew authorization now: Perform this operation if automatic authorization status renewal
fails due to network connectivity issues with CSSM.

= Renew registration now: Perform this operation if automatic registration renewal fails due
to network connectivity issues with CSSM.

= Deregister: The product reverts to Unregistered mode. All license entitlements used for the
product are released immediately to the virtual account and are available for other product
instances to use it. If the evaluation period has not expired, the product reverts to
evaluation mode.

Product Enter the Product Instance Registration token that you generated from CSSM or Smart Software
Instance Manager On-Prem to register the product.

Registration

token

Reregister this | Check this check box to reregister this Expressway product instance to a different virtual account.
product
instance if itis
already
registered

Register Click Register to register the Expressway with CSSM or Smart Software Manager On-Prem.
(Changes to Reregister after successful registration.)

Licensing status

Registration Displays the registration status of this Expressway product instance:
status
= Registered: Product is registered.

= Unregistered: Product is not registered.
= Unregistered: Registration Expired : Registration has expired for this product.
= Unregistered: Registration Pending: Registration is in progress.

= Unregistered: Registration Failed: Product registration failed because the token is invalid or
expired.
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Table 8 Smart Licensing settings on Expressway (continued)

License Displays the license authorization status of this Expressway product instance.
authorization
status = Authorized: Product is authorized and in compliance state.

= Authorization Expired: Authorization has expired. This usually happens if the product has
not communicated with Cisco for 90 continuous days.

s QOut-of-compliance: Status for this product is out-of-compliance, due to insufficient
licenses.

= No Licenses in Use: No licenses are being consumed by the product.
= Evaluation Mode: Product is in evaluation mode and not yet registered with Cisco.
»  Evaluation Expired: Evaluation period has expired.

= Not Applicable: Product is unable to determine the current registration status.

Smart account | Displays information about the customer's Smart Account with Cisco. The Smart Account is
created from the Request Smart Account option under the Administration section of Cisco

Software Central.

Virtual A self-defined element to reflect the company organization. Licenses and Product instances can

account be distributed across virtual accounts. Created and maintained by an administrator on CSSM or
Smart Software Manager On-Prem. The administrator needs full visibility to company assets.

Export- Displays one of the following states:

Controlled

Functionality = Allowed: Export-controlled functionality is enabled in the token with which this product

was registered.
= Not Allowed: Export-controlled functionality is not enabled in the token with which this
product was registered.

The Allow export-controlled functionality on the products registered with this token check box
is not displayed for Smart Accounts that are not allowed to use Export-Controlled functionality.

License usage

Update usage | License usage provides summary and detailed information on system license usage as it's reported
details to CSSM or Smart Software Manager On-Prem. The information is auto-updated every 6 hours.

Optionally you can manually update the usage details by clicking Update usage details. However,
this is a resource intensive operation and we don't recommend using it frequently. It may take
upwards of a minute depending on the size of the system.

License type Lists the license types—rich media session or room/desktop registrations.

Current usage | Shows current license usage by license type. If a license type is not in use (being consumed) it is
not displayed here.
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Table 8 Smart Licensing settings on Expressway (continued)

Status

Displays the status of each license type.

= Authorization Expired: Authorized period has expired.

= Evaluation Mode: The agent is using the evaluation period for this entitlement.
= Evaluation Expired: Evaluation period has expired.

= Authorized: In compliance (authorized).

= [nvalid: Error condition state.

= Invalid-tag: The entitlement tag is invalid.

= Not Authorized: Enforcement mode is not applicable.

= QOut of compliance: Out of compliance.

= Waiting: The initial state after an entitlement request while waiting for the authorization
request response.
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Configure Smart Licensing

This section describes the tasks required to configure Smart Licensing.

Before you Start

Review the cautions and other information in Before you Enable Smart Licensing, page 40

The following additional configuration caveats apply:

= The only supported transport protocol is HTTPS between Expressway and CSSM / Smart Software Manager

On-Prem.

If a communication issue occurs with the registration server when you register the Expressway product
instance, the registration fails with this message: The last attempt to renew smart software licensing
registration is in progress because of the following reason: HTTP Server Error 200: Operation timed out.

The product instance reattempts to register at 15-minute intervals. Refresh the page on your browser after
each reattempt, to check current registration status. If the communication issue is resolved during the

reattempts, the product will be registered. If the product is not registered after multiple reattempts, verify if
there is any communication issue with the registration server and manually reregister the product instance.

When you restore a system, the Smart Licensing settings that are restored depends on whether you restore

the backup onto the same system or on a different system.

- If you restore on the same system, Smart Licensing will be enabled and the registration settings are restored
on the restored system.

- If you restore on a different system, Smart Licensing will be enabled on the restored system but you must
register the product again with a registration key.

If you are configuring Smart Software Manager On-Prem, be sure to enter the exact URL of the Smart
Transport component (details and an example are provided in Smart Licensing Settings, page 40).

Process Summary

Wb

Task 1: Obtain the Product Instance Registration Token, page 45
Task 2: Enable Smart Licensing on Expressway, page 46

Task 3: Configure Transport Settings on Expressway, page 46
Task 4: Register with Cisco Smart Software Manager, page 46

Task 1: Obtain the Product Instance Registration Token

This task gets the product instance registration token from CSSM or Smart Software Manager On-Prem to register the
product instance. Tokens can be generated with or without Export-Controlled functionality. Detailed information is
available from Cisco Software Central.

Wb

Log in to your smart account in CSSM or Smart Software Manager On-Prem.
Navigate to the virtual account that you want to associate with the Expressway.
Generate a Product Instance Registration Token.

Select the Allow export-controlled functionality on the products registered with this token check box to
enable export-controlled functionality on the products registered with this token.

CAUTION: Use this option only if you are compliant with the export-controlled functionality.

By checking this check box and accepting the terms, you enable higher levels of product encryption for
products registered with this Registration Token. By default, this check box is selected. You can uncheck this
check box to disallow Export-Controlled functionality on a product.
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The Allow export-controlled functionality on the products registered with this token check box is not
displayed for Smart Accounts that are not permitted to use the Export-Controlled functionality.

5. Copy the token or save it to another location.

Task 2: Enable Smart Licensing on Expressway

This task enables Smart Licensing in Expressway. Before you do this, review the section Configure Smart Licensing,
page 45.

1. Inthe Expressway web interface, go to Maintenance > Smart licensing.

2. In the Configuration section, set Smart licensing mode to On (default is Off).

3. Click Save.

Task 3: Configure Transport Settings on Expressway

This task selects the transport settings for Expressway to communicate to CSSM.

1. Inthe Expressway web interface, go to Maintenance > Smart licensing.
2. Navigate to Transport settings and select one of the following transport options:

- Direct Expressway sends usage information directly over the internet and no additional components are
needed. This is the default

- Smart Software Manager On-Prem Expressway sends usage information to an on-premise CSSM.
- Proxy Server Expressway sends usage information over the internet through a proxy server.

Details about the transport settings are provided in Smart Licensing Settings, page 40. Remember that if the
Expressway product instance is already registered, you must first deregister it if you want to change transport
settings from Direct (CSSM) to On-Prem, or the other way round.

3. If the hostname and IP address of this product instance must not be exchanged with CSSM or Cisco Smart
Software Manager On-Prem, check the setting Do not share my hostname or IP address with Cisco.

4. Click Save.

Task 4: Register with Cisco Smart Software Manager

This task registers your Expressway with CSSM or Smart Software Manager On-Prem. Until you register, the product
runs in Evaluation Mode. You need the Product Instance Registration Token (see Task 1: Obtain the Product Instance
Registration Token, page 45) and transport settings must be configured as described in the previous task.

1. Inthe Expressway web interface, go to Maintenance > Smart licensing.

2. In the Registration section, paste the Product Instance Registration Token that you previously generated using
CSSM or Smart Software Manager On-Prem.

3. Click Register to complete the registration process. (After successful registration the button changes to
Reregister.)

4. Inthe License usage section, click Update usage details to manually update the system license usage
information. This is resource-intensive and may take a few minutes depending on the size of the system.

The configuration for Smart Licensing is now complete.

The following section describes how to manage Smart Licensing registrations and authorizations, including what to
do if the Expressway hostname is changed in future, or if you decide to permanently shut it down.
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Manage Smart Licensing Registrations and Authorizations
This section describes Smart Licensing operations, including:

= Renew Authorization: Use to manually renew the License authorization status for all the licenses listed under
the License type. The license authorization is renewed automatically every 30 days. The authorization status
will expire after 90 days if it is not connected to CSSM or Smart Software Manager On-Prem.

= Renew Registration: Use to renew the registration information manually. The initial registration is valid for one
year. Renewal of registration is automatically done every six months provided the product is connected to
CSSM or Smart Software Manager On-Prem.

s Deregister: Use to disconnect the Expressway from CSSM or Smart Software Manager On-Prem. The product
reverts to evaluation mode as long as the evaluation period is not expired. All license entitlements used for the
product are immediately released back to the virtual account and are available for other product instances to
use it.

= Reregister License with Cisco Smart Software Manager: Use to reregister Expressway with CSSM or Smart
Software Manager On-Prem. The product may migrate to a different virtual account by reregistering with a
token from a new virtual account.

Renew Authorization

Use this procedure to manually renew the License authorization status for all the licenses listed under the License
type. This process assumes that the product is registered with CSSM or Smart Software Manager On-Prem.

1. Inthe Expressway web interface, go to Maintenance > Smart licensing.

2. In the Action section, from the Additional operations drop-down list, choose Renew authorization now.

3. Click Save.

Expressway sends a request to Cisco Smart Software Manager or Smart Software Manager On-Prem to check
the “License Authorization Status” and Cisco Smart Software Manager or Smart Software Manager On-Prem
reports back the status to Cisco Expressway.

4. Inthe License usage section, click Update usage details to manually update the system license usage
information. This is resource-intensive and may take a few minutes depending on the size of the system.

Renew Registration

During product registration to Cisco Smart Software Manager or Smart Software Manager On-Prem, a security
association is used to identify the product and is anchored by the registration certificate, which has a lifetime of one
year (the registration period). This is different from the registration token ID expiration, which has the time limit for the
token to be active. This registration period is automatically renewed every 6 months. However, if there is an issue, you
can manually renew this registration period.

This process assumes that the product is registered with CSSM or Smart Software Manager On-Prem.

1. Inthe Expressway web interface, go to Maintenance > Smart licensing.
2. Inthe Action section, from the Additional operations drop-down list, choose Renew registration now.
3. Click Save.

Expressway sends a request to CSSM or Smart Software Manager On-Prem to check the “Registration Status”
and CSSM / Smart Software Manager On-Prem reports the status to Cisco Unified Communications Manager.

4. In the License usage section, click Update usage details to manually update the system license usage
information. This is resource-intensive and may take a few minutes depending on the size of the system.
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Deregister

Use this procedure to unregister an Expressway from CSSM or Smart Software Manager On-Prem and release all the
licenses from the current virtual account. This procedure also disconnects the Expressway from CSSM / Smart
Software Manager On-Prem. All license entitlements used for the product are released back to the virtual account
and are available for other product instances to use.

If Expressway is unable to connect with CSSM or Smart Software Manager On-Prem, and the product is still
deregistered, a warning message displays. The message notifies you to remove the product manually from CSSM /
Smart Software Manager On-Prem to free up licenses.

In the Expressway web interface, go to Maintenance > Smart licensing.
In the Action section, from the Additional operations drop-down list , choose Deregister.

Click Save.

In the License usage section, click Update usage details to manually update the system license usage
information. This is resource-intensive and may take a few minutes depending on the size of the system.

O Db P

Reregister with Cisco Smart Software Manager

Use this procedure to reregister the Expressway with CSSM or Smart Software Manager On-Prem. You need the
Product Instance Registration Token (see Manage Smart Licensing Registrations and Authorizations, page 47).
1. Fromthe web interface, choose Maintenance > Smart licensing. The Smart licensing window appears.

2. Inthe Registration section, paste the “Registration Token Key” that you generated using the CSSM or Smart
Software Manager On-Prem.

Click Reregister to complete the reregistration process.

4. Inthe License usage section, click Update usage details to manually update the system license usage
information. This is resource-intensive and may take a few minutes depending on the size of the system.

How to Register a Change to the Expressway Hostname
If the Expressway hostname is changed, to reflect the change in CSSM, go to the Expressway Smart Licensing web
page and click "Renew Registration Now".

Deregister First if Expressway is Permanently Shutdown

We recommend that if you plan to shutdown an Expressway machine permanently, you first deregister the product
instance from the Expressway Smart Licensing web page. This is to avoid leaving unused product instances in CSSM.

In case you forget to do so, there is an alternate approach to remove the Expressway product instance from the
CSSM portal.

This step is not needed for restarts or temporary shutdowns.
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Convert PAK-based Licenses to Smart Licenses

If you currently use PAK-based licensing, this section explains how to convert to Smart Licensing. You can do the
license conversion in the License Registration Portal, or you can use Cisco Smart Software Manager if you have an
active Cisco Software Support Service contract. You can convert a PAK-based license only when there is an
equivalent Smart License available for the PAK.

Converting Unfulfilled or Partially Fulfilled PAKs

Using the License Registration Portal

g N2

Login to License Registration Portal.

Click the PAKs or Tokens tab.

From the Virtual Account drop-down list, select the virtual account with the PAK licenses to be converted.
Check the check boxes next to the unfulfilled or partially fulfilled PAKs that you want to convert.

Click the blue arrow icon and select Covert to Smart Licensing from the drop-down list. The Convert to
Smart Entitlements dialog box appears.

If the licenses are not assigned to a virtual account, select the virtual account from the Virtual Account drop-
down list.

In the Quantity to Convert column, enter the number of licenses to covert and click Submit.

8. At the confirmation message The selected features have been successfully converted to Smart Entitlements,

click Close.

Verify the status of the licenses in the Status column. This shows Converted for a complete conversion and
Partially for a partial conversion.

Using Cisco Smart Software Manager

Login to Cisco Smart Software Manager.
Click the Convert to Smart Licensing > Converts PAKs tab.

Locate the PAKs to convert and click the Convert to Smart Licensing link in the Actions column. The Convert
to Smart Software Licenses dialog box appears.

From the Destination Virtual Account drop-down list, select the destination virtual account.

In the SKUs section, check the SKU/PAK and enter the number of licenses to convert in the Quantity to
convert column. If partial fulfillment is not allowed for the SKU, you must convert all licenses in the SKU.

6. Click Next.

Review the details and click Convert Licenses.

8. To verify that the PAK licenses are converted successfully, click Inventory > Licenses.

Converting PAKs Registered to Device or Product

Using the License Registration Portal

1.
2.

Login to License Registration Portal.
Click the Devices tab.

From the Virtual Account drop-down list, select the virtual account that is associated to your device or
product.

Select the devices that contains the licenses that you want to convert.
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6.
7.
8.

Click the blue arrow icon and click Covert licenses to Smart Licensing. The Convert to Smart Entitlements
dialog box appears.

If any PAK licenses are not eligible for conversion, the Ineligible status is displayed in the Quantity to Covert
column.

Select the virtual account from the Virtual Account drop-down list.
Select the SKUs and select the number of licenses that you want to convert.
Click Submit.

After the license conversion is complete, the Smart Entitlements (licenses) are reflected in your Smart Account in

CSSM.

Using Cisco Smart Software Manager

1.

© N o o«

Log in to Cisco Smart Software Manager.
Click Convert to Smart Licensing > Convert Licenses.

Select the device that contains the licenses that you want to convert and click the Convert to Smart
Licensing link in the Actions column.

From the Destination Virtual Account field, select the destination virtual account. The Convert to Smart
Entitlements dialog box appears.

If any PAK licenses are not eligible for conversion, the Ineligible status is displayed in the Quantity to Covert
column.

Select the SKUs and enter the number of licenses to convert in the Quantity to Convert column.
Click Next.

Review the details and click Convert Licenses.

To verify that the PAK licenses are converted successfully, click Inventory > Licenses.
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Security Basics

Data at Rest

Every software installation (from X8.11) has a unique root of trust. Each Expressway system has a unique key that is
used to encrypt data local to that system. This improves the security of data at rest in the following ways:

= The new key is created when you upgrade a pre-X8.11 version to X8.11 or later, and is used to encrypt all data
on the first restart.

= Only this key can be used to decrypt data from this system. No other Expressway key can decrypt this system's
data.

= The key is never exposed on the Ul, and it is never logged--locally or remotely.

TLS and Certificates

For TLS encryption to work successfully in a connection between a client and server:

= The server must have a certificate installed that verifies its identity, which is signed by a Certificate Authority
(CA).

= The client must trust the CA that signed the certificate used by the server.

Expressway lets you install a certificate that can represent the Expressway as either a client or a serverin TLS
connections. Expressway can also authenticate client connections (typically from a web browser) over HTTPS. You
can upload certificate revocation lists (CRLs) for the CAs used to verify LDAP server and HTTPS client certificates.
Expressway can generate server certificate signing requests (CSRs), so there is no need to use an external
mechanism to do this.

For all secure communications (HTTPS and SIP/TLS), we recommend that you replace the Expressway default
certificate with a certificate generated by a trusted CA.

Table 9 Expressway Role in Different Connection Types

In connections... The Expressway acts as...
To an endpoint. TLS server.
To an LDAP server. Client.

Between two Expressway systems. | Either Expressway may be the client. The other Expressway is the TLS server.

Over HTTPS. Web browser is the client. Expressway is the server.

TLS can be difficult to configure. So if using it with an LDAP server, for example, we recommend verifying that the
system works correctly over TCP, before you attempt to secure the connection with TLS. We also recommend using a
third-party LDAP browser to verify that your LDAP server is correctly configured for TLS.

caution: Certificates must be RFC-compliant. Do not allow CA certificates or CRLs to expire, as this may cause
certificates signed by those CAs to be rejected.

Certificate and CRL files are managed via the web interface, and cannot be installed using the CLI.
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Configuring Certificate-Based Authentication

The Certificate-based authentication configuration page (Maintenance > Security > Certificate-based
authentication configuration) is used to configure how the Expressway retrieves authorization credentials (the
username) from a client browser's certificate.

This configuration is required if Client certificate-based security (defined on the System page) is set to Certificate-
based authentication. This setting means that the standard login mechanism is no longer available and that
administrators (and FindMe accounts, if accessed via the Expressway) can log in only if they present a valid browser
certificate—typically provided via a smart card (also referred to as a Common Access Card or CAC)—and the
certificate contains appropriate credentials that have a suitable authorization level.

Enabling Certificate-Based Authentication

The recommended procedure for enabling certificate-based authentication is described below:

1. Add the Expressway's trusted CA and server certificate files (on the Trusted CA certificate and Server
certificate pages, respectively).
Configure certificate revocation lists (on the CRL management page).
Use the Client certificate testing page to verify that the client certificate you intend to use is valid.
Set Client certificate-based security to Certificate validation (on the System administration page).
Restart the Expressway.

I

Use the Client certificate testing page again to set up the required regex and format patterns to extract the
username credentials from the certificate.

7. Only when you are sure that the correct username is being extracted from the certificate, set Client
certificate-based security to Certificate-based authentication.

Authentication Versus Authorization

When the Expressway is operating in certificate-based authentication mode, user authentication is managed by a
process external to the Expressway.

When a user attempts to log in to the Expressway, the Expressway will request a certificate from the client browser.
The browser may then interact with a card reader to obtain the certificate from the smart card (or alternatively the
certificate may already be loaded into the browser). To release the certificate from the card/browser, the user will
typically be requested to authenticate themselves by entering a PIN. If the client certificate received by the
Expressway is valid (signed by a trusted certificate authority, in date and not revoked by a CRL) then the user is
deemed to be authenticated.

To determine the user's authorization level (read-write, read-only and so on) the Expressway must extract the user's
authorization username from the certificate and present it to the relevant local or remote authorization mechanism.

Note that if the client certificate is not protected (by a PIN or some other mechanism) then unauthenticated access to
the Expressway may be possible. This lack of protection may also apply if the certificates are stored in the browser,
although some browsers do allow you to password protect their certificate store.

Obtaining the Username from the Certificate

The username is extracted from the client browser's certificate according to the patterns defined in the Regex and
Username format fields on the Certificate-based authentication configuration page:

= Inthe Regex field, use the (?<name>regex) syntax to supply names for capture groups so that matching sub-
patterns can be substituted in the associated Username format field, for example,
/ (Subject: .*, CN=(?<Groupl>.*))/m.

The regex defined here must conform to PHP regex guidelines.
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= The Username format field can contain a mixture of fixed text and the capture group names used in the
Regex. Delimit each capture group name with #, for example, prefix#Groupl#suffix. Each capture group name
will be replaced with the text obtained from the regular expression processing.

You can use the Client certificate testing page to test the outcome of applying different Regex and Username format
combinations to a certificate.

Emergency Account and Certificate-based Authentication

Advanced account security mode requires that you use only remote authentication, but also mandates that you have
an emergency account in case the authentication server is unavailable. See Configuring Advanced Account Security
Mode, page 67.

If you are using certificate-based authentication, the emergency account must be able to authenticate by presenting
a valid certificate with matching credentials.

You should create a client certificate for the emergency account, make sure that the CN matches the Username
format, and load the certificate into the emergency administrator's certificate store.
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Managing the Trusted CA Certificate List

The Trusted CA certificate page (Maintenance > Security > Trusted CA certificate) allows you to manage the list of
certificates for the Certificate Authorities (CAs) trusted by this Expressway. When a TLS connection to Expressway
mandates certificate verification, the certificate presented to the Expressway must be signed by a trusted CA in this
list and there must be a full chain of trust (intermediate CAs) to the root CA.

= To upload a new file containing one or more CA certificates, Browse to the required PEM file and click
Append CA certificate. This will append any new certificates to the existing list of CA certificates. If you are
replacing existing certificates for a particular issuer and subject, you have to manually delete the previous
certificates.

= Toreplace all of the currently uploaded CA certificates with the system's original list of trusted CA certificates,
click Reset to default CA certificate.

= Toview the entire list of currently uploaded trusted CA certificates, click Show all (decoded) to view it in a
human-readable form, or click Show all (PEM file) to view the file in its raw format.

= Toview an individual trusted CA certificate, click on View (decoded) in the row for the specific CA certificate.
= To delete one or more CA certificates, tick the box(es) next to the relevant CA certificate(s) and click Delete.

Note: if you have enabled certificate revocation list (CRL) checking for TLS encrypted connections to an LDAP server
(for account authentication), you must add the PEM encoded CRL data to your trusted CA certificate file.

Root CAs included by default

Expressway X12.6 and later includes these trusted root CAs, which are installed as part of the Cisco Intersection CA
Bundile:

= O=Internet Security Research Group, CN=ISRG Root X1
= O=Digital Signature Trust Co., CN=DST Root CA X3
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Managing the Expressway Server Certificate

Use the Server certificate page (Maintenance > Security > Server certificate) to manage the Expressway server
certificate, which identifies Expressway when it communicates with client systems using TLS encryption and with
web browsers over HTTPS.

You can view details of the currently loaded certificate, generate a CSR, upload a new certificate, and configure the
ACME service. These tasks are described in the Cisco Expressway Certificate Creation and Use Deployment Guide on
the Expressway configuration guides page.

We strongly recommend using certificates based on RSA keys. Other types of certificate, such as those based on
DSA keys, are not tested and may not work with Expressway in all scenarios.

Using the ACME Service

From X12.5 the Cisco Expressway Series supports the ACME protocol (Automated Certificate Management
Environment) which enables automatic certificate signing and deployment to the Expressway-E from a certificate
authority such as Let's Encrypt.

Server Certificates and Clustered Systems

When a CSR is generated, a single request and private key combination is generated for that peer only. If you have a
cluster of Expressways, you must generate a separate signing request on each peer. Those requests must then be
sent to the certificate authority and the returned server certificates uploaded to each relevant peer.

Make sure that the correct server certificate is uploaded to the appropriate peer, otherwise the stored private key on
each peer will not correspond to the uploaded certificate.

Server Certificates and Unified Communications

If you deploy Mobile and Remote Access, details about the Unified Communication and Expressway certificate
requirements are in the Cisco Expressway Cetrtificate Creation and Use Deployment Guide on the Expressway
configuration guides page.

Managing the Expressway Server Certificate with HSM

Important! HSM functionality support on Expressway may be a Preview feature only, depending on the Expressway
software version. For example, it is a Preview feature in version X12.6. Please check the release notes for your
Expressway version before you use HSM and if its status is Preview for your software version, only enable HSM if you
are willing to implement it as a Preview feature and subject to the Preview disclaimer contained in the
Expressway Release Notes. Instructions for how to configure and enable HSM are currently provided only in the
Expressway release notes.

These instructions assume that HSM is already enabled on Expressway (Maintenance > Security > HSM
configuration).

1. Go to Maintenance > Security > Server certificate.
2. Click Generate CSR. You are navigated to the Generate CSR page.

The Server certificate type section displays at the top of the Generate CSR page. If HSM usage is not
configured, the section does not display.

If you have an Expressway cluster, issues may arise if the CSR fields are incorrectly completed. For details on
how to fill these fields, see the Cisco Expressway Cluster Creation and Maintenance Deployment Guide on the
Cisco Expressway Series configuration guides page.

3. After generating as HSM private key and CSR, you are returned to the Server certificate page.
4. You can view and download the generated HSM CSR from the Certificate signing request (CSR) section.
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5. Click Download to download the certificate.
6. Sign the certificate using certificate signing authority.

Install the HSM private key and certificate
Only use these instructions if you use Hardware Security Module (HSM) functionality.

1. To upload a signed certificate, click Choose File to navigate to the location and choose the certificate.

2. Select a certificate file and corresponding certificate type, and click Upload server certificate data to upload
the certificate.

For more information, see the section about managing the Expressway's server certificate.
Download the HSM key handle across a cluster

After deploying an HSM certificate and private key to an Expressway, the HSM certificate and private key can be
deployed to other Expressways in a cluster. To do this:

1. On the primary peer. Download the HSM private key from the first Expressway. After deploying an HSM
certificate and private key, a Download HSM key handle button displays on the Server certificate data
section.

2. On the cluster peers. Upload the HSM private key with HSM certificate to other peers in the cluster from the
Upload new certificate section. Browse to and select the signed HSM certificate and private key.

Restart Expressway

After an HSM certificate is installed on Expressway, a banner on the Server certificate page prompts you to restart
Expressway. An alarm is also raised to restart. Although the certificate is now installed, the restart is required for the
Expressway to begin using it.

After the restart, the alarm disappears and all services on the Expressway use the new HSM certificate.

Managing Certificate Revocation Lists (CRLS)

Certificate revocation list files (CRLs) are used by the Expressway to validate certificates presented by client
browsers and external systems that communicate with the Expressway over TLS/HTTPS. A CRL identifies those
certificates that have been revoked and can no longer be used to communicate with the Expressway.

We recommend that you upload CRL data for the CAs that sign TLS/HTTPS client and server certificates. When
enabled, CRL checking is applied for every CA in the chain of trust.
Certificate Revocation Sources

The Expressway can obtain certificate revocation information from multiple sources:

= Automatic downloads of CRL data from CRL distribution points.

= Through OCSP (Online Certificate Status Protocol) responder URIs in the certificate to be checked (SIP TLS
only).

= Manual upload of CRL data.
= CRL data embedded within the Expressway's Trusted CA certificate file.

Limitations and Usage Guidelines

The following limitations and usage guidelines apply:

= When establishing SIP TLS connections, the CRL data sources are subject to the Certificate revocation
checking settings on the SIP configuration page.
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= Automatically downloaded CRL files override any manually loaded CRL files (except for when verifying

SIP TLS connections, when both manually uploaded or automatically downloaded CRL data may be used).

When validating certificates presented by external policy servers, the Expressway uses manually loaded CRLs
only.

When validating TLS connections with an LDAP server for remote login account authentication, the
Expressway only uses CRL data that has been embedded into the Trusted CA certificate (Tools > Security >
Trusted CA certificate).

For LDAP connections, Expressway does not download the CRL from Certificate Distribution Point URLs in the
server or issuing CA certificates. Also, it does not use the manual or automatic update settings on the CRL
management page.

Automatic CRL Updates

We recommend that you configure the Expressway to perform automatic CRL updates. This ensures that the latest
CRLs are available for certificate validation.

To configure the Expressway to use automatic CRL updates:

1.
2.
3.

5.

Go to Maintenance > Security > CRL management.

Set Automatic CRL updates to Enabled.

Enter the set of HTTP(S) distribution points from where the Expressway can obtain CRL files.
Note:

- you must specify each distribution point on a new line

- only HTTP(S) distribution points are supported; if HTTPS is used, the distribution point server itself must
have a valid certificate

- PEMand DER encoded CRL files are supported

- the distribution point may point directly to a CRL file or to ZIP and GZIP archives containing multiple CRL
files

- the file extensions in the URL or on any files unpacked from a downloaded archive do not matter as the
Expressway will determine the underlying file type for itself; however, typical URLs could be in the format:

- http://example.com/crl.pem

- http://example.com/crl.der

- http://example.com/ca.crl

- https://example.com/allcrls.zip
- https://example.com/allcrls.gz

Enter the Daily update time (in UTC). This is the approximate time of day when the Expressway will attempt to
update its CRLs from the distribution points.

Click Save.

Manual CRL Updates

You can upload CRL files manually to the Expressway. Certificates presented by external policy servers can only be
validated against manually loaded CRLs.

To upload a CRL file:

1.
2.
3.

Go to Maintenance > Security > CRL management.
Click Browse and select the required file from your file system. It must be in PEM encoded format.

Click Upload CRL file.
This uploads the selected file and replaces any previously uploaded CRL file.

Click Remove revocation list if you want to remove the manually uploaded file from the Expressway.
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If a certificate authority's CRL expires, all certificates issued by that CA will be treated as revoked.

Online Certificate Status Protocol (OCSP)

The Expressway can establish a connection with an OCSP responder to query the status of a particular
certificate.The Expressway determines the OCSP responder to use from the responder URI listed in the certificate
being verified. The OCSP responder sends a status of 'good’, 'revoked' or 'unknown' for the certificate.

The benefit of OCSP is that there is no need to download an entire revocation list. OCSP is supported for SIP TLS
connections only. See below for information on how to enable OCSP.

Outbound communication from the Expressway-E is required for the connection to the OCSP responder. Check the
port number of the OCSP responder you are using (typically this is port 80 or 443) and ensure that outbound
communication is allowed to that port from the Expressway-E.

Configuring Revocation Checking for SIP TLS Connections

You must also configure how certificate revocation checking is managed for SIP TLS connections.
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1. Go to Configuration > SIP.

2. Scroll down to the Certificate revocation checking section and configure the settings accordingly:

Field

Description

Usage tips

Certificate
revocation
checking
mode

Controls whether revocation checking is performed for
certificates exchanged during SIP TLS connection
establishment.

We recommend that revocation
checking is enabled.

Use OCSP

Controls whether the Online Certificate Status Protocol
(OCSP) may be used to perform certificate revocation
checking.

To use OCSP:

- The X.509 certificate to be
checked must contain an
OCSP responder URI.

- The OCSP responder must
support the SHA-256 hash
algorithm. If it is not supported,
the OCSP revocation check
and the certificate validation
will fail.

Use CRLs

Controls whether Certificate Revocation Lists (CRLS)
are used to perform certificate revocation checking.

CRLs can be used if the
certificate does not support
OCSP.

CRLs can be loaded manually
onto the Expressway, downloaded
automatically from preconfigured
URIs (see Managing Certificate
Revocation Lists (CRLs), page
57), or downloaded automatically
from a CRL distribution point
(CDP) URI contained in the X.509
certificate.

Allow CRL
downloads
from CDPs

Controls whether the download of CRLs from the CDP
URIs contained in X.509 certificates is allowed.

Fallback
behavior

Controls the revocation checking behavior if the
revocation status cannot be established, for example if
the revocation source cannot be contacted.

Treat as revoked: treat the certificate as revoked (and
thus do not allow the TLS connection).

Treat as not revoked: treat the certificate as not
revoked.

Default: Treat as not revoked

Treat as not revoked ensures that

your system continues to operate
in a normal manner if the
revocation source cannot be
contacted, however it does
potentially mean that revoked
certificates will be accepted.
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Managing mTLS Client Certificate Verification for MRA Onboarding

The CA certificate page for mTLS is accessed from the Trusted CA certificate page (Maintenance > Security >
Trusted CA certificate). This page only applies if you use Expressway for Mobile and Remote Access (MRA) with
Cisco Unified Communications products, and onboarding with activation codes is enabled for MRA.

Testing Client Certificates

The Client certificate testing page (Maintenance > Security > Client certificate testing) is used to check client
certificates before enabling client certificate validation. You can:

= Test whether a client certificate is valid when checked against the Expressway's current trusted CA list and, if
loaded, the revocation list (see Managing Certificate Revocation Lists (CRLs), page 57).

= Test the outcome of applying the regex and template patterns that retrieve a certificate's authorization
credentials (the username).
You can test against a certificate on your local file system or the browser's currently loaded certificate.

To test if a certificate is valid:

1. Select the Certificate source. You can choose to:

- upload a test file from your file system in either PEM or plain text format; if so click Browse to select the
certificate file you want to test

- test against the certificate currently loaded into your browser (only available if the system is already
configured to use Certificate validation and a certificate is currently loaded)

2. Ignore the Certificate-based authentication pattern section - this is only relevant if you are extracting
authorization credentials from the certificate.

3. Click Check certificate.
4. The results of the test are shown in the Certificate test results section.

To retrieve authorization credentials (username) from the certificate:

1. Select the Certificate source as described above.

2. Configure the Regex and Username format fields as required. Their purpose is to extract a username from the
nominated certificate by supplying a regular expression that will look for an appropriate string pattern within
the certificate. The fields default to the currently configured settings on the Certificate-based authentication
configuration page but you can change them as required.

- Inthe Regex field, use the (?<name>regex) syntax to supply names for capture groups so that matching sub-
patterns can be substituted in the associated Username format field, for example,
/ (Subject: .*, CN=(?<Groupl>.*))/m.
The regex defined here must conform to PHP regex guidelines.

- The Username format field can contain a mixture of fixed text and the capture group names used in the
Regex. Delimit each capture group name with #, for example, prefix#Groupl#suffix. Each capture group
name will be replaced with the text obtained from the regular expression processing.

3. Click Check certificate.
The results of the test are shown in the Certificate test results section. The Resulting string item is the
username credential that would be checked against the relevant authorization mechanism to determine that
user's authorization (account access) level.
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4. If necessary, you can modify the Regex and Username format fields and repeat the test until the correct
results are produced.
Note that if the Certificate source is an uploaded PEM or plain text file, the selected file is temporarily
uploaded to the Expressway when the test is first performed:

- if you want to keep testing different Regex and Username format combinations against the same file, you
do not have to reselect the file for every test

- if you change the contents of your test file on your file system, or you want to choose a different file, you
must click Browse again and select the new or modified file to upload

5. If you have changed the Regex and Username format fields from their default values and want to use these
values in the Expressway's actual configuration (as specified on the Certificate-based authentication
configuration page) then click Make these settings permanent.

Notes:

= Any uploaded test file is automatically deleted from the Expressway at the end of your login session.

= The regexis applied to a plain text version of an encoded certificate. The system uses the command openss1
x509 -text -nameopt RFC2253 -noout to extract the plain text certificate from its encoded format.

Testing Secure Traversal

This utility tests whether a secure connection can be made from the Expressway-C to the Expressway-E. A secure
connection is required for a Unified Communications traversal zone, and is optional (recommended) for a normal
traversal zone.

If the secure traversal test fails, the utility raises a warning with appropriate resolution where possible.

1. On the Expressway-C, go to Maintenance > Security > Secure traversal test.
2. Enter the FQDN of the Expressway-E that is paired with this Expressway-C.
Enter the TLS verify name of this Expressway-C, as it appears on the paired Expressway-E.
This setting is in the SIP section of the Expressway-E's traversal zone configuration page.
4. Click Test connection.

The secure traversal test utility checks whether the hosts on either side of the traversal zone recognize each
other and trust each others' certificate chains.

Note: You must select the version of HTTPS minimum TLS version to test the applicability of a secure connection
that enables the minimum supported TLS version by Expressway. Also, select the HTTPS ciphers for the same. This
selection of HTTPTLSversion is required for connection establishment towards Unified Communication servers like
VCSE, CUCM, CUP, and UCXN. These settings are configured on the Ciphers page (Maintenance > Security >
Ciphers).
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Configuring Hardware Security Module Functionality

The HSM configuration page (Maintenance > Security > HSM configuration) is used to manage HSM devices with
Expressway.

Important! HSM functionality may be a Preview feature only, depending on the Expressway software version. For
example, it is a Preview feature in version X12.6. Please check the release notes for your Expressway version before
you use HSM and if its status is Preview for your software version, only enable HSM if you are willing to implement it
as a Preview feature. Instructions for how to configure HSM are currently provided only in the Expressway release
notes and not in this section.
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Configuring Minimum TLS Version and Cipher Suites

For improved security, TLS 1.2 or later is recommended for all encrypted sessions. If required (typically for
compatibility reasons with legacy equipment), the minimum TLS versions can be configured to use versions 1.0 or
1.1. The Maintenance > Security > Ciphers page allows you to configure the minimum supported TLS version for
each service.

From X8.10, Expressway defaults to TLS version 1.2 when establishing secure connections for the following services:

= HTTPS

= SIP

= XMPP

= UC server discovery
= Reverse proxy

On upgrade, previous behavior and defaults persist so you won't be defaulted to TLS version 1.2. New installations
will use the new defaults, so for new installations check that all browsers and other equipment that must connect to
Expressway supports TLS version 1.2.

Cipher Suites

You can configure the cipher suite and minimum supported TLS version for each service on the Expressway. These
services and cipher suites are shown in the table below. (The cipher strings are in OpenSSL format.)

For services where the Expressway can act as a client, such as HTTPS, the same minimum TLS version and cipher
suites will be negotiated.

Services Cipher Suite Values (Defaults)

HTTPS ciphers EECDH:EDH:HIGH: -
AES256+SHA:!MEDIUM:!LOW:!3DES:!MD5:!PSK:!'eNULL:!laNULL

Reverse proxy TLS ciphers EECDH:EDH:HIGH: -
AES256+SHA:!MEDIUM:!LOW:!3DES:!MD5:!PSK:!eNULL:!laNULL

SIP TLS ciphers EECDH:EDH:HIGH: -
AES256+SHA:!MEDIUM:!LOW:!3DES:!MD5:!PSK:!leNULL:+ADH

UC server discovery TLS ciphers EECDH:EDH:HIGH: -
AES256+SHA:!MEDIUM:!LOW:!3DES:!MD5:!PSK:!eNULL:!laNULL

XMPP TLS ciphers EECDH:EDH:HIGH: -

AES256+SHA:!MEDIUM:!LOW:!3DES:!MD5:!PSK:!eNULL:!laNULL

SIP Behavior — Disable ADH Recommendation

Some endpoints, for example E20, only support ADH when you connect to them, so ADH is enabled in the default
cipher suites. However, if it's an inbound connection, for security reasons you should always add !'aps to disable it. If
you remove the apH from SIP then the outbound connections to some legacy endpoints will fail.

Known Issues

See the Release Notes for this release for the latest information on TLS version 1.2 support on other products.

Restarts Required

— SIP currently requires a restart after changing the cipher suite configuration. TLS protocol version continues to
require a restart.
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— XCP requires a restart after changing the cipher suite configuration or TLS protocol version.
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Configuring SSH

The Expressway pair uses SSH tunnels to securely transfer data from the Expressway-E to the Expressway-C without
requiring Expressway-E to open the connection. The Expressway-C opens a TCP session with the Expressway-E
which is listening on a fixed TCP port. The pair then use the selected cipher and algorithms to establish an encrypted
tunnel for securely sharing data.

The cipher and algorithms that the pair use to encrypt SSH tunnels are configured as follows:

1. Go to Maintenance > Security > SSH configuration.
2. Modify the following settings, if necessary:

Setting Description

Ciphers aes256-ctr. Advanced Encryption Standard using the CTR (counter) mode to encipher
256 bit blocks. (Default)
aes256-cbc: Advanced Encryption Standard using the CBC (cipher-block-chaining)
mode to encipher 256 bit blocks.

Public Key X509v3-sign-rsa (Default)

Algorithms
X509v3-ssh-rsa

Key Exchange ecdh-shaZ2-nistp256

Algorithms
ecdh-sha2-nistp384 (Default)

3. Click Save.
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Advanced Security

The Advanced security page (Maintenance > Advanced security) is used to configure the Expressway for use in
highly secure environments. You need to install the Advanced Account Security option key to see this page.

You can configure the system for:

= Advanced account security mode
= FIPS140-2 cryptographic mode

Configuring Advanced Account Security Mode

Enabling advanced account security limits login access to remotely authenticated users using the web interface only,
and also restricts access to some system features. To indicate that the Expressway is in advanced account security
mode, any text specified as the Classification banner message is displayed on every web page.

A system reboot is required for changes to the advanced account security mode to take effect.
HTTP methods

The Expressway web server allows the following HTTP methods:

Method Used by | Used | Used to...
Web by
ui? API?
GET Yes Yes Retrieve data from a specified resource. For example, to return a specific page in the
Expressway web interface.
POST Yes Yes Apply data to a web resource. For example, when an administrator saves changes to
a setting using the Expressway web interface.
OPTIONS | No Yes For a specified URL, returns the HTTP methods supported by the server. For example,
the Expressway can use OPTIONS to test a proxy server for HTTP/1.1 compliance.
PUT No Yes Send a resource to be stored at a specified URI. Our REST APl commands use this
method to change the Expressway configuration.
DELETE No Yes Delete a specified resource. For example, the REST API uses DELETE for record
deletion.

How to disable user access to the API

Administrators have APl access by default. This can be disabled in two ways:

= If the Expressway is running in advanced account security mode, then APl access is automatically disabled for
all users.

= APl access for individual administrators can be disabled through their user configuration options.

Prerequisites

Before you can enable advanced account security mode, the following items are required:

= The system must be configured to use remote account authentication for administrator accounts.
= The Advanced Account Security option key must be installed.

= You must create a local administrator account and nominate it as the emergency account, so that you can get
in if remote authentication is unavailable. You cannot use a remote account for this purpose.

Do not use the built in admin account.
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Caution: The Expressway will disallow local authentication by all accounts except the emergency account. Ensure
that the remote directory service is working properly before you enable the mode.

You are also recommended to configure your system so that:

SNMP is disabled.
The session time out period is set to a non-zero value.
HTTPS client certificate validation is enabled.

User account LDAP server configuration uses TLS encryption and has certificate revocation list (CRL)
checking set to All.

Remote logging is disabled.
Incident reporting is disabled.

Any connection to an external manager uses HTTPS and has certificate checking enabled.

Alarms are raised for any non-recommended configuration settings.

Enabling Advanced Account Security

To enable advanced account security:

1.
2.

5.

Go to Maintenance > Advanced security.

Enter a Classification banner.

The text entered here is displayed on every web page.
Set Advanced account security mode to On.

Click Save.

Reboot the Expressway (Maintenance > Restart options).

Expressway Functionality: Changes and Limitations

When in secure mode, the following changes and limitations to standard Expressway functionality apply:

Access over SSH and through the serial port is disabled and cannot be turned on (the pwrec password
recovery function is also unavailable).

Access over HTTPS is enabled and cannot be turned off.
The command line interface (CLI) and APl access are unavailable.
Administrator account authentication source is set to Remote only and cannot be changed.

Local authentication is disabled. There is no access using the root account or any local administrator account
except the emergency account.

Only the emergency account may change the emergency account.

If you are using certificate-based authentication, the emergency account must be authenticated by
credentials in the client's certificate. See Emergency Account and Certificate-based Authentication, page 54

If there are three consecutive failed attempts to log in (by the same or different users), login access to the
Expressway is blocked for 60 seconds.

Immediately after logging in, the current user is shown statistics of when they previously logged in and details
of any failed attempts to log in using that account

Administrator accounts with read-only or read-write access levels cannot view the Event Log, Configuration
Log and Network Log pages. These pages can be viewed only by accounts with Auditor access level.

The Upgrade page only displays the System platform component.

68



Cisco Expressway Administrator Guide

Managing Security

The Event Log, Configuration Log, Network Log, call history, search history and registration history are cleared
whenever the Expressway is taken out of advanced account security mode. Note that if intrusion protection is
enabled, this will cause any existing blocked addresses to become unblocked.

Disabling Advanced Account Security

Note: This operation wipes all configuration. You cannot maintain any configuration or history when exiting this
mode. The system returns to factory state.

Sign in with the emergency account.

Disable Advanced Account Security mode (Maintenance > Advanced security).

Sign out.

Connect to the console.

g w NP

Sign in as root and run factory-reset.

See Restoring the Default Configuration (Factory Reset), page 408 for details.

Configuring FIPS140-2 Cryptographic Mode

FIPS140is a U.S. and Canadian government standard that specifies security requirements for cryptographic modules.
FIPS140-1 became a mandatory standard for the protection of sensitive data in 1994 and was superseded by
FIPS140-2in 2001. Expressway X8.8 or later implements FIPS140-2 compliant features.

When in FIPS140-2 cryptographic mode, system performance may be affected due to the increased cryptographic
workload.

You can cluster Expressways that have FIPS140-2 mode enabled.

Prerequisites

Before you enable FIPS140-2 mode:
= Ensure that the system is not using NTLM protocol challenges with a direct Active Directory Service
connection for device authentication; NTLM cannot be used while in FIPS140-2 mode.

= [f login authentication via a remote LDAP server is configured, ensure that it uses TLS encryption if it is using
SASL binding.

= The Advanced Account Security option key must be installed.

FIPS140-2 compliance also requires the following restrictions:

= System-wide SIP transport mode settings must be TLS: On, TCP: Off and UDP: Off.
= All SIP zones must use TLS.
= SNMP and NTP server connections should use strong hashing and encryption. Use these settings:
System > SNMP > v3 Authentication > Type = SHA
System > SNMP > v3 Privacy > Type = AES
System > Time > NTP server n > Authentication= Symmetric key
System > Time > NTP server n > Hash= SHA-1

If your system is running as a virtualized application and has never been through an upgrade process, perform a
system upgrade before you continue. You can upgrade the system to the same software release version that it is
currently running. If you do not complete this step, the activation process described below will fail.
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Enable FIPS140-2 Cryptographic Mode

Caution: The transition to FIPS140-2 cryptographic mode requires a system reset to be performed. This will remove all
existing configuration data. To preserve your data you should take a backup immediately prior to performing the reset,
and then restore the backup file when the reset has completed.

The reset removes all administrator account information and reinstates the default security certificates. To log in after
the reset has completed you will have to first complete the Install Wizard.

To turn your system into a compliant FIPS140-2 cryptographic system:

1. Enable FIPS140-2 cryptographic mode:
a. Go to Maintenance > Advanced security.

b. Set FIPS140-2 cryptographic mode to On.
c. Click Save.
2. Fix any alarms that have been raised that report non-compliant configuration.

3. Take a system backup if you want to preserve your current configuration data. Note that all backups require
password protection.

4. Reset the system and complete the activation of FIPS140-2 mode:

a. Login to Expressway as root.
b. Type fips-activate
The reset takes up to 30 minutes to complete.
5. Follow the prompts to complete the Install Wizard.
6. When the system has applied the configuration and restarted, log in as admin using the password you set.

You may see alarms related to non-compliance with FIPS 140-2. Ignore these alarms if you intend to restore
the backup taken prior to the reset. You must take action if they persist after restoring the backup.

7. Restore your previous data, if required.

Note that while in FIPS140-2 mode, you can only restore backup files that were taken when FIPS140-2
cryptographic mode was set On. Any previous administrator account information and passwords will be
restored, however the previous root account password will not be restored. If the data you are restoring
contains untrusted security certificates, the restart that occurs as part of the restore process may take up to 6
minutes to complete.

8. From X12.6 you must manually change the SIP TLS Diffie-Hellman key size from the default 1024 bits, to at
least 2048. To do this type the following command in the Expressway command line interface (change the
value in the final element if you want a key size higher than 2048): xconfiguration SIP Advanced
SipTIsDhKeySize: "2048"

FIPS140-2 Compliant Features
The following Expressway features are FIPS140-2 compliant / use FIPS140-2 compliant algorithms:

= Administration over the web interface

= Clustering

= XML and REST APIs

= SSH access (restricted to only use AES or 3DES ciphers)

= Login authentication via a remote LDAP server (must use TLS if using SASL binding)

= Client certificate verification

= SIP certificate revocation features

= SNMP (SNMPv3 authentication is restricted to SHA1, and SNMPV3 privacy is restricted to AES)
= NTP (NTP server authentication using symmetric key is restricted to SHA1)
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= Device authentication against the local database

= SIP connections to/from the Expressway providing they use TLS
= H.323 connections to/from the Expressway

= Delegated credential checking

= SRTP media encryption

= SIP/H.323 interworking

= Unified Communications Mobile and Remote Access (MRA)
= TURN server authentication

= Backup/restore operations

= Connections to an external manager

= Connections to external policy services

= Remote logging

= Incident reporting

= CSR generation

Other Expressway features are not FIPS140-2 compliant, including:

= SIP authentication over NTLM / Active Directory

= SIP/H.323 device authentication against an H.350 directory service
= Microsoft Interoperability service

= Use of Cisco TMSPE

Managing Domain Certificates and Server Name Indication for Multitenancy

Multitenancy is part of Cisco Hosted Collaboration Solution (HCS), and allows a service provider to share a
Expressway-E cluster among multiple tenants.

Using the Server Name Indication (SNI) protocol extension within TLS, the Expressway can now store and use
domain-specific certificates that can be offered to a client during the TLS handshake. This capability allows
seamless integration of endpoints registering through MRA in a multitenant environment, and ensures the certificate
domain name matches the client’s domain. During a TLS handshake, the client includes an SNI field in the ClientHello
request. The Expressway looks up its certificate store and tries to find a match for the SNI hostname. If a match is
found the domain-specific certificate is returned to the client.

Note: In multitenant mode, you must configure the system hostname on the System > DNS page of the Cisco
Expressway-E to match the hostname configured in DNS (case-specific before X8.10.1, case insensitive from
X8.10.1). Otherwise Cisco Jabber clients will be unable to register successfully for MRA.

See Multitenancy with Cisco Expressway on the Cisco Hosted Collaboration Solution page.

SNI Call Flow

1. On the MRA client being registered, the user enters bobexample .com Where example.com iS the user’s service
domain (customer domain).

2. The client does a DNS resolution.
a. It sends a DNS SRV request for _collab-edge._tls.example.com.
b. The DNS replies to the request:

In a single tenant setup: the DNS reply usually includes the hostname within the service domain (for
example, mra-host.example . com).

In a multitenant setup: DNS may instead return the service provider's MRA hostname in the service
provider’s domain, which is different from the user’s service domain (for example, mra-host. sp.com).
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3. The client sets up SSL connection.
a. The client sends SSL ClientHello request with an SNI extension:

b. The Expressway-E searches its certificate store to find a certificate matching the SNI hostname.

Otherwise, MRA will return it's platform certificate.

c. The client validates the server certificate.

4. Application data starts. Note, for SIP and HTTPS, the application starts SSL negotiation immediately. For

Otherwise, a certificate error occurs.

XMPP, the SSL connection starts once the client receives XMPP StartTLS.

Cllent

SNI Certificate Workflow on Expressway

1. User enters bob@example.com :)

24, DNS SRV Lookup: _collab_edge. _tls.example.com

L 2B. DNS reply mra-host. <domain>
<

A 4
-

If the DNS-returned hostname has the same domain as the user’s service domain, the DNS hostname is
used in SNI server_name (unchanged).

Otherwise, in the case of a domain mismatch, the client sets the SNI server_name to the DNS hostname
plus the service domain (for example instead of the DNS-returned mra-host.sp.com it changes to mra-
host.example. com).

If a match is found, the Expressway-E will send back the certificate (SAN/dnsName=SNI hostname)

If the certificate is verified, SSL setup continues and SSL setup finishes successfully.

[Client Check Domain]
[3A) <domain>=example.com (root domain match, SNI=DNS hostname)]

TLS ClientHello sent to mra-host.example.com, ExtensionList<SNI> {Hostname: mra-hast.exam|

le.com} o
!

[Z13W  [38) <domain>=sp.com (root domain mismatch, reconstruct SNI)]

TLS ClientHello sent to mra-host.sp.com, ExtensionList<SNI> {Hostname:mra-host.example.

com}
>

[MRA Server Lookup Domain Certificate using SNI]
[4A) SNI Found in Domain Certs]

- TLS ServerHello, keys, Domain Certificate {SAN/dnsName=<SNI Hosname=>}
«

|33 [ 48) SNINOT Found in Domain Certs, Using Platform Cert]

- TLS ServerHello, keys, Platform Certificate
« —c

[Client Certificate Validation]
[5A) Certificate Check Pass]

TLS Handshake Finishes

A A

6, HTTP/SIP/*MPP Application Data

YvY

[5B) Certificate Check Fail]
Client close connection (Certificate Error)

Y

www websequencediagrams.com
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Managing the Expressway's Domain Certificates

You manage the Expressway's domain certificates through the Domain certificates page (Maintenance > Security >
Domain certificates). These certificates are used to identify domains when multiple customers — in a multitenant
environment — are sharing an Expressway-E cluster to communicate with client systems using TLS encryption and
with web browsers over HTTPS. You can use the domain certificate page to:

= View details about the currently loaded certificate.

= Generate a Certificate Signing Request (CSR).

= Upload a new domain certificate.

= Configure the Automated Certificate Management Environment (ACME) service to automatically submit a
CSR to an ACME provider, and automatically deploy the resulting server certificate.

Note: We highly recommend using certificates based on RSA keys. Other types of certificate, such as those based on
DSA keys, are not tested and may not work with the Expressway in all scenarios. Use the Trusted CA certificate page
to manage the list of certificates for the Certificate Authorities (CAs) trusted by this Expressway.

Viewing a Currently Uploaded Domain Certificate

When you click on a domain, the domain certificate data section shows information about the specific domain
certificate currently loaded on the Expressway.

To view the currently uploaded domain certificate file, click Show (decoded) to view it in a human-readable form, or
click Show (PEM file) to view the file in its raw format. To delete the currently uploaded domain click Delete.

Note: Do not allow your domain certificate to expire as this may cause other external systems to reject your certificate
and prevent the Expressway from being able to connect to those systems.

Adding a New Domain

1. Go to Maintenance > Security > Domain certificates.
Click New.

3. Under New local domain, enter the name of the domain you wish to add. An example valid domain name is
100 .example-name. com.

4. Click Create domain.

5. The new domain will be added on the Domain certificates page and you can proceed to upload a certificate
for the domain.

Generating a Certificate Signing Request

The Expressway can generate domain CSRs, which removes the need to use an external mechanism to generate and
obtain certificate requests.

To generate a CSR:
Go to Maintenance > Security > Domain certificates.

Click on the domain for which you wish to generate a CSR.
Click Generate CSR to go to the Generate CSR page.

O bd P

Enter the required properties for the certificate.

- See Domain Certificates and Clustered Systems, page 74 if your Expressway is part of a cluster.
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5.

Notes

Click Generate CSR. The system will produce a signing request and an associated private key. The private key
is stored securely on the Expressway and cannot be viewed or downloaded. Never disclose your private key,
not even to the certificate authority.

You are returned to the Domain certificate page. From here you can:
- Download the request to your local file system so that it can be sent to a certificate authority. You are
prompted to save the file (the exact wording depends on your browser).

- View the current request (click Show (decoded) to view it in a human-readable form, or click Show (PEM
file) to view the file in its raw format).

Only one signing request can be in progress at any one time. This is because the Expressway must keep track
of the private key file associated with the current request. To discard the current request and start a new
request, click Discard CSR.

The user interface provides an option to set the Digest Algorithm. The default is set to SHA-256, with options
to change it to SHA-384 or SHA-512.

The user interface provides an option to set the key length. Expressway supports a key length of 1024, 2048
and 4096.

Uploading a New Domain Certificate

When the signed domain certificate is received back from the certificate authority, it must be uploaded to the
Expressway. Use the Upload new certificate section to replace the current domain certificate with a new certificate.

To upload a domain certificate:

1.
2.

4.

Go to Maintenance > Security > Domain certificates.

Use the Browse button in the Upload new certificate section to select and upload the domain certificate PEM
file.

If you used an external system to generate the CSR you must also upload the server private key PEM file that
was used to encrypt the domain certificate. (The private key file will have been automatically generated and
stored earlier if the Expressway was used to produce the CSR for this domain certificate.)

- The server private key PEM file must not be password protected.

- You cannot upload a server private key if a certificate signing request is in progress.
Click Upload domain certificate data.

ACME (Automated Certificate Management Environment) Service

The ACME service on the Expressway-E, from version X12.5, can request and deploy domain certificates (used with

SNI).

When you go to Maintenance > Security > Domain certificates, the list of domains has an ACME column that shows
the status of the ACME service for each domain.

Click View/Edit next to the domain name to enable the ACME service.

The process of configuring ACME service for domain certificates is the same as it is for the server certificate, only
from a different place in the Expressway-E interface.

See Cisco Expressway Certificate Creation and Use Deployment Guide on the Expressway configuration guides page.

Domain Certificates and Clustered Systems

When a CSR is generated, a single request and private key combination is generated for that peer only.
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If you have a cluster of Expressways, you must generate a separate signing request on each peer. Those requests
must then be sent to the certificate authority and the returned domain certificates uploaded to each relevant peer.

Make sure that the correct domain certificate is uploaded to the appropriate peer, otherwise the stored private key on
each peer will not correspond to the uploaded certificate.

75



I
CISCO.

Serviceability, Logging, Monitoring and
Metrics

This section describes serviceability information about Expressway, including logging, system monitoring, metrics
collection, and email notifications. (Diagnostic and debugging tools, network testing utilities, and incident reporting

are covered in Diagnostics and Troubleshooting, page 369.)

Configure Logging
Capture Call Detail Records
Configure Alarm-based Email Notifications

System Metrics Collection

Cisco Systems, Inc.  www.cisco.com
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Configure Logging

Expressway provides syslogging features for troubleshooting and auditing purposes. The Event Log is a rotating local
log that records information about things like calls, registrations, and messages sent and received.

To configure Expressway logging options, go to Maintenance > Logging. From the Logging page you can do the
following tasks:

= Specify the Local event log verbosity to change the depth of event information recorded locally

= Toggle Media statistics logging

= Toggle Call Detail Records

= Toggle Certification-compliant logging

= Define one or more remote syslog server addresses

= Filter by severity the events sent to each remote syslog server

= Toggle System Metrics Collection

Change the Event Log Verbosity

You can optionally control the local log verbosity by setting the Local event log verbosity between 7 and 4. All events
have an associated level in the range 1-4, with Level 1 Events considered the most important.

Logging at level 3 or level 4 is not recommended for normal operation, because such detailed logging may cause
the 2GB log to rotate too quickly. However, you may need to record this level of detail for troubleshooting

Events are always logged locally - to the Event Log - regardless of whether or not remote logging is enabled

The table gives an overview of the levels assigned to different events:

Level | Assigned events

1 High-level events such as registration requests and call attempts. Easily human readable. For example:

= call attempt/connected/disconnected
= registration attempt accepted/rejected

2 All Level 1 events, plus:

logs of protocol messages sent and received (SIP, H.323, LDAP and so on) excluding noisy messages such
as H.460.18 keepalives and H.245 video fast-updates

3 All Level 1 and Level 2 events, plus:

= protocol keepalives
= call-related SIP signaling messages

4 The most verbose level: all Level 1, Level 2 and Level 3 events, plus:

= network level SIP messages

Changes to the log level affect both the Event Log that you view through the web interface, and the information that
is copied to any remote log server. Changes are not retrospective and only affect what is logged after the change.

Expressway uses the following facilities for local logging. The software components / logs that map to the (local)
facilities are emphasized:
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= 0 (kern)

= 3 (daemon)

= 16 (local0) Administrator

= 17 (local1) Config

= 18 (local2) Mediastats

= 19 (local3) Apache error

= 20 (local4) etc/opt/apache2
= 21 (local5) Developer

= 22 (local6) Network

The Events and levels section has a complete list of all events that are logged by the Expressway, and the level at
which they are logged.
Certification-compliant Logging

In some environments you may want to ensure that the Expressway logs are compliant with the requirements of your
security certification. There is a trade-off between security and the purpose of the logs for diagnostics, and in the
certification-compliant modes it may be impossible to establish the exact cause of a problem call.

How to Configure Certification-compliant Logging

1. Go to Maintenance > Logging.
2. In the Logging options section, set the Certification logging mode to one of the following:

Certification logging mode Description

Diagnostic This mode is not certification-compliant, but is most useful for diagnosing call
issues.

Secretive This mode is certification-compliant.

Secretive and Verbose This mode is also certification-compliant, but enables you to collect some log
information using a secure connection to a syslog server. These logs are not
particularly useful in the diagnostic sense.

Publishing Logs to Remote Syslog Servers

Syslog is a convenient way to aggregate log messages from multiple systems to a single location. This is particularly
recommended for peers in a cluster.
= You can configure the Expressway to publish log messages to up to 4 remote syslog servers.

= The syslog servers must support one of the following standard protocols:
- BSD (as definedin RFC 3164)
- IETF (as defined in RFC 5424)
Configuring Remote Syslog Servers
1. Go to Maintenance > Logging, and enter the IP addresses or Fully Qualified Domain Names (FQDNs) of the
Remote syslog servers to which this system will send log messages.

2. Click on the Options button for each server.

3. Specify the Transport protocol and Port you wish to use. If you choose to use TLS, you will see the option to
enable Certificate Revocation List (CRL) checking for the syslog server.
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In the Message Format field, select the writing format for remote syslog messages. The default is Legacy
BSD.

Use the Filter by Severity option to select how much detail to send. The Expressway sends messages of the
selected severity and all of the more severe messages.

Use the Filter by Keywords option if you only want to send messages with certain keywords.
Click Save.

The Filter by Keywords option is applied to messages already filtered by severity.

You can use up to five keywords, which includes groups of words (for example 'login successful'), separated
by commas.

You can use a maximum of 256 characters in the keyword search.

We recommend that you search for the most relevant keywords first to avoid any impact on system
performance. This ensures the system pushes the relevant log messages to the syslog server at the earliest
opportunity.

What are the Typical Values used for my Syslog Server?

The following table should help you select the format that best matches your logging server(s) and network
configuration and shows the typical values used.

Table 10 Syslog message formats

Message format Transport protocol Suggested port RFC

Legacy BSD format UDP 514 BSD format. See RFC 3164
IETF syslog format UDP 514 IETF format. See RFC 5424
IETF syslog using TLS connection TLS 6514 IETF format. See RFC 5424
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Notes:
= The UDP protocol is stateless. If reliability of syslog messages is very important in your environment, you
should use a different transport protocol.

= If there is a firewall between the Expressway and the syslog server, you must open the appropriate port to
allow the messages through.

= [If you select TLS transport, the Expressway must trust the syslog server's certificate. Upload the syslog
server's CA certificate to the local trust store if necessary.

= CRL checking when using TLS is disabled by default. To enable CRL, set CRL checking to On and ensure that
relevant certificate revocation lists (CRLs) are loaded.

See Security Basics, page 52 for more information.
= The remote server cannot be another Expressway.
= An Expressway cannot act as a remote log server for other systems.
= The Expressway uses the following facilities for remote logging. The software components / logs that map to
the (local) facilities are emphasised:
- 0 (kern)
- 3 (daemon)
local0) Administrator
local1) Config

local4) etc/opt/apache2

16 (
7 (
- 18 (local2) Mediastats
9(
20 (
21 (local5) Developer
22 (

)
)
)
local3) Apache error
)
)
)

local6) Network
Media Statistics Logging for Calls

How to Enable Media Statistics

To optionally enable media statistics collection on the Expressway, go to Maintenance > Logging and set Media
statistics to On. The system starts logging media statistics for each call, to the local hard disk in /mnt/harddisk/log.
Up to 200 files of TOMB each are stored, and the oldest is deleted when file 200 is full.

The media statistics collected include packets forwarded, packets lost, jitter, media type, codec, and actual bitrate.

Media statistics are also published as syslog messages. While Media statistics logging is on, the Expressway
publishes statistics using facility 18 (local2) to all remote syslog servers you have configured. The message severity is
Informational but the media statistics messages are published irrespective of severity filter settings.
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Capture Call Detail Records

Subject to enabling the service (which is off by default) Expressway can optionally capture CDRs. The CDRs are
stored locally for seven days, and, if you use remote logging, can also be published as syslog messages.

How to Configure CDRs

To configure CDRs on Expressway:

1. Go to Maintenance > Logging.

2. Inthe Logging Options section, set the Call Detail Records field to the required option:

= Services and Logging - the CDRs are stored locally for 7 days and then deleted. The records are accessible
from the local Event Log, and are also sent as INFO messages to your syslog host if external logging is

enabled.

= Service Only - the CDRs are stored locally for 7 days and then deleted. The records are not accessible through
the web user interface. The CDRs can only be read via the REST API.

= Off - CDRs are not logged locally. This is the default setting.

CDR Properties
This table defines the properties that are visible in CDRs:
Field Definition
uuid ID of the CDR entry.

service_uuid

ID used to identify whether a record is from a proxy, Lync B2BUA or Encryption B2BUA.

active Whether a call is a live or a historical one.

initial_call Used internally to tie to a B2BUA call when it is a multiple-component one (involves a
B2BUA hop).

licensed Shows if a call used a license.

licensed_as_traversal

Shows if a call used a traversal license.

status 200 OK message indicates a call was successful. Contains an error message if the call
was unsuccessful.

tag Call ID.

box_call_serial _ Extra ID added to tie multiple calls together (for example, through the B2BUA).

number

start_time Date and time of the call. Time zone can be set in System > Times > Time Zone and the
date formatis YYYY-MM-DD,

end_time End time of the call.

source_alias

Alias of the caller.

destination_alias

Alias of the callee.

aside_destination_
alias

Alias of the caller (or MS Lync client if Lync Interop).
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bside_destination_ Alias of the callee (or non-Lync client).

alias

aside_request_uri Request uri of the caller (or MS Lync client if Lync Interop).

bside_request_uri Request uri of the callee (or non-Lync client).

protocol Shows if the call was SIP <-> SIP, SIP <-> H323, H323 <-> SIP, or H323 <-> H323.

protocol_summary As above but can have extra info like if a call was multi-component, DVO, etc.

media_routed Shows if media was sent during the call (e.g. NAT/IWF/B2BUA).

audio Shows if the call was an audio-only one.

traversal_license_ Indicates if a call fork/branch took media (audio equates to 1 token and video 2).*

tokens

non_traversal_ Indicates if a call fork/branch did not need to take media (audio equates to 1 token and

license_tokens video 2).*

disconnect_reason Gives reasons for a call drop such as normal call teardown or other errors (that is, the last
status).

details Gives more details of the call, including media statistics.

last_updated_ Last time that any of the above fields were updated.

timestamp

* Once a call is set up only one of these entries will have a non-zero value (i.e. only for the answered fork/branch).

APlsto Access CDRs

You can use the following secure REST APlIs to gather CDRs:

= get_all_records (returns all records up to seven days old).

= get_records_for_interval (returns records from during the time specified).

= get_records_for_filter (filters results using any combination).

= get_all_csv_records (returns all records up to seven days old in csv format).
Important: The call history is stored locally for seven days only, and is deleted automatically.

To access the desired APl use the following URL: https://<Expressway_IP>/api/external/callusage/<API>

APl examples

= http://<Expressway_IP>/api/external/callusage/get_all_records

= http://<Expressway_|P>/api/external/callusage/get_records_for_interval?fromtime=<fromtime>&totime=<to_
time> (for example https://203.0.113.17/api/external/callusage/get_records_for_interval?fromtime=2014-
05-09 2000:00:00&totime=2014-05-10 2000:00:00)

Input Parameters

Parameter | Description

fromtime Mandatory. The start time from which the CDR records are required. Format YYYY-MM-DD
HH:MI:SS

totime Mandatory. The end time from which the CDR records are required. Format YYYY-MM-DD
HH:MI:SS
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= http://<Expressway_IP>/api/external/callusage/get_records_for_interval ?fromtime=<fromtime>&totime=<to_
time> (for example https://203.0.113.17/api/external/callusage/get_records_for_interval ?fromtime=2014-
05-09 2000:00:00&totime=2014-05-10 2000:00:00)

= http://<Expressway_IP>/api/external/callusage/get_records_for_filter?uuid=<uuid>&src_alias=<src_
alias>&dest_alias=<dest_alias>&protocol=<protocol> (for example
https://203.0.113.17/api/external/callusage/get_records_for_filter?uuid=6e3b5a8a-346c-421b-aa2e-
f4409c43a81a&src_alias=TC149-057-h323@domain.com&dest_alias=TC149-065-
h323@domain.com&protocol=H323 <-> H323)

Input Parameters

Parameter Description

uuid Unique identifier of the record.

src_alias Origin point of the call.

dest_ alias Destination point of the call

protocol Protocol that was used for the call (SIP, H323 etc).

= http://<Expressway_IP>/api/external/callusage/get_all_csv_records

CDR Examples

Sample CDR

This sample CDR applies to all APIs except csv:

[{"initial_call": "false", "protocol": "SIP <-> SIP", "protocol_summary": "", "disconnect_reason": "200 OK", "licensed":
"false", "tag": "b8d52a60-16a1-4bdb-be93-f5a675408811", "aside_request_uri": "", "box_call_serial_number":

"22cd0e7d-c498-4068-9239-624038fe5130", "source_alias": "sip:10000005@10.196.4.82", "uuid": "800fe013-
83f4-4094-a5e6-e2f9489912e2", "last_updated_timestamp": 1444725389, "details": "{\"Call\":{\"SerialNumber\":
\"800fe013-83f4-4094-a5e6-e2f9489912e2\",\"BoxSerialNumber\": \"22cd0e7d-c498-4068-9239-
624038fe5130\",\"Tag\": \"b8d52a60-16a1-4bdb-be93-f5a675408811\",\"State\": \"Disconnected\",\"StartTime\":
\"2015-10-13 01:36:26.485636\",\"InitialCall\": \"False\",\"Licensed\": \"False\",\"LicensedAsTraversal\":
\"False\",\"SourceAlias\": \"sip: 10000005@10.196.4.82\",\"DestinationAlias\": \"sip: 10000010@cucm-
82\",\"ToLocalB2BUA\": \"False\",\"Audio\": \"False\",\"License\":{\"Traversal\": \"O\",\"NonTraversal\":
\"0\",\"DemotedTraversal\": \"0\",\"CollaborationEdge\": \"0\",\"Cloud\": \"O\"},\"Duration\": \"3\",\"Legs\":
[{\"Leg\":{\"Protocol\": \"SIP\",\"SIP\":{\"Address\": \"10.196.4.61:5073\",\"Transport\": \"TLS\",\"Aliases\":
[{\"Alias\":{\"Type\": \"Url\",\"Origin\": \"Unknown\",\"Value\": \"sip: 10000005@10.196.4.82\"}}1},\"Targets\":
[{\"Target\":{\"Type\": \"Url\",\"Origin\": \"Unknown\",\"Value\":
\"sip:10000010@10.196.4.116\"}}],\"BandwidthNode\": \"DefaultZone\",\"EncryptionType\": \"AES\",\"Cause\":
\"200\",\"Reason\": \"OK\"}},{\"Leg\":{\"Protocol\": \"SIP\",\"SIP\":{\"Address\":
\"10.196.4.71:7001\",\"Transport\": \"TLS\",\"Aliases\":[{\"Alias\":{\"Type\": \"Url\",\"Origin\":
\"Unknown\",\"Value\": \"sip:10000010@cucm-82\"}}1},\"Source\":{\"Aliases\":[{\"Alias\":{\"Type\":
\"Url\",\"Origin\": \"Unknown\",\"Value\": \"10000005@10.196.4.82\"}}]},\"BandwidthNode\": \"Traversal-
zone\",\"EncryptionType\": \"AES\",\"Cause\": \"200\",\"Reason\": \"OK\"}}],\"Sessions\":[{\"Session\":{\"Status\":
\"Completed\",\"MediaRouted\": \"False\",\"CallRouted\": \"True\",\"Participants\":{\"Leg\": \"1\",\"Leg\":
\"2\",\"Incoming\":{\"Leg\": \"1\"},\"Outgoing\":{\"Leg\": \"2\"}}}}],\"EndTime\": \"2015-10-13 01:36:29.745651\"}}",
"status": "Disconnected", "destination_alias": "sip:10000010@cucm-82", "licensed_as_traversal": "false", "service_
uuid": "e6723fd0-5ca2-11e1-b86c-0800200c9a66", "start_time": "2015-10-13 01:36:26.485636", "traversal_
license_tokens": 0, "bside_destination_alias": "", "active": "false", "media_routed": "false", "aside_destination_
alias": "", "non_traversal_license_tokens": 0, "bside_request_uri": "", "end_time": "2015-10-13 01:36:29.745651",
"audio": "false”}]

Sample csv CDR

uuid,service_uuid,active,initial_call,licensed,licensed_as_traversal,status,tag,box_call_serial_number,start_
time,end_time,source_alias,destination_alias,aside_destination_alias,bside_destination_alias,aside_request_
uri,bside_request_uri,protocol_summary,protocol,media_routed,audio,traversal_license_tokens,non_traversal_
license_tokens,disconnect_reason,details,last_updated_timestamp
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800fe013-83f4-4094-a5e6-e2f9489912e2,e6723fd0-5ca2-11e1-b86¢c-
0800200c9a66,false,false,false,false,Disconnected,b8d52a60-16a1-4bdb-be93-f5a675408811,22cd0e7d-c498-
4068-9239-624038fe5130,2015-10-13 01:36:26.485636,2015-10-13

01:36:29.745651,sip: 10000005@10.196.4.82,sip: 10000010@cucm-82,,,,,,SIP <-> SIP,false,false,0,0,200 OK,"
{""Call"":{""SerialNumber"": ""800fe013-83f4-4094-a5e6-e2f9489912e2"",""BoxSerialNumber"": ""22cd0e7d-c498-
4068-9239-624038fe5130"",""Tag"": ""b8d52a60-16a1-4bdb-be93-f5a675408811"",""State"":
""Disconnected"",""StartTime"": ""2015-10-13 01:36:26.485636"",""InitialCall"": ""False"",""Licensed"":
""False"",""LicensedAsTraversal"": ""False"",""SourceAlias"": ""sip:10000005@10.196.4.82"",""DestinationAlias"":
""sip:10000010@cucm-82"",""ToLocalB2BUA"": ""False"",""Audio"": ""False"",""License"":{""Traversal"":
""0"",""NonTraversal"": ""0"",""DemotedTraversal"": ""0"",""CollaborationEdge"": ""0"",""Cloud"": ""0""},""Duration"":
"3t "Legs"":[{""Leg"":{""Protocol"": ""SIP"",""SIP"":{""Address"": ""10.196.4.61:5073"",""Transport"":
""TLS"",""Aliases"":[{""Alias"":{""Type"": ""Url"",""Origin"": ""Unknown"",""Value"":
""sip:10000005@10.196.4.82""}}1},""Targets"":[{""Target"":{""Type"": ""Url"",""Origin"": ""Unknown"",""Value"":
""sip:10000010@10.196.4.116""}}],""BandwidthNode"": ""DefaultZone"",""EncryptionType"": ""AES"",""Cause"":
""200"",""Reason"": ""OK""},{""Leg"":{""Protocol"": ""SIP"",""SIP"":{""Address"":
""10.196.4.71:7001"",""Transport"": ""TLS"",""Aliases"":[{""Alias"":{""Type"": ""Url"",""Origin"":
""Unknown"",""Value"": ""sip:10000010@cucm-82""}}1},""Source"":{""Aliases"":[{""Alias"":{""Type"":
""Url"",""Origin"": ""Unknown"",""Value"": ""10000005@10.196.4.82""}}]},""BandwidthNode"": ""Traversal-
zone"",""EncryptionType"": ""AES"",""Cause"": ""200"",""Reason"": ""OK""}}],""Sessions"":[{""Session"":{""Status"":
""Completed"",""MediaRouted"": ""False"",""CallRouted"": ""True"",""Participants"":{""Leg"": ""1"",""Leg"":

""" "Incoming"":{""Leg"": ""1""},""Outgoing"":{""Leg"": ""2""}}],""EndTime"": ""2015-10-13
01:36:29.745651""}}",1444725389
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Configure Alarm-based Email Notifications

Expressway supports email-based notifications based on alarm severity and optionally by alarm ID. If configured,
when an alarm is generated in the system an email notification is sent to the configured destination address. For each
alarm severity classification you can define a different email ID, to differentiate the urgency of the naotification.
Multiple email IDs can be configured for alarms of the same severity.

From X12.6.2 you can also direct notifications for a specific alarm ID to a particular email ID, or disable notifications
for a specific alarm ID.

Important: The maximum permitted length for email IDs is 256 characters.

This functionality is also available to U.S.-based customers who want to implement Kari’s Law. When a 9-1-1 call is
made which meets the criteria for direct 9-1-1 dialing through Expressway, an alarm of severity Emergency is
generated, and (if configured) a notification will be sent to the email ID configured for the alarm severity Emergency.

Before You Begin

= You will need to provide SMTP server details to establish the connection for sending the email.
= Expressway only supports the TLS connection with the SMTP server.

= The SMTP server must be reachable from Expressway either directly or using an SMTP proxy. Using an HTTP
proxy for SMTP is not supported.

= The source email and password are validated in the SMTP server before sending the mail.

Process to Configure Alarm-Based Email Notifications

1. Go to Maintenance > Email Notifications.
2. In the Email notification drop-down list, select On.

vl
CISCO Cisco Expressway-C

Status System Configuration Applications Users Maintenance 7/ Help o« Logout
Email Notifications *You are here; Mamntenance * Email Netifications
(.‘nnnguratlan
E-mail notification on |r

Source Configuration

Smip Server *

Smitp Port * (58T | JK

Per Severity Destination Mail Configuration

Severiy

Notice

Debug
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In the Source Configuration section, enter the following information:

Source email address from which notifications are sent to the configured destination address.
IP address or FQDN of the SMTP server to be used to send the notifications.

In the Per Severity Destination Mail Configuration section, enter the email address that you want to receive
notifications for alarms of a given severity.

Click Save.

Figure 4 Example configuration for email notifications

Source Configuration

Source E-mail

* |ucadmin@aszzt .com i

* |email ¢ EL2F.com i

* |587 i

ert@-=xlncom i
ucadmin@:5=p.com i
ucadmin@disestz com

ucoperation@x < #ks.com i
ucoperation@ds g com i
ucoperation@asoar .com i
ucoperation@deag. com i

uctech@xisvary: com i

How to Customize Notifications - Disable or Send to an Email Address

Optionally use this process to send notifications for a given alarm ID to a specific email address, or to disable
notifications for a given alarm ID altogether. For example to send threshold warning alarms to a designated individual,
or to stop notifications from an unwanted alarm.

1.

2.

Go to the Custom notifications section of the Email notifications page. Here you can view, edit, and delete
existing custom notifications, and add new ones.

To create a customized notification:

a.
b.
c.

Click Add.
Select the alarm ID you want to work with.

In the Notification drop-down select Custom to define an email destination for the selected alarm, or
select Disable if you don't want emails to be sent for this alarm.

If you selected Custom, in the Email field type the destination email address to which the selected alarm
notifications are to be sent.

Click Save.
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System Metrics Collection

System Metrics Collection is a feature on Expressway that publishes system performance statistics, to allow remote
monitoring of performance. Expressway collects statistics about the performance of the hardware, OS, and the
application, and publishes these statistics to a remote host (typically a data analytics server) that aggregates the
data. You can configure this feature on Expressway through the web interface or the command line.

Note: Configuration from one peer applies throughout the cluster, so if you are monitoring a cluster we recommend
configuring System Metrics Collection on the primary peer.

Configuration is also required on the remote server. The collectd daemon must be running on the server, with the
collectd network plugin configured to listen on an address that can be seen by the clients. The configuration details
depend on your monitoring environment and are beyond the scope of this guide.

How to use the collected data

You can use tools such as Circonus and Graphite to generate graphs and aggregate statistics, and to analyze
performance, based on the data collected from Expressway. You can also use it to visualize trends and even to
predict potential issues. Metrics that you can visualize include:

= Active calls per zone and by system

= Key process metrics: System CPU, user CPU, and memory usage of key processes

= Alarms

How to Configure System Metrics Collection (collectd)

Configure on Expressway

Use this procedure to optionally configure Expressway from the web user interface, to collect statistics and publish
them to a specified server.
1. Logon to the Expressway and go to Maintenance > Logging.
2. Toggle System Metrics Collection to On.
3. Enter the Collection server address.
You can use IP address, hostname, or FQDN to identify the remote server.

4. Change the default Collection server port (the listening port) if necessary - if the collection server is listening
on a non-default port.

5. Change the default Collection Interval if necessary - if your policy requires finer-grained metrics than the
default interval of 60 seconds.

6. Click Save.

If you prefer to use the CLI, these are examples of the relevant commands:

Table 11 CLI commands to configure collectd

What the command does Example command

Toggle Metrics Collection on/off xconfig log SystemMetrics mode: on

Specify the server address xconfig log SystemMetrics network address: address
Specify the listening port xconfig log SystemMetrics network port: 25826
Specify the collection interval xconfig log SystemMetrics interval: 60

Read System Metrics configuration xstatus SystemMetrics
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Configure a Remote Server

Selection and configuration of the server you use for data analytics in your environment is beyond the scope of this
document. Circonus and Graphite are examples of applications that can handle collectd information. Your analytics
tool must support receiving data from the collectd daemon. This daemon is running on the Expressway and pushes
the metrics to your analytics server, using the collectd network plugin.

The network plugin implements the collectd binary protocol for data encapsulation. The analytics server must be able
to parse and present this data. Your analytics server will probably have its own Ul for configuring how it collects and
shows the data, which could be based on collectd or an alternative software.

If you are using collectd on the analytics server, modify collectd.conf file so that the server:

= Listens for data from the collectd clients (such as Expressway). You need to enable the network plugin and
configure the listen block with the server's IP address. For example:

<Plugin "network'">
Listen "198.51.100.15"
</Plugin>

= Stores the data it receives in a human readable form (such as CSV files). You need to enable the csv plugin to
tell it where to write the files. For example:

<Plugin "csv'">
DataDir "/var/lib/collectd/csv"
StoreRates true

</Plugin>

More information

= https://collectd.org/wiki/index.php/Networking_introduction

= https://collectd.org/documentation/manpages/collectd.conf.5.shtml#plugin_network
= https://collectd.org/wiki/index.php/Binary_protocol

= https://collectd.org/wiki/index.php/Plugin:CSV

= https://collectd.org/documentation/manpages/collectd.conf.5.shtml#plugin_csv

Troubleshooting

To check whether Expressway is sending data, configure a TCP dump from the Expressway and check for packets
sent to the address of the data analytics server. Go to Maintenance > Diagnostics > Diagnostics logging, check Take
tcpdump while logging and start logging.
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Metrics Collected from Expressway

The following hardware statistics are monitored:

= aggregation-cpu-sum

= aggregation-cpu-average
= Per-core CPU usage for each core in the system
u df

= disk

= load

= protocols-Tcp

= protocols-Udp

= swap

= Users

= memory

= Uptime

= Process

The following application data is monitored by the custom exec-app plugin for collectd:

= gauge-active alarms is the count of active alarms on this Expressway

= gauge-active calls is the count of calls being handled by this Expressway

= gauge-<service name>is the status of each system service.

= gauge-<zone name> ActiveCalls counts the active calls in the named zone

= gauge-<zone name> BandwidthAllocated measures the total bandwidth allocated to the named zone

®= gauge-<zone name> BandwidthLimit

Each of these metrics uses the collectd GAUGE data source type, which allows free-form data. On the collection
server, the full collectd value name will be shown, for example collectdHostnamecollectd.exec-app.gauge-active_
calls.

Note that zone names are user-configurable and may thus be in conflict with the naming schema for collectd metrics.
If your collection server is enforcing the schema, there is a chance that metrics from some zones will not be
accepted.

Data that's sent to the collection server

The network plugin uses the collectd binary protocol to encapsulate numeric, string, and value data representing the
monitored hardware resources and software processes. The plugin pushes the metrics data packets to the analytics
server once every interval, using UDP 25826 by default. The analytics server parses and presents the data in human
readable form.

If the analytics server is using the collectd network plugin and csv plugin, then the metrics are stored as small CSV
files, using the metric name and timestamp to create the filename. For example, gauge-H323-2015-05-21

collectd plugins

These collectd plugins are implemented in Expressway:
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Table 12 Expressway collectd plugins

Plugin Description

name

Aggregation | Aggregates CPU values into the counters aggregation_cpu_sum and aggregation_cpu_average.

CPU Processor information. The raw information is aggregated into aggregation_cpu_average and
aggregation cpu_sum.

DF File system information; see DF description on collectd Wiki

Disk Hard disk performance; see Disk description on collectd Wiki

Exec-app Customized version of exec that returns specific Expressway information on calls, alarms, zones, and
services.

Load System load based on task queue.

Memory Memory statistics.

Network Enables publishing to a remote address. The plugin implements the collectd binary protocol for data
encapsulation. The remote server must have the appropriate parsing tool.

Protocols Configurable subset of the protocols used by the Expressway.

Process Counts the system processes and groups them by state (such as running, sleeping, zombies). Also
collects detailed statistics about specific processes. The plugin monitors the following processes in
detail:

= app
= bramble
= credentialmanagerservermain
= CVS_main
= erlang-beam
= erlang-epmd
= httpd
= httpserver
= ivy
= licensemanagerservermain
= Managementconnectormain
= managementframework
= openssl2nss
= policyservermain
= sshdpfwd
= syslog-ng
= traffic_server
= XCP
Swap Amount of system memory written to disk.
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Table 12 Expressway collectd plugins (continued)

Plugin Description

name

Uptime Tracks system uptime, providing counters like average running time or maximum uptime for a
particular period; see Uptime description on collectd Wiki

Users Count of currently logged in users.

91



https://collectd.org/wiki/index.php/Plugin:Uptime

I
CISCO.

Network and System Settings

This section describes network services and settings related options that appear under the System menu of the web
interface. These options enable you to configure the Expressway in relation to the network in which it is located, for
example its IP settings, firewall rules, intrusion protection and the external services used by the Expressway (for
example DNS, NTP and SNMP).
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Network Settings

Ethernet Settings

Note: The speed settings on this page are for systems running on Cisco Expressway physical appliances only. They do
not apply to virtual machine (VM)-based systems. The connection speed shown for VM systems is invalid, and always
appears as 10000 Mb/s regardless of the actual speed of the underlying physical NIC(s). This is because VMs cannot
retrieve the actual speed from the physical NIC.

The Ethernet page (System > Network interfaces > Ethernet) displays the connection speeds between Expressway
and the Ethernet networks to which it is connected. As the Expressway only supports auto-negotiation, the Speed is
always Auto. The Expressway and the connected switch automatically negotiate the speed and the duplex mode for
the connection.

Configuring IP Settings

The IP page (System > Network interfaces > IP) is used to configure the IP protocols and network interface settings
of the Expressway.

IP Protocol Configuration

You can configure whether the Expressway uses IPv4, IPv6, or both versions of the IP protocol suite. The default is
Both.

= IPv4 only: it only accepts registrations from endpoints using an IPv4 address, and only takes calls between two
endpoints communicating via IPv4. It communicates with other systems via IPv4 only.

= IPv6 only: it only accepts registrations from endpoints using an IPv6 address, and only takes calls between two
endpoints communicating via IPv6. It communicates with other systems via IPv6 only.

= Both: it accepts registrations from endpoints using either an IPv4 or IPv6 address, and takes calls using either
protocol. If a call is between an IPv4-only and an IPv6-only endpoint, the Expressway acts as an IPv4 to IPv6
gateway. It communicates with other systems via either protocol.

Some endpoints support both IPv4 and IPv6, however an endpoint can use only one protocol when registering with
the Expressway. Which protocol it uses is determined by the format used to specify the IP address of the Expressway
on the endpoint. After the endpoint has registered using either IPv4 or IPv6, the Expressway only sends calls to it
using this addressing scheme. Calls made to that endpoint from another device using the other addressing scheme
are converted (gatewayed) by the Expressway.

All IPv6 addresses configured on the Expressway are treated as having a /64 network prefix length.

IPv4 to IPv6 Interworking

The Expressway can act as a gateway for calls between IPv4 and IPv6 devices. To enable this feature, select an IP
protocol of Both. Calls for which the Expressway is acting as an IPv4 to IPv6 gateway are traversal calls and require a
Rich Media Session license.

IP Gateways

You can set the default IPv4 gateway and IPv6 gateway used by the Expressway. These are the gateways to which
IP requests are sent for IP addresses that do not fall within the Expressway’s local subnet.

= The default IPv4 gateway is 127.0.0.1, which should be changed during the commissioning process.

= The IPv6 gateway, if entered, must be a static global IPv6 address. It cannot be a link-local or a stateless
auto-configuration (SLAAC) IPv6 address.
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LAN Configuration

LAN 1 is the primary network port on the Expressway. You can configure the IPv4 address and subnet mask, the
IPv6 address and the Maximum transmission unit (MTU) for this port. The Expressway is shipped with a default IP
address of 192.168.0.100 (for both LAN ports). This lets you connect the Expressway to your network and access it
via the default address so that you can configure it remotely.

The IPv6 address, if entered, must be a static global IPv6 address. It cannot be a link-local or stateless auto-
configuration (SLAAC) address.

The Maximum transmission unit (MTU) defaults to 1500 bytes.

If you have Advanced Networking enabled, you can also configure these options for the LAN 2 port.

About Advanced Networking and Dual Network Interfaces

The Advanced Networking feature enables the LAN 2 Ethernet port on the Expressway-E, to allow a secondary IP
address for the Expressway. It also includes support for deployments where the Expressway-E is located behind a
static NAT device, allowing it to have separate public and private IP addresses.

INTERNET

External Firewall ,°
= ’

Expressway-C

Configuring Dual Network Interfaces

Dual network interfaces are only supported on Expressway-E systems; you cannot deploy them on an Expressway-
C.

Dual network interfaces are intended for deployments where the Expressway-E is located in a DMZ between two
separate firewalls on separate network segments. In such deployments, routers prevent devices on the internal
network from being able to route IP traffic to the public internet, and instead the traffic must pass through an
application proxy such as the Expressway-E.

Before you begin

= Configure the LAN 1 port and restart the Expressway before you configure the LAN 2 port.
= The LAN 1 and LAN 2 interfaces must be on differen