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CHAPTER 1

InformaCast Virtual Appliance Basic Paging Overview

InformaCast Virtual Appliance Basic Paging is Singlewire’s bundled package for virtualized
environments. It contains a virtual machine (the Virtual Appliance) and InformaCast Basic Paging
(InformaCast or Basic InformaCast), Singlewire Software’s IP telephony broadcast application that
allows you to send a live audio stream to Cisco IP phones. InformaCast is designed to get messages
quickly to large groups of people; when these messages are sent through InformaCast, they are called
broadcasts.

In addition, InformaCast exposes its powerful representational state transfer (REST) application
programming interface (API) that allows you to combine your existing technology with a notification
component. If you’re interested in using InformaCast’s REST API, please see
https://www.singlewire.com/help /InformaCastAPI/v12.5.1/index.html for more information.

Intended Audience

This guide is intended for the users and administrators of InformaCast Virtual appliance and will walk
you through the installation, configuration, and administration of both the application and the virtual
machine.

There are three versions of this guide: one for installations using Basic Paging, one for installations
using Advanced Notification in conjunction with Cisco’s Unified Communications Manager, and one
for installations using Advanced Notification in conjunction with a Hybrid Runtime Environment
(HRE). Please make sure you have the right version by looking at the cover page, or by looking at the
environment type printed at the bottom of every page.

The versions are both separate and overlapping. Where versions ovetlap, InformaCast will be used.
Where versions differ, Advanced InformaCast or Basic InformaCast will be used.

User Guide Standards

Specific fonts are used to represent specific kinds of information in this guide. The fonts and their
meaning are listed here:

e Bold fonts indicate the name of a button, text field, or other element with which you interact and
any text that you must enter.

o [talic fonts indicate the name of an area or section on one of the applications’ pages.

e Angled brackets enclose text that varies with your specific environment, i.e. http://<Your IP
Address> means that you would enter your specific IP address instead of the brackets and what
they enclose.

o Blue, underlined text indicates a hyperlink.

[ Version 12.5.1
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to see an explanation of the underlined text.

There are several kinds of notification boxes used in this guide:

Prerequisites

Tip. These offer advice or “best practices.”
Note. These contain additional information, usually relevant in special cases.

Caution. These contain information about a procedure that may reduce the performance of your
system.

Warning. These contain information about a procedure that can impair or disable your system.

InformaCast has the following prerequisites:

Compliance with the hardware requirements as defined in this user guide (see “Hardware
Requirements” on page 1-3)

Use of supported 1P phones if you intend to use them as recipients

Use of one of the following supported browsers: Firefox 62, Chrome 70, MS Edge 44, and Internet
Explorer 11

Multicast routing enabled and configured for all network segments between InformaCast and its
phones

A static IP address configured on the InformaCast Virtual Appliance

A Cisco Unified Communications Manager server (including Business Edition 6000); the following
versions are supported: 10.0.1, 10.5.2, 11.0.1, 11.5.1, 12.0.1, and 12.5.1

ND.

Note If you are running Unified Communications Manager in mixed mode and you want calls to
and from InformaCast to use encrypted media, you must configure SRTP support (see
“Enable SIP Call Security” on page 5-38).

Web access enabled on any Cisco IP phones working with InformaCast
SNMP enabled on all servers in a Unified Communications Manager cluster
The AXL service running on at least one server in the Unified Communications Manager cluster

The CTIManager setvice running on at least one node that’s also running the CallManager service.
The CTIManager service can tun on up to eight nodes in a cluster, and you should use more than
one node with this service for redundancy.

You must also know how to obtain access to the command-line interface (bash prompt) of
InformaCast, perform basic UNIX commands, and use nano for editing files.

pe

Tip Singlewire recommends a screen resolution of at least 1024x768.
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InformaCast Virtual Appliance Basic Paging i


https://www.singlewire.com/matrix/cisco-phones

| Chapter 1

InformaCast Virtual Appliance Basic Paging Overview ||

Hardware Requirements

You should deploy InformaCast Virtual Appliance on hardware supported by VMware ESXi because
it provides the lowest overhead of the VMware products (other VMware products such as VMware
Player, VMware Workstation, or VMware Server will work for lab or demonstration purposes).
VMware ESXi is available free of charge from vmware.com. If VMware is new to you, you may find
these resources useful:

e Lecarn more about what benefits VMware can provide your organization
e How to install VMware ESXi

If you are unsure whether your server hardware supports VMware, check the VMware ESXi
compatibility list.
For a list of Singlewire-supported VMware ESXi versions, go to

https://www.singlewire.com/compatibility-matrix and click the Server Platforms link.

InformaCast Virtual Appliance requires:
e 4Gb of memory

o A dedicated virtual CPU (vCPU); the operating system and application are 32-bit, and may run on
32- ot 64-bit CPUs. For IP phone deployments, InformaCast does not have a minimum CPU speed
requirement; regardless of the number of phones, InformaCast will scale to meet the need. In
general, faster CPU means faster phone activation time.

e A single virtual NIC configured for bridging, not NAT; InformaCast Virtual Appliance will not
work through NATd network connections

e 80GDb disk, which can be either local disk or SAN-attached disk (the SAN may be of any type
supported by VMware)

As a virtual machine (VM), InformaCast Virtual Appliance may be run co-resident with other Cisco
UC virtual machines on a VMware ESX host (a solution that is supported by Cisco’s TAC), as long as
you don’t modify the InformaCast OV A configuration or oversubscribe the host CPU or memory. Itis
possible to run more virtual machines than the VMware host physically supports (i.e. oversubscription),
but this will adversely affect audio quality and phone activation performance. In order to avoid
oversubscribing your VMware host, please make sure the following is true:

e The sum of all vCPUs does not exceed the number of cores on the VMware host

e The sum of memory needed by all VMs does not exceed the amount of physical RAM on the
VMware host

e The InformaCast Virtual Appliance is run in thick disk mode

Port Configuration

When configuring your firewall for compatibility with InformaCast Virtual Appliance, use the
following tables, which depend on the direction of your traffic.

This list of ports applies only to the Virtual Appliance side (i.e. server side). It does not include those
for clients’ workstations.
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Table 1: Inbound Local Network Traffic

Access Restriction
Port Protocol Application and/or Purpose Specification |Recommendations
22 TCP Secure shell (SSH) for server management [REFC 4253 Restrict access to
management subnets
80 TCP Redirect to InformaCast Virtual Appliance |REC 2616 Restrict access to
landing page’s secure web interface management subnets
123 ubDP Network Time Protocol (NTP) REC 9505 Restrict access to time
servers
443 TCP InformaCast Virtual Appliance landing RFEC 2616 Restrict access to
page’s secure web interface management subnets
1161 UDP InformaCast SNMP REC 1157 Restrict access to
management subnets
8081 TCP InformaCast’s non-secure web interface  |REC 2616 Restrict to IP phone subnets
8101 TCP Control Centet’s non-secure web interface |REC 2616 Restrict access to
management subnets
8444 TCP InformaCast’s secure web interface REC 2616 Restrict access to
management subnets and
API clients
8463 TCP Control Centet’s secure web interface REC 2616 Restrict access to
management subnets
10000 TCP Redirect to webmin interface on REC 2616 Restrict access to
https:/ /<InformaCast Virtual Appliance management subnets
IP Address>/webmin
32068-32468 uDP InformaCast’s inbound RTP streams REC 3550 Unrestricted access
(inbound calls to CTI ports and inbound
SIP)
5060-1 TCP InformaCast’s SIP REC 3261 Restrict access using
InformaCast SIP access

Table 2: Outbound Local Network Traffic

Port Protocol Application and/or Purpose Specification
80 TCP InformaCast’s outbound connections to IP phones REC 2616
161 uDP Unified Communications Manager SNMP phone data REC 1157
427 UDP and TCP InformaCast SLP REC 2608
443 TCP Secure web interface for Unified Communications Manager |REC 2616
AXI web setrvices
2748 TCP Unified Communications Manager CTT ports/route points [N/A
20480-21080 UDP Default multicast ports to which InformaCast sends audio |RFC 3550
32068-32468 UDP InformaCast’s outbound RTP streams (outbound calls to  |REC 3550
CTI ports and outbound SIP)
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DSCP Quality of Service Policies

InformaCast puts real-time audio traffic on the network. To ensure that your time-sensitive network
traffic reaches its destination, you can prioritize network traffic to provide certain levels of Quality of
Service (QoS). Using the Differentiated Services Code Point (DSCP) field in the IP Header of a packet,
you can mark, or “color,” traffic to denote the type of packet and priority or place in the queue.
InformaCast has no direct requirements, but will color its traffic to fit into the standard and

recommended queues outlined by Cisco’s Solution Reference Network Design (SRND) guide.
The DSCP values in the following table will be applied to their respective types of traffic.

Table 3: DSCP QoS Policies

DSCP Traffic Type Leaving Server
EF Voice Media Real-time Transport Protocol (RTP)
CS3 Call control for Session Initiation Protocol (SIP) and Computer Telephony

Integration (CTT)

0 All other traffic leaving the server

These values cannot be modified within the InformaCast application. If you must make modifications
to the defaults, you will have to change them on the network itself. See Cisco’s Solution Reference

Network Design (SRND) guide for more information.

Licensing Information

.

Note

InformaCast’s Virtual Appliance functionality is based on its license, and depending on the license you
have, you will be able to access all of InformaCast’s functionality or only parts of it. InformaCast Basic
Paging functionality includes the ability to send live audio broadcasts to up to 50 phones by dialing a
number on your Cisco IP phone. Among other features, InformaCast Advanced Notification functionality
includes the ability to:

e Send a number of different types of broadcasts (e.g. live audio, pre-recorded audio, pre-recorded
audio and text, etc.) using your Cisco IP phone’s interface and/or InformaCast’s web interface

e Interact with InformaCast’s plugins (e.g. conduct conference calls, trigger contact closures, post to
Twitter, send broadcasts to email addresses, etc.)

e Customize scripts that can be attached to broadcasts
e Receive confirmation when broadcasts are sent

e Configure resiliency

Upgrading from Basic to Advanced InformaCast is easily accomplished through the Try or Buy icons
or by contacting Singlewire to obtain a license for a switch in functionality. Downgrading from
Advanced InformaCast back to Basic is accomplished by clicking the Stop Advanced Notification
Trial button on InformaCast’s Manage License Key page (Admin | Manage License Key). This will
cause InformaCast to reboot, as will any future change in InformaCast functionality or license type.
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InformaCast Virtual Appliance Basic Paging i


https://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/WAN_and_MAN/QoS_SRND/QoS-SRND-Book/QoSIntro.html
https://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/WAN_and_MAN/QoS_SRND/QoS-SRND-Book/QoSIntro.html
https://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/WAN_and_MAN/QoS_SRND/QoS-SRND-Book/QoSIntro.html
mailto:sales@singlewire.com

| Chapter 1

A

InformaCast Virtual Appliance Basic Paging Overview ||

In addition to Basic and Advanced functionality, InformaCast can also be obtained with a basic, trial,
demonstration, subscription, or perpetual license. The basic license applies only to Basic InformaCast
functionality, is embedded within the application, and exists in perpetuity. The rest of the licenses apply
only to Advanced InformaCast and can be obtained through Singlewire Software.

The #rial license is included with your initial copy of InformaCast and allows you to try Advanced
InformaCast for free for 60 days. If you downgrade to Basic InformaCast before your trial period ends,
you can elect to resume your trial for the remaining period (e.g. obtain Basic InformaCast, upgrade to
Advanced InformaCast through the trial, use Advanced InformaCast for 30 days, downgrade to Basic
InformaCast, and upgrade to Advanced InformaCast through the trial for the remainder of the 60
days). When your trial period ends, you can elect to go back to Basic InformaCast or you can contact
Singlewire to obtain a demonstration, subscription, or perpetual license.

The demonstration license allows you to try Advanced InformaCast for a set period of time. Because it ends
on a certain date, you cannot downgrade to Basic InformaCast and then resume Advanced
InformaCast on the demo license past its expiration date (e.g. you cannot obtain Basic InformaCast,
upgrade to Advanced InformaCast through the trial, obtain a demonstration license of Advanced
InformaCast that is valid for two weeks, downgrade to Basic InformaCast after one week, and resume
using Advanced InformaCast three weeks later).

The subscription license allows you to subscribe to InformaCast Advanced Notification on an annual basis
rather than purchasing perpetual licensing.

The perpetnal license allows you to purchase Advanced InformaCast and own it outright for a one-time,
upfront fee with no expiration date. Both subscription and perpetual licenses come with access to
Singlewire’s Support team and free software upgrades.

Caution

A

Warning

If you upgrade from Basic to Advanced InformaCast through either the trial, demonstration,
subscription or perpetual licenses and you decide to return to Basic functionality, all additional
information entered during your Advanced phase will not be saved (e.g. when you revert to Basic from
Advanced, any information you entered after you upgraded initially—dialing configurations, users,
recipient groups, etc.—will not be available once you downgrade to Basic InformaCast). If you choose
to upgrade back to Advanced InformaCast, that information will reappear; however, any new
information you entered after you reverted to Basic functionality will be unavailable.

If you are moving from Basic InformaCast to Advanced InformaCast (and you have previously had
Advanced InformaCast), InformaCast will be restarted with the installation of this new license. Please
plan your upgrades accordingly.

InformaCast Illustrations

The web-based administrative interface to InformaCast is dynamic; it changes with the kind of
environment (Basic or Advanced) as well as the permitted capabilities of the person logged into the
administrative webpages. Therefore, the screenshots displayed in this guide may not exactly match what
you see on your system. However, as specific points are covered in the instructions, the salient interface
elements will be shown.
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Virtual Appliance Interface Orientation

If you have a specific task in mind, peruse the “Contents” on page i-iii to locate the instructions for
that task. Additionally, the index that starts on page IN-1 can help you locate desired information.

InformaCast has multiple user interfaces:
e Singlewire landing page
e InformaCast web interface
e Control Center
e Virtual machine administrative web interface (Webmin)

e Command line interface (CLI)

Singlewire Landing Page

The Singlewire landing page is accessible through a web browser addressed with the IP address of your
Virtual Appliance, and it contains links to InformaCast and the Control Center.

© singlewire

InformaCast

InformaCast”
Initiate Intercom
with PushToTalk
Access Application Management Tools
with Control Center

Singlawire Sofwana Hews  ConiacUs

Though you see a link for PushToTalk you cannot access this application with Basic InformaCast.
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InformaCast Web Interface

.

Note

The webpages you’ll use to administer InformaCast are comprised of navigational icons at the top,
which also house dropdown menus, and an administration pane whose contents change with what
you’re doing. The icons and their options also change with the access permissions you have in
InformaCast.

T

®

Admin  Pluging  Help

Basic InfarmaCast functionality includes tha ability to
»  Send live audio broadeasts to up 1o 50 phones by dialing 8 number on your Ciseo IP phone
= Create unlimited recipient groups of 50 phones or less

User Guide | Contact Cisco TAC for Support

Unlock InformaCast Advanced Motification
Click the Try end Buy links to extend your reach beyond live audio paging by unlocking 60-day trial

of InformaCast Advanced. a full-featured emergency nofification solution that alows you to reach an unlimited
number of phones with text and live or pre-recorded audio messages and much mare

Learn More

s InformaC ast Defails

Depending on your access level, you’ll have access to:

Home. InformaCast’s homepage, complete with RSS news feed.
Messages. The message administration page.

Recipients. The recipient group administration page, allowing you to create and manage recipient
groups.

Admin. The configuration overview page, allowing you to view scheduled updates and backups;
manage the license key; and set up the system, network, and broadcast parameters, along with
DialCasts.

Help. InformaCast’s help pages, allowing you access to various aspects of the online help system.

Three additional icons (Try, Buy, and Learn) allow you to try Advanced InformaCast through a 60-day
free trial, upgrade to Advanced InformaCast through a perpetual or subscription license, or learn more
about the features of Advanced InformaCast.

While in Basic InformaCast, you will see a number of menu items that are grayed out, and you will not
be able to access them. These menu items are only available when you have Advanced InformaCast.
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Control Center

Control Center is designed to be an inclusive destination for application- and system-level accessories.
Here, you can view InformaCast’s status (e.g. running time, JTAPI version, etc.) or access the License
Manager to update your Basic license with an Advanced version (see “Upload a New License” on
page 9-109). Through the Control Center, you can also access Webmin, the administrative web interface
used for administering the underlying operating system of the Virtual Appliance (e.g. configuring the
network interface, stopping and starting applications, and shutting down the virtual machine). Lastly, if
you’re interested in InformaCast’s API, the InformaCast API Explorer is your window to viewing the
operations and resources that the InformaCast API has to offer, crafting API requests, and reviewing
the information the API will provide based on your requests. See
https://www.singlewire.com/help/InformaCastAPI/v12.5.1 /index.html for more information.

Control Center

View InformaCast Status
Configure InformaCast Resiliency
Access System Management Tools with Webmin

Manage Licenses

InformaCast AP| Explorer

D.

Note The Configure InformaCast Resiliency link is dependent upon your license containing resiliency
functionality; if your license doesn’t include resiliency, you won’t see the link.

InformaCast Virtual Appliance Basic Paging
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Virtual Appliance Administrative Web Interface (Webmin)

The Virtual Appliance administrative web interface (accessed through the Control Center) is used for
administering the underlying operating system of the virtual machine, e.g. configuring the network
interface, stopping and starting InformaCast and shutting down the virtual machine.

© sing

lewire

Systern hostname
Operating system
Webmin version

Time on system
Kernel and CPU
Processor information
System uptime
Runming processes
CPU load averages
CPU usage

Real memory
Wirual memory

Local disk space

software

IC (127.0.1.1)

Sinl;lawir—'_l InformaCast WK Ware

1.620

Tue May 16 10:31:26 2017

Linux 4.1 8-yocto-standard on 685

Inted(F) Xeon(R) CPU E5-2665 0 @ 2. 40GHz, 1 cores
1 days, 1 hours, 20 minutes

B2

0.00 {1 rmin) 0.0 {5 mans) 0.05 (15 mins)

A% user 3% kemel, 0% 10, 53% idle

3.94 GB total, 1.39 GB used
B GB 1otal, O bytes used

9973 GB total, B 14 GB used
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Command Line Interface

D.

Note

Outside of the Singlewire landing page, the command line interface is a text-based interface used for
support issues and some configuration procedures (e.g. those that require manual editing of files or the
running of scripts). The command line interface uses the bash command line shell, and can be accessed
via a virtual machine console window or over the network through the use of an SSH (Secure Shell)
client.

Ginglewire InformaCastUMuare

zinglewire login: adMin
Fasswmord

i locome to Singledire InforsaCazt wvers

Rumning on
Licensed as crliption

wdrinds ing lenire: ™ §

Rudimentary knowledge of bash is required to use the command line interface. If files are to be edited
on the virtual machine itself, knowledge of the nano text editor is also required. If you are not familiar
with the nano editor, you can optionally transfer files that need to be modified to another machine, edit
them there, and then transfer the modified file back to the InformaCast virtual machine. The transfer
process can be achieved via an SCP (Secure Copy) client, such as PSCP on Windows. PuTTY, available
as a free download, contains all the necessary tools for transferring files.

Troubleshooting

Getting Help

If you’ve followed the instructions in this guide and are still having trouble getting InformaCast to
work, “Frequently Asked Questions (FAQ)” on page 8-1 may help you figure out what’s wrong. You
may also find a useful answer in “Troubleshooting” on page 9-1.

Your first line of support is the Help icon. Clicking it takes you to the online help system. Accessing
its dropdown menu allows you to access:

e The online help system
o Its FAQ section
e Its Troubleshooting section

e InformaCast’s Support page
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If you do not have an active network connection to the Internet, not all of the content on InformaCast’s
Support page or homepage will be available.

InformaCast’s Support page (Help | Support) is where you can access all of the previously listed
online help links as well as the Calling Terminal Diagnostics page, call detail records, InformaCast’s
Performance, Summary, and SIP logs, and the log collection tool.

)
Home  Messages Recipienis Speakers Bedls. Admin Plugins

} InfarmaCast Basic Pagng requires a supported version of Ciseo Unified Communications Manager Verify that your version of Unified Communications
Manager is supported by going to Help | InformaCast User Guide and navigating to Appendices | Release Motes. Salect your varsion of InformaCast
and view the supponed versions of Unified Communications Manager under the "Compatibiity” haading

if your version of Unified Communications Manager is currently in software maintenance, you can contact Clsco directly for help:
it v cisco comitac or view InformaCast's installation and user guide by going to Help | InformaCast User Guide

If yau have an unsupparted version of Unified Communications Manager, you have the faliewing options

» Click the Try icon to stari your G0-day free trial of InformaCast Advanced Motfication
= Click the Buy icon to obtain a demonstration, subscripion, or purchased licansa for InformaCast Advanced Notification

Documentation
InformaCast Usar Gulde
Erepuently Asked Questions
AP cumeantation

APIC it

End-User Lice:

se Agresmen

Tools
These links halp carmy out steps mentionad in the documentation, or suggested by technical suppen

AP Lo Shows requests made to the InformaCast REST AP
Calling Terménal Diggnostics Shows the CTI ports and route points registared with InformaCast
Call Detail Racards Diractory Shows the dirsctary containing the call detail recards

InfarmaCast L eg

ectory Shows the directary containing the InfermaCast logs

3l Collects and analyzes Singlewire log files for emors

Lo

Performance Log Contains information logged by InformaCast
SIP Stack Lgg Contains information legged by the SIP stack
Summary Log Contains a summary of broadcasts sent by InformaCast

Technical Support

For information on obtaining documentation, obtaining support, providing documentation feedback,
security guidelines, and also recommended aliases and general Cisco documents, see the monthly
What’s New in Cisco Product Documentation, which also lists all new and revised Cisco technical
documentation.
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CHAPTER 2

Install InformaCast

Many of the concepts involved in installing InformaCast Virtual Appliance require familiarity with
VMware ESXi and Unified Communications Manager.

The general steps to install InformaCast are:
e “Prepare Your Multicast Environment” on page 2-1
e “Deploy InformaCast” on page 2-6
e “Loginto InformaCast Virtual Appliance’s Interfaces” on page 2-29
o “Integrate Unified Communications Manager” on page 2-42

e “Manage Installation Administration” on page 2-85

Prepare Your Multicast Environment

You must enable multicast across your network in order for your recipients to receive the audio portion
of InformaCast broadcasts.

Caution Just because music on hold works on your phones does not mean that it is using multicast. Music on

hold can be used with either unicast or multicast.

Plan for a Multicast Environment

Multicast is communication between a single sender and multiple receivers on a network. InformaCast
has no special requirements for how multicast is enabled, and you should use your network vendor’s
best practices and design considerations. Multicast is typically routed with Protocol Independent
Multicast (PIM) that is deployed in either sparse or dense mode. InformaCast will work with either
mode.

For WAN links where your circuit provider will not route your multicast, you can configure GRE
tunnels, which carry your multicast traffic from the location where the InformaCast server is located
to its recipients. The only traffic that needs to traverse these GRE tunnels is the multicast traffic you
might want to route. The tunnels do not need to create a full mesh between sites; they only need to be
configured from the hub location to the spoke location(s). Please see Cisco’s sample configuration for
multicasting over a generic routing encapsulation (GRE) tunnel for details

For recipients to receive the audio portion of InformaCast broadcasts, they make requests using
Internet Group Management Protocol IGMP). While most networks default to IGMPv2, newer
recipients may use IGMPv3. If newer recipients are being deployed, be sure to enable the newer
protocol version on network devices.
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Network design and multicast configuration is outside the scope for which Singlewire can provide
support. It is recommended that you work with your network vendor or partner. The following table
provides guides and resources for more information on configuring multicast on your network.

Resource Description
Quick Start Guide Cisco IP Multicast Quick Start Configuration that provides

concise configuration examples

Design Guides Cisco Design Zone for IP Multicast for access to the AVVID
SRND for Multicast Design

Multicast Troubleshooting Cisco IP Multicast Troubleshooting Guide

IGMP Snooping Cisco CGMP and IGMP Snooping documentation
GRE Tunnels Cisco Multicast over a GRE Tunnel (for when a WAN carrier will

not route multicast)

Multicast Testing Tool Singlewire tool to send and receive multicast traffic, which can be
used to verify and troubleshoot multicast routing

Protocol Analyzer Wireshark download link, which can be used to view network
traffic for troubleshooting

If you have a Cisco network, you can work with the Cisco TAC or locate a local Cisco Partner. The
following table provides Cisco resources for configuration help.

Resource Description
Support Home Cisco Troubleshooting Homepage

Cisco Worldwide Contacts  |Cisco TAC Telephone Numbers and Additional Resources

Partner Locator Locate a Cisco Partner to contract for network consulting

Test Your Multicast Environment

Once you’ve configured multicast across your network, it’s important to test that configuration to
ensure that all of your recipients receive the audio portion of InformaCast’s broadcasts. Singlewire
offers a Multicast Testing Tool to help troubleshoot and isolate multicast routing issues. There are three
options available to you with the Multicast Testing Tool:

e Option 1 has the tool working as a multicast server and transmitting packets to the network

e Option 2 has the tool working as a multicast client and receiving packets

N.

Note Typically, you will want to run Options 1 and 2 in tandem: Option 1 on a Windows machine
on the same subnet as InformaCast and Option 2 on the location of your recipients (i.e. a
PC on the same VLAN as your recipients).

e Option 3 allows the tool to “hijack” two phones: one to receive packets and the other to transmit
them

InformaCast Virtual Appliance Basic Paging
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Use Options 1 and 2

Use the following steps to have the Multicast Testing Tool act as a multicast server and transmit packets
to the network from one location, and act as a multicast client and receive packets from a different
location.

Step1  Open the IC_Tester_Mcast.exe file on a Windows machine on the same subnet as the Virtual
Appliance. The IC Tester - Multicast window appears.

Administraiorn, Singlewire Sofoware. |C Tester - Multicast

Step 2 Enter 1 at the Menu Choice prompt and press the Enter key. The IC Tester - Multicast window
refreshes, showing multicast packets being sent across your network.

Adminisiraion Singlewire Sofoware. IC Tester - Mullicast - Senvir

InformaCast Virtual Appliance Basic Paging
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Step3 Open the IC_Tester_Mcast.exe file at the location of your recipients. The IC Tester - Multicast
window appears.

Administrator, Singlewire Sofoware: IC Tester - Multicast

Step4 Enter 2 at the Menu Choice prompt and press the Enter key. The I1C Tester - Multicast window
refreshes, showing it initially failed to find multicast, but then detects it.

Administrator, Singlewire Sofoware. IC Tester - Multicast - Client

If you receive a “no multicast traffic” result, you can try Option 3, follow the recommendations in
“Review Multicast Configuration” on page 2-85, or see “Multicast” on page 9-1.

InformaCast Virtual Appliance Basic Paging
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Step 1

Step 2
Step 3

Step 4

Step 5
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Use the following steps to have the Multicast Testing Tool “hijack” two phones: one to receive packets
and the other to transmit them.

You will need the IP addresses of two phones on your network and the username and password of the
application user associated with both of those phones. Work with your Unified Communications
Manager administrator if you don’t have this information on hand.

Open the IC_Tester_Mcast.exe file on the same network as your phones. The IC Tester - Multicast
window appears.

Administrator. Singlewire Software: IC Tester - Multicast

Enter 3 at the Menu Choice prompt and press the Enter key.

Enter the username of the application user associated with your phones at the User Name prompt and
press the Enter key.

Enter the password of the application user associated with your phones at the User Password prompt
and press the Enter key.

Enter the IP address of the phone that will source the multicast packets at the Phone IP of Sender
prompt and press the Enter key.
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Step 6 Enter the IP address of the phone that will receive the multicast packets at the Phone IP of Receiver
prompt and press the Enter key. The IC Tester - Multicast window shows the phones’ reply to the
commands sent by the Multicast Testing Tool.

Administraton Singlevwire Sofoware: IC Tester - Multicast

Step7 Pick up the receiver of the source phone and speak into it. Your voice should be heard coming from
the receiving phone.

If you can’t hear any audio, follow the recommendations in “Review Multicast Configuration” on
page 2-85 or see “Multicast” on page 9-1.

Deploy InformaCast

Singlewire supports InformaCast Virtual Appliance on the VMware ESXi platform, which is managed
through the vSphere web client. This section desctibes how to import InformaCast Virtual Appliance
using the vSphere web client. Your client can be downloaded from your VMware server.

Step1 Download the OVA file from Cisco’s website.

InformaCast Virtual Appliance Basic Paging
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If you are using InformaCast on the Unified Communications Manager Business Edition 6000,

you will be supplied with a DVD in a package with an OVA on it (physical media).

Step2 Open a web browser and log into your vSphere web client. The vSphere Web Client page appears.

vmware: vSphere Web Client f

|xy vCaner Inveniory Lists
@ Hosts and Cluslees
) Ve and Tesnplates
£ swrage

€3 Netwarking

| i Folicies and Profles
€ Hybrid Cloud Manager
() vRealize Orchestrator
& Hybrid Cloud Manager
&, Update Manager

£ adeninistration

[] Tasks
i= Log Browser
T Evenis

o Tags

3, New Search
H sawed searches

HE IJ
vCentar Hos15 and
Inwenbory Lists Clusters

H @
==

H

Canient Hybirid Cloud
Libranias Manager

Moniitoring

B @

Task Console Eveni Conzole

L &

Cuslomizaiion Update
Specificaion Manager

Manager

sclElmetahdion 10 ideas

T
=
W and
Templates

(o}
wealize
Qrchastrator

]

-]

Metworking

i

Hiybrid Cloud
Manager

T

WM Sorage
Palicies

(] Recant Tasks

Task Heme

Wy Tasks =  Tasks Filter

Initimies Chornc F Campledicn Tims
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Step3 Click the Hosts and Clusters icon. The vSphere Web Client page refreshes.
P eb £ Q Search -
L Bllh S, A RO L B
4 Home 9 Getting Started | Summary  Monilor  Manage  Relaled Objects | AN(12) Mew (1) Acknow...
(@ |28 B @ o |& :
- ‘Whatis a Datacenier?
Adatacenter i the prim ary container of
invaniery objacts such as hosts and wrheal °
machings. From the datacentar, you can add
and organize imveniory objects. Tyolcally, you s
a8 nosts, folders, and clusten 10 a s
datacanar. us
VCenter Server can contain multiple
GalaCeers. Large companies might use M
mulliple datacerers 1o represent
organizational units in their enlerprise
<&
| Datacenter # Workin
l‘ Cent: Serve — Wm ‘-
Sphere Clien
Basic Tasks Explose Furiher
T Add a hest Leam more about datacenters
i Create a cluster Learn how to create datacenters
h Create a new virtual machine Leam about hosts
3 Add a datastors Leam about clusters
fz Create a distibuted switch Leamn about folders
) Recent Tasks Ex
Tas Nams Tamgst Stmtun Initimtoe Chomeand For Start Tima Campilstion Tims
- "
My Tasks =  Tasks Filter «

More Tasks
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Go to Actions | Deploy OVF Template. The Deploy OVF Template pop-up window appears

@ Deploy OVF Template )
1 Select Bmplai Sglectemplae
Select an OVF femplale
2 Salactname and lecation
Salecta mesoure Enter a URL to downdoad and install the CVF package fom tha Infarnat, or brows e 50 a location aocoassible fom your com pubar,
such as & local hard drwe, 3 nebwork share. or 8 COOVD drive
' o]
5§ Salect sKraQe = URL
ad -
Lacal file
Brows e
A Use multiple sebection 1o select all the files associaled with an OWF lemplaie | ovl wndic alc
Hext Cancal

Click the Local File radio button and click its Browse button. The Open dialog box appeats.

- =
Qu [[9+ Libraries » Documents » = [ [l Search Documents o
Organce * Mew folder = - 1l e
¢ Favorites “ Documents library s
snge e
B Desktop Inchudes: 2 lacations :
8 Downloads - —p
= Recent Places L
1 . Adche Captivate Cached Projects
M Desktop apache-ant-18.1-bin
Libiranies Eluetooth Exchange Folder
-
+| Docements Coapy of Bluetooth Exchange Folder B
o Music CFProject
= Pictures Dewnboads okdes
B videos 70 obkdar
B Informatast T
™ Computes My Adobe Captivate Projects cider
: & Windows?_0% (5 My Dacuments older
i DND RW Drive () My Received Files 2 I
1 Wb Rnhieln Proi 8
E_!‘x Lenove_Recovery (G) . riHedn Proiects - )
File name: | = | OVF packages {".ovf;".ova) -
[ conea |

Navigate to where you saved the OVA file (or to the OVA file on the supplied DVD), select it, and click

the Open button.
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Click the Next button. The Deploy OVF Template pop-up window refreshes,

1t
Filler | Browse

Selact @ 01BCENE oF Tolser
- [ vaphere lan

|

Badi Hext Cancal

7@ Deploy OVF Template 7. K
« 1 Selectiemplaie Selectname and kocation
Enler & nama Tor thie OVF and select a depboymant lacalicn
2 Selectname and location
1 Salecta resous Mame |InfamnaCasfies]

Enter a name for your virtual machine in the Name field, e.g. InformaCastWest.

Select a deployment location for your virtual machine from the Browse tab and click the Next button.

The Deploy OVF Template pop-up window refreshes

¥ Deploy OVF Template 3

k¥

w1 SelectiEemplate Sglecla msource
Selec whene (o run the deployed lemplale

w3 Selctnams and locaton

4 Revew detoils . ;
Selact @ host or cluster or resounca pon o vapp.

|

5 Salect siar

Back Hext Cancel
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pe

Tip
Communications Manager.

It is good practice to place the Virtual Appliance on the same VLAN as your Unified

Step 10 Sclect a location from which to run your deployed template from the Browse tab and click the Next
button. The Deploy OVF template dialog box refreshes.

gl Deploy OVF Template

Walrdating...

Camgel
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Once validation is complete, the Deploy OVF template dialog box refreshes.

¥ Deploy OVF Template T

+ 1 Selectiemplate Raviaw detaibs
Warify the lemplake details
«' 1 Selectname and location

" 1 Salecta msowe

Product Singleire InformaFusion
A
5 SelectswRge \endar v a
i Salect nebworks Publishes @ Mo cerificale preseni
T Readyio compieie Downiload sea 23068

3 2 GB (ihin provisioned)
B0 0GB [Wick provgioned)
Descriplion WM ariginally installed: Singlewine InformaFusion

Size on disk

Exira configuration wirualHW. productCompalibility = nogled

Badi Hext Cancal

Step 11 Click the Next button. The Deploy OVF Template pop-up window refreshes.

P Deploy OVF Template 7h

W 1 Sslectiemplate Seloct storape
Select lacation 1o 5 long the files for e deployed lemplate
« 7 Selectname and location
W
w

1 Selecta resource Select wirual disk format | Thick provis ion lazy 2erped .

4 Review details [[] Show datasiores fom Siorage DRS clusters i ]

5 Select sioage Fitter

6 Selectnetworks
Datastores | Datastore Clusters

T Rendy o comphete
L) L (G File o
HName St VI SO Dol Capacty Fres
o= | -DATASTORE & Normal - 20896 TE 5.82 TB
(0] & | -DATASTORE & Mormal = 2896 TB 5.82 TB
. it (]
L 2 Objects 13 Copy-
Batk Mext Cancel
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Step 12 Select a format and storage location for your deployed template and click the Next button. The Deploy
OVF Template pop-up window refreshes.

g Deploy OVF Templats

1 Salectiemplaie
2 Selectname and location
3 Selecta resowce

4 Rewew details

L S S T

5 Selectsworage

6 Select nebworks

T Readyio compleie

Seleci networks

Selecd a deslinalicn nedwark for sach §ouwce nehwork

Soime HEnenek

brigged

1P Allocalion Se@ngs

IP pratocol: 1Py

Dasfination Network

VLAN 241 "

IP allocation: Static - Manual @

Baci Hext Camcel

Step 13 Sclect a destination network and click the Next button. The Deploy OVF Template pop-up window

refreshes.
T Deploy OVF Template 75 M
w1 Selectiemplate Ready o complein
Review conbguralion data
» 2 Selactname and location
¥ 3 Selecta resource Marne InfarmaCasias)
¥ 4 Revewdelds Saource WM name Singlewwe
w5 Selectsiorage Dewninad s2e 2308
v 6 Selectnetworks Size on disk 80.0 GB
Sl 7 Readyio comiphels Fodder Tesi
Resource Test

+ S30rage mapping 1

+ Metanik mapping

v P allecation Sellings Stalic - Manual

Back Finish Cancel
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Step 14 Review your information and click the Finish button. InformaCast Virtual Appliance will begin

importing,.
Deploying Singlewirs InfomaCast VM
Daploying disk 1 of 1from
Z\Development VM-8.0.2-chsk 1 wmeke g
[
52 mirules remaining

When it’s finished, click the Close button.

Step 15 Go back to your vSphere Web Client window and in the left pane, click the server hosting your
InformaCast Virtual Appliance virtual machine. The vSphere Web Client window's right pane
refreshes.

vmware: vSphere Web Client fi=

EE——

| Getting Started | Summary  Moniter  Configws  Pesmissions  Snapshols  Dabastores  MNetwarks Al(12) | New(11)  Acknowl...

|
&
Whal is & Host? 1

Ahostis @ computer Mat uses wiiualization
softwere, such as ESX and ESX, o nan virtual
machines. Hosts provios the CPU and

m e ory resources el vilual machines use
Hﬂﬂglw wriual machangs access fo :lD'Hg'!
and netsvork connecily.

Basic Tasks Esplofe Further

1 Create a new virtual machine Leamn more about hosts
Learn how to create virual machines

Initimies Campledicn Tims

Wy Tasks =  Tasks Filter =
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vmware: vSphere Web Client fi=

% [ Smolewire | fctars -
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“

- Storage
Storage Adapters
Storage Devices
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Physical adapters
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Advanced
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Swap file location

Default VM Compatibility
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Step 16 Click the Configure tab. The vSphere Web Client window's right pane refreshes.

lx

Permi. WMs Reso. Datas. MNetw. Enco. Updal | An1z) | Mew (1) Acknowl.

irtual Machine Starup and Shutdoen &

I the host & part of a vSphere HA cugier. the automatic startup and
shutdown of virtual machines is disabled
eer W rgme
Manual Startup
InfarmaCasitiest

-4

Initimtzr

Start Tima Campistion Tims

[ Version 12.5.1

InformaCast Virtual Appliance Basic Paging i



| Chapter2

Install InformaCast W

Step 17 Click the VM Startup/Shutdown link under Virtual Machines, then its Edit button. The Edit VM
Startup and Shutdown pop-up window appears.

Ij Edit VM Starup and Shutdown
Dot W06 Sitineg s

Systam nfluence ¥ Automatically start and stop the virlual machines tha syshe

Per VM Oreerrides

Automats Sartap
Ay Order
Manual 5&arup

OK Cance

Step 18 Ensure the Automatically start and stop the virtual machines with the system checkbox is
selected.
Step 19 Seclect your virtual machine in the table and click the Up arrow to move it from Manual Startup to

Automatic Startup.

Step 20 Click the OK button in the Edit VM Startup and Shutdown pop-up window to save your changes. The
InformaCast Virtual Appliance will now start and stop automatically with the server on which it’s

housed.

InformaCast Virtual Appliance Basic Paging
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1 Edit Setings

kE

» @ CPU
» il Memory

» (23 Hard digk 1

*

[i SCS| controllar

-

- COIDVD drive 1

*

:T_'i Floppy drive 1

USE conlroller

L

B Video card

b VMIC! device

Ortheier Dervicis

Upgrade

Haw dewce

» il Metwark adapber 1

LEI Logic Paralial

VLAN 222 (UCS VM Traffic
Heest Davica

Usie gxtsting floppy image

use2n

Schedule Vi Compatibiliy

Compalibility: ESXi 5.0 and kster (VM version 8)

Virtual Hardware | WM Oplions | SDRS Rules | vApp Oplions

L]

GE

v Upgrade

| Connecied
Connecied

[# Connectes

Candal
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Step 21 Right click your virtual machine in the vSphere Web Client window's left pane and select Edit Settings.
The Edit Settings pop-up window appears.
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Step 22 Click the Network adaptor 1 dropdown arrow on the Virtual Hardware tab. The Edit Settings
pop-up window refreshes.

41 Edil Setlings ]
Virlual Hasdwae | VM Optons | SDRS Rules | vApp Oplicns
» @ CPU « B =
» il Memory - -
» OB Hard disk 1 = | GB -
@, SCSI controlier 0 LEI Logic Paralial
- il Metwark adapber 1 VILAN 222 (UCS WM Trafhic - | & Conmected
Siabus ] Connect Al Power On
Port I 6537
Adapter Type
DirgctPath 110 + Enanle
MAC Address
Shiares Mormial - -
Reservalion o] = || MORE |-
Limil Undimibed = | [ MbRtis |-
¥ (o COVOVD dirive 1 Host Davica s Cormectad
» [ Floppy drive 1 Use axisting floppy image = | ¥ Conmected
¢ B USE controlier USE 2.0
» Il Video card -
Haw dewos —— Sajpct —— -
Compatibility: ESX)i 5.0 and kaler (VM version 8) 0% Cancal

Step 23 Ensure the Connect At Power On checkbox is selected.

Step 24 Click the OK button in the Edit Settings pop-up window to save your changes.

InformaCast Virtual Appliance Basic Paging
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Step 25 Go back to your vSphere Web Client window, right click your virtual machine in the left pane and select
Open Console. The Singlewire InformaCast VM console window appears.

File Wiew WM

Step 26 Click the green arrow button to turn on the virtual machine. The Singlewire InformaCast VM console
window begins booting the virtual machine.

D.

Note Depending on the hardware resources available to the InformaCast Virtual Appliance, it will
likely boot in less than a minute.

InformaCast Virtual Appliance Basic Paging
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When the InformaCast Virtual Appliance is done booting, you should see a request to select your
product.

bhetueen o lesent

Step 27 Leave your Singlewire InformaCast VM console window open and continue with “Set the Initial
Configuration.”

Set the Initial Configuration

Once you have completed the steps in “Deploy InformaCast” on page 2-6, you will need to set
InformaCast’s initial network configuration.

Step1 Return to your Singlewire InformaCast VM console window. You should see a request to select your
product.

bhetween g lesent

InformaCast Virtual Appliance Basic Paging
[ Version 12.5.1 .m



| Chapter2

Install InformaCast W

Step 2  Press the Tab key followed by the Spacebar to select Cisco Paging Server.

Step 3 Press the Tab key once to highlight the Continue button, then press the Spacebar to select it. You will
be prompted to accept Cisco’s End User License Agreement (EULA).

fccept Clisco End Usar Licemse Agreesent (EULA)

IMPORTANT: PLEASE RERAD THIS EMD USER LICENSE AGREEHENT AREFULLY

IT IS UERY THPORTANT THAT ¥0OU CHECH THAT YOU ARE FURCHASING CISCO
SOFTUARE OR EQUIPMEHT FROM AH APPROUVED SOURCE AMD THAT YOU, OR

THE ENTITY ¥OU REPRESENT (COLLECTIVELY, THE "CUSTOMER") HAVE BEEW
REGISTERED AS THE END USER FOR THE PURPOSES OF THIS CISCO END

USER LICENSE AGREEMEMT. IF Y0U ARE WOT REGISTERED AS THE EHMD USER
YOU HAVE ND LICEMSE TD USE THE SOFTHARE AND THE LIMITED HARRANTY

IH THIS END USER LICEMSE AGREEMENT DOES WOT APPLY. ASSUMING YOU
HAUE PURCHASED FROW AN APPROVED SOUNCE. DOWMLOADING, INSTALLING

OR USIHNG CISCO OR CISCO-SUPPLIED SOFTUARE COMSTITUTES ACCEFTAMCE &

{Tab} between &lements i {ipacer selects

{F12> naxt screan

Step4 Press the Tab key to highlight the Accept checkbox, then press the Spacebar to accept the EULA.

Step5 Press the Tab key twice to highlight the Next button, then press the Spacebar to select it. You will be
prompted to accept Singlewire’s End User License Agreement.

Accept Singlewire End User License Agreemant (EULA)

singledire Inforsalazt Soltware Licenze Agresessr

Thiz Singledire InformaCazt Software Licemse fAgreement iz made by
and botwson You (as defined below) and Singlewire Software, LLC,
a Hiscomsin limited liability company ("SIHGLEWIRE").

The terms and conditions located at s, zinglewire.comsterms (the
“fMdditional Term=™) and any applicable Order Forms for the

Software are incorporated herein by this reference. This
Software License Agreement, the Additional Terms and the Order

{Tab} between &lements i {ipacer selects

{F12> naxt sScrean

InformaCast Virtual Appliance Basic Paging
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Step 6 DPress the Tab key to highlight the Accept checkbox, then press the Spacebar to accept the EULA.

Step 7 Press the Tab key twice to highlight the Next button, then press the Spacebar to select it. You will be
prompted to assign a hostname to your server.

Assign a Hostname to This Server

Enter Hostnare  SRTIETTIC

{Tah> between alerents H <{ipacer salects H <F12» next screem

Step8 Enter a hostname for your InformaCast Virtual Appliance in the Enter Hostname field, e.g.
InformaCastWest. This hostname will appear in Webmin’s user interface.

Step9 Press the Tab key to highlight the Next button, then the Spacebar to select it. The InformaCast
Virtual Appliance then attempts to use DHCP to find suitable IP addresses on your network. The
Singlewire InformaCast VM console window refreshes.

Conf lgure IPvd Hetworking

IPud Address (required) S W
Subnet mask (reguiced) [255. 255, 295.8__ |
Default Gateway (required) I |

{Tab? between &lements i {Space) selects i {F12% mext screan

Step 10 Accept these IP addresses or provide valid ones of your own in the IPv4 Address, Subnet Mask, and
Default Gateway fields.

InformaCast Virtual Appliance Basic Paging
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Step 11 Press the Tab key to highlight the Next button, then the Spacebar to select it. The Singlewire
InformaCast VM console window refreshes.

Configure Dosain Mame Services
IPvd Address of DNS Server 1 (required)

IPwd Address of DNS Server 2

At least one BOHS server is required.

OHS Domalin Hame (required)

{Tab} between &lements i {ipacer selects i {F12> next screan

Step 12 Enter at least one DNS server IP address in the field provided or accept the one provided to you and
enter a DNS domain name. Press the Tab key to highlight the Next button, then the Spacebar to select
it. The Singlewire InformaCast VM console window refreshes.

Conf igure Time Zone
Selact the time zome for this server (required).

Arer icasBoa_Wista T
Amer icasBogota

AnericasBoise

Arer icasCanbridge_BRay

Arar lcasCampo_Grande

Armer lcasCancun

fAmer lcasCaracas

Arer icasCayenne

Amer h::a-fﬁn
&

{Tab} between &lesent s i Aacey Zelacts i LF12% naxt SCresan

Step 13 Use the arrow keys to select a time zone for your InformaCast Virtual Appliance server.

InformaCast Virtual Appliance Basic Paging
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Step 14 Press the Tab key to highlight the Next button, then the Spacebar to select it. The InformaCast
Virtual Appliance then attempts to find an N'TP server on your network. The Singlewire InformaCast
VM console window refreshes.

1 Lonligure Hetwork Time Protocol |

HTP Server 1 IP or Hostname (required) (T N
NTP Server 2 IP or Hostnare A TN —
HTP Server 3 IP or Hoztname . ntp.org |

At leaxt one WNTP server iz required.

{Tab} between &lements i {Spacer selects i {F12> naxt Screan

Step 15 Accept the suggested NTP server IP address or provide a valid one of your own in the NTP Server 1
IP or Hostname field.

Step 16 Press the Tab key to highlight the Next button, then the Spacebar to select it. The Singlewire
InformaCast VM console window refreshes.

Confligure Secure Socket Layer Certificate Parameters
Organization (required)
Organizational Unit (reguired)
City (required)
State or Province (required)

Country code (required)

Enmail address

<Tah? hetween olesents H ¢ next sC

Step 17 Enter the information necessary for a signed certificate (while the information is required, signing the
certificate is not). A signed certificate, which can protect against Man-in-the-Middle (MITM) attacks, is
an electronic document that proves ownership of a public key; it includes information about the key,
its owner’s identity, and the digital signature of a certificate authority (CA).

You must enter the information dictated by your certificate authority in its required form:

e Your organization’s name, e.g. Acme Company

InformaCast Virtual Appliance Basic Paging
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e Your organizational unit, e.g. Security

e Your city, e.g. Madison

e Your state or province, e.g. WI

e The alphabetic abbreviation for your country, e.g. US for United States
e An email address (optional)

Step 18 Press the Tab key to highlight the Next button, then the Spacebar to select it. The Singlewire
InformaCast VM console window refreshes.

Ject Alternative MHames

Certificates can contain one, many, or no subject alternative names.
Uze of subject altermative names iz optiomal.
Configure subject alternative names belodw as desired.

Certificate ONS Hare (hostwmarme and domaimd InformaCastHest .
Subject Alternative Hame 1

Subject Alternat ive Hame

Subject Alternative Hare

2
3
Subject Altermative Hame 4
Subject Alternative Name 5

» between elements <3 3 H {F12% next screen

Step 19 Accept the common name of your server, which should be a combination of your hostname and your
DNS domain name, or provide one of your own in the Certificate DNS Name (hostname and
domain) field, then continue entering information for your signed certificate by entering any Subject
Alternative Names (SANSs) in the fields provided. SANs allow you to secure multiple domain names

with one certificate, e.g. www.example.com, www.exchange.example.com, and www.example.net can all
be secured through SANS.

InformaCast Virtual Appliance Basic Paging
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Step 20 Press the Tab key to highlight the Next button, then the Spacebar to select it. The Singlewire
InformaCast VM console window refreshes.

Set the D5 Admin Password
05 admin user ID

Enter D5 admin password

Re-enter 05 admin password

Set the password for the 05 user

{Tab* between &lemenls H {Spacer selects i F12> maxt screan

Step 21 Enter a password in the Enter OS Admin Password field, press the Tab key, and enter the password
again in the Re-enter OS Admin Password field. Your OS credentials are used to enter Webmin and
Control Center and when using SSH to access the InformaCast Virtual Appliance.

D.

Note Your password must be atleast six characters in length, and contain atleast one lowercase letter,
one number, and one of the following characters: [\"#$%"() *+,-./ ;<=>2@[]"_". Also, when
setting your password, you cannot use “changeMe.”

Step 22 Press the Tab key to highlight the Next button, then the Spacebar to select it. The Singlewire
InformaCast VM console window refreshes.

1 3et the InformaCast and FTT Admin Passwords |

InformaCast and PushToTalk Admin User 1D admin

Enter InformaCast and PushToTalk Adsin Password e
Re-enter InformaCazt and PushToTalk Admin Password  (EEEEEEEEEEEEEEEEEEEEN

Set the pazsword for the InformaCast and PuzhToTalk admin uzers.

{Tab> between slerents {ipacer salects : <F12» mext screem

InformaCast Virtual Appliance Basic Paging
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Step 24

Step 25
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Enter a password in the Enter InformaCast and PTT Password field, press the Tab key, and enter
the password again in the Re-enter Password field. Your application credentials are used to enter
InformaCast and PushToTalk.

N

Note Your password must be atleast six characters in length, and contain atleast one lowercase letter,
one number, and one of the following characters: I\"#$%"() *+,-./ 5s<=>?@[\\]"_". Also,
when setting your password, you cannot use “changeMe.”

D.

Note PushToTalk is only available to Advanced InformaCast users.

Press the Tab key to highlight the Next button, then the Spacebar to select it. The Singlewire
InformaCast VM console window refreshes.

Enter security passphrase

Re-enter security pazsphrase [N

Set the passphrase used to secure backup and cormsunication.
You must remesmber the pazsphrasze you assign. Support cannot
recover it for you.

{Tab?> betueen elements : {Spacer selects ' £{F12> naxt screan

Enter a security passphrase in the Enter Security Passphrase and Re-enter Security Passphrase
fields. This passphrase is used to secure your backups of the InformaCast Virtual Appliance. You must
remember this passphrase. Singlewire Support personnel cannot recover it for you if it’s lost.

ND.

Note Your passphrase must follow the same character requirements as your OS admin password.

[ Version 12.5.1
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Step 26 Press the Tab key to highlight the Next button, then the Spacebar to select it. The Singlewire
InformaCast VM console window refreshes.

Save This Configuration

This phaze of configuration is complete.

Select Finizh to save your changes,
or use Previous to change ypour answers.

[ Finisn |

£Tab> between elemants H s lects H <£F12> next =cresn

Step 27 Press the Tab key to highlight the Finish button, then the Spacebar to select it. The Singlewitre
InformaCast VM console window refreshes.

{ Please mait |

More instructions will appear here shortly, please wait

N

Note There may be a short wait while your changes are written to disk.

InformaCast Virtual Appliance Basic Paging
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Once your changes have been saved, the Singlewire InformaCast VM console window refreshes.

{ Helcome to Singlewire InformaCast

Thiz iz Software InformaCast wersion

Find the application at httpsz:ss 18444~ InformaCast-admin
Find the OS5 configuratiom at https:< <70 W 0 Jsumebuin

Press Alt+F1 to display this screen
Press ALt+F2 Tor conszole login
Press Alt+F3, Alt+F5 for system logs

Find documentation at hitps:/swmm. singlewire. cons informacast
Copyright (c) 2816, 2817 Singlewire Software, LLE

Step 28 Make a note of the displayed IP address. This is the IP address of the InformaCast Virtual Appliance’s
landing page, which you will use to access the InformaCast Virtual Appliance, Control Center, and
Webmin web user interfaces.

Step 29 Close your open console window.

Log into InformaCast Virtual Appliance’s Interfaces

When using InformaCast Virtual Appliance, you will access it and log into its different interfaces:
InformaCast, PushToTalk, the Control Center, Webmin, and the command-line interface. All of these
interfaces, with the exception of the command-line interface, are accessible through the Singlewire
landing page, which is the IP address of the InformaCast Virtual Appliance.

.

Note PushToTalk is not supported by InformaCast Basic Paging. Please contact Singlewire for an upgrade
to Advanced Notification.

InformaCast Virtual Appliance Basic Paging
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Access InformaCast Virtual Appliance

.

Note

If you completed all of the SwiftStart steps in “Deploy InformaCast” on page 2-06, the InformaCast
Virtual Appliance should be running and you can access the Singlewire landing page, which houses the
links to the Virtual Appliance’s user interfaces.

Open a web browser, enter the IP address of the InformaCast Virtual Appliance (which you set in Step
10 on page 2-22), and press the Enter key. The Singlewire landing page appears.

@ singlewire

InformaCast’

InformaCast”
Initiate Intercom
with PushToTalk

‘m Access Application Management Tools
with Control Center

Singlewire Sofwarns Hews  ContaciUs

The Singlewire landing page allows you to easily access all of your Virtual Appliance user interfaces
along with application- and system-level management tools. You may find it helpful to both keep this
tab/window open during the time that you’re working with the Virtual Appliance and bookmark it for
future use.

When you access the Virtual Appliance (or any of its interfaces), you may receive a warning from your
web browser about the safety of the website you are about to visit. This is normal. InformaCast Virtual
Appliance a locally-installed server rather than a global, public Internet site; there is no practical way
for web browsers to recognize its encryption certificate as safe. To permanently bypass this error, you
can install a signed certificate (see “Create and Install a Signed Certificate” on page 9-39).

[ Version 12.5.1
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Log into InformaCast

InformaCast’s web interface is where you will set up your InformaCast environment, e.g. recipient
groups, DialCasts, etc.

Step1 Open a web browser, enter the IP address of the InformaCast Virtual Appliance, and press the Enter
key. The Singlewire landing page appears.

@ singlewire

InformaCast

InformaCast”
Initiate Intercom
with PushToTalk

‘m Access Application Management Tools
with Control Center

Singlawire Sofwane News  ConiaciUs

Step3 Enter your application credentials in the Login and Password fields.

InformaCast Virtual Appliance Basic Paging
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Step4 Click the Log In button. InformaCast’s homepage appears.

)

o i

Leamn  Home Messages Recipients Speakers Pluging  Help

Welcome to InformaCast Basic Paging (Cisco Paging Server

Basic InformaCast functionality includes the ability to
»  Send live audio broadeasts bo up io 50 phones by disling 8 number on your Cisco IP phone

= Create unlimited reciplent groups of 50 phones or less

User Guide | Contact Cisco TAC for Support

Unlock InformaCast Advanced Notification
Chck the Try and Buy links to extend your reach beyond live audio paging by unlocking 60-day trial

of InformaCast Advanced. a full-featured emargency nolification solution that alows you bo reach an unlimited
number of phones with text and live or pre-recorded audio messages and much more.

Learn More

»  InformaCast Detaily

SEEEEEREEEEmE R mEmmEEEEEEmEEEEE

From InformaCast’s homepage, you can access any of its web features through the icons at the top of
the page.

Log into PushToTalk

PushToTalk is designed to facilitate easy and immediate communication between multiple parties or on
a one-to-one basis through talk/listen or intercom functionality. From the Services button on any
designated phone or the side button of the 7921G wireless IP phone, you can pick from a list of phone
groups and initiate a PushToTalk “session.” For sessions with greater than two participants, parties can
cither talk or listen and switch between the two (i.e. talk/listen functionality). For one-to-one sessions,
both parties can talk and listen at the same time (i.e. intercom functionality).

ND.

Note PushToTalk is not supported by InformaCast Basic Paging. Please contact Singlewire for an upgrade
to Advanced Notification.

InformaCast Virtual Appliance Basic Paging
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Log into the Control Center

The Control Center is your destination for Virtual Appliance accessory actions, e.g. viewing
InformaCast’s status, accessing Webmin, upgrading licensing, etc.

Step1 Open a web browser, enter the IP address of the InformaCast Virtual Appliance, and press the Enter
key. The Singlewire landing page appears.

@ singlewire

InformaCast

InformaCast”
Initiate Intercom
with PushToTalk

‘H’ Access Application Management Tools
with Control Center

Singlewire Sofwan Hews Contact Us

InformaCast Virtual Appliance Basic Paging
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Step2 Click the Access Application Management Tools with Control Center link. A separate
tab/window opens to the Control Center menu page.

Control Center

View InformaCast Status

Configure InformaCast Resiliency

Access System Management Tools with Webmin
Manage Licenses

InformaCast APl Explorer

.

Note You may have to accept a warning from your web browser about the security of this page’s
content.

N.

Note The Configure InformaCast Resiliency link is dependent upon your license containing
resiliency functionality: if your license doesn’t include resiliency, you won’t see the link.

From the Control Center menu page, you can access Singlewire’s accessory tools.

InformaCast Virtual Appliance Basic Paging
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Log into Webmin

Webmin’s interface is used primarily for installing new software packages, starting/stopping/restarting
Singlewire’s applications, and rebooting the InformaCast Virtual Appliance virtual machine.

Step1 Open a web browser, enter the IP address of the InformaCast Virtual Appliance, and press the Enter
key. The Singlewire landing page appears.

@ singlewire

InformaCast

InformaCast”
Initiate Intercom
with PushToTalk

‘H’ Access Application Management Tools
with Control Center

Singlewire Sofwan Hews Contact Us

InformaCast Virtual Appliance Basic Paging
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Step2 Click the Access Application Management Tools with Control Center link. A separate

tab/window opens to the Control Center menu page.

Control Center

View InformaCast Status
Configure InformaCast Resiliency

Access System Management Tools with Webmin

Manage Licenses

InformaCast APl Explorer

Step3 Click the Access System Management Tools with Webmin link. A separate tab/window opens to
the Login to Webmin page.
‘You must enter 8 usemame and password to kogin to the Webmin sanver
Username :
Password
Remember |ogin perrmanently?
Login | | Clear |
N.
Note

You may have to accept a warning from your web browser about the security of this page’s content.

InformaCast Virtual Appliance Basic Paging
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Step4 Enter your OS credentials and click the Login button. The Webmin homepage appears.

© singlewire

System hostname
Operating system
Webmin version

Time on system
Kernel and CPU
Processor information
System uptime
Runming processes
CPU load averages
CPU usage

Real memory
Wirual memory

Local disk space

software
Ic (127.0.1.1)
Singlef.ir—',l InformaCast WK Ware
1.620
Tue May 16 10:31:26 2017
Linuzx 4. 1. B-yocto-standard on i686
Inted(F) Xeon(R) CPU E5-2665 0 @ 2. 40GHz, 1 cores
1 days, 1 hours, 20 minutes
B2
0.00 {1 min) 0.01 {5 rmang) 0.05 {15 mins)
4% user 3% kemel, 0% 10, 53% idle

3.94 GB total, 1.39 GB used

B GB 1otal, O bytes used

95973 GB total, B 14 GB used

The Webmin homepage displays versioning information and statistics about the Virtual Appliance.

From the Webmin homepage, you can install a new software package (see “Upgrade InformaCast
Pre-12.0.1” on page 9-77), start/stop/restart Singlewire’s applications, and reboot the InformaCast
virtual machine (see the sections on stopping/starting/rebooting starting with “Manage Virtual

Appliance Actions” on page 9-1 for more information).

Log into the Command-line Interface

The command-line interface (CLI) is a text-based interface used for support issues and some

D.

Note

configuration procedures (e.g. those that require manual editing of files or the running of scripts). It
also allows you to perform various administrative functions such as changing the Virtual Appliance’s
password, restarting the server, assigning a static IP address, and collecting/viewing logs, among others.
The command line interface uses the bash command line shell, and can be accessed via a virtual
machine console window, such as vSphere, or over the network through the use of an SSH (Secure
Shell) client like PuTTY.

Pictures illustrating the command-line interface will usually depict accessing a Virtual Appliance
through an SSH client rather than a virtual machine console window; however, the commands are the
same.

[ Version 12.5.1
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Singlewire supports the Virtual Appliance on the VMware ESXi platform, which is managed through
the vSphere web client.

Open a web browser and log into your vSphere web client. The vSphere Web Client page appears.

vmware: vSphere Web Client

Nawsgator

4 Hosts and Clusters

X | () toms

|.ir-G‘“'"'“ Ex

I |.gh vCaniar inventory Lists
1 Hosts and Clusless

| @ e and Templates
[ sworage
€3 Networking

vCenter
Invenbory Lists

 Policies and Profes
€ Hytrid Cloud Manager
(J vRealtze Orchestrator
& Hybrid Cloud Manager
& Update Manager

Cantent
Libranes

Moniitoring

£ adeinisiration

[5] Tasks
| & Log Brows er
T Evenits

&l

Task Consale

4 Tags

3, New Search
H sawed Searches

¥

Customizatan
Specificaion
Manager

=¥ 1
el =
Hosts and Wi and
Clusters Templaies

@ O
Hytrid Cloud whealize
Manager Orchesirator

9 =

Event Consods

Updats
Marniager

relliighdiow 10 Wdeos

Q

Metworking

LD

Hiybrid Cloud
Manager

T

VM Storage
Palicies

| ancrn | Mew(10) cknow.
o -3

&

My Tasks = Tasks Filter =

Initimies

Camplation Tims
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Step 2  Click the Hosts and Clusters icon. The vSphere Web Client page refreshes.

vmware: vSphere Web Client  #=

| 7y Sanglewire | Achons -+

3 marms Ex

Getting Started | Summary  Monilor  Manage  Relaled Objects

A2 Mew (1) Acknow!
i
Whatlis a Datcenier?
Ad bt is the prin

@

Datacenter

# Work In Progress

Basic Tasks Explose Furiher

1 Add a hest Learm mone about datacentsrs
i Create a cluster Learn how to create datacenters

5 Create a new virtual machine Leam about hosts

13 Add a datastors

Leam about clusters
iz Create a distributed switch

Leam about folders

| Recent Tasks

My Tasks = Tazks Filter =

Step3 Right click your Virtual Appliance in the left pane and select Open Console. A console window to your
Virtual Appliance appears.

{ Helcome to Singlewire InformaCast

Thiz iz Software InformaCast wersion

Find the application at https:-s  :B444-/InformaCast-adnin
Find the OS5 configuratiom at https:ss7" W 0 Sswebrin

Fress Alt+F1 to display thiz screen
Press ALt+F2 for console login
Press Alt+F3, Alt+F5 for system logs

Find documentation at hitps:/smm. singlewire. con informacast
Copyright (c) 2816, 2817 Singlewire Software, LLC
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Upon opening a console, the Virtual Appliance’s Status screen appears, which displays version
information and interface and documentation links.

Step4 Press the Alt + F2 keys to switch to the console screen where you can enter commands.

vimgledwire InformaCast - UMkare

gingledire login: _

Step5 Enter admin at the prompt and press the Enter key.

Step 6 Enter your OS password at the prompt and press the Enter key. The console window refreshes,
showing you that you’re logged in.

Ginglewire InformaCastUMuare

zing lewire login: adMin

sing lexire: "%

Tip Press the Alt + F3 or Alt + F5 keys to see the logs available through the Status screen.

[ Version 12.5.1
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Use an SSH Client

Step 1

Step 2
Step 3
Step 4
Step 5

Install InformaCast

Singlewire recommends PuTTY for an SSH client, and it’s available through a free download.

Open PuTTY. The PuTTY Configuration window appears.

53 T ]
Category
Basic apbons lar your PuTTY sisian
' Spaciy the destinaton you want to connect io
I siminal
Hoat Mama jor IP address Piost
“m=yhoard —
3.'\; I aad
Temiues Cormesction bype
Whngow Ram Tt FRlagn @ 55H Gea
oA
= Load, s or delete & shoned session
Behmviour
Tearmiation Smved Semsons
Selecton
Caolo 3
B it Dol Sattinge L
Connection
s -
Py
Tt (T
Sagn
+- 55H
3 =
! Oos= window on exit
Al Hever @ Oniy on clean eoat
Abowt Hadzi Opan Cancsl

Enter your Virtual Appliance’s IP address in the Host Name (or IP address) field.

Leave the Port field at its default of 22.
Click the SSH radio button.

Click the Open button. The command-line interface for the Virtual Appliance appears.

Step 6 Enter admin at the prompt and press the Enter key.

[ Version 12.5.1
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Step7 Enter your OS password at the prompt and press the Enter key. The command-line interface refreshes,
showing you that you’re logged in.

Integrate Unified Communications Manager

Before you can begin using InformaCast in a telephony environment, you must configure your version
of Unified Communications Manager. Perform all of the steps in the following sections:

e “Configure Unified Communications Manager SNMP” on page 2-43
o “Set the Default Codec to G.711” on page 2-51

e “Create a Device Pool” on page 2-53

e “Create a Route Partition” on page 2-55

o “Create a Calling Search Space” on page 2-56

e “Create CTI Ports” on page 2-58

e “Create an Access Control Group” on page 2-63

e “Create an Application User” on page 2-67

e “Enable Web Access for Cisco IP Phones” on page 2-70

e “Set Your Authentication URL” on page 2-77

e “Set the Authentication Method for API Browser Access” on page 2-79
e “Reboot Your Phones” on page 2-80

e “Test Your Phones” on page 2-82

Je

Tip  When naming your Unified Communications Manager components, it is recommended to use a
standardized name or abbreviation so that the components will display together. For example, this
documentation will use the abbreviation of ICVA for InformaCast Virtual Appliance.

InformaCast Virtual Appliance Basic Paging
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In the past, CT1 route points were recommended for use with DialCast functionality, which allows you
to trigger an InformaCast broadcast by calling a route point that is configured to send a specific
message to predetermined recipient groups (see “Manage DialCasts” on page 5-48 for more
information). For easier troubleshooting, it is now recommended that DialCast functionality be used in
conjunction with SIP instead (see “Manage SIP Functionality” on page 5-4 for more information). CT1
route points are no longer recommended for DialCast configurations; this section has been removed
from the documentation. You should update your DialCast configurations accordingly.

Configure Unified Communications Manager SNMP

InformaCast uses SNMP to gather phone information from Unified Communications Manager.
Depending on whether you are using SNMP v2 or v3, you will follow different steps:

e SNMP v2. Follow the steps in “Enable SNMP on Unified Communications Manager Cluster
Nodes” on page 2-43 and “Create an InformaCast SNMP v2 Community String” on page 2-406.

e SNMP v3. Follow the steps in “Enable SNMP on Unified Communications Manager Cluster
Nodes” on page 2-43 and “Create an SNMP v3 User” on page 2-48.

Enable SNMP on Unified Communications Manager Cluster Nodes

You must enable SNMP on Unified Communications Manager cluster nodes that will function with
InformaCast.

Step1l Openaweb browser and log into the administration interface of the Unified Communications Manager
server (the address will be similar to https://<Unified Communications Manager IP
Address>/ccmadmin). The Cisco Unified CM Administration page appears.

vlinlin  Cisco Unified CM Administration

CISE0  Fur Cisco Unified Communications Solutions

Eystem v Calfoutng »  Medafesources »  Voce Mol »  Oevioe »  Application User Management = Buk Admnisiration +  Help =

Cisco Unified CM Administration

Copyright © 1959 - 2008 Cisco Systems, Inc.
Al rights reserved,

Thiz product contams cryptographic features and is subject to United States and local country laws governing import, export, transfer and use. Delivery of Cisco cryptographic products
does nat imply thard-party authority to import, export, distribute or use encryplion. Importers, exporters, distributors and users are responsible for compliance with U.5. and local country
laws. By using this product you agres ta comply with apglicable kaws and regulations. If you are unable to comply with U.5. and local laws, return this product immediately.

A summary of U.5. laws governing Cisco cryptographic products may be found at: bittps//
1F you require further assistance please contact us by sending email to export@csco.com.

InformaCast Virtual Appliance Basic Paging
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Step2 Select Cisco Unified Serviceability from the Navigation dropdown menu and click the Go button.

The Cisco Unified Serviceability page appears.

alilie  Cisco Unified Serviceability
CIS€0  kor Cisco Unified Communications Solutions

flarm + Trace = Togs = Snmp = fep =

Cisco Unified Serviceability

Copyright § 1539 - 2008 Cisco Systems, Inc.
All righte resarsed

is product cartains cryptograshic features and s subject ta Unsted States and local country laws gowerning import, expart, transfer and use. Delivery of Cisco cryptographic products
dods nek imply third-party autharity to iMpest, export, distribute of use SRCHYENoN. TMPOMErs, SXpotars, distributers and usars are responsibhe for compliance with U.S. and kocal
courtry laws. By uging this product you agres to comply with apphicable laws and regulations. I you are unable to comply with U.S. and local laws, return this product immadately.
summary of U.5. laws governing Cisco cryplographic products may be found at: hitp:/: rg_himl.

If you reguire further assstance please cantact us by sending emad to exportBicisco.com.
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Step 4

Step 5
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Go to Tools | Service Activation. The Service Activation page appears.

il Cisco Unified Serviceability e
CIS€9  For Cisco Unified Communications Solutions

ccmadministrator About Logout
Abrm v Trace = Toghs = Snmp = Helpw

Service Activation

L] Save gj’ Set to Default @ Refresh

Status
(@ status : Ready

Select Server
Server® IPTCUCHE 13 » (5o
I Check Al Services

M Services
| Service Name | Activation Status
=3 Cisco CallManager Activabed
=] Cisco Thp Activated
f Cisco Messaging Interface Deactivated
r Cisco Unified Mobile Voice Access Service Deactivated
r Cisco 1P Voice Media Streaming App Deactivated
= Cisco CTIManager Activabed
W Cisco Extension Mobility Activated
r Cisco Extended Functions Deactivated
r Cisco Dialed Mumber Anakyzer Deactivated
I Cisco DHCP Monitor Service Deactivated
CTI Services
Service Mame Activation Status
I Cisco CallManager Attendant Console Server Deactvated
r Cisco 12 Manager Assistant Deactivatad
r Cisco WebDialer web Service Deactivated
CDR Services
Service Name Activatinn Status
I Cisco SOAP - CORonDamand Sarnce Daactrvated
r Cisco CAR Web Service Deactivated
Database and Admin Services
| Service Name | Activation Status
= Cisco AXL Web Service Activated
r Cisco UXL Web Service Deactrvated
v Cisco Bulk Provisioning Service Activabed
r Cisco TAPS Service Deactivated

Performance and Monitoring Services

Service Name Activation Status
r Cisco Serviceabdity Reporter Deactvared
W Cisco CallManager SNMP Senvice Activated
Security Services
| Service Name | Activation Status
I Cisco CTL Provider Deactivated
r Cisco Certificate Authority Proxy Function Deactivated
Directory Services
Service Mame Activation Status
[ Cisco DirSync Deactvated
[Save [ SettoDefautt | [ Refresh |

@ *- indicates required item.

N.

Note If you have more than one server, you’ll have to select your server from the Server dropdown

menu and click the Go button. The Service Activation page for that server will then appear.

Ensure the following services’ checkboxes are selected: Cisco CallManager, Cisco CTIManager,
Cisco AXL Web Service, and Cisco CallManager SNMP Service.

Click the Save button to save your changes.

[ Version 12.5.1
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Step 6 Click the OK button if you receive a message about activating/deactivating services.

=

Activating/Deactivating services will take 2 while., Plezse wait for the
l h page ta refresh,

Lok

Step 7 Verify your services are running by going to Tools | Control Center - Feature Services. Cisco
CallManager, Cisco CTIManager, Cisco AXL Web Service, and Cisco CallManager SNMP

Service should say they are Activated. If not, click the green arrow in the top left hand corner to start
the services.

Create an InformaCast SNMP v2 Community String

Follow these steps to create an SNMP v2 InformaCast SNMP community string.

.

Note  Skip this section if you’re using SNMP v3 and go to “Create an SNMP v3 User” on page 2-48.

Stepl Go to SNMP | V1/V2c | Community String. The SNMP Community String Configuration page
appears.

EENISEREUY Cisco Unified Serviosahility

whalin  Cisco Unified Serviceability
CI5€9  For Cisco Unified Communications Solutions

comadiministrator About

Alarm v Trace » Togs » Snmp »  Help »

SNMP Community String Conliguration

Search Options

Fird Community Strings where Name | begins with |« Server™ IPTOLCMEL3 w [L“d_l

Search Results
Mo active query. Please enter your search oriteria using the options above,

@~ - indicates required Rem.

InformaCast Virtual Appliance Basic Paging
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Step 2 Select your server from the Server dropdown menu and click the Find button. The SNMP Community
String Configuration page refreshes.

DEWEERESY Cisco Unified

whali  Cisco Unified Serviceability
CIS€8  For Cisco Unified Communications Sohstions
comadministrator About Logout

Slarm v Trace » Toghs = Snmp v felp v

SNMP Community String Cos

ar R

Status
(@1 records found.

Search Options
Find Community Strings where Name | begins with |~ | Server®  CUCM7 v | Find
[ Community Strngs wheré Name begns with any)

Search Results

I Community String Mame Access Frivileges

I InfarmaCast RaadNatsy Onby

™ aApply To AN Nodes

Add New

@ciick on the Add New buttan to sdd a new Community Str ng
mﬁllrk on the correspanding Community String Name to Update the Community String Infarmation
elect correspanding Checkbox and dick on Delete Selected button te Delete Cammunity String

@" - indicates required item

Click the Add New button to create a new community string. The SNMP Community String

Step 3
Configuration page refreshes again.
il Cisco Unified Serviceability
CI5€0  For Cisco Unified Communications Solutions
Alarm w Trace » Togls w  Snmg v Help v
SNMP Community String Configuration
[ save T Clearan [ cancel
Status
Qﬁrmus : Ready
Server™
Community String Information
Community String Name™
Host IP Addresses Information
* Accept SNMP Packets from any host i Accept SNMP Packets only from these hosts
Host IP Address
Host IP Addresses
Access Privileges
Arcess Privileges® | - Selact Accass Privilege -~ %
@Nr,tih' access privilege is required in order to configure Notification Destinations.
™ Apply To Al Nodes
Clear Al
@- - indicates required tam.
Step4 Enter ICVAinto the Community String Name field. You will need to remember this name when you

edit InformaCast’s SNMP configuration in “Configure Your Default Unified Communications

Manager Cluster” on page 4-3.

InformaCast Virtual Appliance Basic Paging i
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D.

Note For additional security, click the Accept SNMP packets only from these hosts radio button
and enter the Virtual Appliance’s IP address in the Host IP Address ficld.

Step5 Seclect ReadOnly from the Access Privileges dropdown menu.
Step 6 Sclect the Apply to All Nodes checkbox, if possible.

Step 7  Click the Save button. If you are prompted to restart the SNMP service, click the OK button.

SMMP master agent nidds to be restarbed in arder for these changes to
take effect. B is recommended to restart the SHMP master agent once:

all the corfiguration changes are completed.

Press QK to restart the SNMP master agent now or Cancel to restart
later.

Master agent restart will take a while..

QK Cancel

Create an SNMP v3 User

Follow these steps to create an SNMP v3 user.

N.

Note Skip this section if you’re using SNMP v2.

Stepl Go to SNMP | V3 | User. The SNMP User Configuration page appears.

alial,  Cisco Unified Serviceability RSB Cisco Unified Serviceability
€IS€Q  Eor Cisco Unified Communications Solutions

fjarm = Trace = Tooks »  Somp »  CalHoms »  Help =

SNMP User Configuration

Search Options
Find Users whare Name | bagins with Server* | - Select a Server — ¥ | Find

- Search Results

Mo active guery. Please enter your search criteria using the options above.

G)- - Indicates reguired item.

InformaCast Virtual Appliance Basic Paging
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Step 2 Select your server from the Server dropdown menu and click the Find button. The SNMP User
Configuration page refreshes.

LERREEE Cinco Uinified Serviceability

aliale  Cisco Unified Serviceability
€I5€0  for Cisco Unified Communications Solutions

cemadministrator About
garm »  Trace v Toolh v Somp v Calome = Help v

SNMP User (
[ Status
@5 records found.

- Search Options

Find Users where Name | begins with v || Server™ “pulb--CUCH Voice/\ideo ¥ | Find
[ Users where Name begins with any)

Search Results

| user Hame Authenticatian Required | Authentication Protacol . Privacy Required Privacy Protacel | Access Privileges
1ova true SHA true AES128 ReadOnly
Snmpllser true SHA trie AES128 ReadCnly
true SHA trus AES128 ReadOnly
e SHA trud AES128 RaadOnly
false Mone false Mone ReadOnly

Apply To All Nodés
Add New || Delete Salected

m(liqk on the Add New button to add a new User
mclick on the corresponding User Mame to Update the User Information
Select corresponding Checkbox and dlick on Delete Sedacted button to Delate User

@- - indicates reguired item.,

InformaCast Virtual Appliance Basic Paging
[ Version 12.5.1 .m



| Chapter2

Install InformaCast

Step3 Click the Add New button to create a new user. The SNMP User Configuration page refreshes.

Step 4

aliil,  Cisco Unified Serviceability
€IS€0  Eor Cisco Unified Communications Solutions

Barm o Irace = Tgols v Somp v Caldome w  Help v

nified Serviceability

comadministrator About

SNMP User Configuration

\gl Save [ Clear All &y Cancel

Status
@ status : Ready

Servar® M e Video *

User Information
User Name™
Authentication Information
Authentication Required
Password Regnter Password Protocol
Privacy Information
Privacy Required
Password Reenter Password Protocol
Host IP Addresses Information

= Accept SMMP Packets from any hest Accept SHMP Packets only from these hosts
Host TP Address
art
Host IF Addresses

Acgess Privileges
Acvess Privileges™ | -- Select Accuss Privilege - ¥

@wiotity access privilege is required in arder to configure Netification Destinations.

Apply To All Nodes

Save | Clear All || Cancel

@- - indicates reguired item.

DS SHA

DES AES12E AES192 AESISE

Enter a name for your user in the User Name field, e.g. ICVA. Your username can contain up to 32

characters and any combination of alphanumeric characters, hyphens (-), and underscore characters ().

.

Note You will need to remember this name and its associated passwords when you edit

InformaCast’s SNMP configuration in “Configure Your Default Unified Communications

Manager Cluster” on page 5-3.
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Step 7
Step 8
Step 9

Step 10
Step 11
Step 12
Step 13
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Select the Authentication Required checkbox.

Enter an authentication password for your user in the Password and Reenter Password fields. The
password must contain at least eight characters.

Select the SHA radio button.
Select the Privacy Required checkbox.

Enter a privacy password for your user in the Password and Reenter Password fields. The password
must contain at least eight characters.

Select the AES128 radio button.
Select ReadOnly from the Access Privileges dropdown menu.
Select the Apply To All Nodes checkbox.

Click the Save button. If you are prompted to restart the SNMP service, click the OK button.

G} SHMP raster agent naeds to bi restarted in arder for thase changes to
take effect. it is recommended to restart the SHMP master agent once:
all the configuration changes sre completed.

Press QK to restart the SNMP master agent now or Cancel to restart
later.

Mastes agent restart will take a while..

Set the Default Codec to G.711

Step 1

The Virtual Appliance requires that audio streams be in G.711 pLaw format. Because most Unified
Communications Manager deployments use G.729 across the WAN, you need to create a region for the
Virtual Appliance that will always use G.711 for all calls to all other regions.

Ensure you are in Cisco Unified CM Administration or select Cisco Unified CM Administration
from the Navigation dropdown menu and click the Go button. The Cisco Unified CM Administration

page appears.

vlinlin  Cisco Unified CM Administration
€550 ko Cisco Unified Communications Solutions

System =  Calfioutng v  Mediafiesources = VoceMal v Oevies = Aggication v User Nanagemest v Buk Adsnistration +  Help

Cisco Unified CM Administration

Copyright @ 1959 - 2008 Cisco Systems, Inc.
Al rghts reserved,

Thiz product contains cryptographic features and is subject to United States and local country laws governing import, expart, transfer and use. Delivery of Cisoo cryptographic products
doas nat imaly third-party authority to impaort, export, distribute or use encryplion, IMPoTters, axparters, distributors and users are respansible for compliance with LS, and locad country
laws. By using this product you agres ta comply with applicable laws and regulations. If you are unable to comply with U.S. and local laws, returmn this product immediately.

A summary of U.5. laws governing Cisco cryptographic products may be found at: hitpa/)
I you require further assistance please contact us by sending email to exporti@osco.com.
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Go to System | Region Information | Region. The Find and List Regions page appears.

8l Cisco Unified £M Administration |+ JGo |

sl Cisco Unified CM Administration
CISE8  Fur Cisco Unified Communications Selutions

Eystem = CalFfoutng v  Nedia Aesources »  Vooe lail »  Oeviee = =  lser « Buk * Helpw

Find and List Regions

G dd bew

Find Ragions where Name-b-eum: with % EI

W activa quary. Plaase anter your saarch oriteria wsing tha options abova.

Click the Add New button. The Region Configuration page appears.

8l Cisco Unified £M Administration |+ JGa |

il Cisco Unified CM Administration

cisco " . L
For Cisco Unified Communications Solulions o Sait it e b About
System = CalAouting »  Nedis Asscurces =  Voice el » Device =  Appliceiion =  User Nanagament »  Buk Adminisiration =  Help =

Region Configuration TSR fack To Find/List + [ Go]

&

Region
[Namc’ I

@ *. indicates required Rem.

@ **The Andianude: s=lection determines bandwidth only. The G.711 and G.722 codecs both result n 8 mammum bandwidth of &4 Kbps between regions and can be used
intarchangeably.

Enter ICVA in the Name field and click the Save button. The Region Configuration page refreshes.

4 Cisco Unified S Administration v §Go )

bl Cisco Unified CM Administration
CISES  Eyr Cisco Unified Communications Solutions e

System =+ CalAouting =  Media - Mal = Device = -

Region Configuration Related Links: 3
s save I veere Qg meemt i ganew

— Status
@ Add successful

@ Click an the Reset button ta have the changes take effect.

Region Infarmation
|—Namt’ =
~— Region L]
Ragion Audio Codec Widea Call Bandwidth Link Loss Type
MOTE: Regions(s) not displayed Use Systermn Default Use Systam Default Use System Dafault

— Maodify Relationship to other

Hegicna Audic Codec WVideo Call Bandwidth Link Loas Type
oA i Kiep Current Setting ¥ (& Keep Current Setting [keen Current Setting i
InformaCast ) Use System Oefault
O None
O | ps

— (s (ipsiomy) (paser) [Sacdieng)

@ *- indicates required item.
@ **The audic Codec selection determines bandwidth only, The G.711 and G.722 codecs bath result in a maximum bandwidth of 64 Kbps betwesn regions and can be used
interchangeably.
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Press Ctrl + click to select all of your regions in the Regions area.

Select 64kbps (G.722, G.711) from the Maximum Audio Bit Rate dropdown menu.
Select the None radio button in the Maximmum Session Bit Rate for V'ideo Calls area.

Click the Save button.

D.

Note Once changes have been saved, verify that all phone regions are associated to the ICVA region
and using the G.711 audio codec. This will ensure that the Virtual Appliance can communicate
with the phones in these regions.

Create a Device Pool

Step 1

Subsequent sections will walk you through creating devices, CT1 ports, and application users on Unified
Communications Manager. In order to have those components use the newly created G.711 uLaw
region, you must first create a device pool.

Go to System | Device Pool. The Find and List Device Pools page appears.

bl Cisco Unified CM Administration Cisco Unified CM Administration |« | Go]

€15€0  por Cisco Unified Communications Solutions

cemadministrator

System ~ CalRguting =  Nefia Resources = Voce Wall ~  Device ~  Aggication = User Nanagement = Bulk Adsinistration ~  Help -

Find and List Device Pools
# Add Hew

Device Pool
Find Davics Poal whars | Devics Poal Nama v| bagns wth v [Find] [ Clear Fiter ][4 ][=]
Ko active query. Pleass ented your search eritaria weng the caticns abeve.
)
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Step 2

Step 3

Step 4

dlaln  Cisco Unified CM Administration
EISE2  pur Cisco Unified Communications Solutions

Syatem ~  Cal Aguting »  Media Asscurces ~ Vo Wal ~  Devies «

Device Pool Configuration

gsaun

Install InformaCast W

Click the Add New button. The Device Pool Configuration page appears.

QENPERISN Cisco Unified CM Administration | §Go)

ccmadministrator About Lagout

Related Links: R o 3

Status

@ Status: Raady

Dewvice Fool
Device Poal:  New

— Device Poal
Device Poal Name™
Cisgo Unified Communscations Manager Greup™ [ ot Selected - o
Calling Search Space for Autg-registration < None > hud
Reverted Call Focus Priarity Diefault =
Local Route Grown .g Mone = -
— Roaming
Date/Time Group* - Mot Sebected -- v
Region® - Mot Sedacted -- b
Media Resource Group Let = None = -
Locatian = None = "'.
Netwark Lacale < None = v
SRST Reference® -~ Mot Sebected -- |
Connacticn Monitor Duration®** |
Single Button Barge* Defaul k.
Join Across Lines* Oefauk vl
Physical Location < Nong = |
Davice Mobility Graup = Ngng = b
— Dewice Mobility Related 1 el
Dewice Mobility Calling Search Space | = Nane > -
AAR Calling Search Space .c Mane > e
AAR Group < Nane » ¥
Calling Party Transformation CS5 | < mane > *
Called Party Transformation C55 < Mane = b

— Incoming Calling Party

If the administratar sets the prefix to Default this indicates call processing will use prefix at the next level satting (DevicePoal/Servics Parameter). Otherwise, the value configured
is used a5 the prafix unless the fisld i empey in which case thare is no prefix assigned,

][ Default Prefix Settings |

| cClear Prefis Settings
Incomang Calling Farty Matignal Mumber Frefix Drefault
Incoming Calling Party International Number Prefix Dafault
Incomng Calling Party Unknawn Mumber Prafic Default
Incoming Calling Farty Subscriber Mumber Frefic Default

@ *. indicates reguired item.

@ *®Number of devices that have to be reset when this device poal is updated. To see a detaded list of these devices and other dependendies, dick on Dependency Records.

@ **¥|mave blank to use default.

@ #2#4Thess five parameters will overwrite device level settings when dewcs is raaming end in the same device mability group.

Select a Unified Communications Manager group from the Cisco Unified Communications
Manager Group dropdown menu.

Je

Tip Make sure that the Unified Communications Manager group you choose contains the Unified
Communications Manager with which the Virtual Appliance will communicate.

Select a date/time group from the Date/Time Group dropdown menu.
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InformaCast Virtual Appliance Basic Paging i



| Chapter2

Step 5

Step 6
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pe

Tip Select CMLocal unless you are petforming dialing restrictions/re-routing by time of day.

Select ICVA from the Region dropdown menu. This refers to the region you created in “Set the
Default Codec to G.711” on page 2-51.

Select Disable from the SRST Reference dropdown menu.
Select On from the Join Across Lines dropdown menu.

Select/enter appropriate values for any required fields, which are marked with asterisks (*).

Click the Save button.

Create a Route Partition

Step 1

Partitions can be seen as a collection of directory numbers, allowing you to assign and group route
points for easier administration of the services that certain phones can reach.

Go to Call Routing | Class of Control | Partition. The Find and List Partitions page appears.

ilinl  Cisco Unified CM Administration [IPHPI Cicco Uinified CM Administration | w | Go
cisco

For Cisco Unified Communications Solutions

cemadministrator Abgut Logoat

System + Caliputing +» e Aesources +  Vocelal »+  Owevice »  Appication = User lanagement »  Buk Admnisiration »  Help v

#Mﬂm

Partition
Find Partition where | Narme | begins with s [=[=]
Ko active query. Pleass anter your search criteris using the options above.
(adanen )
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Step2 Click the Add New button. The Partition Configuration page appears.

B Cisco Unified CM Administration « | Ga|

alinln  Cisco Unified CM Administration
CISEQ  £yr Cisco Unified Communications Selutions cemadministrator  About

System =+ CalAoutng = MedisResources = Voce Mal =  Deviee = -

Partition Configuration Related Links: [EEACIor i aa (8

S

Status
[ atus: Ready

— Partition Tnf it
Tao enter multiple partitions, use ane line for each partition entry. You can enter up to 75 partitions; the
names and descripbions can have up to & total of 1475 characters. The partition name cannat excesd 50
characters. Use a comma [','] to separate the partiton name and description on each line. If a descripbion
is not entered, Cisco Unified Communications Manager uses the partdion name as the description, For axamole:
<« partitionName >> , << description =>
CiscoFartition, Cisco employes partition
DallasPartition
Name™

@ *- indicates required ik=m.

Step3 Enter ICVA-CTIOutbound,ICVA-Do not add to any phone CSS in the Name field.
Step4 Click the Save button.

Create a Calling Search Space

InformaCast places a call to your Cisco IP phone to record the audio that will be broadcast. This is a
phone call just like any other call. You must ensure that your Unified Communications Manager’s
calling search space allows calls to your SIP trunk or all the partitions within which your Cisco IP phone

directory numbers are located.

Step1 Go to Call Routing | Class of Control | Calling Search Space. The Find and List Calling Search
Spaces page appears.

REMPERIRN Cisco Unified £M Administration |» §Ga

alinl  Cisco Unified CM Administration
CISC0  Fur Cisco Unified Communications Selutions ccmadministrator  About

System = Colfioutng v Mediafiesources = Voo Mal v Oevies »  Agglcation »  User Nanagemest v Buk Admnistration +  Help

Find and List Calling Search Spaces
G dd bew

e
Find Caling Search Space where | CSS Mame % | begins with v
%o active quary. _Pli_ne:.- anter your saarch critaria lningH:_rmuml IhD'H
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Step2 Click the Add New button. The Calling Search Space Configuration page appears.

Step 3
Step 4

Step 5

Step 6

vlinlin  Cisco Unified CM Administration
CISCQ  Fur Cisco Unified Communications Selutions

System = CalAouting + Nedis Azsources =  Voe Wal = Deviee = -

i Cisco Unified O Administration |v G

Calling Search Space Conflguration

Q Save

(PR ERNCS Back To Find/List » fGo)

Status
[ Status: Ready

— Calling Search Space
Name*

Description

— Route Partitions for this Calling Search Space
Available Partitons** Gisbal Learned Enterprise Patterns -
1CVA Park Page
ICVA-CTIOUthound
1CVA-Redirect1-Ca
InformaCast

Selected Partitians

>4

=
@ *- ndicates required item.

@ *Ecelected Partitions are ardered by highast priority

Enter ICVA in the Name field.

Select the following partition(s):

e The partition you created in “Create a Route Partition” on page 2-55

e The partition(s) housing your users’ extensions

Move these partitions from the Available Partitions area into the Selected Partitions area using the down

arrow.

Je

Tip Do not add your voicemail platform to the Selected Partitions area.

Click the Save button.
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Create CTI Ports
Use the following steps to create CTI ports for InformaCast.

Step1 Go to Device | Phone. The Find and List Phones page appears.

8l Cisco Unified £M Administration v JGo |

sl Cisco Unified CM Administration
BISEO  Fyr Cisco Unified Communications Solutions

cemadministrator

- lUser = Buk * Helpw

System v  Calfioutng »  Nediaficsources v Voco Mol v Bevice =
Find and List Phones LEE B Actively Logged In Device Repart VIGUI
G add bew

] beginz with (End] (Ciear Fiker ) (] [=]

Find Phane where | Device Nama
Select itemn ar enter search text %

o active query. Please enter your search oriteris wsing the cptions above.

Step2 Click the Add New button. The Add a New Phone page appears.

Cisco Unified CM Administration |+ fGo

aliihy  Cisco Unified CM Administration Navigation

CISCO  por Cisco Unified Communications Solutions
- e v

Syatem v CalRouting +  Nedis Bssources »  Voics Wal »  Devics w v U w» Buk
Add a New Phone CEPVER PN Back To Find/List [ Go]

B e
o

|'Sel;-c| the type of phone you would like to create |

ccmadministrator Abaut

Phone Type® . Nk Selacted -

@ ¥. indicates reguired item.
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Step3 Sclect CTI Port from the Phone Type dropdown menu and click the Next button. The Phone

Configuration page appears.

aliih,  Cisco Unified CM Administration

(4511

For Cisco Unified Communications Salutions

System = ColRguting v  Nedia Resources =

Phone Conliguration

Q Save

Voice Mol ~  Deviee v  Applice

Status
[ Status: Ready

— Phone Type
Product Type: CTI Port
Dewice Protocol: SCCP

revice Information

g Device is trusted

Device Name*

Comman Phone Profile®

Description
Bevice Poal* == Not Selected -
Comman Device Configuration = Hone =

Standard Common Fhone Frofile

S Cizco Unified CM Administration |+ §Ga )

Related Links: E

Calling S=arch Space < Mong = ¥
ALR Callng Search Space < Mone > A
Media Resource Group List < Mone = bl
Ussr Hold MOH Audia Source < Mone > b
Metwark Hold MOH Audio Source = Mane = v
Lacation ® Hub_None ki
AAR Group < Mong = v
User Locale < Mane = -
Netwark Locale < Mone > b
Privacy™® Defiault Lt
Owner " Uger Anonymous (Public’'Shared Space)

Cwner User I0* L)
Jolm Acrods Lined Eefault b
Use Trusted Relay Point® Default .
always Use Prame Line* Default L]
Always Use Prume Line for Voice Message ™ | pefault v
Geolocation < None = x

Tgnore Presentabion Indicatars {internal calls anly])
#| Logaed Into Hunk Group

Remate Device

— Protocol Specific Information

Presance Group® Standard Fresence group -
Device Security Profile™ - Mot Selected -- b4
SUSSCRISE Caling Search Space | © Nang > v
[ Unettended Port
MLPP Information

rMLW Demain | Nore > v

— [save]

@ *- indicates required item.
(@) **- Device reset is not required for changes to Backet Capturs Mode and Packet Capture Guration.

@ ***Note: Security Profile Containg Addition CAPF Settings,

Step4 [Enter an appropriate name in the Device Name field for the new CT1 port, e.g. ICVA-IC-001. As you
add ports, you can simply append a number to this name, for example: ICVA-IC-002, ICVA-IC-003,

etc.
Step5 Enter a description in the Description field, e.g. InformaCast Port.
Step 6 Select ICVA from the Device Pool dropdown menu.

D.

Note The device pool must use a region that will allow a G.711 uLaw call to phones.
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Step7 Select ICVA from the Calling Search Space dropdown menu. This calling search space must allow
calls to the partitions in which phones reside. Calling search spaces are unable to detect when voicemail
answers a phone. If a phone extension is called with the expectation that the person answering will
dictate a message, InformaCast will end up broadcasting the voicemail prompt until the broadcast is
canceled.

Step8 Sclect the Anonymous/Public Shared Space radio button above the Owner User ID field, which
will remove the required setting from the Owner User ID field.

Step9 Scroll to the Protocol Specific Information area and select Cisco CTI Port - Standard SCCP Non-Secure
Profile from the Device Security Profile dropdown menu.

Step 10 Click the Save button. A warning dialog box appears.

i Click on the Reset Phone button to have the changes take effect

InformaCast Virtual Appliance Basic Paging
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Step 11 Click the OK button if you are prompted to restart the CTI port. The Phone Configuration page
refreshes, and you are given the opportunity to create a Directory Number (DN) for the new port.

sliih,  Cisco Unified CM Administration

EISC0  Fyr Cisco Unified Communications Solutions

System v Calfioutng = Mediafesources = \oce lai +  Oevice v Asghcation =

Phone Configuration

FEE

Copy %m lﬁ‘}imnm

User Hanagement = Buk Admnisiration +

Related Link:

8 Cisco Unified CM Administration v B GO |

Back To Find/List

Status
r add successful

Association Information — Phone Type
1 =rme Ling [3] - Add @ naw DN Product Type: CTI Port

Dewvice Protocol: SCCF
2 e ntercom [1] - Add & new Intercam

- Device Inf
Regstraton Unfkngwn
IP Address Unknown
£ Device is Active
[l Device s trusted
Device Mama* TCVA-TC-1
Drescription InformaCast Recarding Part
Device Pool* 1EVA [=] view Catails
Commen Device Configuration < None > [=] wiaw Dataiis
Comman Phona Prafile ™ Standard Common Phane Prafile (=]
Calling Search Space 1CVA =
AAR Calling Search Space < MNone > EI
Media Resource Group List = None = E
User Hold MOH Audio Source = N = [=]
Network Held MOH Audio Source < Nome = [=]
Location* Hub_Nare [=]
AAR Group = None = (=]
Ownar User ID = Hone = [=]
Join Across Lines Dafault 3
Use Trusted Relay Foint® Diefault [=
Always Lise Prime Lina® Defaul: [=!
:‘J:s::;:l.se Erime Line far Voice Defauit =
Calling Party Transformation CS5 < None > =
Gealocation = Honat > =

[¥] Use Bevice Poal Calling Party Transformation £25
: Ignore Pressntation Indicators (internal calls only)
¥l Legged into Hunt Group

Remote Device

r Protocol

ol . B
Presence Group Standard Erasence group =]

Device Security erofile™ Cisco CTT Port - Standard SCCP Mon-Sacure Prafil (=]

SUBSCRIBE Calling Search Space - pame = =l

Il unastended Fart

~ [Seve] [(Doiete ] [Copy] [Reset] (253 new |

@ ¥. indicates required item.
*%. Bevice reset is not required for changes to Packet Capture Mode and Packet Capture Buration.

(D *E¥ote: Sacurity Profile Contsing Addition CAPF Settings.
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Step 12 Click the Line[1] - Add an New DN link. The Directory Number Configuration page appears.

alinl,  Cisco Unified CM Administration [T Cisco Undfied CM Administration e J1Ga)
CIsco
For Cleco Unifisd CommmnicRii s SRR comadministrator  About  Logout
Systém w  Cal Apuling =  Media Assources »  Voice Mal =  Devies » v LUser » Buk v Hep w
Directory Number Configuration LR NS Configure Davica (ICVA-IC-1] [=
e
Status

@ Status: Ready

~ Directory Mumber Infi
Directory Number® |

Route Partition = None = -
Description
Alerting Marme

ASCIL Alerting Marme

[ active

— Directory Number

Vaica Mail Profile = Nare = * (Choose sNones to use systam dafault)
Calling Search Space < Nane > b L
Fresance Group* Standard Fresence grous v
User Held MOH Audic Source «< Nane > 3
Netwark Hold MOH Audio Source 2 Nape = b

— AAR o

AR Der < Nora = -

[#] retain this destinabon in the call forwarding history

~ MLPF Al Party
Target (Destination)

MLPP Calling Search Space < Nane > -

MLF® No Answer Ring Duration (seconds)

— Line Scttings for All Devices
Hold Reversion Ring Duration {seconds)

Setting the Hold Reversicn Ring Duraticn to zero will disable the feature

Held Reversion Motification Interval [“wnﬁj_ Setting the Hold Reversion Netification Interval to zero will diable the feature

— Line 1 on Device TCVA-TC-1

Display (Internal

I " Display text for 8 line appearance is intended for displaying text such as & name instead of & directory
Caller 1D

number for internal calls. If you specify 8 number, the person receiving a call may not s=e the proper identity of the caller.
ASCII Display

{Irternal Caller 10}

External Phone

Murmber Mask

— Multiple Call/Call Waiting Settings on Device InformaCast
Note:The range to select the Mao Number of calls is: 1-10000

Maximum Number of Calis® 5000
xS =
Busy Trigger 4500 {Less than or egual to Max. Calls)
— Farwarded Call Information Display on Device Cast

[] cabler Name

[ caser number

[ Redsrected Number
[¥] Diaded Mumber

@ *- indicates required item.

@ *X. Changes to Line or Directory Mumber setbings requare restart.

Step 13 Enter a value in the Directory Number field that will not be used for any other purpose at your
organization, and which is not within a direct-inward-dialing range. Nothing will call this number. It’s
purely for InformaCast's use when placing calls.

Step 14 Sclect ICVA-CTIOutbound from the Route Partition dropdown menu.

Step 15 Scroll to the Line 1 on Device IC1A-IC-0017 area and enter InformaCast in the Display (Internal Caller
ID) field.

InformaCast Virtual Appliance Basic Paging
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Step 16 Enter InformaCast in the ASCII Display (Caller ID) field. This will cause “from InformaCast” to
display on phones when they are called by InformaCast.

Step 17 Click the Save button to add the directory number.

Step 18 Repeat Steps 1 through 17 as many times as needed to create the number of CT1 ports that you need
(minimum two).

Create an Access Control Group

In “Create an Application User” on page 2-67, you will create an application user. First, you need to
create a uset group/access control group that has only the Standard AXL API Access role, which you
will then assign to your application users.

Step1 Go to User Management | User Settings | Access Control Group. The Find and List Access
Control Groups page appears.

alinl  Cisco Unified CM Administration SRR Cisco Linificd T Administration |+ B Go
€I15€0  For Cisco Unified Communications Solutions:

cemadministrator

System - CalRouting ~  Media Resources —  ‘Voice Mall = Deviee » - User > Buk * Help =
Find and List Acoess Control Groups

O Add tiew
| user Group

Find Usar Group where Name | begins with | Clear Fiter (=]

Na active query. Pleasis snter your search criteria uiing the cptions above.

Step 2  Click the Add New button. The Access Control Group Configuration page appears.

Jlwil,  Cisco Unified CM Administration Nawgation  Go |
cisco For Cisco Unified Commuinications Salutions e madminisiralor Siearch Documentation About Logout

Systam »  CONRoulieg »  Madi Pastrees = Afvanced Festes »  Devies = Appleatiss »  Usas Managemesl »  Buk Limpiskatien = Hap «

Find and List Access Conltrol Groups
G A e

Access Control Group
Find Access Control Grawp whers | Name T ||IE|III'IS with ¥ | Fird IL Clear Flllerl =
Mo gctrow cumry, Plewss snter your search criteris using the cptions abovs.
Add Hew

InformaCast Virtual Appliance Basic Paging
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Step3 Enter ICVA User Group in the Name field and click the Save button. The Access Control Group

Configuration page refreshes.

i Cizco Unified CM Administration |» §Goj

alln  Cisco Unified CM Administration
cIsco 3 . s
For Cisco Unified Communications Solutions e

System ~ ColRouting —  Wedia Resources ~  Veics Mol ~  Devis ~ - U - Buk - Fep o
LERET FRETE) Back To Find/List

Access Control Group Configuration

e xna_ [ copy o Addbew

Status
|_ 0 resards found ‘

User Group Information
|-Name' [tcva user Group ‘

Rows per Page 50~

User
Find User where |User ID % begins with %] | (Find) [ Ciear Finer ][] [=]
Ko active query. Please enter your search oiteria using the opticns above.
[ add end usersto Group | [ Add App Users to Group ][ Sedect aii_| [ cClear 4 ][ Delete Selected |

@ *. indicates requirad item.

Step4 Make sure Back to Find/List is selected in the Related Links dropdown menu and click the Go
button. The Find and List Access Control Groups page appears.

W Cisco Unified CM Administration |« §Go

alln  Cisco Unified CM Administration
cisco f
For Cisco Unified Communications Solutions e

Device = w  User * Buk * Help «

System = CalRouting =  Nedia Resources = pice Mall =
Fimd ared List Acoess Control Grougs

%Mﬂlﬁ:ﬂ

| User Group
Find User Group where Name | beging with _wi| EI
Ho active quary. Plesss enter your search criteria using the cptiona above.

InformaCast Virtual Appliance Basic Paging
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Step5 Click the Find button. The Find and List Access Control Groups page refreshes and you should see
your new user group.

aliln  Cisco Unified CM Administration N 4 Cisco unified CM administration |w | Go
EIS€0  pyr Cisco Unified Communications Solutions.

ccmadministrator About

Sysem w  CalfAouting »  Nedis Resources «»  Voice lall »  Devics w w  Lsar w Buk w Help =

G addtew [ Selctar (7] coaral S Dol Seicied

Status
@ 23 records found ]
Usar Group (1 - 23 of 23) Rows per Page 51 |
Find User Greup where Name | baging with v =]
- - Relus Copy
r WA G o h
r tasusgoe @ s
Admin @ B
Standard CCM Admin Usars @ B
Standard CCM End Users @ [
Standard COM Getewpy Administratan @ n
” : @ =
s R nl @ B
Standard CCM Server Mainfenance @ [
rel CCM - : @ B
Standard CCM Super Users > o
Il Manitari @ ]
Standard €1 Allow Call Fark Manitoring @ B
Io Allow Call i @ B
Standard CT] allow Calling Number Modification @D [ i)
Standard CT] Allow Cordrgl of Al Davices @ )
_ . D =
Stan n @ B
r& Connaction @ B
Standard EM dishentication Proxy Bahts @ B
Standard Packst Sniffer Users @ [ )
n ItimeAndT: licti 4] B
Standard TabSync User @ B

- [ Add maw || s;lm..;jl .]| Ijea;-;t\].l“” Delete Selectad |

Step 6 Click the i icon in the Roles column next to your new user group. The Access Control Group
Configuration page appears.

alial,  Cisco Unified CM Administration Cisco Unified CM Administration « § GO
€I5€Q  For Cisco Unified Communications Solutions e IS Cy
System ~ CalRoutivg ~  Nadis Resgurces ~  Voice Mal ~  Device - -  Uasar ~ Buk * Hep ~
Access Control Group Configuration Related Links: [
@
status
Status: Ready ‘
User Group Information
rﬂamc' ICVA User Group ]
Rale Assi
Role
| Mssign Role to Group |
[ Delete Role ]
=

(@) *- indicates required item.
@ *®The role Standard ©CM Admin Users must be assigned to a user group to enable its members to kegon to OCMAdman web site

@ ¥®%The role Standard CCM End Users must be assigned to a user group to enable ks members to logon to CCMUser web site

InformaCast Virtual Appliance Basic Paging
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Step7 Click the Assign Role to Group button. The Find and List Roles window appears.

[ e ————
Find and List Roles
Rali |

Find Role whers | Name w [ bogins with %l E

Swlact itern ar enter sesrch text w

Mo sctive guery, Please erter your search critesis using the options shove.

Step 8 Click the Find button. The Find and List Roles window refreshes.

-— jree w T R T W i S e 1 o g
Find and List Roles

m:__saum '_T_Itun ﬁmm mam

Status
’VQ 1 records found

| Role (1-10f1) Rows per Page 81 |

Find Rale where | Name #| contains % aall Ciear fiter ] %] [=]

Select itern or enter search text

Fi a application Descriptian Copy
Hame
[0  Standard Ak AP] Acgags Cisco Call Manager AxXL Database Access the AXL ARTs i}
Select All Clear All Add Selected Close
Dong i

Step9 Select the Standard AXL API Access checkbox and click the Add Selected button. The Access

Control Group Configuration page refreshes.

abioln Cisco Unified CM Administration

CISCR  Eyur Cisco Unified Communications Solutions cmadministrator  About —

System - CulRofng - MedisResowces - VokeMsl - Device - -

LEPUS NS 6ack To Find/List | Go |

Aocess Control Group Configuration

Qs.m

- Status

@ Status: Ready

"Uur Group Information

Nama* ICVA User Group

- Role A nk
EELN Srandard AXL AFT Ac

| Delate Role Assignment |

@ - indicates required itam,

@ **The role Standard CCM Admin Users must be assigned to & user group to ensble #s members to legon to ©CHAdmMIn web site

@ **¥The role Standard CCM End Users must be sssigned to & user group to snable its members to logon to CCMUsar web sits

Step 10 Click the Save button.

InformaCast Virtual Appliance Basic Paging i
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Create an Application User

InformaCast needs an application user set in Unified Communications Manager so that it can establish
a CTI connection and gain access to the telephony features Unified Communications Manager offers
(e.g. making phone calls, using JTAPI to determine the busy status of a phone, etc.). You also need an
application user for AXL phone data requests. Those requests must include the credentials for a user
who has been granted access to the AXL APIL Several roles/groups need to be associated with your

InformaCast application user:

ICVA User Group. Allows you access to the Standard AXL. API Access role through the group
you created in “Create an Access Control Group” on page 2-63.

Standard CTI Allow Control of All Devices. Allows an application to control or monitor any
CTI-controllable device in the system. This is optional; when combined with the Send
Commands to Phones by JTAPI checkbox on the Broadcast Parameters page (see “Manage
Broadcast Parameters” on page 4-49), it allows you to communicate using JTAPI instead of HTTP.
If you add this role, you can skip “Enable Web Access for Cisco IP Phones” on page 2-70.

Standard CTI Allow Control of Phones Supporting Connected Xfer and Conf. Allows JTAPI
to determine the busy status of a phone, communicating to InformaCast whether to skip itin a
broadcast (for phones that support the connected transfer and conference feature).

Standard CTI Allow Control of Phones Supporting Rollover Mode. Allows JTAPI to
determine the busy status of a phone, communicating to InformaCast whether to skip itin a
broadcast (for phones that support rollover mode).

Standard CTI Enabled. Enables users to execute CTT applications that control/monitor devices.

Step1l Go to User Management | Application User. The Find and List Application Users page appears.

alinle  Ciseo Unified CM Administration CPWPEEY Cisco Unified O Administration |+ §Go )

cisco

Faor Cizco Unified Communications Solutions

ccmadministrator About Lagout

System = CalFguting =  Nedia Agsources ~  Vioce Wail = Devics = - = Buk v Hep -

Find and List Application Users
lii} Add Hew
Application User
Find Application User whare Usar 1D | beging with  » Find || Clear Fiter G| =

Wo mctive quary. Pleass snter peur sesrch eritaria using tha eptisns abeve.

[Ladd rew |

[ Version 12.5.1

InformaCast Virtual Appliance Basic Paging i



| Chapter2

Install InformaCast W

Step2 Click the Add New button. The Application User Configuration page appears.

v, Cisco Unified CM Administration EEMIPENIN Cisco Unified <4 Administration (v fGo]

CIS€0  Fur Cisco Unified Communications Selutions

cemadministrafor Abaut

System = CalAouting + NestisAzsources =  Voce Wal +  Devies = *  Lissr = Buk * Mep ¥

Application User Configuration Related Links: Gol

Q Save

Status
[ Status: Ready

— Application User Inf
User t0*

Fassword

Cenfirm Passwerd

Digast Cradentals

Confirm Digest Credentials

Presence Group* Standard Presence group b
[ &iccmpt Fresence Subscription

[ acempt Out-of-dialog REFER

[ accept unsolicited Netification

[ accaps Replaces Header

— Device Information
Available Devices

~
Infarmacasti (_ond mers Phenes )
InfarmaCast Find mora Route Points |
potiehuin: = Find more Pilat Points |
va

Controled Deveoes

[~ CAPF Information

Associated CAPF Profiles |
e il
— Per i Information
Groups |
| Add to Access Control Group
Remove from Access Control Group
| ‘igw Detaily
Roles [
i il

@ *- indicates required item.

Step 3 Enter an appropriate user ID in the User ID field, e.g. ICVA InformaCast.
Step4 Enter a password into the Password field, and enter it again in the Confirm Password field.

You will need to remember the user ID and password values because you will enter them into

InformaCast’s own Edit Telephony Configuration page once you install InformaCast (see “Configure
Your Default Unified Communications Manager Cluster” on page 4-3).

Step5 Sclect the CTI ports (created in “Create CTI Ports” on page 2-58) in the Device Information area and
move them from the Available Devices field to the Controlled Devices field using the down arrow.

InformaCast Virtual Appliance Basic Paging
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Scroll down to the Permissions Information area on the Application User Configuration page and click the
Add to Access Control Group button. The Find and List Access Control Groups pop-up window
appears.

£ htpsfi00 0 oomadmn userGroupindList. do? < Ses wCla seiionGp % SlookupstrusBmuitige st v | GF Certrficate Error
Fingl and List Access Control Groups.

| User Group

Find User Group where Mame | begins with M| & =

Mo active quary. Plaase enber your saanch criteria using tha options abowe.

Click the Find button. The Find and List Access Control Groups pop-up window refreshes with a list
of user groups.

it foemacminuserGroupFindList. doArectnt =0 Smultipe ~trus BclCrit=38kokup=true ¥ | 5 Certificate Error

Find and List Access Control Groups

[ seectan [ caerar =7 asesemcies [T cose
Status
[_(D 21 records found |
-l-.il.rlimup fi-Jlén“J.ij meE-ﬂ v |
Find User Group where Mame | begins with s @ [i, .i]
r Mama ™ Relas Capy
r Standard CAR Adrmin Users @ iy
- Standard CCM Admin Users @ [y
o Standard CCM End Users @ m
r Standard CCM Gatewsy Administration @ o
Ir Standard CCM Phone Administration @ [
r Standard CCM Aead Only 6] [}
r Standard CCM Server Mantenances @D [}
r Standard CCM Servar Monitering @ [
w Standard CCM Super Users @ 1Y
r Standard CTL Allow Call Monitoring @ [1:}
r Standard CT1 Allow Call Bark Monitoring @ o
I Standard CTI Allow Call Recording @ ()
|— Standard CTI Allow Callng Murmber Modification @D [}
r Standard CTT Allew Control of All Devices @ 1)
r Standard CTT Allow Reception of SETF Key Material (D m
r Standard CTI Enabled @ (1Y
r Standard CTI Secur= Connection @ o
I Standard EM Authertication Praxy Rights [¢1] (13
r Standard Packet Sniffer Users @D [}
r Standard RealirmeAndTracaColactssn @ Iy
- Standard TabSync User @ 1Y

[(Setect Al | [Ciear ANl | [_Add Selected | [Claze |

Select the ICVA User Group, Standard CTI Allow Control of All Devices (optional), Standard
CTI Allow Control of Phones supporting Connected Xfer and conf, Standard CTI Allow
Control of Phones supporting Rollover Mode, and Standard CTI Enabled checkboxes and click
the Add Selected button. You will be returned to the Application User Configuration page.

Verify the application user has been added to the correct groups by scrolling down to the Perwissions
Information area and viewing the entries in the Groups field.

Step 10 Click the Save button to save your changes.
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Enable Web Access for Cisco IP Phones

You must enable web access for all phones to which InformaCast will broadcast. To enable web access,
you can:

e Enable phones en masse by changing their enterprise phone configurations
e Lnable phones en masse by changing their profiles

e Enable individual phones

Enable Web Access for Multiple Phones by Changing Their Enterprise Phone Configurations

Step 1

Step 2
Step 3

Use the following steps to enable web access for multiple phones by changing their enterprise phone
configurations.

Go to System | Enterprise Phone Configuration. The Enterprise Phone Configuration page
appears.

alinhy  Cisco Unified CM Administration [P Cesco nified CH Admirsstration ¥
€IS€Q  For Cisco Unified Communications Solutions cemadministrator Search Documentation About Logout
Syilem -~ Cal Resting - bt wabes ~ Device »  App +  User -~ Buk - Helg ~
=S
F Status

(@) stotus: eady

rProduct Specific Configuration Layout

'? Parameter Valiue Orverride Canwmon Settings:
Disable USS

Back USB Port™ Enabled il
side USE Port* Enabled X
Enabde/Disable USE Classes Mass Storage -

Human [nterface Device

Audio Class =
solo* Digabled hod
Bluataoth® Enabled T
Bluetooth Profiles® Handsfree

Human Interface Device
Lock Device During Audio Call * Disabled o
Kerbarns Server )
Kerbercs Realm ]
TLS Resumption Tamer™ 3600 "]
Detect Unified CM Connection Failure® Norma hd
Time to Wait for Seamless Reconnect After TCP Brop or Roaming (seconds) = a
Load Server B
IPvE Load Server "]
Feer Firmware Sharing* Enabled L)
Log Server ]
HTTPS Server® hitp amd hitps Enabled L4

Save

® = indicates required item. -

Scroll down to the Web Access dropdown menu and select Enabled.

Click the Save button.
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D.

Note You will need to reboot your phones for this change to take effect; however, you will also need
to reboot your phones after performing the steps in “Set Your Authentication URL” on
page 2-77. 1f you have a lot of phones, this process can be time-consuming. If you only want to
reset your phones once, wait to do so until prompted in “Reboot Your Phones” on page 2-80.

Enable Web Access for Multiple Phones by Changing Their Profiles

Use the following steps to enable web access for multiple phones by changing their profiles.

Step1l Go to Device | Device Settings | Common Phone Profile. The Find and List Common Phone

Profiles page appears.
ailivslis Cisco Unified CM Administration UEMPEOIS Cisco Unified CM Administration = §G0
EISE0  Eqr Cisco Unified Communications Solutions S el et et I e

Eystem » Calfoutng »  Wedisfesources »  Vioce lal »  Device = *  User L »  Help w

Find and List Common Phone Profiles

O add tew

| Camman Phone Profile.

Find Common Phone Erafile whers Name * begins with = Fin] [ clear Fiter | (3| [=]

W active quary. Plaase &nter your Seanch itenia using the ootions above.

Step 2  Click the Find button to display all the phone profiles of which Unified Communications Manager
knows or use the filter fields at the top of the page to narrow your list of profile results before clicking
the Find button. The Find and List Common Phone Profiles page refreshes.

alihy  Cisco Unified CM Administration UPMISRETSY Cisco Unified CM Adminisiraticn - | Go

CISCO  por Cisco Unified Communications Solutions

cemadministrator

System = Calfoutng = MediaResources = Vocelal = Device = - User - Bui = Hep =

Find and List Common Phone Profiles

o adgvew (1 seesar [ conrar St Dewte seecies

Status
[ 1 recards found ‘

[EEumume Fhoac Protie 1= Toft) "~ B
Find Common Phone Erafile whers Name - beginswith = [Find] [ Clear Fiter | (3| [=]
r Mama Dascription Cooy
r Standard Comman Phone Profile Standard Comman Phana Profile i}
- [ AddMew || Selectall || Ciearall || Delete Selected |

InformaCast Virtual Appliance Basic Paging
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Step3 Click the Name link of the profile in which you want to enable web access. Make sure you select the

profile that applies to the phones where web access needs to be enabled. The Common Phone Profile
Conlfiguration page for that phone appeats.

[IENCe =t Cisco Unified CM Administration « 1 Go)

aliln  Cisco Unified CM Administration

sl For Cisco Unified Communications Sohtions ocmadministrator About ogout

Systam = Cal Bputing =  Macis Aesources »  Vieca Mal ~  Devics »  Appicilion +  User Nanagemant ~  Bulk asminitralion ~  Help =

Common Phone Profile Configuration

R ES xau- [ eony %m & ApplyConty [a ek Hew

[ESETES RITTESY Back To Find/List

Status
Status: Ready

— Comman Phone Profile Information
Name™® Standard Comman Phane Profile

Description Standard Comman Phane Profile
Local Fhone Unlock Password

DND Opticn * Ringer Odff bod
DND [ncoming Call Mert*  Beap anly hd
Peature Control Policy = Nane = v

¥ Enabde End User Access to Fhone Background Tmage Sefting

— Sacure Shall Information
Secure Shell User

Secura Shell Password

— Phone Per i Information
Phone Personalization * Cwefault .2

Always Use Prime Lina* Dwfault -
Always Use Prime Line for voice Message® nDefault i
Services Provisicning * Default =

— Product Specific © Layout
Dvarride Comman Sattings
Back USS Port" Enabled =
Side USS Port™ Enabled -
Cisca Camera® Bisabled ..... F

Enable/Disable USE Classes Mass Storage

Human Interface Device

Audio Class

soia * Disabled -
Bluetoath * Enabled -
wifi * Enabled -
Bluetooth Profiles* ’ﬁ

Human Interface Device
Jain &nd Direct Transfer Palicy * Same line, across line enable =
Seitings Access® Enablad =
ideo Capabilites* Disablid it
Web Access™ Enablad -
Load Server
RTCP* Disabled -
Paer Firmware Sharing * Disabled -
Cigzo Discovary Protocel (CDP): Switch Port® Enabled -
Cisca Discovery Protocol (COP): PC Port™ Enabled -
Link Layer Discowery Pratooal - Media Endpaint Discover (LLOP-MED): Switch Port™  prabled - A
Link Layer Discovery Pratocal (LLDP): PC Port* Enabled - B
1PV Load Server B
BOZ. 1x Authentication® User Controllad -
Days Display Not Active [Sunday |

:\f::ia:\r hE:
Display On Time 07:30
Display On Duratian 10:30
Display 1die Timecut a1:00
HTTPS Servar® hetp and https Enabled -

@ *- indicates required item.
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Scroll down to the Product Specific Confignration Layont area and select Enabled from the Web Access
dropdown menu.

Click the Save button.

N

Note

You will need to reboot your phones for this change to take effect; however, you will also need
to reboot your phones after performing the steps in “Set Your Authentication URL” on

page 2-77. 1f you have a lot of phones, this process can be time-consuming. If you only want to
reset your phones once, wait to do so until prompted in “Reboot Your Phones” on page 2-80.

Enable Web Access for Individual Phones

Step 1

Use the following steps to enable web access for individual phones.

Go to Device | Phone. The Find and List Phones page appears.

aliih, - Cisco Unified CM Administration
cisco

88 Cisco Unified CM Administration |+ §Go |

For Cisco Unified Communications Solultions

comadministrator Abaut Logeaut
System = Colfioutng v Mediafiesources = VoceMal v Oeviee »  Aggication +  User Hanagement v Buk Adsnistration +  Help

Find and List Phones LEE BT Actively Logged In Device Repart % IEo]
G add bew
Find Phone where | Device Name | begins with _w

Select item ar enter search text

Ko active query. Plesse enter your search writeria using the cptions above.

Add Naw
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Step 2  Click the Find button to display all phones of which Unified Communications Manager knows or use

the filter fields at the top of the page to narrow your list of phone results before clicking the Find
button. The Find and List Phones page refreshes.

aliln  Cisco Unified CM Administration (EPPeNeR Cicco Unified CM Administration v | Go
EISC0  por Cisco Unified Communications Solutions:

comadministrator

System w  CalAguting +  MNedia Redources »  Woce Mall »  Deviee = - Lase » Buk v Hep v

Find and List Phones LGPV RRTVERY Actively Logged In Device Report & @

G adghen [T ssectar [T coarar S Dewts sescied Gy Rssst secies

Status
r 78 records found |
 Phone (1 - 25 of 75) Rows per Page 25|
Find Fhane where | Device Name V|' beging with % i B
Select iterm or enter search text

I Device Mame(Line) * Sescripban Device Posl Davice Protocsl Status IF Addrass Copy  Super Copy

r fi ATZii Ceafault SCCP Registered with iptapps-comé1pub 172.30.227.311 [} I

r ? ATADDIIEBCEABER Auto 50018 Deafault SCCP Unknawn Unknosn 1Y Ik

r ! ATAZIEBCHARGANL Auto 60019 Ceafault SCCP Unknawn Unknown m ik

r fi CTIFORNICK Cesfault scep Unknawn Unknown [y i

r i’; ICHickL 1EMick1 Deafault SCCP Unknawn unknpwn 15} i g

r iﬁ ICHIcks 1CMIcka Default SCCP Unknawn Unkngisn o kg

W ' JCmck3 ICNick3 Dafault SCCP Unknawn unkngen Iy [is. 4

r f; 1Nk d ICHickd [eefault sCCP Unknawn Urikrigmn [} i g

r fi 1Chicks 1CHickS Ceafault sCCP Unknawn Unknown [} ¥

r ﬁ ICHickE 1CMicks Deafault SCCP Unknawn Unkngan 1Y Ik

r ﬁ JessCTI1 JessCTIL Default sCCP Unknawn Unknomsn Iy i g

r lfi JessCTIZ JessCTIZ Dafault SCCP Unkngin Unknigwn [0y i

r f!"' lessRCCT] Doafault sCCP Unknown Uniknewn Iy (i g

r fi KatielCl Desfault sccp Unknawn Unkngan [ o

r i‘; HatislC2 Cesfault sCCP Unknawn Uniknown 1Y i g

r ﬁ EatielC3 Default SCCP Unregisterad 172.30.227.200 1Y Ik g

r f; EatwlCs Dafault SCCP Unregistered 172.30.227.200 1Y s 4

r ﬁ PeteCTlL PeteCTIL Deafault SCCP Registered with iptapps-comé Lpub 172,30.227.211 [} [ls 4

r ﬁ PBeteCT12 PeteCTI2 Cesfault scoP Registered with iptapps-comélpub 172.30.227.211 [ i 4

r ﬁ RaiCallalart RajCallalert RailoformaCast sCCP Unknawn Uniknown [} i g

r @ EaiCTIFort RajCTIFort BajlnformaCast SCCP Unknown Unknowm I} [l d

C f; RaiCTIFort: RajCTIPortl  Rajlnformacast — SCCP unknawn unknewn [ [ 3

r ?n!" BalCTIPeA3 R&CTIPe3  AsilafeemsCast  SCCP Unknawn Urikrewn (1] I

r Eﬁ BaiCTIPortd RajCTIFortd  Aailnfoemadast SCCP Unknawn Unknown [} I

r 3 seeooosremerred Auto 60037 Cesfault sCCP Unknawn Unknown 13 *

[CAdd vew [ Select All | [ Clear All | [ Delete Selected | [ Reset Selacted | HA4 1 |of3 BM
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Step3 Click the Device Name link of the phone in which you want to enable web access. The Phone
Configuration page for that phone appears.

Step 4

Step 5

Cisco Unified CM Administration

[EMEERENY Cisco Unified CM Admanistration |« JGO)

cIsce
For Cisco Unified Communications Solutions comadministrator  About  Logout
Syatem w Cal Aoulivg »  Wedia Aesources » WeceMal »  Devics v User +  Dulk v Helg v
Phone Configuration LEETES NRTTEY Back To Find/List ~ |I5of
D e oo [ com By neses s acanew
Status
(@) status: Ready |
= Tnformation Phaie Type
Modify Button Tiems Product Type: Cisco 7937
Device Protocol: SCCP
1 wma Line [1] - 6002E (no partition]
g
2 Hone — Dewvice
3 Giddanewsp Regigtration Urilenewn
[P Address Unknown
- Sg &dd 8 new S0 MAC Address® OO04F2ES TR
5 SFasd s newsSD Deg<rigition Auta £9028
" P Device Poal* Defauk | i il
7 Gga Commen Device Configuration |« nane = | view Details
o Fhone Sutton Template® < Mot Selacted - =
4cd 2 new S0
Seftkey Template = None = b
9 padd o new S0 *
Common Phone Profile Standard Comman Phane Frofile |
10 SEcd g new S0 Calling Search Space Bhanes -
11 S aAdd 8 new S0 Media Resouroe Group List < None v
12 Gga g User Hold MOH Audic Source < Nons = -
Id M |
---------- Unassigned Associated Items —-—--— Nswork:kl £ M0K] faick Solamca | -+ None > M
13 line [21- Add 2 new ON Lacaban Hub_Mene |
TR User Lacale < None = ":
Network Locals < None = *
— |
15 vacy Buikt In Bridge® Default b
16  Hone "
Frivacy Dafault »
Dievice Mobility Mode® Default | View Current Devi il iny
Owner User [D = None = )

Phone Laad Name

[D1gnare Presentstion Indicators (internal calls only)
[ Allow Control of Device trom CTI

[ Legged Trte Hunt Group

Oremcte Device

— Prodict Spacific Configuration Laydsut

Settings Access™ Enabled
| Erabled

PC Voice VLAN Access® | Enabied

Gratuitous ARP®

Web Access™ Enabled
Load Server
SSH Access™ Disabled

L M

— [Seve] [Deete | [Copy] [Reset] [A3d tew |

@ ¥. indicates reguired item.

@ *%. Bevice reset is not reguired for changes to Packet Capture Made and Packest Capture Buration.

@ ***fgte: Security Profile Contsins Addition CAPF Settings.

Scroll down to the Product Specific Confignration Layont area and select Enabled from the Web Access

dropdown menu.

Click the Save button.

[ Version 12.5.1

InformaCast Virtual Appliance Basic Paging i



| Chapter2

Install InformaCast W

D.

Note You will need to reboot your phones for this change to take effect; however, you will also need
to reboot your phones after performing the steps in “Set Your Authentication URL” on
page 2-77. 1f you have a lot of phones, this process can be time-consuming. If you only want to
reset your phones once, wait to do so until prompted in “Reboot Your Phones” on page 2-80.

InformaCast Virtual Appliance Basic Paging
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Set Your Authentication URL

Step 1

When InformaCast sends broadcasts to your phones, it needs to be able to push commands to them,
which requires that you point Unified Communications Manager’s Authentication URL to
InformaCast.

Go to System | Enterprise Parameters. The Enterprise Parameters Configuration page appears.

Cisco Unified CM Administration | §Go|

aliih  Cisco Unified CM Administration

€150 por Cisco Unified Communications Solutions

Sysbem w»  CalAouling +  Nedis Aesources »  Woice Ual »  Devics « w  Usar w Dol » Help =

Enterprise Parameters Configuration

s 5o £ settosnaan g Rset

Status

@ Statis: Ready

N.

— Enterprise Paramaters Configuration
Paramater Hame Paramater Valus Suggestud Valus
Synchronizaticn Between Auto Davice Profilg and Phong Troe e Trug
¥
Max Num f D wel Trace * 12 12
SCP for Phone.| Ser * defaut DSCP (000000) v default DSCP (000000)
DECE for Phone Configuration * CE3{precedence 1) DSOS (011000} - S {precadence 3) DECE (011000)
DBSCP for Cisco CallManager to Device [nterface * CS3(pracadsnce 1) DSOS (011000) - C53{precedence 3) OSCP (011000)
Cannestion Moniter Buration * 120 1z0
Sty Begestr Shone Br gt scoP v SCCR
BLF For Call Lists * Cizabled - Disabled
Advertise G.722 Codec * Enabled - Enabled
Phone Personalization * o L]
— CCHAdmin P
M st Boo ftems * 250 50
Max lwup Tiems * [1080 1000
Enghle Depcndency Records * Falz= - False
— Security
luster rity Mode * a
CAPF Phong Port * 1804 3804
A sar Math AP A b Basic L Basic
Enable Caching * [Falsa T False
[~ Phane URL Paramaters
LRL Authantication hittps// 172.30,224.20/auth.asp
LUEL Direciories |http:// IPTAPPS-CCMED-FUB: 3080/ comeipyxm|directony.is)
WEL Idie
LEL Jdle Time: [ a
UEL Infarmatien hittp://1PTAPES-COMAD-FUB:A0A0/ comeip)/ Get TelecasterHs
LEL Meszages
1P Phang Prowy Addrass
UBL Serviges: hittps// IPTAPPS-CCMED- PUB: 8080/ comaip/ gatsanicasman
— User Search
Enable A1l User Search * Trus - True
ser Search Limit * 84 54
=
@ *- indicates required item.
@ **Set-to-Defsult button only applies to the modifisble parameters.

Note

Once you make this change, InformaCast must be running when any XML push application is

used, because the phones will query the InformaCast authentication server.
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Step 2
Step 3
Step 4

Step 5

Step 6
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Scroll down the page to the Phone URL Parameters area.
Make a note of the URL in the URL Authentication field. You may need this in Step 11 on page 4-8.

Enter http:/ /<InformaCast Virtual Appliance IP Address>:8081/InformaCast/phone/auth in
the URL Authentication field, where <InformaCast Virtual Appliance 1P Address> is replaced with
your Virtual Appliance’s actual IP address.

N

Note ‘The URL is case sensitive, so make sure that the I and C in the word InformaCast are
capitalized.

Scroll to the Secured Phone URL Parameters area and enter http:/ /<InformaCast Virtual Appliance IP
Address>:8081/InformaCast/phone/auth in the Secured Authentication URL field as well.

Click the Save button.

D.

Note You mustreboot your phones for the new authentication URL to take affect. See “Reboot Your
Phones” on page 2-80.
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Set the Authentication Method for API Browser Access

.

Note

Step 1

You only need to perform the steps in this section if you are using Unified Communications Manager
11.5.1 or later

InformaCast uses API services in its communication with Unified Communication Manager. In order
for this communication to work properly, you need to set your authentication method for API browser
access to Basic.

Go to System | Enterprise Parameters. The Enterprise Parameters Configuration page appears.

Cisco Unified CM Administration » fGol

Cisco Unified CM Administration

For Cisco Unified Communications Solutions

atfuafn
cisco

ccmadministrator About Logout

System =  CalAguting =  Nedis Assources »  Viice Mal »  Devics - Usar v Dul v Helg -

Enterprise Parameters Configuration
() save £ swmoana G Asem

Status ‘

(@) ststus: Resdy

— Enterprise Paramaters Configuration

Paramater Nams Paramaster Valus Suggewted Valss
Synchronization Batwaen Auto Davics Profile and Phong True - Trug
Configuration.
Max Number of Device Level Trace * 13 12
DSCP for Phona-baged Services * defaul DSCP (000000) - defaul DSCP (000000)
DECE for Fhone Configuration * CE3{precedeance 1) DSCP [011000) - CS3{precadence 3) DSCR (011000)
DECE for Cisea CallManager to Devige [nterface ™ £53(orecedence 1) DSCP [011000) v C53(precedence 3) BSCF (0110600)
Connection Moniter Duration * 130 120
Sybe Begigte Dhane Pr * SCCP v SCCP
BLF For Call Ligiz * Cisabled - Disabled
Advertise 6,722 Codac * Enabled o Enabled
Eh lization * 0 [
= CCMAdmin .

Max List Box ftems * 250 250

Max Lookup tems * 1000 1090

Enable Depandency Records * False - Falce
— Security

luster rity Mode * [}
APF Phong Port * 1804 3804

& ian Math AP A G Basic - Basic

Enable Caching * [Falsa P Falga
— Phane URL Parameters

LRL Authentication httpz//172.30.224.20/auth.asp

UEL Directorias http:// IPTAPPS-CCMED- FUB: 8080/ comeipy xm | diractory. 5|

WRL Idle

1dle T 2 o

UL Infarmaticn hittp:// IFTAFRS-CCMAD- FUB: 8080, comcip/ GetT slecacts i

LEL Meszages

1P Phane Prowy Address

e RIS http=//IPTAPPS-CCMED- PUB: 3090/ comcipd gatsanvices man
— User Search

Enable Al User Search * Truz - True

User Search Lanit * 54 54
=

(@) * indicates required item.

@ **Set-to-Defsult button enly applies to the modifisble parameters,

Step 2 Scroll down the page to the Security Parameters area.
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Step3 Select Basic from the Authentication Method for API Browser Access dropdown menu.

Step4 Click the Save button.

Reboot Your Phones

Enabling web access for your phones and setting your authentication URL both require you to reboot
your phones. There are many methods that can be used to reboot your phones. Use your best judgment
for how and when this can be done in your environment. Some possible options for rebooting your
phones include:

e Bulk Administration Tool (BAT), which allows you to schedule your reboots for off hours and not
deal with manually executing the reboot

e Enterprise parameters, which allows you to reboot all devices in a cluster
e Device pools, which allow you to reboot phones on a site-by-site basis
e Device defaults, which allows you to reboot phones by their model type
e Individual phones, which allows you to do phone-by-phone reboots
This guide will illustrate a popular option for rebooting phones: rebooting by device pool.

.

Note By resetting the device pool you reset all devices associated with it, e.g. analog ports, voice gateways,
conference bridges, etc. This option is best performed during off-peak hours.

Step1 Go to Device | Phone. The Find and List Phones page appears.

aliali,  Cisco Unified CM Administration a B Cisco Unified CM Administration (v JGal
CIS€0  pyr Cisco Unified Communications Salutions ) cemadministralor  About L

System = Calfoutng + MedisAesources =  Vocelal v  Devies = = lsar = Buk * Hepw
QP Add Hew

Phane
Find Fhane where | Device Name v | begins with w E EI

Select item or enter search text
Wo active quary. Flesse enter your search criterin wsing the cotions above.

Step 2 Sclect Device Pool from the Find Phone where dropdown menu.

Step 3 Set the other dropdown menu and field to the parameters most likely to bring up the device pool(s) in
which you’d like to reboot your phones.

InformaCast Virtual Appliance Basic Paging
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Step4 Click the Find button. The Find and List Phones page refreshes with your search results.

il Cisco Unified CM Administration [[EEFTINN Cisca Unified CM Administratan ¥
CI5C0  Fir cisco Unified Commumcations Solutions ccmadministrator weh Documentation About Logout

System = Call Rostng = - ‘eaures = Device ~ Applicalion =  User - Bulk = Help

Find and List Phones

qp ssgnew [T sewctan (T clearan yg oswe semctes Qby Resstssiecies 2 2ppy Cont to Senciea

Statius
’VQ 155 records found

Phone (1 -25of 155) Rows per Page 25 7

Find Phone whare | Davice Poo v | beging with ¥ | |icva Find | Claar Fiter | o || =

Select item or enter search text ¥

Davica Davies Toper
(] - Duseripban Poal Foaksrl Staba P4 Addredd Cegy Copy
B ﬁ LorificCTIod InformaCast €71 part ICva SCER n..-gimﬂ with ga-ucm108- 17230227336 [y [P
pu
= SEPODIISCST9921  Auto 105030 1Cus SCCP R:gm:red with ga-ucm105- laap2aig B o
pul
ﬁ LomderfTI3 Conference Call CTT part ICWA SCCP Registered with ga-ucmif5- 172.30.227.226 By i 4
pub
T p&‘ LoniBcaCTIoL Call&ware CTI port pimiy SCCP Hena Nene O
] ﬁ LonBieelTIOG Conference Call CTI part o SCCP Unregistered 172.30.223.3 s I+
[ ﬁ leakCocConfil Conferance Call €T1 port (Jenkine  [CW# SCCR Hone Pone L.
)
] ?ﬁ LesacelTIS Conference Call CTI part ICua SCCP Rea-mrw with ga-ucmi0s- 172.30.227.226 Iy [l d
pul
o= SEPOIGNBSEETGA  Auto 105190 ICVa SCCP Registered with ga-ucm105- 1723032774 By [
pub
C I’; LonBicCTIon InfarmaCast CT1 part Icus SCCP lrgmnrd with ga-ucm105- 172302233 By ¢
pul
I p‘; LonBoolTII2 Conferance Call CT1 port ICvs SCCP Unregistered 172.30.223.3 [ ik g
o = SEPOME1IISCTONY  Auto 105032 ICWa sCCP Registered with ga-ucm105- 1723022722 By ¥
el — | pub
= SEPDAFETFEC] 1RO Auta 10501% ="} SCCP Registered with ga-ucm108- 172.30.227.8] [/ ik
Tz pub
[ gﬁ LonBocCTIIL Conference Call €T1 port ji='rY scee Unregistered 172302233 |y 0P
[ = SEPOOIDJSESSOLZ  Auto 105040 pi="y SIF Registered with ga-ucm105- 1723022737 B [P
b oub
E SEPSCAFCAFEIZCA  Auto 105035 ji="3 SCCP R:glmrﬂl with ga-ucm108- 172.30.200.% n o
pul
ﬁ LanabeelTI Conference Call CT1 part I0dA SCCP Registered with ga-uem105- 17230227226 [y O
ﬁ LoniaceCTII4 Conferense Call CTT port ICus scee Registered with ga-uem105- 172.30.227.226 iy [
pub
O l’ﬂ LonBieCTI2 infarmaCast CT1 part =7} 5CEP Registersd with ga-ucmins- 172.30.223.3 [
pub
Add Mew || Select All || Clear 48 || Delete Selectad || Reset Selected | Apply Config ta Selected | LK Ga | 1 af 7 b pl

Step5 Select the device pool(s) that house the phones you’d like to reboot.

Step 6 Click the Reset Selected button. The Device Reset dialog box appears.

ﬁ"“" ’ Risstart
- Status

@ Status: Ready

rReset Information

Selected Device: 1 devices selected

1F & dewice 18 ol registered with Caes Unfied Communicabions Manager, you cannol redet or restart L s
dewice is registared, to restart a device without shutting it down, click the Restart button, To shut down a
dewsce and bong it back up, click the Reset button, To reburn ba the previous windaw without
restting/restarting the device, chck Close,

Note:

Resetting a gateway/trunk/media devices drops any calls in progress that are using that
gateway/trunk/media devces, Restarting & gatewsy/medsa devices tnes to preserve the calls in progress that
are using that gateway/media devices, if possible. Other devices wait until calls are complete before
restarting o resetting. Resetting/restarbng & H323 device does nat physically reseb/restart the hardware;
only reintializes the configuration lnaded by Cisco Unified Communications Manager,

fuftost | | Rostarl | 1 Clowm,

Step 7 Click the Reset button. Your phone(s) will reboot.
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Step 2
Step 3
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Rebooting your phones should have caused them to pick up their new settings. You can verify their new
settings through a web browser.

Go to Device | Phone. The Find and List Phones page appears.

Cisco Unified CM Administration
For Cisco Unilied Communications Solulions

System w» Calfoutng »  MNedia fAesources »  Voce al »  Oevice »  Appication = User Management »  Buk Admnistration = Meip =

Find and List Phones LEE B Actively Logged In Device Repart vIGui
O add tew

. Phane

afiafn
(4511

4 Cizco Unified CM Administration v §Go]

cemadministrator Abaut

Find Phaone whare | Device Name | begins with % Claar Filter EI
Select itemn ar enter search text &
o active query. Please enter your search oriteris wsing the cptions above.

Use the dropdown menus and fields to filter for a phone that should have picked up your new settings.

Click the Find button. The Find and List Phones page refreshes with your search results.

alialy,  Cisco Unified CM Administration
CI5C0  pour Cisco Unified Communications Solutions

LR EEELN Craco Unifsed CM Admirstrabion ¥

comadministrator Search Documentation ibout Logout
System ~  Cal Rostng » - satures v  Device » w»  User - Bk = Help =
Find and List Phones LR Actively Logged In Device Report ¥ @l Go
i ssgtew [T sewctan CTF clearan yg oswie seectes Gy Resstsaucies 2 spoy Contig 1o Sekces
[ Statiis
@ 1 records found
rQuery I
@ Eearching on a directory number may show the =ame device name multiple times depending on the number of lines configured per device.
Phane (1-1of1} Rows per Page 50 %
Find Phone where [Durectory Humber ¥ | [begins with__¥ | (105030 Find || Clear Fiter || 48 || =
Select item or enter search text ¥
Dwvics Numa{Lina] * Deazristion t;-:u Exteraan Emrtition :‘"“"" Stabun B4 Addmas  Copy :::
i SEPO011SCO7E821(1)  Aute 1ovs 105030  [Cu#. SCCP Registered with ga-ucm105- B ¥
T 105030 pub

e New || Select Al || Clear 8 || Delste Selected || Resst Selected || Appiy Canfia to Selected
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Step4 Click the IP address link in the IPv4 Address column. The Device Information page should open in
a new window/tab. If None appears in that column or the webpage does not display, you most likely
do not have web access enabled for this phone (see “Enable Web Access for Cisco IP Phones” on
page 2-70 for more information).

cisco

v Device Information

Cisco Systems, Inc. IP Phone CP-7960G ( SEP00115C979921 )

Device Information MAC Address 00115C979921
Network Configuration Host Name SEPMI1SC9T9921
Network Statist Phone DN 105030
Ethemet App Load ID Po03gs01SRO02
Port 1 (Network) Boot Load ID PCO303010000
Version S.1(5R.1)
DSP 4.0(5.0)[AD]
Device Logs Expanszion Module 1
Debug Display Expansion Module 2
Stack Statistics Hardware Revision 43
Serial Number INMOS241GDV
Model Number CP-7960G
Codec ADLCodec
Amnps SV Amp
C3IP0O Revision 1
Message Waiting NO
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cisco

Device Information
Network Configuration
Network Statistics

Port | (Netwaork)

Port 3 (Phone)
Device Logs

Debug Dhsplay

Install InformaCast W

Step5 Click the Network Configuration link. The Network Configuration page appears.

Network Configuration

Cisco Systems, Inc. IP Phone CP-7960G ( SEPMN115C979921 )

DHCP Server
BOOTP Server
MAC Address
Huost Name
Domain Name
IF Address
Subnet Mask
TFTP Server 1
Default Router 1
Default Router 2
Diefault Router 3
Default Router 4
Default Router 5
DNS Server 1
DNS Server 2
DNS Server
DNS Server 4
DINS Server 5
Operational VLAN Id
Admin, VLAN Id
CallManager 1
CallManager 2
CallManager 3
CallManager 4
CallManager 5

Information URL hiip: 8080/ cemeip/ GGet TelecasterHelpTexi jsp
Directories URL hitp: 8080 comcip xmbdirectory. jsp
Messages URL

Services URL htip: 8080/ ccnacip/getservicesmenu.jsp
DHCF Enabled Yes

DHCF Address Released No

Alternate TFTP Yes

Erase Configuration NO

Idle URL

Tdle URL Time 1]

Authenrtication UREL Ieepedy 308 1/ InformaCast’phone/auth
Proxv Server TRL

PC Port Disabled NO

Web Access Enabled

Connection Monitor Duration 120

PCVLAN 1]

Reverting Focus Priority Higher

No
DO115C97992]
SEP0O115COTE921

singlewire.lan

qa-nem105-pub Active

Step 6 Scroll down the page until you come to Authentication URL. It should list the IP address you entered
in the URL Authentication field in Step 4 on page 2-78. If it does not, see “Set Your Authentication
URL” on page 2-77.
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Manage Installation Administration

Installation administration covers a number of topics that pertain the administration of your
InformaCast installation, namely multicast administration, such as obtaining and viewing traffic
captures to verify multicast functionality.

Review Multicast Configuration

Multicast must be configured in order for InformaCast broadcasts to propetly play on your recipients.
The following recommendations can also apply:

e Protocol Independent Multicast (PIM) should be deployed in either sparse or dense mode across
your Layer 3 devices (PIM is the most common protocol, but there are others)

e Your MPLS network provider should route multicast on its network; otherwise you will need to use
GRE tunnels

In addition, sometimes Internet Group Management Protocol (IGMP) snooping can cause issues with
varying revisions of IOS on some Cisco switches and may need to be turned off. Lastly, for recipients
to receive the audio portion of InformaCast broadcasts, they make requests using IGMP. While most
networks default to IGMPv2, newer recipients may use IGMPv3. If newer recipients are being
deployed, be sure to enable the newer protocol version on network devices.

InformaCast Virtual Appliance Basic Paging
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Verify Multicast with a Network Traffic Capture

Another way to verify multicast is configured (besides by using the Multicast Testing Tool) is through
a network traffic capture. It is important to note that the only piece of traffic that travels through the
network via multicast routing is the audio portion of a broadcast. All signaling traffic is done with
unicast HTTP. The diagram below outlines the traffic that occurs during an InformaCast broadcast that
contains both text and audio.

InfarmaCast Layer2 Layer3 Layar3 Layar2 Cisco IP
Switch Router Router Switch Phomnes

- - & &

Unicast HTTP Signaling Push (listen to audio and get text)
i i

Unicast HTTP huthanti:aHoI'l Request
| |

Unicast HTTP Authentication Reply
| |

Multicast UDP RTF G711ulaw Audig I IGMP Join For Multicast Audio
i
b‘i_ M Route Multicast

I I
‘Multigast UDP RTP G711ulaw Audio

I I
Unicast HTTP GET For Text Content

[ [
Unigast HTTP XML Text Content

e ey ey

Unicast HTTP Igigrlaling Push l[.rmIip listening to audio)
I |

e e s W i

Now that you are familiar with the traffic flow created by InformaCast, you can use a protocol analyzer,
such as Wireshark, to sniff the traffic on the network to see that multicast is enabled.

Obtain a Network Traffic Capture

Use the following steps to obtain a network traffic capture from a phone to determine if multicast
traffic is routing to that network segment.

Step1 Download and install a protocol analyzer like Wireshark on a PC that’s attached to a phone on your
network on which you want to obtain a traffic capture.

InformaCast Virtual Appliance Basic Paging
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Step2 Open and log into your Unified Communications Manager’s administrative interface. The Cisco
Unified CM Administration page appears.

vlinlin  Cisco Unified CM Administration
CISE0 o Cisco Unified Communications Solulions

Eystem v Calfoutng »  Medafesources »  Voce Mol »  Oevioe »  Application User Management = Buk Admnisiration +  Help =

Cisco Unified CM Administration

Copyright © 1953 - 2008 Cisco Systerns, Inc.
Al rghts reserved.

Thiz product contams cryptographic features and is subject to United States and local country laws governing import, export, transfer and use. Delivery of Cisco cryptographic products
doss nat imply therd-party authority o import, export, distribute or use encryplion. Importars, exporters, distributors and users are responsible for compliance with U5, and local country
laws. By wsing this product you agree ta comgly with applicable laws and regulations. IF you are unable to comply with W.5. and local laws, return this praduct immediately.

A summary of U.5. laws governing Cisco cryptographic praducts may be found at: http:, el export, byt html.
1F you require further assistance please contact us by sending email to export@csco.com.
Step3 Go to Device | Phone. The Find and List Phone page appears.
almln  Cisco Unified CM Administration LEMPEIIRY Cisco Unified M Administration |+ §Go]
€l

Far Cisco Unilied Communications Solutions

cemadministralor Abaut

System = Calfinuting = Mediaf=sources = Voce lal = Devies = = User =  Buk - he=p =

Find and List Phones CERTES RS Actively Logged In Device Report VIGUI
G Add tew

. Fhane

Find Phone where | Device Name v | begins with » EI

Select itemn ar enter s=arch text &

o active query. Please enter your search oriteris using the cptions above.
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Step4 Use the dropdown menus and fields to locate the phone attached to the PC on which you downloaded
Wireshark. Your results will appear below the fields.

il Cisco Unified CM Administration
€550 por Cisco Unified Communications Solutions:

Syshém w  Cal Rouling =  Media Resources = Voie Mal »  Dévics = - U ~ Buk > el v

Find and List Phones

QP addhew [T seectal

Status
r 7% records found |

| Phone (1-25of 75) e 5 v
Find Phons whers -_Du\.-iu Hams v|' begins with v[_ o ] [EI [3
Selact itern or enter search text
I Dwwion Marme{Line] * Descnptan Davice Paol Cavica Protacal Status [P Address Copy  Supar Copy
r E'ﬁ A2 Cesfoult scoP Begistered with iptapps-comi1lpub 172.30.227.211 [ i
r !‘ ATADDIIEBCEABER Auto 50018 De=fault SCCP Unknawn Unknpsn 1Y (I
r E ATAZIEBCEARSAD]L Auto 50019 DCeafault SCCP Unknawn Unknoesn o (I g
r fi CTIFORNICH Deafault sccp Unknawn Unkngan [y o
r ﬁ ICHigky 1CMick1 Ceefault SCCP Unknawn Unknown 163 s g
r 'f; ICHIcks 1CMIck2 Default SCCP Unknawn Unkngisn o kg
r f; ICNicks TCMick3 Dafault SCTR Unknawn Unikngmwn My s 4
r ﬁ ICreckd ICHicks Deafault SCCP Unknown Unikngemmn [} [ls 4
r fi 1CHickS 1CMickS Default scop Unknawn Unknown Y v
r ﬁ ICHickE 1CMicks De=fault SCCP Unknawn Unknpwn 1Y I g
r r; JessCTI1 JessCTIL Default sSCCP Unknawn Unknomsn 1Y i g
r ll'i JessCTIZ JessCTIZ Dafault SCCP Unkngwn Unknemn Iy v
r fs“ 1essRCCT] Dsfault sccP Unknawn Unkngwn Iy I+
r ﬁ KatelCl Deafault sCCP Unknawn Unknown 13 [l g
r i“; Katizloz Cecfoult scep Unknawn Unknown Y i g
r ﬂ Katielc3 Default SCCP Unregistered 172.30.227.200 1Y ik g
r [l‘; Eatwlce Ceafault SCCP unragistarad 172.30.227.200 i} ¥
r ﬁ EeteCT]l PeteCTIL Deafayit SCCP Registerad with iptapps-comé1pub 172,30.227.211 [} i
r fi PeteCT12 PeteCTI2 Cesfault scoP Registered with iptapps-comélpub 172.30.227.211 [ i
r ﬁ RaiCallalart RajCallalert RailnformaCast SCCP Unknawn Unknown [} I
r ﬁ RaiCTIFort RajCTIFort AailnformaCast SCCP Unknawn Unkngisn o (I
r i’; E Fort: RajCTIFOMZ RajInformacast SCCP Unknawn Unkngmn Iy [is
r ﬁ" RaiCTIPor3 RajCTIPor3  AailnfoemaCast sccp Unknawn Urknigan (4] v
r ﬁ BaiCTlPortd RajCTIFortd  Aailnfgemadast SCCP Unknawn Uniknown [} I
r g SEPQODLFIEGTFS4 Auto 80027 Ceafault SCCP Unknawn Unkngwn 3 ¥
[Cada rew | [ Select All | [ Clear Al | [ Ceiste Seiected | [ Reset Selected | K] PR ER Y]
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Step5 Select the phone attached to your PC with Wireshark on it. The Phone Configuration page for that
phone appears.

ally Ciseo Unified CM Administration [[ERrEttd Cisco Unified CM Admanistration « G|
€I15€0©  por Cisco Unified Communications Solutions i S s
Syatem w Cal Aoulivg »  Wedia Aesources » WeceMal »  Devics v User +  Dulk v Helg v
Phone Configuration LEETES NRTTEY Back To Find/List ~ |I5of
D e oo [ com By neses s acanew
Status
(@) status: Ready |
= Tnformation Phaivi Tyie
A e
Device Protocol: SCCP
i ®mma Line [1] - 60028 (no paciticn]
2 Hone — Dewvice
3 Giddanewsp Regigtration Urilenewn
[P Address Unknown
- Sg &dd 8 new S0 MAC Address® OO04F2ES TR
5 SFasd s newsSD Deg<rigition Auta £9028
& A niw Device Poal® Defauk 3 s a
7 Gga Commen Device Configuration |« nane = | view Details
o Fhone Sutton Template® < Mot Selacted - =
4cd 2 new S0
Softkey Template = Nera = |
9 padd o new S0 *
Common Phone Profile Standard Comman Phane Frofile |
10 SEcd g new S0 Calling Search Space Bhanes |
11 S aAdd 8 new S0 Media Resouroe Group List < None v
12 Gga g User Hold MOH Audic Source < Nons = -
I |
---------- Unassigned Associated Items —-—--— Nswork:kl £ M0K] faick Solamca | -+ None > M
13 line [21- Add 2 new ON Lacaban Hub_Mene |
TR User Lacale < None = ":
Network Locals < None > k]
= |
15 RN, Built In Bridge® Default »
16  Hone "
Privacy Dafault o
Dievice Mobility Mode® Default | View Current Devi il iny
Owner User [D = None = b

Phone Laad Name

[D1gnare Presentstion Indicators (internal calls only)
[ Allow Control of Device trom CTI

[ Legged Trte Hunt Group

Oremcte Device

— Prodict Spacific Configuration Laydsut

Settings Access™ Enabled

b
Gratuitous ARP® Epabled v.
PE Voice VLAN Access* [ Enabied =
Web Access™ Enabled =
Load Server
S5H Access® Cisabled -

— [Seve] [Deete | [Copy] [Reset] [A3d tew |

@ ¥. indicates reguired item.
@ *%. Bevice reset is not reguired for changes to Packet Capture Made and Packest Capture Buration.

@ ***fgte: Security Profile Contsins Addition CAPF Settings.

Step 6 Scroll down to the Product Specific Configuration Layont area.
Step 7 Make sure that both the Web Access and Span to PC Port dropdown menus have Enabled selected.
Step 8 Click the Reset button.
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Step9  Start Wireshark. The Wireshark window appears.

71 The Wireshark Metwork Analyzer

B £t Usw Go Coplwe dnhos Sdties Teeshoy loos bel
Fhadoe CEXFE A+ aTFTL |EE Al AET % B

F_lu:l *  Egpression.. Clar  Apply

- The World's Most Popular MNetwork Protocol Analyzer

Interface List - Open 7 Website

L It 5F the captur Inerfoces (couns ncarsing packets) Open » penvuny captred Bl B ok the penjocts weate
Start eaphure of inberaos: Open Recent: ; User's Guide
2| Inbel(Fe) PRCH 000 BT Nabwork Conrection ‘ere) Administrabor| Deskb o 7T abL s p [ found s The Livar's Guide focal varsian, Fisstalad)
il Capture Options : ' @ Security

Stist & cestirn vith dalidied apthasg @ Sample Captures Werk: with Whrishirk 44 iursly i prisible

A rich amaortrent: of wcample copturs Bl on the vk

. CeptweHelp
@ How to Capture

St by o 10 & moccershel caplune ety

@ Metwork Media
Spacilic infomation for capnaing en: Exhamet, WLAH, ..

(2 Rady bo load o capture Ho Parkats [ Profife: Defaut

Step 10 Send an InformaCast broadcast to the phone attached to the PC with Wireshark on it.

Step 11 Wait until the broadcast has finished and stop the network tratfic capture.

Read a Network Traffic Capture

When analyzing a network traffic capture, look for the following:
e A unicast HTTP command from InformaCast to the recipient to join the multicast group
e Successful authentication
o An IGMP join from the recipient to the multicast group
e A multicast audio stream

When there is no multicast audio present, InformaCast audio will not play through a recipient, and
you’ll notice the following things in your traffic capture (reference with the following graphic):

e Frame 106. InformaCast pushes the unicast HT'TP command to a recipient to listen to audio. In
the middle pane, the multicast IP address to listen for is circled in red.

e Frame 111. The recipient makes a unicast HT'TP authentication request. The protocol doesn’t
show as HTTP because the communication took place on port 8444. You can view the contents
of the packet for the actual data or decode as HTTP.

e Frame 112. InformaCast replies in unicast HTTP to the authentication request as OK.

e Frame 117. The recipient makes an IGMP join request for a multicast audio stream.

[ Version 12.5.1

InformaCast Virtual Appliance Basic Paging i



| Chapter2

Install InformaCast W

e Frame 164. There is a timestamp nine seconds after the IGMP join, but no multicast traffic is seen
in the capture. Thus, multicast is not routing and no audio will be received at the recipient.

Each of the things to look for are marked with red in the following graphic.

eal) - Wiresharke =la] x|
BB e Sl b yeie R Teito TOEC e
Sadee PFEHXES AessaTFi||EE Il $0R & &

Fiker: o addr=m172.30.296, 205 || iy sk ==272.0.1 2 v Eapressin.. Ceap Apch

to.- | fme [ sourse | Ecstinstion [[Frotoct [t =1
103 1. 074040 172.30,2209,14 172,30, 234, 209 TCP hhb-handheld = http [SYM] Seq=0 win=85935 L:
104 1.077051 172.30.236.200 172.30.229.14 TCP http » hhib-handheld [SYw, ACK] Seg=0 ack=1 ¥

—han

- 97TEQOE

hiiby
POS

dheld > hrrp [ack] Seqe=1l Acksl winsg!
GI/EX@CUT® HTTR,S1.1 LAapp 1 1CATION, X ~Y

ndbeld Sen-1 Ack=AT7 win:

- 016272 51472 > sunproxyadmin seqel ackel wi e

e 111 2.031683 172.30.236. 209 172.30.229.14 TCP 51472 » sunproxyadmin [PSH, ACK] Seq=1 Ack=1

e 112 2.035583 172.30.2265.14 172.30. 234, 209 TCP sunproxyadnin > 51472 [PSH, ACK] Seg=l Acks=:
113 2.035737 172.30.236.200 172.30.229.14 TCP 51472 > sunproxyadmin [ACK] Seq=391 acks=234

« 117 2.371197 172.30.236.200 224.0.0.22 IGMP w3 Membership Report / Join group 239.0.1.2
115 2.494553 172.30,236.209 172.30.22%.14 TCP [TCP sagment of 4 reassembled Ppul
119 2.404523 172.30.236.209 172.30.229.14 HTTRAML HTTR/L.1 200 OK
120 2.495381 172,30.236, 200 172.30.229.14 TCP 51472 » sunproxyadmin [PSH, &Cx] Seq=3ol ach
121 2495605 172.30.220.14 172.30.236.209 TR hhb-handheld > hrop [Acx] eqe477 Acke=504 w'
122 2. 508352 172.30,.22%8.14 172.30.236. 208 TCP sunproxyadnin > 51472 [PsH, ACK] seq=234 ack
123 Z.508640 172.30. 236,200 172,30, 229,14 TCP 51472 » sunproxyadmin [ack] Seqe727 ack-10G:
125 3.0614%4 172.30.236. 200 172.30.229.14 TCP 51472 » sunproxyadmin [FSH, &CK] Seq=727 ack
126 3.0545824 172.30.220.14 172.30.236.209 TCP sunproxyadnin > 51472 [ack] Seqe1098 Ack=111_
127 3.084852 172.30.229.14 172.30.236. 209 TCP sunpraxyadiin > 51472 [PSH, ACK] Seq=2546 A«
128 3. 085127 172.30.236.209 172.30.229.14 TCP 51472 » sunproxyadmin [ACK] Seq=1114 Ack=23<
129 3.065144 172.30.236,209 172.30.229.14 TCP 51472 > sunproxyadmin [ACK] Seq=1114 Ack=33¢
132 3.531200 172.30.236, 209 224.0.0.22 IGMP w3 Membership report / Joim group 239.0.1.2
140 6. 449000 172.30.229.14 172.30,236. 209 TCP hhb-handheld > htetp [FIN, ACK] sag-477 Ack-l
141 §.481387 172.30,238.209 172.30.220.14 TCP http = hhb-handheld [FIM, ACK] Seq=304 Ackm=:
142 6.46150011 172.30.229.14 172.30.236.209 TCP hib-handheld > http [&Ck] Seq=478 Ack=305 w'
154 12.611276 172.30.236. 200 239.0.1.2 IGMP w2 Membership rReport ¢ Joim group 239.0.1.2 _TJ

| | 2

|

453 808152 TN Br=ACS TACF GEner St eS2F370_360_pe Tsary, w142 282 SR BEUT Tt e UL XA [T P AT 30 0. L S04 4B 252 FRIERICIRF |
l¢] _1#]

NN B4 0 Ja D

Bl B3

ni &f d

| Packets: 198 Displayee: 41 Marked: O Dropped: 0 Profie: Defaudt

When there is multicast audio present, InformaCast audio plays through recipient, and you’ll notice the
following things in your traffic capture (reference with the following graphic):

e Frame 27. InformaCast pushes the unicast HTTP command to a recipient to listen to audio. In
the middle pane, the multicast IP address to listen for is circled in red.

e Frame 123. The recipient makes a unicast HTTP authentication request. The protocol doesn’t
show as HTTP because the communication took place on port 8444. You can view the contents
of the packet for the actual data or decode as HTTP.

e Frame 124. InformaCast replies in unicast HTTP to the authentication request as OK.
e Frame 126. The recipient makes an IGMP join request for a multicast audio stream.

e Frames 130 - 62 (plus more). The multicast UDP is present. Audio should have played through
the recipient.
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Each of the things to look for are marked with red in the following graphic.

- Wireshark ' =10] x|
Ple Edt Yew Go Copbre dnohee  Saistcs Teephoy ook e

BEdeN EEXRE | A+e9TF2EE | QQAAD DMK @

Fiteri p.odd==172,30.23. 209 || in. kb ==Z9.0.1.2 v Egpression.., Oeer apply
e = [evansen [roces e C
24 §.146703 172.30,220.14 172.30. 236, 209 TCP 7360 = http [SYN] Seqed wineai53s Lene=0 MSs.
25 5.146B67 172,30.236.209 172.30.229.14 TCP http = 2369 [S¥N, .Pﬂ(] Seq=0 Ack=1l win=5340
6 5.147408 72.30.729.1 2.30. 236. 209 2368 > hrrp [ack Ack=1 hﬂnmﬁ5535 Len: _|
SEEEREE B : 05 o A
& 123 5. 30935 172.30.236, 209 «30.229. 14 TCP 51505 » sunproxyadmin [PSH, ACK] Seg-1 Acis 1
e 124 5.314856 172.30.229.14 30,236, 209 TCP sunproxyadnin > 51505 [PSH, ACK] Seg=1 Ack=:
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If multicast isn’t working, troubleshoot the problems singly by frame(s). Work with your network
administrator to configure multicast appropriately.

Verify PIM is Configured on All Layer 3 Interfaces

For audio broadcast traffic to route from a source (InformaCast) to a destination (IP phones), every
Layer 3 interface in between must have PIM configured. If the switches on the network are also
providing Layer 3, then PIM must be enabled on the VLANs configured on those switches providing
Layer 3 functionality. PIM is deployed in either sparse or dense mode, and InformaCast will work with
either.

The following graphic shows PIM enabled on all Layer 3 interfaces between the IP phones/speakers
and InformaCast.

InfarmaCast LayerZ Layerd Layer3 Layer2 Cisco IP
Switch Router Router Switch Phones

- BB & 4

PIM Enabled On All Layer3 Inlerfaces
Between Source And Destination
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The following graphic shows an interface before PIM is properly configured and that same interface

after applying PIM.

E Tera Term Web 3.1 - 1T230.224.1 ¥T

Fle [ Sebup Web CTontrdl Window  Hel

IFTAPFS-SV1Ga0-2#
IFTAPFS-5W3560-2#=h run int wlan 236
Building configuration ..

Current configuration 1C6 bytes

1)

intarface Yilanl23é

dezscription Vores VLAH - Cisco [F Phonss
ip address 172 30 236 1 255, 255, 2550
ip helpesr—-sddr=s= 172 _30.224.21

ng ip redirects

=n

IFTAPFS-SWIE6E0-2#
IFTAPES-SWiS60-2#cant t

IETAPES-SWIseN-2iconfig)#int vlan 236
IETAPPS-SWiIte0-2{cont ig-1f ) #ip pim sparss-dens=
IFTAPFS=-5W3sal=2(canfig=if ) #ip igmp versicn 3
IFTAPFS-SWISE0-2(canfig—if | fend
IETAPES-SWita0-22

IFTAPFS-SWIG60-2#=sh run int wlan 236

Building conf iguration

ICurrent configuration 200 byhes

I
tntarface VlanZ3s

description Voice WLAH - Cizco IP Phones
ip address 172 30.236.1 255.255.255.0
ip belper-address 172 30, 224 21

no 1p redirecis

ip pis sparse-dense-wode

15 igep version J
l=n

IPTAPPS-CICE0-24
4] |

Enter configuration commands, one per line. End with CHTL-L

o
LA BF

If PIM isn’t configured properly, work with your network administrator to configure PIM appropriately.

Verify your MPLS Provider Routes Multicast

When InformaCast audio broadcasts are successful at the same location where InformaCast is located,
but remote locations do not receive the audio, that indicates that the multicast audio traffic is not

routing across the WAN link. Many Multiprotocol Label Switching (MPLS) network providers will not
route multicast traffic on their networks; check with your circuit provider to see if they do/will route

your multicast.

For WAN links where your circuit provider will not route your multicast, you can use GRE tunnels,

which carry your multicast traffic from the location where InformaCast is located to its recipients. The
only traffic that needs to traverse these GRE tunnels is the multicast traffic you might want to route.
The tunnels do not need to create a full mesh between sites; they only need to be configured from the

hub location to the spoke location(s). Please see Cisco’s sample configuration for multicasting over a
generic routing encapsulation (GRE) tunnel for details.

[ Version 12.5.1
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Test Whether IGMP Snooping is Interrupting Multicast

IGMP snooping has been seen to cause issues with Layer 2 switches. For this reason, if there are issues
receiving the multicast audio stream at the phones, it would be worth testing if turning off IGMP
snooping on the switches where phones are connected solves the problem. The following graphic
illustrates where IGMP snooping should be turned off on the network.

InfarmaCast Layer2 Layer3 Layer3 Layar? Cisco IP
Switch Router Router Switch Bhones

B & = - &

Tuwrm O
IGMP Snooping

Work with your network administrator to test if IGMP snooping is causing multicast to not function
propetly.

Ensure IGMPv3 is Enabled for Newer Phone Models

Newer phone models are using IGMPv3 where eatlier phone models used IGMPv2. This is important
because by default, IOS uses IGMPv2. If your network segment has a combination of older phones
and newer phones, you may not perceive any issues. However, if a broadcast is sent only to devices using
IGMPv3 on a network segment and the network has not been programmed for IGMPv3, the end result
will be that multicast does not route to that network segment. The following graphic illustrates how the
differences between IGMPv3 and IGMPv2 can affect your multicast traffic.

InfarmaCast LayarZ Layer3 Layar3 Layear2 Cigeo P

Switch Routar Routar Swatch Phones

= B - & 4w

— VoA
Mot Rioute

Phaone lssues
IGMPv3 Jain

Router
Dafaults o
IGMPv2

To verify if your phone(s) are using IGMPv3, you can take a network traffic capture using a protocol
analyzer like Wireshark (see “Verify Multicast with a Network Traffic Capture” on page 2-86). In the
capture, the phone will issue an IGMP join to listen to the multicast audio.

InformaCast Virtual Appliance Basic Paging
I Version 12.5.1 .m



| Chapter2

Install InformaCast W

The version of the IGMP join can be seen on the packet (circled in red in the following graphic).

eed) - Wireshark =10 x|

Be Lt ew Go Cophee fnshoe Gaeis Tekohony Jads el

SEaee DERE= R\'i'?'dh?éillgﬁlﬁlaaﬂlﬂmﬂ% b

Fiter: [ odrmm1 72,50 23 206 | i sk mm o 0.1 2 v Expressin... Ces Apply

oo |1me | souree | Bestriation [roteca [ e =
103 1. 974060 A72.30,220.14 172.30. 236,208 TCR hhb-handheTd > http [Sva] Seq=0 win=o5535% L&
104 1.977051 172,30.236, 200 172.30.229.14 TR http > hhb-handheld [SYN, ACK] SeqeD Ack=l ¥
105 1378008

172.30.229.14 172.30.236. 209 TCP hN:l handhe'ld > hrep [ack S-E-:L m-x win=g!

107 1, 978700 172,30.236, 209 172.30,229.14 TeP b-haridhe ]seq-j.mt-w?mn

. 016272 172, 30,236, 200 172.30.229.14 =3 51472: T o e ST R
111 2.031683 172.30.236, 209 172.30.229.14 TCP $1475 5 Sunprxyadein [PSH, ACK] Seqod ACKLT
112 2.035583 172.30.225.14 172.30.2%6, 209 TCP sunprc-x_‘.fadn'ln > 514 .'-*2 [FsH, ACK] Seq-l A-:i:-
113 2.035737 172.30.236, 208 172.30.229.14 : o i "

117 2.371157 172.30.236,209 224.0.0.22 W3 Memnersn REQOrT

115 2.494553 A72.30.236. 208 172.30.229.14 T

11% 2.494028 A72.30.236.200 172.30.22%.14 H1'I'F‘.1“J-HL HTTR/1.1 200 OK

120 2.495381 172.30.236, 200 172.30.229.14 TCP 51472 » sunproxyadein [PSH, &Cx] Zeq=351 Ach
121 2.495695 172.30.229.14 172.30.236. 209 TCR hhio-handheld = Th [ACK] Seq=477 Ack=504 W'
122 2. 508352 172.30.220.14 172.30.236. 209 TCP sunproxyadmin = 51472 [PSH, Ack] Seq-234 ach
123 1.508640 172.30. 236, 200 172.30.229.14 TCP 51472 » sunproxyadmin [ACK] Seqe727 Ack=108§
1257 3.061494 172.30. 236,209 172.30.229.14 TCP 51472 » sunproxyadmin [PSH, &CK] Seq=727 ack
126 3.064924 172.30.229.14 172.30.236. 209 TCP sunproxyadnin > 51472 [4ck] Seqel00F Ack=117—
127 3.064852 172.30.229.14 172.30.236.209 TGP sunproxysdiin > 51472 [PSH, ACK] Seq=254G Ac
128 3. 085127 A72.30.236, 200 172.30.22%.14 TCP 51472 » sunproxyadmin [AcCK] seq-1114 ack=-23:

129 3. 065144 172,330,236, 208 172.30.229.14 TCP 51472 » sunproxyadmin [ACK] Seq=1114 Ack=33%

. 581200 .30. 236, . 0.0.32 v3 Membership REport 4 Join group 239.0.4.2
140 6 448000 A72.30.229.14 172.30.236, 20% TCR hhb-handheld = http [FIN, ACK] Segq=477 Adk-!
141 4. 451367 172.30.236,200 172.30.229.14 TCR http = hhb-handheld [FIN, ACK] Seg=504 Ack=d
142 6.461911 172.30.229.14 172.30.236.209 TCR hhb-handheld > http [&0x] Seq=478 Ack=505 w'
164 12.611276 172.30.236. 208 239.0.1.2 IGMP v2 membership Report  Join group 239.0.1.32 ﬂ
i | k|
|
LAXZABOELRIFINforsac sstAZFOener sTedS2F3T0_380_pr fsary. (i 1%2 2752 FXIEAZCEX SCUT AT TAMURLAS DRI ZATPMA KEIAZ 30, 0.1, 2X342 (4 B0KZ 202 FRIERICHF EI
2] 1]
|
AN = hd
D Teat kem (), 245 bytes | Packets: 196 Displayed: 41 Dropped [ Profle: Defadt 2
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To ensure multicast audio will route to network segments where the phones are using IGMPv3, the
Layer 3 device must be programmed for IGMPv3. The following graphic shows an interface before

and after configuring IGMPv3.

5 pera Term Web 3.1 - 17230,

Gle Edt Sebap Web Conbrol Window Help

IFTAPFS-SW1G60-2#
IFTAPFS-SWISE0-28=h run int wlan 234
Building configuration ..

lCurrent configuration 1C6 bytes
[
intarface Vlanl3s

description Voice VLAN - Cisco [P Phones
ip address 172 30 236 1 2G5, 255 2500
1ip helper—addres= 172 _30.224. 21

no ip redirects

j=rid

IFTAPFS-EWIEE0-28
IFTAFES-5SWiSal-28cant t

IETAFFS-SW3560-2(cont 1g}#int wlan 236
IFTAPFS-SWiSa0-2{cont ig-1f j#ip pim spsrss-depnss
IFTAPES=SWiS60=2(config=if ) #ip igmp version 3
IFTAPFS-SWIS60-2({cantig—11 ) fend
IETAPFS-SWiSa0-24

IFTAPFS-SWISE0-2#=h run int wlan 236

Building configuration

(I.;urrem configquration - 201 bytes

tntarface VlanZ3s

description Voice VLAH - Cisco IF Fhones
ip address 172 30.236.1 255.255.255.0
ip helper—-addryess 172 30 224 21

no 1p redirectis

ip pin sparse-dense-wode

ip igep version J
l=nd

IFTAPFS-SW3S60-2#
4

|[Enter configuration commands, ons per line. End with CHTLAI.

L B

Work with your network administrator to test if enabling IGMPv3 solves your multicast issues.
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Access InformaCast

.

Note Before proceeding with configuring InformaCast, you must have properly configured your
environment for multicast (see “Prepare Your Multicast Environment” on page 2-1) and successfully
installed InformaCast Virtual Appliance (see “Deploy InformaCast” on page 2-6). Do not continue
with configuring InformaCast until you have completed these steps.

InformaCast’s web interface—where you will set up your InformaCast environment, e.g. recipient
groups, SIP functionality, DialCasts, etc.—is accessed through the Singlewire landing page. When first
accessing InformaCast, you will want to:

e “Loginto InformaCast for the First Time” on page 3-2

e “View Your License Key” on page 3-6

InformaCast Virtual Appliance Basic Paging
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Log into InformaCast for the First Time

Once the Virtual Appliance is started and you’ve accessed the Singlewire landing page, you can log into
InformaCast.

Step1 Open a web browser, enter the IP address of the InformaCast Virtual Appliance, and press the Enter
key. The Singlewire landing page appears.

-

&

© singlewire

P
InformaCast
R 5en

InformaCast”
Initiate Intercom
with PushToTalk
Access Application Management Tools
with Control Center

Singlewire Sofwana Naws Contact Us

InformaCast Virtual Appliance Basic Paging
[ Version 12.5.1 .m



| Chapter3

Access InformaCast W

Step2 Click the InformaCast link. A separate tab/window opens to InformaCast’s Startup page. Depending
on your system, there may be a delay of several minutes while InformaCast initializes.

InformaCast is initializing; this page will continue to refresh until InformaCast is available.

D.

Note If you are using Internet Explorer to access InformaCast, you will receive an error, “There is a
problem with this website’s security certificate.” Since InformaCast, like Unified
Communications Manager, is a locally-installed server rather than a global, public Internet site,
there is no practical way for web browsers to recognize its encryption certificate as safe. To
permanently bypass this error, install the self-signed SSL certificate present on InformaCast.
See the question on page 8-1 for details on installing this certificate.

Once InformaCast initializes, you will be presented with InformaCast’s Login page.

Password

Step3 Enter admin in the Login field. The Login field is case sensitive.

Step4 Enter your password in the Password field. The Password field is also case sensitive.

InformaCast Virtual Appliance Basic Paging
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D.

Note These are your default credentials. “Change the Application Administrator’s Password” on
page 6-2 will show you how to change your credentials, which will make your InformaCast
installation more secure.

Step5 Click the Log In button. If the machine on which InformaCast is installed has Internet access, the
Getting Started Form page appears. Continue with Step 6 on page 3-6.

@ @

Admin  Plugins  Help

L

Fill out the form below to get started.

First Hame (Business Owner or Contact) *
Last Name (Business Owner or Contact) *
Email Address (Business Owner or Contact) ©
Phone Number [Business Owner or Contact) *
Company Name *

What best describes your role? *

Please choose one |.f_

D.

Note Completing this form is required in order to access InformaCast’s functionality.

InformaCast Virtual Appliance Basic Paging
[ Version 12.5.1 .m



| Chapter3

Access InformaCast W

If the machine on which InformaCast is installed does not have Internet access, you will see
InformaCast’s homepage. Skip the rest of this section and continue with “View Your License Key” on
page 3-6.

IhformaCast’

 Prowided by OFM Agreement with Chica ' y Home Messages Recipients Speakers  Bells Adman Plugins

> to InformaCast Basic Paging (Cisco Paging Server)

Basic InfarmaCast functionalty includes tha ability to
»  Send live audio broadeasts to up 1o 50 phones by dialing 8 number on your Ciseo IP phone
= Create unlimited recipient groups of 50 phones or less

User Guide | Contact Cisco TAC for Support

Unlock InformaCast Advanced Motification
Chick the Try and Buy links to extend your reach beyond live audio paging by unlocking B0-day trial

of InformaCast Advanced. a full-featured emergency nofification solution that alows you to reach an unlimited
number of phones with text and live or pre-recorded audio messapes and much mare.

Learn More

o InformaCast Details
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Fill out the form and click the Get Started button. The InformaCast homepage appears.

Basic InformaCast functionality includes the ability to
»  Send live audio broadeasts bo up io 50 phones by disling 8 number on your Cisco IP phone

= Create unlimited reciplent groups of 50 phones or less

User Guide | Contact Cisco TAC for Support

Unlock InformaCast Advanced Notification
Chck the Try and Buy links to extend your reach beyond live audio paging by unlocking 60-day trial

of InformaCast Advanced. a full-featured emargency nolification solution that alows you bo reach an unlimited
number of phones with text and live or pre-recorded audio messages and much more.

Learn More

» InformaCast Details

View Your License Key

N

Note

Your InformaCast license key (Admin | Manage License Key) contains your designated functionality
for InformaCast (e.g. Basic vs. Advanced, the number of phones to which you can broadcast, trial vs.
demonstration vs. subscription vs. perpetual, etc.). For a further discussion of how licensing works in
InformacCast, see “Licensing Information” on page 1-5.

Once you have exceeded the number of phones allowed by your license, you will receive a warning that
you’ve attempted to broadcast to more phones than are allowed by your license key, causing some
phones to be skipped. Consult the InformaCast Performance log (Help | Support) to see the phones
that have been skipped and contact Singlewire about obtaining a larger license. You can also retry your
broadcast with a smaller group of phones. Your license limits you to 50 phones. If you want to
broadcast to more than 50 phones (i.e. 100 phones), you can send out one broadcast to 50 phones and
a second broadcast to the next 50 phones.
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CHAPTER I

Configure Recipients

Messages sent by dialing a pre-configured number are called Dia/Casts or broadeasts. InformaCast’s
messages contain the building blocks of your broadcast: endpoints, audio, etc. Before endpoints can
receive InformaCast’s broadcasts, you must configure their communication with InformaCast and
include them in recipient groups.

When working with InformaCast’s recipients, you can:
e “Configure Host Trust” on page 4-1
e “Manage InformaCast’s Telephony” on page 4-3
e “Manage Recipient Groups” on page 4-13

e “Manage Recipient Administration” on page 4-42

Configure Host Trust

Similarly to a web browser, the Java virtual machine (JVM) on which InformaCast runs has a trust store,
which is a collection of root certificates from trusted Certificate Authorities (CAs) like DigiCert or
Symantec, that it uses to establish trust with hosts with which it talks via SSL or TLS. The InformaCast
trust store is seeded with root certificates included by Oracle in the JVM.

On the SSL Parameters page (Admin | System | SSL Parameters), you can configure InformaCast
to blindly trust the hosts with which it communicates, i.e. automatically import all SSL certificates
presented to it by other hosts, or you can require InformaCast to validate certificates for all outbound
communication via SSL and TLS. If you choose to validate certificates, for each SSL or TLS secured
host you connect to, InformaCast will reject connections to that host until you import the certificate
that host presents.

There are several areas within InformaCast where certificates can be imported:

e The Cisco Unified Communications Manager cluster. You can see which Unified
Communications Manager certificates are currently trusted, whether automatic certificate
importation is enabled/disabled, and select which certificates should be imported for use in future
SSL/TLS communications between InformaCast and Unified Communications Manager.

o SIP certificates. SIP functionality is handled separately within InformaCast and unaffected by the
SSL Parameters page.

N.

Note InformaCast will only negotiate an SSL session with a host that supports AES cipher suites; negotiation
with hosts that support only 3DES will fail.

InformaCast Virtual Appliance Basic Paging
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Step1 Go to Admin | System | SSL Parameters. The SSL Parameters page appears.

Learn Home Messapes Recipents Speakers Bells

Admin | System | SSL Parameters

= «)

WoATE )

0 oher part of The sofwan
e software B subecl

Step2 Decide how you want InformaCast to interact with hosts during outbound communication via SSL and

TLS:

e Automatically Import SSL Certificates. Leave the Automatically import untrusted
certificates checkbox selected. The checkbox is selected by default, and if you were running
InformaCast prior to InformaCast 12.0.1, this is how InformaCast worked previously.

e Manually Import SSL Certificates. Deselect the Automatically import untrusted certificates
checkbox. If you deselect this checkbox, you will need to explicitly trust the SSL certificate supplied
by your Unified Communications Manager cluster (see “Configure Your Default Unified

Communications Manager Cluster” on page 4-3).

Step3 Click the Update button to save your changes (if necessary).
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Manage InformaCast’s Telephony

When you click the Admin icon, you will be brought to the Overview page. On this page, you can view
various statistics associated with the configuration of InformaCast, such as how long the current
session of InformaCast has been running, your version of InformaCast, and the configuration of your
backups and phone updates.

@ p B2 C

ll'-q- Learn Home  Messages Recipienis Speakers  Bels

a Admin | Overview

‘ ; Welcome to the InformaCast configuration overview page. For specific configuration tasks, please use the “Admin” menu,
i
InformaCast Server Backup
Wersion 11.5.1 Basic Paging Bcense Backup Activated false
Start Time 2015-07-23 09:30:34 Mext Scheduled Backup

o ki

Gurment Tima 2015-07-23 13:40:35 Backup Location g
fication Made  Stand-al

Cisco Unified Communications Manager

Phone Updates

Cluster Ve Diefault 10.6.2 129011 Last Atternpted Phane Rebulld 2015-07-23 131300
canfiguration Last Successiul Phone Rebuild 20150723 131316
JTAPI Version %::;I:api version 10.5(2 1290011 |Last Attempted Phane Refresh 2015-07-23 13:21:00
Last Successful Phone Refresh 2015407-23 13 21:00
;’;A"“"'“"PI e tn Ehonen 8 res Nurmber of Phones Retrieved %
MNumber of Phanes Used | Licensed ars50
Mexi Phone Rebuilld 2015407-23 14:13:00
Phone Refresh Interval (minutes ) 23
CTl Route Points SIP User Agent Status
TS CON TN - s i
[ Rz 8381212 IN_SERVICE
RPOY 01000 IN_SERVICE Multicast Ports
Nusnber of Multicast Perts Configured 301
SIP Calls Mumber af Multicast Ports Used by Audio Broadcasts 1]
There are ne SIP calls, Nusniber of Multicast Ports Used by Talk and Listen Messages 0
Number of Multicast Ports Unused an

[

s sofware i Subect 10 e

Configure Your Default Unified Communications Manager Cluster
When configuring InformaCast:

e Basic installations are limited to one cluster; however, Advanced installations can be run with
multiple clusters (contact Singlewire for details)

e Neither Cisco nor Singlewire supports combining both Basic and Advanced InformaCast instances
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Follow these steps to set up the configuration of your default Unified Communications Manager
cluster. These steps should be performed by your Unified Communications Manager administrator.

A

Warning If you fail to configure Unified Communications Manager in Basic InformaCast, upgrading to Advanced
InformaCast and then configuring Unified Communications Manager before downgrading to Basic
InformaCast will require you to perform all the steps in this section again.

Step1 Go to Admin | Telephony | Cisco Unified Communications Manager Cluster. The Cisco
Unified Communications Manager Cluster page appears.

B i
l Ll A » E=Y
0
a Admin | Telephony | Cisco Unified Communications Manager Cluster
; Clsco Unified Communications Manager cluster whose phones will recelve
_J InformaCast broadcasts

Cisco Unified Communications Ilanag!l Cluster

it

Dedault configuration = »
(secemmy ()
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Step2 Click the Edit button next to Default configuration. The Edit Telephony Configuration page appears.

Step 3

Step 4

Step 5

s =2 JC

Home Messapes Recipenis Speakers

Admin | Telephony | Cisco Unified Communications Manager Cluster | Edit Telephon

Iration

( Confi
; Telephony Configuration

Unified Communications Manager Cluster Description. Default canfiguration  {required)

APPLICATION_USER | {required)

AXL_USER (required)

127001 {requirad)

* SNMP v2

SNME v3 reguired]

Confirm SMNMP »2 Community Name

XML Push Authentication

If you are not using JTAPT to activate phones during broadcasts or if this s not your primary clustes, make sure the URL Authentication
parameter for the Unified Commundcations Manager in this cluster {found in the Phone URL Parameters section of the System | Enterprise
Parameters page) is sat 1o the follawing valus

https /) 0B TnfarmaCast /phane fauth

Optionally, you can also tell InformaCast where to send authentication requests for commands that aren't coming from InformaCast. You only
nead to do this i, before installing InformaCast, you had set this Unified Communications Manager paramater 1o a nan standard value In such
cases, copy the cument Unified Commundcations Manager setting Into the fleld below. before changing it to the value shown above

Mext Authertication URL

If empty, non-InfermaCast authentication requests from phones in this cluster will ba semt to the default Unified Communications Manager
authenlication page, http: //172.30.228. 98/ ccmeip/authenticate. jsp

cancis [EB urgari B

Note: If you changed any Telephony Configuration settings. be sure 1o refresh the Recipient Group list before attempiing fo send a broadcast

Change name of your cluster (if necessary) in the Unified Communications Manager Cluster
Description field.

Enter the username of the application user that you created earlier into the Unified Communications
Manager Application User field (see Step 3 on page 2-68).

Enter the password of the application user that you created earlier into the Unified Communications
Manager Application Password and Confirm Application Password ficlds (see Step 4 on page
2-68). The password is entered twice to double-check for typing errors since its value is masked.

[ Version 12.5.1

InformaCast Virtual Appliance Basic Paging i



| Chapter 4

Configure Recipients

Step 6 Decide if you will use your application user or AXL user’s credentials.

Je

Tip

.

Note

Using your AXL credentials means that potentially more people have administrative access to
Unified Communications Manager, which may pose a security risk. To close this potential
security hole, your Unified Communications Manager Administrator should grant AXT, API
access to the application user and tell your InformaCast administrator what the credentials are.
The InformaCast administrator then only knows the application user credentials and does not
have administrative access to Unified Communications Manager.

Different fields will appear on this page depending on whether the Use Application User for
AXT. checkbox is selected.

For application user credentials, select the Use Application User for AXL checkbox and skip to Step
7 on page 4-0.

For AXL credentials:

Step a.

Step b.

Enter the Unified Communications Manager administrator’s username in the Unified
Communications Manager AXL User field.

ND.

Note This is the same username you use to access the Unified Communications Manager
Administrator interface, often CCMAdministrator.

The username and password of the administrative login to the Unified Communications
Manager server are required for gathering phone information to enable broadcast messages.

Enter the Unified Communications Manager administrator’s password in the Unified
Communications Manager AXL Password and Confirm AXL Password fields. The
password is entered twice to double-check for typing errors since its value is masked.

D.

Note This is the same password you use to access the Unified Communications Manager

Administrator interface.

Step 7 Enter your AXL IP address(es) in the AXL IP Address(es) field. Separate addresses with commas. If
you leave this field blank, InformaCast will attempt to find a server running the AXL service among
those servers running the CallManager service.

Je

Tip

You can find which cluster members are running the AXL service by logging into your Unified
Communications Manager, selecting Cisco Unified Serviceability from the Navigation
dropdown menu, and going to Tools | Service Activation. Scroll down the Service Activation
page to see whether the Cisco AXL Web Service checkbox is selected.

[ Version 12.5.1
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Step 8

Step 9

Configure Recipients

Enter the IP address of the Unified Communications Manager server(s) in the Unified
Communications Manager IP Address(es) field, which will be used when establishing a CTI
(JTAPI) connection with Unified Communications Manager. You can enter any and all Unified
Communications Managers running the CTT Manager service. Use the numeric IP addresses rather
than DNS names.

When InformaCast needs to interact with the Unified Communications Manager, it will use this
address. If you have a cluster of servers for redundancy and failover, you can list all of their addresses,
separated by commas. InformaCast will use the first one when it is available, and will automatically try
the next ones if it cannot reach the primary server.

Select the SNMP v2 or SNMP v3 radio button, depending on the version of SNMP you’re using. The
SINMP v2 radio button is selected by default. If you select the SNMP v3 radio button, the Edit
Telephony Configuration page refreshes with new fields.

SNMP v2

Choose SNMP version: o S0 5

(required)

ENMP v3 Usemame:

SHMP v3 Autherfication Password

Confirm SNMP «3 Privacy Password

Step 10 Enter the correct information depending on your version of SNMP:

e SNMP v2. Enter the name of your community string in the SNMP v2 Community Name and
Confirm SNMP v2 Community Name fields. You created this in “Create an InformaCast
SNMP v2 Community String” on page 2-46. The community name is entered twice to
double-check for typing errors since its value is masked.

e SNMP v3. Enter your SNMP v3 uset’s name in the SNMP v3 Username field, your
authentication password in the SNMP v3 Authentication Password and Confirm SNMP v3
Authentication Password fields, and your privacy password in the SNMP v3 Privacy Password
and Confirm SNMP v3 Privacy Password fields. You ctreated this user in “Create an SNMP v3
User” on page 2-48.
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Step 11 Enter the original value of Unified Communications Manager’s URL Authentication field in the Next
Authentication URL field. You made note of this in Step 3 on page 2-78.

Step 12 Click the Update button. You will be redirected to the Cisco Unified Communications Manager
Cluster page.

“IhformaCast = ° D G O 0

DG G 77 isam  ame essges Recomers Spemers _ oas

Admin | Telepheny | Cisco Unified Communications Manager Cluster

( ‘ Configuration changes saved. Remember to update your Recipient Groups to verify connectivity and membership.

Cisco Unified Communications Manager cluster whose phones will receive
InformaCast broadcasts

Cisco Unified Communications Manager Cluster
Description

o

Default confiqueation
e (e O

MHote

If you desslected the Automatically import untrusted cedificates checkbox on the SSL
Parameters page. you must click the Security button and trust the cluster member
certificates detected by InformaCast

Wou must refrash the Recipient Group list before attempting to send a broadcast

D.

Note If you deselected the Automatically import untrusted certificates checkbox on the SSL
Parameters page, you must click the Security button and trust the cluster members’ certificates
detected by InformaCast. Proceed to Step 13 on page 4-9. If you left the Automatically
import untrusted certificates checkbox selected, skip to Step 15 on page 4-9.

InformaCast Virtual Appliance Basic Paging
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Step 13 Click the Security button in the Action column of the table. The Manage Cluster Security page appears.

Step 14

Step 15

Advanced Huﬁluﬂm @

@@»E}U

Learm Home  Messages Flemh‘nu Speakers Bells

Admin | Telephony | Cisco Unified Communications Manager Cluster | Manage Clus

B Certificate Alias Certificate SHA1 (Hex) m

ga-ucm 115-sub singlewire lan F320 F17C 95 FE 50 85 33 24 £8 10 25 58 06 40 3C 6E 4D FB
ga-uem 115-pub. singlewire. lan B 53 8F 18 B1 09 B4 0E CE AA 34 A4 97 B4 53 BT BA 9B CE D2

CANEEL b UFDATE

The table on the Manage Cluster Security page has all of the cluster members’ hostnames that
InformaCast has been able to detect and successfully contact, along with their downloaded SSL
certificates. When the automatic import of certificates is enabled, they will be automatically stored in
the trust store that InformaCast uses for SSL./TLS communication with Unified Communications
Manager. Since you have deselected the Automatically import untrusted certificates checkbox, you
will have to choose which of the certificates should be imported into InformaCast’s trust store.

Verify that the SHAT fingerprints displayed in the table match the SHA1 fingerprints of the actual
certificates provided by the Unified Communications Manager cluster members and click the Trust
this certificate? checkbox for each match.

.

Note Viewing certificate SHA1 fingerprints can be done through a browser and the steps for viewing
them are browser dependent. For example, in Chrome, go to Settings | More tools |
Developer tools | Security tab | View certificate button | Details tab.

Click the Update button to save these certificates in InformaCast’s trust store. By default, InformaCast
stores its Unified Communications Manager certificates in
/ust/local/singlewire /InformaCast/ certs/cucm.bcf.

D.

Note If your Unified Communications Manager cluster members change, you will need to return to
the Manage Cluster Security page and mark the changed member as trusted.
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Step 16 Click the refresh the Recipient Group list link. You will be redirected to the Edit Recipient Groups
page.

e ' C

Home  Messages Recipients Speakers Bells Adimin Pliagins

Recipients | Edit Recipient Groups

urDatE @' Discover current IP phone information from Cisco Unified Communications Manager (may be time consuming).

sow AL () Show Defunct Phones

Ev0Us € Page 1 of 1| REXTE) Jump 1o page: & shows) results per page  Filter: DD
(Al Recipients) 26 (o P (cor € (Ceinin B

Step 17 Click the Update button to refresh InformaCast’s information pertaining to recipient groups. You will
be redirected to the Discover Recipient Groups page.

)
N . i
Bells Admin Pluging Help

Log Tt

Recipients | Edit Recipient Groups | Discover Recipient Groups

e A Do you want to discover curent IP phone information fram Clsco Unified Communications Manager?

This command will query the Cisco Unified Communications Manager server to leam the IP addresses of all the phones that belong in the racipient
groups you've sat up. You only need to do this if you know you've just made changes to the Cisco Unified Communications Manager configuration that
affect your phones and want those changes to be immediately detected by InformaCasi

When you run this command, it may take many seconds or even several minutes to complete. While it is nunning. you will not see any response in
your web browser (youll just see that the page is loading). This is normal: do nat click Cancel or fry to reload the page. Once the command has
complated, you will see a confimation message

If you do actually want to run this command. click Update again now. Othersise, you may click Cancel to retum to the previous screen

UFDATE

InformaCast Virtual Appliance Basic Paging
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Step 18 Click the Update button again. You will be redirected to the Edit Recipient Groups page that will now
have a note that recipient group members have been updated.

ormaCast” T R B ' ®

Home Messages Recipients Speakers — Bells Amin Plagins Heip

T O

Recipients | Edit Recipient Groups

e Recipient group members updated

“upaTi €' Discover current IP phone infarmation from Cisco Unified Communications Manager (may be time consuming).

sOWAL ) Show Defunct Phones

vious €)' Page 1ot 1 KEXTID Jump to page: & Shows0 results per page Filter: weQ
(Al Recipians) 26 [ EnT oy D) DHLIEB

Edit Your Default Cluster

Step 1

Once you’ve configured your default Unified Communications Manager cluster in InformaCast, you
may need to edit its information.

Go to Admin | Telephony | Cisco Unified Communications Manager Cluster. The Cisco
Unified Communications Manager Cluster page appears.

Ihforma

Try Learmn Home Messages Recipients Speakers  Bells

Telephony | Cisco Unified Communications Manager Cluster

Cisco Unified Communications Manager cluster whose phones will recelve
' InformaCast broadcasts

Cisco Unified Communications Manager Cluster Action
Description

g
Dedault configuration =
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Step2 Click the Edit button next to Default configuration. The Edit Telephony Configuration page for that
cluster opens.

Advanced Notification
=

Laarn Homa Messages Recipients Spaakers Balls Adman

Admin | Telephony | Cisco Unified Communications Manager Cluster | Edit T

Configuration
f

' Telephony Configuration

Was

. |Default configuration {resquired)
feval ] irequired)

Unéfied Communications Manager Application Password,
Confirm Application Password

Unified Communications Manager AXL User. [ccmadmini (requirad)

{required)

= SNMP w2 i gred
SNNIP 3 I

Confinm SHMP v Community Mame

XML Push Authentication

Malke sure the URL Authentication parametes for the Communscations Manager in this cluster {found in the Phane URL Parameters section of the
System | Enterprise Parameters page) is set to the fallowing value:

neTp:/S172.30.227.201 1808 L/ InformaCast /phone/ auth

Optionally, you can also tell InformaCast where to send authentication requests for commands that aren't comang from informaCast. You only need to
do thes if, before installing InformaCast, you had set thes Communications Manager parameter to a non standard value bn such cases. copy the curment
Communications Manager setting ino the field balow, befora changing it to the value shown above

Next Authentication URL

If empty, nondnformaCast authentication requests from phones in this cluster will be sent to the default Communications Manager authentication page
nocp:/f172.30.229.33 /coneip/authenticate, Jap

o x ) ureats

Note: i you changed any Tedaphony Configuration setimgs, be sure fo refresh the Recipient Group list before aftempting fo send a broadcast

Step 3 Edit the information for that cluster.
Step4 Click the Update button.

N

Note You will need to ensure your cluster’s configuration matches that which you have set up in
Unified Communications Manager.

InformaCast Virtual Appliance Basic Paging
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Manage Recipient Groups

N.

Note

If you’d like to be able to send messages to smaller groups of recipients (rather than all the recipients
in your system), you must set up appropriate recipient groups within InformaCast. If you have a
relatively small number of recipients, from a few to a few hundred, you can simply select the recipients
you want included as members. If you have a large (or very dynamic) number of recipients, you can
select multiple existing recipient groups and combine them into one larger group and/or construct
matching rules that specify the members of a recipient group.

Once you’ve added recipients by selecting multiple existing recipient groups and/or constructing rules,
you can also create exclusions, which allow recipients that had been included in a recipient group by a
certain rule or through a recipient group to now be excluded.

By default, InformaCast initially creates an “(All Recipients)” group, which contains all the recipients
that can be discovered.

Add a Recipient Group

Step 1

Use the following steps to add a recipient group.

Go to Recipients | Edit Recipient Groups. The Edit Recipient Groups page appears. This page
shows the number of phones for each group.

Home  Messages Reciplenis Speakers Bells Admin Plugins

Edit Recipient Groups

Recipients

= UPDATE @' Discover current IP phone information from Cisco Unified Communications Manager (may be time consuming).

WINJO Show Detunct Phones

B Page 101 D Jump 1o page: B ShowSD | resulls perpage Fater: LT+
abae ___________________________________[Phoneslacton ]
{All Recipients) 26 (ot ) (com € (einini [E)
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Step2 Click the Add button. The Add Recipient Group page appears.

Step 3

Step 4

Advancad Notification

@ & p © B0 O ® O

Euy Try Leam B Plugins

Recipients | Edit Recipient Groups | Add Recipient Group

. Name | (required)
Tags Add A Tag[=]
Select Recipients
| Individually o [P
! Filter with Recipient Groups [ gnit D
I Filter with Rulas
Exclusions | st

Exclusions are only available whan the Recipiem Group is Filtered by Recipient Groups or Rules

=M « QT

Enter the name of your group in the Name field. This name is what users will select when configuring
DialCast messages, so make it as self-explanatory as possible.

Optionally, enter a name for a recipient group tag in the Tags field, which will create a new tag.
Recipient group tags allow you finer control over the display results for recipient groups.

N.

Note You can also create recipient group tags by going to Recipients | Edit Tags (see “Configure
Recipient Group Tags” on page 4-39). Existing tags will appear in the Add a Tag dropdown
menu on the Add Recipient Group page.

Decide whether you will add members to the group by selecting individual recipients, selecting existing
recipient groups, or making rules:

e If you have chosen to select recipients, continue with Step 2 in “Create a Recipient Group by
Selecting Individual Recipients” on page 4-15.

e If you have chosen to select existing recipient groups, continue with Step 2 in “Create a Recipient
Group by Selecting Multiple, Existing Recipient Groups” on page 4-17.

e Ifyou have chosen to make rules, continue with Step 2 in “Create a Recipient Group Using Rules”
on page 4-20.
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Create a Recipient Group by Selecting Individual Recipients

Step 1
Step 2

Step 3

Use these steps to add members to a recipient group by selecting the individual recipients to appear
within it.

Complete the steps in “Add a Recipient Group” on page 4-13.

Select the Individually checkbox on the Add Recipient Group page and click its Edit button. The
Select Individual Recipients pop-up window appears.

Select Individual Recipients b4
|
Filtar claar
Avalable Recipients [double click 1o select) Selected Recipserts (double chck o memove)
descnplion dgs.l;rlp{lon
= Cisco IP Phone: Auto 71045; DNs: T1045 : Ho records found

SEPOD115C979921

Cisco IP Phone: Auta T1065; DMs: T1065
=  SEPEBJMM0AZ0CEA

Cisco IP Phong: fuda 71023, DNs: T1023,
SEPOMBD4580ATF

= Cisco [P Phonse: Auto 71044; DNs: T1044;

SEPODOSI202F 108
™ Cisco IP Phons: Auta 71009; DNs: 71009 i |
~  SEPG416B051135E Sray
- Cisco IP Phone: Auto 71039; DNs: 71009

SEPQIZG0E5BETAS |

Cisco [P Phone: Auta T1032; DMs: 11032
SEPMFETFEI0ADF

Cisco IP Phonge: Auta 71054, DNs: T1054,
SEPS541680883504

1

Ll | Cancal

pe

Tip Click the down arrow next to a recipient to see its parameters.

Filter your list by entering text in the Filter field. This text will be matched to values of the following
constraints, which can be held by your recipient:

Matching Parameter Description

Communications Manager Calling Search | Phones that match the specified search space.”
Space

Communications Manager Cluster Name Phones that match the specified Unified

Communications Manager cluster name.

Communications Manager Device Pool Phones that match the specified pool.

Communications Manager Device Type Phones that match the specified model, as
reported by the Unified Communications
Manager.
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Matching Parameter

Description

Description

Recipients that match the supplied description
value. This is often a useful grouping tool because
you have control over the description of the
recipients in your system, so you can set up your
descriptions in ways that facilitate grouping.

The text you enter will be compared against the
Device Description entries of phones registered
with your Unified Communications Manager.
Any recipients whose descriptions match with the
rule you’ve specified will be considered part of the
recipient group.Any recipients whose
descriptions match with the rule you’ve specified
will be considered part of the recipient group.

Directory Numbers

Phones that match the supplied phone number(s)
assigned to them in Unified Communications
Manager.

IP Address

Recipients that match the supplied subnet
boundaries.

InformaCast Device Type

Recipients that match in their functionality as an
IP phone.

Location

Recipients that match the supplied location value.

Name

Recipients that match the supplied name. Like the
Description parameter, you have control over
names, so they may useful for grouping, but
should be concise.

Partition Names

Phones that match the supplied dial plan partition
assigned to each directory number, a.k.a. phone
number, assigned to an IP phone in Unified
Communications Manager.

a. Warning: If your site is using extension mobility, bear in mind that the calling search space, and even

the directory number, assigned to a phone can change when a user logs in. Because of this, you should

avoid using Communications Manager Calling Search Space as the criterion for setting up any
recipient groups that are supposed to reflect geographic (rather than personnel) divisions. For such
geographic divisions, IP Address is likely a better choice when extension mobility is a factor.

Step4 Double-click the recipients you want to include in your group to move them from the Available Recipients
area to the Selected Recipients area. You can also click on a recipient and click the Add link to move it from
the Available Recipients area to the Selected Recipients area.
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Step5 Click the Submit button to save your selection(s). The Add Recipient Group page now shows the
recipient(s) you selected.

Recipients | Edit Recipient Groups | Add Recipient Group

- Name Humanities| (redquired)
\
— Tags Add A Tag|=]
Select Recipients

Filter with Rules

Exclusions a0 I

Exelusions are only avalable when the Recipient Group is Filtered by Recipient Groups or Rules

Step 6 Click the Update button if you are done creating your recipient group. Your recipient group is added
to InformaCast.

Je

Tip At any point, you can click the View button to list the recipients included in your recipient
group. Within the View Recipients pop-up window that appears, you can click the down arrow
next to a recipient and view its details.

If you would like to further refine your recipient group, continue with “Create a Recipient Group by
Selecting Multiple, Existing Recipient Groups” on page 4-17 and/or “Create a Recipient Group Using
Rules” on page 4-20.

Create a Recipient Group by Selecting Multiple, Existing Recipient Groups

Use the following steps to create a recipient group that includes the members of existing recipient
groups.

.

Note Ifyou further refine your recipient group by using rules, the rules will also apply to the existing recipient
groups you select in this section.

InformaCast Virtual Appliance Basic Paging
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Step1 Complete the steps in “Add a Recipient Group” on page 4-13.

Step 2 Sclect the Filter with Recipient Groups checkbox and click its Edit button. The Filter with Recipient
Groups pop-up window appears.

| Filter with Recipient Groups ] I
Filter Select A Tag T! clear
Aoalable Grovps (double chck to select) Selected Groups (double click to remove)
ipeant Ham cipeant G Ham
Dievelopers [ Mo records found
i
R:,'an Email

(AN Recipients) copy
Ryan Phone

R:,'an SMS

English |
Histany

Humanities
Collage

Step 3 Tilter the results of your existing recipient groups by entering partial or full recipient group names in
the Filter field or by selecting a particular recipient group tag from the Select a Tag dropdown menu.

.

Note The filter value is case-sensitive and applied to both the recipient group name and tag. If the
recipient group tag matches the filter value, the recipient group will show up in the match list
(e.g. a filter value of AAA will match tags aaa or AAA). Also, if the recipient group name
contains the filter value, the recipient group will show up in the match list (e.g. a filter value of
phone will match the names Phones, phone, PHONE, All phones, etc.).

Step4 Double-click the existing recipient groups you want to include in your group to move them from the
Available Groups area to the Selected Groups area. You can also click on a recipient group and click the
Add link to move it from the Available Groups area to the Selected Groups area.

InformaCast Virtual Appliance Basic Paging
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Step5 Click the Submit button to save your selection(s). The Add Recipient Group page now shows the

Step 6

recipient(s) you selected.

iy =
mats 5 @ 2
Recipients | Edit Recipient Groups | Add Recipient Group
o 1 Name Humanities (raquired)
— Tags Add A Tag[=]

Select Recipients
4| Individually | o u

Cizca IP Phone: pl Site2 7960; DNs: 5544, 5944, SEPOOITOEISECTE
¥ Filter with Recipient Groups it [

English
Histary

I Eilter with Rules
| Exclusions (g0

WO (e ly TG

Click the Update button if you are done creating your recipient group. Your recipient group is added
to InformaCast.

At any point, you can click the View button to list the recipients included in your recipient

group. Within the View Recipients pop-up window that appears, you can click the down arrow

next to a recipient and view its details.

If you would like to further refine your recipient group, continue with “Create a Recipient Group by
Selecting Individual Recipients” on page 4-15, “Create a Recipient Group Using Rules” on page 4-20,
and/or “Add Exclusions to a Recipient Group” on page 4-23.
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Create a Recipient Group Using Rules

Use the steps in the following section to add members to a recipient group by creating rules that the
recipients must follow in order to be included. The rules can be general or extremely specific.

N.

Note Rules added in this section will also affect recipients added through selecting existing recipient groups
(as described in “Create a Recipient Group by Selecting Multiple, Existing Recipient Groups” on
page 4-17).

Step1 Complete the steps in “Add a Recipient Group” on page 4-13.
Step 2 Sclect the Filter with Rules checkbox. The Add Recipient Group page refreshes.

b y &) €}
28 QO L W

Homa Massages Recipents Speakers Balls Admin Plugins

Recipients | Edit Recipient Groups | Add Recipient Group
B4 Name Humanties {recuired)
A
_ Tags Add 4 Tag[=]

Select Reciplents

Cisca IP Phone: pl Site2 7960, Dils: 5844, 5944, SEPIODTOEISECTE
4 Filter with Recipient Groups [ et

English
Histary
! Filter with Rules

@ AND ' OR ) Logical Expression:
1 InformaCast Device Type |=] Does  [=] Contain =] ignore Case [+ [ muo &

ADD 63

Exclusions (e [

win S (cance B v 5

pe

Tip Adjust your browser window so the rule elements all fit on a single line.

InformaCast Virtual Appliance Basic Paging
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Step3 Select a parameter from the first dropdown menu just underneath the Filter with Rules heading.

D.

Configure Recipients

Note The AND, OR, and Logical Expression radio buttons control which rules will be applied to

your recipients. AND means that your recipients have to match every rule you specify. OR

means that your recipients must match at least one specified rule. Logical Expression means
that your recipients must match a combination of specified rules based on the number in the
first column of the Rules table and the words “and” and “or.” For example, (1 or 2) and not (3

and 4 and not 5).

(Initially, this dropdown menu has the selection InformaCast Device Type.) The parameters you can

select are described in the following table:

Matching Parameter

Description

Communications Manager Calling Search
Space

Phones that match (or don’t match) the specified
search space.”

Communications Manager Cluster Name

Phones that match (or don’t match) the specified
Unified Communications Manager cluster name.

Communications Manager Device Pool

Phones that match (or don’t match) the specified
pool.

Communications Manager Device Type

Phones that match (or don’t match) the specified
model, as reported by the Unified
Communications Manager server.

Can Display Text Recipients that match (or don’t match) in their
ability to display text.”
Description Recipients that match (or don’t match) the

supplied description value. This is often a useful
grouping tool because you have control over the
description of the recipients in your system, so
you can set up your descriptions in ways that
facilitate grouping.

The text you enter will be compared against the
Device Description entries of phones registered
with your Unified Communications Manager
server Any recipients whose descriptions match
with the rule you’ve specified will be considered
part of the recipient group.

Directory Numbers

Phones that match (or don’t match) the supplied
phone number(s) assigned to them in the Unified
Communications Manager server.”
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Matching Parameter

Description

IP Address

Recipients that match (or don’t match) the
supplied subnet boundaries. When choosing this
parameter, you are given a new Comparison Type
choice, Belong to Subnet, which allows you to
enter a subnet mask like 172.17.30.0/8. See
“Configure Advanced Matching for Recipient
Groups” on page 4-42 for more information
about this approach.

InformaCast Device Type

Recipients that match (or don’t match) in their
functionality as an IP phone.

Location

Recipients that match (or don’t match) the
supplied location value.

MAC Address

Recipients that match (or don’t match) the
supplied network hardware address of the
recipient, which is guaranteed to be unique across
your network.

Name

Recipients that match (or don’t match) the
supplied name. Like the Description parameter,
you have control over names, so they may useful
for grouping, but should be concise.

Partition Names

Phones that match (or don’t match) the supplied
dial plan partition assigned to each directory
number, a.k.a. phone number, assigned to an IP
phone in Unified Communications Manager.

Profile Description

Phones that match (or don’t match) the Unified
Communications Manager’s user device profile
description. Phones that are using extension
mobility or a profile when logged out are eligible
to be filtered in this way.

a. Warning: If your site is using extension mobility, bear in mind that the calling search space, and even
the directory number, assigned to a phone can change when a user logs in. Because of this, you should

avoid using Communications Manager Calling Search Space as the criterion for setting up any
recipient groups that are supposed to reflect geographic (rather than personnel) divisions. For such
geographic divisions, IP Address is likely a better choice when extension mobility is a factot.

b. The recipient must be currently registered for this parameter to match. InformaCast has no information

about the detailed features of unregistered recipients.

Step4 Sclect Does or Does Not from the second dropdown menu.

Step5 Sclect the matching constraint from the third dropdown menu, which has context-sensitive choices. For
example, if you select IP Address as the rule parameter to match, a choice of Belong to Subnet will

appear as a matching relationship choice; this choice is not available for other matching parameters.
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Step 6

Step 7
Step 8
Step 9

Step 10

Configure Recipients

D.

Note If you select the Match Expression relationship, InformaCast expects a regular expression in
the last field. See “Configure Advanced Matching for Recipient Groups” on page 4-42 for a
description of regular expressions.

Enter the criteria to be matched in the next field. (If you selected the Equal relationship, the criteria
clement may facilitate your selection by changing from a field to a dropdown menu.)

Select Ignore Case or Case Sensitive from the last dropdown menu to further refine your recipients.
Click the Add button to add your rule. Automatically, another rule line shows up.

Decide if your rule is sufficient as it stands or follow Steps 3 through 8 to add another rule.

Je

Tip If you want to remove a rule, click the Remove button to the right of the rule’s definition.

Click the Update button if you are done creating your recipient group. Your recipient group is added
to InformaCast.

Je

Tip At any point, you can click the View button to list the recipients included in your recipient
group. Within the View Recipients pop-up window that appears, you can click the down arrow
next to a recipient and view its details.

If you would like to further refine your recipient group, continue with “Create a Recipient Group by
Selecting Individual Recipients” on page 4-15, “Create a Recipient Group by Selecting Multiple,
Existing Recipient Groups” on page 4-17, and/or “Add Exclusions to a Recipient Group” on

page 4-23.

Add Exclusions to a Recipient Group

Step 1
Step 2

Use the steps in the following section to add exclusions to a recipient group, which allow recipients that
had been included in a recipient group by a certain rule or through a recipient group to now be
excluded.

Complete the steps in “Add a Recipient Group” on page 4-13.

Complete the steps in either “Create a Recipient Group by Selecting Multiple, Existing Recipient
Groups” on page 4-17 or “Create a Recipient Group Using Rules” on page 4-20 (or both).

ND.

Note The Exclusions checkbox is only available if you select multiple existing recipient groups or
create rules.
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You’ll be viewing the Add Recipient Group page.

é:uanc-ed Ilnr.l:l'ltm&:l [‘% 1 C }_'u

Learn Home  Messages Recipents Speakers Balls Admin

Add Recipient Group

Recipients | Edit Recipient Groups

- »
M HName Humanties (required)
L ame
5 Tags Add A Tag[=]
Select Reciplents

Cisco IF Phone: pl Site2 7960, ONs: 5044, 5944, SEPOODTOEISECTE
91 Filter with Recipient Groups (s I

English
History

I Fi

@ AND“ OR ) Logical Expression:
1 | InformaCast Desice Type IZ‘ Does E| Contain Z‘ Ignone Case E [ REMOE

'nnna

i r:m:un uroaTe B
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Step3 Sclect the Exclusions checkbox and click its Edit button. The Exclude Recipients pop-up window

appears.

Exclude Recipients

Filtes

Available Recipients (double click to select)

descnphan

= Mobility: Ryans [EMAL]

T Cisee IP Phone: Aute BOOE2, DiNe: BO0E2, SEPOD2E0944218F

= Mobility: developer [EMAIL, PHONE, 3MS)

T Cisco IP Phone: Auto B0082
- Cisco IP Phome Auto BO03E
i Cisco IP Phome: Aute BO0ZE
= | Cisco IP Phone: Auto 80003
*  Cisco IP Phone: Auto 80081
T Cizsco IP Phone: Auto BO0OBT

e Cisco IP Phone: Auto 80051

D=
Dhs
Dhs
DNz
Dhs
DOhe

Dhs

B00E2
80035
80028
B0008
20081
B00BT

SEPOM4FIER1BES
SEPO01T95484F 3E
SEPO02584 410002
SEPO0115CoT521
SEPB4168D51121
SEPODID4S2CDALCF

51, SEPD01AAZTAFFCI

Selected Recipents (double click to remove)

descrplion

NHo receeds found

=y

Step4 Filter your list by entering text in the Filter field. This text will be matched to values of the following
constraints, which can be held by your recipient:

Matching Parameter

Description

Communications Manager Calling Search

Space

Phones that match the specified search space.”

Communications Manager Cluster Name

Phones that match the specified Unified
Communications Manager cluster name.

Communications Manager Device Pool

Phones that match the specified pool.

Communications Manager Device Type

Phones that match the specified model, as
reported by the Unified Communications
Manager server.

Description

Recipients that match the supplied description
value. This is often a useful grouping tool because
you have control over the description of the
recipients in your system, so you can set up your
descriptions in ways that facilitate grouping.

The text you enter will be compared against the
Device Description entries of phones registered
with your Unified Communications Manager
server

Directory Numbers

Phones that match the supplied phone number(s)
assigned to them in the Unified Communications
Manager server.
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Matching Parameter Description

IP Address Recipients that match the supplied subnet
boundaries.

InformaCast Device Type Recipients that match in their functionality as an
IP phone.

Location Recipients that match the supplied location value.

Name Recipients that match the supplied name. Like the

Description parameter, you have control over
names, so they may useful for grouping, but
should be concise.

Partition Names Phones that match the supplied dial plan partition
assigned to each directory number, a.k.a. phone
number, assigned to an IP phone in Unified
Communications Manager.

a. Warning: If your site is using extension mobility, bear in mind that the calling search space, and even
the directory number, assigned to a phone can change when a user logs in. Because of this, you should
avoid using Communications Manager Calling Search Space as the criterion for setting up any
recipient groups that are supposed to reflect geographic (rather than personnel) divisions. For such
geographic divisions, IP Address is likely a better choice when extension mobility is a factor.

Step5 Double-click the recipients you want to exclude from your group to move them from the Available
Recipients area to the Selected Recipients area. You can also click on a recipient and click the Add link to
move it from the Available Recipients area to the Selected Recipients area.

InformaCast Virtual Appliance Basic Paging
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Step 6 Click the Submit button to apply your selection(s). The Add Recipient Group page now shows the
recipient(s) you selected.

Learm Home  Messages Recipiens Spe

Recipients | Edit Recipient Groups | Add Recipient Group
| A
‘LJ Name Humanities {required)
L
= Tags Add A Tag[=]

Select Reciplents
9 Individually (Er I
Cisco IF Phone: pl Site 1 Fancy Phane; DNs: 7300, SEP1C1TDI40F256
¥l Filter with Recipient Groups (En [l
Engish
History
¥ Ellter with Rulas
@ AND © OR © Logleal Expression:
1 | InformaCast Device Type IE‘ Does E| Contain E‘ phone Ignore Case E o
ADD 63
! Exclusions [ I

Cizco IP Phone: Auto 80082, DNa- 80042, SEPD00MF2EE1BES

vien O cancin B3 urea B

Step 7 Click the Update button if you are done creating your recipient group. Your recipient group is added
to InformaCast.

Je

Tip  Atany point, you can click the View button to list the recipients included in your recipient
group. Within the View Recipients pop-up window that appears, you can click the down arrow
next to a recipient and view its details.

If you would like to further refine your recipient group, continue with “Create a Recipient Group by
Selecting Individual Recipients” on page 4-15, “Create a Recipient Group by Selecting Multiple,
Existing Recipient Groups” on page 4-17 and/or “Create a Recipient Group Using Rules” on

page 4-20.

InformaCast Virtual Appliance Basic Paging
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Edit a Recipient Group

After you have added recipient groups to InformaCast, you may need to edit their information.

Je

Tip  If you upgraded from Basic to Advanced InformaCast, but then returned to Basic functionality and
you’re now seeing empty recipient groups and/or unsuccessful broadcasts, ensure that you have the
most up-to-date recipients by clicking the Update button on the Edit Recipient Groups page.

Step1 Go to Recipients | Edit Recipient Groups. The Edit Recipient Groups page appears.

Learm Home Messages Recipients Speakers

Recipients | Edit Recipi

- ureali @) Discover current IP phone information frem Cisco Unified Communications Manager [may be time consuming).

smomall ) Show Defunct Phones

£) Page bt ME Jump to page: @ Show 80 | results per page Fitter [T +]
ame ___________________________________JehonesActon |
{All Racipiants) 1 (et o O (ot B
English 1 Ccorr O omere 53
Histary a (en wn ) oaeE )
Humanities 10 e P cor 0 ouci [5)
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Step 2 Click the Edit button next to the recipient group you’d like to edit. The Edit Recipient Group page
appears.

émmrﬁu- u?mm! @ r:f'_‘% C; LTB m

Learn Home Maessages Recipients Speakers  Bells Admin Plugins

Recipients | Edit Recipient Groups | Edit Recipient Group

" A
“‘LJ Name Humanities {required)
v
.- Tags Add A Tag[=]
Select Recipients

9l individuatly (o
Cisco IP Phone: pl Site 1 Fancy Phone; Dhs: T900; SEP1C1TDI40F2B6
7 Filter with Recipient Groups (&l i)

English
History
¥ Filter with Rules
® AND = OR U Logical Expression

1 InformaCast Device Type |Z| Does Z| Contain Z| phone Ignone Caze |Z| [ rEmon.

And €3

Cisco IP Phone: Aulo 80082, DNs- 80082, SEP0004F2ZEB1BES

EN D r.anr.un ursatE

Step3 Make your desired changes. See “Create a Recipient Group by Selecting Individual Recipients” on
page 4-15, “Create a Recipient Group by Selecting Multiple, Existing Recipient Groups” on page 4-17,
“Create a Recipient Group Using Rules” on page 4-20, or “Add Exclusions to a Recipient Group” on
page 4-23 for more information on recipient group creation.

Step4 Click the Update button when you are finished.

InformaCast Virtual Appliance Basic Paging
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View Recipients in a Recipient Group

Once you have created a recipient group, you may want to review the recipients you’ve included.

Step1 Go to Recipients | Edit Recipient Groups. The Edit Recipient Groups page appears.

Advanced Notifica

Try Learm Home Messages Recipients Speakers Bells Adiin Plisgims:

G~

Recipients | Edit Recipient Groups

- ursat: B3 Discover current IP phone information from Cisco Unified Communications Manager [may be time consuming).

siowAlL ) Show Detunct Phones

) Pageiofi 1) Jump to page: 0 Show 50 results per page  Fifter: -unnol
O [ [ S
(Al Recipinis) 1 (e P (e O
English i "‘mrp “corr 0 "DH!ILB
Histary R0 - BE T
Humanities 10 ’m Ceon ) /DMLIL@
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Step 2  Click the Edit button of the recipient group you want to view. The Edit Recipient Group page appears.

ﬂ.ll\h!n('ﬁl Maotification £ ﬁ “'va—|I
0 & p & .
Leam Home Messages Recipents Speakers Balls Admin

Recipients | Edit Recipient Groups | Edit Recipient Group

- »
- HName Humanties (required)
L ame
- Tans Add A Tag[=]
Select Recipients

¥ Individually it
Cisca IP Phone: pl Site 1 Fancy Phona: DNs: T900; SEP1C1TD340F2BE
¥l Filter with Recipient Groups (Bt g

English
History
4! Fliter with Rules
% AND © DR U Logical Expression

1 | InformaCast Device Type |Z| Daes Z| Cortain z| phone lgniore Case E | e

{7T+)

Exclusions o I

vien 3 canci B ureati G
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Step3 Click the View button to list the recipients included in your recipient group. The View Recipients
pop-up window appears.

View Recipienis [x]
| Desciptve Text
= Cizco P Phone: Ryan Fowler, Dis: 30350, SEPQ06440B857448
™ Gisco P Phone: Auto B0006; Dis: 80008 SEP00115CHTI921
= | Cisco P Phone: Auto 80030; Dis: 80030; SEP00115CD8SF 24
| ™ | Ciseo P Phone: Auto 80089, DMs: 80089, SEPO0D42TERNG0S
- Cizco IP Phone: Auto 80025 DMs: 80025; SEP00250B5BETAS
| = | Cisco P Phone: Auto 80082, Ds: 80082, SEP00MF2ER1BES
™ | Cisco P Phone: Auto 80007, DMs: 80007, SEPO0ZTODAAGCAD

| ™ Cisco P Phone: pl Site 1 Fancy Phone, DNs: 7900, SEP1C1TD340F 206
= Cigco P Phone: Auto 80051, Dig: 80051; SEPI01AAZTAFFCE
*  Cisco P Phone: Auto 80062, Dis: 80062, SEPI0ZE9944218F
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1]

Descriptive Teot
Description
Repaorted IPv4 Address

Unified Communications Manager
Device Type

IC 4 style RegEx target

Unified Communécations Manager
Clustar Dascription

Authantication URL

Unified Communications Manager
Cluster Remate Description
Mame

Partition Names

Can Display Text

InfarmaCast Devica Typa

Unified Communications Managar
Device Pool

End User [dentifier
Directory Murnbers
IP Address

Unified Communications Managsr
Caling Search Space

Loacafion

ClscoPhone-55:5EPD

Cisco IP Phone: Phona 105064,
Dhis: 105064; SEPD

Phona 105064

35

name=3EPQ

dasc=Phone 105064
c=s=icva poal=Defaull

addr= typa=15

InformaCast

hitp.# B0 1 InformaC

astiphoneauth
qa-ucm 120

SEPD
[InfarmaCast]
trus
CiscolPPhans

Drefault

[105064]

hcva

Hub_None

Configure Recipients

Step4 Click the down arrow next to a recipient to view its details. The Target Details pop-up window appears.

Step5 Click the OK buttons in the Target Details and View Recipients pop-up windows to close them.

Step 6 Click the Cancel button to go back to the Edit Recipient Groups page or click the Update button to
save any changes you’ve made.
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Copy a Recipient Group

Step 1

When creating new recipient groups, you may want to start from a pre-existing recipient group that is
close to the configuration you’d like for your new recipient group and make small changes from there.

Go to Recipients | Edit Recipient Groups. The Edit Recipient Groups page appears.

Learmn Home Messages Recipients Speakers Bells Addimin Pligins

Recipients | Edit Recipient Groups

- ursati B3 Discover current IP phone information from Cisco Unified Communications Manager [may be time consuming).

som il ) Show Detunct Phones

£ Pagetot1 Mgy Jumpto page: 0 Show 50 results per page  Fitter: [T+
00 = |
(Al Racipients) R - NET T &
English 1 [ oo ¥ o O oaere [
Histary FRET - BCTT TN G )
Humanities 10 ’m ’T-o' /mm@
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Step 2  Click the Copy button next to the recipient group you’d like to copy. The Add Recipient Group page
appears.

® ©

Plugins Help
Log Cut
Recipients | Edit Recipient Groups | Add Recipient Group
" A
“‘LJ Name Humanities (copy) {required)
L
= Tags Add A Tag[~]

Select Reciplents
9 Individually (Er I
Cisca IP Phone: B Site 1 Fancy Phane, DNs: 7300, SEP1C1TDI40F266
¥l Filter with Recipient Groups (En [l
Engiish
History
¥ Ellter with Rulas
@ AND © OR © Logleal Expression:

1 | InformaCast Device Type IE‘ Does E| Contain E‘ phone Ignore Case E o

ADD 63
! Exclusions [ I

Cizco IP Phone: Auto 80082, DNa- 80042, SEPD00MF2EE1BES

vien O cancin B3 urea B

N

Note The Name field will automatically populate with the original recipient group’s name and
“copy” appended to it.

Step3 Make your desired changes. See “Create a Recipient Group by Selecting Individual Recipients” on
page 4-15, “Create a Recipient Group by Selecting Multiple, Existing Recipient Groups” on page 4-17,
“Create a Recipient Group Using Rules” on page 4-20, or “Add Exclusions to a Recipient Group” on
page 4-23 for more information on recipient group creation.

Step4 Click the Update button when you are finished.

InformaCast Virtual Appliance Basic Paging
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Configure Recipients

Defunct phones are recipients that are no longer available to Unified Communications Manager when
the regular polling interval occurs. Recipients can become defunct if they lose power and/or are
accidentally unplugged. A large number of defunct phones can degrade InformaCast’s performance,
and they should be removed.

When phones become defunct, they will display as “Defunct” in your list of recipients on the Add/Edit
Recipient Group page (see picture).

Plugins Help

Log Cut

Recipients | Edit Recipient Groups | Edit Recipient Group

Hame Humanities {required)
Tags Add A Tag[+]

Select Reciplents
¥ Individually (En P

Cisco IP Phona: Auta TOD033; DNs: T00033. SEPQDISSIDCTIEA
Defunct Device: CiscoPhone-55:SEPOMIFSFTE1BED

¥ Filter with Recipient Groups (il [Fg)

English
Histary

DR © Logical Expression
1 | InformaCast Device Type |z| Does EI Contain El phone

Cisco IP Phone: Auto 80082; DNs: B0082; SEPDI04F2ER1BES

ViEN ) ( canciL B vty

Sy

Ignore Case E )
Ano £
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Remove defunct phones by clicking the Recipients icon or going to Recipients | Edit Recipient
Groups. The Edit Recipient Groups page appears.

Advanced Hodification

e & B
By Try

Leam Home Messages Recipients Speakers  Balls Audrman Plugins.

Recipients | Edit Recipient Groups

- wroalp a Discover curment [P phene information frem Cisco Unified Communications Manager (may be time consuming).

‘sowalL () Show Defunct Phones

vious €3 Page 1 of 1 NECTHY Jump to page:| & showlFd  |results per page (T1+}
Al Devices 19 (e cors @) ouere B
First Floor 4 "(un comy O "niuT&B
Second Floar 17 (eon i (cor ©) (oakTe 5

£ Page tof1 B Jumpto page: 5 show(so results per page

Step 2  Click the Show All button near the top of the page. The Defunct Phones window appears.

m Click the Remove Dufon 1o delate from InformaCest all defunct phones displayed in
the fallowing st

Defunct Phones
Defunct Device: CiscoPhone-555EP00T15CAT8921

Step3 Click the Remove button. Your defunct phones are removed from any recipient group to which they

had been manually included or excluded.

N.

Note Recipient groups using rules do not recognize defunct phones as viable recipients for inclusion
in recipient groups.
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Delete a Recipient Group

Step 1

As your needs change, you may want to delete unused recipient groups from the system.

Go to Recipients | Edit Recipient Groups. The Edit Recipient Groups page appears.

Learm Home Messages Recipients Speakers Bells Adiin Plugins:

Recipients | Edit Recipient Groups

- ursat: B3 Discover current IP phone information from Cisco Unified Communications Manager [may be time consuming).

sHowalL ()| Show Defunct Phones

£ Pagetofi mii €y  Jump to page: 0 Show 50 results per page  Fifter: innd
a0 |Phones
(Al Recipients ) " 'r_wTD ur_r_o _ﬁim_i-
English 1 "LN:D "capro\”umrLB
Histary § @i o e
Humanities 10 ’m corr 03| Dum@

Step 2 Click the Delete button next to the recipient group you’d like to delete. The Delete Recipient Group

page appears.

Balls Agdmin Plugins

Log Ow

Recipients | Edit Recipient Groups | Delete Recipient Group

i A You have chosen to delete Humanites
Dielating this group will permanently remaove it from the recipient group list.

cancu, B3 ouin 5y

Step 3 Click the Delete button again. Your recipient group is removed.
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Configure Recipient Group Tags

Recipient group tags allow you finer control over the display results for recipient groups.

Add a Recipient Group Tag

Before you can filter recipient groups through tags, you need to add them to InformaCast.

Step1 Go to Recipients | Edit Tags. The Edit Tags page appeats.

Recipients | E

e Hew Tagis) | (camma-delimited)  (Aoo €y

< Mo Recipient Group Tags have been defined =

Step2 Enter a name for your tag in the New Tag(s) field. Separate multiple tag names with a comma.

InformaCast Virtual Appliance Basic Paging
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Step3 Click the Add button. The Edit Tags page now shows the tag(s) you added. When you assign your tags

to recipient groups, the number of recipient groups assigned to that tag will appear in the table.

5 =2 & O

Home Messages Reciplenis Speakers

Recipients | Edit Tags

Ng”
" taw Tagis) | (comrna-delimited) (Aeo €3
T 7 S LS
Business Group 1 i) .~ T © )
Financial Group 0 (eon [ sessre [5)
Markating Group 0 Tl .~ QT ©

Edit a Recipient Group Tag

Step 1

Once you’ve added recipient group tags, you may need to edit their names.

Go to Recipients | Edit Tags. The Edit Tags page appears.

Recipients | Edit Tags

S
‘." N Tagis) | (comrma-delimited) oo €Y
ame e ot Groups —acton
Business Group 1 ) .~ T © )
Financial Group 0 T P sur [
Markating Group 1] EDIT D peLETE 2]
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Step 2  Click the Edit button next to the tag you’d like to change. The Edit Recipient Group Tag page appears.

InformaCast

Tag Mama: Business Graup

CANCEL B

Step3 Make your changes.
Step4 Click the Update button. Your changes are saved.

Delete a Recipient Group Tag

As your needs change, you may want to delete existing tags from InformaCast.

Step1 Go to Recipients | Edit Tags. The Edit Tags page appears.

Balls Admin Plugins Hedp

Lu‘y‘ T

Recipients | Edit Tags

- NewT;p:s:.| (comma-gelimited) 8o

ame T o otGroups— Jasion |
Business Group 1 EniT D “BELETE B
Financial Group 0 [ eon [ eessre )

Markeating Group i et P (e )

Step 2 Click the Delete button next to the tag you want to delete.

InformaCast Virtual Appliance Basic Paging
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Step3 Click the OK button to accept the warning. Your tag is deleted.

Manage Recipient Administration

Recipient administration covers a number of topics that pertain the administration of your InformaCast
phones.

Configure Advanced Matching for Recipient Groups

InformaCast has a variety of powerful methods for creating very precise matches of recipients for
recipient groups:

e Subnet matching. For when you want to match all recipients on a particular network based on the
IP address range assigned to that network.

e Regular expressions. For when the value of a particular device parameter will let you select
devices, but in a more complex way than literally matching all of or part of the value. For example,
you may want to check that the description contains numeric digits, or a particular pattern of text
that would be tedious or impossible to set up as an individual rule.

Subnet Matching

When you are setting up a recipient group rule based on recipients’ IP addresses, in addition to the
normal matching types, you will see a Belong to Subnet choice. This allows you to include or exclude
recipients based on whether their network address falls within the range assigned to a particular
network.

To specify a subnet in IP networking, you need to provide two pieces of information: an address that
is part of the network, and information about how much of that address is allowed to vary. There are
a variety of approaches for formatting this information, and the one InformaCast uses reflects the
underlying Java networking system on which it is built.

To specity a subnet within InformaCast, supply an address and the number of “host bits” that should
be ignored in that address. For example, look at how you’d match a very common style of LAN, which
uses what is known as “Class C” addressing. In a Class C network, there are 24 bits of network address,
which are always the same, and eight bits that identify the host, so they vary from device to device. (IP
addresses always contain a total of 32 bits; when written in decimal notation with dots, as they ate in
InformaCast, each number contains eight of the bits).

So, assume your hypothetical network has a network address portion of 172.18.2 (since there are 24 bits
of network address information, there are three eight-bit numbers that make up the network portion).
Valid addresses on this network would range from 172.18.2.0 to 172.18.2.255 (although in practice
some of those addresses are reserved for special purposes, that goes beyond the depth of this
introduction.

To match this subnet in InformaCast, select IP Address from the first dropdown menu in the Filter
with Rules area, Does from the second dropdown menu, Belong to Subnet from the third dropdown
menu, and enter the pattern 172.18.2.0/8 in the fourth field. The portion before the slash is the sample
address that is part of the network, and the part after the slash tells InformaCast how many bits of the
address are used for host information. In fact, the last value in the network address doesn’t need to be
zero in this case—it could be any valid value, 0 to 255—and will be ignored, since all eight bits of that
value are reserved for host information.

InformaCast Virtual Appliance Basic Paging
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If you are coming from other tools that perform subnetting, or using one of the online subnet
calculators, keep in mind that they often work differently, placing the number of “network” or “mask”
bits after the slash. In the example above, using such a tool, you would see “172.18.2.0/24” instead of

what would actually work in InformaCast. To convert from network bits to host bits, you must subtract
from 32.

Trying to use a subnet pattern of “172.18.2.0/24” in InformaCast will match many more recipients than

you intend because it says that there are 24 host bits, meaning there are only eight network bits, so any
address from 172.0.0.0 to 172.255.255.255 will match.

#| Filter with Rulas
® AND T OR Logical Expression

1| IP Addresa |=)|Does =] Belong to Subnet [=] 172 18 2 0g lgnove Case =) [ Reou &

A00 £

Regular expressions are an extremely powerful way to specify patterns to be matched. InformaCast lets
you use them to choose recipients that belong in a recipient group. To use this feature you need to have
a solid basic understanding of the syntax and use of regular expressions, and in particular, the variety
used in the Perl programming language. This section does not attempt to provide this background
information. If you need a reference for Perl regular expressions, consider picking up Programming Per!
(O’Reilly & Associates) and looking at the relevant parts of Chapters 1 and 2. If you want to start at an
even more basic level, O’Reilly also publishes Learning Per/, and if you want a great deal of detail, depth,
and practical advice, they have an entire book on Mastering Regular Expressions.

The basic structure of an expression you will enter is as follows:
[m] /pattern/[i] [m] [s] [x]

The m prefix is optional and the meaning of the optional trailing options ate:

Option Description

i Case-insensitive match

m The input is treated as consisting of multiple lines

S The input is treated as consisting of a single line

X Enable extended expression syntax incorporating white space and comments

As with Perl, any non-alphanumeric character can be used in lieu of the slashes.

You'll generally want to match things regardless of whether they are uppercase or lowercase, so you’ll
usually want the trailing “i” option (regular expressions control whether matches are case-sensitive
directly, rather than using a checkbox in the rule to determine this). So, most recipient group regular

expressions will look like:

m/pattern/i
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For example, assume for a moment the descriptions of all recipients in your installation contain the
name of the corporate division in parentheses. To select everyone in Marketing, we want all recipients
whose description attribute contains the word “Marketing” surrounded by parentheses. Parentheses
have a special meaning in regular expressions, so you’ll have to escape them using backslashes, but other
than that, it’s pretty straightforward. Create a rule for the Description parameter to match this
expression:

m/\ (Marketing\) /1

(13424
1

This pattern searches the parameter for the string “(Marketing).” The “i”” modifier just means you don’t
care about capitalization, so “(marketing)” would match just as well. Of course, you wouldn’t need a
regular expression for this, you could just use a Contain match (using the dropdown menus and fields
provided in the Filter with Rules area) for “(Marketing).”

In something a bit trickier, suppose you want to have a group containing all phones whose extensions
are 27xx. In other words, four digits long, starting with “27.” Set up a rule with the Directory
Numbers parameter, and set it to match this expression:

m/27[0-9]1[0-91/

This rule will match any phone whose list of directory numbers contains the digit “2” followed by the
digit “7,” then any two additional digits.

These examples convey the basics of setting up regular expressions. The references cited at the
beginning of the section will help in constructing even more sophisticated and powerful expressions.

There’s a trick you can use to quickly see the data that is available for forming your regular expressions.
Within the Add Recipient Group page, set the rule to InformaCast Device Type Does Contain,
make sure there is nothing in the last field, and click the View button. This will open the View
Recipients pop-up window, showing you all the recipients about which InformaCast knows. You can
click on down arrow next to any recipient to pop up the Target Details window that shows you all the
parameters available that describe that recipient and their values. Once you've figured out how to
proceed, set the rule back to the parameter you want to use, pick Logical Expression for the
constraint, and start setting it up.

Manage Phone Updates

N.

Note

Phone updates allow you to configure the timing for two scheduled jobs of how often InformaCast will
update its phone information: build a list of registered phones and refresh a list of registered phones.

The time it takes for InformaCast to rebuild a list of phones is directly related to the number of phones
you have. During a build of registered phones, Unified Communications Manager’s SNMP service
obtains the IP address of all registered phones in the cluster. Because SNMP is throttled for each piece
of data it sends, minutes may pass if many thousands of phones are registered. By comparison, the AXL
requests used to refresh a list of registered phones are relatively quick.

Refreshing a list of registered phones picks up the changes to phones that use extension mobility as well
as other configuration changes, e.g. adding/deleting/ modifying a line, changing the phone description,
etc. Updates can be performed as frequently as once per minute or even disabled if desired.

Refreshing the list only updates the phones already in InformaCast’s phone cache. Newly registered
phones will not be seen in the cache until the next rebuild of registered phones.
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Step 1

Step 2

Step 3
Step 4

Step 5
Step 6

Configure Recipients

Go to Admin | Telephony | Cisco Unified Communications Manager Phone Updates. The
Cisco Unified Communications Manager Phone Updates page appears.

ERO T

Log Owt

Unified Communications Manager P

Admin | Telephony

F Build list of registered phones
This process craates a list of registered phones and involves querying Unified Communications Manager to obtain the configuration and IP
address for gach registered phane

If a field Is not required, leaving it blank means “every.” For example. leaving the Hour field blank would cause the update to be scheduled svery
hour of the day

Job Description: Phone Data Update

Second 0 {required)
Mirute: 13 {required)
Hour 124-hour time)
Month: | Every Month ¥
Dary of Month:

Week Day. Every Day v

Refresh list of registered phones
This process refreshes the configuration of previously regisiered phones. A refresh can be performed as frequantly as once per minute

Refresh Interval (minutes) 23 {Blarik or zero means do not perfarm refresh)

canci [E) urpett B

N

Note By default, building a list of registered phones will occur at 10 minutes past the hour, every
hour.

Enter numeric values in the Second, Minute, and Hour fields to specify when you’d like InformaCast
to rebuild its list of registered phones.

Select Every Month or a specific month from the Month dropdown menu.

Enter a numeric value in the Day of Month field if you’d like InformaCast to only rebuild its phone
information on a specific day.

Select Every Day or a specific day from the Week Day dropdown menu.

Enter a numeric value in the Refresh Interval (minutes) field. A positive numeric value enables
updates. Zero or no value disables updates.

[ Version 12.5.1

InformaCast Virtual Appliance Basic Paging i



| Chapter 4

Step 7

Configure Recipients

D.

Note Refreshing a list of registered phones picks up the changes to phones that use extension
mobility as well as other configuration changes. Refreshing the list only updates the phones
already in InformaCast’s phone cache. Newly registered phones will not be seen in the cache
until the next rebuild of registered phones.

Click the Update button. On the Overview page, you can see your changes reflected in the Phone
Updates section.

Determine the Busy State of a Phone with JTAPI

ND.

Note

Step 1

Cisco IP phones have become progressively less reliable at reporting whether they are in use during a
broadcast. For those small number of phones where it is very important to be sure that message audio
is always and only delivered if the phone is idle (a requirement for Basic InformaCast), it is now possible
to associate these specific phones with InformaCast’s application user, which will give InformaCast
more accurate information about their status. Unfortunately, because of scalability limitations within
Unified Communications Manager itself, it is not practical or possible to monitor all phones in
medium-to-large installations.

This procedure will only work when using Unified Communications Manager 8.x or newer. It is not
intended to be used with a medium or large number of phones, and must be applied in a targeted
manner.

Log into your Unified Communications Manager’s administrative interface and go to User
Management | Application User. The Find and List Application Users page appears.

bl Cisco Unified CM Administration RENMEREEY Cizco Unified CM Administration |+ | Gol

EI5€0  pur Cisco Unified Communications Solutions

ccmadministrator About Lagout

System » CalRouting »  Nedia Rgsources »  Voioe Wal »  Device « User = Buk * Help v

Find and List Application Users
r.'} A Hew

| Application user
Find Application User where User 1D | begins with & [Find] [ Giear Fiter ] IE |E|
o active quary. Plesss sntsr your sasrch eribaria uming the eptisns abeve.
[(add new )
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sl Cisco Unified CM Administration

cisco

For Cisco Unified Communications Solutions

System =  Cal fouting »

Wesdia Resources =

Voice Wal » Deviee =

Find and List Application Users

Add Hew Selectat [ Cearan - Deiete Seiecied
HH

- User * Buk

Configure Recipients

8l Cisco Unified ©M Administration |« §Ga

cemadministrator

Status
r 16 records found

[ Application User (1 - 16 of 16)

Rows per Page 5‘0 -

Find Application User where User 1D | begins with s

r
=

-~
-
-

_,
=
5

k

[[Add maw || Select &ll || Clearall ||

Delete Selacted

() (Seacier ] [#] (=]

Umer 10

PO OO O PEIEO O
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Step 2 Use the filters to search for the name of the application user you are using. Click the Find button. The
Find and List Application Users page refreshes with your results.
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Step 3

Step 4

Step 5

Configure Recipients

Click the User ID link of your user. The Application User Configuration page appears.

QPPN Cisco Unified CM Administration |w fGo )

Cisco Unified CM Administration
For Cisco Unified Communications Solutions.

atfuali
(4514

ccmadministrator About Lagout

System ~ Cal Aguting »  Nadis Ascurces =  Voics Wal ~  Devics ~  ApiCEIon U Nanagament =  Duk Adsinistration «  Help -

Application User Configuration

(i 5o P oo [ comy o avanew

LR EL FR I Back To Find/List » I Gof

Status
Add successful
— A User
User [D* Test | [__Edit Credential
Password #EE et
Confirm Password e

Digest Cradentials

Confirm Digest Credentials
Presence Group* | Standard Presence group |
[ Accept Fresence Subscription

[ Accept Out-of-dialog REFER

[ Accept Unsalicited hotification

[ Accept Replaces Hesder

— Dewice Informatio
Available Devices [
EmergencyRF

—1& Find more Phanes

MattS_CTT [ Find more Route Points ]
RelicastR#
SEPOOOSBEDSNS5C w [___¥ind more Pilot Points |
A
Controfled Devices | g aficastCTlpart
RapCTl

— CAPF Inf
Associated CAPF Profiles |

Yiew Details
— Par Information
Groups
P
FAoles

i) il

@ ¥_ indicates required item.

Scroll down to the Device Information area. Highlight all of the phones on which you would like to
enable JTAPI monitoring and click the down arrow to move them into the lower box. All phones in
the lower box will look to JTAPI for their current phone status.

Dewvice Information
Available Devices [ sepgo1£13acroeL

A Find mors Phanss

SEPDO1E4AS2SFED

SEPI03094CIFI0C Find more Route Points ]

SEP243523452345

SEP437143214321 « | Find more Filot Foints |
W

Controled Devices | elicastcT Ipart

Click the Save button to save your changes.
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Manage Broadcast Parameters

Set whether InformaCast uses JTAPI or HTTP when communicating with Unified Communications
Manager and ensure that there is a valid multicast address (or range of addresses) for InformaCast’s use.

Step1 Go to Admin | Broadcast Parameters. The Broadcast Parameters page appeats.

Advanced Motificaton

@ S B
Buy Try

Leam

(required)

(required)

See <hitp iy iBna orglasgnments multicast-sddresses>

irzgquired)

(AT x ) UPDETE £

Step2 Determine how InformaCast will communicate with your IP phones:

e If you leave the Send Commands to Phones by JTAPI checkbox unselected, InformaCast
communicates directly with your IP phones over HTTP. Each time InformaCast sends a broadcast
to a phone, it shares a unique, one-time token to validate its communication. One-time passwords
enhance the security of the HTTP communication between InformaCast and Unified
Communications Manager by pairing your device’s name with an ever-changing password instead
of static application user credentials. If you leave the Send Commands to Phones by JTAPI
checkbox unselected, you must have also enabled web access for your phones.

e Ifyou select the Send Commands to Phones by JTAPI checkbox, InformaCast uses JTAPI to
communicate with your Unified Communications Manager cluster, which then uses SCCP or SIP
to pass on the actual activation commands to your IP phones. If you select this checkbox, you must
have also selected the Standard CTT Allow Control of All Devices checkbox when configuring
your application user (see Create an Application User).

See this article for more information on the pros and cons of JTAPI vs. HTTP.

If you select the Send Commands to Phones by JTAPI checkbox, the Create Telephony Terminals
for all Phones checkbox becomes visible.

Step3 Sclect the Create Telephony Terminals for all Phones checkbox if you want to create CT1 terminals
for all phones in the primary cluster, which can improve phone activation times during broadcasts.

InformaCast Virtual Appliance Basic Paging
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Step 4

Step 5

Step 18

Configure Recipients

CTT terminals represent telephones in JTAPI; InformaCast can manipulate these phones (e.g. make
calls, check their line states, send commands to them, etc.) through JTAPI. With the Create Telephony
Terminals for all Phones checkbox enabled, every time InformaCast builds its phone cache, terminals
will be created for any newly registered phones while terminals will be destroyed for phones no longer
in the cache. If you switch back to creating terminals on an as-needed-basis or decide to no longer
enable the Send Commands to Phones by JTAPI checkbox, all CTT terminals will be destroyed. The
same holds true if you change the primary cluster to another cluster.

D.

Note Unified Communications Manager limits an application user to 10,000 devices. If your primary
cluster contains more than 10,000 phones and you select the Create Telephony Terminals
for all Phones checkbox, InformaCast will fall back to creating terminals on an as-needed
basis. This situation, if it occurs, will be logged in the Performance log, which is viewable by
going to Help | Support and clicking the Performance Log link in the Too/s section.

Verity that there is an entry in the Starting Multicast IP Address and Ending Multicast IP Address
fields. This is the address that InformaCast will use to send IP multicast packets when broadcasting
audio messages to IP phones. You will need to ensure that your network is configured to treat this
address as a multicast address, and that your switches mark traffic to this address from InformaCast as
having the highest priority.

.

Note The multicast IP address needs to be a valid IP multicast address, not your subnet’s IP broadcast
address. The default address InformaCast provides usually works; don’t change it unless you

have checked with your network administrator.

Alternatively, you can enter a range of IP addresses in the Starting Multicast IP Address and Ending
Multicast IP Address fields, which will cause InformaCast to cycle through this range of addresses,
using the next address in the range for each broadcast. You will need to ensure that your network is
configured to treat each address in this range as a multicast address and that your switches mark traffic
to this address range from InformaCast as having the highest priority.

ND.

Note Click the https://www.iana.org/assienments/multicast-addresses/multicast-addresses.xhtml
link for information on how multicast addresses are assigned.

Enter a numerical value in the Multicast TTL field to set the multicast time-to-live value used with
RTP streams. Time-to-live is the number of routers that an RTP packet can be passed through on a
network. Each time it goes through a router, the time-to-live is decremented. When it reaches zero, the
packet won’t pass through any more routers. The default value is 16.

Select the Send Silence with DialCast IVR checkbox to allow the DialCast IVR to send RTP packets
that contain silence to the caller after the IVR has finished interacting with it.

A DialCast call consists of two audio streams: one contains the audio sent by the calling party to
InformaCast and heard during the broadcast, and the other contains the audio sent by the DialCast IVR
and heard by the caller. Sending silent RTP packets is necessary in some circumstances when the party
making a DialCast call needs to receive audio during the entire call in order to prevent it from
terminating the call due to perceived inactivity. Without enabling this checkbox, the DialCast IVR will
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only send audio to the caller when welcoming the caller, authenticating the caller, etc. For the rest of
the call, no audio will be sent, and callers may interpret silence as indicating the call is over and terminate

the call.

Step 19 Click the Update button to save your changes.

InformaCast Virtual Appliance Basic Paging
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Configure Messages and Broadcasts

InformaCast allows you to send a live audio broadcast through its DialCast functionality combined with
proper session initiation protocol (SIP) configuration.

When working with messages and broadcasts, you can:

“Manage Messages” on page 5-1

“Manage SIP Functionality” on page 5-4
“Manage DialCasts” on page 5-48

“Send a DialCast/Broadcast” on page 5-53
“Cancel a DialCast/Broadcast” on page 5-54
“Manage Call Detail Records” on page 5-55

Manage Messages

Messages are the basis of any InformaCast broadcast. A message predefines the characteristics of the
broadcast.

A message can be composed of text, audio, or both; however, with Basic InformaCast functionality, you
only have access to Live Audio broadcasts. In these messages, the audio is not recorded at all; it is
streamed to recipient groups in real time when the message is broadcast. These broadcasts will skip any
phones that are in use when the broadcast occurs, wait until all recipients capable of playing audio are
ready to play the broadcast, play the broadcast at the volume at which the phone is set when the
broadcast occurs, and if there are simultaneous broadcasts attempted, will play the first broadcast first
(the second broadcast will be bumped) With Advanced InformaCast, you’d have access to all the
messages described in the following table.

Message Type Description

Text These messages consist of only text and appear on the phone’s display
and in a pop-up window on computers running the InformaCast
Desktop Notifier.

Text and Pre-recorded These messages have the same display features as Text messages, but

Audio add an audible component.

Text and Live Audio These messages are the combination of a Text message (whose content

is predetermined, although it may be dynamic) with Live Audio that is
streamed to recipient groups in real time when the message is broadcast.

[ Version 12.5.1
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Message Type

Description

Text and Ad-hoc Audio

These messages are the combination of a Text message (whose content
is predetermined, although it may be dynamic) with an Ad-hoc Audio
message, whose content is determined when the message is broadcast.
Ad-hoc broadcasts can be sent immediately after the audio is recorded
or they can be entered into a queue and sent when a predetermined
percentage of recipients are available to play the broadcast. Outside of
a queue, these broadcasts are used to rapidly respond to unpredictable
events. In a queue, these broadcasts offer a high degree of confidence
that they will be heard by their recipients even during times of high
broadcast traffic.

Pre-Recorded Audio

These messages are audio only and are sent to the specified combination
of phones, IP speakers, and computers running the InformaCast
Desktop Notifier. These messages have no display component; they do
not affect the display of the phone (other than a small animation
showing incoming stream activity, and the illumination of the Mute and
Speaker lights during the audio broadcast).

Live Audio

In these messages, the audio is not recorded at all; it is streamed to
recipient groups in real time when the message is broadcast.

Ad-hoc Audio

These messages are a form of Audio message in which the audio is not
recorded in advance; instead, it is recorded each time the message is
sent. Ad-hoc broadcasts can be sent immediately after the audio is
recorded or they can be entered into a queue and sent when a
predetermined percentage of recipients are available to play the
broadcast. Outside of a queue, these broadcasts are used to rapidly
respond to unpredictable events. In a queue, these broadcasts offer a
high degree of confidence that they will be heard by their recipients even
during times of high broadcast traffic.

Talk and Listen

Talk and Listen messages allow any phone in a recipient group to speak,
in real time (“live”), to all the other phones receiving the broadcast by
pressing a Talk softkey. Other listeners can respond by pressing the
Talk softkey on their own phones.
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Click the Messages icon or go to Messages | Send or Edit Messages. The Send or Edit Messages
page appears.

€8 Page 1of1 Jump to page:
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* Message delivery is synchronized. it will start after a delay, and play only once

With Basic InformaCast functionality, you can view all of the potential InformaCast messages, but you
cannot configure any of them unless you have Advanced InformaCast functionality. Contact Singlewire
to obtain an Advanced InformaCast license, which is available as a free trial or for purchase, and gain

access to all of InformaCast's functionality.
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Aside from viewing potential InformaCast messages, you can also view active broadcasts by clicking
the View button (only visible on the Send or Edit Messages page when there is an active broadcast)
and cancel any ongoing broadcasts (see “Cancel a DialCast/Broadcast” on page 5-54).

Manage SIP Functionality

N.

Note

D.

Note

D.

Note

Session Initiation Protocol (SIP) is supported by a growing number of PBXs and telephony devices,
and provides InformaCast with the capability to receive SIP calls, allowing other SIP devices (in this
case, Unified Communications Manager) to locate and call InformaCast. InformaCast’s SIP
functionality provides these important features:

e Access control. Controls the devices from which InformaCast will accept SIP packets.

e Authentication of incoming requests. Allows incoming SIP requests to be authenticated using
digest authentication.

e Secure signalling. Enables the exchange of SIP messages in a secure fashion by using the
Transport Layer Security (TLS) protocol.

e Secure media. Used in conjunction with secure signalling, enables the exchange of RTP packets
and DTMF tones in a secure fashion by using Secure Real-time Transport Protocol (SRTP).

e Authentication challenges. Enables InformaCast to respond to authentication challenges issued
by other SIP devices when sending a request.

In order to configure SIP functionality, you will need to configure a SIP trunk and InformaCast’s SIP
pages.

If you are running Unified Communications Manager in mixed mode and you want calls to and from
InformaCast to use encrypted media, you must configure SRTP support (see “Enable SIP Call
Security” on page 5-38).

In the past, CTT route points were recommended for use with DialCast functionality. For easier
troubleshooting, it is now recommended that DialCast functionality be used in conjunction with SIP
instead. You should update your DialCast configurations accordingly.

If you were previously using SIP and you had configured it to work with TLS, you will need to select
the Secure Signaling Required checkbox on the SIP Call Security page before any InformaCast
features using SIP will work (see “Enable SIP Call Security” on page 5-38).

Configure a SIP Trunk

Configuring a SIP trunk is comprised of three basic components: a SIP trunk security profile, the SIP
trunk itself, and a route pattern.

When configuring a SIP trunk, you can choose between a non-secure SIP trunk (TCP only) or a secure
SIP trunk (TCP with TLS).
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For a non-secure SIP trunk, follow these steps:
e “Add a SIP Trunk Security Profile” on page 5-5
e “Add a SIP Profile” on page 5-8
e “Add a SIP Trunk” on page 5-11
e “Add a Route Pattern” on page 5-33
For a secure SIP trunk, follow these steps:
e “Manage SIP Certificates to Facilitate TLS Protocol” on page 5-13
e “View the InformaCast SIP Certificate” on page 5-14
e “Install the InformaCast SIP Certificate on Unified Communications Manager” on page 5-15
e “Add a SIP Trunk Security Profile That Uses TLS” on page 5-21
e “Add a SIP Profile” on page 5-8
e “Add a SIP Trunk That Uses TLS” on page 5-24
e “Install Unified Communications Manager Certificates on InformaCast” on page 5-27

e “Add a Route Pattern” on page 5-33

Add a SIP Trunk Security Profile

.

Note

Step 1

A SIP trunk security profile specifies things such as the transport protocol to be used, whether digest
authentication should be performed, etc.

If you want to use TLS with your SIP trunk, follow the steps in “Add a SIP Trunk Security Profile That
Uses TLS” on page 5-21.

Open aweb browser and log into the administration interface of the Unified Communications Manager
server (the address will be similar to https://<Unified Communications Manager IP
Address>/ccmadmin). The Cisco Unified CM Administration page appears.

ilinli,  Cisco Unified CM Administration
€550 ko Cisco Unified Communications Solutions

System = CalAoutng = MediaAesources =  Vooe lal = Deviee = = Llszr = Buk * lep v

Cisco Unified CM Administration

Copyright @ 1959 - 2008 Cisco Systems, Inc.
A righta reserved.

This product contsins cryptographic festures and is subject to United States and local country laws gowverning impart, expart, transfer and use. Delivery of Cisos cryptographic products
doss nat imply thard-party authority to import, export, dstribute or use encryplion, IMporbars, exporters, distributors and users are responsible for compliance with U.S. and local country
laws. By using this product you agres ta comaly with apglicable kaws and regulations. IF you are unable ta comply with U.S, and local laws, return this product immediately.

A summary of U.5. laws governing Cisco cryptographic products may be found at: hitpa//
I you require further assistance please contact us by sending email to exporti@osco.com.
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Step2 Go to System | Security | SIP Trunk Security Profile. The Find and List SIP Trunk Security
Profiles page appears.

] Cisco Unified CM Administration = §iG0

alli Cisco Unified CM Administration
CISEQ  pFur Cisco Unified Communications Solutions

coemadministrator

Buk Admnisiraten +  Melp =

System = CalAputng = MedmAesources = VeceMal = Devies =  Appication = User Wanagement =
Find and List SIP Trunk Security Profiles

DR Add Hew

SIP Trunk Security Profile
Find SIP Trunk Security Profile whers Mame v begins with -+ (Find!] [ Clear Fiter_| [ | [=]
Mo sctive guery. Flease anter your search critens using the options abave.

Click the Find button. The Find and List SIP Trunk Security Profiles page refreshes with a list of SIP

trunk security profiles.

Step 3

| Cisco Unified CM Administration - §Ga

alh,  Cisco Unified CM Administration

cisco
For Cisco Unified Communications Solutions comadministrator

System » CalAoutng » MedlafAesources »  VoceMal » Device »  Application =  Liser Wanagement »  Buk Admnistraticn = Help +

Find and List SIP Trunk Security Profiles

Status
[@ 1 recards found

Rows per Page 50 = |

SIP Trunk Security Profile (1 -Iof1)
Find 517 Trunk Security Profile where Name = begins with = “Find Clear Filtar =
= Mama ~ Dascription Cony
o

r Non Sgcure SIP Trunk Profile Naon Sacure SIP Trunk Prafile suthanticated by null String

- [ AddMew || Selectall || Clear all || Delete Sclected |

InformaCast Virtual Appliance Basic Paging i
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Step 4

Step 5
Step 6
Step 7

Step 8
Step 9
Step 10
Step 11

Configure Messages and Broadcasts ||

Click the Copy icon in the row of your default profile, Non Secure SIP Trunk Profile. The SIP Trunk
Security Profile Configuration page appears.

QPPN Cisco Unified CM Administration « i Go

aliih,  Cisco Unified CM Administration

Eisco . .
For Cisco Unified Communications Solutions s dialad e Al e

System =  CalFouting »  WMedia Rescurces »  Voice Wail »  Davics »  Applicalion +  User Management »  Buk Adminisirafion +  Help

SIP Trunk Security Profile Configuration Related Links: EE L IL LT o 29

RED

Status
[@ Sratus: Ready ‘
— SIP Trunk Security Profile [

Name* Mon Secure SIP Trunk Profil

Description Mon Secure SIP Trunk Profile authenticated by null Stri

Device Security Mode Mon Secure -

Incoming Transport Type®  Top.UDP .
Qutgeing Transpert Type TCP -

[ Enable Digest Authertication
Nonce Validity Teme (rmins)™

¥.505 Subject Name
Incoming Port™ 5080
L_| Enable Application Level Authorization
[ ccmpt Fresence Subscription
Accept Out-of-Dislog REFER
Accapt Uneslicited Metification

Accapt Replaces Haader

[Bave]

@ *. indicates required kem.

Enter a unique name for your SIP trunk security profile in the Name field, e.g. InformaCast.
Enter a description of your SIP trunk security profile in the Description field.
Select Non Secure from the Device Security Mode dropdown menu.

Once you select a Device Security mode, the Incoming and Outgoing Transport Type fields will
automatically fill with information.

Select TCP or UDP from the Outgoing Transport Type dropdown menu.
Leave the Incoming Port field as 5060.

Select the Accept Unsolicited Notification checkbox.

Click the Save button.
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Add a SIP Profile

The Eatly Offer support for voice and video calls parameter, available through a SIP profile, should
be set to Best Effort (no MTP inserted) or enabled (depending on your version of Unified
Communications Manager) to ensure efficient SIP call setup and media routing,.

Step1 Go to Device | Device Settings | SIP Profile. The Find and List SIP Profiles page appears.

aliln  Ciseo Unified CM Administration
cisco

Sl Cisco Unified OM Administration ¥

For Cisco Unified Communications Solutions Search Documentaton About Logout

System ~  CalRouling ~  Medis Ressurces ~  Advanced Fesbores ~ Devics « " - Maar -  Buk = * Help =

Find and List SIP Profiles

I%i Add New
| SIP Profile

Find S1P Profile whare | Nams * | baging with ¥ |_Find || Claar Filtar || 5 || = |

P activve quary. Pleass entar your saarch critaria wting the optisns sbove.
add Hew

Step 2  Click the Find button. The Find and List SIP Profiles page refreshes.

aliln  Cisco Unified CM Administration
cisco

EEERE S Cisco Unified CM Administration ¥

For Cisco Unified Communications Solutions cemadministrator Search Bocumentaban About Logout

System » CallRouting =  Media Rescurces = ddvanced Feabwes =  Device - User *  Buk - Hep

Status
{@ 8 records faund

i SIP Profile (1 - 8 of 8) Rows per Page 50 7
Find SIP Profile where | Hame ¥ | begine with ¥ | Find || Clear Filber || ofs || ==

Mama ~ Description Capy

(A 51P B ICWA 51F Profile needed for SRTP enabled ICs [is3

Default SIP Profile Iy

SIP Trumk Profile Default TP Prafile Iy

r P i Default SIF Profile Ity

Standard S1P Profile For Cisco YEE Default SIF Frofile For Cisco Video Communication Server I

Standard SIP Profile For Telefresen pnferencing Default SIP Profile For Cisce TelePresence Conferencing [icY

tandard SIP Profile For TelePrasence Endpoint Dafault SIP Profile For Cisco TelsPrasance Endpoint my

. { i Blio b o Default SIF Profile for Mobile Device Ity

Add New || Select all | Clear All || Delete Selected
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Step3 Click the Standard SIP Profile link. The SIP Profile Configuration page appears.

" Cisco Unified CM Administration PR Cicco Unified CM Administration ¥
CIS€Q  Fyp Cisco Unified Communications Solutions cemadministrator  Search Documentsbon  About  Logout
Sysem w  CalRoulieg »  Media Rescurces »  Advanced Featwres v  Device v - User - Buk - Hep v

r Status

@ Status: Ready

@AII SIP devices using this profile must be restarted before any changes will take affect.

rSIF Profile Inf

fiame* Standard SIP Prafile

Description Default SIP Profile

Default MTP Telephony Event Payload Type® 101

Early Offer for G.Clear Calls® Disabled b
User-agent and Server header information® | 5end Undied CM Version Information as User-Agen ™
Wersion in User Agent and Server Header™ | Major And Minor b
Diial String Interpretation™ Fhone number consists of characters 0-9, *, =, anc ¥
Corfidential Access Level Headers™® Disabled v

Redirect by Applicaton

Disable Early Media on 180

Outgoing T.38 INVITE include audio mline

Wsa Fully Qualified Domain Nama in SIP Requasts
Asgured Services SIP conformancs

SOP Information

S0P Session-level Bandwidth Modifier for Barly Offer and Be-invites® | TraS and a5 A
SOP Transparency Profile < Hone = A
Accept Audio Codec Preferences in Received Offer® Deafault -

Require SDP Inactve Exchange for Mid-Call Media Change
Alow RR/AS bandwidth modifier (RFC 1558}

- Trunk Specific C

Reroute Incoming Reguest to new Trunk based on® Never b
RSVP Qver SIP® Lacal RSP T
Resource Priority Mamespace List < Mone = v

1 Fall back ta local RSVP

SIP Rellxx Options* Desabled v

video Call Traffic Class® Mixwrd v

Calling Linz Identification Presentation® Default ¥

Session Refresh Method™ Irwite ol

Early Dffer support for vaice and video calls® Dasabled (Cefault valus) bl
Enable AHAT

Dieliver Conference Bridge 1dentifier

Allow Passthrough of Configured Line Device Caller Information
Raject Ananymaus Incaming Calls

Reject Anonymous Qutgaing Cally

Send ILS Learned Destination Route String

onfig | | A

(@) = indicates required item.

InformaCast Virtual Appliance Basic Paging
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Step4 Click the Copy button. A SIP Profile Configuration page appears.

liiln  Cisco Unified CM Administration [ERPECEAN Cicco Lnified CM Administration ¥

€IS€Q  Fur Cisco Unified Communications Solutions. cemadministrator rch Documentsban  About  Logout

Syswm »  CallRouling »  Media Rescurces »  Advanced Featres = Device v - User - Bk - Help
SIP Profile Configuration [YEITIEY Back To Find/List  * | Go |
[D Copy {E'm & Fop Contg q}amuw

- Status

@ Status: Ready

@AII SIP devices using this prafile must be restarted before any changes will take affect.

rSIF Profile Inf

Name* Standard SIP Prafile

Description Default SIP Profile

Default MTP Telephony Event Payload Type® 101

Early Dffer for G.Clear Calls® Disabled L]
User-agent and Server header information® | 5end Undied CM Version Information as User-Agen ™
Version in User Agent and Server Header® | Major And Minar b
Dial String Interpretation™ Phone number consists of characters 0-9, *, =, anc ¥
Confidential Access Level Headers™ Drisabled i

Redirect by Applicaton

Disable Early Media on 180

Outgoing T.38 INVITE include audio mline

W Fully Qualified Domain Name in SIP Ragquasts
Asgured Services SIP conformancs

SDF Information

S0P Session-level Bandwidth Modifier for Barly Offer and Be-invites® | TraS and a5 bl
SOP Tramsparency Profile < Hone = v
Accept Audio Codec Preferences in Received Offer® Default b

Require SDP Inactve Exchange for Hid-Call Media Change
Allow RR/AS bandwidth modifier (RFC 3558}

- Trunk Specific C

Reraute Incoming Reguest to new Trunk based on* Never b
RSVP Qver SIP® Local RSVP hd
Resource Prionty Namespace List < MNone > v

™ Fall back ta local RSVP

SIP Rel1xx Options* Dusabled ¥

video Call Traffic Class® Mixwrd v

Calling Line Identification Presentation® Default ¥

Session Refresh Method® Inwvite hd

Early Offer suppart for vaice and video calls ™ Disabled (Default value) i
Enable AMAT

Dieliver Conference Bridge 1dentifier

Allow Passthrough of Configured Line Device Caller Information
Raject Anonymaus Incaming Calls

Reject Amonymaous Outgaing Calls

Send ILS Learned Destination Route String

Copy | | Reset | | Apply Config | | Add Mew

(@) = indicates required item.

Step5 Enter a name for your SIP profile in the Name field, e.g. ICVA SIP Profile.
Step 6 Enter a description of your SIP profile in the Description field, e.g. SIP Profile for SRTP.

Step7 Scroll down to the Trunk Specific Confignration section and select Best Effort (no MTP inserted) from
the Early Offer support for voice and video calls dropdown menu.

ND.

Note If you’re using Unified Communications Manager 10.0.1, the dropdown menu is a checkbox:
select the Early Offer support for voice and video calls (insert MTP if needed) checkbox.

Step 8 Click the Save button.

InformaCast Virtual Appliance Basic Paging
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Add a SIP Trunk

ND.

Note

Step 1

Step 2

Step 3

Configure Messages and Broadcasts W

Use the following steps to create a SIP trunk that uses the security profile you just created.

If you want to use TLS with your SIP trunk, follow the steps in “Add a SIP Trunk That Uses TLS” on
page 5-24.

Go to Device | Trunk. The Find and List Trunks page appears.

alih,  Cisco Unified CM Administration OPMIRRERY Cisco Lnified M Administration - | Go

EI5€0  pur Cisco Unified Communications Solutions:

cemadministrator

System = CalFoutng » Medafesources = VoiceMal = Device »  Apghcotion = User Management =  Buk Admnisiration = Help =

Fimd and List Trunks
G Add bew

Trunks
Find Trunks where Device Name - begins with = [Find] [ Clear riter | [ |[=]
Sedect item or enter search text =
Mo active query. Flease anter your search aitesia using the options above.
Add Naw |

Click the Add New button. The Trunk Configuration page appeats.

aliali,  Cisco Unified CM Administration [N o Unified CM Adeministration
ci1sco

For Cisco Unified Communications Solutions comadministrator

System = CalRouting * Media Respurces »  Advanced Festures » Device =  Applcation =  UserMansgement =  Buk Admimistraion = Hep =

Trunk Configuration Related Links: [arleiad 51
B s

— Status

(@) stetus: meady

— Trunk
Trunk Type® SIP Trunk .

Device Protocal * sIP
Trunk Service Tvpe® yone(Default) =

= !Nm'

@ *- indicates required itern.

Select SIP Trunk from the Trunk Type dropdown menu.
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Step 4
Step 5
Step 6

Configure Messages and Broadcasts

Ensure that SIP appears as the Device Protocol dropdown menu selection.
Leave the Trunk Service Type dropdown menu at its default of None(Default).
Click the Next button. The Trunk Configuration page refreshes.

alili,  Cisco Unified CM Administration
EISE0  for Cisco Unified Communications Salutions

Cisco Unified CM Administration ¥

cemadministrator

Systers v  Cal oulieg »  Media Rescwrces w  Advanced Featwes = Device w  Apphcaion »  User Managemen! =  Bult Administation »  Help =

Status
[@ o ‘
Device Inf

Product: S1P Trunk

Device Protocal: SIP

Trunk Swrvick Type
Digwice Mame*

Q516 Vanant®

ASN.1 ROSE OID Encoding®

Packet Capture Mods*

Packet Capture Duration
Media Termanation Poent Regured

#I Retry Video Call as Audio

Path Replacement Support
Transmit UTF-3 for Callng Party Name
Transmit UTF-8 Names in G516 APDL

Unattended Part

Consider Traffic on This Trunk Secure®
Route £lass Signaling Enabled®
Use Trusted Relay Point*

PSTH Access

Fun On Al Actve Unified CM Nedes

SATF Allowed - When this flag is checked, Encrypted TLS needs to be configured in the network to

Manw{Dafault)

Description

Device Pool® == Not Selected -» b
Comman Device Configuration Hane > .
call Classification™ Use Syster Defauk ]
Media fessurce Group List < Mane > 5
Location * Hub_Nene L
AAR Group = Mane = v
Tunmeled Protocol® Hone r

whan uging bath sRTP and TLS

Default
Default

provide end to end security. Failure to do so will expose keys and other mformation.

v

I Routing

# Remote-Party-1d
# Asserted-ldentity
Asserted-Type* | Default
SIPPrivecy* | Default

BLF Presence Group™
SIP Trunk Securdty Profie®
Reroutng Calling Search Space

Standard Presence group
-- Mot Selected --

= None =

Qut-0f-Dialeg Refer Calling Search Space | < None =

SUBSCRIBE Calling Search Space
SIP Profile *

< None =
-- Not Selected --

DTMF Signaling Methad® Mo Praference

rInbaund Calls
Significant Digia* all x
Connected Line 1D Presentation® ' Default L
Connected Name Presentation®  Default v
Calling Search Space = Nane = il
AAR Calling Search Space < Nore > »
Prefic DN
Radirecting Diversicn Header Delivary - Inbound
51
— Desti
Destination Address is an SRV
Destination Address Destination Address TP Desbination Port Sitakus.
1% S060 WA
HTP Preferred Originating Codec® 711ulaw bl

Sawe |

@ *- indicates required item.

@ **. Device reset is not required for changes to Packet Capture Mode and Packet Capture Duration,
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Step 7
Step 8

Step 9
Step 10

Step 11

Step 12
Step 13

Step 14

Step 15
Step 16

Configure Messages and Broadcasts ||

Enter a name for your SIP trunk in the Device Name field, e.g. InformaCast.

Select the device pool you created in “Create a Device Pool” on page 2-53 from the Device Pool
dropdown menu.

Select the Run On All Active Unified CM Nodes checkbox.

Scroll down to the [nbound Calls area and select the calling search space you created in “Create a Calling
Search Space” on page 2-56 from the Calling Search Space dropdown menu.

Scroll down to the SIP Information area and enter InformaCast’s IP address in the Destination Address
field.

Ensure that the value in the Destination Port field is the same as listed in Step 9 on page 5-7.

Select the SIP trunk security profile that you created in “Add a SIP Trunk Security Profile” on page 5-5
from the SIP Trunk Security Profile dropdown menu.

Select the SIP profile you created in “Add a SIP Profile” on page 5-8 from the SIP Profile dropdown

menu.
Click the Save button.
Proceed to “Add a Route Pattern” on page 5-33.

Manage SIP Certificates to Facilitate TLS Protocol

.

Note

This section is optional depending on the security of your environment.

The TLS protocol is used by SIP to provide secure signalling between SIP endpoints. Using TLS
between two SIP hosts first requires the sending host to make a TCP connection with other host. Once
the TCP connection has been made, the two hosts must agree upon an encryption protocol and cipher
suite to be used when exchanging encrypted data with each other. Next, the two hosts must prove to
each other that they are who they represent themselves to be. This process involves each host passing
its identity certificate to the other host, thereby proving its trustworthiness since a copy of that
certificate already resides in the other host’s cache of trusted certificates. Once these steps have been
successfully completed, the two hosts are ready to exchange SIP requests and responses between
themselves over a secure channel.

It is essential that the InformaCast certificate be downloaded and installed at each host that expects to
use TLS as its SIP transport protocol with InformaCast. It is also essential that a certificate from each

of those same hosts be uploaded to InformaCast. You will also need to modify it and its security profile
to use TLS.

When InformaCast is first installed, the key store only contains an RSA self-signed certificate for
InformaCast. Hach certificate in the certificate cache has an alias assigned to it. The alias is assigned
when the certificate is uploaded and is set to be equal to the lowercase value of the common name in
the certificate’s subject line (i.e. CN=...).

[ Version 12.5.1
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View the InformaCast SIP Certificate

Use the following steps to view the SIP certificate for InformaCast.

Step1 Go to Admin | SIP | SIP Certificates. The SIP Certificates page appears.

Leam Home Messages peakers Adl;lin Plugins Hesipe

Tog Ot

SIP Certificates

(‘ ( Cerificates used when establishing secure 5IP connections between InformaCast and other SIP devices.
s i
informacast [CE=AETTTY § )

D.

Note InformaCast installs with its own SIP certificate.

InformaCast Virtual Appliance Basic Paging
[ Version 12.5.1 .m



| Chapter5

Configure Messages and Broadcasts

Step2 Click the View button. The SIP Certificate page appears.

Messages Recipeents Speak

Admin | SIP | SIP Certificates | SIP Ce

Ceificate for slias mformacast -

[
Varsian: V1
Subject: CH=InformaCast-172 30 227 212
Signature Algorithm: SHATithRSA, OID = 1.2 840 113549115

Key: Sun RSA public key, 1024 bits

modulus r
1183697 121016984262124 1861350755254 134 TTB49 254 B94 02469061 2T44000 000173735763 26922621
154 DBSTTSE6459141 T 106987 510343 B0265204 034 TO44 65822084502 PE064 14127159214 174 THEE14 1928
TaTEE2535032 19560190091 28 3020028515297 515845874 34 T84 33934 71135200 295857 W30BTET T4ATT 221
A5 ZRETASA9ETA? 1274231 9933951347 TRATIS49 1694 1166534273

public exponent: B55IT

Walidity: [From: Wed Nov 16 20:13:12 C5T 2011

Ta: Sat Apr 02 21:13:12 CDT 2038]
Issuer: CH=informaCast-172 30 227 212
Sarialfumber: [ 4ec4bdbi]

1
Algoithm: [SHA TwithREA]
Signatise
0000: 77T 22 26 DF 15ES95 00 BESCH0FCACFEEDBC w& W
0010: 36 3E 31 CCEF 2F 4411 52 F6 1E 4C 57 AB T94E 6.1 R LWy ind

Step3 Click the Done button to return to the SIP Certificates page.

Install the InformaCast SIP Certificate on Unified Communications Manager

N.

Note

To use the TLS protocol between Unified Communications Manager and InformaCast, you will need
to be using a SIP trunk for SIP configuration and install InformaCast’s SIP certificate on all nodes in
the Unified Communications Manager group used by the trunk’s device pool.

TLS certificates are regenerated whenever Unified Communications Manager is installed. So, if the
server is restored from backup, these steps may need to be followed again. Also, InformaCast
certificates are regenerated whenever InformaCast is installed or its IP address is changed, so this
process will need to be followed again if InformaCast is re-installed or its IP address is changed.
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Step 1

Step 2
Step 3

Step 4

Configure Messages and Broadcasts ||

Go to Admin | SIP | SIP Certificates. The SIP Certificates page appeats.

SIP Certificates

Cerificates used when establishing secure SIP connections between InformaCast and other SIP devices.

Click the Download button.
Save the PEM file to a location accessible to your Unified Communications Manager server(s).

N

Note Leave this window open. You will come back to it.

Open aweb browser and log into the administration interface of the Unified Communications Manager
server (the address will be similar to https://<Unified Communications Manager IP
Address>/ccmadmin). The Cisco Unified CM Administration page appeats.

alinhy  Cisco Unified CM Administration Cisco Unified CM Administration (v | Go
€I3C0  £or Cisco Unified Communications Solutions

System = CalAoutng »  Media Aesources »  \ooe lal »  DOevioe w  Appication = User Management = Buk Admnisration = Help »

Cisco Unified CM Administration

Copyright £ 1959 - 3008 Cisco Systerns, [nc.
Al nghts reserved,

Thiz product contains cryptographic features and is subject to United States and local country laws govemning import, expart, transfer and use. Delivery of Cisco cryptographic products
does nat imply third-party authority to import, export, detribute or use encryption. Importers, exporters, distributors and users are responsible for compliance with LS. and local country
laws. By using this product you agree ta comply with applicable laws and regulations. If you are unable to comply with .5, and local laws, retumn this product immediately.

A summary of U.5. laws governing Cisco cryptographic praducts may be found at: hitp www. htmil.
I yau require further assistance please contact us by sending email to export@cesoa.com,
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Step5 Select Cisco Unified OS Administration from the Navigation dropdown menu and click the Go
button. The Cisco Unified Operating System Administration page appears.

wliihy  Cisco Unified Operating System Administration

BISE0  Fyr Cisco Unified Communications Solutions

Cisco Unified Operating System Administration

System version:

Copyright © 1999 - 2006 Cisco Systems, Inc,
Al rights raserved.

This product cantains cryptographes features and is subject to United States and local country laws goveming import, expart, transfer and use. Delivery of Cisco cryptographic products does not
mmply third-party authority to impart, export, distribute or use encryption. Importers, exporters, distributors and us=rs are respansible for compliance with U.S, and local country laws. By using
this product you agree to comply with applcable laws and regulations. 1f you are unable to comply with U.S. and local laws, retwrn this product immadiatety.

A summary of U.S, laws geverming Cisco eryptographic produdts may be found at: hrip:/veww . con s wwl'expet/ et tacl'sta rg. html.
If you require further assistance please contact us by sending email ta export@cisco.com.

Step 6 Enter your Operating System Administration username and password in the Username and Password
fields, respectively, and click the Login button. The Cisco Unified Operating System Administration
page refreshes.

dlalie  Cisco Unified Operating System Administration » isco Unified 05 Adrmnistration - fiGa
cisco

For Cisco Unified Communications Solutions

Show w Sattings w Securty w Software Upgrades w  Services w  Help w

cemadministrator

Cisco Unified Operating System Administration

Sysbem version:

Copyright @ 1993 - 2006 Cisco Systzms, [nc.
All rights reserved.

This product contans cryptographic features and is subject to United States and kacal country Iaws gnv\emln-g unmrt exp-art transfer and use. Delivery of Cisca cryptographic products does not
imply therd-party authorty to impart, export, detribute or use encryption, [mporters, exparten for compliance with .S, and lacal country |aws. By using this
product you agree te comply with applicable laws and regulations. If you are unable to eomply With U.5. and Iml laws r‘e!urn this: preduct immediately.

& summary of LS. laws governing Cisco cryptographic products may be found at: bbio:/ wew.o o wrwld e et o otoftool/starg html.
IF you raquire further assistance please contadt us by sending amail to axportPoEco.com.

Step 7 Go to Security | Certificate Management. The Certificate List page appears.

alinli,  Cisco Unified Operating System Administration

€I5€Q  fur Cisco Unified Communications Solutions crmndralnbabvator

Sha v  SEtingS - Secunly ~  Sofware Upgrades - Servicds ~  Help -

cate List

[ﬁ%mm- Gaumm Ga Upioed ETL Llj:,‘mm

| Certificate List
Find Certificate List where File Name = bagins with = Find ] | Clear Fiter | | ..} —]
Ne mctive quary. Plasas snber yaus swarch citecia using the aptisna abave.

‘Generate Self-signed | Upload Certificate/Certificate chain || Generate CSR |

InformaCast Virtual Appliance Basic Paging
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Step8 Click the Upload Certificate /Certificate chain button. The Upload Certificate/Certificate chain

window appears.

Upload Certificate / Certificate chain

L uplatrie [} ciose

G} Status: Ready

— Upload Certificale

l:tl'tlﬁEm tamcat
Nam=

Root Certificate

Upload Fila o ——

| Upload File | [ Close |

CD *. indicates required item.

Step9 Sclect CallManager-trust from the Certificate Name dropdown menu.

Step 10 Click the Browse button. The Choose File to Upload dialog box appears.

-]
T
OI‘-...-‘J | Desktop » - -ig| Seorch Desiktop =
Organize = New folder = ] i 7
W Favorites : ::“...-____._,_ s — i I.I.I m _ sl j
B Desktop & Snaghts IKE Shorbcut
i Downloads & Try RoboDema 2KBE Shortout
£l Recent Places =| B Whware vCenter Can. 2KB Shorteut |
@ Wihtware vSphere Cli... FKB Shorbout E|
M Desktop | Adobe File folder
A Libranes I Adecbe Creative Des.., File folder
#| Documents . Adobe £35 Design ... Fila folder
J' Music Dresitop File folder
b= Pictures . Generic_PCLE 1 00 File folder
- Videos i Metwarking-Toals File folder
B | PCLE v20.50_WinkP... File folder
1% Computer | RHPatch2 File folder
& Windows?_05(C) | RobokHelp Backups File folder
el DVD W Drive (2] ] ~$forrnatast UG fo... 1KE  Mecrosolt Office
B} Lenova Recovery ) = TH1374 001 pdf EKE  Adobe Acrabat D 012 4 PR s
Fibe name: | = | &l Files *.7) -
Open |v I_ Cancel J

Step 11 Navigate to where you saved the InformaCast.pem file, select it, and click the Open button.

Step 12 Click the Upload File button on the Upload Certificate/Certificate chain window.

Step 13 Click the Close button to close this window.

Step 14 Perform these steps for each Unified Communications Manager server used by the SIP trunk.
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Step 15

Step 16
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If you are using a version of Unified Communications Manager prior to 11.5.1, this section’s steps are
complete. Proceed to “Add a SIP Trunk Security Profile That Uses TLS” on page 5-21.

If you are using the 11.5.1 version of Unified Communications Manager or later, you will also need to
perform Steps 15 through 22. Since these steps include restarting Unified Communications Manager,
you should plan to perform these steps during a maintenance window to avoid disrupting your users.

Select Cisco Unified Serviceability from the Navigation dropdown menu and click the Go button.
The Cisco Unified Serviceability page appears.

alislie  Cisco Unified Serviceability
CIS€9  for Cisco Unified Communications Solutions

Slrm » Trace  Togs ~  Snmp = Hep v

Cisco Unified Serviceability

Copyright © 1539 - 2008 Cisco Systems, Inc.
All rights resarved

is product cantains cryptographic features and s subject to United States and local country laws governing import, expart, transfer and use. Delivery of Cisco cryptographic products
idoes not imply third-party authority te impert, export, distribute or use encryption. Importers, experters, distributors and users are respensible far compliance with U5, and local
courdry laws. Sy using this product you agree to comply with apphcable laws and regulations. If you are unable to comply with U5, and local ws, return this producs immediately.

surnmary of U.5. laws governing Cisco cryptographic products may be found at: hetp:vvew. cipco. comy/ wwliexport/creptetacl/ghgrg html,
If you require further scoctance please contact us by sending emaid to export§cisco.com.

N

Note You may have to log into Unified Communications Manager again.

Go to Tools | Control Center - Feature Services. The Control Center - Feature Services page

appears.

[ESEEEAN Cesco Unified Serwviceshility

alial,  Cisco Unified Serviceability
€I5€0  For Cisco Unified Communications Solutions

cemadministrator

Haem ~ Trace v Tods ~ Jnmp v ColHome = Hep ~

Controd Center - Frature Senvioes

[ Select Server

Server[_Solactaserver— 7| Ge

@ - Indicates required item.
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Step 17 Select your Unified Communications Manager server from the Server dropdown menu and click the
Go button. The Control Center - Feature Services page refreshes.

Step 18
Step 19
Step 20
Step 21

alili,  Cisco Unified Serviceability
CISEQ  For Cisco Unified Communications Solutions

gorm » Jrace v Tgob v Snmp v  Lallome v  Hep v

iter - Feature Services

Start 1 Stop . Restai ¥ Refresh Page
Status:
(DReady
Select Server
Server” [devucmdl-pub v | | Go

Database and Adimin Services
Service Mame
Platform Administrative Web Service
Cisco Bulkk Provisioning Service
Cisco A¥L Web Service
Cisco UKL Web Service
Cisca TAPS Sennce

Performance and Monitoring Services
Service Name
Chaco Serviceability Reporter
Cisco CallManager SNMP Service

Directory Services
Service Name
Cisco DirSync

CM Services

Service Name

 Cisco CailManager
Crgco Massaging Interface
Cisco Unified Mobile Visice Aocess Service
Cisco [P Voice Media Streaming App
Ciaco CTIManager
Cisco Extension Mobdlity
Ciaco DHCP Monitor Service
Cisco Interduster Lookup Service
Crzco Location Bandwidth r~1anager
Cisco Dialed Mumber Analyzer Server

Cisco Tip

CTI Services
Sarvice Name
Cisco 1P Manager Assistant
Cisen WebDialer Web Service

Voice Quality Reporter Services
ool
Ciaco Extended Functions

CDR Services
Service Hame
Cisco SOAP - CORonDemand Service
Cisco CAR Web Service

Security Services
| Service Name
Cisco CTL Provider
Cisco Certificate Authority Proxy Function

Rafrash

@~ - indscates raguired item

Scroll to the CM Services area.

Status:

Mot Rumning
Started
Started

Mot Rumning

Net Rumning

Status:

Mot Rumning
Started

Started

Status:
 Started
Mot Running
Mot Rummning
Started
Started
Started
Mot Running
Mot Rumning
Mot Rumning
Mot Rumning

Started

Status:
Mot Rummning
Nt Rusning

| Status:

Nl‘)t I‘?unnmg

Status:
Mot Rumning
Kot Rumning

Mot Rumning
Mot Running

Sarvicaablity

Activation Status
Deactivated
Activated
Activated
Deactivated
Dasctivated

Activation Status

Deactivated
Activated

Activation Status
Activatad

Activation Status
T actwated
Daactivated
Deactivated
Activated
Activated
Ackivated
Deactivated
Deactivated
Deactivated
Deactivated

Activated

Activation Status
Deactivated
Desctivated

| Activation Status

Deactivated

Activation Status
Deactivated
Deactivated

Activation Status
Deactivatad
Deactivated

Select the Cisco CallManager radio button.

coemadministrator Abaut

Service Activation

Start Time

Tue Feb 19 09:30:17 2013
Tue Feb 19 09:36:25 2013

Start Time

Tue Feb 19 09:30:15 2013

| Start Time

Tue Feb 19 09:30:14 2013

Start Time

Wed Oct 16 08:26:20 2013

Tue Feb 19 09:30:13 2013
Wed Jan 15 13:49:07 2014
Tue Mar 4 16:07;11 2014

Thu Jun 27 09:46:41 2013

Start Time

| Start Time

Start Time

| start Time

Scroll to the bottom of the page and click the Restart button.

Click the OK button to accept any warnings. The service will restart.

Up Time

379 days 02:50:26
379 days 02:44:18

Up Time

379 days 02:50:28

Up Time
379 days 02:50:27

Up Time
140 days 04

379 days 02:30:30

48 days 22:31:36

0 days 20:13:32

251 days 03:34:02

Up Tima

| Up Time

Up Time

| Up Time
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Step 22 Scroll to the top of the page and repeat Steps 17 through 21 for each Unified Communications Manager

server used by the SIP trunk.

Add a SIP Trunk Security Profile That Uses TLS

Step 1

Step 2

Use the following steps to create a SIP trunk security profile that uses TLS.

Select Cisco Unified CM Administration from the Navigation menu and click the Go button. The
Cisco Unified CM Administration page appears.

alinl  Cisco Unified CM Administration

EIS€O  Fyr Cisco Unified Communications Selutions

Cisco Unified CM Administration

Copyright © 1999 - 2006 Cisco Systems, Inc.
All rights reserved.

This product contains cryptographic features and is subject to United States and local country laws gowverning import, export, transfer and use. Delivery of Cisco cryptograghic products does nat
wmply third-party authority to impaort, export, distribute or use encryption. Importers, exporters, distributors and users are responsible for complhance with U.S. and local country laws. By using
this product you agres to comply with apphicable laws and regulations. If you are unable to comply with U.5. and local laws, return thes product immadiately.

A summary of U.S. laws governing Cisco cryptographic products may be found at: hitp ./ wwiw.cisco.comy'wwl/ export/ cryptostool/starg. heml.
If you require further assistance please contact us by sending email to export@cisco.com.

Enter your administrative username and password in the Username and Password fields, respectively,
and click the Login button. The Cisco Unified CM Administration page refreshes.

alinh,  Cisco Unified CM Administration 2 Cisco Unified O Administeation (v | Go
CISE0 o Cisco Unified Communications Solulions

cemadministrator About

System » Calfoutng =  edia Aesources = oo lail »  Oevice »  Appication = Usar anagement »  Buk Admnistation = Help =

Cisco Unified CM Administration

Copyright © 1953 - 2008 Cisco Systerns, Inc.
All rghts reserved.

Thiz product contsins cryptographic festures and is subjact to United States and bocal country laws governing impart, sxpart, transfer and uss. Delivery of Cisca cryptographiz products
does nat imply thard-party authority to import, export, distribute or use encryplion. Importers, exporters, distributors and users are responsible for compliance with U.5. and local country
laws. By wsing this product you agree ta comply with applicable laws and regulations. If you are unable to comply with U.5. and local laws; return this product immediately .

A summary of U.S. laws governing Cisco cryptographic products may be found at: https html.
1F you require further assistance please contact us by sending email to export@csco.com.
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Step3 Go to System | Security | SIP Trunk Security Profile. The Find and List SIP Trunk Security

Step 4

Profiles page appears.
wlinli,  Cisco Unified CM Administration  Cisco Unified CM Administration » JiGa
CISE8 o Ciseo Unified Communications Salutions A e S

System = CalAputhg =~ MedmAesources = VeceMal = Devies =  Appication = User Nanagement = Buk Admnisatien = Help =

Find and List SIP Trunk Security Profiles

DR Add Hew

SIP Trunk Security Profile
Find SIP Trunk Security Profile whers Mame v begins with -+ (Find!] [ Clear Fiter_| [ | [=]
Mo sctive guery. Flease anter your search critens using the options abave.

Click the Find button. The Find and List SIP Trunk Security Profiles page refreshes with a list of SIP
trunk security profiles.

PMPECESY Cisco Unified £ Administration - §G@

alinh,  Cisco Unified CM Administration
€15€0  por Cisco Unified Communications Solutions e e

System » CalAoutng =  Media Aesources »  Voce Mal » Device »  Applcation =  User Management »  Buk Admnistation =  Help =

Find and List SIF Trunk Security Profiles

Status
[@ 1 recards found

S1P Trunk Security Profile (1 - I af 1)

Find 517 Trunk Security Profile where Mame = begins with = 'Find | [ Cinar Filtar =
- " - Dascripticn Copy
- Mon Securs SIF Trunk Profile Man Secure SIP Trunk Frofile authenticated by null String B

[ AddMew || Selectall || Clear ll || Delete Sclected |
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Click the Copy icon in the row of your default profile, Non Secure SIP Trunk Profile. The SIP Trunk
Security Profile Configuration page appears.

QPPN Cisco Unified CM Administration « i Go

aliih,  Cisco Unified CM Administration

EIS€8  pyr Cisco Unified Communications Solutions kel e Al et

Sysbem = Cal Auting »  Medis Aescurces = Voice Mail » Davics »  Applicalion +  User Management »  Buk Adsinisiration «  Help

SIP Trunk Security Profile Configuration Related Links: [ RLIL Lo g 9

RED

Status

[@ Setus: Ready

— SIP Trunk Security Profile 1
B

Name Mon Secure SIP Trunk Profile

Description Maon Secure SIF Trunk Profile authenticated by null Strir
Dewice Security Mode Non Secure -
Incoming Transpert Type®  TCR.UDP -
Outgeing Transport Type TCPR -

[T Enable Digest Authentication
Nonce Validity Teme (rmins)™

#.50% Subject Mame
Incoming Port® 5080
L_| Enable Application Level Authorization
[ ccmpt Fresence Subscription
I7] Accapt Out-of-Dislog REFER
Accapt Uneslicited Metification

L Accapt Replaces Header

[Bave]

@ *. indicates required ikem.

Enter a unique name for your SIP trunk security profile in the Name field, e.g. InformaCastTLS.
Enter a description of your SIP trunk security profile in the Description field.
Select Encrypted from the Device Security Mode dropdown menu.

Select TLS from the Outgoing Transport Type dropdown menu.
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Step 10 Enter InformaCast-<x.x.x.x> in the X.509 Subject Name field, where <x.x.x.x> should be replaced

with the IP address section of the common name assigned to InformaCast. This information can be
found by viewing the SIP certificate.

Cerificate for alias informac ast -
I
|
Version: V3

Subject: [CN=InformaCast- 172 30 227 212|
Signatura Algonthm- SHATwthRSA, 00D = 1.2 840 113549115

Key: Sun RSA public key, 1024 bits

modulus B
11E368712101 69542621241 66 1390T 6264 334 TTE4 9254 594 024690612744 9000001 T3TI6T 36326922621
1540857 T56645914 1 T 1069876 1034380265 204034 TO44658 20045 52260 84 14127159214 174 T56814 1928
TOT652535032199601909 1208302902851 5297515845874 M TR 139 T 11 36 200295 25 TI30ETHT 7497721
D52 BETAS498TE2 1274211993395 34 TTEITI949 1694 1166934273

pubic exponent: 65537

Validity: [From: Yed Moy 16 20:13:12 CST 2011

To- Sat Apr 02 21:13:12 COT 2039]
Issuer: CH=InformaCast-172 30 227 212
Senallumnber |  decdGdbi]

I
Algarthm: [SHATWithRSA]

Signatune
Q000 77 22 26 DF 15 E8 35 D0 8E 5C S0 FCAC FEED BC w'& W
0010: 36 9E 31 CC EF 2F 4A 11 52 F6 1E4C 57 AB T94E 6.1 AR LWy i

Step 11 Enter 5061 in the Incoming Port field.

Step 12 Sclect the Accept Unsolicited Notification checkbox.
Step 13 Click the Save button.

Add a SIP Trunk That Uses TLS

Step 1

Use the following steps to create a SIP trunk that uses the TLS security profile you created in “Add a
SIP Trunk Security Profile That Uses TLS” on page 5-21.

Go to Device | Trunk. The Find and List Trunks page appears.

alih,  Cisco Unified CM Administration OPMIRRERY Cisco Lnified CM Administration - [ Go

EI580  yor Cizco Unified Communications Solutions:

cemadministrator

System = Calfoutng » MedaResources =  Voce Mal = Devies »  User * Buk * Hep v

Find and List Trunks
G Add bew

Trunks
Find Trunks where Device Name + begins with = Find| [ Clear Fiter | EIEI
Sedect item or enter search text -
Mo active query. Please anter your search aitesia using the options above.
Add Maw |
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Step2 Click the Add New button. The Trunk Configuration page appears.

IR o Unified CM Adeministration

alilis  Cisco Unified CM Administration
CISCO

For Cisco Unified Communications Solutions comadministrator

%ystem » CailRouing »  Media Aespurces »  Advanced Festures » Dewvice »  Appication =  User Managesent =  Buk Admisiration = FHep »

Trunk Configuration Related Links: (Ga
e
— Status

(@) stotus: Ready

— Trunk
Trunk Type* S1E Trunk -

+
Davice Protocol Sip -

Trunk Service Type® yone(Default) =

— | Maxt

@ *- indicates required itern.

Step3 Select SIP Trunk from the Trunk Type dropdown menu.
Step4 Ensure that SIP appears as the Device Protocol dropdown menu selection.

Step5 Leave the Trunk Service Type dropdown menu at its default of None(Default).

InformaCast Virtual Appliance Basic Paging
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Click the Next button. The Trunk Configuration page refreshes.

Maigation

vl Cisco Unified CM Administration
IS0 Fyur Ciseo Unified Communications Solutions

cemadminisirator Search Documentation Abaut

System v CallRouling = Media Rescerces »  Advanced Festums =  Devics » - U -  Eul v Hep v

unk Configuration [PSPTITR Back To Find/List * | Go |

gs.lm

- Stat

@ Status: Ready

rDevice Information
Product: SIP Trunk
Device Pratocol: SIP

Trunk Service Type Mane{Default)
Device Name *

Description

Devics Pool® - Not Seleched - v
Cammaon Device Configuration Maone > v
Call Classification™ Vse System Default v
Media Resource Group List < Mone v
Location * Mub_Ncne v
AAR Gioup < Mone > ¥

Tunneled Protace® Mone v
Q51G Vanant® .
#5N.1 ROSE 010 Encoding®
Packet Capture Mode *

Packet Capture Duration e

M din Termanation Pont Raquired
W Retry video Call as Audis

Path Replacement Suppert

Transmit UTF-8 for Callng Party Name

Transmit UTF-8 Mames in Q516 APDU

Unattended Port

SRTP Allowed - When this flag & checked, Encrypted TLS needs ke be configured in the nebwork to provide end to end security. Failure ta do so will expose keys and other mformation.
Consider Traffic on This Trunk Secure® When using bath SRTP and TLS v
Route Class Signaling Enabled®
Use Trusted Relay Point® Orefault bl

Default A

PSTN Access
Run On All Actew Unified CH Nodes

Call Routing Information

¥ Remote-Party-1d
¥ Asserted-1dentity
Asserted-Type® Default =
SIP Privacy® | Default =

rInbadnd Calls

Significant Digis * all L]
Connected Ling TD Presentation® Default L
Connected Name Presentation® | Dafault v
Calling Search Space = Mo = ¥
AAR Calling Search Space < Mars = ol
Prefic DN

Redirecting Diversicn Header Dwlivary « Inboaund

[~ SIF Information

Destination
Drestination Address is an SRV
Dresstination Address Destination Address IPvG Destination Port Sabus.
1* 5060 Wa

MTP Preferred Originating Codec® 71lulaw L
BLF Presence Group®
SIP Trunk Securty Profie* — Mot Selected — x
Rerouting Calling Search Space = None = ¥
Qut-Df-Dialag Refer Calling Search Space | < None = b
SUBSCRIBE Calling Search Space = Mone = bl
SIP Profile * — ot Selected -- v | Mo [hetps
DTMF Signaling Method® Mo Preference v

Standard Presence group X

| save |

@ *- indicates required item.

@ *¥. Device reset is not required for changes to Packet Capture Mode and Packet Capture Duraticon.

InformaCast Virtual Appliance Basic Paging
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Step 8

Step 9
Step 10

Step 11

Step 12
Step 13

Step 14

Step 15

Configure Messages and Broadcasts ||

Enter a name for your SIP trunk in the Device Name field, e.g. InformaCastTLS.

Select the device pool you created in “Create a Device Pool” on page 2-53 from the Device Pool
dropdown menu.

Select the SRTP Allowed checkbox if you are using SRTP.

Scroll down to the [nbound Calls area and select the calling search space you created in “Create a Calling
Search Space” on page 2-56 from the Calling Search Space dropdown menu.

Scroll down to the SIP Information area and enter InformaCast’s IP address in the Destination Address
field (you entered this in Step 10 on page 5-24).

Enter 5061 in the Destination Port field.

Select the SIP trunk security profile you created in “Add a SIP Trunk Security Profile That Uses TLS”
on page 5-21 from the SIP Trunk Security Profile dropdown menu.

Select the SIP profile you created in “Add a SIP Profile” on page 5-8 from the SIP Profile dropdown

menu.

Click the Save button.

Install Unified Communications Manager Certificates on InformaCast

Step 1

To use the TLS protocol between Unified Communications Manager and InformaCast, you will need
to install Unified Communications Managet’s certificate on InformaCast.

Select Cisco Unified OS Administration from the Navigation dropdown menu and click the Go
button. The Cisco Unified Operating System Administration page appears.

alinl,  Cisco Unified Operating System Administration

EIS€Q  For Cisco Unified Communications Solutions

Cisco Unified Operating System Administration

System version:

Copyrght & 1999 - 2006 Cisco Systermns, Inc.
Al rights reserved.

This product contains cryptographic features and is subject to United States and local country laws goveming import, export, transfer and use. Delivery of Cisco cryptographic products does not
mmply third-party authority to import, export, distribute or use encryption. Importers, exporters, distributors and users are responsible for compliance with U.S. and local country laws. By using
this product you agree to comply with apphcable laws and regulations. T you are unable to comply with U.5. and local laws, retwern this product immaediatety.

& summary of U.S, laws governing Cigco cryptographic products may be found at: hitp://www ceco comywwl/export/cripto/tocl/stgrg.himi.
If pou require further assistance please contact s by sending email to export@cisco.com.
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Step 2  Enter your Operating System Administration username and password in the Username and Password
fields, respectively, and click the Login button. The Cisco Unified Operating System Administration

Step 3

Step 4

page refreshes.

il Cisco Unified Operating System Administration

CISE0  Fyr Cisco Unified Communications Solutions

Show v Setings v Secury v Software Upgrades = Services = Heln v

Cisco Unified Operating System Administration

System version:

Copyright © 1959 - 2008 Cisco Systerns; [nc.
All rights reserved.

This product contains cryptographic features and is subject to United States and bocal cowsntry laws governing import, expart, transfer and use. Delivery of Cisco cryptographic products does not
imply therd-party authorty to import, export, dstribute or use encryption. Importers, expor % and users are r for compliance with U5, and local country laws. By using this
product you agree to comply with applicable laws and requlations. If vou are unable te eamnly with U.5. and local laws, retwrn this preduct immediatety.

A summary af .S, laws governing Cisen eryptographic products may ba found at: btp.//
T you require further assistance please contact us by sending email to exportlcsco.com.

Go to Security | Certificate Management. The Certificate List page appeats.

aliln Cisco Unified Operating System Administration 2 Cizco Unified 05 Administration - §Go

EI5€0  fur Cisco Unified Communications Solutions

cemadministrator

Show w Settings ~  Securfy -  Sofware Upgrades = Services = Help -

Eglmuu Gaupnm:uum Samt‘h_ Lg'é'nummm

| Certificate List

Find Certificate List whera File Nama ~ bagins with = Find
Ne active query. Plaase snber yaur search citaria using the sptions sbave.

‘Generate Sei-signed | Upload Certificate/Certificate chain || Generate CSR |

Click the Find button. The Certificate List page refreshes.

all  Cisco Unified Operating System Administration

€I15€0  For Cisco Unified Communications Solutions

cemadministrator

Show v  Seitings w  Secunly v SoTware Upgrades w  Services ~  Help v

Certificate List

LE_Lommruw Eaummm anmv:n. l!_},mmm

Status
|— 14 records found ’
fmfﬂllnﬂzl.hl i(1- 14 of 14) Rows per Page 50 = |
Find Certificate List whare File Nama + begins with = Find | [ Clear Fiter |
Fila Nama .DEM Fila .DER Fils Cartificats Nasma Castifieats Typa
CaR-RTE-001 a0440fdc 0 CAPF-trust trust-certs
CAP-RTP-001 CAP-RTP-001.pEm CallManager-trust trust-certs
CAP-RTP-D02 a6dge0d.0 CAPF-trust Trugt-certs
CAP-RTP-002 CAP-RTP-002. perm CallManager-trust trust-certs
CAPF-defiB 176 CAPF-daBBl M6 pem CallManager-trust trust-certs
CAPF 061Fdidb.0 CAPF der CAPF oerts
CallManager CallManagsr. pam CaillManager. dar CallManagar CErtS
Cisco_Manufactiring_Ca [Fa7dahze0 CAPF-trust trust-certs
Cisco_Manufacturing_CA Cizco Manufaciuring Cé.pem CallManager-trust trust-certs
Cisco_Root_CA_Z048 decl 2543 .0 CAFFtrust trust-certs
Cisco_Root_CA_Z048 " A FO4E pesm CallManagar-trust trust-certs
InformaCast nfprmaCast.pam i CallManager-trust trust-certs
ipsec_cert psec oarts
tomcat_cert tomcat oarts
| Generate wew || upioad Centificate || upload CTL || Generate CSR
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Click the CallManager.pem link in the .PEM File column. The Certificate Configuration page
appears.
vlinli,  Cisco Unified Operating System Administration
€IS€e . Cisco Unified Communications Solulions
Show » Setings v Securly » Software Upprades » Services » Help v
g Related Links: m
Li_,!’ HRagenarsts [j:i Dowripsd Li;lj Generate CER
Status
@ Status: Resdy
_Filz Name CallManager.pem
Certificate Mame CallManager
Certificate Type carts
Certificate Group product-cm
— Certificate File Data
Certificate; &
DOata:
arzion: 3 [0x2)
Serial Mumber:
18:64:07:75:bc: 7a:05:a7
Signature Algesthm: shalWithASAErcrypbon
Issuer: CH=[PFTARPS-CCMAD-PUB |
Validity
Mot Before: Jul 6 16:55:06 2009 GMT
Mot After ¢ Jul & 16:55:06 2014 GMT
Eubjen! CHN=IFTAPFS-CCMED-FUB
Subject Public Key Tnfo:
Fublic Key Algarithm: reaEncryptan
ASA Public Key: (1024 bit)
Modulus (1024 bit):
00:50: 6 AF 3R 6T0ar 40 12265062 7be 52168 761
Ze:af:0f:6f:54:8d:eb: 2f:4b:21:6b: 3e:40:ce:53:
ﬂltl:n 142:1 7%
a%:1f:ef:12:ba 1
a:30:a1:5%: 4 al:5a:55:73:d8:a5:50:53:45:6a;
34':di28_'2bi €2:96: 74:15:5:83:00:26:76:42: 162 -
— | Regenerste | [ Download | [ Generate CSR |
@ *. indicates required item.
.

Note If you are using Unified Communications Manager 10.5 and later, you will click the Common
Name link of the certificate that displays “CallManager” in the Certificate column of the
Certificate List table.

Click the Download button. The File Download dialog box appears.

Do you want to open or save this file?

Hame: CallManager.pem
Type: HTML Docusent, 522 bytes
From:  172.30.229.33

[ Open [ Sawve

| [ cawca |

Wil files from the inbemest can be wseful, some flss can poterbaly
i your compuler. i you 3o nol el the saurcs, do nol open of
aave Thia file Wihal 3 the ek
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Step 7

Step 8

Step 9

Click the Save button. The Save As dialog box appears.

Configure Messages and Broadcasts

v!. Desktop » w |y [ s e P2
wd
Crganize » Mew folder = ow #
i F o = WETET ; Gz Rerm Dy P Date rraod ifeed =
I Favorites i
B Desktop Adobe File Foldder
# Downloads - | Adobe Creative Des... File Folder
= Recent Places Adabe C55 Design ... File Fodder
Desktop File Fodder
4l Desktop Generic_PCLA_v100...
4 3 Libranes Metworking-Tools Fibe Podd e
*| Documants PCLE_w20.50_WinkP_ Fibe fiolder |
o' Music RH Patch 2 File Flder 1
b= Fictures FoboHelp Backups Fille follder
B videos & Documents - Shart... 2KB Shorcut
B lennifer Dellicolo InfarmaCast.pem 1KE PEM File
o |8 Computer & Jennifer Oid Comp . 1KB Shortcut
ﬁ. Windaws?_05 () - !:I Please click bese ta ... k temet -
File name: Callbdsnager.pem .
Swee 2 type: ' PEM File =
= Hige Folders [ swe || comce |

Select a location accessible to InformaCast and click the Save button.

D.

Note
communicating to InformaCast.

Perform Steps 1 through 8 for each Unified Communications Manager server that will

Go back to your InformaCast window.
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Step 10 Go to Admin | SIP | SIP Certificates. The SIP Certificates page appears.

SIP Certificates

Cenificates used when establishing secure 5IP connections between InformaCast and other SIP devices.

Step 11 Click the Upload button. The Upload SIP Certificate page appears.

o

Admin

Admin | SIP | SIP Certificates | Upload SIP Certificate

InformaCast Virtual Appliance Basic Paging
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Step 12 Click the Browse button. The Choose File to Upload dialog box appears.

& =
(L)) M Deskicp » v| 4] »
Crganize » Mew folder - | L3
I Favorites . ._,i:r,.:___ i : S 7 3
B Desktop 5 Snagh B = A
& Downlosds (& Try RobeDemeo 2 12 335 PM
=l Recent Places = B Whtware vCenter Co.. z 5P
3] Wihtware vSphere Cli,
B Desktop Aduobe
A Libraries Adobe Creatie Des,., ! !
*| Documants Adobe C55 Design ... L el
a Music Desitop &
b= Pictures Genenc_PCOLE vl 00 der A
B videos Metwarking-Toals = folder E A
B PCLA_%20.50_WiniP.. e folde
18 Computer RH Patch 2 e folder
& windows? 030 RobeHelp Bsckups e o
d DVD RW Drive [E) ~SleernalCast UG fo... t Lo
F* Lenovo_Recovery () = TH1I 000, pdf KB Adobe Acrobat [ 11 11 411 PM ¥
File name: | = | All Files (*.7) -
Open |1" Cancel |

Step 13 Navigate to where you saved your CallManager.pem file, select it, and click the Open button.

Step 14 Click the Upload button.
Step 15 Perform Steps 11 through 14 for each CallManager.pem file you downloaded.

D.

Note Any changes made to InformaCast’s certificate cache, including uploads and deletions, require
a SIP restart before they take effect.
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Step 16 Go to Admin | SIP | Restart SIP. The Restart SIP page appears.

-
Advanced Notification

By Ty Leamn

Log Out

Restarts the SIP Usar Agent. Drops all 5IP calls. Broadcasts using SIP calls will be ended,

FTTT x | RisTART )

Step 17 Click the Restart button. It may take a few moments for SIP to restart.

A

Caution Restarting SIP causes all SIP calls to be dropped, i.e. any callers interacting with the DialCast IVR will
have their calls dropped. Broadcasts using SIP calls will also be impacted by a restart. Live broadcasts
using SIP calls will be stopped.

Add a Route Pattern

Use the following steps to create a route pattern that uses the SIP trunk you created in “Add a SIP
Trunk” on page 5-11 or “Add a SIP Trunk That Uses TLS” on page 5-24. In your route pattern, specify
arange of DN that, when called, use the SIP trunk. Another option would be to use wild card patterns
to match a range of numbers.

Step1 Go to Call Routing | Route/Hunt | Route Pattern. The Find and List Route Patterns page appears.

alinl  Cisco Unified CM Administration

CISCQ  pur Cisco Unified Communications Solutions
System = CalRoutng =  Wedia Aesources = Vocs Mai »  Device = *  User * Buk * Hap +
# A R

Find Route Petterns where Pattern v begns weh [Find] [_Clear Fiter_] [ 3k |[=]

Mo active quary. Fleass snter your search oriteria using the options sbove.

Add Naw |

InformaCast Virtual Appliance Basic Paging
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Click the Add New button. The Route Pattern Configuration page appears.

PPl Cisco Unified O Administration - JiGo

aliiln  Cisco Unified CM Administration

CIS€Q  pyr Cisco Unified Communications Solutions e e et ot

Syatem ~  Cal Aputing v  Madis Aesources ~  Vocs Mal »  Davick »  Apgicalon ~  Used Nanagament »  Buk Adsiniatration ~  Help -~

Route Pattern Configuration [P PR A1 Back To Fnd/List « E

RED

Status
|— Status: Ready |

= Pattern
Route Pattern®

Defini

Route Partition < Non= > =
Description

Numbarng Plan

Route Filter Nons
MLPP Precedence®  pafaul - |
Gateway/Route List* . not Selected - | (Edit)
Route Option @ Route thes pattern
Blogk this pattarn  No Error -
Call Classification® OffNet =

7] Allow Device Override ] Provide Qutside Dial Tone [7] ABow Overlap Sending [7] Urgent Priority

Reguire Forced Authonzation Code
Authorization Level* o

7| Reguire Client Matter Code

~ Calling Party Transf

[ Use Calling Party's External Phons Humber Mesk

Calling Party Transform Mask

Prefix Digits {Outgoing Calls)

Calling Line 1D Presertaton® Default -
Calling Name Pressntation™  Dafaul -

— Cann&cted Party Transf
Connected Line [0 Presentation®  pefault -

Connected Name Presentation®  Cafaylt >

— Called Party Transformations
Discard Digits < Mone =

Callad Party Transform Mask
Prefix Digits (Outgoing Calls)

— ISDN Specific F Infy
Network Service Protocol .. Not Salected — -

Carrier [dertification Code
Network Service Service Parameter Hame Service Farameter Value

== Mot Selected -« -

- Gl

@ *- indicates required item.

Enter a route pattern in the Route Pattern field, e.g. 12345.

Select a route partition from the Route Partition dropdown menu. This partition should be reachable
from the phones to which you will be sending DialCasts.

Enter a description of your route pattern in the Description field.

Select the SIP trunk you created in “Add a SIP Trunk” on page 5-11 or “Add a SIP Trunk That Uses
TLS” on page 5-24 from the Gateway/Route List dropdown menu.

Select the Route This Pattern radio button.
Select OnNet from the Call Classification dropdown menu.

Deselect the Provide Outside Dial Tone checkbox.
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Step 10 Click the Save button.

Allow/Deny SIP Access to InformaCast

.

Note

Step 1

Step 2

SIP access permits you to either allow or deny incoming SIP calls. The all-or-nothing scope of these
buttons can be tuned by adding exceptions that counteract their setting. For example, when all
incoming SIP calls are denied, exceptions serve to allow calls to be answered from the hosts or subnets
specified in them. On the other hand, when all incoming SIP calls are allowed, exceptions serve to reject
calls from the hosts or subnets specified in them.

SIP is processed through InformaCast in the following manner: a SIP client sends an INVITE message
to a SIP peer when it wants to start or modify a call with that peer. A Via header containing the host or
subnet’s address is added to the request when the client sends the INVITE message.... Via headers are
used by SIP to ensure that responses are routed back to the caller through the same hosts or subnets
that participated in sending the request. InformaCast uses the host or subnet in the top Via header
when determining if the INVITE should be accepted or denied. The top Via header represents the last
host or subnet that handled the request before it reached InformaCast.

Changes made to SIP access take effect immediately and do not require a restart of InformaCast.

Go to Admin | SIP | SIP Access. The SIP Access page appears.

Pluging

l‘ s Controls access of inbound SIF calls to InformaCast.

Click to restore to default settings | aston O

Allow @ Deny incoming SIP calls

W00 €Y & host or subnet exception

CANCEL D WPDATE

.

Note By default, SIP access is denied.

Select the Allow radio button to allow SIP calls to be answered.
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Step3 Leave the Deny radio button selected and click the Add button to add exceptions to the SIP calls that
are denied. The Add SIP Access Exception page appears.

&L

W
Try Learn Home Messages Recipients Speakers  Bells Plugins

Admin | SIP | SIP Access | Add SIP Access Exception

Hast or Subnet. {required)

CARNCEL D 00 £

Step 3 Enter the IP address, fully qualified domain name, or subnet (in CIDR notation) of the host you want
to include in the Host or Subnet field. For example, sampleA and sampleB are the hostnames of two
devices connected to a network domain named example.org with IP addresses of 192.168.100.1 and
192.168.100.2, respectively. Any of the following would include one or the other host: 192.168.100.1 or
192.168.100.2, sampleA.sample.otrg or sampleB.example.org, ot you could enter 192.168.100.0/24 and
get both.

Je

Tip  When defining exceptions, make sure to specify the host that directly sends the INVITE
request to InformaCast. This may be a SIP proxy server if proxies stand between InformaCast
and the calling host. The same holds true when using a subnet: make sure that it specifies hosts
that directly send INVITE requests to InformaCast.

InformaCast Virtual Appliance Basic Paging
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Step4 Click the Add button. The SIP Access page appears with your new exception noted.

Homa Massages Recipi Admin Pleging

Log Out

Controls access of inbound SIP calls to InformaCast.

Click to restore to default settings | sesioRe O
& Allow Deny incoming SIP calls

Haost and subnet exceptions that counteract the SIP ;Mo
access setting above

hostor supnet ——Jacoess _Jacton |
10.10.10.10 Dany 3 -~ T 6 )
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D.

Note If you had elected to allow SIP access by selecting the Allow radio button, you can still deny
some SIP access by adding exceptions, as was illustrated in Step 4. In that case, your SIP Access
page would appear as follows:

Advanced Notification

s =

Learn Home Messages Recipients Speakers  Bells

Exception added; will be permanent once the Update button at the bottom of the page is clicked.
Controls access of inbound SIP calls to InformaCast.

Click to restore to default settings | ssme O
Mote: You may have changes to save. Click the Update button to save your changes.

Allow @ Deny incoming SIP calls

Hast and subnat excaptions that counteract the SIP 1)
access setting above

10.10.10.10 Allow i [P (ot 5

oA

Step5 Click the Update button to save your changes.

Je

Tip Click the Restore button to return InformaCast to its default settings.

Enable SIP Call Security

.

Note This section is optional depending on the security of your environment.

SIP call security controls the content of SIP calls made and received by InformaCast. SIP calls consist
of SIP messages and the RTP packets that carry the audio and DTMF tones associated with the call.
You can decide the level of security you use:

o Default. At this level, no encryption is used; it's just SIP over TCP or UDP.

e Secure Signaling Required. One level higher than the default, SIP messages are encrypted while
being sent with the TLS transport protocol.

e Secure RTP Allowed. In conjunction with the Secure Signaling Required checkbox and with
your Unified Communications Manager 10.x and later operating in mixed mode, this is the next
level of security: SIP messages are sent with TLS and the RTP packets that carry the audio and
DTMF tones are encrypted with SRTP.

InformaCast Virtual Appliance Basic Paging
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e Authenticate Incoming Requests. Used with the default, secure signaling, and/or secure RTP
options, this level of security authenticates the SIP messages used by incoming SIP calls by enabling
or disabling digest authentication of incoming SIP requests.

Open aweb browser and log into the administration interface of the Unified Communications Manager
server (the address will be similar to https://<Unified Communications Manager IP
Address>/ccmadmin). The Cisco Unified CM Administration page appeats.

vlinlin  Cisco Unified CM Administration isco Unified £M Administ<ation v 1Ga
CISC0  Fur Cisco Unified Communications Solutions

System =  Calfioutng v  Mediafiesources = VoceMal v Oevies = Aggication v User Nanagemest v Buk Adsnistration +  Help

Cisco Unified CM Administration

Copyright @ 1959 - 2008 Cisco Systems, Inc.
Al rghts reserved,

Thiz product contains cryptographic features and is subject to United States and local country laws governing import, expart, transfer and use. Delivery of Cisoo cryptographic products
doss nat imply third-party authority to import, export, dstribule or usa encryplion, IMportars, 8xportens, distributors and users are responsible for complianca with U.S, and local country
laws. By using this product you agres ta comply with applicable laws and regulations. If you are unable to comply with U.S. and local laws, returmn this product immediately.

A summary of U.5. laws governing Cisco cryptographic products may be found at: bttp//
I you require further assistance please contact us by sending email to exporti@osco.com.

Go to User Management | SIP Realm. The Find and List SIP Realms page appeats.

aliil  Cisco Unified CM Administration EEMPRIRY Cizco Unified CM Administration = §Ga
EISC0  ryr Cisco Unified Communications Salutions

comadministralor

System w» Calfputng =  Media Aesources »  Voce al »  Device »  Appication = User Wanagement »  Buk Admnistration w  Help -

Find and List SIP Realms
G Add tew

| SIP Realm
Find 512 Realm where Aealm = begins with = [Find] [ clear Fiter | [ 55 |[ =]

L B e o e
(Chdd e

Click the Find button. The Find and List SIP Realms page appears with a list of your configured SIP
realms OR, if you have no SIP realms set up, it will display no records.

If you have a SIP realm you’d like to use, select it and make note of the values that appear in the
following fields on the SIP Realm Configuration page:

e Realm
e User
e Digest Credentials
Skip to Step 10 on page 5-40.

If you have no realms set up, continue with the following steps.
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Click the Add New button. The SIP Realm Configuration page appears.

vlinlin  Cisco Unified CM Administration

EIS€0  For Cisco Unified Communications Solutions.

System - CalRouting =  Medis Resources - Voice Mal = Device »  Apglication ~  User Management =  Buk Admnitration ~  Help -

SIP Realm Configuration CPA PR Rt Back To Find/List ~ | Go]

(o s

Status ‘

[ @ s e

SIP Realm Information
Ralm®

Uger®

Digest Credentials®

Confirm Digest Credentials®

[Bave]

@ *- indicates required item.

Enter InformaCast in the Realm field.

Enter sipuser in the User field.

Enter a secure password in the Digest Credentials field.

Enter a secure password in the Confirm Digest Credentials field.
Click the Save button.

Log into InformaCast (see “Log into InformaCast” on page 2-31 for specific steps). The InformaCast
homepage appears.

InformaCa
TP s g

Prowided by OFM, - T . Home Messages Recipients Speakers

ms
1
ms
mm

. Welcome to InformaCast Basic Paging (Cisco Paging Server)
Basic InfarmaCast functionalty includes tha ability to
s Send live audio broadeasts o up to 50 phones by dialing a number on your Cisco IP phone
= Create unlimited reciplent groups of 50 phones ar less

User Guide | Contact Cisco TAC for Support

Unlock InformaCast Advanced Motification

Chick the Try and Buy links to extend your reach beyond live audia paging by unlocking B0-day trial
af InfarmaCast Advanced, a full-faatured emargency nofification salution that alaws you to reach an unlimited
number of phones with text and live or pre-recorded audio messapes and much mare.

Learn More

o InformaCast Details
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Step 14
Step 15

Step 16
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Go to Admin | SIP | SIP Call Security. The SIP Call Security page appears.

Advanced Nodification

@@aguﬂ@d

Buy Learn Home Messages Recipients Speakers

Admin | SIP

SIP Call Security

Configures security used with SIP ealls.

Click to restore to default settings | aEsmRe O
Secure Signaling Requirad.
Secure RTF, Allowed.
Autheriicate Incoming Requests.

V. InformatCast {required]

Authentication Usemame

_________________________ Sipuser (required]
ittt Romaawal,
Confirm Authentication Passward

Naonce Duration

canci B urokTL £

jewwe Softwane, LLC
I WA e, i o

nights reserved. This apphc ation inc nnm-. third-narty soffw
et 0l s recerong aty swlhin

N.

Note

By default, all call security is disabled.

Select the Secure Signaling Required checkbox if you want to use the TLS transport protocol to send
your SIP messages.

Select the Secure RTP Allowed checkbox if you want to allow SRTP to handle your audio and DTMF
tone packets (RTP will be used if SRTP isn’t possible).

D.

Note

You must also have your Unified Communications Manager 10.x and later running in mixed
mode and follow the steps for a secure SIP trunk in “Configure a SIP Trunk” on page 5-4.

Select the Authenticate Incoming Requests checkbox to enable SIP authentication.

Ensure that the values in the Realm, Authentication Username, Authentication Password, and
Confirm Authentication Password ficlds match the values you entered in Steps 5 through 8.

Select the length of time InformaCast should allow for a single authentication request from the Nonce
Duration dropdown menu.

ND.

Note

The nonce value is used by the digest authentication scheme to provide additional security.
Clients making requests will use it until it is deemed by InformaCast to be stale.
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Step 17 Click the Update button to save your changes.

Enable Digest Authentication with SIP User Credentials

N.

Note This section is optional depending on the security of your environment.

SIP peers may challenge InformaCast to provide valid credentials for its SIP realm when registering or
terminating a SIP call. Lack of valid credentials for a challenging realm means that requests to it will be
rejected. You should enter valid credentials for each SIP realm where you expect InformaCast to be
challenged.

Add SIP User Credentials

Use the following steps to add SIP user credentials to InformaCast.

Step1 Go to Admin | SIP | SIP User Credentials. The SIP User Credentials page appears.

SIP User Credentials

Admin | SIP
( ‘ There are ne SIP user credentials.

Credentials used when authenticating with other SIP servers.

100

InformaCast Virtual Appliance Basic Paging
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Step2 Click the Add button. The Add SIP User Credentials page appears.

Admin  Pluging

(raquired)

Confirrn Password

:nl:ul ’

Step3 [Enter the name of your SIP peer’s SIP realm in the Realm field.
Step4 [Enter the username associated with the SIP peer’s SIP realm in the User field.

Step5 [Enter the password of the username associated with the SIP peer’s SIP realm in the Password and
Confirm Password fields.

Step 6 Click the Add button.

InformaCast Virtual Appliance Basic Paging
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Edit SIP User Credentials

Once you have added SIP user credentials to InformaCast, you may want to edit their information.

Stepl Go to Admin | SIP | SIP User Credentials. The SIP User Credentials page appears.

3 E

Learn Home 552095 Fec Speakers E Admin  Plugins Halp

Lo Ot

Admin | SIP | SIP User Credentials

(‘ ; Credantials used when authenticating with other 5IP servers.
1T+
aSipRealm aSipUsamame EDIT oeere [5)

Step2 Click the Edit button next to the user credentials you want to modify. The Edit SIP User Credentials
page appears.

Admin Plugins Hesdpe

Confiern Passward

cancet L) UPBATE 3

Step3 Make your desired changes.
Step4 Click the Update button to save your changes.

InformaCast Virtual Appliance Basic Paging
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Delete SIP User Credentials

As your needs change, you may want to remove SIP user credentials from InformaCast.

Stepl Go to Admin | SIP | SIP User Credentials. The SIP User Credentials page appears.

3 E

Learn Home 552095 Fec Speakers E Admin  Plugins Halp

Lo Ot

Admin | SIP | SIP User Credentials

(‘ ; Credantials used when authenticating with other 5IP servers.
1T+
aSipRealm aSipUsamame EDIT oeere [5)

Step 2 Click the Delete button next to the SIP user credentials you want to delete. The Delete SIP User
Credentials page appears.

Admin | SIP | SIP User Credentials | Delete SIFf

; A Yau have chosan to delete credentials for the realm "aSipRealm”
Dieleting these credentials will permanenthy remave them

e B e By

Step3 Click the Delete button. Your SIP user credentials are removed.

InformaCast Virtual Appliance Basic Paging
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Manage the SIP Stack

InformaCast uses the National Institute of Standards and Technology (NIST) SIP stack to provide it
with basic SIP functionality. The SIP stack provides InformaCast with fundamental low-level SIP
functionality such as transaction handling, dialogs, utilities for SIP headers, maintenance of SIP timers,
etc.

The log generated for the SIP stack, sipStack.log, is accessible through the Support page (Help |
Support). sipStack.log can reach 10MB in size; at which point, sipStack.log.1 will be created to house
the original contents of sipStack.log and sipStack.log will now contain the newest information.

Caution

Step 1

D.

Note

Caution should be exercised when enabling detailed logging in the SIP stack because of the large size
of the log files it produces and the degradation of stack performance due to extensive logging. Detailed
logging is intended to be used only when troubleshooting SIP problems and should not be enabled for
any longer than necessary.

Go to Admin | SIP | SIP Stack. The SIP Stack page appears.

Home Messages Recipienis Speakers Bells Anl;uln Plugins

( ; Provides low-level SIP functionality,

Click to restors to default settings | EstoR O

Most values on this page should not ever need to be changed. The value most likely to be changed is
the logging checkbox.
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The following fields/dropdown menus can be found on the SIP Stack page:

e Enable Detailed Logging. Controls the SIP stack logging level. When checked, extensive and
detailed logging of the SIP stack’s activities are enabled, likely resulting in decreased performance.
When unchecked, logging is confined to reporting problems encountered by the SIP stack, and its
ordinary activities. Unless told otherwise by Support personnel, it is recommended that this
checkbox remain unchecked.

ND.

Note Ifyou enable detailed logging and the singlewireInformaCast service is restarted in Webmin
or the virtual machine is restarted, you will need to re-enable detailed logging.

e Max Forwards. The maximum number of forwards allowed while a SIP message is being routed
to its destination.

e Read Timeout. The read timeout for TCP connections, in milliseconds.

e Cache Client Connections. Controls whether the SIP stack frees the resources associated with a
client transaction when it reaches its terminated state. When checked, the SIP stack will cache a
transaction’s resources when it terminates, thereby improving the SIP stack’s performance.

e Cache Server Connections. Controls whether the SIP stack frees the resources associated with a
server transaction when it reaches its terminated state. When checked, the SIP stack will cache a
transaction’s resources when it terminates, thereby improving the SIP stack’s performance.

Make your desired changes and click the Update button or click the Restore button to return to your
default settings.

Caution

Restart SIP

A

You’ll need to restart SIP. Restarting SIP causes all SIP calls to be dropped, i.e. any callers interacting
with the DialCast IVR will have their calls dropped. Broadcasts using SIP calls will also be impacted by
a restart. Live broadcasts using SIP calls will be stopped.

Changes to the SIP stack or certificates require a restart before they take effect. Other SIP changes,
such as changes to access and authentication, take effect as soon as they are made.

Caution

Restarting SIP causes all SIP calls to be dropped, i.e. any callers interacting with the DialCast IVR will
have their calls dropped. Broadcasts using SIP calls will also be impacted by a restart. Live broadcasts
using SIP calls will be stopped.
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Go to Admin | SIP | Restart SIP. The Restart SIP page appears.

Leamn Home Messages Recipients Speakers  Bells

a Admin | SIP | Restart SIP

( ‘ Restarts the SIP Usar Agent. Drops all 5IP calls. Broadcasts using SIP calls will be ended.

canceL 3 RESTART @

Step2 Click the Restart button. It may take a few moments for SIP to restart.

Manage DialCasts

.

Note

InformaCast’s DialCast functionality allows you to dial a SIP number to trigger an InformaCast
broadcast. InformaCast is notified for each SIP call it receives. The configured dialing pattern that
matches the dialed DN determines which InformaCast message should be sent and which recipient
groups should receive it.

In order to use DialCasts, you must first configure Session Initiation Protocol (SIP), which is supported
by a growing number of PBXs and telephony devices. SIP provides InformaCast with the capability to
receive SIP calls as well as register with SIP, allowing other SIP devices to locate and call InformaCast.
See “Manage SIP Functionality” on page 5-4 for more information.

If you are running Unified Communications Manager in mixed mode and you want calls to and from
InformaCast to use encrypted media, you must configure SRTP support (see “Enable SIP Call
Security” on page 5-38).

Once you’ve finished configuring SIP, you can add and/or modify broadcast dialing configurations,
which determine to which recipient group to broadcast based on the number that is dialed.
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Add a Broadcast Dialing Configuration

Before you can send DialCasts, you must add broadcast dialing configurations to InformaCast.

Step1 Go to Admin | DialCast | Dialing Configurations. The Dialing Configurations page appears.

InformaCast’ 6 & B

Admin  Pluging

Admin | DialCast | Dialing Configurations

( ( There are no broadcast dialing configurations defined.

InformaCast uses these dialing configurations to trigger broadeasts by matching the called DN to a dialing pattern and then initiating a
broadcast that uses the configuration’s message and recipients.

k00 €3

¢ Admin | DialCast | Dialing Configurations | Add Broadcast Dialing Configuration

Broadcast Recipients

Select One or More

(Al Recipients)
Select Recipient Groups: My phones
oo
CAMCEL D P71+

Step3 Enter a dialing pattern (e.g. 8811) for a SIP trunk used with InformaCast in the Dialing Pattern field.
You will need to add at least one dialing pattern configuration for each SIP trunk used with
InformaCast.

InformaCast Virtual Appliance Basic Paging
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pe

Tip  Itis possible to use * or #, when setting up a dial pattern, but you must add \ before the
character so that InformaCast doesn’t treat it as a wildcard. For example, **1 would have a dial
pattern of \*\*1.

Step4 Select a recipient group or groups from the Select Recipient Groups field.

Step5 Click the Add button to save your current dialing pattern configuration.

Edit a Broadcast Dialing Configuration

Once you have added dialing configurations, you may need to modify them.

Step1 Go to Admin | DialCast | Dialing Configurations. The Dialing Configurations page appears.

Admin | DialCast | Dialing Configurations
( ; InformaCast uses these dialing configurations to trigger broadcasts by matching the called DN to a dialing patern and then initiating a
4 broadcast that uses the configuration's message and recipients,
me
881 {All Desices) o P e B
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Step 2  Click the Edit button next to the dialing configuration you want to change. The Edit Broadcast Dialing
Conlfiguration page appears.

® ¢

Admin  Plgins Help

Log Out

c Admin | DialCast | Dialing Configurations | Edit Broadcast Dialing Configuration
( ; Digling pattern;  Pe2388]
r'§
Eroadcast Recipients
|My phanes

Selack Recipiant Groups;  [roxx

cANCiL B

Step3 Make your changes.
Step4 Click the Update button.

InformaCast Virtual Appliance Basic Paging
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Delete a Broadcast Dialing Configuration

As your needs change, you may want to delete older dialing configurations from InformaCast.

Step1 Go to Admin | DialCast | Dialing Configurations. The Dialing Configurations page appears.

=
EEE § BN NN N5 B Notification

InformaCast =
 Provided by OEMW Agreement with Cisco Home Messages Recipients Speakers  Bells

Log Out

Admin | DialCast

Dialing Configurations

( ; InformaCast uses these dialing configurations to wrigger broadcasts by matching the called DN to a dialing panem and then initating a
broadcast that uses the configuration's message and recipients,

Aoo )
“
a8 | Divices) EDIT DELETE
]

Step 2  Click the Delete button next to the dialing configuration you want to delete. The Delete Broadcast
Dialing Configuration page appears.

Advancad Notification
E E:—. =

Lesn  Home Messages Recipienis Speakers

Admin | DialCast | Dialing Configurations | Delete Broadcast Dialing Configuration

( ‘ A You hava chosan to delate the broadcast dialing configuration with tha dialing pattarn B81
_J Deleting this configuration will permanently remove it from the list of broadcast dialng configurations

TN x ] i By

Step3 Click the Delete button. Your broadcast dialing configuration is deleted.

InformaCast Virtual Appliance Basic Paging
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Send a DialCast/Broadcast

)o!

ND.

Note

With Basic InformaCast functionality, you only have the ability to send Live Audio messages through
InformaCast’s DialCast functionality. DialCasts are broadcasts triggered by dialing a SIP number
configured with dialing pattern that determines which InformaCast message should be sent and which
recipient groups should receive it.

Before you can send a DialCast/broadcast, you must have a SIP trunk configured (see “Configure a
SIP Trunk™ on page 5-4) as well as DialCasts (see “Manage DialCasts” on page 5-48).

To send a Live Audio broadcast, dial a directory number on your Cisco IP phone that corresponds to
a broadcast dialing configuration (see “Add a Broadcast Dialing Configuration” on page 5-49), which
is tied to a SIP trunk (see “Configure a SIP Trunk” on page 5-4) in Unified Communications Manager.
The call will be processed, and as soon as all the recipients specified in your broadcast dialing
configuration have been activated (minus the phones already in use), you will be broadcasting live.

With Advanced InformaCast functionality, there are eight types of messages that can be grouped into
four separate broadcast categories:

e Text, Text and Pre-recorded Audio, and Pre-recorded Audio messages
e Textand Live Audio and Live Audio messages

e Textand Ad-hoc Audio and Ad-hoc Audio messages

e Talk and Listen messages

For more information on these message types, see the table in “Manage Messages” on page 5-1.

If you had Advanced InformaCast, you'd have access to more message types as well as more recipients.
For more information on Advanced InformaCast functionality, please contact Singlewire Software.

[ Version 12.5.1
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Cancel a DialCast/Broadcast

Step 1

Configure Messages and Broadcasts

Once you have sent a DialCast/broadcast, you may need to cancel it.

Go to Messages | Send or Edit Messages. The Send or Edit Messages page appears with a note at
the top of the page that, “InformaCast is currently broadcasting.”

Messages

Page 1.af 1

Broadcast

Example Ad-Hoc
Broadeast

Example lailed mai
sarver

Example Hammer

Example Monthly
Meeting

Example Ring tone -
Bell 1

Example Ring lane
Bell 2
Exampla Ring tone -
Bel 3

Example Ring tans -
Clack cf

Example Ring tone -
Ding dong
Example Rin
Tone 1

Example Ring tone -

Torne 2

the details soft-key.

In Basic Paging, you have access to one message only, Basic Paging Live Broadcast.

InformaCast is currently broadcasting. | wuw £ active broadcast]s).

Jumgp to page: 3 Show 50

Emergency call placed al ${time) on ${date} Test and Pre-Recorded Audio * §
Email is down at $time] on $date) Taxt §
This ks @ broadcast of an industrial sounding

Text and Pre ded Audio §

Monihly company wide meeting is at 800, Press Toxt§

Pre-Recorded Audio *

Prof

Pre-Recorded Audio *

Pre-Recorded Audio °

Pre-Recorded Auda *

Pre-Recorded Audio *

Pre-Recorded Audsa ®

@) on S{date}  Toxt §

Example Sing|
Broadcast

Example Tomado
Exam
W

IC Trial Ending in 10
Drays

* Trial Ending
Days

) Page1of1

This i a broad from Singlewdre's Broadcast

Systom! Teat and Pre-Recorded Audio §

his is a tast— Taxt and Pre

ded Audio ° §

There is a tomado in the area a1 ${time) on ${date] Text and Pre-Recorded Audio §
¥

Tast §

o :
our trial of InformaCast Advanced Notification
ends in 10 daysl Conlact salesg@singlewire com
now to purchase a subscription to InformaCast or to
extend your trial.

Taxt and Pre-Recorded Audio * §

nced N
Text and Pre

51 or to

Jump to page: 0 Show S0 resuits per page

" Message will skip phones that are in use.

§ Message Is persistent

* Message delivery is synchronized. It will start after a delay, and play only once
&4 Message has a script assigned to it
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Upgrading to Advanced Notification will allow you to use the other messages listed on this page.,
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Step 2  Click the View button to see a list of ongoing broadcasts. The Current Active Broadcasts page appears.

Messages | Send or Edit Messages | Current Active Broadcasts

Description Started By User Action

Sendng broadcast (Example Singlewire Broadeast) ta [Directory number. Tue Dec 0T 10:44-29 CST Termparary Adminestratar B0
71012] H10 {admin)

This list offers you the ability to end any of the active broadcasts. This is particularly useful if, for
example, an attempt to capture audio has been accidentally directed to a voicemail system.

Step 3 Click the End button of the broadcast you’d like to cancel. InformaCast displays a confirmation screen
to make sure you picked the right message and that you really want to end the broadcast.

Step4 Click the End button. InformaCast will stop sending the broadcast, and take you back to the Send or
Edit Messages page.

If the message ends on its own or is cancelled by another administrator while you’re following these
steps, InformaCast will tell you that there are no active broadcasts.

Manage Call Detail Records

When configured, InformaCast can create a call detail record for every SIP and CT1 call it receives (for
example, DialCasts receive SIP calls). InformaCast can collect call data, such as changes to the call state
and DTMF sent and received, as it interacts with the call and Unified Communications Manager. When
the call ends, the collected data is written to an InformaCast directory accessible through the Call
Detail Records Directory link on the Support page (Help | Support).

InformaCast Virtual Appliance Basic Paging
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Collect Call Detail Records

Step 1

Step 2
Step 3

Step 4

You can collect call detail records and set a retention period that will eliminate saved records older than
the set period through a scheduled job that runs every day at 3:30 a.m.

Go to Admin | System | Call Detail Records. The Call Detail Records page appeats.

BT

Admin | System | Call Deta

Writa Call Detal Records: ¥
Call Detail Records Retention Pedod: | 365

(required]

cucup

i contained ir
ondions of

aftware, LLC. A righ

g
transmitied, used, reproduc

Select the Write Call Detail Records checkbox.

Enter a numeric value in the Call Detail Records Retention Period field. This is the number of days
a call detail record can age before it is removed from InformaCast.

N

Note

Call detail records are written to InformaCast every minute. If you anticipate a large number of
SIP or CTI calls, you may want to keep your retention period low.

Click the Update button to save your changes.

View Call Detail Records

When InformaCast is configured to collect call detail records (see “Collect Call Detail Records” on
page 5-50), those records are written to a directory accessible through the Call Detail Records
Directory link on the Support page. InformaCast collects two types of call details records: SIP and
CTIL

[ Version 12.5.1
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Go to Help | Support. The Support page appeats.

InformaCast’
S casic paging

it
 Prowided by OEM Agreement with Csco Messages Recipients Speakers  Bedls

Help

Sup|

InfarmaCast Basic Paging requires a supparted version of Cisco Unified Communications Manager Verify that your version of Unified Communications
Manager is supported by going to Help | InformaCast User Guide and navigating to Appendices | Release Notes. Salect your version of InformaCast
and view the suppored versions of Unified Communications Manager under the "Compalibiity” heading

if your version of Unified Communications Manager is currently in software maintenance, you can contact Clsco directly for help:
it thwvew cisco comitac or view InfermaCast's installation and user guids by going to Halp | InformaCast User Guide

I yau have an unsupgaried version of Unified Communications Manager, you have the fallowing optians:

» Click the Try icon to star your 60-day free tral of InformaCast Advanced MNaotification
= Click the Buy icon to obtain 8 demaonstration, subscripion, or purchased licenss for InformaCast Advanced Notification

Doecuimentation
InfarmaCast Usar Gulde
Erequenty Asked Quastions
AP ymantation

AP Qusc

tart Guide

End-Liser License Anresrmarl

Tools
These links help carry out steps mentioned in the documentation, or suggested by technical suppor

AP Log Shows requests mads to the InformaCast REST AP
alling Terminal Digonestics Shows the CTI ports and route points registered with InformaCast.
Call Datail Racords Diractory Shows the diractory containing the call detail records.

InfarmaCast Logs

clory Shows the directary containing the InformaCast logs
Log Teal Collscts and analyzes Singlewine log files for emors
Performance Log Contains information logged by InformaCast

SIP Stack Log Contains information leggad by the SIP stack

Summary Lgg Contains a summary of broadcasts sent by InformaCast

[ Version 12.5.1
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Step 2  Click the Call Detail Records Directory link in the Too/s area. The Call Detail Records Directory page

appears.

'|fotmata£;t’ 6 W e

Messapes Recipents Speakers

Help | Support | Call Detail Records Directory

} £} Page 1or1 HEXT ) ™ Show 50 results par page  Filter
S . T R
sip-201604131408 json n& 2016-04-13 0600
sip-201604131403 json 0& 2016-04-13 I-04:00
sip-201604122114 json 08 2016-04-12 16:15:00
2ip-201604122113 json & 2016-04-12 18:14:00
sip-201604122112 json 13 2016-04-12 18:13:00
5ip-201604121939 json e 2016-04-12 14:40:00
5ip-201604121938 json 13 2016-04-12 14:39:00
i 41 7 j 12 2016-04-12 14:38:00

£} Pagetof1 NEXTEDR Jump fo page: 3 Shaw 50 results per page

Call detail records are organized by date and time, e.g. sip-201603101453.json is a call detail record

written on March 10, 2016 at 14:53 UTC. Each file may contain data for more than one call; the number

of calls in a file depends on the number of calls ended during that particular minute.

[ Version 12.5.1
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Step 3 Click one of the Name links to view a call detail record.

A SIP call detail record might look similar to the following picture.

Each file has the following call detail record structure:

{ “records” : [ { <call 1> }, { <call 2>}, ... 1}

Each SIP call within the record has the following structure:

{ <activity 1> }, { < activity 2>},

{ <summary data>, “sessionActivity” : [

]

}

With sessionActivity defined like this:

[ { “sIP” : { <SIP-data>}, “SDP” { <sbp-data>} }, .., {

“sessionActivity”
“RTP”

{<RTP-data>}, “DIMF”, {<DIMF-data>} }, ... ]

InformaCast Virtual Appliance Basic Paging i
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A CTI call detail record might look similar to the following picture.

“records”:
I

"ParkéndPage”
2017-67-86 B8:5 SB837,

t™: “RouteEvent®,

: "2917-87-06 88:51:47,888"%,
“epachTime": 1459345107,
“terainal”: " RoutePodntl™,
“callingTerminal™:
"calli it
*callingbi”
“calledDh™:

: "2017
"epachTime’
“triggerl
“destinationlB”

: “ReutelizedEvent”,
2917-97-96 @B:51:47,995°7,
“epachTime™: 1459345107,

“terainal RoutePaintl™,
“routelsed" "#1e5081 "

“routefvent™: “RouteEndEvent”,

' @17-07-86 @8:51:47,59057,
© 1459345187,

E RoutePointl®,
E_W0_EAROR"

506",
1459345107,
RoutePointl™,
“routes”: "$185081, 185009",
“RCUTEADDRESS SEARCH_SPACE™

“callEvent”: “CallCtlConnDfferedsy
“time®: "2017-87-86 @8:51:4
“epochTime": 1499345187,
“connDNT: “185091°,
“callingTerminal™

"#125e81",
“#195901"

"CallctlTermConnRingingEvimpl™,
2017-07-06 88:51:47, 9157,
“epachTime™: 1453345107,
“tersConnTerminal™: " CtiPortdl”,
"H1958817,

PIBITASIGCOSE" ,

“termConnDh™ :

“currentCalledOn”:

1Event™: “CallCtlTermConnTalkingEv™,
"i "2017-87-86 83:51:47,9237,
"epachTime™: 1499343167,
“tersConnTerminal®: "
“tersConnDN™: “185881°,
lingTersina

CtiPortal”,

nformaCast™,

1
b

Each file has the following call detail record structure:

Configure Messages and Broadcasts

{ <summary data>, “callActivity” : [ { <activity 1> } , { < activity 2>} , .

1}

InformaCast Virtual Appliance Basic Paging
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With call Activity defined like this:

“callActivity” : [ { <Route-Request>}, { <Route-Action>} , {<Call-Event>},
{<Call-Action>}, {<Provider-Event>}, {<Terminal-Event>},
{<Broadcast-Action>}, {<Info>},...]

Summary data, which applies to both SIP and CTI call detail records, identifies the call and provides
information about its date, duration, and the part of InformaCast that handled it, as shown in the
following table:

Field Definition Example

calllD The unique identifier for the call afe09£80-70e15204-2a-a0ce41cac@

component |The patt of InformaCast handling the call, e.g. DialCast
DialCast, call recording, and/or the CallAware,
Night Bell, Park and Page, and Legacy Paging
Interface plugins

start The date and time the call started, which 2016-04-13 09:04:52,678
corresponds to the time of the first INVITE
request

end The date and time the call ended, which 2016-04-13 09:05:09,656
corresponds to the time of the BYE or CANCEL
request

duration The length of the call in the format of: 000:00:00:16,978
ddd:hh:mm:ss,;mmm

The next tables have been separated into SIP or CTT types.

Session activity is comprised of SIP messages and DTMF sent and received during the call:

“sessionActivity” : [ { “SIP” : { <SIP-data>}, “SDP” : { <SDP-data>} },
“RTP” : {<RTP-data>}, “DTMF”, {<DTMF-data>} }, ... ]

wr |

SIP data, as shown in the following table, includes the SIP message's method, the date and time of the
SIP message, the hosts sending and receiving the SIP message, etc.:

Field Definition Example
method SIP’s message method, e.g. INVITE, NOTIFY, |INVITE
INFO, BYE, CANCEL
time The date and time the SIP message was sent or [2016-04-13 09:04:52,678
received
from The source user in the SIP request; this will bea [105002
DN when interacting with Unified
Communications Manager
fromHost The host sending the request XXX.XX.XXX.Xxx:5001

[ Version 12.5.1
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Field

Definition

Example

to

The destination user in the SIP request; this will
be a DN when interacting with Unified
Communications Manager

H782

toHost

The host receiving the request

XXX.XX.XXX.Xxx:5061

earlyOffer

Whether the INVITE request contains an offer
(true) or not (false)

false

userAgent

The SIP User Agent sending the request

Cisco-CUCM10.5

transportProtocol

The SIP transport protocol, which is obtained
from the first VIA header in the request

TLS

negotiatedDtmfMethod

The DTMF transport method negotiated
between InformaCast and Unified
Communications Manager, which is used when
the LPI plugin sends an INVITE without an
offer (delayed offer), e.g. NOTIFY, RFC_2833
(i.e. RTP), INFO

NOTIFY

response

The response code and explanation assigned to
the SIP message; the default is O (unknown
status)

200 (OK)

SDP data follows SIP data and includes the codec, media transport protocol, local and remote media
hosts, etc. as shown in the following table:

host sending the INVITE request (see fromHost field in
SIP datatable), e.g. sendrecv, sendonly, recvonly, inactive;
no value implies sendrecv

Field Definition Example

codec The codec negotiated between InformaCast and Unified [PCMU
Communications Manager; currently, InformaCast
supports only G.711 (PCM ULAW)

protocol The media transport protocol, e.g. RTP or SRTP RTP

local The local media host, i.e. InformaCast XXX.XX.XXX.XxX:32094

remote The remote media host; during a call with Unified XXX.XX.XXX.xxx:18270
Communications Manager, this will usually be a Cisco IP
phone, but also might represent a music-on-hold server

streamDirection |The media stream direction from the perspective of the [sendrecv

[ Version 12.5.1
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RTP data, not shown in the previous picture, follows SDP data and includes host and DTMF
information, as shown in the following table:

Field Definition Example
time The date and time when a DTMF tone was sent ot received via  |2016-03-10
RTP 08:53:50,886
local The local media host, i.e. InformaCast XXX.XX.XXX.xxx:32094
remote | The remote media host; during a call with Unified XXX XX XxX.xxx:18270
Communications Manager, this will usually be a Cisco IP phone,
but also might represent a music-on-hold server

DTMF data, not shown in the previous picture, includes the DTMF tone and its sent status, as shown

in the following table:

Example

The DTMF tone that was sent or received, either by a SIP message or by |3

Field Definition
tone

RTP
sent

Whether InformaCast sent (true) or received (false) the DTMF tone

true

CTI Data Tables

Call action data includes the actions taken by InformaCast and its plugins to control CTI calls, as shown

in the following table:

Field Definition Example
callAction The call action performed, e.g. Accept, Park
Answer, Connect, Park, Redirect, Reject,
and Unpark
<Time-data> The time when the action was performed |See Time Data table
callingTerminal The calling terminal for the Connect action |CtiPort05
callingDN The calling DN for the Connect action #91140
calledDN The called DN for the Connect action 105065
parkingTerminal The parking terminal for the Park action CtiPort05
parkingDN The parking DN for the Park action #91140
parkDN The patk DN for the Park or Unpark action 105065
redirectDN The redirect DN for the Redirect action 105098
css The calling search space for the Reditect |ADDRESS_SEARCH_SPACE
action, e.g.
ADDRESS_SEARCH_SPACE,
DEFAULT_SEARCH_SPACE, and
CALLINGADDRESS_SEARCH_SPACE
unparkingTerminal |The unparking terminal for the Unpark CtiPort05
action
unparkingDN The unparking DN for the Unpark action [#91140

[ Version 12.5.1
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Call event data includes the JTAPI call events received by InformaCast and its plugins during CT1 calls,
as shown in the following table:

Field Definition Example
callEvent The name of the call event CallCtlConnOfferedEv
<Time-data> The time when the event was received See Time Data table
connDN The connection DN for a connection event, e.g. [#91140
connection offered
termConnTerminal The terminal-connection terminal for a CtiPort05
terminal-connection event, e.g. terminal
connection talking
termConnDN The terminal-connection DN for a #91140
terminal-connection event, e.g. terminal
connection talking
transterToDN The DN call a is being transferred to for a #91140
CiscoTransferStartEv or CiscoTransferEndEv
event
<Call-Data> The call data for the event See Call Data table

Call data includes the data common to both JTAPI call and route events received by InformaCast and
its plugins during CTT calls, as shown in the following table:

Field Definition Example
callingTerminal The calling terminal SEP3037A616CD9E
callingPartition The partition of the calling DN InformaCast
callingDN The calling DN 105065

calledDN The called DN #771
lastRedirectedDN The last DN that redirected the call #771
modifiedCalledDN The modified called DN H#771
currentCalledDN The current called DN H#771

Provider event data includes the JTAPI provider events received by InformaCast and its plugins during
CTI calls, as shown in the following table:

Field

Definition

Example

providerEvent

The name of the provider

CiscoProvCallParkEv

event

<Time-data>

The time when the event was

See Time Data table

received
parkDN The park DN for a call park event {80100
parkPartition The pattition of the park DN fora [InformaCast

call park event

[ Version 12.5.1
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Field

Definition

Example

parkedParty

The parked DN for a call park

event

105065

parkedPartyPartition

The partition of the parked DN for
a call park event

InformaCast

parkingPartyDN

The parking DN for a call park
event

#91137

parkingPartyPartition

The partition of the parking DN
for a call park event

InformaCast

reason

The reason for a call park event,
e.g. REASON_CALLPARK,
REASON_CALLPARKREMIND
ER, and
REASON_CALLUNPARK

REASON_CALLPARKREMINDER

state

The park state for a call park event,
e.g. PARK_STATE_ACTIVE and
PARK_STATE_IDLE

PARK_STATE_ACTIVE

duration

The patrked duration for a call park
event in the format of ssss,;mmm

0029,139

Route action data includes the actions taken by InformaCast and its plugins to route CTT calls, as shown
in the following table:

Field

Definition

Example

routeAction

The route action performed, e.g. SelectRoute
and EndRoute

SelectRoute

<Time-data>

The time when the action was performed

See Time Data table

EndRoute action, e.g.
CAUSE_NO_ERROR,
ERROR_UNKNOWN,
ERROR_RESOURCE_BUSY, and
ERROR_RESOURCE_OUT_OF_SERVI
CE

terminal The route terminal associated with the event |RoutePoint

routes A comma-separated list of DN for the #91140,#91138,105098
SelectRoute action

css The calling search space for the SelectRoute [ROUTEADDRESS_SEARCH_SPACE
action,e.g. DEFAULT_SEARCH_SPACE,
CALLINGADDRESS_SEARCH_SPACE,
andROUTEADDRESS_SEARCH_SPACE

reason The reason for ending a route session for the [CAUSE_NO_ERROR
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Route event data includes the JTAPI route events received by InformaCast and its plugins during CTI
calls, as shown in the following table:

Field Definition Example

routeEvent | The type of route event, e.g RouteEvent, ReRouteEvent, RouteEvent
RouteUsedEvent, and RouteEndEvent

<Time-data> |The time when the action was performed See Time Data table
terminal The route terminal RoutePoint
<Call-Data> |The call data for the event See Call Data table

Terminal event data, not shown in the previous picture, includes the JTAPI terminal events received
by InformaCast and its plugins during CTT calls, as shown in the following table:

Field Definition Example

terminalEvent The name of the terminal event CiscoRTPOutputStartedEv
<Time-data> The time when the event was received See Time Data table
terminal The name of the terminal CtiPort01

localAddress The local IP address where RTP packets are XXX.XX.XXX.X

received, triggered by the
CiscoRTPInputStartedEv JTAPI terminal event

localPort The UDP port where RTP packets are received, {32068
triggered by the CiscoRTPInputStartedEv
JTAPI terminal event

remoteAddress The remote IP address where RTP packets are  [XXX.XX.XXX.X
sent, triggered by the
CiscoRTPOutputStartedEv JTAPI terminal
event

remotePort The UDP port where RTP packets are sent, 29738
triggered by the CiscoRTPOutputStartedEv
JTAPI terminal event

Broadcast action data includes the action taken by InformaCast and its plugins to trigger a broadcast
during a CT1T call, as shown in the following table:

Field Definition Example
broadcastAction The broadcast action, e.g. Trigger Trigger
<Time-data> Time when the event was received See Time Data table
messagelD The ID of the message sent during a broadcast fora 899

Trigger action

recipientGrouplDs |List of the recipient group IDs used during a broadcast |n105098,954
for a Trigger action

InformaCast Virtual Appliance Basic Paging
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Info data includes the additional information added by InformaCast and its plugins to a call detail

record during a CT1 call, as shown in the following table:

Field Definition

Example

info The info identifier

callResult

<Time-data> |The time when the info was collected

See Time Data table

Zero or more fields depending on need

result: HUNG_UP

Time data includes the time when various actions and events have occurred during a CTI call, as shown

in the following table:

Field Definition

Example

time The formatted date-time string

2016-07-19
13:12:26,723

epochTime |The number of seconds since Jan 1, 1970 00:00:00 UTC  |1468951946
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Maintain InformaCast

When you click the Admin icon, you will be brought to the Overview page. On this page, you can view

various statistics associated with the administration of InformaCast, such as how long the current

e

i
|

session of InformaCast has been running, your version of InformaCast, and the configuration of your

backups and phone updates.

‘ Admin | Overvie

2 B O

Learn Home Messages Recipients Speakers  Bels

Diefault
Cluster Version s fon 10.6.2.12901-1
JTAPI Verslon Cisco Jtapi version 10.5(2 129001
Release
Send Commands to Phones
by JTAPI falze
CTl Routs Points
o [state |
0 meoz 8861212 IN_SERVICE
RPN H101000 IN_SERVICE
SIP Calls
There are no SIP calls,

‘ s Welcome 1o the InformaCast configuration overview page. For specific configuration tasks, please use the “Admin” menu.
i
InformaCast Server Backup
WVersion 11.5.1 Basic Paging Bcense Backup Activated false
Start Time 20150723 0930 4 Mext Scheduled Backup
Curment Time 2015-07-23 13:40: 35 Backup Location Jusrflocal'singlewirelinformaCast/back up
lication Made Stand-al
Cisco Unified Communications Manager Phone Updates

20150723 131300
2015-07-23 131316
2M5407-23 13:21:00
250723 13 21:00

Last Attemgted Phane Rebuild

Last Successful Phone Rebuild
Last Attemngted Phane Refresh
Last Succassful Phane Refresh

Number of Phones Retrieved 26
Number of Phones Used | Licensed 0r50
Mext Phone Rebuilld 2015407-23 14:13:00

Phone Refresh Interval (minutes) 23

SIP User Agent Status
User Agent is running

Multicast Ports
Number of Multicast Ports Configured 301
Mumbaer of Multicast Ports Used by Audio Broadcasts 1]

Numier of Multicast Ports Used by Talk and Listen Messages 0
Mumniber of Multicast Ports Unused

it o fbare o matersl
s safiware b subject fo fhe

Beyond simply using InformaCast to send broadcasts, you can set up InformaCast backups and manage
phone updates, SNMP monitoring, and session timeouts.
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Change the Application Administrator’s Password

The admin user, also known as the Application Administrator, is your preset InformaCast superuser,
i.e. it holds all possible roles for InformaCast, and you initially set its password in Step 23 on page 2-27.
Because of its elevated status, you may find it helpful to change this uset’s password periodically.

A

Warning If you change your password in Basic InformaCast, upgrade to Advanced InformaCast, then
downgrade to Basic InformaCast, your password will revert to your original Basic InformaCast
password.

Step1  Go to Admin | Change Password. The Change Password page appears.

& & B &0 ® ® ©

By Try Leam Home  Messages Recipienis Speakers  Bells Admin Piugins Help

Changing password for Temporary Administrator

Curmrent Password {required)
New Password {required)
Confirm Password {requirsd)

When you change your application password, you should also changs your 05 Password

cancis BB waati £

.

Note Ifyou are using an older version of InformaCast, “Temporary Administrator” will appear at the
top of the Change Password page.

Step 2 [Enter your current Application Administrator password in the Current Password field.
Step3 [Enter a new password in the New Password and Confirm Password fields.
~.

Note When setting your password, you cannot use “changeMe.”

Step4 Click the Update button.

D.

Note If the passwords you enter in both fields do not match, you will be prompted to try again.

InformaCast Virtual Appliance Basic Paging
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pe

Tip When you change your Application Administrator password, it is a good idea to also change
your OS Administrator password (see “Change the Virtual Appliance’s Password” on
page 9-11).

Manage Login Banners

Login banners allow you to display text to your users before and/or after they log into InformaCast,
which includes its web interface, Webmin, the command-line interface, and the API explorer. You can
use login banners to welcome users to your alert system or make them aware of acceptable use or
security policies.

Add a Login Banner

Step 1

Step 2

Login banners allow you to display text to your users before and/or after they log into InformaCast.

Create a text file that contains the text you want to display to users and save it to a location accessible
to your web browser.

N

Note Text files(.txt) must contain plain text only, i.e. no HTML or code. Also, you control the line
breaks in your banner text. If your pre-login text is longer than your desired screen size, add
catriage returns to your text file. They will be replicated on InformaCast's pages.

Go to Admin | System | Login Banners. The Login Banners page appears.

Advanced Motification o —

& p W™ S

By Try Leam; Home  Messages Reciplents Speakers Badl

Admin | System | Login Banners

( ; Defing the text that should be displayed befors and after uzer authentication.

Change or Remove Login Banners

To change or dafing the pre/post login banners, please upload a file containing the desired text. To remove a given bannar, selact tha Remove bution

Upload Pra-Login Text: | Choosa File | Mo file chosan wPLGAD REMIVE )

Upload Post-Login Text: | Choosa File | Mo file chosen

[ Version 12.5.1
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Step3 Click one of the Choose File buttons to upload either pre-login or post-login text. The Open dialog

box appears.

£ Open
s,
@'&Jvll Deskiop » : i &
Drganize * Mew folder o= b ﬂ
™ Decktop g Marne o :
.‘ Downlosds w4 Libraries |
= Recent Places E R
I Emages - Shortout & Computer
L 12T Applications i Metwork
T
- :I nmpu:mmmn [Fr Adobe Acrobat ¥ Pra ZKE
d Phot
el r:uh o Adobe Creative Cloud A
Gmp :::, (st Adebe FermsaCentral i
) ] Wg, - (8 Google Chrome s
| lennifer Google Docs e
[ Geogle Shests b
Dlaskd
| op =) Google Slides e
- Librands [E} iTunes LR
+| Documents - il - ;
File name: | * | Al Files Z
Open |1r [ Cancel J

Step4 Navigate to where you saved your text file, select it, and click the Open button. The Login Banners
page refreshes and you can see your text file's name next to the Choose File button you clicked.

Leam Home Messages Recipients Speakers  Baells

Admin | System | Login Banners

( ‘ Define the text that should be displayed bafore and after user authantication.

Change or Remove Login Banners
To change or dafina the pra/post login banners, plaase upload a file containing the dasirad text. To remove a givan bannar, salact tha Remove bution
woul) o S

lmunn [ -1

Upload Pra-Login Taxt: | Choosa File | PreloginBannar bd

Upload Post-Login Text: | Choosa File | No file chosen

InformaCast Virtual Appliance Basic Paging i
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Step5 Click the Upload button for the login text you added. The Login Banners page refreshes and you can
see your uploaded text.

Home Messages Recipienis Speakers  Bells

Admin | System | Login Banners

_J Diefine the text that should be displayed before and after user authentcation.

Current Pre-Login Banner:

Wglcomi 1o InformaCast. Continwng with your authentication indicales your
acceplance of Singehvire's lems and policies

Change or Remove Login Banners
To change or dafing the pra/post login banners, please upload a file containing the desired text. To remove a givan bannar, selact tha Remove bution

Upload Pre-Login Text: | Choose File Mo file chosen woa [ o S

Upload Post-Login Text: | Choosa File | No file chosen lﬂmnD [ -]

Step 6 Click the other Choose File button and repeat the process to upload the other login text (optional).

InformaCast Virtual Appliance Basic Paging
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Step7 Log out of InformaCast. The Login page appears and (if you uploaded pre-login text) you should see

your new banner text.

InformaCa > 5 3 R & C

 Prosadied by OEM. '- y Home  Messages Recipienis Speakers.

Admin | System | Login Banners

( ; Define the text that should be displayed before and after user authentication.

Current Pre-Loglin Banner:

Webcome 1o InformaCast. Continuing with your authentication indicates your
acceptance of Singeksira’s terms and policies

Current Post-Login Banner:

Welcome 1o InformaCast. Your login indicates compiance with the InfarmaCast
End User License Agresment

Change or Remove Login Banners
To change or define the pre/post login banners, please upload a file contalning the desied text. To remove a given banner, select the Remove button

Upload Pre-Login Text: | Choose Flle  No file chosen -mnnD "R &

Upload Post-Login Text: | Choose File | No file chozen e[ o &
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Step8 Log into InformaCast. One of two things will happen:

e If you added post-login text, you will see that text.

Welcome to InformaCast. Your login indicates compliance with tha InformaCast End User License Agresment.

Learn Home e s Recipients Speakers

Welcome to InformaCast Basic Paging (Cisco Paging Server)

Basic InformaCast functionality includes the ability to
» Send live audio broadcasts to up 1o 50 phones by dialing a number on your Cisco IP phone

= Create unlimited recipient groups of 50 phones or less

User Guide | Contaci Cisco TAC for Suppori

Unlock InformaCast Advanced Motification
Chick tha Try and Buy links to extend your reach beyond live audio paging by unlocking 60-day trial

of InformaCast Advanced. a full-featured emergency nofification solution that allows you to reach an unlimitad
number of phanas with text and live or pre-recorded audio messages and much mare.

Learn More

= InformaCast Details

[ Version 12.5.1
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D.

Note Login banner text will only appear for Webmin, and the command-line interface after you
reboot the Virtual Appliance.

Continue by selecting your desired InformaCast menu option.

Edit a Login Banner

Step 1

Step 2

Once you've added login banners to InformaCast, you may need to update their information.

Create a new text file that contains the updated text you want to display to users and save it to a location
accessible to your web browser.

N

Note Text files(.txt) must contain plain text only, i.e. no HTML or code. Also, you control the line
breaks in your banner text. If your pre-login text is longer than your desired screen size, add
catriage returns to your text file. They will be replicated on InformaCast's pages.

Go to Admin | System | Login Banners. The Login Banners page appears.

Admin | System | Login Bann
( ; Define the text that should be displayed before and after user authentication.

Current Pre-Login Banner:

Welbcome 1o InformaCast. Continuing with your authentication indicates your
acceptance of Singekwirs's terms and policies

Current Post-Login Banner:

Welcome 1o InformaCast. Your login indicates complance with the InfarmalCast
End User License Agresment

Change or Remove Login Banners
To change or define the pra/post login banners, please upload a file contalning the desired text To remove a given banner, selact the Remove button

Upload Pre-Login Text: | Choose Flle | Mo file chosen -nr.\.mD RENIVE £

Uplosd Post-Login Text: | Chsose File | Mo file chosen -mnnn REMOVE 53
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Step3 Click one of the Choose File buttons to upload either pre-login or post-login text. The Open dialog

box appears.

£ Open
s,
@'&Jvll Deskiop » : i &
Drganize * Mew folder o= b ﬂ
™ Decktop g Marne o :
.‘ Downlosds w4 Libraries |
= Recent Places E R
I Emages - Shortout & Computer
L 12T Applications i Metwork
T
- :I nmpu:mmmn [Fr Adobe Acrobat ¥ Pra ZKE
d Phot
el r:uh o Adobe Creative Cloud A
Gmp :::, (st Adebe FermsaCentral i
) ] Wg, - (8 Google Chrome s
| lennifer Google Docs e
[ Geogle Shests b
Dlaskd
| op =) Google Slides e
- Librands [E} iTunes LR
+| Documents - il - ;
File name: | * | Al Files Z
Open |1r [ Cancel J

Step4 Navigate to where you saved your text file, select it, and click the Open button. The Login Banners
page refreshes and you can see your text file's name next to the Choose File button you clicked.

Leam Home Messages Recipients Speakers  Baells

Admin | System | Login Banners

( ‘ Define the text that should be displayed bafore and after user authantication.

Change or Remove Login Banners
To change or dafina the pra/post login banners, plaase upload a file containing the dasirad text. To remove a givan bannar, salact tha Remove bution
woul) o S

lmunn [ -1

Upload Pra-Login Taxt: | Choosa File | PreloginBannar bd

Upload Post-Login Text: | Choosa File | No file chosen

InformaCast Virtual Appliance Basic Paging i
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Step5 Click the Upload button for the login text you edited. The Login Banners page refreshes and you can
see your updated text.

Advanced Motification

Leam Home  Messages Recipienis Speakers

Admin | System

Login Banners

( ( Define the text that should be displayed before and after user authentication.

Current Pre-Login Banner:

‘Welcome 1o InformaCast. Fun fact 8 cow-bisan hybrid is called 8 beefalo

Current Post-Login Banner:

Welcome 1o InformaCast. Your login indicates compiance with the InfarmaCast
End User License Agresment

Change or Remove Login Banners
To change or define the pre/post login banners, please upload a file contalning the desied text. To remove a given banner, select the Remove button

Uplosd Pre-Login Text: | Choose Flle Mo file chosen -ﬂn.mD "R &

Upload Post-Login Taxt: | Choosa File | No file chosen e[ o &

D.

Note Every time you click a Choose File button followed by its Upload button, the new login
banner is saved over the top of the text that existed there before.

Step6 Log out and back into InformaCast to ensure the appropriate text appears.

N

Note Login banner text will only appear for Webmin, and the command-line interface after you
reboot the Virtual Appliance.

InformaCast Virtual Appliance Basic Paging
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Delete a Login Banner

Step 1

As your needs change, you may need to remove login banners from InformaCast.

Go to Admin | System | Login Banners. The Login Banners page appears.

InformaCast’ ~ 6 & B 28 09

Leam Home  Messages Recipienis Speakers  Bells

Admin | System | Login Banners

( ; Define the text that should be displayed before and after user authentication.

Current Pre-Loglin Banner:

Webcome 1o InformaCast. Continuing with your authentication indicates your
acceptance of Singeksira’s terms and policies

Current Post-Login Banner:

Welcome 1o InformaCast. Your login indicates compiance with the InfarmaCast
End User License Agresment

Change or Remove Login Banners
To change or define the pre/post login banners, please upload a file contalning the desied text. To remove a given banner, select the Remove button

Upload Pre-Login Text: | Choose Flle  No file chosen -mnnD "R &

Upload Post-Login Text: | Choose File | No file chozen e[ o &
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Step2 Click the Remove button of the login banner you want to delete. The Login Banners page refreshes
and your login banner (in this case, the post-login text) is removed.

Advanced Motification

@ @? g © '3 SO )

Liearn Home Messages Recipienis Speakers  Bells M:-| Plugins

Admin | System | Login Banners

_J Diefine the text that should be displayed before and after user authentication

Current Pre-Login Banner:

Welcome 10 InformaCast. Conlinung with your authentication indicales your
acceplance of Singelwirg's 1ems and policies

Change or Remove Login Banners
To change or dafing the pra/post login banners, please upload a file containing the desirad text. To remove a given bannar, salact tha Remova bution

Upload Pre-Login Text: | Choose File  No file chosan woa [ o S

Upload Post-Login Text: | Choosa File | No file chosen IFI.OIIID [T -]

Manage InformaCast Backups

InformaCast allows you to back up its configuration to an external server using Secure File Transfer
Protocol (SFTP) and configure the timing of that backup through a scheduled job. The InformaCast
database, configuration data, phone display assets, all certificates, and SSH server keys are preserved
during this process.

If you are already backing up your virtual machine inside VMware, you can continue to do so. If you do
not back up your virtual machines inside VMware, and wish to start, there are many applications that
perform virtual-machine-level backups. One such application is Yeeam Backup and Replication.
Singlewire does not endorse any particular vendor’s implementation. Consult the vendot’s
documentation on how to integrate your VMware environment with a backup strategy.

Configure InformaCast's Connection to an SFTP Server

You must configure a connection to an SFTP server in order for InformaCast to properly back up its
configuration. InformaCast's backups are fully encrypted using the security passphrase you set up when
you installed InformaCast (see “Deploy InformaCast” on page 2-6).

Currently, OpenSSH is the only SFTP server supported by Singlewire, although other servers may
work.

[ Version 12.5.1
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Note

New backups will overwrite previous backup files.

Step 1
appear S.

Log into Webmin (see “Log into Webmin” on page 2-35 for specific steps). The Webmin homepage

© sing

Systemn hostname
Operating system
Webmin versicn
Time on system
Kemnel and CPU
Processor information
System uptime
Running processes
CPU load averages
CPU usage

Real memory

Virtwal memory

Local disk space

Step 2
appears.

Madula Config

lewire
software

I (127.0.1.1)

Singlewira InformaCast VMWare

1.620

Tue May 16 10:31-26 2017

Linux 4. 1. 8-yocto-standard on i686
Inted(F) Xean(R) CPU E5-2665 0 @ 2 40GHz, 1 cores
1 days, 1 hours, 20 minutes

a2

0.00 (1 min) 0.01 (5 mins) 0.05 (15 mins)
4% user, 3% kemel, 0% 10, 53% idle
3.94 GB total, 1.39 GB used

B GB total, 0 bytes used

95.73 GB total, B 14 GB used

Go to Others | Backup and Restore. The Configure SFTP, Backup or Restore Appliance page

Configure SFTP, Backup or Restore Appliance

This process administers backup and restore toffrom an extemal server unning the secure FTP (3FTP) protocol

SFTP information Is not configured or the SFTP server Is not available

Jobs  Configure

Backup  Hesione

When a backup or restore job happans. its qu's. will appear hara
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Step 4

Step 5
Step 6
Step 7

Step 8

Step 9

Maintain InformaCast W

Click the Configure tab. The Configure SFTP, Backup or Restore Appliance page refreshes.

Vadule Conlig

Configure SFTP, Backup or Restore Appliance

This process administers backup and restore to'from an external server running the secure FTP (SFTP) protocal

SFTP information Is not configured or the SFTP server Is not available

Jobs Configure Backup  Restone
Configure the SFTP server

All parameters are requied
SFTP server IP address or hostname
SFTP usernama
SFETP passwaord
SFTP server path

Humber of backups to keep on SFTP server

Test Connectivity to SFTP Server and Save

Enter the IP address or hostname of your SFTP setrver in the SFTP server IP address or hostname
field.

Enter the username for your SFTP server in the SFTP username field.
Enter the password for your SFTP server in the SFTP password field.

Enter the network path to your SFTP server in the SFTP server path field. Leave the . in the SFTP
server path field to use the default directory.

D.

Note The directory path you enter in the SFTP setver path field is relative to the default directory
on the SFTP server. It is not possible to back up to a path outside of the default directory. No
other applications should write files to that directory. If you have more than one InformaCast
server, ensure that each has its own directory.

Enter a numeric value in the Number of backups to keep on SFTP setver field, which tells
InformaCast to keep that number of backups on the SFTP server.

Click the Test Connectivity to SFTP Server and Save button. InformaCast will attempt to connect
to your SFTP server. Once it connects, you will see a success statement.

Configure SFTP, Backup or Restore Appliance

Canfiguiraton = aved successiully

Step 10 Continue with “Backup InformaCast’s Configuration” on page 6-15.
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Backup InformaCast’s Configuration

.

Note

You can configure the timing behind a scheduled job that backs up InformaCast’s configuration or you
can back up InformaCast manually in one of two ways.

Before you perform any of the steps in the following sections, you must have first performed the steps
in “Configure InformaCast's Connection to an SFIP Setver” on page 6-12.

You can only back up InformaCast when it is running. In order to achieve a consistent backup, perform
it when configuration changes are not expected to be taking place.

Configure a Scheduled Job to Back Up InformaCast

.

Note

Step 1

Step 2
Step 3

If you do not set a time for backups, automatic backups will not occur.

Configure the timing behind a scheduled job that backs up InformaCast’s configuration.

Go to Admin | System | Backup. The Backup page appears.

Admin | System | Backup

( ‘ Configure the timing of a scheduled job thal backs up the following ilems (il present). InformaCast database, avdio recorded through phones, uploaded audio
P’ files and icons, plugin files, configuration data, phane display assets, PushTaTalk's configuration, all cenificates, and S5H server keys

Haote: Bafors you configure tha seftings on this pags. you musi first have configured InformaCast's connection to an SFTP server in Webmin {Others
Backup and Restore | Configure tab)

I a field Is not required, leaving it blank maans “every.” For exampls, leaving the Hour Sizld blank will cause a backup to be scheduled every houwr of the day
Chick here to manually back up InformaCast right now. This may take a few moments

Job Description: InformaCast Data Backup
Backup functionality sctivated: |

Second: 0 (requirad)
Minute: 0
Hour: 3 (24-hour time)

WPOATE %)

Select the Backup functionality activated checkbox.

Enter numeric values for when your scheduled backup should occur in the Second, Minute, and Hour
fields.

N

Note The time for scheduled backups is calculated in military time.
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Step4 Click the Update button to save your changes. On the Overview page, you can see your changes
reflected in the Backup section.

Backup
Backup Activated true
MNext Scheduled Backup 2017-05-23 03:00:00

Manually Back Up InformaCast Through Its User Interface

Use the following steps to back up InformaCast manually through the InformaCast user interface.

Step1 Go to Admin | System | Backup. The Backup page appears.

Advanced Nolfication -y [# y G]

Try Leam Home Messages Recipienis Speakers  Bells Admin Plugin

Admin | System | Backup
( ‘ Configure the timing of a scheduled job thal backs up the following ilems (il present). InformaCast database, avdio recorded through phones, uploaded audio

P’ files and icons, plugin files, configuration data, phane display assets, PushTaTalk's configuration, all cenificates, and S5H server keys

Haote: Bafors you configure tha seftings on this pags. you musi first have configured InformaCast's connection to an SFTP server in Webmin {Others
Backup and Restore | Configure tab)

I a field Is not required, leaving it blank maans “every.” For exampls, leaving the Hour Sizld blank will cause a backup to be scheduled every houwr of the day
Chick here to manually back up InformaCast right now. This may take a few moments

Job Description: InformaCast Data Backup
Backup functionality sctivated: |

Second: 0 {required)
Minute: 0
Hour: 3 (24-hour time)
cancel ) WOATE

Step 2  Click the here link. InformaCast will begin backing itself up to the location you specified on your SFTP
server (see “Configure InformaCast's Connection to an SFTP Server” on page 6-12 for more
information). This may take a few moments.

.

Note New backups will overwrite previous backup files once the value specified in the Number of
backups to keep on SFTP server field is met (you set this value in “Configure InformaCast's
Connection to an SFTP Server” on page 6-12)

InformaCast Virtual Appliance Basic Paging
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When InformaCast is finished, you will be taken to the Overview page and “Backup process complete”
will appear at the top of the page.

Manually Back Up InformaCast Through Webmin

Use the following steps to back up InformaCast manually through the Webmin interface.

Step 1
appears.

Log into Webmin (see “Log into Webmin” on page 2-35 for specific steps). The Webmin homepage

© singlewire

Systemn hostname
Operating system
Webmin version

Time on system

software
Ic (127.0.1.1)
Singlawire InformaCast WVMWare
1.620
Tue May 16 10:31:26 2017

Step 2

Step 3

Kemel and CPU Linux 4 1. B-yocto-standard on i686

Processor information Inted(R) Xeon(R) CPU E5-2665 0 @ 2 40GHz, 1 cores
System uptime 1 days, 1 hours, 20 minutes
Running processes &2

CPU load averages 0.00 (1 min) 0.01 (5 mins) 0.05 (15 mins)
4% user, 3% kemel, 0% 10, 53% idle

3.94 GB total, 1.39 GB used

CPU usage

Real memory
Wirual memory 8 GB total, 0 bytes used
Local disk space 9571 GB total, 8 14 GB used

Go to Others | Backup and Restore. The Configure SFTP, Backup or Restore Appliance page
appears.

Madula Config
Configure SFTP, Backup or Restore Appliance

This process administers backup and restore toffrom an extemal server unning the secure FTP (3FTP) protocol
SFTP information Is not configured or the SFTP server Is not available

Jobs  Configure  Backup  Restare
‘When a backup or restore job happans. #s logs will appear hare

Click the Backup tab. The Configure SFTP, Backup or Restore Appliance page refreshes.
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Step4 Click the InformaCast link. You will be redirected to InformaCast’s Backup page.

Advanced Notfication

Buy Ty Leam

Admin | System | Backup
( ( Configure the timing of a scheduled job that backs up the follawing iterns (if present). InfarmaCast database, audia recorded thraugh phones, uplaaded audio

i fles and icons, plugin files, configuration data, phone display assets, PushTaTalk's configuration, all centificates, and S5H senver keys

Naote: Bafore you configure tha settings on this page, you must first have configured InformaCast's connection to an SFTP server in Webmin (Others
Backup and Restore | Configure tak)

If a fiedd Is not required, leaving it blank means “every.” For example, leaving the Hour field blank will cause a backup to be scheduled every howr of the day
Click here to manually back up InformaCast right now. This may take a few moments.

Job Description: InformaCast Data Backup
Backug functionality actiated: ¥

Second: 0 {required)
Mirute: 0
Hour: 3 (24-heur time)
cancel [P WOATE

Step5 Click the here link. InformaCast will begin backing itself up to the location you specified on your SFTP
server (see “Configure InformaCast's Connection to an SFTP Server” on page 6-12 for more
information). This may take a few moments.

ND.

Note New backups will overwrite previous backup files once the value specified in the Number of
backups to keep on SFTP server ficld is met (you set this value in “Configure InformaCast's
Connection to an SFTP Server” on page 6-12)

When InformaCast is finished, you will be taken to the Overview page and “Backup process complete”
will appear at the top of the page.

InformaCast Virtual Appliance Basic Paging
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Restore InformaCast From a Backup

Once you have configured InformaCast’s backups, you can restore InformaCast from a backup, if

necessary.

Step 1
appears.

Log into Webmin (see “Log into Webmin” on page 2-35 for specific steps). The Webmin homepage

© sing

Systern hostmame
Operating system
Webmin version
Time on system
Kemnel and CPU
Processor information
System uptime
Running processes
CPU load averages
CPU usage

Real memory

Wirtual memony

Local disk space

I -
ewire
software

Ic (127.0.1.1)

Singlewire InformaCast VMWare

1.620

Tue May 16 10:31-26 2017

Linux 4. 1. 8-yocto-standard on i685

Inted(F) Xean(R) CPU E5-2665 0 @ 2 40GHz, 1 cores
1 days, 1 hours, 20 minutes

a2

0.00 (1 min) 0.01 (5 rmins) 0.05 (15 mins)

4% user, 3% kemel, 0% 10, 53% idle

3,94 GB total, 1.39 GB used
B GB tatal, 0 bytes used

95.73 GB total, B 14 GB used
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Step 2

Step 3

Step 4

Maintain InformaCast

Go to Others | Backup and Restore. The Configure SFTP, Backup or Restore Appliance page
appears.

Module Config
Configure SFTP, Backup or Restore Appliance

This process administers backup and restore to/ffrom an extemal server nunning the secura FTP (SFTP) protocol
Jobs  Configuwe Backup  Restore

Job Log

These steps were executed as par of the last backup or restore job. If you do not see Job Successful below, the backup or restore did not finish
2017-05-22 14:47:04-05:00 Startng Backup

2017-05-22 1447 :04-05.00 Removing code from the backup
2017-05-22 1447 050500 Removing unreferenced files from backup
2017-05-22 1447 050500 Saving the version

2017-05-22 14 4T 050500 Create system package backup
2017-05-22 14:47:05-05°00 InformaCast prefight check

2017-05-22 14:47:09.0500 Cleaning tha platform backup

2017-05-22 14:47:09-05:00 Creating backup set

2017-05-22 14:47:18-05:00 Removing system package

2017-05-22 14:47:18-05:00 Job Successful

Once a backup has occurred, you can view the steps InformaCast took to back itself up in the Job Log.

Click the Restore tab. The Configure SFTP, Backup or Restore Appliance page refreshes.

Module Caonfig
Configure SFTPF, Backup or Restore Appliance

This process administers backup and restone 1a/from an extemal server running the secure FTP (SFTP) pratacol

Jobs  Configure  Backup  Restore
Restore a Backup on this Appliance

Click the Restore a Backup on this Appliance button. The Configure SFTP, Backup or Restore

Appliance page refreshes.

Madula Config
Configure SFTP, Backup or Restore Appliance

Choose which datasat to restore. Once you choose the dataset, the restore will begin. If the restore succeads, the system will switch versions
atomatically

Choose a dataset to restore onlo this server

Beegim restore using backup set above

[ Version 12.5.1
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Step5 Select a backup from the Choose a dataset to restore onto this server dropdown menu and click the
Begin restore using backup set above button.

InformaCast begins restoring itself to the backup you selected.

Module Config
Configure SFTP, Backup or Restore Appliance

Mg
Backup or restorg job is in progress. Please wall for it 1o complete. Cloging this page does nal afect the job I‘F
Cancel Job

2017-06-13 14:37:45-05:00 Step 0: restore-system begins

2017-06-13 1437 :45-05.00 Step 1. Select partitions based on location of app pariibon
201706-13 14374605 D0 Step 2° Stop sanvicas

20170613 1438120500 Step 3- Create the app and data partitions

2017-06-13 14:38:19.05-00 Step 4- Copy rescua partition

2017-06-13 14:38:22-05:00 Step 5- Venfy rescue partition

2017-06-13 14:38:25-05:00 Step 6 Copy app parfition

Cancel Job

This may take a few moments, and while InformaCast is performing the restoration, it may look like
the Configure SFTP, Backup or Restore Appliance page has failed. It has not.

InformaCast's disk is divided into two partitions: active and inactive. When InformaCast is running, it
runs off of the active partition, where your data is stored. When you perform a restore, InformaCast
performs the restore to the inactive partition. If the restore succeeds, InformaCast switches the
partitions: the inactive partition becomes active and InformaCast runs from it. This means that after a
restore, you can also switch versions again, which takes you back to the way the system was before the
restore. You can use this as a way to test a restoration with minimal impact on your running system.

InformaCast Virtual Appliance Basic Paging
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Step 6 Log into InformaCast (see “Log into InformaCast” on page 2-31). InformaCast’s homepage appears.

o oRBOLH O O

Tey Leamn  Mome Messages Recipients Speakers Bells  Admin  Plugins

Basic InformaCast functionality includes the ability to
»  Send live audio broadeasts bo up io 50 phones by disling 8 number on your Cisco IP phone

= Create unlimited reciplent groups of 50 phones or less

User Guide | Contact Cisco TAC for Support

Unlock InformaCast Advanced Notification
Chck the Try and Buy links to extend your reach beyond live audio paging by unlocking 60-day trial

of InformaCast Advanced. a full-featured emargency nolification solution that alows you bo reach an unlimited
number of phones with text and live or pre-recorded audio messages and much more.

Learn More

» InformaCast Details

InformaCast may still be initializing, in which case you will see the following initialization page. Once
InformaCast is done initializing, you may log in.

InformaCast is imtializing; this page will continue to refresh until InformaCast is available.

Step7 Test the functionality.

InformaCast Virtual Appliance Basic Paging
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Manage Phone Updates

N.

Note

Step 1

Phone updates allow you to configure the timing for two scheduled jobs of how often InformaCast will
update its phone information: build a list of registered phones and refresh a list of registered phones.

The time it takes for InformaCast to rebuild a list of phones is directly related to the number of phones
you have. During a build of registered phones, Unified Communications Manager’s SNMP service
obtains the IP address of all registered phones in the cluster. Because SNMP is throttled for each piece
of data it sends, minutes may pass if many thousands of phones are registered. By comparison, the AXL
requests used to refresh a list of registered phones are relatively quick.

Refreshing a list of registered phones picks up the changes to phones that use extension mobility as well
as other configuration changes, e.g. adding/deleting/modifying a line, changing the phone description,
etc. Updates can be performed as frequently as once per minute or even disabled if desired.

Refreshing the list only updates the phones already in InformaCast’s phone cache. Newly registered
phones will not be seen in the cache until the next rebuild of registered phones.

Go to Admin | Telephony | Cisco Unified Communications Manager Phone Updates. The
Unified Communications Manager Phone Updates page appears.

Advanced Notification

® > e
Buy Try

Learn Home Messapes Recipients Speake

Admin | Telephony | Cisco Unified Communications Manager P

- Build list of registered phones
This process creates a list of registersd phones and involves querying Uinified Communications Manager to obtain the configuration and IP
address for sach registered phane

If & fiedd Is not required, leaving it blank means “every.” For example. leaving the Hour fisbd blank would cause the update to be scheduled every
houwr of the day

Job Description: Phone Data Update

Second iredquired)
Mimite: 13 {required)
Haur 2d-hour time)

Month: | Every Month v
Day of Month
Wesk Day- | Every Day

Refresh list of registered phones
This process refreshes the configuration of previously regisiared phones. & refresh can be performad as frequently as once per minute

Refresh Interval (minutes) 23 (Blank or zero means do nod perform refresh)

cancis £ uPBATE %

ghware Saftwans, LLC . Al ights e 1 i 2 [ ! al W
e iranamitied, used, reproduc r = party " * e fMware, LLC. Use of this
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D.

Note By default, building a list of registered phones will occur at 10 minutes past the hour, every

hout.

Step 2  Enter numeric values in the Second, Minute, and Hour fields to specify when you’d like InformaCast
to rebuild its list of registered phones.

Step3 Sclect Every Month or a specific month from the Month dropdown menu.

Step4 Enter a numeric value in the Day of Month field if you’d like InformaCast to only rebuild its phone
information on a specific day.

Step5 Sclect Every Day or a specific day from the Week Day dropdown menu.

Step 6 Enter a numeric value in the Refresh Interval (minutes) field. A positive numeric value enables
updates. Zero or no value disables updates.

D.

Note Refreshing a list of registered phones picks up the changes to phones that use extension
mobility as well as other configuration changes. Refreshing the list only updates the phones
already in InformaCast’s phone cache. Newly registered phones will not be seen in the cache
until the next rebuild of registered phones.

Step7 Click the Update button. On the Overview page, you can see your changes reflected in the Phone
Updates section.

InformaCast Virtual Appliance Basic Paging
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Configure Session Timeout

In its default configuration, an InformaCast session will time out after five minutes of inactivity. If you
would like a session of InformaCast to remain valid longer, it is possible to change this value.

Step1  Go to Admin | Network Parameters | Session Timeout. The Session Timeout page appeats.

Advanced Botiicaton

mé;) S

‘T_rj Leam Home  Messages Recipienls Speakers Bells

Admin | Network Parameters | Session Timeout

( ( Use this page to configure session timeout values, which affect how often credentials must be provided when using this application. Please consull your
_J documantation for mare information

Warning: setiing thase valuss to very small {less than 10} values will greatly reduce the usability of the application

General Session Timeout (seconds) 10000 [required)

CANCEL l’ WPOATE

Step2 Enter a numerical value in the General Session Timeout (seconds) field. This field controls when
you will be asked to reenter your username and password after a certain amount of inactivity.

A

Warning Setting this value to a very small value (i.e. less than 10) will greatly reduce the usability of
InformacCast.

Step3 Click the Update button to save your changes.

InformaCast Virtual Appliance Basic Paging
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Upgrade InformaCast from Basic to Advanced

.

Note

.

Note

)o!

InformaCast Virtual Appliance is part of the larger InformaCast Virtual Appliance suite of products.
If you are looking to upgrade your version of InformaCast Virtual Appliance (e.g. 8.3 to 8.5.1), see
“Upgrade InformaCast Virtual Appliance” on page 9-76.

InformaCast’s functionality is based on its license, and depending on the license you have, you will be
able to access all of InformaCast’s functionality or only parts of it. Basic InformaCast functionality
includes the ability to send live audio broadcasts to up to 50 phones by dialing a number on your Cisco
IP phone. Advanced InformaCast functionality includes the ability to send a number of different types
of broadcasts (e.g. Live Audio, Pre-recorded Audio, Pre-recorded Audio And Text, etc.) using your
Cisco IP phone’s interface and/or InformaCast’s web interface, interact with InformaCast’s plugins
(e.g. conduct conference calls, trigger contact closures, post to Twitter, send broadcasts to email
addresses, etc.), customize scripts that can be attached to broadcasts, and receive confirmation when
broadcasts are sent, among other features.

All InformaCast users start with Basic InformaCast and can upgrade to Advanced InformaCast using

the Try or Buy icons or by contacting Singlewire to obtain a license for a switch in functionality.

Downgrading from Advanced InformaCast back to Basic is accomplished by clicking the Stop
Advanced Notification Trial button on InformaCast’s Manage License Key page (Admin | Manage
License Key). This will cause InformaCast to reboot, as will any future change in InformaCast
functionality or license type.

InformaCast can be obtained with a basic, trial, demonstration, subscription, or perpetual license. For
more information on InformaCast licenses, see “Licensing Information” on page 1-5.

If you want to learn more about InformaCast Advanced Notification, click the Learn icon to visit a
Singlewire Software website that provides more information on the expanded functionality available to
you with your upgrade.

[ Version 12.5.1
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Note the Differences

There are certain caveats to keep in mind when upgrading from Basic to Advanced InformaCast or
downgrading from Advanced to Basic:

e If you upgrade from Basic to Advanced InformaCast through either the trial, demonstration,
subscription or perpetual licenses and you decide to return to Basic functionality, all additional
information entered during your Advanced phase will not be saved (e.g. when you revert to Basic
from Advanced, any information you entered after you upgraded initially—dialing configurations,
users, recipient groups, etc.—will not be available once you downgrade to Basic InformaCast). If
you choose to upgrade back to Advanced InformaCast, that information will reappear; however,
any new information you entered after you reverted to Basic functionality will be unavailable.

¢ You will need a valid license key (if you are using Advanced InformaCast as a trial, your license key
is already included), which should have been provided to you by your Singlewire salesperson

(contact sales@singlewire.com if you didn’t receive one)

e Ifyouare moving from Basic InformaCast to Advanced InformaCast (and you have previously had
Advanced InformaCast), InformaCast will be restarted with the installation of this new license.
Please plan your upgrades accordingly.

e Because of the differences between Basic and Advanced InformaCast, there are two user guides.
When upgrading to Advanced InformaCast from Basic, you should receive a new guide that
contains Advanced InformaCast features. Contact Singlewire Software if you have not received a

new guide.

e InformaCast’s web interface changes dramatically with your move from Basic to InformaCast,
adding entirely new menus and richer functionality. Depending on your access level, you’ll have
access to:

— Home. InformaCast’s homepage, complete with RSS news feed.

— Messages. The message administration page, allowing you to create, edit, and send messages
as broadcasts.

— Recipients. The recipient group administration page, allowing you to create and manage
recipient groups.

— Speakers. The IP speaker administration page, allowing you to detect, add, edit, test, and listen
at IP speakers.

— Bells. The bell schedule overview page, allowing you to view and access the ring lists, bell
schedules, and exceptions you’ve created.

— Admin. The configuration overview page, allowing you to view scheduled updates and
backups; manage the license key, voice menus, and users; and set up the system, network, and
broadcast parameters, along with DialCasts.

— Plugins. The plugin administration page, allowing you to add, disable, and enable plugins and
access their configurations.

— Help. InformaCast’s help pages, allowing you access to various aspects of the online help
system and providing the ability to enter a support request.

e If you change your password in Basic InformaCast, upgrade to Advanced InformaCast, then
downgrade to Basic InformaCast, your password will revert to your original Basic InformaCast
password.

InformaCast Virtual Appliance Basic Paging
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If you plan to switch between Basic and Advanced InformaCast and you change your IP address,
you will need to redeploy the InformaCast OVA (see “Deploy InformaCast” on page 2-6).

If you fail to configure Unified Communications Manager in Basic InformaCast, upgrading to
Advanced InformaCast and then configuring Unified Communications Manager before
downgrading to Basic InformaCast will require you to perform all the steps in “Integrate Unified
Communications Manager” on page 2-42 again.

If you have questions about your upgrade, contact Singlewire Support through the online support
request form. Please include:

Account contact information
Maintenance contract number

Detailed description of problem

Product name and version

Unified Communications Manager version

InformaCast logs (go to Help | Support)

Upgrade InformaCast

.

Note

All InformaCast users start with Basic InformaCast and can upgrade to Advanced InformaCast using
the Try or Buy icons or by contacting Singlewire to obtain a license for a switch in functionality.

You will want to access the InformaCast Virtual Appliance Help System for Advanced Notification in
a Cisco Unified Communications Manager Environment in order to make full use of all of
InformaCast’s functionality. After upgrading, it can be obtained from Help | InformaCast User
Guide. If you are using the online help when you upgrade, you will need to close that window and
reopen it to view the upgraded help.
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Try Advanced Notification
By clicking the Tty icon (%), you start your 60-day free trial of Advanced InformaCast.

step1 Click the Try icon (%) any time while using Basic InformaCast.

If your server is connected to the Internet, you will see a form. Fill out the required information and
click the Submit button.

e@p 8 G C

Ty Learn Home Messages Recipients Speakers Bedls Plugins: Help

Ny Advanced

When starting your trial of InformaCast Advanced Notification, please consider that InformaCast keeps two
separate groups of settings: one lor Basic Paging and one lor Advanced Notification. While you are using
InformaCast Advanced Notification, your Basic Paging settings are stored separately and will resume if you
raturn 1o Basic Paging. Any changes you make while using InformaCast Advanced Notification will not be
available when you return to InformaCast Basic Paging and vice versa.

Fill out and submit this form 1o stan your 90-day free wial of InformaCast Advanced Notification.

First Nams *
Last Hame *
Company Hama *
Email *

Job Tithe *
Phone Number *
Street Address *
City *
State/Region *
Postal Code
Country *

Industry *

Higher-Ed F

InformaCast Virtual Appliance Basic Paging
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If your server is not connected to the Internet, you will see Singlewire Sales contact information, which
you should use to register for support during your trial.

Leamn Home  Messages Recipents Speakers  Bells Admin  Plging  Help
Log Out

i Notification

., When starting your trial of InformaCast Ady d Hotification, please ider that InformaC ast keeps two
separate groups of settings: one for Basic Paging and one for Advanced Notification. While you are using
InformaCast Advanced Notification, your Basic Paging settings are stored separately and will resume if you
return tox Basic Paging. Any changes you make while using InformaCast Advanced Notification will not be
available when you return to InformaCast Basic Paging and vice versa.

Fleasa contact Singlewire Sales to register for support during your trial;
* Email: sales@singlewire.com

* Phone: G08.661.1140, Option 1

» Web: hitpz/fersew.singlewire comfic-upgrade

(" START ADVANCED \
MOTIFICATION TRIAL

InformaCast Virtual Appliance Basic Paging
[ Version 12.5.1 .m



| Chapter 7

Upgrade InformaCast from Basic to Advanced ||

Step 2 Click the Start Advanced Notification Trial button. Your window refreshes with InformaCast’s
homepage, showing that you are in your trial of InformaCast Advanced Notification.

Leam Home Messages Recipents Speakers Bells Admin Plugins

LIMITED TIME TRIAL - InfarmaCast Advanced Notification

InformaCast Advanced Motification is a powerful life-safaty solubon that will halp you pratect your
peaple and propesty

Learm how fo implement and use these festures in InformaCast Advanced Nofification.

Liva Audio Paging to Cisco IP Phones
Integration 1o Existing Overhead Paging (Mot Available n Trial)

Text and Audio to Cisce Phones and Endposnts

Suppont for IP Speakers

411 (Emergency) Call Alerting/Recording (Mot Available in Trial)
Weather Notfication

Dynarree Conlerence Call

Meszszage Confirmation

Pre-recorded and Scheduled Broadeasts

Mathicatson to Computers

Reach MobileRemots Users

Reach Social Meda

Bell'Shift Scheduler

RegionalMational Event Natification

Sand Notification fram Events: Motion, Tampsrature, Doar Opaning. stc
Trigger Other Systems: Door Access, Lighting, Machines, eic
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Buy Advanced Notification

By clicking the Buy icon, you start the process of obtaining InformaCast Advanced Notification
through either a demonstration, subscription, or perpetual license.

Step1 Click the Buy icon ([2]]) any time while using Basic InformaCast.

If your server is connected to the Internet, you will be redirected to a Singlewire Software website.
Follow the prompts to obtain a new license.

- - REGISTER | LOGIN
@ Si ng Ier I'@" detect. notify. activate,™ —
selutiens partners links supporn ¥ international

InformaCast Upgrade to Advanced Notification NEED HELP?

Thank you for your interest in InformaCast Advanced Notification ca”mcr

If you have any questions or would ke to speak with & Singlewire 1eam member, please Conact Sales SALES

CEYE

To get started, please choose from one of the following purchase options.

WQHELEWBEE ’
Purchase with an Aitached Purchase Order
Purchage with a Reference PO Number/Referance Mumber | HOW TO ORDER =,
Burchase with 3 Credit Card [ TALK WITH us E’

)
==

AR

- OURVILLE

All Rights Besereed 83012 Singlewing Schware Privacy | Terms | Support | QuickLinks | Contact | Siemap

If your server is not connected to the Internet, you will see a QR code that you can scan with your

smartphone to access the Singlewire website. Once there, follow the prompts to obtain your new
license.

The information youw’re looking for is available online.

UPGRADE NOW

Use your mobile phone fo scan this OF code or visit us online at:
www.singlewire.com/ic-upgrade

Step 2 Continue with “Enter Your New License Key” on page 7-8.

InformaCast Virtual Appliance Basic Paging
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Enter Your New License Key

ND.

Note

.

Note

D.

Note

>

Warning

If you are in your free trial of Advanced InformaCast, you can skip this section.

When you upgrade from Basic InformaCast to Advanced InformaCast (with the exception of your free
trial of Advanced InformaCast), you will install a new license key to activate the various features of your
InformaCast system. The license key will be in the form of an XML file that was sent to you by email
from a Singlewire sales representative. Make sure to save this XML file to a safe location that can be
accessed by the machine running your web browser.

If you are in participating in your free trial of Advanced InformaCast functionality, your license will
already be installed for you and will be visible on InformaCast’s Manage License Key page (Admin |
Manage License Key). Your license will not appear on Singlewire’s License Manager page until you
upgrade to Advanced InformaCast on a demonstration, subscription, or perpetual license.

Bell schedules, the number of IP phones and speakers, Unified Communications Manager clustering,
and message confirmation are all controlled by your license key. If you are expecting certain
functionality and cannot access it, contact your Singlewire salesperson.

If you are moving from Basic InformaCast to Advanced InformaCast (and you have previously had
Advanced InformaCast), InformaCast will be restarted with the installation of this new license. Please
plan your upgrades accordingly.
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Step1 Log into the Control Center (see “Log into the Control Center” on page 2-33 for specific steps). The
Control Center menu page appears.

Control Center

View InformaCast Status
Configure InformaCast Resiliency
Access System Management Tools with Webmin

Manage Licenses

InformaCast API Explorer

Step2 Click the Manage Licenses link. The License Manager page appears.

JH Return to Contrel Login
@ Center Menu Password

" LOGIN

InformaCast Virtual Appliance Basic Paging
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Enter your OS credentials in the Login and Password fields. Click the Login button. The Upload a
New License page appears.

iIcense Manager

-
|+J Return te Contrel
¥ Center Menu

Upload a New License

MNote: If you need assistance with your license or need a new license to enable a plugin, please
contact Sales at: sales@singlewire.com

Updoad Your License File Browse...

~ ™
UPLOAD

Click the Browse button. The Choose File to Upload dialog box appeats.

ﬁ —
I'\/_\__,..-"'\._,J I. Desktop #

Organize = sy folder

I Favorites

B Desktop

& Downloads
= Recent Places

Ml Desktop
A Libranes
#| DaciEments

@' Music
b Fictures
B videos

2]

1% Computer
& windows?_05(C)
aia DVD RW Drive [E)
F Lanove_Recovery ()

Fide name: |

M e
[ Snaglt & ZKB Shortout 1/3/2001 1041 &M
‘& Try RobeDemo ZKB Shortout 12729/ L0 3:55 PM
.ﬂ Wikhware vienter Co... ZKB hortout 67/ 2001 1A% PM
i Wihware vSphere Cli.., ZKB Shotout 171972001 %37 AM E
Adobe Eils foldar x T3 R A
Adcbe Creatre Des.., File felder
Adobe C55 Design ... File folder i1 Ged3 AMA
Desitop e folder 271 S Ak
Genenic_PCLE vl 00 File folder
Metwarking-Toaols File folder 2T/
PCLE_ w2050 _WinlP... File folder 615/ 2001 533 A
FH Patch 2 ile folder 2T/A011 535 AM
RobolHelp Backups File folder 379001 11:4% Ak
=Sl errnaCant UG fo... 1 Y ! 1 11 1 ),
- TO 13000 paf IZKE  Adobe Aorobak | W12/ 41 P :

E All Fills. %1 b

Navigate to the license key file that was emailed to you. You can also enter the path to the license key

file.

Select your license key file and click the Open button.
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Click the Upload button on the Upload a New License page. The License Status page appears and
you’ll see confirmation that the license has been accepted.

License Manager

Return to Control License Status

Center Menu icense file instalied. Kestar any nmning apphcations hat do not automatically raload thedr censs

Note: If you need assistance with your license or need a new license to enable a plugin, please
contact Sales at: sales@singlewire com

Warning: Uploading a license that indicates Advanced Motification may cause an automatic and
immediate restart of InformaCast Please refer to your documentation for more information

The currently installed License Keys contain the following features:

InformaCast
Issuer:
Created: Tue Apr 25 10:0917 COT 2017
Licensee: =3 AR USE ONLY *
Simglewire Test License Generated by

*== LAE USE ONLY ™*

IP Restriction: Not restricted
Explration: No expiration
Features: Audio, MessageConfirmation, Resiliency
Parameters: MaintenanceContract=12345, MaxBellSchedules=1000, MaxIPSpeakers=1000,
MaxPhones=1000, MaxMersion=13.0, Scheme=Purchased

Replace Your License(s) | Choase File | No file chosen

UPLDAD

= or maberial conlained

i it may be tran [ Y - . ofterars ect o e berms and
:.

The License Manager holds all of your Singlewire licenses, unless you are participating in your
Advanced InformaCast trial, in which case your license will be on InformaCast’s Manage License Key
page (Admin | Manage License Key). Depending on the software applications you are using, you
will see different licenses housed on this page.

Je

Tip If the key is not accepted, check that you selected the proper file containing the XML key that
was emailed to you, ensure that your IP address is correct, determine that your key has not
expired, and ensure that the MaxVersion parameter in your license key matches or is greater
than your version of InformaCast. If you’re still having trouble, contact your Singlewire sales
representative for assistance.

When you first register InformaCast, you will usually be emailed a temporary license key. Once you
know InformaCast’s permanent IP address, email that information to sales@singlewire.com so a
permanent license key can be sent to you. Once you have the permanent license key, you will want to
upload this key to InformaCast using the steps in this section.
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~.

Note Once you have exceeded the number of phones allowed by your license, you will receive a warning that
you’ve attempted to broadcast to more phones than are allowed by your license key, causing some
phones to be skipped. Consult the InformaCast Performance log (Help | Support) to see the phones
that have been skipped and contact your Singlewire salesperson about obtaining a larger license. You
can also retry your broadcast with a smaller group of phones. In Trial mode, your license limits you to

500 phones.

InformaCast Virtual Appliance Basic Paging
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CHAPTER

Frequently Asked Questions (FAQ)

I opened InformaCast for the first time and I received an HTTP Status 500 error. What’s going on?

This is normally caused by your web browser version being out of date. Update your web browser
to the latest version.

Whenever I access InformaCast through Internet Explorer, I receive the error, “There is a problem
with this website’s security certificate.” How can I get rid of this?

Since InformaCast, like Unified Communications Manager, is a locally-installed server rather than
a global, public Internet site, there is no practical way for web browsers to recognize its encryption
certificate as safe. To permanently bypass this error, you can install a signed certificate (see “Create
and Install a Signed Certificate” on page 9-39).

How do I get rid of the warning about exceeding my license key?

As of InformaCast 8.0, the license key controls have changed. Once you have exceeded the number
of phones allowed by your license, you will receive a warning that you’ve attempted to broadcast to
more phones than are allowed by your license key, causing some phones to be skipped. You can
consult the InformaCast Performance log (Help | Support) to see the phones that have been
skipped. Your Performance log will include information similar to the following excerpt:

2010-09-08 10:44:54,209 [pool-4l-thread-1] ERROR PhoneRegulator - Phone
(SEPOO1AA27AFFC3, 'Auto 80051'") will be skipped by broadcast; need a license
key that supports more phones

2010-09-08 10:44:54,209 [pool-4l-thread-1] ERROR PhoneRegulator - Phone
(SEP3037A616CDYE, 'Auto 80059'") will be skipped by broadcast; need a license
key that supports more phones

2010-09-08 10:44:54,209 [pool-4l-thread-1] ERROR PhoneRegulator - Phone
(SEPOOOBBED8055C, '"Whip Dev Phone 80048') will be skipped by broadcast; need
a license key that supports more phones

2010-09-08 10:44:54,209 [pool-4l-thread-1] ERROR PhoneRegulator - Phone
(SEPOQ22555EF1FE, 'Auto 80052'") will be skipped by broadcast; need a license
key that supports more phones

Stopping and restarting InformaCast will clear the warning (see“Start/Stop/Restart InformaCast and
its Server” on page 9-5), but as soon as you try to send to more phones than your license covers, the
warning will reappear. Contact your Singlewire salesperson to obtain a larger license.

Q.
A.

Why doesn’t InformaCast work correctly on the phone?

Check the firmware on the phone.

[ Version 12.5.1
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Q. I followed the install guide, but I still cannot send audio broadcasts. What did I miss?

A. Maybe nothing, it could just be the phones not acting as they should and needing to be power
cycled, but check these options as well:

— Were the phones reset? You can verify this on the phone viewing the authentication URL,
which should point to InformaCast. The path for this information varies (e.g. Settings |
3-Network Configuration | 36-Authentication URL or Settings | 3-Device
Configuration | 10-Authentication URL or Settings | 3-Device Configuration |
2-HTTP Configuration | 5-Authentication URL).

— Did you enter the Authentication URL into Unified Communications Manager’s Enterprise
Parameters? Please see Steps 4 and 5 on page 2-78.

— If the phone still does not work, obtain a traffic capture. Look for error messages being sent
back from the phone to InformaCast.

— View the InformaCast Performance log (Help | Support). Look to the bottom of the log for
the most recent entries and look for the IP address of the phone you ate troubleshooting. Are
there errors?

Sometimes a reset of the phones is not enough. You will have to remove the phone from its power
source, let it sit for a few seconds, and then plug the phone back into the power source.

Q. How do I capture traffic?

A. See “Verify Multicast with a Network Traffic Capture” on page 2-86.

Q. The group to which I want to broadcast does not have an easily definable boundary (device pool
or subnet). Is there another way that I can create groups?

A. The casiest way to make flexible groups is to be creative with the description of the phones in
Unified Communications Manager. If you are going to be creating groups based on building
location, building floor, business unit, job title, etc., you can embed that information in the
description and use a regular expression or the description suffix to build the group. See “Configure
Advanced Matching for Recipient Groups” on page 4-42.

Q. How do I stop calls from InformaCast from being routed to voicemail if they go unanswered?

A. Singlewire designed DialCast for this very reason. Instead of calling users to make a page, DialCast
has a user call the system to create a page, eliminating broadcasts playing over voicemail. See
“Manage SIP Functionality” on page 5-4 for more information.

Q. How do I change InformaCast’s IP address?

A. “Change InformaCast Virtual Appliance’s IP Address” on page 9-53 will walk you through the
steps for changing the Virtual Appliance’s IP address.

InformaCast Virtual Appliance Basic Paging
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Manage InformaCast Virtual Appliance

The following sections detail how to manage InformaCast Virtual Appliance from the server side.

CHAPTER

Manage Virtual Appliance Actions

Starting, stopping, and restarting applications and rebooting or shutting down the Virtual Appliance

are all management actions you can perform through Webmin.

Stop an Application on InformaCast Virtual Appliance

Follow these steps to stop individual applications on InformaCast Virtual Appliance.

Step1 Log into Webmin (see “Log into Webmin” on page 2-35 for specific steps). The Webmin homepage

appears.

© singlewire

System hostname
Oiperating system
Webmin version

Time on system
Kermal and CPU
Processor information
System uptime
Runming processes
CPU losd averages
CPU usage

Real memaory
Wirtual memory

Local disk space

software
Ic (127.0.1.1)
Sin;qu.ir—'_l InformaCast WMWare
1.620
Tue May 16 10:31:26 2017
Linu 4.1 8-yocto-standard an (685
Inted{R) XeaniR) CPU E5-2665 0 @ 2 40GHz, 1 cores
1 days, 1 hours, 20 minutes
&2
0.00 (1 min) 0.01 (& rmana) 0.05 (15 mins)
4% user 3% kemel, 0% 10, 53% idle

3.94 GB total, 1.39 GB used

8 GB 1otal, 0 bytes usad

9973 GB total, 814 GB used
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Step2 Go to System | Bootup and Shutdown. The Bootup and Shutdown page appears.

Step 3

Step 4

Bootup and Shutdown

Action At boot?
apache? Yas
nipd e
shibd s
ginglewirelrfarmaCasi Yes
5ing|awiru PTT Yas
singlewireSyncer Mo
singlewire Toolbax Yeg
sipapeaker g
wmloalsd Yies

Start |Stop| |Restan

(Reboot System

Bool system | SysV init

Description

Apache web sarver and request router

Metwork Time Protocol (NTP) server and client
Single Sign On Sendce

InformalCas! service from Singlewine

PushTaTalk service fram Singlewira

Syncer service from Singlewirs

Toolbox service from Singlewira

Singlewire SIP Speaker Sendce, powered by Asterisk
Manages serices needed 19 run Open YM Tools

Start On Boot| | Disable On Boot| | Start Now and On Boot | Disable Mow and On Boaot|

Click an this button to immediately rebool the system. All cumantly logged in users will be disconnacied and all

samvices will be re-started

Click on this button to immiediately shutdown the systam. All sarvices will be stopped, all usars dsconnacled
and the system powered off (if your hardware suppons it)

Scroll down the list of actions until you come to your application’s name (e.g. singlewireInformaCast).
Click its link. The Edit Action page appears.

Modula Index

Edit Action

Hame

Action Script

Start at koot time?

singlewirainformaCast

#! /binssh

$§§ BEGIN INIT INFO
¥ Shere-Descripeion:
¥ Description:

##4 END INIT INFO

§# Ruthor:
L

¥ Do HOT "set -&®

i »

InformaCase
InformaCast application from Singlewire

# PATH mhould only include fuscf® if it runs after the mountnfs=.sh script
FATH=/abin:/uar/abin:  bini fuar/bin

DESC="InformaCsstc™

HAME=zinglewireInformaCast -

Yes @ Mo

| Save | Sanhow || ShowStaws || Stop Now

| Delete |

4 Felurn to bodtup and shuldown actions

Click the Stop Now button. It will take a minute or so for the application to stop.

Module index

Stop Action

Execuling /ete/init .df singlewirelnfozmatast stop
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Start an Application on InformaCast Virtual Appliance

Follow these steps to start individual applications on InformaCast Virtual Appliance.

Step 1
appears.

Log into Webmin (see “Log into Webmin” on page 2-35 for specific steps). The Webmin homepage

© sing

Systern hostname
Operating system
Webmin version
Time on system
Kemnel and CPU
Processor information
System uptime
Running processes
CPU load averages
CPU usage

Real memory

Virual memory

Local disk space

lewire

software
I (127.0.1.1)

Singlewira InformaCast VMWare

1.620

Tue May 16 10:31:26 2017

Linux 4. 1. 8-yocto-standard on i685

Inted(R) Xeon(R) CPU E5-2665 0 @ 2 40GHz, 1 cores
1 days, 1 hours, 20 minutes

a2

0.00 (1 min) 0.01 (5 mins) 0.05 (15 mins)

4% user, 3% kemel, 0% 10, 53% idle

3.94 GB total, 1.39 GB used

& GB 1atal, 0 bytes used

95.73 GB total, B 14 GB usad

Step2 Go to System | Bootup and Shutdown. The Bootup and Shutdown page appears.

Action
apache?
nipd

shibd

sanglewirelmharmaCast

5ing|a|wiru PTT
singlewireSyncer
singlewire Toolbax
sipapeaker
wmloalsd

Start |Stop| |Restan
{Raboot Sysiem

(Shutdovn Sysiem|

Bootup and Shutdown
Bool system | SysV init

At bool? Description

Yas Apache web sarver and request router

e Metwork Time Protocol (NTP) server and client

h-H Single Sign On Sendce

Vies InformaCast service from Singlewire

Yes PushTaTalk service from S-rlglgwirq

Mo Syncer service from Singlewirs

Yeg Toolbox service from Singlewira

g Singlewire SIP Speaker Sendce, powered by Asterisk

Yies Manages serices needed 19 run Open YM Tools
Start On Boot| Disable On Boot Start Mow and On Boot | Disable Now and On Boat |

Click an this button to immediately rebool the system. All cumantly logged in users will be disconnacied and all
services will be re-started

Click on this bution to immediately shiddown the system. All sarvices will be stopped, all usars disconnacied
and the system powered off (if your hardware suppons it)
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Scroll down the list of actions until you come to your application’s name (e.g. singlewireInformaCast).
Click its link. The Edit Action page appears.

Module ndex Edit Action
Action Details

Hame singlewireinformaCast

Action Script #! /bindsh

TR

§§&# BEGIN INIT INFO

§ Shorc-Description: InformaCaset

¥ Deacription: InformaCast application from Singlewire
##4 END INIT INFO

§¥ Author:
L

¥ Do HOT "set -&"

§# PATH mhould only include fosc/* 1f it runs after the mountnfs.sh script
PATH=/skbin:/use/abin:  bin: fuar/bin

DESC="Informalssc™

HEME=singlewireInformaCast -

Start at koot time ? Yas @ Mo

| Save | Stathow || ShowStans || StopMow | | Delete

4 Relurn to boatup and shuldown actions
Click the Start Now button. It will take a minute or so for the application to start.

Module Index Start Aﬁtiﬂ n
Executing feto/inic.d/ainglewireInformalest start

4 Retum 1o action

Restart an Application on InformaCast Virtual Appliance

D.

Note

Changing the Virtual Appliance’s IP address or hostname all require you to restart the
singlewireInformaCast service. The singlewireInformaCast service is a Linux service that manages
recipients (e.g. Cisco IP phones). Linux services are a set of processes running in the background of a
server that are typically in charge of executing system tasks or running server applications, like
databases.

JTAPI automatically updates every time the singlewireInformaCast service is restarted.
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Step 1
appears.

Log into Webmin (see “Log into Webmin” on page 2-35 for specific steps). The Webmin homepage

© sing

Systern hostmame |C
Operating system  Singlawira InformaCast VMWara

Webmin version 1

Time on system Tue May 16 1003126 2017

620

lewire

software

(127.0.1.1)

Kemnel and CPU Linux 4.1 8-yocto-standard on i685
Processor information Inted(R) Xeon(R) CPU E5-2665 0 (@ 2 40GHz, 1 cores

System uptime 1 days, 1 hours. 20 minutes

Running processes &

2

CPU load averages 0.00 (1 min) .01 (5 mina) 0.05 (15 mins)
CPU usage 4% user 3% kemel 0% 10 53% idle

Real memory 3.94 GB total, 1.39 GB used
Virtual memory 8 GB total, 0 bytes used

Local disk space 99 73 GB total, B 14 GB used

Step2 Go to System | Bootup and Shutdown. The Bootup and Shutdown page appears.

Action
apached
nipd
shibd
singlewirelnformatas]
5ing|awira-P'I'I'
singlewireSyncer
singlewire Toolbox

| sipspeaker
wimlaalsd

|Start |Stop | Restart|

|Reboet System

At baol?
Yag
g
g
s
Yes
Mo
Yes
e
kg

Bootup and Shutdown

Bool systerm | SysV init

Description

Apache web sarver and requast router

Metwork Time Protocol (NTP) server and client
Single Sign On Senvice

InformaCast service from Singlewine

PushTaTalk service from S'rlglemrirq

Syncer service from Singlewirs

Toolbox sendce from Singlewire

Singlewire SIP Speaker Sendce, powered by Asberisk
Manages services needed 1o run Open WM Taols

Start On Boot| | Disable On Boot| | Start Now and On Boot | Disable Mow and On Boaot|

Chick an this bution to immediately rebool the system. All cumantly legged in users will be disconnacted and all

samvices will be re-started

Click on this bution to immediately shwtdown the system. All sarvices will be stopped, all usars dsconnacied
and the system powered off (if your hardware suppons it)
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Step3 Scroll down the list of actions until you come to your application’s name (e.g. singlewireInformaCast).
Select it by placing a checkmark in its Action column and click the Restart button. The Restarting
Actions page appears.

Podules Index Hestar‘ting Actions

Execuling /ete/init .o/ singlewirelnformatass seatart

Reataceing InformaCaat:

singlevizalnfocsaCaat

It will take a minute for your application to restart.

Reboot the InformaCast Virtual Appliance

Follow these steps to reboot the InformaCast Virtual Appliance.

Step1 Log into Webmin (see “Log into Webmin” on page 2-35 for specific steps). The Webmin homepage

appears.

© singlewire

Systemn hostname
Oiperating system
Webmin versicn
Time on system
Kemel and CPU
Processor information
System uptime
Ftllnm'ng PIOCESSHS
CPU load averages
CPU usage

Real memory

Virual memory

Local disk space

software
Ic (127.0.1.1)
Singlewira InformaCast VMWare
1.620
Tue May 16 10:31-26 2017
Linux 4. 1. B-yocto-standard on 686
Inted(R) Xeon(R) CPU E5-3665 0 @ 2 40GHz, 1 cores
1 days, 1 hours, 20 minutes
62
0.00 {1 min) 0.01 (5 rmana) 0.05 (15 mins)
4% user 3% kemel, 0% 10, 53% idle

3.94 GB total, 1.39 GB used
B GB tatal, 0 bytes used

95.73 GB total, B.14 GB used
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Step2 Go to System | Bootup and Shutdown. The Bootup and Shutdown page appears.

Bootup and Shutdown
Bool system | SysV init

Action At bool? Description

apache? Yas Apache web sarver and request router

nipd e Metwork Time Protocol (NTP) server and client

shibd h-H Single Sign On Sendce

sanglewirelmharmaCast Vies InformaCast service from Singlewire

5ing|a|wiru PTT Yes PushTaTalk service from Snglg.uirq

singlewireSyncer Mo Syncer service from Singlewirs

singlewire Toolbax Yeg Toolbox service from Singlewira

sipapeaker g Singlewire SIP Speaker Sendce, powered by Asterisk
wmloalsd Yies Manages serices needed 19 run Open YM Tools

Start | Stop | | Restart Start On Boot| Disable On Boot Start Now and On Boot | Disable Now and On Boat |
|Reboot System Click on this bution to immediately rebood the system. All cumantly legged in usars will be disconnacted and all
services will be re-started

Shutdown Syatem Click on this bution to immediately shiddown the system. All sarvices will be stopped, all usars disconnacied
and the system powered off (if your hardware suppons it)

Step3 Scroll to the bottom of the page and click the Reboot System button. The Reboot page appears.

Madule Index REbﬂOt

Are you sure you want to reboot the system with the command retoot 7

Rebool Sysbem

4 Return to bootup and shiddown actions

Step4 Click the Reboot System button. The server will shutdown, then restart.

InformaCast Virtual Appliance Basic Paging
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Certain troubleshooting remedies may require you to shut down your Virtual Appliance.

Step 1
appears.

Log into Webmin (see “Log into Webmin” on page 2-35 for specific steps). The Webmin homepage

© sing

Systern hostname
Operating system
Webmin version
Time on system
Kemnel and CPU
Processor information
System uptime
Running processes
CPU load averages
CPU usage

Real memory

Virual memory

Local disk space

lewire

software
I (127.0.1.1)

Singlewira InformaCast VMWare

1.620

Tue May 16 10:31:26 2017

Linux 4. 1. 8-yocto-standard on i685

Inted(R) Xeon(R) CPU E5-2665 0 @ 2 40GHz, 1 cores
1 days, 1 hours, 20 minutes

a2

0.00 (1 min) 0.01 (5 mins) 0.05 (15 mins)

4% user, 3% kemel, 0% 10, 53% idle

3.94 GB total, 1.39 GB used

& GB 1atal, 0 bytes used

95.73 GB total, B 14 GB usad

Step2 Go to System | Bootup and Shutdown. The Bootup and Shutdown page appears.

Action
apache?
nipd

shibd

sanglewirelmharmaCast

5ing|a|wiru PTT
singlewireSyncer
singlewire Toolbax
sipapeaker
wmloalsd

Start |Stop| |Restan
{Raboot Sysiem

(Shutdovn Sysiem|

Bootup and Shutdown
Bool system | SysV init

At bool? Description

Yas Apache web sarver and request router

e Metwork Time Protocol (NTP) server and client

h-H Single Sign On Sendce

Vies InformaCast service from Singlewire

Yes PushTaTalk service from S-rlglgwirq

Mo Syncer service from Singlewirs

Yeg Toolbox service from Singlewira

g Singlewire SIP Speaker Sendce, powered by Asterisk

Yies Manages serices needed 19 run Open YM Tools
Start On Boot| Disable On Boot Start Mow and On Boot | Disable Now and On Boat |

Click an this button to immediately rebool the system. All cumantly logged in users will be disconnacied and all
services will be re-started

Click on this bution to immediately shiddown the system. All sarvices will be stopped, all usars disconnacied
and the system powered off (if your hardware suppons it)

Step3 Click the Shutdown System button. The Shutdown page appears.
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Module Index Shutdown

Are you sure you want to shutdown the system with the command poweroff ?

Shutdown Systam

4 Return to bootup and shutdown actions

Step4 Click the Shutdown System button. The Virtual Appliance will power off. This may take some time.
While the Virtual Appliance is powered off, InformaCast’s features may be inoperable.

Capture Virtual Appliance Network Traffic

Some issues may arise that are beyond the scope of InformaCast’s logs. In troubleshooting those issues,
it may prove beneficial to captutre network traffic to/from the Virtual Appliance server.

Step1 Log into Webmin (see “Log into Webmin” on page 2-35 for specific steps). The Webmin homepage
appears.

© singlewire
software

Systern hostmame |C (127.0.1.1)
Oiperating system  Singlawira InformaCast VMWare
Webmin version 1 620
Time on system Tue May 16 1003126 2017
Kemnel and CPU Linux 4.1 8-yocto-standard on i685
Processor information Inted(R) Xeon(R) CPU E5-2665 0 @ 2 40GHz, 1 cores
System uptime 1 days, 1 hours. 20 minutes
Running processes &2
CPU load averages 0.00 (1 min) 0.01 {& rnana) 0.05 (15 mins)
CPU usage 4% user 3% kemel 0% 10 53% idle

Real memory 3.94 GB total, 1.39 GB used
Wirual memory 8 GB total, 0 bytes used

Local disk space 99 73 GB total, B 14 GB used

Step2 Go to System | Capture Network Traffic. The Capture Network Traffic page appears.

Module Canfig Capture Network Traffic
Capture Packets for a Problem Report

This process will produce a caplure nebwork traffic for use by technical supgon. The capture will autcmatically stop after capturing 33,000 packels

Start a new packet capture

InformaCast Virtual Appliance Basic Paging
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Step3 Click the Start a new packet capture button. The packet capture will begin.

fig Capture Network Traffic

Capture Packets for a Problem Report

L

Packel caplure in progras .’l"I'F

Stop Packet Capture

Step4 Perform the action that prompted you to run the traffic capture. For example, if you sent a broadcast
to a recipient group of IP speakers and it failed, start the packet capture and then try sending the
broadcast again.

Step5 Wait for the packet capture to finish (the packet capture will stop by itself after capturing 33,000
packets) or click the Stop Packet Capture button.

If you need to submit your capture to Singlewire for analysis as part of your support case, follow the
steps in “Collect the Virtual Appliance’s Logs” on page 9-26. The collection of logs will include the
packet capture you just performed as well as the Virtual Appliance’s other logs.

InformaCast Virtual Appliance Basic Paging
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Change the Virtual Appliance’s Password

Your OS credentials are used to enter Webmin and Control Center and when using SSH to access the
Virtual Appliance, and you initially set the OS Administrator’s password in Step 21 on page 2-26.
Because of its elevated status, you may find it helpful to change this password periodically. When
creating your OS and application credentials, the characters in the following table are allowed.

Symbol Description
! Exclamation mark
" Double quotes (or speech marks)
# Number
$ Dollar
% Percent
& Ampersand
' Single quote
( Open parenthesis (or open bracket)
) Close parenthesis (or close bracket)
* Asterisk
+ Plus
s Comma
- Hyphen

Period, dot or full stop
/ Slash or divide
0 Zetro
1 One
2 Two
3 Three
4 Four
5 Five
6 Six
7 Seven
8 Hight
9 Nine

Colon
; Semicolon
< Less than (or open angled bracket)
= Equals
> Greater than (or close angled bracket)

InformaCast Virtual Appliance Basic Paging
I Version 12.5.1 .m



| Chapter 9

Manage InformaCast Virtual Appliance ||

Symbol Description
? Question mark
@ At symbol
A/a Uppet- or lowercase A
B/b Uppet- ot lowercase B
C/c Uppet- ot lowercase C
D/d Uppet- ot lowercase D
E/e Uppet- ot lowercase E
F/f Uppet- or lowercase F
G/f Upper- or lowercase G
H/h Upper- or lowercase H
1/i Upper- or lowercase 1
1/ Upper- or lowercase |
K/k Upper- or lowercase K
L/1 Uppet- ot lowercase L
M/m Uppet- ot lowercase M
N/n Uppet- ot lowercase N
O/o Uppet- ot lowercase O
P/p Uppet- ot lowetcase P
Q/q Uppet- ot lowercase Q
R/t Uppet- or lowercase R
S/s Upper- or lowercase S
T/t Upper- or lowercase T
U/u Upper- or lowercase U
V/v Upper- or lowercase V
W/w Uppert- or lowercase W
X/x Uppet- ot lowercase X
Y/y Uppet- ot lowercase Y
Z/z Uppet- ot lowercase Z
[ Opening bracket
\ Backslash
] Closing bracket
~ Caret - circumflex
_ Underscore

Grave accent
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In addition, the following password restrictions apply:
e The maximum password length is 15 characters
e The minimum password length is six characters
e Passwords cannot be “changeMe”
e Passwords must be different from your usernames
e Passwords must contain at least one lowercase letter
e Passwords must contain at least one number
e Passwords must contain at least one of the following characters: I\"#$%"() *+,-./ s<=>?@]]"_"
e Passwords can only contain ASCII characters (see the previous table)

e Passwords may not be palindromes (e.g. 1IMadam!1)

Step1 Log into Webmin (see “Log into Webmin” on page 2-35 for specific steps). The Webmin homepage
appears.

© singlewire
software

Systern hostmame |C (127.0.1.1)
Oiperating system  Singlawira InformaCast VMWare
Webmin version 1620
Time on system Tue May 16 1003126 2017
Kemnel and CPU Linux 4.1 8-yocto-standard on i685
Processor information Inted(R) Xeon(R) CPU E5-2665 0 @ 2 40GHz, 1 cores
System uptime 1 days, 1 hours. 20 minutes
Runming processes &2
CPU load averages 0.00 (1 min) 0.01 (5 ming) 0.05 (15 mins)
CPU usage 4% user 3% kemel 0% 10 53% idle

Real memory 3.94 GB total, 1.39 GB used
Virual memory 8 GB total, 0 bytes used

Local disk space 99 73 GB total, B 14 GB used
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Step2 Go to System | Change Passwords. The Change Password page appears.

Madule Index Change F’QEE"W{}FH

Changing password for admin (administratar
New password

New password (again)
Force user to change password at next login?
Whan you changs your 05 password, you should also change your application passwond

Change

Step3 Enter a new OS Administrator password in the New password and New password (again) fields.

ND.

Note When setting your password, you cannot use “changeMe.”

Step4 Skip the Force user to change password at next login? checkbox.

Step5 Click the Change button.

Je

Tip When you change your OS Administrator password, it is a good idea to also change your
Application Administrator password (see “Change the Application Administrator’s Password”
on page 6-2).

Manage Password Recovery for the Virtual Appliance

Your Virtual Appliance allows for password recovery management:

e If you lose your Virtual Appliance's password or accidentally delete admin (the default superuser
account), you can contact Cisco TAC. Together, you’ll use InformaCast’s built-in process to recover
your password.

e By default, the ability for you to reset your Virtual Appliance’s password is enabled, but you may
need to turn off/on this functionality depending on your environment’s needs.

Recover Your OS and Application Passwords

Your OS credentials are used to enter Webmin and Control Center and when using SSH to access the
InformaCast Virtual Appliance. Your application credentials are used to enter InformaCast. This
process will reset both sets of credentials to the same value.

D.

Note Completing this process will cause your Virtual Appliance to reboot.

InformaCast Virtual Appliance Basic Paging
I Version 12.5.1 .m



| Chapter 9

Manage InformaCast Virtual Appliance

Step1l Log into vSphere and open a console window to your Virtual Appliance. A console window to your

Virtual Appliance appears.

{ Helcome to Singlewire InformaCast

Thiz iz Software InformaCast wersion

Find the 05 configuration at httpz: -/ W o

Press Alt+F1 to display this screen
Press Alt+F2 for console login
Press Alt+F3. Alt+F5 for system logs

Find the application at httpsz: s ‘8444~ InformaCazt adrin
TSaebrlin

Find documentation at hittpsz: s singlewire. consinformacast
Copyright (c) ZB16, 2817 Singlewire Software, LLE

Step 2 Press the Alt + F2 keys to switch to the console screen where you can enter commands.

singledire Informalast-UMkare

singlewire login: _

Step 3 Enter recovery at the prompt and press the Enter key.

[ Version 12.5.1
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If you have password recovery enabled, this console window appears and you can continue with these
steps.

InfornaCazst Basic Paging Password Recouvery

This process will reset InformaCast Bazic Paging and the
05 admin passwords for thiz systens.

This system haz generated a file called a consent token.
The consent token contains an encrypted challenge that
support will give you to reset your passHords.

Enter comtact emall address or phone nuwber:

Once pou contact Cisco TAC, they Wwill conlirm

syster ownership uzimg the abouve.

{Tabr between elemenls

If you don't have password recovery enabled, this console window appears, and you cannot continue
with these steps until you enable password recovery.

| Dizsabled }

Password recovery process was disabled by an
administrator, support cammot reset passwords

{Tab>~{Alt-Tab> beteen elemsents {Space’ selects L{F12% maxt scresn

Step4 Enter your email address or phone number, press the Tab or Right Arrow key to highlight the Next
button, and press the Spacebar to select it.

InformaCast Virtual Appliance Basic Paging
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If your Virtual Appliance has internet access, a consent token will be sent to Cisco TAC, this console
window appears, and you should continue with the following steps, skipping Step 5.

{Tabr between elemenls

If your Virtual Appliance doesn't have internet access, this console window appears and you should
continue with the following steps.

{Tab» between elements

Step5 Go to the URL cited at the top of the console window, e.g. https://<ServerIPAddress>/recovety,
where <ServerIPAddress> is the IP address of your Virtual Appliance. A token.txt file should
download immediately. Save this file.

N

Note You now have 48 hours to complete the steps in this section. After 48 hours, your token and
token ID number will expire.

Step 6 Make note of your token ID number, e.g. 01867. This ID lets Cisco TAC know you are who you say
you are.

InformaCast Virtual Appliance Basic Paging
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Step7 Contact Cisco TAC and tell them you want to reset your OS and application passwords.

Step8 Send them your token.txt file (if you have internet access, the TXT file has already been sent) and tell
them your token ID number. They will provide you with a challenge response. This is your new
password.

Step9 Enter the challenge response (three sets of four alpha-numeric characters including the dashes), press
the Tab or Right Arrow key to highlight the Next button, and press the Spacebar to select it. The
command-line interface refreshes.

| Passwords Being Reset |

Password reset in progress. Please walt. ..

Once the resetting process is complete, your Virtual Appliance will need to reboot.

Heset Complete

Password resets are conplete, the
syster Hill now restart

InformaCast Virtual Appliance Basic Paging
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Step 10 Press the Spacebar to select the Ok button. Your Virtual Appliance will reboot.

{ Passwords Being Reset |

Password reset im progress. Please walt...

oot HOWY

Once your Virtual Appliance reboots, log in with your new password. Depending on your policy, you
may need to change it again:

e “Change the Virtual Appliance’s Password” on page 9-11

e “Change the Application Administrator’s Password” on page 6-2

InformaCast Virtual Appliance Basic Paging
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Disable/Enable Password Recovery

Step 1

Step 2

This process will turn off/on your ability to recover your Virtual Appliance's password. By default,
password recovery is enabled. Singlewire recommends you only change this setting if your
organization's secutity policy requires you to do so. If you disable password recovery and lock yourself
out of the system, you will have to reinstall InformaCast.

Log into vSphere and open a console window to your Virtual Appliance. A console window to your
Virtual Appliance appears.

{ Helcome to Singlewire InformaCast

Thiz iz Software InformaCast wersion

Find the application at httpsz:ss ‘8444~ InformaCast-admin
Find the OS5 configuratiom at https:s <70 W 0 Ss/uwebuin

Press Alt+F1 to display this screen
Press ALt+F2 Tor console login
Press Alt+F3, Alt+F5 for system logs

Find documentationm at hitpsi/swmed. singlewire. consinformacast
Copyright (c) 2816, 2817 Singlenwire Software, LLE

Press the Alt + F2 keys to switch to the console screen where you can enter commands.

vimgledire InformaCastUMuare

gingledire login: _
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Step 3

Log in. The console window refreshes, showing you that you’re logged in.

' i|||_|||l|.-J||'|I nformaCaztUMuare

simglewire login: adain
FassWnrd

it lcomMe to jlewire InforsaCast

] 1T
e ipt fon

ikl s ing ledire: ™% _

Step4 [Enter configure-recovery at the prompt and press the Enter key. The Starting Reconfiguration

window appears.

| Srarcing Reconfiguracion |

This procesa will update recovery o

configuration

Saving changes at che end of this procesa will interrupt service

InformaCast Virtual Appliance Basic Paging i
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Step5 Use the Tab or Right Arrow key to highlight the Next button, then press the Spacebar to select it.

The Configure Password window appears.

Configure Fassword Recovery

Disabling this oprion means thac if you forgetc
your administracor passwords, Ssupport Cannot
reset chem for you. You will have co reinscall.

Only disable ehis opeicn if your organizacion sscurcicy
policy requires you to do so.

Step 6 DPress the Spacebar to disable password recovery. Notice the asterisk is now missing from the []

Enable password recovery statement.

Configure Fassword Recovery

Disabling this option means cthat if you forget
your administrator passWwords, SUPPOEE CARASE
reset cthem for you. You will have co reinscall.

Omly disable ehis opeion if your SEganization sSecurity

policy requires you to do so.
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Step7 Use the Tab or Right Arrow key to highlight the Next button, then press the Spacebar to select it.
The Save or Exit window appears.

1 Save or Exic

Select one of the options below
Saving changes will cause service interruption

Pr:v - ﬁ

Step8 Usc the Tab or Right Arrow key to highlight the Save Changes button, then press the Spacebar key
to select it. The command-line interface appears.

Password recovery is now disabled. Repeat the process to enable the functionality again.

Access the Virtual Appliance’s Logs

InformaCast has several system logs that may be of use to you (or required by Singlewire Support) when
troubleshooting an issue:

e Various OS logs:
— File /vat/log/auth.log

InformaCast Virtual Appliance Basic Paging
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File /vat/log/syslog

File /vat/log/cronlog
File /var/log/daemon.log
File /var/log/kern.log
File /var/log/lpt.log

File /var/log/maillog
File /var/log/uset.log
File /var/log/mail.info
File /var/log/mail.warn
File /var/log/mail.etr

File /var/log/news.ctit
File /var/log/news.ett
File /var/log/news.notice
File /var/log/debug

File /var/log/messages
Users :omusrmsg

File /var/log/bootlog

Unix socket file remote-host:514

Output from dmesg

Manage InformaCast Virtual Appliance ||

The InformaCast Performance log (Output from show-log-performance)

The InformaCast Summary log (Output from show-log-summary)

The InformaCast REST API log (Output from show-log-restapi)

The InformaCast Audit log (Output from show-log-audit)

The InformaCast SIP Stack log (Output from show-log-sipstack)

The Webmin Etror log (File /var/webmin/minisetv.error)
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Step 1
appears.

Log into Webmin (see “Log into Webmin” on page 2-35 for specific steps). The Webmin homepage

© sing

Systern hostmame
Operating system
Webmin version
Time on system
Kemnel and CPU
Processor information
System uptime
Running processes
CPU load averages
CPU usage

Real memory

Virtual memory

Local disk space

software
I (127.0.1.1)
Singlewira InformaCast VMWare
1.620

Tue May 16 10:31-26 2017

Linux 4. 1. 8-yocto-standard on i685

lewire

Inted(F) Xean(R) CPU E5-2665 0 @ 2 40GHz, 1 cores

1 days, 1 hours, 20 minutes

a2

0.00 (1 min) 0.01 (5 rmins) 0.05 (15 mins)
4% user, 3% kemel, 0% 10, 53% idle
3.94 GB total, 1.39 GB used

B GB tatal, 0 bytes used

95.73 GB total, B 14 GB used

Step2 Go to System | System Logs. The System Logs page appears.

Log destination
Output from dmesg

System Logs

Outpirt fram show-log-paging-gateway

File fwariwabmin/miniseny amor

Active? Messages selected
Yes Kemel messages View
Yes Paging Gateway Log Wiew

B Wiabmin emor log View
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Collect the Virtual Appliance’s Logs

.

Note

Manage InformaCast Virtual Appliance

Click the View link for a particular log to view its contents. In the following example, you’re viewing
the contents of the InformaCast Performance log.

Maodule Index

Last | 20 lings of  Cinly show lines with fext
2817-84-84T15:18:19.493-05680
2017-84-84T15:15:19.493-850@ [Thread-46
2817-84-84T15%:18: 19453 -a58a
2017 -04-04T15:18: 19,4593 -8588
2817 -04-84T15: .52%-2568
2817 -04-84T15: .525-250@

2817 -04-84T15: . 752-2508
2017 -64-84T15: . 752-8500
2017 -64-84T15: . 752-9500
2817 -24-84T15: . 752-8508
2017 -84-84T15; . 775-0508
2817-84-84T15: . 776-0588
2817-84-84T15: . 782-8588
2817-84-84T15: Z.783-a588
2017 -04-84T15: . 769-0580 [pool-41-
217 -04-84T15: LBRB-2580 [pool-41-
2817 -04-84T15: .531-256@ [pool-42
2817 -04-84T15: .529%-250@ |[pool-42
2017 -84-84T15: .528-8500 |[pool-42-
2817 -64-84T15: .531-8580 [pool-42-
Last |20 lines ol Only show lines with lext

4 Return to system logs

View Logfile

show-log-perforsance

INFO

Thread- 45} INFO

Thread-46] INFO
Thread-46] INFO

oa ]

bd [] - advertising SOAP service: http:/f172.38.

ua []

pool-42-thread-1] INFO
pool-41-thread-1] INFO

BBaeM3A9003 -registration-task-http://172.38.228.212:
OBRORADESFBA-registration-task-http: //172.308.228,.212:
PBaeaDeSFBA-registration-task-htt
B8a08a389005 -registration-task-htt

thread-
thread-
thread
thread
thread-
thread-

INFO
INFO
INFO
INFO
INFO
INFO

Refresh

- advertising config service: http://172.38.228.21

- teying to send a message to any DA, via

- trying to send a message to any DA, wvia
EventSubscriptionlenter [] -
EventSubscriptionCenter []
POOM3BS003 -registration-cycle--at-15:18:22] INFO
PBROMIBI0D3 -registration-cycle--at-15:18:22] INFO

OOROMADGSFBA-registration-cycle--at-15:18:22] INFO

PRRORADESFBA-registration-cycle--at-15:18:22] INFO

EventSubsc
EventSubsc
EventSubscriptionlenter
EventSubscriptionCenter
EventSubscriptionCenter
EventSubscriptionCenter

tisnCenter

Helresh

[

tionlenter []

L

|

AT 38,228,212
f172.38.2268.212:

] -
|

E

Submitted
Submitted

i
1

mcast

£28.212:

mcast
tasks
tasks

fo
fo

ag [] Starting regi
U [] - Endpoint is be
ag [] - Starting regi
U [] - Endpoint is be

Submitted
Submitted
Submitted
Submitted
Submitted
Submitted

1

1
1
1
1
1

tasks
tasks
tasks
tasks
tasks
tasks

8081/ InformaCast/ adm
8081/ InformaCast/ adm
8881/ InformaCast adm
B881/InformaCast,/adm

If you are having an issue with InformaCast that you cannot resolve without help, it is likely that
Singlewire Support would ask for a collection of your logs in order to analyze your problem. Webmin

offers a way to create an encrypted log archive that can be downloaded and emailed to Singlewire

Support, or securely sent by InformaCast as long as it has Internet access without an HTTPS proxy in

the way.

Logs are encrypted using a dynamically generated 32-byte, AES-256-bit key that is encrypted in a

2048-bit RSA public key, and only Singlewire has the private key; it is not possible for you to dectrypt

and view the log contents.
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Step1 Log into Webmin (see “Log into Webmin” on page 2-35 for specific steps). The Webmin homepage
appears.

O:si |
singlewire
software
Systern hostmame |C (127.0.1.1)
Oiperating system  Singlawira InformaCast VMWare
Webmin version 1 620
Time on system Tue May 16 1003126 2017
Kemnel and CPU Linux 4.1 8-yocto-standard on i685
Processor information Inted(R) Xeon(R) CPU E5-2665 0 @ 2 40GHz, 1 cores
System uptime 1 days, 1 hours. 20 minutes
Running processes &2
CPU load averages 0.00 (1 min) 0.01 {& rnana) 0.05 (15 mins)
CPU usage 4% user 3% kemel 0% 10 53% idle

Real memory 3.94 GB total, 1.39 GB used
Virual memory 8 GB total, 0 bytes used

Local disk space 99 73 GB total, B 14 GB used

Step2 Go to System | Collect Logs. The Collect Logs page appears.

Maodule Caonfig

Collect Logs
Collect a New Set of Logs for a Problem Report

This process will produce a package of logs for use by technical support

Collect New Log 5et
Problem description to include in report

Singlewire suppon contract number, il known
Do not sutomatically send the log collection to Singlewire Support

Caollect a new sel of logs

Step3 [Enter a short description of the problem you’re having in the Problem description to include in
report field.

Step4 Enter your maintenance contract number (if you know it) in the Singlewire support contract number
tield.

Step5 Select the Do not automatically send the log collection to Singlewire Support checkbox if you
don’t want InformaCast to collect its logs and immediately send them to Singlewire Support.

InformaCast Virtual Appliance Basic Paging
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Click the Collect a new set of logs button. The Collect Logs page refreshes.

Muodule Config

Collect Logs
Collect a New Set of Logs for a PFroblem Report
This process will produce & package of bogs for use by lechnical Suppan

Collect New Log Set

Problem description to include in report
Singlewire support contract numbar, if known
Do not automatically send the log collection 1o Singlewire Suppon

Collect a new set of logs

Log Actions

The log collection from 20160408 14:33:45 |Resend to Singlevire Support
wias upleaded successfully o Singlewire Support |Download to Your Computer

If you didn’t select the Do not automatically send the log collection to Singlewire Support

checkbox or you don’t have an HTTPS proxy server prohibiting its Internet access, InformaCast will
send your logs to Singlewire Support.

If you did select the Do not automatically send the log collection to Singlewire Support checkbox
or InformaCast can’t send the logs to Singlewire Supportt, your page will look slightly different.

Madule Corfig

Collect Logs
Collect a New Set of Logs for a Problem Report
This process will produce a package of logs far use by lechnical suppart

Collect New Log Set

Problem description to include in report
Singlewire support contract number, if known
Do not sutomatically send the log collection to Singlewire Support

Callect a new set of logs
Log Actions

The lag eallsctian fram 2006-04.08 21:10:00 |Send to Singlewire Suppar
must be downloaded and sent 1o Singlewire Suppont | Dawnload to Your Computer

Click the Download to Your Computer button, email Singlewire Support, and attach the log file.

Enable the Singlewire Support Account

Sometimes, when troubleshooting an issue, it is helpful to “turn on” access to your Virtual Appliance
for Singlewire Support personnel. enable-support, a command for the command-line interface, sets
the Support account to accept a new password that it then generates as a hash for you to send to
Singlewire. Singlewire Support personnel can use this password to access your Virtual Appliance's

[ Version 12.5.1
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Support account from the command-line interface (either through vSphere or PuTTY; these steps
illustrate using PuTTY). If you don’t explicitly disable the Support account (disable-support), it will
automatically revert to a disabled state in 30 days.

Step1l Use an SSH client to log into the command-line interface (see “Log into the Command-line Interface”
on page 2-37). The command-line interface appears, showing you that you’re logged in.

Step 2 Enter enable-support at the prompt and press the Enter key. The command-line interface refreshes.

EmACAST Basic Paging Suppos

This process will provide Cisco TRC with
privileged wvendor-level access to this system.

This syscem has generated a file called a comasnt token.
Support us=s the consent token to gain access,

Any access given through the support token will expire
in 30 days or when you issus the disable=-SupportT Command.

Step3 Use the Tab or Right Arrow key to highlight the Next button, then press the Spacebar to select it.

InformaCast Virtual Appliance Basic Paging
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If your Virtual Appliance has internet access, a consent token will be sent to Cisco TAC, this console
window appears, and you should continue with the following steps, skipping Step 4.

Conplete Support Access Process
This systen has sent the consent token fto Cisco TAC

“ou weed to contact Cisco TAG:
Tall them that your consemt tokem 1D iz 18743

Challengs expiration date and time: Z818-11-88 11:16:49

{Tabr between elemenls

If your Virtual Appliance doesn't have internet access, this console window appears and you should
continue with the following steps.

| Complece Support Acceas Proceas |
You ne=ed to download the consent token at https:SS i recovery
Yoo peed to contact Cisco TAC:

1. Zend them the consent token that you downloaded

2. Tell them chat your consent token ID is 43263

Challenges expiration date and time: 57172018 1:3BFM

Step4 Go to the URL cited at the top of the console window, e.g. https://<ServerIPAddress>/recovery,
where <ServerIPAddress> is the IP address of your Virtual Appliance. A token.txt file should
download immediately. Save this file.

Step5 Make note of your token ID number, e.g. 01867. This ID lets Cisco TAC know you are who you say

you are.

Step6 Contact Cisco TAC and tell them you want to enable the Support account.

InformaCast Virtual Appliance Basic Paging
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Step7 Send them your token.txt file (if you have internet access, the TXT file has already been sent) and tell
them your token ID number. They will enable the Support account.

Je

Tip Disable the Support account by entering disable-support at the prompt and pressing the
Enter key. If you don’t explicitly disable the Support account, it will automatically revert to a
disabled state in 30 days.

Display a List of Processes Running on the Virtual Appliance

Viewing a list of running processes allows you to verify services, such as singlewireInformaCast, are
running. It can also help with troubleshooting.

Step1 Log into Webmin (see “Log into Webmin” on page 2-35 for specific steps). The Webmin homepage

appears.

© singlewire

Systern hostname
Oiperating system
Webmin versicn

Time on system
Kemel and CPU
Processor information
System uptime
Runming processes
CPU load averages
CPU usage

Real memory
Virual memory

Local disk space

software
Ic (127.0.1.1)
Singlewira InformaCast VMWare
1.620
Tue May 16 10:31-26 2017
Linwe 4.1.8-yocto-standard on 686
Inted(R) Xeon(R) CPU E5-3665 0 @ 2 40GHz, 1 cores
1 days, 1 hours, 20 minutes
&2
0.00 {1 min) 0.01 (5 mang) 0.05 {15 mins)
4% user 3% kemel, 0% 10, 53% idle

3.94 GB total, 1.39 GB used
& GB total, 0 bytes used

99.73 GB total, 814 GB used
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Step2 Go to System | Running Processes. The Running Processes page appears and you can see all of the
services that InformaCast is running.

Help
Modula Config

Running Processes

Display : PID | User | Memaory | CPU | Search

1]
1
101
730
760
3515
312
4035
4157
241589
24160
24167
24168
44561
25657
25686
25687
4540

4543
4544
4545
4546
4547
4548
4549
4551
4552
4553
4534
4550
7535

nip

el
loolbax
raat
raat
raat
raal
raal
raat
raat
admin
admin
raal
raat
raot
root
raat
raal
raat
raat
raot
apache
apache
apache
apache
roat
raat
raal

Started

Ot 11
Qct11
Oct11
Oct11
10:45
Ot
Qict11
Dt
12:28
12:28
12:28
12:286
Oct11
05:53
05:53
0553
Qict 11
Qict11
Ot
Oct11
Owct11
Ot 11
Oict11
Oict11
Oet11
Ot 11
Ot
Qict11
Ot
Oct11
Qw11
10:45

Command

anit [5]

Ishinfudavd -d

fusrishinthaveged -w 1024 -v 1

Ibinbash

Jusrsbinintpd -¢ fvanlibinipintp.conf -u nip:ntg -p farfundnipd.pld -g
Jusilocalisinglewirejavajdiubinjava -Diava util logging config Be=lusiloe
Jusrlocalsinglewirejavajdicbinjava -Djava vl logging config Be=/usiloc

lusrbinped fusrBbexeciwebminiminisers pl /eiciwebminiminizery. conf

Jusrflibaxacive] <dafunct>

lusilibexeciwebminiprocindex_tree. cgl

sh -c ps --cols 2048 -0 vser 80 ruser 80 group 80 rgroup 80, pid ppid, pgid pepu

5 -=cols 2048 20 wser B0 ruser B0, group &0 rgroup B0 pid ppid pgid pcpu vez ni
fusrshin'sshd

sshd: admin [jpriv]

sshd: admini@ptsd

-sh

Jusrishinhipd -k start

lusrishinfratatelogs -f -c -l varflog/apachal/arror_log %Y %mY%d-%H%M %S5 85400
fusr’sbinfratatelogs -f - -l ivarfogfapache2lemor_log %Y Sm¥d-SH%aMWS 86400
lusrisbinfratatelogs -f -c -l var/log/apache2/access_log %Y %em Yed-TeH % M% S 86400
lusrishinfratatelogs -f -c -l iwarloglapacheissl_request_log %Y % m%d-%H%M%S 864
Jusrigbinirotatelogs - -c - ivarloglapachedissl_request_log %Y 3%miod-%H%M%S 564
fusrishinfrotatelogs -f -c - ivarfogfapacheissl_request_log % amied-%H¥%M%S B64
lusrishiniratatelogs -f -c - iwvaroglapache2issl_request_log %Y %m%d-1H%M%S B64
lusrisbiniratatelogs -f -c - iwvarfoglapache2iss|_request_log. %Y %m%d-%H%M%S B64
lusrisbinfipd & start

Jusrisbinhipd -k star

fustishinhibipd & slart

fusr’shin'htipd & start

lusr’sbinirsyslogd

/bin‘bash fusrlocalisinglewire/platforminlicense-mode-changes

Justbirinolifywai -& modify usrlocal'singlewirainfommaCastiwebAVEE-INFLic

Show the Virtual Appliance's Version

The show-version command displays the Virtual Appliance version in use. Verifying your version can
aid in troubleshooting issues.

D.

Note The Webmin homepage also displays version information.
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Step1 Log into the command-line interface (see “Log into the Command-line Interface” on page 2-37). The
command-line interface appears, showing you that you’re logged in.

Step 2 Enter show-version at the prompt and press the Enter key. The command-line interface refreshes
with application version details.

Set Allowed SSL Protocols

Secure Socket Layer (SSL) and Transport Layer Security (TLS) are both cryptographic protocols that
provide authentication and data encryption between servers, machines, and applications operating over
a network (e.g. a client connecting to a web server). For example, InformaCast uses them for
communication between itself and the Control Center. In addition, web browsers use SSL and TLS to
communicate with InformaCast.
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InformaCast supports SSLv3, TLS 1.0, TLS 1.1, and TLS 1.2; however, SSLv3 has been deprecated by
the IETF, and TLS 1.2 is preferred over TLS 1.0 and 1.1. Due to newer versions of the protocols
supporting stronger, more secure cipher suites and algorithms, you may want to disable the older
protocols, or your organization’s security policy may dictate that only certain protocols are used.

Step1l Log into the command-line interface (see “Log into the Command-line Interface” on page 2-37). The
command-line interface appears, showing you that you’re logged in.

Step 2 Enter configure-ssl-parameters at the prompt and press the Enter key. The Starting Reconfiguration
window appears.

] Starting Reconfiguraticn |}
This process will configure 551 web Server parametTers

Saving changes at the end of this process will interrupt service
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Press the Tab key to highlight the Next button, then the Spacebar to select it. The Configure SSL
Parameters window appears.

Configure 35L Faramecers |

55L Cipher String

<Rescore Cipher String To FIFS Defaulc:

<Show Macching Ciphers>

Tah betwesn =lemsnts

By default, SSLv3 is disabled and all supported versions of TLS are enabled.

Use the Tab key to enter the different protocols' fields, pressing the Spacebar to disable the ones you
don't need. Disabled protocols will have the * removed from between [ ]. Enabled protocols will have
the * between [*].

N.

Note At least one version of TLS must be enabled.

Press the Tab key to enter the Enable Landing Page HTTP Port field and the Spacebar to disable
HTTP when accessing the InformaCast Virtual Appliance landing page. With HTTP disabled, HTTPS
will be used when accessing the InformaCast Virtual Appliance landing page.

Press the Tab key to enter the SSL Cipher String field and either accept the cipher string provided or
enter your cipher string of choice.

A cipher suite is a set of algorithms that help secure a network connection that uses SSL or TLS. The
set of algorithms that cipher suites usually contain include: a key exchange algorithm, a bulk encryption
algorithm, and a message authentication code (MAC) algorithm. There are hundreds of different cipher
suites that contain different combinations of these algorithms.

If you want to change the provided cipher string, you need to understand Apache SSL Cipher
configuration.

[ Version 12.5.1
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If you change your cipher string in error, press the Tab key to highlight Restore Cipher String To
FIPS Default, then press the Spacebar to select it. The Default window appears and your cipher string
is set back to its default value.

551 cipher has besn reset to the defaulr

Step7 Press the Tab key to highlicht Show Matching Ciphers, then the Spacebar to select it. A list of
ciphers that match your string appears.

Bliowed cipher lisc — press g to exic

Step 8 DPress Q to exit this list.

InformaCast Virtual Appliance Basic Paging
I Version 12.5.1 .m



| Chapter 9

Manage InformaCast Virtual Appliance ||

Step9 Press the Tab key to highlight the Next button, then the Spacebar to select it. The Save or Exit
window appears.

1 Save or ExiT r

Selwct one of The ORTLlOnS below
Javing changes will cause ssrvice incerruption

Step 10 Press the Tab key to highlight the Save Changes button, then the Spacebar to select it. Your SSL
parameters are saved. You're returned to the command-line interface and InformaCast’s Apache web
server is restarted to accept your SSL parameter changes.
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Manage Trust Certificates

ND.

Note

This topic and its related topics are optional.

The InformaCast Virtual Appliance installs with a self-signed certificate that establishes trust between
its components, e.g. InformaCast, Control Center, Webmin, etc. However, whenever you access those
components, your browser warns you of a problem with the website’s certificate. You know
InformaCast is a trusted resource, but your web browser does not.

By installing a signed certificate, you can avoid this warning and protect yourself against
Man-in-the-Middle (MITM) attacks, where a malicious entity can insert itself between you and the
Virtual Appliance, impersonating one and manipulating your communication. A signed certificate is an
electronic document that proves ownership of a public key; it includes information about the key, its
owner’s identity, and the digital signature of a Certificate Authority (CA).

When presented with a certificate, a client validates its trust in that certificate by trusting the entity who
issued the certificate, i.e. the CA. Often, there is a chain of trust with multiple issuers, e.g. the root
certificate and any intermediate certificates. A root certificate is automatically trusted by browsers
because any certificate signed with its private key has been validated and issued by a CA. However, CAs
don'tissue end-user SSL certificates ditectly from their root certificates because any mistake involving
issuing a certificate or a malicious attack would require that root certificate to be revoked along with
every certificate signed using it. To protect against this mass invalidation, CAs issue an intermediate
certificate. They sign the intermediate certificate with their private key and use the intermediate root's
private key to sign the end-user SSL certificate. This creates the chain of trust.

In order to maintain its trust, InformaCast checks its certificates (either self-signed or signed) whenever
it boots/teboots. If its certificates are invalid, e.g. through a hostname change without a reboot or
certificate regeneration, a certificate's expiration, etc., InformaCast automatically regenerates new
self-signed certificates; however, you will see the website certificate warning again.

When working with trust certificates, you can:
o “Create and Install a Signed Certificate” on page 9-39
e “Display Your Trusted Certificates” on page 9-45
e “Display Your Local Trust” on page 9-47
e “Remove Added Trust Certificates” on page 9-48

e “Regenerate Trust Certificates” on page 9-50

[ Version 12.5.1
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Create and Install a Signed Certificate

When you installed InformaCast, you went through the initial steps of entering the necessary
information for a public key and certificate. You'll now produce a certificate-signing request and import
a certificate (or a chain of certificates) signed and provided by your Certificate Authority (CA).

Step1l Log into the command-line interface (see “Log into the Command-line Interface” on page 2-37). The
command-line interface appears, showing you that you’re logged in.

Step 2 [Enter create-certificate-signing-request at the prompt and press the Enter key. InformaCast will
load its private key and generate a certificate-signing request.
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Copy the certificate request, including “-----BEGIN CERTIFICATE REQUEST-----" and “-----END
CERTIFICATE REQUEST-----" and paste it into a text file.

Send this file to your certificate authority, which will sign this request and return a signed certificate to
you.

N

Note This part of the process could take a few days.

Download the certificate from your CA as a PEM file. PEM-formatted files start with “-----BEGIN
CERTIFICATE-----", end with “-----END CERTIFICATE-----; and typically look like the following:

MIID+zCCAUuOgAwIBAgIGeuawB+wrMAOGCSgGSIb3DQEBBQUAMBsxGTAXBgNVBAOT

EFZNd2FyZSBJIbnNOYWxsZXIwHhcNMTMwOTA2MDc INTU4WhcNMjUwMzA3MDc1INTU4 . . abridged. .
kAzsSQOBSKGHKeXTU92wuH0aVEg5kvVC4alL4CP03dhHICafbJaLRyDOTwPnZy0+n+

rRa8XHOAtP4£fVYPIn/qyOf+Qp2cgTloroChbeCcAHYS5VGEMpoM/wIWBIRuUwzCwgcL
X/I1laOhaPgiDeW440NsO

N

Note Certificates commonly come in two file types: PEM and DER. InformaCast only handles
PEM-formatted files. If your CA provides you with a DER-formatted file, contact them and
request a PEM-formatted file.

You will now import the signed certificate to InformaCast. Again, this import will require starting and
stopping all interfaces of the Virtual Appliance, which will cause service interruptions. Before
continuing, make sure that you are performing this import during a time when you are least likely to
inconvenience your users.

Re-establish your PuTTY connection to the Virtual Appliance.

[ Version 12.5.1
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Step7 [Enter import-signed-certificate at the prompt and press the Enter key. InformaCast warns you of a
service interruption and asks you if you want to upload a private key (optional).

Step8 Determine if you will upload a private key:
e Yes, continue with Step 9.
e No, continue with Step 12.

Step9 Press Y and the Enter key to upload a private key. InformaCast asks you to enter your private key's
passphrase.
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Step 10 Enter your private key's passphrase (if you have one) and press the Enter key. If you don't have a
passphrase, press the Enter key. InformaCast asks you to paste in your private key.

Step 11 Paste in your private key and press the Enter key. InformaCast asks you to paste in your certificate.
Continue with Step 13.

Je

Tip Right clicking your mouse will immediately paste whatever is in your clipboard into the

command-line interface.

Step 12 Press N and the Enter key. InformaCast asks you to paste in your certificate.
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Step 13 Paste in your certificate and press the Enter key. InformaCast validates that the information in your
certificate matches the private key information it generated when you entered the
create-certificate-signing-request command, and it asks you if you'd like to use the certificate you
just pasted in.

Step 14 Press Y and the Enter key. InformaCast validates that your certificate is trusted.
If it is, skip to Step 16.

If it's not, you'll need to upload the root and any intermediate certificates, which you should have
received from your Certificate Authority.

Continue with Step 15.

Step 15 Paste in your root and intermediate certificates separately, pressing the Enter key after each one.
InformaCast will ask you if you want to use each certificate that you enter. Press Y and the Enter key
at each prompt.
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InformaCast will validate each certificate until it is able to establish trust.

pe

Tip

You can import root and intermediate certificates independently of the process in this topic by

entering the import-trusted-certificate command.

Step 16 Press Y and the Enter key to commit your certificate(s). InformaCast will stop all applications running
on the Virtual Appliance, apply your signed certificate, and start the Virtual Appliance’s applications.

Step 17 Enter exit at the prompt and press the Enter key. You have finished installing your signed certificate.
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D.

Note Typically, signed certificates last for five years, but this is at the discretion of your CA. Itis your
responsibility to ask your CA for your certificate’s expiration date and perform these steps again
in the future as your expiration date nears.

Display Your Trusted Certificates

The show-trusted-certificates command displays certificates that your Virtual Appliance server trusts,
either signed or self-signed.

Step1l Log into the command-line interface (see “Log into the Command-line Interface” on page 2-37). The
command-line interface appears, showing you that you’re logged in.
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Step 2 Enter show-trusted-certificates and press the Enter key. The command-line interface refreshes,
displaying the configuration of your currently trusted certificates.
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Display Your Local Trust

Certificates become untrusted if any of them expire or are removed. The show-local-trust command
displays the state of trust between InformaCast and the currently installed certificate and trusted
certificates. It's run automatically as part of system boot to ensure that InformaCast can trust the
certificate that it is configured to present. Independently running the show-local-trust command can
be useful to Singlewire Support when helping you to troubleshoot issues.

Step1l Log into the command-line interface (see “Log into the Command-line Interface” on page 2-37). The

command-line interface appears, showing you that you’re logged in.

Step 2 Enter show-local-trust and press the Enter key. The command-line interface refreshes, displaying the
state of trust on InformaCast.
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Remove Added Trust Certificates

The remove-all-user-added-trusted-certificates command removes any Certificate Authority root
and intermediate certificates that you've added, which causes InformaCast to no longer trust the signed

certificate. Once you reboot the Virtual Appliance server, InformaCast will regenerate certificates and
you'll return to a self-signed certificate.

Step1l Log into the command-line interface (see “Log into the Command-line Interface” on page 2-37). The
command-line interface appears, showing you that you’re logged in.
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Step 2 Enter remove-all-user-added-trusted-certificates and press the Enter key. The command-line
interface refreshes, and InformaCast goes through its trust store and removes any Certificate Authority
root and intermediate certificates that you've added. Your signed certificate remains installed, but
InformaCast can no longer trust it without the root and intermediate certificates.

Step3 Reboot your Virtual Appliance server (see “Reboot the InformaCast Virtual Appliance” on page 9-6).
InformaCast checks to see if it can trust the signed certificate, and since it can't, returns you to a
self-signed certificate.
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Regenerate Trust Certificates

Once you've imported a signed certificate, the regenerate-ssl-certificates command reverts you to a
self-signed certificate, removes your previous signed certificate, and keeps the Certificate Authority
root and intermediate certificates.

Step1l Log into the command-line interface (see “Log into the Command-line Interface” on page 2-37). The
command-line interface appears, showing you that you’re logged in.

Step 2 Enter regenerate-ssl-certificates and press the Enter key. The Starting Reconfiguration window
appears.

1 Starcing Reconfiguration |
This process will change S5L CeITiTicate paramTers and Degenerate CeITllicates

Saving changes at the end of this process will interrupt serwice
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Step3 Press the Tab key to highlight the Next button, then the Spacebar to select it. The Configure Secure
Socket Layer Certificate Parameters window appears.

Configure Secure Sccket lLayer Certificate Parameters
Organization {(required)

Crganizational Unic (required)

City (required)

State or Province [reguired)

Countey Code {reguired)

Email Address

Step4 Review the information in the Configure Secure Socket Layer Certificate Parameters window and make
any corrections.

Step5 Press the Tab key to highlight the Next button, then the Spacebar to select it. The Configure Secure
Socket Layer Subject Alternative Names window appears.

Configure Secure Socket Layer Subject Alternacive Hames

Certificates can contain one, many, or no subject alternative names.
Use of subject ALTEINATLIVE names 13 optional.
Configure subject alternative names below as desired.

Cercificate DHS Wame (hoscname and domaln) JENICROFUBLl=2223 . slnglewice.
Subject Alvermative Hame 1

Subject Alternacive Mams 2

Subject Rleecnative MHams

Subject Alvernative Hame

Subject Alternative Nams

<Tab> between =)

Step 6 Review the information in the Configure Secure Socket Layer Subject Alternative Names window and
make any corrections.
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Step7 Press the Tab key to highlight the Next button, then the Spacebar to select it. The Save or Exit
window appears.

1 Save or ExiT r

Selwct one of The ORTLlOnS below
Javing changes will cause ssrvice incerruption

Your certificate changes aren’t saved until you select the Save Changes button.

Step 8 Press the Tab key to highlight the Save Changes button, then the Spacebar to select it. Your
certificate changes are saved. You’re returned to the command-line interface, and InformaCast’s trust
store is updated to accept your certificate changes.
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Change InformaCast Virtual Appliance’s IP Address

N.

Note

A

Warning

Step 1

You set the static IP address for your Virtual Appliance when you installed InformaCast (see “Deploy
InformaCast” on page 2-6), but you may need to change it.

Complete the steps in this topic before making any changes to your network, e.g.changing the virtual
network assigned to the VMware virtual NIC or the upstream network configuration for the assigned
virtual network.

If you plan to switch between Basic and Advanced InformaCast and you change your IP address, you
will need to redeploy the InformaCast OVA (see “Deploy InformaCast” on page 2-6).

Log into Webmin (see “Log into Webmin” on page 2-35 for specific steps). The Webmin homepage
appears.

© singlewire
software

Systern hostmame |C (127.0.1.1)
Oiperating system  Singlawira InformaCast VMWare
Webmin version 1 620
Time on system Tue May 16 1003126 2017
Kemnel and CPU Linux 4.1 8-yocto-standard on i685

Processor information Inted(R) Xeon(R) CPU E5-2665 0 @ 2 40GHz, 1 cores

System uptime
Runming processes
CPU load averages

CPU usage

Real memory

Wirtual memony

1 days, 1 hours, 20 minutes

&2

0.00 (1 rin) 0.01 (5 rmdns) 0.05 (15 mins)
4% user, 3% kemel, 0% 10, 93% idle

3.94 GB total, 1.39 GB used

8 GB 1otal, 0 bytes used

Local disk space 99 73 GB total, B 14 GB used

Step2 Go to Networking | Network Configuration. The Network Configuration page appears.

Module Config

Hatwork Imterfaces

MNetwork Configuration

Y,

Y &

Routing and Gateways Hostname and DMNS Client Host Addresses

Chek this bulion to actratle the current boal-time mierface and roulmg settings, as they normally would be after a

l Apply Conhgurabon
* reboot. Warnkng - this may make your system naccessibde via the network, and cut off access to Webmin
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Step3 Click the Network Interfaces icon. The Network Interfaces page refreshes.

s Network Interfaces
Activated at Boot

mefaces listed in this table will be aclivaled when the system bools up, and will genesally be active now loo

Select all. | Invert selection
MHame Iype IPwvd address Matmask 1P acldress Activate
ethl) Ethemet 255265 255.0 Yes
i} Losaphack Mo address configured Mone Yeg

Select all. | Invert selection

8 Raturn to metwork -',c'l"-;-,lr-!ric'l
Step4 Click the eth0 link. The Edit Bootup Interface page appears.

Madule Index

Edit Bootup Interface

Boot Time Interface Paramelers

Nama ath@
Activate ot boot? Yes
Static configuration 1Pvd address
Metmask 2562656 2650
Broadeast Automatic '*
IPwh addresses ® Pyl disabled

MTU ® Default

Hardware addrass & Dgiaul

Save

4 Fetum 1o nebwork interfaces

Step5 Enter your new IP address and netmask in the IP Address and Netmask fields, respectively.

Step 6 Enter an IP address in the Broadcast field if your current one is not what would be expected for the
given IP Address and Netmask fields.

N.

Note Contact your network administrator if you have questions about what to enter in the IP
Address, Netmask, and/or Broadcast fields.

Step 7 Click the Save button.
Step 8 Click the Return to network interfaces link on the Edit Bootup Interfaces page.

Step9 Click the Return to network configuration link on the Network Interfaces page.
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Step 12
Step 13
Step 14

Step 15
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Click the Routing and Gateways icon on the Network Configuration page. The Routing and
Gateways page appears.

Madule |ndea:x .
Routing and Gateways
Boot time configuration
This section allows you to configure the routes that are activated when the system boots up, or when network settings are fully re-appBad

Routing configuration activeted at boof e

Default router & Gateway 17230228 1 ethD ~
Static rowtes  |nteiface Mebwork Netmask Galeway
Local rowtes  |nterface Metwork Metmask

Save

4 Hetumn to network configuration

Enter the IP address of the gateway in the Gateway field.

D.

Note Optionally, additional routes can be specified on this page, but should not be necessary in most
situations.

Click the Save button. Your changes are saved, but not yet applied.
Reboot the Virtual Appliance (see “Reboot the InformaCast Virtual Appliance” on page 9-6).

Log into Unified Communications Manager, go to System | Enterprise Parameters, and change the
URL Authentication and Secured Authentication URL fields.

Also, go to Device | Device Settings | Phone Services, and change the IP address for any
InformaCast service URLs you have created.

You need to use the Update Subscriptions button whenever you change service information, so that
any subscribed phones are properly updated.

InformaCast SIP certificates are regenerated whenever InformaCast is installed or its IP address is
changed, so if you are using TLS protocol with SIP, you will need to install the InformaCast SIP
certificate on all Unified Communications Managers in your InformaCast environment (see “Install the
InformaCast SIP Certificate on Unified Communications Manager” on page 5-15).

Reset all of your phones.

[ Version 12.5.1
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Change the Virtual Appliance’s Hostname

You set your Virtual Appliance’s hostname when you installed InformaCast (see “Deploy
InformaCast” on page 2-6), but you may need to change it.

Step1l Log into Webmin (see “Log into Webmin” on page 2-35 for specific steps). The Webmin homepage

appears.

© singlewire
software

Systern hostname |C (127.0.1.1)
Operating system  Singlawira InformaCast VMWara
Webmin version 1620
Time on system Tue May 16 1003126 2017
Kemel and CPU Linux 4.1 B-yocto-standard on i685
Processor information Inted(R) Xeon(R) CPU E5-2665 0 @ 2. 40GHz, 1 cores
System uptime 1 days, 1 hours. 20 minutes
Rllnning processes 627
CPU load averages 0.00 (1 min) 0.01 (5 mina) 005 (15 mins)
CPU usage 4% user 3% kemel, 0% 10, 3% idle
Real memory 3.94 GB total, 1.39 GB used

Virwal memory & GB 1atal, 0 bytes used

Local disk space 9971 GB total, 8 14 GB used

Step2 Go to Networking | Network Configuration. The Network Configuration page appears.

Module Config Network Configuration
& 3 =
Hatwork Interfaces Routing and Gateways Hostname and DMS Client Host Addresses

| Apply Cnnhgum‘bon Chek thes bulton to activatle the current boal-time mierface and routng sedtings, as they normally would be afler a
reboot. Warnkng - this may make your system maccessible via the network, and cut off access to VWebmin
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Step3 Click the Hostname and DNS Client icon. The Hostname and DNS Client page appears.

Module Index Hostname and DNS Client

DNS Client Options
Hostname |pUE1-2223

Search domains Mone ® Listed

DMS servers
singlewire.lan

Save

4 Retwn to netwark configuration

Enter your new name in the Hostname field, e.g. WestHeadquarters.

Step 4
Step5 Click the Save button. Your changes are applied and you are redirected to the Network Configuration
page.
Module Conflg Network Configuration
MNetwork configuration applied. Restart the appliance for the change to take effect.
= et
=3 & Gl '
Metwark Interfaces Routing and Gateways Hosiname and DMNS Clisnt Host Addrassas
.

Note You must reboot the Virtual Appliance for your changes to take effect.

Step 6 Click the Restart the appliance link. The Reboot page appears.

Madule Index REDCI Dt

Are you sure you want to reboot the system with the command reboot 7

Rabool System
4 Return to bootup and shutdewn actions

Click the Reboot System button. The Virtual Appliance will restart. This may take some time. Until

Step 7
the restart has completed, some of InformaCast’s features may be inoperable.

Set the System Time

You already set the system time when you entered your NTP server(s) addresses during InformaCast’s
initial configuration (see “Set the Initial Configuration” on page 2-20). However, you may need to
change them, or determine the state of N'TP and/or InformaCast's sync status with it.
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InformaCast uses the Network Time Protocol daemon (ntpd) for time synchronization. ntpd is a server
process that maintains InformaCast's system time in synchronization with time setvers using the
Network Time Protocol (NTP).

List Current NTP Servers

The show-time-configuration command lists your currently configured NTP server(s)

Step1l Log into the command-line interface (see “Log into the Command-line Interface” on page 2-37). The
command-line interface appears, showing you that you’re logged in.

InformaCast Virtual Appliance Basic Paging
I Version 12.5.1 .m



| Chapter 9

Manage InformaCast Virtual Appliance ||

Step2 Enter show-time-configuration at the prompt and press the Enter key. The command-line interface
refreshes with your current NTP information, e.g. whether ntpd is enabled and running, your time
zone, your curtent N'TP servers' fully qualified domain names, and their authentication method.
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Change NTP Servers

The configure-time command allows you to change your NTP server(s).

Step1l Log into the command-line interface (see “Log into the Command-line Interface” on page 2-37). The
command-line interface appears, showing you that you’re logged in.

Step 2 Enter configure-time at the prompt and press the Enter key. The command-line interface refreshes.

Conf igure Time Zone
Select the time zome [or thiz zerver (required).

Arer icasBoa_Wista T
Amer icaBogota

AnericasBoise

Arer icasCanbridge_BRay

Arer lcasCampo_Grande

fArmer lcasCancun

Amer lcasCaracas

Amer icasCayenng

Armer lcasCayman
Im &

{Tab¥ between &leqeants H g gelect=s H F12> next SCcrean

Step3 Usec the arrow keys to select a time zone for your InformaCast Virtual Appliance server.
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Step4 Press the Tab key to highlight the Next button, then the Spacebar to select it. The command-line
interface refreshes, and the InformaCast Virtual Appliance lists the currently configured NTP servers.

1 Lonligure Hetwork Time Protocol |

HTP Server 1 IP or Hostname (required) [N
NTP Server 2 IF or Hostname P ntp.org_______|
NTP Server 3 IP or Hostnane T —

At leazt one WTP server is reguoired.

{Tab? between &leqents | {ipace? selects | (F12> next sScresn
Step5 Accept the suggested NTP server IP address or provide a valid one of your own in the NTP Server 1
IP or Hostname field.
Step 6 Press the Tab key and enter up to two more NTP servers (optional).

Step7 Press the Tab key to highlight the Next button, then the Spacebar to select it. The
InformaCast Virtual Appliance validates your NTP configuration, and the command-line interface
refreshes.

1 Save or ExiT r

Selwct one of The ORTLlOnS below
Javing changes will cause ssrvice incerruption
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Press the Tab key to highlight the Save Changes button, then the Spacebar to select it. The
command-line interface refreshes, and InformaCast stops and starts the ntpd service to pick up your
changes.

Je

Tip You can also manually stop and start the ntpd service through Webmin's Bootup and Shutdown
page or by entering ntp-service disable or ntp-service enable in the command-line interface.

Display ntpd State and InformaCast's Sync Status

Step 1

The show-time-status command displays the current state of the NTP daemon and whether
InformaCast is in sync with it.

Log into the command-line interface (see “Log into the Command-line Interface” on page 2-37). The
command-line interface appears, showing you that you’re logged in.

[ Version 12.5.1
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Step2 [Enter show-time-status at the prompt and press the Enter key. The command-line interface refreshes
with your current NTP information, e.g. whether ntpd is enabled and running, the N'TP firewall status,
and performance statistics, etc.

Upgrade Your Open VM Tools

InformaCast uses Open VM Tools, “a set of services and modules that enable several features in
VMware products for better management of, and seamless user interactions with, guests.”! Open VM
Tools offers the same services as the previously used VMware Tools, and simplifies your management
because you no longer have to manage these tools’ upgrades separately in vSphere: Open VM Tools
upgrades are neatly transparent to you, occurring only during InformaCast upgrades.

Manage SNMP Monitoring

Listening on port 1161, InformaCast's embedded SNMP agent can be paited with your own Network
Management Software (NMS) in order to monitor certain aspects of InformaCast e.g. the last time a
phone rebuild succeeded, the count of registered IP speakers, InformaCast's version, etc.

1. https://github.com/vmware/open-vm-tools

InformaCast Virtual Appliance Basic Paging
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Available OIDs
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Several OIDs, both native and InformaCast-specific are available for your use as well as both native and
InformaCast-specific MIBs. While SNMP monitoring is able to handle many of your needs, there are
some configuration caveats you should take into consideration before configuring SNMP monitoring.

If you would like SNMP monitoring to include functionality that it currently doesn't have, open a
Singlewire Support case.

The following capabilities are natively possible through SNMP:

System description (SNMPv2-MIB::sysDescr.0)

System name (SNMPv2-MIB::sysName.0)

Uptime (DISMAN-EVENT-MIB::sysUpTimelnstance)

Contact (SNMPv2-MIB::sysContact.0)

Location (SNMPv2-MIB::sysLocation.0)

Ethernet network adapter description, type, packet count, error count
Netstat TCP connection table, including listening sockets and established connections
UDP bound ports

SNMP total packet counts

System clock

Partition list, and for each partition: mount point, size, and whether it's used
CPU model and type

SCSI disk list

Process list, including process name, path, parameters, state (e.g. runnable), CPU utilized, memory
used

Network interface, including name, multicast packet count, and broadcast packet count
Memoty /proc/meminfo information

Load average in one-minute, five-minute, 15-minute intervals

The following table displays the capabilities that are specific to InformaCast:

(o)1) Data Example

1.3.6.1.4.1.3137.1.1.1.1.3.0 InformaCast version 12.2.5

1.3.6.1.4.1.3137.1.1.1.1.4.0 JTAPI version Cisco Jtapi version 8.6(2.24091)-1
Release

1.3.6.1.4.1.3137.1.1.1.3.5.2.0  |Multicast TTL 16

1.3.6.1.4.1.3137.1.1.1.3.5.3.0  |Multicast traffic class 160

1.3.6.1.4.1.3137.1.1.1.2.4.1.0  |Last time phone rebuild started |20180805071459, yyyy-mm-dd
hh:mm:ss

1.3.6.1.4.1.3137.1.1.1.2.42.0  |Last time phone rebuild 19691231180000, yyyy-mm-dd

succeeded hh:mm:ss
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oID

Data

Example

1.3.6.1.4.1.3137.1.1.1.2.4.3.0

Next time phone update
scheduled

20180805081000, yyyy-mm-dd
hh:mm:ss

1.3.6.1.4.1.3137.1.1.1.2.4.4.0

Phone count in cache

241

1.3.6.1.4.1.3137.1.1.1.2.4.5.0

Time cache update started

19691231180000, yyyy-mm-dd
hh:mm:ss

1.3.6.1.4.1.3137.1.1.1.2.4.6.0

Time cache update succeeded

19691231180000, yyyy-mm-dd
hh:mm:ss

1.3.6.1.4.1.3137.1.1.1.2.5.1.0  |Defined IP speaker count 55
1.3.6.1.4.1.3137.1.1.1.2.5.2.0  |Registered IP speaker count 54
1.3.6.1.4.1.3137.1.1.1.2.5.3.0  |Unregistered IP speaker count |1
1.3.6.1.4.1.3137.1.1.1.3.2.1.0  |Backup activated? false

1.3.6.1.4.1.3137.1.1.1.3.2.2.0

Time of next backup

20180806030000, yyyy-mm-dd
hh:mm:ss

1.3.6.1.4.1.3137.1.1.1.3.2.3.0

Backup location

/ust/local/singlewire /InformaCa

st/backup

1.3.6.1.4.1.3137.1.1.1.3.3.1.0  |SLP Advertise CFS? false
1.3.6.1.4.1.3137.1.1.1.3.3.2.0  |SLP Advertise SOAP? true
1.3.6.1.4.1.3137.1.1.1.3.3.3.0  |SLP Advertise HTTP deprecated
1.3.6.1.4.1.3137.1.1.1.3.4.1.0 |Is LDAP auth enabled? false
1.3.6.1.4.1.3137.1.1.1.3.42.0  |Is LDAP grouping enabled? false

1.3.6.1.4.1.3137.1.1.1.3.4.3.0

Time of next LDAP update

20180805074000, yyyy-mm-dd
hh:mm:ss

A management information base (MIB) is a database used for managing the SNMP OIDs common to
all Unix hosts and those provided specifically through InformaCast.

SNMP native MIBs, e.g. those common to all Unix hosts, can be found in /ust/share/snmp/mibs on

the Virtual Appliance.

InformaCast MIBs can be found in three locations:

o /ust/local/singlewire/InformaCast/web/tesources/mib/ on the Virtual Appliance

e As a downloadable ZIP on Singlewire's website

e Through a link to the Virtual Appliance:

— https://<InformaCast Virtual Appliance IP
Address>:8444 /InformaCast/resources/mib/BERBEE-APPLICATIONS-IPT-INFORMA

CAST.html

— https://<InformaCast Virtual Appliance IP
Address>:8444 /InformaCast/resources/mib/BERBEE-APPLICATIONS-IPT-INFORMA

CAST.pdf
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— https://<InformaCast Virtual Appliance IP
Address>:8444 /InformaCast/resources/mib/BERBEE-APPLICATIONS-IPT-INFORMA
CAST.txt

Supported Configurations

The following SNMP configurations are supported:

SNMPv2c

SNMPv3 for a single user for authentication and/or privacy, e.g. Secure Hash Algorithm (SHA)
and/or Advanced Encryption Standard (AES)

SNMP polling over UDP

Host filtering

Scanning, e.g. snmpnext and snmpwalk

The generic UNIX MIBs supported by net-snmp out of the box
SNMP polling of UNIX MIBs and the InformaCast MIB

Unsupported Configurations

The following SNMP configurations are not supported:

Subnet filtering

Read/write permissions; clients must be read-only

Installing a MIB on the Virtual Appliance

SNMP over DTLS; if you want encryption, use SNMPv3 with privacy
SNMP over SSH; if you want encryption, use SNMPv3 with privacy
SNMPv3 with MD5 authentication

SNMPv3 with DES privacy

SNMP traps

Multiple SNMP community strings

Multiple SNMP users

Different SNMPv2 and SNMPv3 IP address filters; you can have one filter for inbound SNMP
packets: it will apply to both SNMPv2 and SNMPv3 packets

Now that you're familiar with your SNMP capabilities, you can proceed with:

“Configure SNMP Monitoring” on page 9-66
“Display Current SNMP Monitoring Configuration” on page 9-72
“Restart SNMP Monitoring Service” on page 9-74

“Remove Current SNMP Monitoring Configuration” on page 9-75

Configure SNMP Monitoring

InformaCast's embedded SNMP agent can be paired with your own Network Management Software
(NMS) in order to monitor certain aspects of InformaCast (i.e. the last time a phone rebuild succeeded,
the count of registered IP speakers, InformaCast's version, etc.).

[ Version 12.5.1
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During your configuration, you can choose to configure SNMPv2, SNMPv3, or both. SNMPv2 is
unencrypted and not recommended due to security concerns. SNMPv3, when used with a password
and/ ot secret key, is the more secure option. Pairing authentication and encryption with SNMPv3
makes it much stronger against vulnerabilities.

Step1l Log into the command-line interface (see “Log into the Command-line Interface” on page 2-37). The
command-line interface appears, showing you that you’re logged in.

Step 2 Enter configure-snmp at the prompt and press the Enter key. The Starting Reconfiguration window
appears.

Starcing Reconfiguration
{ Starting Reconfigurati s

This process will configure SMHF monitoring

Saving changes at the end of thia process will interrupt service

2% neaEt ScEesn
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Step 4

Step 5

Step 6

Step 7

Step 8

Step 9
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Press the Tab key to highlight the Next button, then the Spacebar to select it. The SNMP Host
Configuration window appears.

SHHF Hoso Configuracion

SEHMF Contact (opticomal)
SMMF Location [opticnal)

packeca from IPv#
packets from IPwa

packera from IPve
packeca from IPv#
packets from IPwa

between elemsents Space> selects

You will first enable SNMP (it's disabled by default) and enter your SNMP contact and host
information.

Press the Spacebar while in the SNMP Server Enabled field to enable SNMP.

ND.

Note Once you've enabled SNMP monitoring, you can disable it again by pressing the Spacebar
while in the SNMP Server Enabled field, removing the * from between [ ]. You can also run
the remove-snmp-configuration command to reset your SNMP monitoring configuration to its
default values, e.g. disabled with no additional settings.

Press the Tab key to enter the SNMP Contact field and enter your SNMP contact's information, e.g.
John Lennon, SNMP Admin (optional).

Press the Tab key to enter the SNMP Location field and enter your SNMP contact's location, e.g.
Madison (optional).

Press the Tab key to enter the Accept SNMP packets from all hosts field and either leave it as
accepting SNMP packets from all hosts (not recommended due to attack vulnerabilities) or press the
Spacebar to disable SNMP packets from all hosts.

D.

Note If you choose to enable the Accept SNMP packets from all hosts field, skip to Step 10.

Press the Tab key to enter the Accept SNMP packets from IPv4 host 1 field and enter the IP address
of your SNMP host, e.g. your NMS's IP address.

Continue entering SNMP host IP addresses (up to five) in the Accept SNMP packets from IPv4 host
fields, pressing the Tab key to advance between fields (optional).

InformaCast Virtual Appliance Basic Paging
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Step 10 Press the Tab key to highlight the Next button, then the Spacebar to select it. The SNMP Version 2
Configuration window appears.

SHMF Version 2 Configuracion

SHHF Communicy Steing
Re-Encer SHMP Community String

» ENT SOCreen

You will now configure SNMPv2 (optional). If you don't want to configure SNMPv2, press the Tab
key to highlight the Next button, then the Spacebar to select stand skip to Step 15. Otherwise,
continue with Step 11.

Step 11 Press the Spacebar while in the SNMPv2 Enabled field to enable SNMPv2.

Step 12 Press the Tab key to enter the SNMP Community String field and enter the SNMP community string
used by your SNMP host.

D.

Note While you are allowed to add up to five SNMP hosts, if you are using SNMPv2, they must all
use the same community string.

Step 13 Press the Tab key to enter the Re-Enter SNMP Community String field and enter that community
string again.

D.

Note If you enter community string information without enabling SNMPv2, your configuration
cannot be saved.

InformaCast Virtual Appliance Basic Paging
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Step 14 Press the Tab key to highlight the Next button, then the Spacebar to select it. The SNMP Version 3

Step 15
Step 16

Step 17

Step 18
Step 19

Step 20

Step 21
Step 22

Configuration window appears.

SHMF Versiom 3 Configuration

User Hame

Authentcicaciocn Fassword
Re-enter Authentication Password

Frivacy Fassword
Re—enter Privacy Password

You will now configure SNMPv3 (optional). If you don't want to configure SNMPv3, press the Tab
key to highlight the Next button, then the Spacebar to select it and skip to Step 24. Otherwise,
continue with Step 15.

Press the Spacebar while in the SNMPv3 Enabled field to enable SNMPv3.
Press the Tab key to enter the User Name field and enter the username used by your SNMP host.

With just a username, SNMPv3 is only as secure as SNMPv2; however, you can choose to pair your
username with a password and/or a password and sectet key (optional).

Press the Tab key to enter the Authentication Enabled ficld, then the Spacebar to enable it
(optional). InformaCast uses SHA authentication.

Press the Tab key to enter the Authentication Password field and enter your uset's password.

Press the Tab key to enter the Re-enter Authentication Password field and enter your uset's
password again.

Press the Tab key to enter the Privacy Enabled field, then the Spacebar to enable it (optional).
InformaCast uses AES encryption.

Press the Tab key to enter the Privacy Password field and enter your privacy password.

Press the Tab key to enter the Re-enter Privacy Password field and enter your privacy password again.

[ Version 12.5.1
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Step 23 Press the Tab key to highlight the Next button, then the Spacebar to select it. The Save or Exit
window appears.

1 Save or ExiT r

Selwct one of The ORTLlOnS below
Javing changes will cause ssrvice incerruption

Step 24 Press the Tab key to highlight the Save Changes button, then the Spacebar to select it. Your SNMP
configuration is saved. You’re returned to the command-line interface and InformaCast’s SNMP
monitoring service is restarted to accept your SNMP changes.

InformaCast Virtual Appliance Basic Paging
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Display Current SNMP Monitoring Configuration

Once you've configured SNMP monitoring, the show-snmp-configuration command will display
your current SNMP configuration, omitting any password or community string values.

Step1l Log into the command-line interface (see “Log into the Command-line Interface” on page 2-37). The
command-line interface appears, showing you that you’re logged in.

InformaCast Virtual Appliance Basic Paging
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Step2 Enter show-snmp-configuration at the prompt and press the Enter key. The command-line interface
refreshes, displaying your current SNMP configuration, e.g. whether it's enabled and running, the
SNMP hosts you've added, your SNMP contact information, whether you're using SNMPv2 or
SNMPv3, etc.
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Restart SNMP Monitoring Service

Once you've configured SNMP monitoring, the snmp-service disable and snmp-service enable
commands will restart InformaCast’s SNMP monitoring service independent of any SNMP monitoring
changes. Restarting the SNMP monitoring service can be helpful when troubleshooting issues.

Step1l Log into the command-line interface (see “Log into the Command-line Interface” on page 2-37). The
command-line interface appears, showing you that you’re logged in.

Step 2 Enter snmp-service disable at the prompt and press the Enter key. The command-line interface
refreshes, and the SNMP monitoring service is disabled.

InformaCast Virtual Appliance Basic Paging
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Step3 [Enter snmp-service enable at the prompt and press the Enter key. The command-line interface
refreshes, and the SNMP monitoring service is started.

Remove Current SNMP Monitoring Configuration

Once you've configured SNMP monitoring, the remove-snmp-configuration command will reset your
SNMP monitoring configuration to its default values, e.g. disabled with no additional settings.

Step1l Log into the command-line interface (see “Log into the Command-line Interface” on page 2-37). The
command-line interface appears, showing you that you’re logged in.

InformaCast Virtual Appliance Basic Paging
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Step2 [Enter remove-snmp-configuration at the prompt and press the Enter key. The command-line
interface refreshes, and any SNMP configuration settings you had are removed.

Upgrade InformaCast Virtual Appliance

Stay current with the latest InformaCast features by upgrading the Virtual Appliance, which includes
the InformaCast application and the platform on which InformaCast runs. Curious about your new
features? Review “Release Notes” on page 10-1 for a list of everything that has improved with your new

version.

Note the Differences

If you are upgrading from an earlier version of InformaCast Virtual Appliance, please review “Release
Notes” on page 10-1 for a list of new features.

Determine Your Current Version

Depending on the version of InformaCast Virtual Appliance from which you are starting, you will
follow different steps when upgrading. It is important to know your originating InformaCast version.

Step1l Log into InformaCast (see “Log into InformaCast” on page 2-31 for specific steps).

Step 2 Look at the upper right corner of the InformaCast homepage. If your version of InformaCast is 8.4 or
carlier, you will see your version number. Continue with “Upgrade InformaCast Pre-12.0.1” on
page 9-77. If your version of InformaCast is 8.5.1 or later, continue with the following steps.
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Step3 Log into Webmin (see “Log into Webmin” on page 2-35 for specific steps). The Webmin homepage

appears.

sing

System hostname
Operating system
Webmin version

Time on system
Kernel and CPU
Processor information
System uptime
Runming processes
CPU load averages
CPU usage

Real memory
Wirual memory

Local disk space

lewire

software
I (127.0.1.1)
Sin;lcgn’.ir-'_l InformaCast WK Ware
1.620

Tue May 16 10:31:26 2017

Linuze 4. 1. B-yocto-standard on (686

Inted(F) Xeon(R) CPU E5-2665 0 @ 2. 40GHz, 1 cores
1 days, 1 hours, 20 minutes

B2

0.00 {1 min) 0.01 {5 mana) 0.05 (15 mins)

A% user 3% kemel, 0% 10, 53% idle

3.94 GB total, 1.39 GB used

B GB 1otal, O bytes used

9973 GB total, B 14 GB used

Step4 Lookatthe top line of the Webmin homepage, e.g. Virtual Appliance version or Operating system. That
is your current version of InformaCast.
Step5 Make note of your version number and continue with “Upgrade InformaCast Pre-12.0.1” on page 9-77

or “Upgrade InformaCast 12.0.1 and Later” on page 9-104.

Upgrade InformaCast Pre-12.0.1

You can download the latest version of InformaCast Virtual Appliance from the Cisco website. Contact
Cisco if you need help.

Depending on the version of InformaCast Virtual Appliance from which you are starting, you will
follow different steps:

e 8.3 or 8.4 Virtual Appliance to Current Version. Your download should include three package
files and one ISO file that must be uploaded/attached in the following order:

CiscoPagingServer_8.5.1.deb

CiscoPagingServer_9.1.1.deb

CiscoPagingServer_11.5.2.deb

CiscoPagingServer_UpgradeFrom115To-12.5.1.iso

e 8.5.1,9.0.1, or 9.0.2 Virtual Appliance to Current Version. Your download will include two
package files and one ISO file that must be uploaded/attached in the following order:

— CiscoPagingServer_9.1.1.deb
— CiscoPagingServer_11.5.2.deb

InformaCast Virtual Appliance Basic Paging i
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— CiscoPagingServer_UpgradeFrom115To-12.5.1.is0

e 9.1.1,11.0.1, 11.0.2, 11.0.5 Virtual Appliance to Current Version. Your download will include
one package file and one ISO file that must be uploaded/attached in the following ordet:

o CiscoPagingServer_11.5.2.deb
o CiscoPagingServer_UpgradeFrom115To-12.5.1.is0

e 11.5.1 or 11.5.2 Virtual Appliance to Current Version. Your download will include one ISO file:
CiscoPagingServer_UpgradeFrom115To-12.5.1.is0.

Once you’ve obtained your package file(s) and ISO file, you can install them and update your version
of InformaCast Virtual Appliance. Depending on your starting version of InformaCast, you will follow
different steps:

e If your starting version of InformaCast is 8.3, 8.4, 8.5.1,9.0.1, 9.0.2,9.1.1, 11.0.1, 11.0.2, or 11.0.5,
go to “Upgrade from 8.3 through 11.0.5” on page 9-78 first and finish with “Upgrade from 11.5.1
or 11.5.2” on page 9-83

e If your starting version of InformaCast is 11.5.1 or 11.5.2, go directly to “Upgrade from 11.5.1 or
11.5.2” on page 9-83

Upgrade from 8.3 through 11.0.5

If your starting version of InformaCast is 8.3, 8.4, 8.5.1, 9.0.1, 9.0.2, 9.1.1, 11.0.1, 11.0.2, or 11.0.5,
please follow these steps carefully to ensure a successful InformaCast Virtual Appliance upgrade. Once
you finish these steps, continue with “Upgrade from 11.5.1 or 11.5.2” on page 9-83.

Step1 Declare an outage window and ensure that it falls outside of regular business hours.

Step 2 Create a clone of your current InformaCast Virtual Appliance installation, which allows for a return to
the previous version of InformaCast if there are problems with the upgrade. Snapshots are not
sufficient.
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Step3 Use PuTTY’s PSCP functionality to transfer your .deb file(s) to your Virtual Appliance. PuTTY is
available as a free download and it should be installed on the machine from which you’ll transfer files
to the Virtual Appliance.

a. Open a command window on the machine on which you’ve saved your .deb file(s). A command
window appears.

rporation. ALl rights reserved.

b. Enter cd <directory> and press the Enter key, where <directory> is the location of your .deb
file(s). The command window refreshes to the location of your directory.

w[howm Loads

c. Enter pscp <file name> admin@<InformaCast Virtual Appliance IP
Address>:/home/admin at the prompt and press the Enter key, where <file name> is the name
of your .deb file and <InformaCast Virtual Appliance IP Address> is your actual Virtual
Appliance’s IP address, e.g. pscp InformaCast_9.1.1.deb CiscoPagingServer_9.1.1.deb
admin@111.22.333.4:/home/admin.

InformaCast Virtual Appliance Basic Paging
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d. Enter your Virtual Appliance password at the prompt and press the Enter key. The file will be
transferred.

All rights

= ing lewive VAl g J 1.deb adminBl?2

12133%1 kB & 1 7.1 KBSz § ETn: BA:BA:E8 | 1HAE:

“Down loads »

e. Repeat Steps a through d until you’ve copied all of your .deb files to the Virtual Appliance.
Step4 Log into Webmin (see “Log into Webmin” on page 2-35 for specific steps).

D.

Note For versions of InformaCast Virtual Appliance prior to 8.4, you will need to go to
https://<InformaCast Virtual Appliance IP Address>/webmin, where <InformaCast Virtual
Appliance IP Address> is InformaCast Virtual Appliance’s statically configured IP address.

The Webmin homepage appeats.

© singlewire

sortware

System hostname [C (127.0.1.1
Operating system  Singlewina InformaCast VMWars
Webmin version 1620

Time on system Tue May

Kemel and CPU Linuwe 4.1 8-yocto-stan

Processor information Intel(R) Xeon(R) CPLU E5-2

i

System uptime

Runmning processes &2

CPU usage 4% user 3% kemel, 0% 10, 53% idle

Real memory 3.94 GB total, 1.39 GB used

Virual memory 8 GB total, 0 bytes used

Local disk space 9973 GB total, B 14 GB usead
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Step5 Go to System | Software Packages. The Software Packages page appears.

Hl
Modle Conig Software Packages

Installed Packages

SearchForPackage: |

Package Tree |

Install a New Package
Salect the location to install a new Debian DPHG package from

@ From local file r
From uploaded file | Browse_

From fip or hitp URL

Package from APT Search APT .

Identify a File
Enter a cornmand or the pathname of a file 1o search the Debian DPHG database for

Search For. |:|

Upgrade All Packages

APT package upgrade options

Resynchronize package list jopdate) @ Yes e
Upgrade mode * Distribution upgrade (upgzade-disc) © Hommal upgrade @ Don't upgrade
Only show which packages would be upgraded - ves @ Ho

Upgrade Mow
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Select the From local file radio button in the Install a New Package area and click its Browse button.
The Choose File window appears.

& bwyE: 10000/ chooser.cgi?add itype=08uwchroot=/&file
Directory of !
i 5] CHANGELOG 15.06 kB 17/Feh/ 2018 18:81
i i) Q5Lawnchad 0 bytes 25/ Jun /2814 89:29
i i) README M54 kB 17/Feb/2@18 18: @1
. README live-cd 191 kB 11/Dec/ 2088 B3:57
. README pxa 4.35 kB 11/Dec / 2OBE 83:57
| hiin 4 kB B9/ 0ct 2814 B9:48
E boat 4 kB 25/ Jun/IRl4 2§: 19
[:] dev 2 61kB BR/OCct /IRl 18:32
D ele 12kB B5/0ct /2014 25:48
. aula 0 bytes @9/0et /2014 18:89
(i | home 4 kB 27/ hpr 2811 8812
. Imitrd.irnsg 9531 MB 15/May /2813 @515
] imitrel i old 4.39 MB 15/ May f2@13 89:12
5 lib 4 kB 24/ Jun /2014 15:26
Fa Jisie 4 kR 37 Anr FA11 ARL2? =
Ok |/

Navigate to where you saved the InformaCast Virtual Appliance software package(s) you downloaded
earlier (/home/admin in the example). Depending on the version of InformaCast Virtual Appliance
from which you are upgrading, you will select one of the following:

e 8.3 or 8.4 version of InformaCast Virtual Appliance: CiscoPagingServer_8.5.1.deb
e 8.5.1,9.0.1, or 9.0.2 version of InformaCast Virtual Appliance: CiscoPagingServer_9.1.1.deb

e 9.1.1,11.0.1, 11.0.2, or 11.0.5 version of InformaCast Virtual Appliance:
CiscoPagingServer_11.5.2.deb

Click the Install button in the Install a New Package area. The Install Package page appears.

Madule Indax

Help Install Package

Install package

Packageis) to be installed InformaCast notification system

lgnore dependancy problems? eg @ Mo lgnore package conflicis? Yas @ Mo

Ovanarite files from other packages? Yes @ Mg Replace newer package with old? Yas & Mo

[ Install |

4 Relurn to module index

Leave the default selections as they are and click the Install button. Your softwatre package is installed.

N.

Note The Install Package page should display a list of files that were correctly installed. If you see a
red error message with no listing of files, your upgrade has failed.

[ Version 12.5.1
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Step 10 Determine your next steps depending on the version of the Virtual Appliance from which you are

upgrading:
e If you are upgrading from the 8.3 or 8.4 version of InformaCast Virtual Appliance
— Reboot the Virtual Appliance (see “Reboot the InformaCast Virtual Appliance” on page 9-06)

— Go to System | Software Packages and follow Steps 6 through 9, selecting the
CiscoPagingServer_9.1.1.deb file

— Reboot the Virtual Appliance (see “Reboot the InformaCast Virtual Appliance” on page 9-0)

— Go to System | Software Packages and follow Steps 6 through 9, selecting the
CiscoPagingServer_11.5.2.deb file

— Continue with “Upgrade from 11.5.1 or 11.5.2” on page 9-83

e Ifyouare upgrading from the 8.5.1,9.0.1, or 9.0.2 version of InformaCast Virtual Appliance: 9.1.1,
11.0.1,11.0.2, or 11.0.5

— Reboot the Virtual Appliance (see “Reboot the InformaCast Virtual Appliance” on page 9-0)

— Go to System | Software Packages and follow Steps 6 through 9 one more time, selecting
the CiscoPagingServer_11.5.2.deb file

— Continue with “Upgrade from 11.5.1 or 11.5.2” on page 9-83

e If you are upgrading from the 9.1.1, 11.0.1, 11.0.2, or 11.0.5 version of InformaCast Virtual
Appliance, continue with “Upgrade from 11.5.1 or 11.5.2” on page 9-83.

Upgrade from 11.5.1 or 11.5.2

.

Note

Step 1
Step 2

Step 3
Step 4

If your starting version of InformaCastis 11.5.1 or 11.5.2, please follow these steps carefully to ensure
a successful InformaCast Virtual Appliance upgrade.

If you’re coming here from “Upgrade from 8.3 through 11.0.5” on page 9-78, you can skip Steps 1 and
2.

Declare an outage window and ensure that it falls outside of regular business hours.

Create a clone of your current InformaCast Virtual Appliance installation, which allows for a return to
the previous version of InformaCast if there are problems with the upgrade. Snapshots are not
sufficient.

Shut down the Virtual Appliance (see “Shut Down the Virtual Appliance” on page 9-8).

Connect the CiscoPagingServer_UpgradeFrom115To-12.5.1.iso file to the Virtual Appliance. There are
two ways to do this: uploading the ISO through vSphere or serving the ISO from a workstation. This
section will document uploading the ISO through vSphere. If you’d like to serve the ISO from a
workstation, VMware Remote Console may assist you. You can download it here and documentation
is available here.

[ Version 12.5.1
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Step5 Open a web browser and log into your vSphere web client. The vSphere Web Client page appears.

Manage InformaCast Virtual Appliance

. eb Clie Q_search -
ey A || 3 Home 3 wiarms Ex
4 Hosts and Clustars [c) Home | | Ay | Mew(10)  Acknowl..
I e :

|y vCantar Inveniory Lists > = = ‘;

@ Hosts and Clusess » Er) ER :_,'] = 'S: &

g vhes and Templates 4 vCeniar Hosts and W and Storage Metworking

E3 sworage ¥ Invenbory Lists Cluzters Templates o

£3 Netwarking »

| Palicies and Profies » [=E] Q lo- .J o

€ Hyorid Cloud Manager H] —

Orche Cantent HyBiid Cloud Wealize Hybii Cloud

LR B T > Libranes Managsr Grchastrator Manager @ =
B Hybrid Cloud Manager ¥

&, Uptate Manager ¥ | Monitoring _# WMork In Progress. 1
£ adeninistration » : =

w [

[ Tashs g Lig :EJ I"_ t a_i

| Log Brows ér Task Consola Event Consnéa wCanter Host Protias WM Storage

5 Oparations Palicies

T Events Manager

&7 Tags

i, New Search » = '&

H sawd Searches 1 Customizaton Updats

cificalian Mmaglr
Manager
aclicMasatatiow 1o Waeos

[ Recent Tasks Ex
Task Nams 'llall Stmtun Initimioe Chomeand For Start Tima Campistion Time

- L]
My Tasks = Tasks Filter = Maore Tasks
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Step 6 Click the Hosts and Clusters icon. The vSphere Web Client page refreshes.

y el o & Search -
iy i o A Rl . %3
4 Home 9 Getting Started | Summary  Monilor  Manage  Relaled Objects | AN(12) Mew (1) Acknow...
(@ |28 B @ o |& :
- ‘Whatis a Datacenier?
Adatacenter i the prim ary container of
invaniory absacts such as hosts and wrival °
machings. From the datacentar, you can add
and organize imventory objects. Typlcally, you -.
adid hosts, fokders, and clusters 1a o
datacantar, us
wCenber Sarver can contain multiple
datacentsrs Large companiss might use M
mulliple datacerers 1o represent
organizational units in their enlerprise
<&
Datacenter
1 # Wark In Progress
l‘ Canter Serve — -
Sphere Clien
Basic Tasks Explose Furiher
T Add a hest Leam more about datacenters
i Create a cluster Leam how to create datacenters
h Create a new virtual machine Leam about hosts
3 Add a datastore Leam about clusters
fz Create a distibuted switch Leam about folders
5] Recent Tasks Ex
Tas Nams Tamgst Stmtun Initimtoe Chomeand For Start Tima Campilstion Tims
- "
My Tasks =  Tasks Filter «

More Tasks
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Step 7  Select the host server on which the InformaCast Virtual Appliance is located and select its Configure
tab. The vSphere Web Client window's right pane refreshes.

vmware: vSphere Web Client f

l;ibmﬂ, Acons = = iirE}Alln'n
| Gattin Summ Mon#lor | Confi.. | Pemi WWis Reso Diatas MNabw. Encic Upeiat A12) Mew (1)

Ll Wiriual Machine Stariup and Shuidown Edit E &

v Stomge if the host & part of 2 vSphere HA cusier. the automatic startup and
Storage Adapbers shutdown of virtal machines is disabled &

Storage Devices Coter e
Datastorss Manual Startup o
Hos! Cache Conliguration B InfarmaCasitiest
Protocol Endpaints

w Networking
Wirtual switches
VMiemel adaglers

Physical adapiers

TCPAP configuration
Advanced
« Virtual Machines
Agent VM Settings
Swap fie locabon
Dedault VM Compatibilry
- System

Initimies Campledicn Tims

Wy Tasks =  Tasks Filter =
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Step 8 Click the Datastores link under Storage. The vSphere Web Client window right pane refreshes.

vmware: vSphere Web Client fi=

B [ Smolewire | fctars -

Gafting 51..  Summary Mml| Configure iPm'rrlssm VMs Dalasiores Wetworks  Enclosure

“
- Slofage
Storage Adapters
Storage Devices.

Host Cache Configuration
Protocel Endpoints
O Filters

- Networking
Virtual switches
VMkemel adapters
Physical adapters
TCPIP configuration
Advanced

w Virtual Machines
VM Startup Shutdown
Agent VM Settings
Swop file locabion
Dfault VM Compatibility

“

Daiasiores

@ C®mal @

s
|5 QUL R
B Lunz1
B Lunzz
H Lun23
B LuMz4
H Lunzs
H Lunze
B Lumzy
= QU]
B Lunz
H Lun3o
(= QUILES
B L2
B LunIa
B Luns
E] LUM3S

14fSmes
& Nomal
@ Nomal
& Nomal
@ Nomal
& Nomal
@ Nomal
& Nomal
& Nornal
& Nomal
& Nomal
& Nommal
& Mommal
@ Nomal
& Homal
& Nommal
& Nommal

32 Onjects | Export |[5Copy =

lx

e
WMFS &
VMFS 6
VMFS &
VMFSE =
WMFS &
VMFS &
WMFS &

| mi12) | New(11) Acknow.

& af

-4

VMFS &
VMFI &

VMFS &
VMFS &
VMFS &
VMFS &
VMFS &
VMFS &
\I'MFS? X

Initimtzr

Start Tima

Campistion Tims
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Step9 Right click the datastore to which you want to upload the
CiscoPagingServer_UpgradelFrom115To-12.5.1.iso file and select Browse Files. The vSphere Web
Client window right pane refreshes and you're taken to the Files tab.

vmware: vSphere Web Client fis

‘hEl“""‘“"““' = [ asarms L £
Gafting Started  Summary  Monitor  Configune  Permissions | Files | Hosts  WMs AI2) Mew (1) Acknowd...
| &

[LUN20]
@ Search ¢
@

Harva - L Pal
v E2IS0 | | £ 190 JLUN20] IS0
[ contentib- ILUMNZD] conte
= £ MG - 1C-1 [LUN20] MG -
¥ MG -
» EZISUP [ SUPERIC... ILUMNZ0] SUR
W USFITSS... USFI...
» EQUSF D e
[ [s-estieiz ILUMNZ0] z-tas
[ CTXWilx ILUMN20] CTX-
ECTH | g saaar JLUN20] sad st
B9 | uss-ra ILUM20] J5S -
3458 3 naasooo JLUNZ0] raa
p[3-nea [ Produchon ILUM20] Prod.
»CIPred| | £3 NT-PG 122 [LUIN20] NT-P.
b EINTF 3 ga-ucmid JLUMN20] ga-uc.
[ dev-ucmi JLUN20] dev-u.
[ Is-tmst-f38. [LUMNZ0] je-tas..
[ dev-jr-ic-cl [LUNZ0] dev-ir.
2] Saglewars. JLUMN20] Singl
7 isict182 ILUM20] jc 11

¥ CJcont

ise:

Eeaw
» v
» [is-te

b Edew

Initimios Compledion Time

Wy Tesks ~  Tasks Filter =
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Step 10 Click the Upload a file to this datastore icon and select Upload File. The Upload Items dialog box

Step 11

appears.

() Upload Rems
Gl

Organize »

b Favorites

& Cloud Photos i Creative Clowd Files

. Desktop

%3 Dropbox

& Geogle Drve

& ioud Drrve
wabapp - Shortcut

Creative Clowd Files

Doswnloads
k™ Shorcut
# Ml Deskiop
o Google Drive
#| Dacuments h harteut
o' Music LE
Il Pictures iCleud Photos
Subversion * ot
E Videos ]'D‘ ;
A i
& lennifer DeNicola v, : ..PE_'H ions

1M Computer

g Network - i Recent Places

File name:

==
2

desktop.ini

DOCS

g Drophos
‘ iClaud Drive

irmages - Sharcut

oy

[PT Decumnentation

webapp - Shortcut -

Open | [ cancel

Navigate to the location of the CiscoPagingServer_UpgradeFrom115To-12.5.1.is0 file, select it, and
click the Open button. vSphere will upload the ISO file to your host server.
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Step 12 Right click your virtual machine and select Edit Settings. The Edit Settings pop-up window appears.

41 Edit Setings

Virtual Hardwaie | WM Oplaaiis

» @ CFU
» il Memory
» 28 Hard digk 1

[ [i SCS| controllar

» il Metwaik adaphéi 1

» [y CODVD dirive 1
B d Floppy drive 1
Bl USE conlrolker
+ Il Video card
bk YMC] device

¥ Ot Deervices

» Upgrada

Haw dewce

SDRS Rules

L&I Logic Faraliel

VLAN Z22 (UCS VM Traffic
Haest Devica

Use axisting floppy image

use2n

Schedule Vi Compatibiily Upgrade

Compalibility: ESXi 5.0 and kster (VM version )

VADD Ol o

A
| Connecied
Connected
[# Connectes
O Camzal

[ Version 12.5.1

InformaCast Virtual Appliance Basic Paging i



| Chapter 9

Manage InformaCast Virtual Appliance ||

Step 13 Sclect the CD/DVD drive 1 link. The Edit Settings pop-up window refreshes.

Fdi Edit Setiings

» | CFU

» Ml Memeey

» [ Hard disk 1

» @, SCSI controlier 0

& [l Metwaork adapbar 1

= [y COVDVD drive 1
Status
COIDVD Meda
D Made
Wiriual Davice Node

[ F_'i Floppy drive 1

» [ USE controler

» gl Video card

* o VMG device

¥ Oiher Dervicas

¢ Upgrade

Haw dewca

 Virtual Hardvare | WM Optons | SDRS Rules | vApp Oglicns

-0

LS Logic Parale
VLAN 222 (LICS VM Trafic)
Host Device

Comnect At Power On

COVDVD dnve O

Uisa sxisting Aoppy image

UZE 20

| Schedule Vi Compatibility Lipgrade

Y —. -

Compalibilty: ESXi 5.0 and kaler (VM version 8)

?h
+ Connected
Conmected
¥ Connected
O Camzal

Step 14 Sclect Datastore ISO File from the second dropdown menu. The Select File pop-up window appears.

Zelect File

Datastores
r B LUN21
r B LUNZO
¢ B LUNZZ
» BLunz3
» EFJLUNID
v ELUNI1
» B LUNIZ
» EJLUN3Z
» B LUN41
¥ L] LUIMN4Z
v EJ LUN4D
» EJLUN43
3 Ei HFS-IS0-DATASTORE
» EALUN44

Faldg=Fila

Fil Type

Conpents

IS0 Image (~.1s0)

Infarmation

Cancel
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Step 15 Navigate to the location of the CiscoPagingServer_UpgradeFrom115To-12.5.1.iso file, select it, and
click the OK button.

Step 16 Select the Connect at Power On checkbox.
Step 17 Sclect the VM Options tab and expand Boot Options. The Edit Settings pop-up window refreshes.

‘+  Edit Sattings N
Virlual Hardware | VM Oplions | S0DRS Rules | vApp Opliona
v Ganaral Oplicns Vi Name
Wihware Remaote Consohe
|
Options
» Vidlware Tools Expand for Vidare Tom's samngs
v Power managemen Expand for power management seiings
= Bool Dplions
Firmware Choose which fimmwane should be used 1o boal the wirlual maching
Baook Dalay Wheanewar the virfual machine is powared on or resed, dalay tha bood or
L. G iz
o | milisaconds
Force BIOS sebup The next time the wirtizal machine boots, force entry into the B
Failed Boot Recoverny When he viflual machinge fails b ind a bool deveos, aulomatically re
Seconds
» Encryplion Expand for enc
v Advanced Expand for advanced se
v Fibea Channal MPIY Expand for Fibre Channe! NPV ssmngs
] .
Compalibility: ESXi 5.0 and kster (VM version 8) O Cansal

Step 18 Sclect the Force BIOS setup checkbox and click the OK button. The Edit Settings pop-up window

closes.

Step 19 Right click your virtual machine in the vSphere Web Client window and select Power | Power On.

InformaCast Virtual Appliance Basic Paging
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Step 20 Right click your virtual machine and select and select Open Console. The Singlewire InformaCast VM
console window appears.

Bl &R GDe S e

Step 21 Click inside the Singlewire InformaCast VM console window and press your right arrow key three times
to move to the Boot tab. The Singlewire InformaCast VM console window refreshes.

File Wiew WM

B BB GRS

CD-ROA Drive

InformaCast Virtual Appliance Basic Paging
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Step 22 Ensure that CD-ROM Drive is the first item in the boot list. If it’s not, use your down arrow key to
highlicht CD-ROM Drive. Once highlighted, press the Shift and + keys to move CD-ROM Drive to
the top of the boot list.

Step 23 Press the F10 key. The Singlewire InformaCast VM console window refreshes.

2 = o |

File Wiew WM

Item Specific Help

CD-ROH Drijve
+Removable Devices Keys used to view or
Hetuork boot from AMD As79C9700 configure devices:
<Enter> expands or
5 devices with

Setup Confirmation

Save configuration changes and exit nou?

F o Mol

Disk or Remouvable Disk
<d» Remove a device
that is not installed.

Space Enter

Step 24 Press the Enter key to save your changes. The Virtual Appliance begins booting. This may take a few
moments. When the Virtual Appliance is finished booting, the Singlewire InformaCast VM console
window refreshes.

Helcome to InformaCast Upgrade |

This process Wwill upgrade InformaCast 11.5.x to 12.8.1.
First, your existing installationm will be checked. fAny
issues found will display as warnings. You will have
the opportunity to confirm the upgrade before it begins.

gin Pre-flight Checks

{Tab» between elements ; » selects <F12» mext screen

InformaCast Virtual Appliance Basic Paging
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Step 25 Press the Enter key to begin pre-flight checks. The Singlewire InformaCast VM console window
refreshes.

{ Flease Hait |

Pre-flight checks are runming. Please wait...

Pre-flight checks do not make any changes to the Virtual Appliance. They merely check that everything
is in order for your upgrade and give you a way to back out if anything is not in order. If the pre-flight
checks do find anything amiss, you may be prompted to address the issues before continuing with your

upgrade.

When pre-flight checks are finished, the Singlewire InformaCast VM console window refreshes.

Pre-flight Checks Cowplete |

The upgrade is ready to make changes to your UH.
It isz imvportant to allow this process to rum uninterrupted.
Thiz is pour opportunity to stop the upgrade before it changes the sy=sten.

| Stop the Upgrade and Reboot | nue the Upgrade

{Tab> between elements ‘Space? =elects (F12> mnext =creen

D.

Note Continuing with the following steps will make changes to the Virtual Appliance. Once started,
you must finish the process to ensure a successful upgrade.

InformaCast Virtual Appliance Basic Paging
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Step 26 Sclect the Continue the Upgrade button. The Singlewire InformaCast VM console window refreshes
and your upgrade begins. This may take a few moments.

| Please Hait }

Upgrade in progress. Please wait...

Do mot power off or reboot.

Creating filesystemMs...

When your upgrade is finished, the Singlewire InformaCast VM console window refreshes.

ainglexwire InforsaCast Upgrade
This process will complete the InformaCast upgrade.

You have the opportunity now to examine and change
systen sattings.

|

{Tab> between elements i {Space’ selects

InformaCast Virtual Appliance Basic Paging
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Step 27 Select the Continue button. The Singlewire InformaCast VM console window refreshes.

Assign a Hostnarm to This Server

Enter Hostname ETTIETTECNN

{Tab¥ between eleqents H {Space? selects

F12> next Screan

Step 28 Enter a hostname for your InformaCast Virtual Appliance setver in the Enter Hostname field, e.g.
InformaCastWest. This hostname will appear in Webmin’s user interface.

Step 29 Select the Next button. The InformaCast Virtual Appliance then attempts to use DHCP to find
suitable IP addresses on your network. The Singlewire InformaCast VM console window refreshes.

Confligure IPvd Hetworking
I1Pud Address (required) N |

Subnet Mask (required) P55 . 255, 255. 8__|
Default Gateway (required) (N

{Tab»#<Alt-Tab» between elements i  <{Bpacer zelects ! <F12» next screen
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Step 30 Accept these IP addresses or provide valid ones of your own in the IPv4 Address, Subnet Mask, and
Default Gateway fields and select the Next button. The Singlewire InformaCast VM console window
refreshes.

1P Address of ONS Server 1 (required)

IPvd Address of DHS Server 2
At least one DHS server is required

OHE Domaln Mame (required)

Previous

{Tab»#<Alt-Tab* between elements (Spacer ! : <F12» next screen

Step 31 Enter at least one DNS server IP address in the field provided or accept the one provided to you and
enter a DNS domain name. Select the Next button. The Singlewire InformaCast VM console window
refreshes.

Configure Time Zone

Select the time zone for this server (required).

America<Detroit L
ArericasHentucky Louisville
AmericasKentucky Monticello
AmericasIndianas Indianapolis

Amer icas IndlanasUincennes
America<IndianasHinamac

Amer icas Ind ianasMarengo
AmericasIndianasPetersburg

Amer icas Ind iana~Ueva

{Tab>~{Alt-Tah}> hetuween alements i fSpacer zelects <F12>» next screaen
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Step 32 Select a time zone for your InformaCast Virtual Appliance and select the Next button. The
InformaCast Virtual Appliance then attempts to find an N'TP server on your network. The Singlewire
InformaCast VM console window refreshes.

HTF Serwver 1 IP or Hostname (required)
HTF Server 2 1P or Hostname

HTP Server 3 1P or Hostname

At leazt one NTP server is required.

Previons

(Tab»#<Alt-Tab> betuween elerents i <Space) selects i <F12» wext screen

Step 33 Accept the suggested NTP server IP address or provide a valid one of your own in the NTP Server 1
IP or Hostname ficld and select the Next button. The Singlewire InformaCast VM console window
refreshes.

Configure Secure Socket Layer Certificate Parameters
Organization (requiced)
Organizational Unit (required)
City (required)
State or Province (required)

Country code (required)

Email address

{Tab»#<Alt-Tab» between elements i  <{Bpacer zelects ! <F12» next screen

Step 34 Enter the information necessary for a signed certificate (while the information is required, signing the
certificate is not). A signed certificate, which can protect against Man-in-the-Middle (MITM) attacks, is
an electronic document that proves ownership of a public key; it includes information about the key,
its owner’s identity, and the digital signature of a certificate authority (CA).

You must enter the information dictated by your certificate authority in its required form:
e Your organization’s name, e.g. Acme Company

e Your organizational unit, e.g. Security

InformaCast Virtual Appliance Basic Paging
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e Your city, e.g. Madison

e Your state or province, e.g. WI

e The alphabetic abbreviation for your country, e.g. US for United States
e An email address (optional)

Step 35 Sclect the Next button. The Singlewire InformaCast VM console window refreshes.

Conf igure Secure Socket Layer Subject Alternative Hames

Certificates can contain one, many, or no subject alternative names.
Uze of subject altermatiwve namesz iz optiomal.
Configure subject alternative names belodw as desired.

Certificate DHS Hare (hostwmarme and dormaimd InforraCastHest .
Subject Alternative Ha 1

Subject Alternat ive Harme

Subject Altearnat ive

3
Subject Altermative 4
Subject Alternat ive 5

{Tabh> between elements + b H (F12% next =creem

Step 36 Enter the common name of your server, e.g. InformaCastWest.singlewire.lan in the Certificate DNS
Name (hostname and domain) field, then continue entering information for your signed certificate
by entering any Subject Alternative Names (SANs) in the fields provided. SANs allow you to secure
multiple domain names with one certificate, e.g. www.example.com, www.exchange.example.com, and
www.example.net can all be secured through SANSs.

Step 37 Select the Next button. Depending on the security of your OS credentials from your previous version
of the Virtual Appliance, you may either keep your previous OS credentials or be forced to enter new
ones. The Singlewire InformaCast VM console window refreshes.

Set the 05 Admin Password
05 Adnin User 1D
Entar 0F Admin Pazssword
Re-entar 0F Admin Pazsword

et the password for the 05 user.
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Step 38

Step 39

Step 40
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D.

Note If you've never changed your password from the default of “changeMe,” you will be forced to

change your password.

Enter a password in the Enter OS Admin Password field, press the Tab key, and enter the password
again in the Re-enter OS Admin Password field. Your OS credentials are used to enter Webmin and
Control Center and when using SSH to access the InformaCast Virtual Appliance.

ND.

Note Your password must be atleast six characters in length, and contain atleast one lowercase letter,
one number, and one of the following characters: [\"#$%"() *+,-./ :;<=>P@[]"_". Also, when
setting your password, you cannot use “changeMe.”

Select the Next button. Depending on the security of your application credentials from your previous
version of the Virtual Appliance, you may either keep your previous application credentials or be forced

to enter new ones. The Singlewire InformaCast VM console window refreshes.

| 3ot the InformaCast and PTT Admin Passwords |

InformaCast and PushToTalk Admin User 1D adrin

Enter InformaCast and PushToTalk fAdmin Password | s———————————
Re-enter InformaCast and PushToTalk Admin Pazsword  (EESEEEEEEEEEEEEEEEEEN

Set the password for the InformaCast and PuszhToTalk adein users.

{Tabh> hetween slerents H {ipacer salects : {F12* next screem

ND.

Note If you’ve never changed your password from the default of “changeMe,” you will be forced to
change your password.

Enter a password in the Enter InformaCast and PTT Password field, press the Tab key, and enter
the password again in the Re-enter Password field. Your application credentials are used to enter
InformaCast and PushToTalk.

.

Note Your password must be at least six characters in length, and contain atleast one lowercase letter,
one number, and one of the following characters: I\"#$%"() *+,-./ 5s<=>2@[\\]"_". Also,
when setting your password, you cannot use “changeMe.”
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D.

Note PushToTalk is only available to Advanced InformaCast users.

Step 41 Sclect the Next button. The Singlewire InformaCast VM console window refreshes.

Set the Security Passphraze |

Enter Security Pazzphraze [ —————
Re-enter Security Pazsphrase [N

Thisz pazsphraze iz used to secure backups and corsminication.
You must remerber your pazsphrase. Singlewire Support canmot
recover it lor you.

{Tab>#{AIt-Tabh> beptuween elerents \ <Space? selects i 4{F12% next screen

Step 42 Enter a security passphrase in the Enter Security Passphrase and Re-enter Security Passphrase
fields. This passphrase is used to secure your backups of the InformaCast Virtual Appliance. You must
remember this passphrase. Singlewire Support personnel cannot recover it for you if it’s lost.

D.

Note Your passphrase must follow the same character requirements as your OS admin password.

Step 43 Select the Next button. The Singlewire InformaCast VM console window refreshes.

Sawve This Conliguration
Thiz phase of configuration is completa.

Select Finish to sawe your changes,
or uge Previous to change your ansHers.

(Tab»#<Alt-Tab> betueen elements i <Space> zelects i <F12» next screen

InformaCast Virtual Appliance Basic Paging
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Step 44 Sclect the Finish button to save your changes. The Singlewire InformaCast VM console window
refreshes.

1 Pleaze wait |

Hore instructions will appear here shortly, please wait

ND.

Note There may be a short wait while your changes are written to disk.

Once your changes have been saved, the Singlewire InformaCast VM console window refreshes.

{ Helcome to Singlewire InformaCast

Thiz iz Software InformaCast wersion

Find the application at httpsz: s 8444~ InformaCazt adrin
Find the OS5 configuratiom at https:ss7" W 0 Sswebrin

Press Alt+F1 to display this screen
Press ALt+F2 for conszole login
Press Alt+F3, Alt+F5 for system logs

Find documentation at hittps:!/swmed. singlewire. consinformacast
Copyright (c) ZB16, 2817 Singlewire Software, LLE

Step 45 Make a note of the displayed IP address. This is the IP address of the InformaCast Virtual Appliance’s
landing page, which you will use to access the InformaCast Virtual Appliance, Control Center, and
Webmin web user interfaces.

Step 46 Close your open console window.
Step 47 Create a new snapshot of your Virtual Appliance.

Step 48 Clear your web browser’s cache.

InformaCast Virtual Appliance Basic Paging
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D.

Note If your starting version of InformaCast was 11.0.5 and earlier and you were previously using
SIP and you had configured it to work with TLS, you will need to select the Secure Signaling
Required checkbox on the SIP Call Security page before any InformaCast features using SIP
will work (see “Enable SIP Call Security” on page 5-38).

Step 49 Proceed with “Upload a New License” on page 9-109 if you’re going between major versions of

InformaCast, e.g. whole number versions.

Upgrade InformaCast 12.0.1 and Later

ND.

Note

Step 1
Step 2

Step 3

The upgrade steps in this topic only apply to version of InformaCast 12.0.1 and later. If you are using
a pre-12.0.1 version of InformaCast, you must follow the steps in “Upgrade InformaCast Pre-12.0.1”
on page 9-77.

Due to InformaCast’s dually-partitioned platform (comprised of one active partition and one inactive
partition), you can move between versions of easily and preserve the previous version of in case of
conflict.

When upgrading 12.0.1 and later, you load the new version to your inactive partition, and then switch
your inactive pattition to be active. During an upgrade, all of your configuration information is carried
over to your new active partition.

InfoernaCast 12.0.1 nformaCast 12.0.2
Two Paridions Two Partitions
Active Partition | Inactve Partition Active Partitlon | Inactre Parition
w1201 {blank) vi20.2 W12.0.1

If this is your first upgrade, your inactive partition would initially be blank. If you’ve upgraded before,
your inactive partition would contain a past version of InformaCast.

In case of conflict, you can switch back to your previous version and continue using InformaCast as
before, although any changes you made while in your new version will not be carried over to your old
version.

Declare an outage window and ensure that it falls outside of regular business hours.

Back up InformaCast (see “Backup InformaCast’s Configuration” on page 6-15). Optionally, take a
VMware snapshot.

Download the upgrade file from cisco.com.

[ Version 12.5.1
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Use PuTTY’s PSCP functionality to transfer your .upg file to your Virtual Appliance. PuTTY is
available as a free download and it should be installed on the machine from which you’ll transfer files
to the Virtual Appliance.

a.

Open a command window on the machine on which you’ve saved your .upg file. A command
window appears.

pration. All rights reserved.

Enter cd <directory> and press the Enter key, where <directory> is the location of your .upg
file. The command window refreshes to the location of your directory.

Enter pscp <file name> admin@<InformaCast Virtual Appliance IP Address>:/upgrade
at the prompt and press the Enter key, where <file name> is the name of your .upg file and
<InformaCast Virtual Appliance IP Address> is your actual Virtual Appliance’s IP address, e.g.
pscp CiscoPagingServer-UpgradeTo12.5.1_XXXX.upg admin@111.22.333.4: /upgrade.

Enter your Virtual Appliance password at the prompt and press the Enter key. The file will be
transferred.

2.1.dek adminBl?2.

s Eln: WA:EHIEE 1N

“Dhown loads »
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Step5 Loginto Webmin (see “Log into Webmin” on page 2-35). The Webmin homepage appears.

© singlewire

System hostname
Operating system
Webmin version

Time on system
Kernel and CPU
Processor information
System uptime
Rllnm’ng PIOCESSES

CPU load averages

software
I (127.0.1.1)
Singlewira InformaCast VMWare
1.620
Tue May 16 10:31-26 2017
Linuzx 4. 1. B-yocto-standard on i686

Inted(F) Xeon(R) CPU E5-2665 0 @ 2. 40GHz, 1 cores

1 days, 1 hours, 20 minutes
a2
0.00 {1 rin) 0.01 (5 mins) 0.05 (15 mins)

CPU usage 4% user 3% kemel, 0% 10, 3% idle
Real memory 3.94 GB total, 1.39 GB used

Virual memory 8 GE total, O bytes used

Local disk space 9971 GB total, 8 14 GB used

Step6 Go to System | Upgrade or Switch Versions. The Upgrade to a New Version or Switch Versions

page appears.

Module Config
Upgrade to a Mew Version or Switch Versions

This system has teeo copies of itsell. an active version and an inactive version. The aclive version is the one you ane using naw. The inactive
varsion is a halding area for either a new upgradse or an older version. A swilch version will swap the inactive wersion for the active one

Active Version

The currently nunning version Is 12.0.1
An upgrade 1o version 12.0.2 s available. Avold using the system until the upgrade has finished

Upgrade 1o version 12.0.2

Inactive Version

The inactive varsion is empty. This is normal if the system has never been upgraded or the previous upgrade did not complele

On the Upgrade to a New Version or Switch Versions page, you can see the version of InformaCast
you are currently running in the Aczve Version area. InformaCast can also “see” that a new version is
available.

Because this is the first time InformaCast has been upgraded, the Inactive VVersion area is empty.

[ Version 12.5.1
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Step 7 Click the Upgrade to version button in the Active 1'ersion area. The Upgrade to a New Version or
Switch Versions page refreshes.
Module Config
Upgrade to a New Version or Switch Versions

Ara wou Swng you wand 1o upgrade 10 12027

Confirm upgrade 1o version 12.0.2

Step8 Click the Confirm upgrade to version button. The Upgrade to a New Version or Switch Versions
page refreshes and your upgrade begins.

Module Config
Upgrade to a New Version or Switch Versions

Upgrade is in progress. Please wait for it to complate. Closing this page does not affect the upgrade. When the upgrade succeeds, the system will
I,
=
switch versions automatically 1l'l":"
Cancel Upgrade

2017-04-04 10:24:46 Prepanng for upgradse
2017-04-04 102446 Extracting manifest

Cancel Upgrade

InformaCast Virtual Appliance Basic Paging
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During the upgrade, InformaCast will go through a number of processes and your Webmin window
will eventually look like it has errored. This happens when the Virtual Appliance server reboots.

Refresh the page and log into Webmin again. Note that the version of InformaCast (visible in the

Operating system line) has been upgraded.

Go to System | Upgrade or Switch Versions. The Upgrade to a New Version or Switch Versions

page appears.

Module Config

Upgrade to a New Version or Switch Versions

This sysiem has two copies of isel, an active version and an inactive version. The active version is the ona you are using now

5 @ holding area far either a new upgrade or an older version A gwitch varsion will swap the inactive version for the active one

Upgrades are downloaded from the cloud automatically. By defaull. new upgrades ane downloaded between 1:30a and 3: 30a daily

downloaded. install it using this app i athon
Active Version

Tha cumently running vaersion is 3.0.1

¥ou are running the lales! available version
Inactive Version

The inactive version is 3.0.5_ To activate i, switch versions

Switch version to 3.0.5

The inactive version

Once an upgrade fs

In the Active Version area, you can see your upgraded InformaCast is running, and it has all of the old
version’s configuration information in it. The Inactive 1 ersion area now holds your previous version of
InformaCast. If you click the Switch version button in the Inactive 1'ersion area, you can revert back to
your old InformaCast version; however, any changes you made to your new version will not be reflected

if you revert.

Proceed with “Upload a New License” on page 9-109 if you’re going between major versions of

InformaCast, e.g. whole number versions.
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Upload a New License

The Control Center holds your InformaCast Virtual Appliance license key, which contains your
designated functionality for InformaCast (e.g. Basic vs. Advanced, the number of phones to which you
can broadcast, trial vs. demonstration vs. subscription vs. perpetual, etc.).

If you upgrade from Basic InformaCast to Advanced InformaCast (with the exception of your free trial
of Advanced InformaCast) or upgrade your version of the Virtual Appliance, you will install a new
license key.

Before you can perform these steps, you must have an InformaCast Virtual Appliance license, which
will be in the form of an XML file that was sent to you by email from a Singlewire sales representative.
If your salesperson has not already provided one to you, contact Singlewire and request that a license
be emailed to you.

Y

Tip  Make sure to save your XML license key file to a safe location that can be accessed by the machine
running your web browser.

Step1l Log into the Control Center (see “Log into the Control Center” on page 2-33 for specific steps).

D.

Note For versions of InformaCast Virtual Appliance prior to 8.4, you will need to go to
https://<InformaCast Virtual Appliance IP Address>:8463/LicenseManager, where
<InformaCast Virtual Appliance IP Address> is InformaCast Virtual Appliance’s statically
configured IP address. Skip to Step 3 on page 9-111.

InformaCast Virtual Appliance Basic Paging
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A separate tab/window opens to the Control Center page.

Control Center

View InformaCast Status

Configure InformaCast Resiliency

Access System Management Tools with Webmin
Manage Licenses

InformaCast API Explorer

D.

Note You may have to accept a warning from your web browser about the security of this page’s
content.

[ Version 12.5.1
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Step 2  Click the Manage Licenses link. The License Manager page appears.

License Manager

‘H Return to Contrel Login
@ Center Menu Password
LOGIN

Step3 Enter your OS credentials in the Login and Password fields.

Step4 Click the Login button. The Upload a New License page appears.

-
1 .
[ Retum tocontol Upload a New License
Center Menu

Mote: If you need assistance with your license or need a new license to enable a plugin, please
contact Sales at: sales@singlewire.com

Updoad Your License File Browse...

I ™
UFLOAD

The License Manager holds all of your Singlewire licenses. Depending on the software applications you
are using, you will see different licenses housed on this page.

InformaCast Virtual Appliance Basic Paging
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Click the Browse button. The Choose File to Upload window appears.

=x

Organize = N folder

W Favorites
[ 4 Desktop
|4 Downloads
% Recent Places

B Desktop

o Libranies
¥ Documants
Jl Iusic
= Pictures
B videos

B

/& Computer
& windows?_05 ()
oid OVD RW Drive (£
%i‘ Lemove_Recovery (k)

| ®

Marme

(& Snaght E
& Try RobeDeme
B Whtware vCenter Co..
[ Wiwere vip e Cli.,
L Adcbe
I Advbe Craatee Des..,
bk Adebe C55 Design ...
J. Desizop
b Gemenc_PCLG vi 00
. Metwarking-Toals
o PCLG_w20.50_WinXP...
4 FH Patch 2
L Robokelp Backups
1] ~SleernaCast UG fo...
L 1374 001, paif

Size
ZKB
2B
2B
I¥B

LEE
45 KB

[tem type

Shortout
Shortout
Shorbout
Shorbout
File falder
Fila folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder

Mscresolt Cfice .
Adobe Acrabat 0.

[ = n I
- ﬂl Seorch Desktop

=

Date odified

17372001 Lol AM
12729/20110 3:55 PM
6/7/2011 1A5 PM
4192011 %37 AM
WAL 1130 AM
1401 837 AM
359011 543 AM
2T 225 AWM
6/15/ 2001 523 AM
2T/011 535 AM
6/15/2001 533 AM
27772001 535 AM
3/9/001 1149 AM
671002011 10:51 AM
9110001 41 PM

S |

Pl

[File name: |

| AllFiles 1)

[ open |+ |

Cancel

Navigate to where you saved your new license file, select it, and click the Open button.
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Step 7 Click the Upload button on the Upload a New License page. The License Status page with a
confirmation that the license has been uploaded.

License Status

License file installed. Restart any nunning applications that do not automatically reload their license

'| H Return to Control
¥ Center Menu

Note: If you need assistance with your license or need a new license to enable a plugin, please
contact Sales at: sales@singlewire.com

Warning: Uploading a license that indicates Advanced Notification may cause an automatic and
immediate restart of InformaCast. Please refer to your documentation for more information.

The currently installed License Keys contain the following features:

InformaCast
Issuer:
Created: Tue Apr 25 10:09:17 COT 2017
Licensee: =% LAB USE ONLY ™=

singlewire Test License Gemerated by
*#%% LAB USE ONLY =**

IP Restriction: Nol restncled
Expiration: No expiration
Features: Audio, MessageConfirmation, Resiliency
Parameters: MaintenanceContract=12345, MaxBellSchedulas=1000, MaxIPSpeakers=1000
MaxPhones=1000, Max\arsion=13.0, Scheme=Purchased

Issuer:
Created: Tue Apr 25 1000917 CDT 2017
Licensee: =e2 AR USE ONLY ™=¢

51"51&-4"4 Test License Gemerated by

*** LAB USE ONLY ***

IP Restriction: Not restricted
Expiration: No expiration
Features:
Parameters: maxPagingGateways=1000
IC Plugin: CallAware
Issuer:
Created: Tue Apr 25 10:09.17 CDT 2007

Licensee:

IP Restriction
Expiration
Features
Parameters

"ET LAB USE OMWLY ===
Simglewire Test License Genarated by
*U® LAE USE OWLY ™"

: Not restricted
: No axpiration

1C Plugin: Might Bell

Created

Licensee:

IP Restriction
Expiration

: Tue Apr 25 1000917 COT 2017

" LAB USE ONLY ™*®
Singlewire Test License Generated by
*** LAE USE ONLY =**

: Not restricted
: No expiration

Features:
Parameters:

Replace Your License(s).| Choase File | Mo file chosan

“UPLDAD )

[ Version 12.5.1
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D.

Note Ifyour new license key contains less functionality than your previous key, you will be presented
with a warning to that effect, a comparison of your two licenses, and the request to click the
Apply button to confirm the change.

)o

Tip If the key is not accepted, check that you selected the proper file containing the XML key that
was emailed to you, ensure that your IP address is correct, determine that your key has not
expired, and ensure that the MaxVersion parameter in your license key matches or is greater
than your version of InformaCast. If you’re still having trouble, contact Singlewire for
assistance.

Step8 Return to your Webmin tab/window and click the Bootup and Shutdown link. The Bootup and
Shutdown page appears.

Bootup and Shutdown

Bool system ;| SysV init

Action At boot? Description

apache2 Yas Apache web sarver and request router

nipd s Meatwork Time Protocal (WTP) server and client

shibd s Single Sign On Sendce

sangléwirelfarmaCas! Yies InformalCast service rom Singlewing

gingle:.'.'irs PTT Yeeg PushTaTalk service from 5 n-_qle'.'.'irp

singlewireSyncer Mo Syncar service from Singlewirs

singlewire Toolbax Y Toolbox service from Singlewire

sipapeaker s Singlewire SIP Speaker Senvice, powered by Asberisk
wimloalsd Yes Manages services netded 19 run Open YM Tools

Start | Stop  Restar Start On Boot| Disable On Baoot Start Now and On Boot | Disable Mow and Cin Boat

Hebool System Click on this. button to immediately reboot the system. All cumantly legged in users will be discomnacied and all
sarvices will be re-started

Shiuabdown Sygtgﬁ Click on this button to mmediately shiddown the systam. &l sarvicas will be stopped, all usars dsconnacied
and the system powered off (if your hardware supparts i)

Step9 Sclect all of your Singlewire applications that were affected by your new license and click the Restart
button. The Restarting Actions page appears.

Module Ind i i

ot dndex Restarting Actions
Executng /fetc/initc.d/singlewireInformatast rescartc
Resstasting InformaCast: singlewicslnformaCase.

Execulng Sfecclinic.d/singlewirelLFI restart

Rastasting LPI: siaglawisalDI

It may take a moment for the application(s) to restart.

InformaCast Virtual Appliance Basic Paging
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CHAPTER 10

Release Notes

The following sections contain the release notes for InformaCast from version 8.3 (Basic Paging’s
inception) through the current version.

InformaCast 12.5.1

Compatibility

New Features

The following information pertains to InformaCast 12.5.1.

InformaCast is compatible with the following versions of Cisco Unified Communications Manager
server (including Business Edition 6000): 10.0.1, 10.5.2, 11.0.1, 11.5.1, 12.0.1, and 12.5.1.

New Login Banners. Login banners allow you to display text to your users before and/or after
they log into InformaCast. You could use login banners to welcome users to your alert system,
make them aware of acceptable use policies, or let them know the data they enter is owned and
governed by your company.

New OS and Application Credentials Password Recovery Management. If you lose your
Virtual Appliance’s password or accidentally delete admin, your default superuser account, you can
contact Cisco TAC. Together, you'll use InformaCast’s built-in process to recover your password.
You also gain the ability to turn off/on this functionality.

New SNMP Monitoring. Listening on port 1161, InformaCast’s embedded SNMP agent can be
paired with your own Network Management Software (NMS) in order to monitor certain aspects
of InformaCast, e.g. the last time a phone rebuild succeeded, InformaCast’s version, etc. Several
OIDs, both native and InformaCast-specific are available for your use as well as both native and
InformaCast-specific MIBs. In addition to this new polling functionality, several new commands
allow you to display your current configuration, restart the SNMP monitoring service, or remove
your SNMP configuration entirely.

New Controls for SSL Parameters. InformaCast now allows you to enable/disable the vatious
SSL and TLS versions it supports as well as limit the protocols available for accessing the
InformaCast Virtual Appliance landing page.

New Signed Certificates Process. The process for importing signed certificates into
InformaCast has improved to allow for a chain of trust certificates, e.g. a root certificate and any
intermediate certificates. InformaCast has also become more rigorous in its validating of trust:
whenever it reboots, InformaCast will check that its trust certificates are still valid. This extra
validation improves your security against MITM attacks. As a result of these improvements, if you
are upgrading from a pre-12.0.1 version of InformaCast, you’ll need to enter SSL information in

[ Version 12.5.1
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order for InformaCast to generate its self-signed certificate. If you’re upgrading from a post-12.0.1
version of InformaCast and you had previously imported a signed certificate, you’ll need to import
it again.

New NTP Controls within the Virtual Appliance. InformaCast now uses the Network Time
Protocol daemon (ntpd) for time synchronization. Several new commands are available to you,
allowing for more granular control of your NTP configuration:

— show-time-configuration lists your currently configured NTP server(s)
— configure-time allows you to change your NTP server(s)

— show-time-status displays the current state of the NTP daemon and whether InformaCast is
in sync with it

Newly Supported vINIC Type. InformaCast again supports vmxnet3 Ethernet VMware virtual
Network Interface Cards (previous versions of InformaCast supported either the penet32/vlance
or ¢1000 vNIC type). Depending on your originating version of InformaCast, you will have
different vINIC types:

— When you install InformaCast for the first time, your vINIC will be automatically set to the
vmxnet3 type.

— When you upgrade from an 11.5.x version, you will continue to use the pcnet32/vlance type.

— When you upgrade from a 12.x version of InformaCast, you will continue to use the e1000
vNIC.

For both pcnet32/vlance and e1000, there is no immediate need to change vINIC types: both are
supported by InformaCast 12.5.1 on vSphere 6.5.

New Enable the Support Account Workflow. The process for enabling the Support account has
changed to improve its usability and fall more in line with other server platform changes.
enable-support, a command for the command-line interface, lets CiscoT'AC access your Virtual
Appliance to aid in troubleshooting issues.

Security Enhancements Necessitate Button Removal. If you’re using the Inbound CAP
Message Service (ICMS) to push CAP alerts to InformaCast, you can no longer stop and restart
the service from the Inbound CAP plugin’s Configuration page. Singlewire is working hard to
improve the security of InformaCast. Sometimes, this necessitates the removal of trivial
functionality to improve overall security.

Change to Webmin’s URL. Singlewire is moving away from custom ports due to the additional
tirewall configuration and security controls involved with them. As part of this move, Webmin’s

URL has changed to https://<InformaCast Virtual Appliance IP Address>/webmin. For now, the
previous Webmin URL will redirect to the new one.

New Upgrade File for pre-12.0.1 Versions of InformaCast. A new file
(CiscoPagingServer_UpgradeFrom115T0-12.5.1.is0) has been added to the upgrade process.
Depending on the version of InformaCast Virtual Appliance from which you are starting, you will
install different files:

— For 8.3 or 8.4 versions to the current version, you will install three package files and attach one
ISO file (CiscoPagingServer_8.5.1.deb, CiscoPagingServer_9.1.1.deb,
CiscoPagingServer_11.5.2.deb, and CiscoPagingServer UpgradeFrom115To-12.5.1.is0)

[ Version 12.5.1
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— For8.5.1,9.0.1, or 9.0.2 to the current version, you will install two package files and attach one
ISO file (CiscoPagingServer_9.1.1.deb, CiscoPagingServer_11.5.2.deb,
CiscoPagingServer_UpgradeFrom115To-12.5.1.is0)

— For9.1.1,11.0.1, 11.0.2, or 11.0.5 to the current version, you will install one package file and
attach one ISO file (CiscoPagingServer_11.5.2.deb and
CiscoPagingServer UpgradeFF'rom115To-12.5.1.is0)

— For 11.5.1 or 11.5.2 to the current version, you will attach one ISO file
(CiscoPagingServer_UpgradeFrom115To-12.5.1.is0)

InformaCast Virtual Appliance 8.5.1,9.1.1, and 11.5.1/2 are waypoints in the upgrade process. For
8.3 or 8.4 versions of the Virtual Appliance, you must upgrade to 8.5.1, reboot the Virtual
Appliance, upgrade to 9.1.1, reboot the Virtual Appliance, upgrade to 11.5.2, and then continue to
upgrade to 12.5.1. For 8.5.1, 9.0.1, or 9.0.2 versions of the Virtual Appliance, you must upgrade to
9.1.1, reboot the Virtual Appliance, upgrade to 11.5.2, and then continue to upgrade to 12.5.1. For
9.1.1,11.0.1, 11.0.2, and 11.0.5 versions of the Virtual Appliance, you must upgrade to 11.5.2 and
then continue to upgrade to 12.5.1. For 11.5.1 and 11.5.2 versions of the Virtual Appliance, you
can upgrade directly to 12.5.1.

If you’re already using InformaCast 12.0.1 or later, ignore this note; your upgrade process involves
fewer steps and files.

You can find the latest resolved caveat information for InformaCast by using Cisco’s Bug Search tool
(https://tools.cisco.com/bugsearch/) to query defects. To access the Bug Search tool, you must have

a valid Cisco.com user ID and password.

12.1.1

The following information pertains to InformaCast 12.1.1.

InformaCast is compatible with the following versions of Cisco Unified Communications Manager
server (including Business Edition 6000): 10.0.1, 10.5.2, 11.0.1, 11.5.1, and 12.0.1.

New SIP Profile Requirement. Previously only required for SIP with SRTP, adding a SIP profile
to your SIP trunk is now required for SIP functionality. This is a configuration precaution: SIP
profiles are required for full-duplex intercom calling; however, InformaCast doesn’t know whether
you plan to use intercom calling now or in the future (or upgrade from InformaCast Basic Paging
to Advanced Notification). To avoid this important configuration step being missed, SIP profiles
are now required regardless of a SIP trunk’s security.

SIP Access Exceptions Can Include Subnets. You can now include or exclude entire subnets
of hosts when configuring your SIP access for InformaCast. If you have a lot of devices to add,
specifying a subnet instead of adding an exception for each device can save you time.

Send Silent RTP Packets with the DialCast IVR. A new checkbox on the Broadcast Parameters
page, Send Silence with DialCast IVR, allows the DialCast Interactive Voice Response (IVR) to
send RTP packets that contain silence to the caller after the IVR has finished interacting with it. A
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DialCast call consists of one audio stream that contains the audio sent by the calling party to
InformaCast, and another that contains the audio sent by the DialCast IVR. Sending silent RTP
packets is necessary when the party making a DialCast call needs to receive audio during the entire
call in order to prevent it from terminating the call due to perceived inactivity.

Enhance Security with One-time Passwords. One-time passwords enhance the security of the
y P

HTTP communication between InformaCast and Unified Communications Manager by pairing

your device’s name with an ever-changing password instead of static application user credentials.

Improved Phones’ Displays. Many models of Cisco IP phones received updates to their display
capabilities, improving the legibility of broadcasts. These updates included automatic text resizing,
an enlarged display, and improved bit depth.

Newly Supported Phones. InformaCast now supports the following Cisco IP phone models:
7832, and 8832.

New Upgrade File for pre-12.0.1 Versions of InformaCast. A new file
(CiscoPagingServer_UpgradeFrom115To0-12.1.1.is0) has been added to the upgrade process.
Depending on the version of InformaCast Virtual Appliance from which you are starting, you will
install different files:

— For 8.3 or 8.4 versions to the current version, you will install three package files and attach one
ISO file (CiscoPagingServer_8.5.1.deb, CiscoPagingServer_9.1.1.deb,
CiscoPagingServer_11.5.2.deb, and CiscoPagingServer_UpgradeFrom115To-12.1.1.is0)

— For8.5.1,9.0.1, or 9.0.2 to the current version, you will install two package files and attach one
1SO file (CiscoPagingServer_9.1.1.deb, CiscoPagingServer_11.5.2.deb,
CiscoPagingServer_UpgradeFrom115To-12.1.1.is0)

— For9.1.1,11.0.1, 11.0.2, or 11.0.5 to the current version, you will install one package file and
attach one ISO file (CiscoPagingServer_11.5.2.deb and
CiscoPagingServer_UpgradeFrom115To-12.1.1.is0)

— For 11.5.1 or 11.5.2 to the current version, you will attach one ISO file
(CiscoPagingServer_UpgradeFrom115To-12.1.1.is0)

InformaCast Virtual Appliance 8.5.1,9.1.1, and 11.5.1/2 are waypoints in the upgrade process. For
8.3 or 8.4 versions of the Virtual Appliance, you must upgrade to 8.5.1, reboot the Virtual
Appliance, upgrade to 9.1.1, reboot the Virtual Appliance, upgrade to 11.5.2, and then continue to
upgrade to 12.1.1. For 8.5.1, 9.0.1, or 9.0.2 versions of the Virtual Appliance, you must upgrade to
9.1.1, reboot the Virtual Appliance, upgrade to 11.5.2, and then continue to upgrade to 12.1.1. For
9.1.1,11.0.1, 11.0.2, and 11.0.5 versions of the Virtual Appliance, you must upgrade to 11.5.2 and
then continue to upgrade to 12.1.1. For 11.5.1 and 11.5.2 versions of the Virtual Appliance, you
can upgrade directly to 12.1.1.

If you’re already using InformaCast 12.0.1 or later, ignore this note; your upgrade process involves
fewer steps and files.

Updated Certificates Command. The regenerate-certificates command was not updating all
of InformaCast’s system certificates in previous versions. This has been corrected.

Fixed Webmin Communication. If you changed InformaCast’s host name through Webmin, the
DNS domain name would not be propetly updated. This has been corrected.
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e Performed Various Security Updates. InformaCast’s security was improved in the following
ways:

— OpenSSL was upgraded to correct several security advisories: CVE-2018-0739,
CVE-2018-0733, and CVE-2017-3738.

— Nessus was improved to correct two vulnerabilities: non-FIPS cipher CAMELLIA and/ ot
issue 83875 (weak DH cipher).
Announcement

Streamlined Support for Unified Communications Manager. InformaCast no longer supports
Unified Commumcanons Manager 9.x due to its end of software maintenance” status Wlth Clsco (see

ger- callmanaocr( eos-eol-notice- hqtmo html).

Resolved Caveats

You can find the latest resolved caveat information for InformaCast by using Cisco’s Bug Search tool
(https://tools.cisco.com/bugsearch/) to query defects. To access the Bug Search tool, you must have
a valid Cisco.com user ID and password.

InformaCast 12.0.2

The following information pertains to InformaCast 12.0.2.

Compatibility

InformaCast is compatible with the following versions of Cisco Unified Communications Manager
server (including Business Edition 6000): 9.0.1, 9.1.2, 10.0.1, 10.5.2, 11.0.1, 11.5.1, and 12.0.1.

New Features

e New Upgrade Process for InformaCast 12.0.2. When upgrading from InformaCast 12.0.1 to
12.0.2, you will follow an easier process that involves fewer steps and files. Due to InformaCast’s
two-partition platform (comprised of one active partition and one inactive partition), you can move
between versions of InformaCast easily and preserve the previous version of InformaCast in case
of conflict.

e New Upgrade File for pre-12.0.1 Versions of InformaCast. A new file
(CiscoPagingServer_UpgradeFrom115To0-12.0.2.is0) has been added to the upgrade process.
Depending on the version of InformaCast Virtual Appliance from which you are starting, you will
install different files:

— For 8.3 or 8.4 versions to the current version, you will install three package files and attach one
ISO file (CiscoPagingServer_8.5.1.deb, CiscoPagingServer_9.1.1.deb,
CiscoPagingServer_11.5.2.deb, and CiscoPagingServer UpgradeFrom115To0-12.0.2.is0)

— For8.5.1,9.0.1, or 9.0.2 to the current version, you will install two package files and attach one
ISO file (CiscoPagingServer_9.1.1.deb, CiscoPagingServer_11.5.2.deb,
CiscoPagingServer_UpgradeFrom115To-12.0.2.is0)

— For9.1.1,11.0.1, 11.0.2, or 11.0.5 to the current version, you will install one package file and
attach one ISO file (CiscoPagingServer_11.5.2.deb and
CiscoPagingServer_UpgradeFrom115T0-12.0.2.is0)

InformaCast Virtual Appliance Basic Paging
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— For 11.5.1 or 11.5.2 to the current version, you will attach one ISO file
(CiscoPagingServer_UpgradeFrom115T0-12.0.2.is0)

InformaCast Virtual Appliance 8.5.1,9.1.1, and 11.5.1/2 are waypoints in the upgrade process. For
8.3 or 8.4 versions of the Virtual Appliance, you must upgrade to 8.5.1, reboot the Virtual
Appliance, upgrade to 9.1.1, reboot the Virtual Appliance, upgrade to 11.5.2, and then continue to
upgrade to 12.0.2. For 8.5.1, 9.0.1, or 9.0.2 versions of the Virtual Appliance, you must upgrade to
9.1.1, reboot the Virtual Appliance, upgrade to 11.5.2, and then continue to upgrade to 12.0.2. For
9.1.1,11.0.1, 11.0.2, and 11.0.5 versions of the Virtual Appliance, you must upgrade to 11.5.2 and
then continue to upgrade to 12.0.2. For 11.5.1 and 11.5.2 versions of the Virtual Appliance, you
can upgrade directly to 12.0.2.

Resolved Issues

e Signed Certificate Error During Upgrades. When upgrading from pre-12.0.1 versions of
InformaCast to InformaCast 12.0.1, customers with signed certificates that contained certain
characters, (e.g. spaces or asterisks) encountered an error and couldn’t finish their upgrades. This
error has been resolved. Upgrades using 12.0.2 will not encounter this issue.

o IP Address Length Stopped InformaCast from Starting. If an InformaCast server’s IP address
was less than nine characters long (e.g. 10.1.2.3), InformaCast would not start. This issue has been
resolved.

e Large Databases Caused Upgrades to Fail. When upgrading from pre-12.0.1 versions of
InformaCast to InformaCast 12.0.1, customers with more than 2,147 482,647 records in their
database experienced upgrade failures. This issue has been resolved.

e Corrupted Certificate File Broke Communication Between InformaCast and Unified
Communications Manager. InformaCast stores Unified Communications Manager certificates
in the CUCM.bcf file. Occasionally, that file was being written to by two or more different
InformaCast components simultaneously, which was causing the file to become corrupted and
breaking the communication between InformaCast and Unified Communications Manager’s AXL
service. A change was made to ensure that the certificate file is accessed by only one InformaCast
component at a time, resolving the issue.

e Missing Font Set Resulted in Poor IP Phone Text Quality. A font that InformaCast uses to
render text messages on IP phones was inadvertently removed from InformaCast 12.0.1.
InformaCast fell back on a different font set, which resulted in poor text quality. The original font
set is included once again and the quality of the IP phone text messages is the same as that of
InformaCast 11.5.1.

Announcement

Streamlined Support for Unified Communications Manager. Releases of InformaCast subsequent
to 12.0.2 will not support Unified Communications Manager 9.x due to its end of software maintenance
status with Cisco.

Resolved Caveats

You can find the latest resolved caveat information for InformaCast by using Cisco’s Bug Search tool

(https://tools.cisco.com/bugsearch /) to query defects. To access the Bug Search tool, you must have

a valid Cisco.com user ID and password.

InformaCast Virtual Appliance Basic Paging
[ Version 12.5.1 .m


https://tools.cisco.com/bugsearch/

| Chapter 10

Release Notes W

InformaCast 12.0.1

The following information pertains to InformaCast 12.0.1.

Compatibility

InformaCast is compatible with the following versions of Cisco Unified Communications Manager
server (including Business Edition 6000): 9.0.1, 9.1.2, 10.0.1, 10.5.2, 11.0.1, 11.5.1, and 12.0.1.

New Features

e New Wizard Aids in InformaCast Setup on Unified Communications Manager. On the
11.5.1 su3 and 12.0.1 versions of Unified Communications Manager, you now have access to the
Emergency Notifications Paging wizard, which enables IP paging and emergency alerting through
the Cisco Unified Communications Manager deployment. Once complete, you will have a 90-day
trial of InformaCast Advanced Notification including a panic button added to phones to protect
your employees and emergency call alerting to immediately notify your safety team whenever an
emergency number is dialed.

e Trustworthy Release Process. Previous to this release, Singlewire prohibited, but did not
prevent, installation of third-party software on the InformaCast Virtual Appliance. As of this
release, all future releases of the InformaCast Virtual Appliance are cryptographically signed; the
Virtual Appliance will verify that new software originated authentically from Singlewire before
loading or starting it. In combination with the use of strong administrator passwords, this feature
increases the security and reliability of the Virtual Appliance. The firewall settings for the Virtual
Appliance were not affected by this change.

e Expanded and Improved Backup Process. The Virtual Appliance’s backup process now
includes the following items (if present): the InformaCast database, audio recorded through
phones, uploaded audio files and icons, plugin files, configuration data, phone display assets,
PushToTalk’s configuration, all certificates, and SSH server keys. Backups are pushed from
InformaCast onto an SFTP setrver of your choice (currently, only OpenSSH setvers ate supported
by Singlewire, although other servers may work), and all communication between InformaCast and
your SFTP server is encrypted and secured with your security passphrase. In addition, backup
images are smaller than previous versions of InformaCast due to increased efficiency.

e New Rules for Encrypted Handling of Data in Motion. InformaCast’s encryption rule changes
include the addition of Federal Information Processing Standard (FIPS) 140-validated
cryptographic modules. These modules provide a new set of rules for how InformaCast makes and
receives connections over TLS and SSL. InformaCast always uses these approved cryptographic
modules, there is no ability to turn them (or FIPS mode) off, or replace these modules with others.
These rule changes also allow you to define cryptographic trust with other systems with which
InformaCast communicates by configuring a setting for SSL certificates to be automatically or
manually imported into InformaCast’s trust store for each TLS or SSL connection.

e Newly Supported VMware Version. InformaCast 12.0.1 now supports VMware 6.5.

e New VMware Management Tools. InformaCast now uses Open VM Tools, “a set of services
and modules that enable several features in VMware products for better management of, and
seamless user interactions with, guests.”> Open VM Tools offers the same services as the previously

2. https://github.com/vmware /open-vim-tools
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used VMware Tools, and simplifies your management because you no longer have to manage these
tools' upgrades separately in vSphere: Open VM Tools upgrades are neatly transparent to you,
occurring only during InformaCast upgrades.

New CTI Call Detail Records. InformaCast now generates CTI call detail records. Previous
versions of InformaCast only collected call detail records for SIP calls. InformaCast now collects
CTI call data, such as route actions and broadcast trigger information, as it interacts with a CT1
call. When the call ends, the collected data is written to an InformaCast directory accessible
through the Call Detail Records Directory link on the Support page.

New Support Community. Singlewire has a new Support Community where everything is at your
fingertips—software downloads, contract information, user guides, knowledge articles, forums,
and more. Most relevant to this help system is that all troubleshooting has been relocated to the
Support Community. Take a moment and look around, and if you’re having trouble finding what
you need, let us know. Our team is always happy to help!

New Upgrade File. A new file (CiscoPagingServer_UpgradeFrom115To0-12.0.1.is0) has been
added to the upgrade process. Depending on the version of InformaCast Virtual Appliance from
which you are starting, you will install different files:

— For 8.3 or 8.4 versions to the current version, you will install three package files and attach one
ISO file (CiscoPagingServer_8.5.1.deb, CiscoPagingServer_9.1.1.deb,
CiscoPagingServer_11.5.2.deb, and CiscoPagingServer UpgradeFrom115To-12.0.1.is0)

— For8.5.1,9.0.1, or 9.0.2 to the current version, you will install two package files and attach one
ISO file (CiscoPagingServer_9.1.1.deb, CiscoPagingServer_11.5.2.deb,
CiscoPagingServer UpgradeFF'rom115T0-12.0.1.is0)

— For9.1.1,11.0.1, 11.0.2, or 11.0.5 to the current version, you will install one package file and
attach one ISO file (CiscoPagingServer_11.5.2.deb and
CiscoPagingServer_UpgradeFrom115To-12.0.1.is0)

— For 11.5.1 or 11.5.2 to the current version, you will attach one ISO file
(CiscoPagingServer_UpgradeFrom115T0-12.0.1.is0)

InformaCast Virtual Appliance 8.5.1,9.1.1, and 11.5.1/2 are waypoints in the upgrade process. For
8.3 or 8.4 versions of the Virtual Appliance, you must upgrade to 8.5.1, reboot the Virtual
Appliance, upgrade to 9.1.1, reboot the Virtual Appliance, upgrade to 11.5.2, and then continue to
upgrade to 12.0.1. For 8.5.1, 9.0.1, or 9.0.2 versions of the Virtual Appliance, you must upgrade to
9.1.1, reboot the Virtual Appliance, upgrade to 11.5.2, and then continue to upgrade to 12.0.1. For
9.1.1,11.0.1, 11.0.2, and 11.0.5 versions of the Virtual Appliance, you must upgrade to 11.5.2 and
then continue to upgrade to 12.0.1. For 11.5.1 and 11.5.2 versions of the Virtual Appliance, you
can upgrade directly to 12.0.1.

Can’t Initiate or Receive TLS or SSL Sessions with a Peer that Supports Only 3DES Key
Exchange. The InformaCast FIPS 140-2 verified modules will only negotiate an SSL session with
a peer that supports AES cipher suites. Negotiation with peers that support only 3DES will fail.
All shipping versions of Cisco Unified Communications Manager support AES cipher suites.
Windows servers released subsequent to Windows 2003 R2 support AES cipher suites. If you
encounter this issue, remove TLS from the connection or delay upgrading to 12.0.1. This issue will
be addressed in a future release of InformaCast.
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e Further Specification When Entering Credentials. When using the Emergency Notifications
Paging wizard, you are prompted for InformaCast’s IP address in Step 3. You must enter an 1P
address. If you enter a fully qualified domain name or hostname instead, the wizard will fail (refer
to issue CSCvf58052). For more information on recovering from a wizard failure, refer to this
article. For further assistance, contact Cisco TAC.

Streamlined Support for Unified Communications Manager. Releases of InformaCast subsequent
to 12.0.1 will not support Unified Communications Manager 9.x due to its “end of life” status with
Cisco.

You can find the latest resolved caveat information for InformaCast by using Cisco’s Bug Search tool
(https://tools.cisco.com/bugsearch/) to query defects. To access the Bug Search tool, you must have
a valid Cisco.com user ID and password.

11.5.2

The following information pertains to InformaCast 11.5.2.

InformaCast is compatible with the following versions of Cisco Unified Communications Manager
server (including Business Edition 6000): 9.0.1, 9.1.2, 10.0.1, 10.5.2, 11.0.1, and 11.5.1.

New Upgrade File. A new file (CiscoPagingServer_11.5.2.deb) has been added to the upgrade
process. Depending on the version of InformaCast Virtual Appliance from which you are starting, you
will install different package files:

e For 8.3 or 8.4 versions to the current version, you will install three package files
(CiscoPagingServer_8.5.1.deb, CiscoPagingServer_9.1.1.deb, and CiscoPagingServer_11.5.2.deb)

e For8.5.1,9.0.1, or 9.0.2 to the current version, you will install two package files
(CiscoPagingServer_9.1.1.deb and CiscoPagingServer_11.5.2.deb)

e For9.1.1,11.0.1,11.0.2, 11.0.5, or 11.5.1 to the current version, you will install one package file
(CiscoPagingServer_11.5.2.deb)

InformaCast Virtual Appliance 8.5.1 and 9.1.1 are waypoints in the upgrade process. For 8.3 or 8.4
versions of the Virtual Appliance, you must upgrade to 8.5.1, reboot the Virtual Appliance, upgrade to
9.1.1, reboot the Virtual Appliance, and then continue to upgrade to 11.5.2. For 8.5.1, 9.0.1, or 9.0.2
versions of the Virtual Appliance, you must upgrade to 9.1.1, reboot the Virtual Appliance, and then
continue to upgrade to 11.5.2. For 9.1.1, 11.0.1, 11.0.2, 11.0.5, and 11.5.1 versions of the Virtual
Appliance, you can upgrade directly to 11.5.2.

You can find the latest resolved caveat information for InformaCast by using Cisco’s Bug Search tool
(https://tools.cisco.com/bugsearch/) to query defects. To access the Bug Search tool, you must have
a valid Cisco.com user ID and password.
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InformaCast 11.5.1

Compatibility

New Features

The following information pertains to InformaCast 11.5.1.

InformaCast is compatible with the following versions of Cisco Unified Communications Manager
server (including Business Edition 6000): 9.0.1, 9.1.2, 10.0.1, 10.5.2, 11.0.1, and 11.5.1.

Improved Phone Activation Times During Broadcasts. A new checkbox, Create Telephony
Terminals for all Phones, has been added to the Broadcast Parameters page (Admin |
Broadcast Parameters) that, when enabled, creates CT1 terminals for all phones in the primary
cluster, which can improve phone activation times during broadcasts. Every time InformaCast
builds its phone cache, terminals will be created for any newly registered phones while terminals
will be destroyed for phones no longer in the cache. Unified Communications Manager limits an
application user to 10,000 devices. If your primary cluster contains more than 10,000 phones and
you select the Create Telephony Terminals for all Phones checkbox, InformaCast will fall back
to creating terminals on an as-needed basis.

New Parameter for API Browser Access. InformaCast uses API services in it communication
with Unified Communication Manager. In order for this communication to work propetly, if you
are using Unified Communications Manager 11.5.1 and later, you need to set your authentication
method for API browser access to Basic.

New Call Detail Records Collection. You can collect call detail records and set a retention
period that will eliminate saved records older than the set period through a scheduled job that runs
every day at 3:30 a.m. When configured, InformaCast creates a call detail record for every SIP call
it receives or makes, e.g. calls made through DialCasts. InformaCast collects call data, such as
changes to the call state and DTMF sent and received, as it interacts with a call and Unified
Communications Manager. When the call ends, the collected data is written to an InformaCast
directory accessible through the Call Detail Records Directory link on the Support page.

New SRTP Support. For Unified Communications Managers 10.x and later in mixed mode,
InformaCast now supports SRTP packets in unicast streams. SRTP provides encryption, message
authentication, integrity, and replay protection for RTP packets. With the addition of SRTP
support, InformaCast is interoperable with Unified Communications Manager in FIPS and
FedRAMP modes. If you were previously using SIP and you had configured it to work with TLS,
you will need to select the Secure Signaling Required checkbox on the SIP Call Security page
before any InformaCast features using SIP will work.

Improved Logging for the SIP Stack. The SIP Stack log (available by going to Help | Support)
has been improved to log the message body of SIP requests along with the headers that were
already being monitored. This more robust logging can further aid in troubleshooting various SIP
issues.

New CTI Connection Information. InformaCast’s Overview page has a new table column, CTI
Provider, that lists the Unified Communications Manager with which it has established a
connection. If no connection has been established, “DISCONNECTED” will appear.

Newly Supported Phone. InformaCast now supports the 8851NR Cisco IP phone model.

New Operating System. The Virtual Appliance is now running an updated operating system that
includes the latest bug fixes and security patches.
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e New Upgrade File. A new file (CiscoPagingServer_11.5.1.deb) has been added to the upgrade
process. Depending on the version of InformaCast Virtual Appliance from which you are starting,
you will install different package files:

— For 8.3 or 8.4 versions to the current version, you will install three package files
(CiscoPagingServer_8.5.1.deb, CiscoPagingServer_9.1.1.deb, and
CiscoPagingServer_11.5.1.deb)

— For 8.5.1,9.0.1, or 9.0.2 to the current version, you will install two package files
(CiscoPagingServer_9.1.1.deb and CiscoPagingServer_11.5.1.deb)

— For9.1.1,11.0.1, 11.0.2, or 11.0.5 to the current version, you will install one package file
(CiscoPagingServer_11.5.1.deb)

InformaCast Virtual Appliance 8.5.1 and 9.1.1 are waypoints in the upgrade process. For 8.3 or 8.4
versions of the Virtual Appliance, you must upgrade to 8.5.1, reboot the Virtual Appliance, upgrade
to 9.1.1, reboot the Virtual Appliance, and then continue to upgrade to 11.5.1. For 8.5.1, 9.0.1, or
9.0.2 versions of the Virtual Appliance, you must upgrade to 9.1.1, reboot the Virtual Appliance,
and then continue to upgrade to 11.5.1. For 9.1.1, 11.0.1, 11.0.2, and 11.0.5 versions of the Virtual
Appliance, you can upgrade directly to 11.5.1.

Resolved Issues

Establish CTI Connections After InformaCast’s Initialization. In previous versions of
InformaCast, CT1 connections were being established while InformaCast was still initializing. This
could cause problems if calls arrived during initialization because InformaCast was not prepared to start
broadcasts. CTI connections are now established after InformaCast initializes, which solves the issue.

Resolved Caveats

CDETs ID

Title

CSCux54435

Remove SSLRC4 Cipher Suites

CSCux97095

InformaCast and CVE-2016-0777 and CVE-2016-0778

CSCuy36612

Evaluation of informacast for glibc_feb_2016

CSCuy54654

Evaluation of informacast for OpenSSL March 2016

CSCuz52548

[Bvaluation of informacast for OpenSSL May 2016

InformaCast 11.0.5

Compatibility

InformaCast is compatible with the following versions of Cisco Unified Communications Manager
server (including Business Edition 6000): 8.5.1, 8.6.1, 9.0.1, 9.1.2, 10.0.1, 10.5.2, or 11.0.1.

New Features

e New Password Security. For new installations of InformaCast 11.0.5, you are now required to set
both your OS and Application Administrator passwords before the Virtual Appliance is completely
installed. Similarly, if you are upgrading to InformaCast 11.0.5 and your password was previously
changeMe, you will be forced to change your password. By default, both your OS and Application
Administrator usernames are “admin.” Your OS credentials allow you to enter Webmin and
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Control Center as an administrator or access the Virtual Appliance’s command line through SSH.
Your application credentials allow you to enter InformaCast as an administrator. When setting your
OS or Application Administrator passwords, you cannot use “changeMe.”

New Support for the E.164 Dial Plan. InformaCast supports the E.164 dial plan. You can now
use E.164 DN in the InformaCast web and phone user interfaces. In addition, you no longer have
to enter a leading backslash when creating rules for your recipient groups on the Add/Edit
Recipient Group page. Adjust your filters from \+<DN> to +<DN> and your matched DNs
should appear.

New Supported ESXi Version. VMware ESXi 6.0 is now supported by the Virtual Appliance.

New Supported SNMP Version. InformaCast now supports SNMP v3, which allows encryption
of phone information traffic between InformaCast and Cisco Unified Communications Manager.
When configuring SNMP in Unified Communications Manager, you can set up the V3 option and
then enter the corresponding SNMP v3 user’s name and password information in InformaCast’s
updated Edit Telephony Configuration page (Admin | Telephony | Cisco Unified
Communications Manager Cluster | Edit button).

Updated SIP Stack Logging. The two previous logs generated for the SIP stack have been
combined into one, sipStack.log, which is accessible through the Support page (Help | Support).

Enhanced Retention of Log Files. As InformaCast is in use in increasingly busier environments,
more is being written to the Performance and Summary log files. Previously, InformaCast retained
10 of each, but with increased logging these can roll over quickly, and if not checked immediately,
relevant information can be lost. Therefore, 100 Performance and Summary log files are now kept
to alleviate this situation.

New Upgrade File. A new file (CiscoPagingServer_11.0.5.deb) has been added to the upgrade
process. Depending on the version of InformaCast Virtual Appliance from which you are starting,
you will install different package files:

— For 8.3 or 8.4 versions to the current version, you will install three package files
(CiscoPagingServer_8.5.1.deb, CiscoPagingServer_9.1.1.deb, and
CiscoPagingServer_11.0.5.deb)

— For 8.5.1,9.0.1, or 9.0.2 to the current version, you will install two package files
(CiscoPagingServer_9.1.1.deb and CiscoPagingServer_11.0.5.deb)

— For9.1.1,11.0.1, or 11.0.2 to the current version, you will install one package file
(CiscoPagingServer_11.0.5.deb)

InformaCast Virtual Appliance 8.5.1 and 9.1.1 are waypoints in the upgrade process. For 8.3 or 8.4
versions of the Virtual Appliance, you must upgrade to 8.5.1, reboot the Virtual Appliance, upgrade
to 9.1.1, reboot the Virtual Appliance, and then continue to upgrade to 11.0.5. For 8.5.1, 9.0.1, or
9.0.2 versions of the Virtual Appliance, you must upgrade to 9.1.1, reboot the Virtual Appliance,
and then continue to upgrade to 11.0.5. For 9.1.1, 11.0.1, and 11.0.2 versions of the Virtual
Appliance, you can upgrade directly to 11.0.5.

API Troubleshooting. The API documentation
11.0.5/index.html) now has a “Troubleshooting”

(www.singlewire.com/hel
section. Check there for common problems and their solutions.
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Streamlined Support for VMware ESXi 4.x. Releases of InformaCast subsequent to 11.0.5 will
no longer support VMware ESXi 4.x due its end of availability and end of support status with
VMware.

Streamlined Support for CUCM. Releases of InformaCast subsequent to 11.0.5 will not support
CUCM 8.5 or 8.6 due to its “end of software maintenance” status with Cisco (see
https://www.cisco.com/c/en/us/products/unified-communications/unified-communications-m

anager-callmanager/cos-col-notice-listing.html)

CDETs ID Title

CSCuv19098 Answerfile-based installation fails

CSCuub7988 Require default credentials to change

CDETs ID Title

CSCuv84361 Moving InformaCast backup fails when OS password has special characters

11.0.2

InformaCast is compatible with the following versions of Cisco Unified Communications Manager
server (including Business Edition 6000): 8.5.1, 8.6.2, 9.0.1, 9.1.2, 10.0.1, 10.5.2, or 11.0.1.

New Upgrade File. A new file (CiscoPagingServer_11.0.2.deb) has been added to the upgrade
process. Depending on the version of InformaCast Virtual Appliance from which you are starting, you
will install different package files:

For 8.3 or 8.4 versions to the current version, you will install three package files
(CiscoPagingServer_8.5.1.deb, CiscoPagingServer_9.1.1.deb, and CiscoPagingServer_11.0.2.deb)

For 8.5.1, 9.0.1, or 9.0.2 to the current version, you will install two package files
(CiscoPagingServer_9.1.1.deb and CiscoPagingServer_11.0.2.deb)

For 9.1.1 or 11.0.1 to the current version, you will install one package file
(CiscoPagingServer_11.0.2.deb)

InformaCast Virtual Appliance 8.5.1 and 9.1.1 are waypoints in the upgrade process. For 8.0.2 through
8.4 versions of the Virtual Appliance, you must upgrade to 8.5.1, reboot the Virtual Appliance, upgrade
to 9.1.1, reboot the Virtual Appliance, and then continue to upgrade to 11.0.1. For 8.5.1, 9.0.1, or 9.0.2
versions of the Virtual Appliance, you must upgrade to 9.1.1, reboot the Virtual Appliance, and then

continue to upgrade to 11.0.1. For the 11.0.1 version of the Virtual Appliance, you can upgrade directly
to 11.0.2.
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Streamlined Support for CUCM. Releases of InformaCast subsequent to 11.0.2 will not support
CUCM 8.5 or 8.6 due to its “end of software maintenance” status with Cisco (see
https://www.cisco.com/c/en/us/products/unified-communications/unified-communications-m

New Standardized Name. Coming soon: Cisco Unified Communications Manager will no longer
be abbreviated as CUCM and will instead appear as Unified Communications Manager after its first
mention as Cisco Unified Communications Manager. This will affect all documentation as well as
InformaCast’s user interface. Stay tuned.

CDETs ID Title

CSCuu82554 June 2015 SSL Vulnerabilities

InformaCast 11.0.1.a

Compatibility

Updated Information

InformaCast

Compatibility

New Features

InformaCast is compatible with the following versions of Cisco Unified Communications Manager
server (including Business Edition 6000): 8.5.1, 8.6.2, 9.0.1, 9.1.2, 10.0.1, 10.5.2, or 11.0.1.

9.0.1 and 9.0.2 Upgrade Information. References to upgrading from 9.0.1 or 9.0.2 to the current
version had been inadvertently omitted. Follow the same steps as noted for upgrading from 8.5.1,
installing two package files (CiscoPagingServer_9.1.1.deb and CiscoPagingServer_11.0.1.deb).

For 9.0.1 or 9.0.2 versions of the Virtual Appliance, you must upgrade to 9.1.1, reboot the Virtual
Appliance, and then continue to upgrade to 11.0.1.

11.0.1

InformaCast is compatible with the following versions of Cisco Unified Communications Manager
server (including Business Edition 6000): 8.5.1, 8.6.2, 9.0.1, 9.1.2, 10.0.1, 10.5.2, or 11.0.1.

Newly Supported Phones. InformaCast now supports the 7811, 8845, and 8865 Cisco IP phone
models.

Added UTF-8 Support. The following pages in InformaCast 11.0.1 now support UTF-8
character encoding: Edit Recipient Groups and Delete Recipient Group. The View Recipients
dialog box (accessible through the View button on the Edit Recipient Group page) also offers
UTF-8 support.

New Upgrade File. A new file (CiscoPagingServer_11.0.1.deb) has been added to the upgrade
process. Depending on the version of InformaCast Virtual Appliance from which you are starting,
you will install different package files:
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— For 8.3 or 8.4 versions to the current version, you will install three package files
(CiscoPagingServer_8.5.1.deb, CiscoPagingServer_9.1.1.deb, and
CiscoPagingServer_11.0.1.deb)

— For 8.5.1,9.0.1, or 9.0.2 to the current version, you will install two package files
(CiscoPagingServer_9.1.1.deb and CiscoPagingServer_11.0.1.deb)

— For 9.1.1 to the current version, you will install one package file
(CiscoPagingServer_11.0.1.deb)

InformaCast Virtual Appliance 8.5.1 and 9.1.1 are waypoints in the upgrade process. For 8.3
through 8.4 versions of the Virtual Appliance, you must upgrade to 8.5.1, reboot the Virtual
Appliance, upgrade to 9.1.1, reboot the Virtual Appliance, and then continue to upgrade to 11.0.1.
For 8.5.1, 9.0.1, or 9.0.2 versions of the Virtual Appliance, you must upgrade to 9.1.1, reboot the
Virtual Appliance, and then continue to upgrade to 11.0.1.

DSA Private Keys and the Upgrade Process. Some versions of Chrome, Firefox, and Internet
Explorer reject connections to websites with DSA private keys, and some older versions of
InformaCast defaulted to using DSA keys for self-signed certificates. If you are using an older version
of InformaCast with DSA private keys and you upgrade the 11.0.1, the upgrade process will
automatically regenerate your DSA private key as an RSA key; it will not automatically regenerate DSA
keys with signed certificates. You must regenerate them manually.

e Streamlined Support for CUCM. Releases of InformaCast subsequent to 11.0.1 will not support
CUCM 8.5 or 8.6 due to its “end of maintenance” status with Cisco (see
https://www.cisco.com/c/en/us/products/unified-communications/unified-communications-m

e New Standardized Name. Coming soon: Cisco Unified Communications Manager will no longer
be abbreviated as CUCM and will instead appear as Unified Communications Manager after its first
mention as Cisco Unified Communications Manager. This will affect all documentation as well as
InformaCast’s user interface. Stay tuned.
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CDETs ID Title

CSCus31451 October 2014; OpenSSL Vulnerabilities

CSCus42905 January 2015; OpenSSL Vulnerabilities

CSCus69788 Evaluation of glibc GHOST vulnerability - CVE-2015-0235

CSCut46607 March 2015; OpenSSL Vulnerabilities

CSCut77657 April 2015; NTPd Vulnerabilities

CSCut91894 Connections from FF37 and Chrome to InformaCast fail after FF/Chrome updt
CDETs ID Title

CSCuh28628 Provide a more user-friendly intetface/functions on the Start Page

InformaCast 9.1.1

Compatibility

New Features

InformaCast is compatible with the following versions of Cisco Unified Communications Manager
server (including Business Edition 6000): 8.5, 8.6, 9.0, 9.1, 9.12, 10.0, 10.5, and 10.5.2.

The following features have been added to enhance functionality and improve user experience:
e Newly Supported Phone. InformaCast now supports the 8811 Cisco IP phone model.

e New IVRs. Anytime you pick up a phone to use InformaCast’s DialCast functionality, you come

in contact with InformaCast’s Interactive Voice Response (IVR). These IVRs have been upgraded
in sound and quality, providing a more consistent phone user experience.

New Upgrade File. A new file (CiscoPagingServer_9.1.1.deb) has been added to the upgrade
process. Depending on the version of InformaCast Virtual Appliance from which you are starting,
you will install different package files:

— For 8.3 or 8.4 versions to the current version, you will install two package files
(CiscoPagingServer_8.5.1.deb and CiscoPagingServer_9.1.1.deb)

— For 8.5.1,9.0.1, or 9.0.2 to the current version, you will install one package file
(CiscoPagingServer_9.1.1.deb)

InformaCast Virtual Appliance 8.5.1 is a waypoint in the upgrade process. For 8.3 through 8.4
versions of the Virtual Appliance, you must upgrade to 8.5.1, reboot the Virtual Appliance, and
then continue to upgrade to 9.1.1.
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CDETs ID Title

CSCur73771 Cisco Paging Server vulnerability to POODLE CVE-2014-3566

CSCur21692 Voice traffic not properly marked

CSCur(04834 InformaCast and Shellshock vulnerability
CVE-2014-6271/CVE-2014-7169

CSCuq31086 change-ip-address fails, referencing /ust/local/singlewire/PushToTalk

CDETs ID Title

CSCuh28628 Provide a more uset-friendly interface/functions on the Start Page

CSCul53228 No phones brought into InformaCast via SNMP

InformaCast 9.0.2

Compatibility

New Feature

Known Issues

InformaCast is compatible with the following versions of Cisco Unified Communications Manager
server (including Business Edition 6000): 8.5, 8.6, 9.0, 9.1, 9.12, 10.0, and 10.5.

New Upgrade File. A new file (singlewireVAUpgrade-2.0.2.deb) has been added to the upgrade
process. Depending on the version of InformaCast Virtual Appliance from which you are starting, you
will install different package files:

e For the 8.3 or 8.4 version to the current version, you will install two package files
(singlewireVAUpgrade-1.4.deb and singlewireVAUpgrade-2.0.2.deb)

e For 8.5.1 or 9.0.1 to the current version, you will install one package file
(singlewireVAUpgrade-2.0.2.deb)

InformaCast Virtual Appliance 8.5.1 is a waypoint in the upgrade process. For the 8.3 or 8.4 version of
the Virtual Appliance, you must upgrade to 8.5.1, reboot the Virtual Appliance, and then continue to
upgrade to 9.0.2.

Broadcasts Fail Using JTAPI with 7905 and 7912 Model IP Phones. The 7905 and 7912 model
phones (running firmware 8.0.3, and 8.0.4 respectively) will fail to broadcast and remain in an Activated
state if the Send Commands to Phones By JTAPI checkbox is selected on the Broadcast Parameters
page. Continue to use HTTP requests for broadcasts to these phones (i.e. do not select the Send
Commands to Phones By JTAPI checkbox). This is a known and outstanding issue.

[ Version 12.5.1

InformaCast Virtual Appliance Basic Paging i



| Chapter 10

Resolved Issues

Resolved Caveats

New Caveats

Release Notes

The following issues have been resolved for this version:

e Bug Affected Upgrade Process for 8.4 Priority Patch Installations. If you used the Priority
Patch supplied to InformaCast 8.4 users, upgrading to InformaCast 9.0.1 from InformaCast 8.5.1
would fail. You can resolve this issue by reverting to your 8.5.1 snapshot of the Virtual Appliance

and then upgrading to 9.0.2. This issue has been resolved.

e Documentation Change. The file name for a backup of InformaCast had been listed erroneously
in InformaCast 9.0.1. It has been corrected for 9.0.2: InformaCastBackup.zip. This issue has been

resolved.
CDETs ID Title
CSCuh30601 Phone caches were persisting after transitioning back to Basic mode.
Ensure that you have the most up-to-date recipients by clicking the
Update button on the Edit Recipient Groups page.
CDETs ID Title
CSCtq36901 The 3905 model IP phone does not support CT1; it will not receive

commands from InformaCast when using JTAPI transport and busy
monitoring via CTI does not work. If you are using the 3905, run
InformaCast in HTTP mode only.

InformaCast 9.0.1

Compatibility

New Features

InformaCast is compatible with the following versions of Cisco Unified Communications Manager
server (including Business Edition 6000): 8.5, 8.6, 9.0, 9.1, 9.12, 10.0, and 10.5.

¢ Added Documentation. The documentation for the server-side aspect of the Virtual Appliance

has been added to provide a more robust experience for users.

e New Upgrade File. A new file (singlewireVAUpgrade-2.0.deb) has been added to the upgrade

process. Depending on the version of InformaCast Virtual Appliance from which you are starting,

you will install different package files:

— For the 8.3 or 8.4 version to the current version, you will install two package files
(singlewireVAUpgrade-1.4.deb and singlewireVAUpgrade-2.0.deb)

— For 8.5.1 to the current version, you will install one package file
(singlewireVAUpgrade-2.0.deb)

InformaCast Virtual Appliance 8.5.1 is a waypoint in the upgrade process. For the 8.3 or 8.4 version

of the Virtual Appliance, you must upgrade to 8.5.1, reboot the Virtual Appliance, and then
continue to upgrade to 9.0.1.
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New Application Architecture. Before this version of the Virtual Appliance, InformaCast was a
web application provided by a Tomcat servlet container. As of 9.0.1, Tomcat is embedded within
the InformaCast application and is started from within the Java Virtual Machine (JVM). You should
not notice a difference in functionality.

New Supported ESXi Version. VMware ESXi 5.5 is now supported by the Virtual Appliance.

Newly Supported Phone Communication. You can now use JTAPI between InformaCast and
your phones by selecting the Standard CTT Allow Control of All Devices checkbox when
configuring your application user in CUCM and the Send Commands to Phones By JTAPI
checkbox on the Broadcast Parameters page in InformaCast.

Newly Supported Phones. InformaCast now supports the 8841, 8851, and 8861 Cisco IP phone
models.

Upgraded Java Version. Java was upgraded from version 1.6. to 1.7.

Reorganized Communications Manager Integration Section. The section of this user guide
dealing with integrating CUCM with the Virtual Appliance has been reorganized. In correlation,
DialCast users are urged to update their configurations to use SIP instead of route points as that
configuration is now discouraged and has been removed from the documentation.

Added Documentation for Setting System Time. The InformaCast Virtual Appliance’s system
time is automatically set for you using the pool.ntp.org server, but if your Virtual Appliance does
not have Internet access or if you want to use your own NTP server, you can do so.

Removed SIP Stack Fields. Two fields, UDP/TCP Port and TLS Port, were removed from
InformaCast’s SIP Stack page to prevent you from disabling DialCast functionality.

Known/Resolved Issues

Broadcasts Fail Using JTAPI with 7905 and 7912 Model IP Phones. The 7905 and 7912 model
phones (running firmware 8.0.3, and 8.0.4 respectively) will fail to broadcast and remain in an
Activated state if the Send Commands to Phones By JTAPI checkbox is selected on the
Broadcast Parameters page. Continue to use HT'TP requests for broadcasts to these phones (i.e. do
not select the Send Commands to Phones By JTAPI checkbox). This is a known and
outstanding issue.

Fixed Backlight Display. Broadcast text and images on Cisco’s 7945 and 7965 model IP phones
weren’t displaying because InformaCast was not turning on the phone’s backlight display.
InformaCast was modified to turn on the phone’s backlight display when sending text to these
models of IP phones. This issue is resolved.

Fixed Leading Spaces with DialCast. DialCast calls were not completing when you entered a
leading space as the first character in a DialCast dialing configuration. Leading spaces with DialCast
phone exceptions also caused the calling phone to not match its exception. InformaCast was
modified to remove leading and trailing spaces from dialing patterns and phone exceptions. This
issue is resolved.

Fixed CTI Connection with CUCM. In the past, if CUCM was unavailable and InformaCast was
unable to establish a CTT connection with it when starting, InformaCast would never make another
CTI connection attempt and would need to be restarted. InformaCast was modified to continue
trying to establish a CTI connection if the first attempt fails. This issue is resolved.
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Resolved Caveats

CDETs ID Title

CSCui86392 The InformaCast web interface no longer incorrectly accepts spaces as
characters in DialCast dialing patterns.

New Caveat

CDETs ID Title

None

InformaCast 8.5.1

Compatibility

InformaCast Basic Paging is compatible with the following versions of Cisco Unified Communications
Manager server (including Business Edition 6000): 8.5, 8.6, 9.0, 9.1, 9.12, and 10.0.

New Features

e Newly Supported Phones. The following Cisco IP phone models are now supported by
InformaCast: 3905, 7821, 7841, 7861, and 8831.

e Newly Supported CUCM. Cisco’s Unified Communications Manager 10.0 is now supported by
InformacCast.

Known/Resolved Issues

None
Resolved Caveats
None
New Caveat
CDETs ID Title
CSCui86392 Leading spaces on DialCast configuration. The InformaCast web

interface incorrectly accepts spaces as characters in DialCast dialing
patterns. Workaround: remove spaces from these configurations.

InformaCast 8.4.a

Compatibility

InformaCast Basic Paging is compatible with the following versions of Cisco Unified Communications
Manager server (including Business Edition 6000): 8.5, 8.6, 9.0, 9.1, and 9.12.

InformaCast Virtual Appliance Basic Paging
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Added Content to the Support Page. The InformaCast Support page (Help | Support) now
includes links to both SIP stack logs and a link to the Singlewire Plugins page on the Singlewire
website. These links were added to increase your ease of access to InformaCast content.

Improved SIP Logging. New parameters (called DN and calllD) have been added to the
Performance log. By logging the SIP call ID along with the calling DN and called DN, you can
more easily track calls in the Performance log (e.g. when the call started, ended, various modes,
etc.).

Improved Recipient Group Display. When sending a message from the InformaCast web
interface, recipient groups are now displayed alphabetically by name on the Send Message page
instead of randomly, which is now consistent with how recipient groups display on the Edit
Recipient Groups page.

Enhanced DialCast Usability. Due to customer requests, the initial DialCast welcome prompt

(“Welcome to the Singlewire InformaCast...””) has been removed.

Upgraded Tomcat Version. Tomcat was upgraded from version 7.0.16 to 7.0.35. This should
have no effect on your user experience.

Updated QoS Settings. In InformaCast versions prior to 8.4.a, the QoS settings were set in the
code and did not match Cisco’s default QoS DSCP values. On the Virtual Appliance, the QoS
settings have been moved to the OS level and now match Cisco’s default settings. These settings
are:

— Media RTP traffic set to DSCP EF

— Call signaling traffic set to DSCP CS3 (call signaling traffic includes SIP and CT1 traffic)
— HTTP traffic to IP phones set to DSCP 0

— Any other traffic set to DSCP 0

If you need to change from these default values, you will need to do so at the network level.

Rewriting DSCP values is covered in the Cisco Quality of Service (QoS) Solution Reference
Network Design (SRND) guide, and should be handled by your network administrator.

Fixed DN Retrieval from AXL (Mantis ID #4154). Under certain circumstances (e.g. with
CUCM 6.1.3, if there were more than 26,300 DN, or if there were multiple DNs per phone),
InformaCast was not always retrieving all the necessary DNs from AXL when building the phone
cache. This issue has been resolved.

Fixed Broadcast Jitter (Mantis ID #4300). Previously, sending as-available messages to a large
number of devices could result in degraded audio quality (jitter). This issue has been resolved.

Fixed Webmin Access through Internet Explorer (Mantis ID #4066). Previously, accessing
Webmin through Internet Explorer was prevented due to an out-of-date SSL certificate. This issue
has been resolved.

Fixed Release Notes; Changed Version Number. The release notes have been separated into
Basic and Advanced categories, which necessitated a version number change from 8.4 to 8.4.a.

Fixed Spelling Inconsistencies, Hover Text, and Display Issues. Many pages received new
hover text, standardized hover text, and standardized word spellings to improve overall user
experience.
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CDETs ID Title

CSCuh28590 Voice prompt changed for Basic Paging

CSCuh28557 Standardize all tooltips

CSCuh28540 Missing the “please complete...” hover text on the Basic sign-in form
CSCuh28521 Phone license limit warning text incorrectly refers to Adv mode license
CSCuh22651 Webmin - Unable to get beyond the security cert error page with IE
CDETs ID Title

CSCuh28628 Provide a mote user-friendly interface/functions on the Start Page
CSCuh28601 IP endpoints labeled as required but isn’t on Basic sign-in form
CSCuh28499 Learn More about InformaCast links don't hold focus

CSCuh30592 change-ip-address script for backed up databases

CSCuh30601 Phone caches persists after transitioning back to Basic mode

InformaCast 8.3.a

Compatibility

Known Issues

InformaCast Basic Paging is compatible with the following versions of Cisco Unified Communications
Manager server (including Business Edition 6000): 8.5, 8.6, 9.0, and 9.1

e Updated Graphics. Black and white graphics in the documentation were changed to color on

request.

e Incorrect Error Message. In Basic Paging, when you exceed the limit of the number of phones
to which you can broadcast in a recipient group, the error message you receive is wrong (i.e. “There
are more phones associated with your CUCM server than your InformaCast license key supports.
Broadcast messages will be limited to 50 total phones. The number of phones in the list that will
participate in a broadcast depends on how many other phones have been broadcast participants.
For example, if 50 other phones have been broadcast participants, then no phones in the list can
participate. Otherwise, either all or some of the phones can participate. Please contact Singlewire
at www.singlewire.com for support or to upgrade your key.”). In actuality, each recipient group is

limited to 50 phones, and you can send to another separate recipient group of 50 phones. This
differs from Advanced Notification where if you exceed your license limit of recipients in one

recipient group, you will be unable to send to another separate group of additional phones.
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InformaCast 8.3

Compatibility

New Features

Known Issues

InformaCast Basic Paging is compatible with the following versions of Cisco Unified Communications
Manager server (including Business Edition 6000): 8.5, 8.6, 9.0, and 9.1

New Functionality. InformaCast 8.3 now comes in two new versions: Basic and Advanced. Basic
functionality includes live paging only. Advanced functionality contains the full-featured version of
InformacCast: the ability to send a number of different types of broadcasts (e.g. live audio,
pre-recorded audio, pre-recorded audio and text, etc.) using your Cisco IP phone’s interface and/or
InformaCast’s web interface, interact with InformaCast’s plugins (e.g. conduct conference calls,
trigger contact closures, post to Facebook and Twitter, send broadcasts to email addresses, etc.),
customize scripts that can be attached to broadcasts, and receive confirmation when broadcasts are
sent, among other features. Basic functionality comes automatically installed on the Cisco Unified
Communications Manager Business Edition 6000, and you have the option to upgrade to
Advanced functionality.

New InformaCast Licensing. Advanced InformaCast can be obtained through a limited, free
trial, purchased as a subscription service, or purchased outright (perpetual) with a maintenance
contract (which is how InformaCast has traditionally been purchased). The InformaCast trial and
subscription licenses allow you to try InformaCast’s full functionality without committing to a
long-term contract (subscription) or without a contract at all (free, limited-time trial).

New Backup Location. The default backup location setting in previous versions of InformaCast
could produce unusable backups. As such, a new backup location was created:
/ust/local/singlewire /InformaCast/backup. You should examine the InformaCast backup
location that you are currently using and consider changing it to the new recommended location.

New License Parameter. The MaxVersion parameter, a new license parameter, must be present
in all 8.3 and later releases of InformaCast and its number must match or be greater than your
version of InformaCast in order for you to access any of InformaCast’s functionality.

Disk Performance Increase. VMware and storage vendors recommend that virtual machines
align on 64Kb boundaries to minimize disk reads, and InformaCast’s partitions are now in line with
this recommendation. Fewer reads with the same result means better performance, and if you are
running VA/EX on SAN disks, you may notice lower IOPS (I/O operations per second) as a tresult
of this change.

Unable to Access Webmin with Internet Explorer 9 After Installing Microsoft Security
Update KB2661254. If you’ve installed Microsoft Security Update KB2661254 and use Internet
Explorer 9 to access Webmin (https://<InformaCast Server IP Address:10000), the site will fail.
To avoid this issue, use Google, Chrome, or Firefox to access Webmin or use the solutions

described by Microsoft at http://support.microsoft.com/?kbid=2661254.

InformaCast Not Functioning Correctly After Changing its IP Address in Advanced
Notification and Switching Back to Basic Paging. Changing InformaCast’s IP address while
using Advanced Notification and switching back to Basic Paging can make broadcasts unavailable
to phones. There is currently a warning that occurs when executing the script that changes
InformaCast’s IP address; users can elect to abort or continue.
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e Phone Cache Becomes Unavailable with a License Change. Whenever you change
InformaCast’s license or add/update/delete a cluster, “Default configuration Not Connected”
appears for the Communications Manager Versions field on the Overview page. If either the
license or clusters change, the phone cache must be rebuilt to reflect those changes. The phone
cache is automatically rebuilt every hour, but if you want it completed sooner than that, you can
click the Update button on the Edit Recipient Groups page to discover current IP phone info
from CUCM. Once this is done, the CUCM information appears correctly on the Overview page.

InformaCast Virtual Appliance Basic Paging
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API

CHAPTER

In order to fully understand your InformaCast environment, you should familiarize yourself with the
terms in this section.

Application Programming Interface. A language and message format used by an application program
to communicate with the operating system or some other control program such as a database
management system (DBMS) or communications protocol.

Application Credentials

Application User

The username and password you use to enter InformaCast and PushToTalk as an administrator. By
default, the username is “admin” and you are forced to set your password when installing the Virtual
Appliance.

A user within Cisco Unified Communications Manager that has been granted privileges to work with
CTI resources. InformaCast needs to know the username and password of an application user that has
been associated with the CTI ports it will be using to place calls for recording messages and integrating
with legacy paging systems. This is set up in the Unified Communications Manager Administration
interface.

Audio Stream RTP Packets

Authentication

AVVID

Packets capable of conducting real-time voice data over connectionless networks such as IP. See also
“RTP” on page 11-8.

The process of determining the identity of a user attempting to access a system.

Cisco Architecture for Voice, Video, and Integrated Data. Cisco AVVID provides the framework for
today’s Internet business solutions. As the industry’s only enterprise-wide, standards-based network
architecture, Cisco AVVID provides the roadmap for combining your business and technology
strategies into one cohesive model.

Cisco AVVID provides the baseline infrastructure that enables enterprises to design networks that scale
to meet Internet business demands. Cisco AVVID delivers the eBusiness infrastructure and intelligent
network services that are essential for rapid deployment of emerging technologies and new Internet
business solutions.
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BAT

Break Key

Broadcast

Browser
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AVVID XML Layer (AXL). A Cisco API and web service designed to give applications access to
Unified Communications Manager configuration and provisioning services. AXL is implemented as a
Simple Object Access Protocol (SOAP) over HTTP web service in which requests in the form of
extensible markup language (XML) documents are sent from the application to the Cisco Unified
Communications Manager’s web server, which responds with an XML-formatted response.
InformaCast uses AXL to gather phone information from Unified Communications Manager.

Bulk Administration Tool. A web-based application for Unified Communications Manager that enables
bulk system modifications, including adding and deleting phones, modifying phones, and adding users
and mailboxes.

The key on a phone you press to signal InformaCast that you do not want to hear the remainder of any
message.

An audio message sent to a group of phones, made up of one or more recipient groups. A message that
is sent to a group of devices, made up of one or more recipient groups and/or dial codes.

A GUI-based hypertext client application, such as Internet Explorer, Firefox, and Netscape Navigator,
used to access the InformaCast administrative interface, as well as hypertext documents and other

services located on innumerable remote servers throughout the World Wide Web and Internet. See also
“GUI” on page 11-5.

Calling Search Space

Cisco IP Phone

Determines which partitions a calling device searches when attempting to complete a call. One of the
ways in which InformaCast recipient groups can be defined.

A full-feature telephone that provides voice communication over an IP network while functioning
much like a traditional analog phone. Allows you to place and receive telephone calls, and supports
features such as call forwarding, redial, speed dialing, call transfer, and conference calling. Also allows
you to access voicemail, providing connectivity to Cisco IP Telephony Solutions.

Cisco Unified Communications Manager

Software-based call processing component of the Cisco IP telephony solution, which extends
enterprise telephony features and functions to packet telephony network devices such as IP phones,
media processing devices, voice-over-IP (VoIP) gateways, and multimedia applications. See also “Cisco
Unified Communications Manager Administration.”
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Cisco Unified Communications Manager Administration

Client

Codec

Control Center

CTI

CT1I Port

Device Association

Device Description

Device Loads

The web interface used to administer a Unified Communications Manager’s configuration settings and
operation.

Node or software program (front-end device) that requests services from a server. The Cisco IP Phone
is an example of a client.

Coder-decodet:

e A device that typically uses pulse code modulation to transform analog signals into a digital bit
stream, and digital signals back to analog. See also “G.711” on page 11-5.

e In Voice over IP, Voice over Frame Relay, and Voice over ATM, a software algorithm used to
compress/decompress speech or audio signals.

The Control Center is designed to be an inclusive destination for application-level accessories.

Computer Telephony Integration or Computer Telephony Interface. An interface exported by Unified
Communications Manager that allows application developers to create programs that work with the
telephone system.

Computer Telephony Interface ports. Virtual devices that are used by Cisco Unified Communications
Manager applications and InformaCast to create virtual lines. CTI ports are configured through the
same Cisco Unified Communications Manager Administration area as phones, but require different
configuration settings.

A link that allows a specific Unified Communications Manager user to control a device (such as a CTI
port) within the Unified Communications Manager environment. InformaCast will take control of all
CTI ports that are associated with its application user, and make them available for recording.

A free-form text entry within the Unified Communications Manager Administration interface that is
intended for the user to describe and identify a specific telephony device (such as a physical phone or
CTI port). Because this field is entirely under the administrator’s control, it provides the best
opportunity for organizing phones into recipient groups to meet an organization’s paging needs. Also,
a popular method of defining InformaCast recipient groups.

Files that contain updated application software for phones or gateways. Provided automatically during
installation or upgrades.
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DialCast
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The logical name by which a specific telephony device (such as a physical phone or CT1 port) is known
within the Unified Communications Manager Administration interface.

In Unified Communications Manager, a collection of commonly configured devices (such as phones,
computers and gateways) that belong to a common database, cluster, and group. Use device pools to
define common characteristics for devices, including region, date/time group, Unified
Communications Manager group, and calling search space for automatic definition. One of the ways in
which InformaCast recipient groups can be defined.

A broadcast triggered by dialing a SIP number configured with dialing pattern that determines which
InformaCast message should be sent and which recipient groups should receive it.

Buttons on a phone that are used to dial a phone number. The dial pad on a Cisco IP phone operates
like the dial pad on a traditional telephone.

Directory Number (DIN)

Directory Number. The telephone number or internal extension assigned to a Cisco IP phone. The
directory number is assigned to the phone itself, not a location or a uset, so if the phone is moved, it
still retains the same directory number. Also called subscriber number. One of the ways in which
InformaCast recipient groups can be defined.

DN Not Recognized Audio

DSCp

When you pick up a phone and dial your set pattern for a DialCast broadcast, if that pattern doesn’t
match a configuration you’ve set, you hear this message.

Differentiated Services Code Point, or DiffServe CodePoint. A marker in the header of each IP packet
that prompts network routers to apply differentiated grades of service to various packet streams,
forwarding them according to different Per-Hop Behaviors (PHBs). Part of DiffServe, a set of
technologies proposed by the IETF that allows Internet and other IP-based network service providers
to offer differentiated levels of service to customers and their information streams. InformaCast tags
its voice traffic to facilitate assured delivery in network environments where this is important.

Dynamic Host Configuration Protocol (DHCP)

A TCP/IP protocol that enables PCs and workstations to get temporaty or permanent IP addresses
out of a pool from centrally-administered servers. Like its predecessor, BOOTP, DHCP provides a
mechanism for allocating IP addresses manually, automatically, and dynamically, so that addresses can
be reused when hosts no longer need them. The DHCP server provides Cisco IP phones and
InformaCast IP speakers with an IP address, subnet mask, default gateway, and DNS server.
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ESXi

Ethernet

Filter

G. 11

Go Tone

GUI

Handset

HTTP
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VMware ESXi is an enterprise-level computer virtualization product offered by VMware, Inc. ESXi is
a component of VMware’s larger offering, VMware Infrastructure, and adds management and reliability
services to the core server product. VMware ESXi is a bare-metal embedded hypervisor that is
VMware’s enterprise software hypervisors for servers that run directly on server hardware without
requiring an additional underlying operating system.

Baseband LAN specification invented by Xerox Corporation and developed jointly by Xerox, Intel, and
Digital Equipment Corporation. Used to connect computers, workstations, terminals, printers, and
other devices located in the same building or campus.

The term “filter” is used to select a defined subset (e.g. matching constructs that select devices to be
placed in a recipient group).

An audio compression standard used for digital telephones on a digital PBX/ISDN. In G.711, encoded
voice is already in the correct format for digital voice delivery in the PSTN or through PBXs. G.711
uses a bandwidth of 64 Kbps. G.711-compliant devices can communicate with other G.711 devices, but
not with G.723 devices. Described in the ITU-T standard in its G-series recommendations.
InformaCast audio broadcasts through phones must use G.711 encoding.

The tone you hear through a phone when InformaCast has finished activating devices in your recipient
group in preparation for a live broadcast.

Graphical User Interface. User environment that uses pictorial as well as textual representations of the
input and output of applications and the hierarchical or other data structure in which information is
stored. Conventions such as buttons, icons, and windows are typical, and many actions are performed
using a pointing device (such as a mouse).

The portion of a telephone set containing the transmitter and receiver, usually designed to be hand-held
when the telephone is in use.

HyperText Transfer Protocol. Used by the web server and the client browser to communicate over the
Internet. InformaCast also uses HTTP to communicate with Unified Communications Manager and
Cisco IP phones.

A genetic experiment gone horribly awry.
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InformaCast Virtual Appliance

Singlewire’s bundled package for virtualized environments. It contains an operating system and
InformacCast.

Invalid License Audio

When you pick up a phone and dial your set pattern for a DialCast broadcast, if that pattern matches a
configuration you’ve set and the SIP trunk used, and InformaCast has an invalid license, you hear this
message.

I0S

The Cisco Internetworking Operating System (IOS) is a sophisticated operating system optimized for
internetworking. Cisco I0S provides the unifying principles around which an internetwork can be
maintained cost-effectively over time. It is a software architecture, disassociated from hardware, that
can be dynamically upgraded to adapt to changing technologies (hardware and software) as they evolve
within a networking infrastructure. Cisco IOS can be thought of as an internetworking brain, a highly
intelligent administrator that manages and controls complex, distributed network resources and
functions.

IP Address

Internet Protocol Address. A 32-bit address assigned to hosts using TCP/IP. An IP address belongs to
one of five classes (A, B, C, D, or E) and is written as four octets separated by periods (dotted decimal
format). Each address consists of a network number, an optional subnetwork number, and a host
number. The network and subnetwork numbers together are used for routing, while the host number
is used to address an individual host within the network or subnetwork. A subnet mask is used to extract
network and subnetwork information from the IP address. Also known as an Internet address. See also
“Subnet Mask” on page 11-9.

IP Phone
See “Cisco IP Phone” on page 11-2.

Java
Programming language and runtime environment from Sun Microsystems in which InformaCast is
implemented.

Jitter
A type of distortion caused by the variation of a signal from its reference that can cause data
transmission errors, particularly at high speeds.

JTAPI

Java Telephony Application Programming Interface. The mechanism by which InformaCast is able to
place and control calls in a Unified Communications Manager environment.

InformaCast Virtual Appliance Basic Paging
[ Version 12.5.1 .m



| Chapter 11

Login

MAC Address

Message
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A wortd or string of characters recognized by automatic means, generally paired with a password, that
identifies a user and permits specific access to a place or to protected storage, files, or input/output
devices.

Standardized data link layer address that is required for every port or device that connects to a LAN.
Other devices in the network use these addresses to locate specific ports in the network and to create
and update routing tables and data structures. MAC addresses are six bytes long and are controlled by
the IEEE. Also known as a hardware address, MAC-layer address, and physical address. Compare with
Network Address.

The basis of any InformaCast broadcast, a message predefines the characteristics of the broadcast.

(mu-law) North American companding standard used in conversion between analog and digital signals
in PCM systems. This is the kind of audio encoding used in G.711.

Single packets copied by the network and sent to a specific subset of network addresses. A process of
transmitting messages from one source to many destinations. Used by InformaCast to allow scalable
paging to thousands of devices. Contrast with “Unicast” on page 11-10.

Single address that refers to multiple network devices. These use a special numbering scheme distinct
from ordinary unicast IP addresses.

Network layer address referring to a logical, rather than a physical, network device. Also called a
protocol address. Compare with MAC Address.

e Network Interface Card. Board that provides network communication capabilities to and from a
computer system. Also called an adapter.

e Network Interface Controller. An intelligent device that connects a workstation to a network.

No Active Devices Audio

The tone you hear through a phone if there are no active devices in the recipient group for your live
broadcast.
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OS Credentials

The username and password you use to enter Webmin and Control Center and when using SSH to
access the Virtual Appliance. By default, the username is “admin” and you are forced to set your
password when installing the Virtual Appliance.

Password
A word or string of characters recognized by automatic means, generally paired with a login, that
permits a user access to a place or protected storage, files, input/output devices, or other system
resources.

PBX
A PBX (private branch exchange) is a telephone system within an enterprise that switches calls between
enterprise users on local lines while allowing all users to share a certain number of external phone lines.
The main purpose of a PBX is to save the cost of requiring a line for each user to the telephone
company’s central office.

Phone Loads
See “Device Loads” on page 11-3.

Protocol
A set of rules or conventions that govern the format and relative timing of data in a communications
network. There are three basic types of protocols: character-oriented, byte-oriented, and bit-oriented.
The protocols for data communications cover such things as framing, error handling, transparency, and
line control. Ethernet is an example of a LAN protocol.

Proxy
A device that relays network connections for other devices that usually lack their own network access.

Recipient

An endpoint capable of receiving an InformaCast broadcast. Currently, these can include Cisco IP
phones.

Recipient Group
A logical, pre-defined group of recipients that can receive InformaCast broadcasts. One recipient can
be part of one or more recipient groups.

Recipient Group Tags

Recipient group tags allow you finer control over the display results for recipient groups.

RTP

Real-Time Transport Protocol. A network protocol used to carry packetized audio and video traffic
over an IP network. The audio portions of InformaCast broadcasts are sent as a multicast RTP stream.

InformaCast Virtual Appliance Basic Paging
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Scalable

Indicates that a software application or a hardware device has the ability to migrate from small
operations to large operations.

Server

Node or software program that provides services to clients. In an InformaCast environment, the
computer on which InformaCast is running is a server. If you are in a telephony environment, there
will be at least one separate Unified Communications Manager server as well.

Singlewire Landing Page

The Singlewire landing page is accessible through a web browser addressed with the IP address of the
Virtual Appliance, and it contains links to your applications’ user interfaces, the Control Center, and
Webmin.

SIP

Session Initiation Protocol is an IETT-defined signaling protocol used for controlling communication
sessions such as voice and video calls over Internet Protocol (IP). The protocol can be used for
creating, modifying, and terminating two-party (unicast) or multi-party (multicast) sessions. Sessions
may consist of one or several media streams.

SNMP

Simple Network Management Protocol. Forms part of the Internet protocol suite as defined by the
Internet Engineering Task Force. The protocol is used by network management systems for monitoring
network-attached devices for conditions that warrant administrative attention. Starting with Unified
Communications Manager 5, Cisco requires InformaCast to use SNMP rather than the previous
DeviceListX mechanism for obtaining dynamic information about registered phones (such as their IP
address) needed for sending broadcasts.

Stall Tone

The tones you hear through a phone while waiting for InformaCast to activate the recipients in your
recipient group during a live broadcast.

Subnet Mask

A 32-bit address mask used in IP to indicate the bits of an IP address that are being used for the subnet

address. See also “IP Address” on page 11-6. One of the ways in which InformaCast recipient groups
can be defined.

TFTP

Trivial File Transfer Protocol. A simplified version of the FTP protocol, TFTP servers generally
provide configuration information and firmware files to Cisco IP phones.

InformaCast Virtual Appliance Basic Paging
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Transport Layer Security (TLS) is a cryptographic protocol that provides communication secutity over
the Internet. TLS encrypts the segments of network connections above the Transport layer, using
asymmetric cryptography for key exchange, symmetric encryption for privacy, and message
authentication codes for message integrity. Several versions of the protocol is in widespread use in
applications such as web browsing, electronic mail, Internet faxing, instant messaging, and
voice-over-IP (VoIP).

The User Datagram Protocol (UDP) is one of the core members of the Internet Protocol Suite, the set
of network protocols used for the Internet. With UDP, computer applications can send messages, in
this case referred to as datagrams, to other hosts on an Internet Protocol (IP) network without requiring
prior communications to set up special transmission channels or data paths.

A process of transmitting messages from one source to one destination. Compare with “Multicast” on
page 11-7.

Address specifying a single network device. See also “Unicast.” The IP addresses that you encounter in
ordinary use of the Internet are generally unicast addresses.

A person who will use InformaCast. He/she will be assigned an individual login and password, which
can be used to configure the roles and filters that determine the features and resources available to
him/her.

With SIP, the Via header indicates the path taken by a SIP request so far.Via headers can be used to
prevent request looping and ensure replies take the same path as the requests.

A virtual appliance is a virtual machine image designed to run on a virtualization platform (e.g.,
VirtualBox, Xen, VMware Workstation, Parallels Workstation).

A virtual machine (VM) is a software implementation of a machine (i.e. a computer) that executes
programs like a physical machine.

A company providing virtualization software. VMware’s desktop software runs on Microsoft Windows,
Linux, and Mac OS X, while VMware’s enterprise software hypervisors for servers, VMware ESX and
VMware ESXi, are bare-metal embedded hypervisors that run directly on server hardware without
requiring an additional undetlying operating system.
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Voice over Internet Protocol. Enables users to transfer voice communications over a data network
using IP.

A software application that runs on the World Wide Web and is usually accessed through a web browser
running on a computer workstation. InformaCast and Unified Communications Manager
Administration use web interfaces.

The virtual machine administrative web interface is used for administering the underlying operating
system of the virtual machine, e.g. configuring the network interface, stopping and starting InformaCast
and shutting down the virtual machine. You can access it at https://<InformaCast Virtual Appliance
IP Address>/webmin.

eXtensible Markup Language. A general-purpose specification for creating custom markup languages.
It is classified as an extensible language because it allows its users to define their own elements. Its
primary purpose is to help information systems share structured data, particularly via the Internet, and
it is used both to encode documents and to serialize data.
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