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Introduction

Objective

T
CISCO.

Security is about safeguarding access to data. Appropriate security can be ensured only with complete
visibility into and control of elements within the system. Visibility shows whether authorized users alone
are accessing permitted data while granular and efficient controls provide necessary levers to prevent
unauthorized access. A major consideration is the recent change in what defines a network, which goes
beyond physical walls and other traditional boundaries to make up the extended network - Endpoints and
mobile devices. These factors, an understanding of the changing nature of threat vectors and inevitability
of security breaches has led to a design with a hard to corrupt core and adaptable modules. The solution,
based on the VSPEX integrated system, can be augmented to address business, compliance and
application requirements. This document presents a reliable introduction of Cisco® products and
services along with partner compliments, including EMC and Lancope, in the data center to create a
flexible, functional and secure application environment that can be readily automated.

The purpose of this document is to present an IT security framework that conforms to established design
principles and to provide details about the solution stemming from this framework - Cisco Secure
Enclaves Architecture (SEA). This document considers both the design and the composition of
components to develop a coherent security solution that takes into account both hardware and software
at every level of a Cisco and EMC integrated infrastructure stack (VSPEX). The goal of the design is to
provide appropriate security that provides desirable levels of performance and fault tolerance with ease
of management at a competitive price.
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Audience

This document is intended to provide technical direction to channel partners and end-user customers
interested in making security an integral part of their IT infrastructure. The need for security is even
greater when IT resources are shared among groups of people whose data cannot be shared. This design
and future implementations arising from it address the challenges and requirements of such a shared
platform.

Problem Statement

Any shared platform, including Cloud, opens up access to key resources such as Infrastructure, Users
and Applications. Security is all about ensuring confidentiality of data. Ensuring the consistent and
correct delivery of data on a shared platform comes with increased risk and complexity. Further, most
computing platforms are designed to meet performance and functional requirements with little or no
attention to trustworthiness. The trend towards optimal use of IT resources through virtualization has
resulted in an environment in which true and implied security accorded by physical separation has
essentially vanished. System consolidation efforts have also accelerated the movement toward
co-hosting on integrated platforms, and the likelihood of compromise is increased in a highly shared
environment. This situation presents a need for enhanced security and an opportunity to create a
framework and platform that instills trust. Lack of confidence that such a trust environment can be
delivered with ease and maintained with resilient resource management is a major obstacle to the
physical consolidation of applications and wider adoption of cloud-computing service models.

Many enterprises and IT service providers are developing cloud service offerings for public and private
consumption. Regardless of whether the focus is on public or private cloud services, these efforts share
several common objectives:

» Cost-effective use of capital IT resources through co-hosting
» Better service quality through virtualization features
» Increased operational efficiency and agility through automation

One essential characteristic of cloud architecture is the capability to pool resources and deliver these
resources to tenants while conforming to declared SLA's. Power savings brought about by consolidation
also contributes to reduced total cost of ownership (TCO). Achieving these goals can have a positive
impact on profitability, productivity, and product quality.

Enabling enterprises to migrate such environments to cloud architecture requires the capability to
provide customer confidentiality while delivering the management and flexibility benefits of shared
resources. Both private and public cloud providers must secure all customer data, communication, and
application environments from unauthorized access. Such separation, with regulatory compliance
measures, must be complete and consistent to instill confidence and achieve widespread adoption.

Business Benefits

The Cisco Secure Enclaves architecture helps evolve the current converged infrastructure offering of
Cisco (VSPEX) by simplifying and standardizing the delivery of Cisco application and security services
on architecturally consistent platforms. This approach is a logical extension of these data center building
blocks, advancing the benefits of standardization beyond the infrastructure to the applications and
services required. This design provides the following features that facilitate a uniform approach to IT in
the data center:

r Cisco Secure Enclave Datacenter Solution for EMC VSPEX
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» Flexible consumption model, allowing customer requirements to be met from both application and
business perspectives

e Automation of well-known and well-understood resource pools of networking, computing, and
storage resources with security constructs.

* Onboarding of services and applications.

» Platform hardening and automation of security operations such as:
— Configuration
— Auditing

Patching

— Responses
» Operation compliance and certifications

Infrastructure as a Service (IaaS), from the provider perspective, consists of a set of modular building

blocks of underlying resources assembled systematically based on services requested and overlaid with
security. Services may be introduced either through dedicated appliances or through virtual appliance

implementations on shared general-purpose computing resources. The main design objective is to help
ensure that applications in this environment meet their subscribed to service-level agreements (SLAs),
including confidentiality requirements, by using pretested and validated IT infrastructure components to
prevent inefficiency and inaccuracy.

~

Note  Performance benchmarking is out of scope for this validation effort.

Security Philosophy—The Reference Monitor

The three most basic and necessary characteristics of the components that enforce security and instill
trust are as follows:

e The mechanism must be protected from modification by unauthorized methods and users.
¢ The mechanism must not be allowed to be bypassed.
e The mechanism must be simple to understand and monitor.

These core requirements together help ensure the trustworthiness of the enforcement module - the
monitor.

Design Principles

Design principles are rules and guidelines instituted to help ensure, inform, and support the way in which
an architectural implementation fulfills its mission. They provide a means to tie components and
methods to the business objectives: protection, performance, and provisioning.

In a security platform, trust is paramount and must not be misplaced. In a system consisting of
components of varying levels of trustworthiness, the assumption is that the overall trustworthiness of the
system is not better than the least trustworthy subcomponent. Security is enforced through access
control, which requires complete visibility into that which is being secured. Relevant principles, the
rationale for inclusion in an enclave, and the scope of an enclave are summarized here.

Cisco Secure Enclave Datacenter Solution for EMC VSPEX
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* Least-common mechanism: This principle states the need to globalize common and shared
modules (in the enforcement domain). It has the effect of reducing duplicates, which can result in
fewer opportunities for compromise. It also has the advantage of less overhead due to fewer number
of instances with potential for better performance when implemented in hardware. Another positive
effect of this principle is ease of maintenance.

* Reduced sharing: In the user domain, no computer resource should be shared between components
or subjects unless it is necessary to do so. This approach helps prevent both inadvertent and
deliberate encroachment. When information needs to be shared, it should be done only if sharing
has been explicitly requested and granted.

« Efficient mediated access: As with most IT systems, development of secure systems includes
interaction between hardware and software mechanisms. In a hierarchically constructed system with
hardware constituting the lowest layer, when possible the most efficient choice is to allocate an
access mediation mechanism to the hardware. Although hardware implementations provide greater
performance, software equivalents provide flexibility, which is crucial in devising an adaptable
solution. The principle of efficient mediated access strikes a balance between two possibilities by
stipulating access control functions be allocated to the lowest possible level (closer to hardware) that
still meets flexibility requirements.

These design principles, while appearing to be contradictory, are complementary when their respective
scopes or domains are clearly defined. The first two principles are relevant in different spaces: the
enforcement and user domains. Such principles are brought together to achieve a protected platform that
can perform as desired and be provisioned with ease and correctness when required. Adopting global
and dedicated appliances such as Cisco ASA firewalls and Cisco NGA NetFlow devices enable desired
levels of performance for the most critical elements (least-common mechanism) while also conforming
to the reference monitor tenet of preserving the fidelity of the enforcement module. Management of
Cisco ASA with Cisco Security Manager and authentication and authorization services provided by
Cisco ISE software demonstrate the flexibility brought about by a centralized and global policy and
configuration engine. User-domain abstractions are encapsulated in fenced containers (enclaves)
automated through Cisco UCS Director, providing efficient mediated access.

After implementation, the platform needs to be able to continuously enforce data protection at every
stage of the life of information, through encryption, to help ensure integrity. Techniques used to deploy
the model components should be repeatable for easy and correct construction. The orchestration
capabilities of Cisco UCS Director are used for this purpose. Eventually, every engineered system is a
work in progress and so must take into account planned upgrades and maintenance. A system composed
of simple and essential components contributes to reduced complexity and better understanding. Other
criteria that facilitate easy adoption include less intrusive and more intuitive interfaces with clear user
expectations of security risk.

Architectural Overview

The Cisco Secure Enclaves design uses the common components of VSPEX Integrated Systems along
with additional services integration to address business and application requirements. These functional
requirements promote uniqueness and innovation in the integrated computing stack that augment the
original design to support these prerequisites. The result is a region, or enclave, and more likely multiple
enclaves, in the integrated infrastructure designed and built to address the unique workload activities and
business objectives of an organization.

The VSPEX Integrated System combines Cisco Unified Computing System™ (Cisco UCS®) and Cisco
Nexus® switching platforms with storage from EMC's next generation VNX 5400 array. The result is a
standardized infrastructure and the foundation to rapidly deliver data center applications, virtualized
desktops, and cloud computing services. Figure 1 illustrates the Cisco structural elements currently used
in VSPEX The enclave infrastructure foundation is formed using a subset of these components.

r Cisco Secure Enclave Datacenter Solution for EMC VSPEX
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For more information about Cisco Integrated Systems, go to:

http://www.cisco.com/c/en/us/solutions/data-center-virtualization/integrated-systems/index.html

The enclave strategy is a logical extension of the foundational platforms found in Cisco's converged
infrastructure stacks. The enclave maintains the traditional design pillars associated with the shared
computing stack architectures, which provide service assurance and enterprise-class availability in the
data center. This foundation is readily extended to include organic and supplementary security services
enabled or attached to this base as the application workloads or business initiatives require. Figure 2
shows a generic physical layout of Cisco Integrated Systems components that constitute the foundation

of the enclave model.

Cisco Secure Enclave Datacenter Solution for EMC VSPEX [ ]
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Figure 2 Cisco Converged Infrastructure Physical Components

Cisco Integrated Systems Components

Z Nexus 7000,
g 6000 or 5000
vPC Peer Link Series Switching

Cisco UCS Fabric
Interconnects

=
=5 -
= #

Cisco UCS B-Series
Servers

Cisco Nexus
2200
Platform Fabric

Cisco UCS C-Series Extenders
Servers

Figure 3 shows the extension of Cisco Integrated Systems to include features and functions beyond the
foundational elements. Access controls, visibility, and threat defense are all elements that can be
uniformly introduced into the system as required. The main feature of the enclave is the extensibility of
the architecture to integrate current and future technologies within and upon its underpinnings,
expanding the value of the infrastructure stack to address current and future application requirements.

Figure 3 Cisco Secure Enclaves Architecture Structure
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The augmentation of the converged infrastructure stacks can be both physical and virtual. Figure 4 and
Figure 5 illustrate the addition of physical Cisco Adaptive Security Appliances (ASA) Next-Generation
Firewall Services and NetFlow

The Cisco ASA 5585 provides advanced stateful firewall and VPN concentrator functionality in one
device, and for some models, integrated services modules such as IPS. The ASA includes many
advanced features, such as multiple security contexts (similar to virtualized firewalls), clustering
(combining multiple firewalls into a single firewall), transparent (Layer 2) firewall or routed (Layer 3)
firewall operation, advanced inspection engines, VPN support, Cisco TrustSec and many more
features.The enclave design uses the Security Group Firewall (SGFW) functionality of the ASA to
enforce policy to and between servers in the data center. The SGFW objects are centrally defined in the
Cisco Identity Services Engine (ISE) and used by the security operations team to create access policies.
The Cisco ASA simply has the option to use the source and destination security groups to make
decisions.

Figure 4 shows a more traditional Cisco ASA high-availability pair deployment model in which the
Cisco Nexus switches provide a connection point for the appliances. Cisco offers a number of Cisco
ASA models to address the organization's specific scale requirements.

Figure 4 Physical Extension of Cisco Integrated Systems with Cisco ASA Security Services
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In addition to the Cisco ASA platforms, the integrated stack readily supports other services. For
example, the Cisco NetFlow Generation Appliance (NGA 3240) introduces a highly scalable,
cost-effective architecture for cross-device flow generation. The Cisco NGA generates, unifies, and
exports flow data, empowering network operations, engineering, and security teams to boost network
operations excellence, enhance services delivery, implement accurate billing, and harden network
security.The NGA is a promiscuous device and can accept mirrored traffic from any source to create
NetFlow records for export. The export target in this design is the cyber threat detection system -
Lancope StealthWatch.

The use of threat defense systems allows an organization to address compliance and other mandates,
network and data security concerns as well as monitoring and visibility of the data center. Cyber threat
defense addresses several use cases including:

Cisco Secure Enclave Datacenter Solution for EMC VSPEX [ ]
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Figure 6 shows the deployment of Cisco NGA on the stack to provide these services, accepting mirrored

Detecting advanced security threats that have breached the perimeter security boundaries

Uncovering Network & Security Reconnaissance
Malware and BotNet activity

Data Loss Prevention

traffic from various sources of the converged infrastructure as Cisco NetFlow source data.

Figure 5
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The strategic value of the enclave framework is in the capability of the structure to adapt to an

organization's needs. Supporting other physical appliance-based services beyond the Cisco ASA and
NGA platforms is certainly feasible. "The Enclave" section of this document describes the blending of
physical and virtual services to construct one or multiple unique regions.

The management of the enclave can be performed by individual domain managers or unified through
Cisco UCS Director (Figure 7). Cisco UCS Director offers converged infrastructure management and
extensions to control additions to the stack. Either model allows an organization to maintain traditional
policy roles associated with computing, networking, and storage resources and security groups. The

enclave framework currently uses the following domain management platforms:

Cisco UCS Manager

r Cisco Secure Enclave Datacenter Solution for EMC VSPEX
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* Cisco Prime™ Network Services Controller (NSC)
» Cisco Identity Services Engine (ISE)

» Cisco Security Manager

» Lancope StealthWatch Management Console

Figure 6 illustrates the extension of Cisco Integrated Systems to include features and functions beyond
the foundational elements. Access controls, visibility, and threat defense are all elements that can be
uniformly introduced into the system as required. The main feature of the enclave framework is the
extensibility of the architecture to integrate current and future technologies within and upon its
underpinnings, expanding the value of the infrastructure stack to address current and future application
requirements.

Figure 6 Cisco Secure Enclave Architecture Management Structure
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Figure 7 VSPEX Building Blocks

Cisco VSPEX Secure Enclave Data Center uses the VSPEX converged integrated platform as its
foundation. The VSPEX infrastructure solution from Cisco and EMC leverage previously integrated
components for validation to expedite IT infrastructure and application deployment while
simultaneously reducing cost, complexity and risk. The VSPEX platform contains Cisco Nexus
Networking, Cisco Unified Computing System™ (Cisco UCS®) and EMC next generation VNX or
VNXe series storage systems. One especially significant benefit of the VSPEX reference architecture is

Cisco Secure Enclave Datacenter Solution for EMC VSPEX [ ]
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the flexibility in sizing and performance it accords while ensuring compatibility to suit most customer
requirements. Flexibilities come from both hardware choices as well as operating systems or hypervisors
that are supported.

The Cisco VSPEX Secure Enclave Datacenter design augments inherent capabilities of the VSPEX
platform with critical security services to address specific business and application requirements of a
multi-tenant enterprise. The result is a region or enclave and more likely multiple enclaves, built on
VSPEX to address the unique workload activities and business objectives of an organization.

Cisco VSPEX Secure Enclave Data Center is developed using the following technologies:
VSPEX infrastructure from Cisco and EMC.

¢ VMware vSphere

e Cisco Adaptive Security Appliance (ASA)

» Cisco NetFlow Generation Appliance (NGA)

» Cisco Virtual Security Gateway (VSG)

» Cisco Identity Services Engine (ISE)

e Cisco Network Analysis Module

» Cisco UCS Director

¢ Lancope StealthWatch System

The Enclave

The enclave is a distinct logical entity that encompasses essential constructs including security along
with application or customer-specific resources to deliver a trusted platform that meets SLAs. The
modular construction and automated delivery help make the enclave a scalable and securely separated
layer of abstraction that conforms with the design philosophy. The use of multiple enclaves delivers
increased isolation, addressing disparate requirements of the converged infrastructure stack.

Figure 8 provides a conceptual view of the enclave that defines an enclave in relation to an n-tier
application.

The enclave provides the following functions:
¢ Access control point for the secure region (public)
¢ Access control within and between application tiers (private)
» Cisco Cyber Security and Threat Defense operations to expose and identify malicious traffic

+ Cisco TrustSec® security using secure group access control to identify server roles and enforce
security policy

* Out-of-band management for centralized administration of the enclave and its resources

* Optional load-balancing capabilities

r Cisco Secure Enclave Datacenter Solution for EMC VSPEX
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Figure 8 Cisco Secure Enclave Model
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The components that form the enclave may vary in form-factor and be physical or virtual, and the
requirements for functions may be based on business or application needs, but the structure is consistent
in its form and manageability. The next sections discuss the enclave model to provide a better
understanding of the system, its components, and their roles. The topics discussed include:

* Host topology
« Enclave topology
e Traffic patterns

The Cisco Secure Enclaves architecture is hypervisor independent. The details provided in this
document address a VMware vSphere deployment. Future efforts could address other virtualization
platforms and bare-metal instances.

Cisco Secure Enclave Datacenter Solution for EMC VSPEX [ ]
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Host Topology

The Cisco UCS Manager resides on a pair of Cisco UCS 6200 Series Fabric Interconnects using a
clustered, active-standby configuration for high availability. The software gives administrators a single
interface for compute device discovery, provisioning, inventory, configuration, event and performance
monitoring and auditing. Cisco UCS Manager service profiles and templates support versatile role and
policy-based management, and system configuration information can be exported to configuration
management databases (CMDBs) to facilitate processes based on IT Infrastructure Library (ITIL)
concepts.

Compute nodes are deployed in a Cisco UCS environment by applying Cisco UCS service profiles.
Service profiles let server, network, and storage administrators treat Cisco UCS servers as raw
computing capacity to be allocated and reallocated as needed. The profiles define server I/O properties,
personalities and firmware revisions and are stored in the Cisco UCS 6200 Series Fabric Interconnects.
Using service profiles, administrators can provision infrastructure resources in minutes instead of days,
creating a more dynamic environment and more efficient use of server capacity.

Each service profile consists of a server software definition and the server's LAN and SAN connectivity
requirements. When a service profile is deployed to a server, Cisco UCS Manager automatically
configures the server, adapters, fabric extenders for rack servers, and fabric interconnects to match the
configuration specified in the profile. The automatic configuration of servers, network interface cards
(NICs), host bus adapters (HBAs), LAN and SAN switches, lowers the risk of human error, improves
consistency, and decreases server deployment times.

Service profiles benefit both virtualized and non-virtualized environments in the Cisco Secure Enclave
deployment. The profiles increase the mobility of non-virtualized servers, such as when moving
workloads from server to server or taking a server offline for service or upgrade. Profiles can also be
used in conjunction with virtualization clusters to bring new resources online easily, complementing
existing virtual machine mobility. Figure 9 shows the uniform deployment of VMware ESXi within the
enclave framework.

The main features include:
e The VMware ESXi host resides in a Cisco converged infrastructure.

* The VMware ESXi host is part of a larger VMware vSphere High Availability (HA) and Distributed
Resource Scheduler (DRS) cluster

¢ Cisco virtual interface cards (VICs) offer multiple virtual PCI Express (PCle) adapters for the
VMware ESXi host for further traffic isolation and specialization.

« Six Ethernet-based virtual network interface cards (vNICs) with specific roles associated with the
enclave system, enclave data, and core services traffic are created:

— vmnic0 and vmnicl for the Cisco Nexus 1000V system uplink support management, VMware
vMotion, and virtual service control traffic.

— vmnic2 and vmnic3 support data traffic originating from the enclaves.
— vmnic4 and vmnic5 carry core services traffic.

e Private VLANSs isolate traffic to the virtual machines within an enclave, providing core services
such as Domain Name System (DNS), Microsoft Active Directory, Domain Host Configuration
Protocol (DHCP), and Microsoft Windows updates.

« Two virtual host bus adapters (VHBASs) for multihoming to available block-based storage.
¢ Four VMkernal ports are created to support the following traffic types:
— vmknicO supports VMware ESXi host management traffic.

— vmknicl supports VMware vMotion traffic.

r Cisco Secure Enclave Datacenter Solution for EMC VSPEX
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e Two VMknics (vmknic2 and vmknic3) provide the Virtual Extensible LAN (VXLAN) tunnel
endpoint (VTEP) to support traffic with path load balancing through the Cisco UCS fabric.

» Additional Network File System (NFS) and Small Computer System Interface over IP (iSCSI)
VMknics can be assigned to individual enclaves to support application and segmentation
requirements. These VMknics use the PortChannel dedicated to enclave data.

A maximum of 256 VMkernal NICs are available per VMware ESXi host.

e Cisco Nexus 1000V is deployed on the VMware ESXi host with the following elements:
— PortChannels created for high availability and load balancing

— Segmentation of traffic through dedicated vNICs, VLANs, and VXLANSs

Figure 9 VMware ESXi Uniform Host Topology
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The enclave architecture is not restricted to virtualized server platforms. Bare-metal servers persist in
many organizations to address various performance and compliance requirements. To address bare-metal
operating systems within an enclave (Figure 10), the following features were enabled:

» Cisco UCS fabric failover provides fabric-based high availability.
— This feature precludes the use of host-based link aggregation or bonding.

— Cisco VICs to provide multiple virtual PCle adapters to the host for further traffic isolation and
specialization.

« Ethernet-based vNICs with specific roles associated with the enclave system, enclave data, and core
services traffic are created:

— vnic-a and vnic-b support data traffic originating from the host. Two vNICs were defined to
allow host-based bonding. One vNIC is required.

— vcore supports core services traffic.

» Private VLANSs isolate traffic to the virtual machines within an enclave, providing core services
such as DNS, Microsoft Active Directory, DHCP, and Microsoft Windows Updates.

Cisco Secure Enclave Datacenter Solution for EMC VSPEX [ ]
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» Two virtual HBAs provide multihoming to available block-based storage.

» Dedicated VLANSs per enclave for bare-metal server connections.

Figure 10 Bare-Metal Host Topology
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Enclave Topology

The network fabric and services, integral to the VSPEX solution, combines the previously defined
storage and compute devices into a cohesive system. This combination, along with other modular pieces
outlined, create an efficient, consistent and secure application platform—the Enclave. The instantiation
of this design can be further standardized by using automation tools such as Cisco UCS Director as a
delivery mechanism. This section describes an enclave model and their components and capabilities.

Figure 11 depicts an enclave using two VLANSs, with one or more VXLANSs used at the virtualization
layer. The VXLAN solution provides logical isolation within the hypervisor and removes the scale
limitations associated with VLANs. The enclave is constructed as follows:

e« Two VLANSs are consumed on the physical switch for the entire enclave.

» The Cisco Nexus Series Switch provides the policy enforcement point and default gateway (SVI
2001).

» Cisco ASA provides the security group firewall for traffic control enforcement.

» Cisco ASA provides virtual context bridging for two VLANs (VLANs 2001 to 3001 in the figure).
* VXLAN is supported across the infrastructure for virtual machine traffic.

» Consistent security policy is provided through universal security group tags (SGTs):

— The import of the Cisco ISE protected access credential (PAC) file establishes a secure
communication channel between Cisco ISE and the device.

— Cisco ISE provides SGTs to Cisco ASA, and Cisco ASA defines security group access control
lists (SGACLs).

— Cisco ISE provides SGTs and download-able SGACLs to the Cisco Nexus switch.
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— Cisco ISE provides authentication and authorization across the infrastructure.
e An SGT is assigned on the Cisco Nexus 1000V port profile.

e The Cisco Nexus 1000V propagates IP address-to-SGT mapping across the fabric through the SGT
Exchange Protocol (SXP) for SGTs assigned to the enclave.

e The Cisco VSG for each enclave provides Layer 2 firewall functions.
» Load-balancing services are optional but readily integrated into the model.

¢ Dedicated VMknics are available to meet dedicated NFS and iSCSI access requirements.

Figure 11 Enclave Model: Single VLAN with VXLAN (Cisco ASA Transparent Mode)
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Figure 12 illustrates the logical structure of another enclave on the same shared infrastructure employing
the Cisco ASA routed virtual context as the default gateway for the web server. The construction of this
structure is identical to the previously documented enclave except for the firewall mode of operation.

Security Services

Firewall

Firewalls are the primary control point for access between two distinct network segments, commonly
referred to as inside, outside, public or private. The Cisco Secure Enclave Architecture uses two
categories of firewalls- zone or edge, for access control into, between and within the enclave. The
enclave model promotes security "proximity" meaning where possible, traffic within an enclave will stay
local. The use of multiple policy enforcement points promotes optimized traffic paths while catering to
security needs in a scalable manner.

Cisco Secure Enclave Datacenter Solution for EMC VSPEX
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Cisco Virtual Security Gateway

Note

The Cisco Virtual Security Gateway (VSG) protects traffic within the enclave, enforcing security policy
at the VM level by applying policy based on VM or network based attributes. Typically this traffic is
considered "east - west" in nature. The reality is any traffic into a VM is subject to the VSG security
policy. The enclave model calls for a single VSG instance per enclave allowing the security operations
team to develop granular security rules based on the application and associated business requirements.

The Cisco Nexus 1000v Virtual Ethernet Module (VEM) will redirect the initial packet destined to a VM
to the VSG where policy evaluation occurs. The redirection of traffic occurs using vPath when the virtual
service is defined on the port profile of the VM. The VEM encapsulates the packet and forwards it to the
VSG assigned to the enclave. The Cisco VSG processes the packet and forwards the result to the vPath
on the VEM where the policy decision is cached and enforced for subsequent packets. The vPath will
maintain the cache until the flow is reset (RST), finished (FIN) or a timeout occurs.

The Cisco Virtual Security Gateway may be deployed adjacent to the Nexus 1000v VEM or across a
number of Layer 3 hops.

Cisco Adaptive Security Appliances

The edge of the enclave is protected using Cisco's Adaptive Security Appliance (ASA). The Cisco ASA
5585 can be partitioned into multiple security contexts (<250) allowing each enclave to have a dedicated
virtual ASA to apply access control, intrusion prevention, and antivirus policy. The primary role of each
ASA enclave context is to control access between the "inside and outside" network segments. This traffic
is typically referred to as "north - south".The Cisco ASA supports Cisco TrustSec. Cisco TrustSec is an
intelligent role-based access solution providing secure network access based on Secure Group Tags
(SGT). Contextual data pertaining to the "who, what, where, when, and how," is captured by a SGT at
ingress to a domain and the policy (SGACL) enforced at the egress point for a distributed
architecture.Cisco TrustSec in the enclave architecture uses Security Group Tag (SGT) assignment on
the Nexus 1000v and the ASA as a Security Group Firewall (SGFW) to enforce the role based access
control policy.

The Cisco Identity Services Engine (ISE) is a required component in the CiscoTrustSec implementation
providing centralized definitions of the SGTs to IP mapping. A Protected Access Credential (PAC) file
secures the communication between the ISE and ASA platforms and allows for the ASA to download
the security group table. This table contains SGT to security group names translation. The security
operations team can then create access rules based on the object tags (SGTs), simplifying policy
configuration in the data center.

The SGT is assigned at the VM port profile on the Nexus 1000v. The SGT assignment is propagated to
the ASA via the Security eXchange Protocol (SXP). SXP is a secure conversation between the two
devices a speaker and listener. The ASA may perform both roles but in this design it is strictly a listener
learning and acting as a SGFW. If the IP to SGT mapping is part of a security group policy the ASA
enforces the rule.

Threat Context via Cisco Identity Services Engine (ISE)

In order to provide some context, the Lancope StealthWatch system employs the services of the Cisco

Identity Services Engine. The ISE can provide device and user information, offering more information
for the security operations team to use during the process of threat analysis and potential response. In

addition to the device profile and user identity, the ISE can provide time, location, and network data to
create a contextual identity to who and what is on the network.
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Network Telemetry via NetFlow

NetFlow was developed by Cisco to collect network traffic information and enable monitoring of the
network. The data collected by NetFlow provides insight into specific traffic flows in the form of
records. The enclave framework uses several methods to reliably collect NetFlow data and provide a full
picture of the Data Center environment including:

» NetFlow Generation Appliances (NGA)
» Direct NetFlow Sources
* Cisco ASA 5500 NetFlow Secure Event Logging (NSEL)

The effectiveness of any monitoring system is dependent on the completeness of the data it captures.
With that in mind, the enclave model does not recommend using sampled NetFlow. Ideally the NetFlow
records should reflect traffic in its entirety. To that end the physical Nexus switches are relieved of
NetFlow responsibilities and implement line-rate SPAN. The NGA are connected to SPAN destination
ports on the Nexus switches and UCS Fabric Interconnects. The NGA devices are promiscuous
supporting up to 40Gbps of mirrored traffic to create NetFlow records for export to the Lancope
StealthWatch Flow Collectors.

Direct NetFlow sources generate and send flow records directly to the Lancope FlowCollectors. The
Nexus 1000v virtual distributed switch provides this functionality for the virtual access layer of the
enclave. It is recommended to enable Netflow on the Nexus 1000v interfaces. In larger environments
where the limits of the Nexus 1000v NetFlow resources are reached, NetFlow should be enabled on VM
interfaces with data sources.

Another source of direct flow data is the Cisco ASA 5585. The Cisco ASA generates NSEL records.
These records differ from traditional NetFlow but are fully supported by the Lancope StealthWatch
system. In fact, the records include the "action" permit or deny taken by the ASA on the flow as well as
NAT that adds another layer of depth to the telemetry of the CTD system.

Unified Visibility, Analysis and Context Through Lancope StealthWatch

The Lancope StealthWatch system collects, organizes and analyzes all of the incoming data points to
provide a cohesive view into the workings of the enclave. The StealthWatch Management Console
(SMC) is the central point of control supporting millions of flows. The primary SMC dashboard offers
insight into network reconnaissance, malware propagation, command and control traffic, data
exfiltration, and internal host reputation.

Cyber Threat Defense

Cyber threats are attacks focused on seizing information related to sensitive data, money or ideas. The
Cisco Cyber Threat Defense Solution provides greater visibility into threats by identifying suspicious
network traffic patterns within the network providing security analysts the contextual information
necessary to discern the level of threat presented by these suspicious patterns. The CTD solution
employs three primary components to provide this crucial visibility:

¢ Network Telemetry via NetFlow
» Threat Context via Cisco Identity Services Engine (ISE)
» Unified Visibility, Analysis and Context via Lancope StealthWatch

Cisco Secure Enclave Datacenter Solution for EMC VSPEX
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Figure 12 Cisco Secure Enclave Cyber Threat Defense Model
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Enclave Management

The enclave management network is a dedicated VLAN providing centralized access, visibility, and

control of resources within the system. The management network supports domain- and element-level
management to provide comprehensive administration of the shared resources that compose the Cisco
Secure Enclave architecture. The administrative interfaces and open APIs available in this management

portfolio provide the foundation for delivery of cohesive service lifecycle orchestration with Cisco UCS
Director.

Figure 13 shows the management services currently used in the design and their associated host
platforms. In practice, multiple Cisco UCS servers, depending on the resource requirements of the
installation, are deployed as part of the dedicated VMware vSphere HA and DRS cluster for
management. The Cisco Nexus 1110 appliances, which support a number of virtual services blades
(VSBs) and contains two instances of the Cisco Nexus 1000V Virtual Supervisor Module (VSM) may
also be used for the VSPEX PoD servicing the production enclaves. The Cisco VSG VSB provides Layer
2 security services to the virtual machines in the environment.

Cisco Secure Enclave Datacenter Solution for EMC VSPEX
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Figure 13 Enclave Management Services and Positioning
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The enclave framework is not restricted to the management services listed in Figure 13.

The communication between the management domain, the hardware infrastructure, and the enclaves is
established through traditional paths as well as through the use of private VLANSs on the Cisco Nexus
1000V and Cisco UCS fabric interconnects. The use of dedicated out-of-band management VLANS for
the hardware infrastructure, including Cisco Nexus switching and the Cisco UCS fabric, is a common
best practice. The enclave model suggests the use of a single isolated private VLAN that is maintained
between the bare-metal and virtual environments. This private isolated VLAN allows all virtual
machines and bare-metal servers to converse with the services in the management domain, which is a
promiscuous region. The private VLAN feature enforces separation between servers within a single
enclave and between enclaves.

Figure 14 shows the logical construction of this private VLAN environment, which supports directory,
DNS, Microsoft Windows Server Update Services (WSUS), and other common required services for an
organization.
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Figure 14 Private VLANs Providing Secure Access to Core Services
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Figure 15 illustrates that the virtual machine connection points to the management domain and the data
domain. As illustrated, the traffic patterns are completely segmented through the use of traditional
VLANSs, VXLAN:S, and isolated private VLANSs. The figure also shows the use of dedicated PCle
devices and logical PortChannels created on the Cisco Nexus 1000V to provide load balancing, high
availability, and additional traffic separation.

Figure 15 Enclave Virtual Machine Connections
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Management Services

The Cisco VSPEX Secure Enclave Data Center employs numerous domain level managers to provision,
organize and coordinate the operation of the enclaves on the shared infrastructure. The domain level

managers employed during the validation are listed in Table 1 and Table 2. Table 1 describes the role of
the management product while Table 2 indicates the positioning of that product within the architecture.
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Table 1  Cisco VSPEX Secure Enclave Data Center Management Platforms

Product
Cisco Unified Computing System

Manager (UCSM)

Microsoft Active Directory, DNS,
DHCP, WSUS.

VMware vSphere vCenter

Lancope StealthWatch System

Cisco Identity Services Engine

Cisco Prime Network Services

Controller
EMC VNX Unisphere

Cisco Nexus 1000v Virtual Supervisor

Module for VMware vSphere
Cisco Virtual Security Gateway

Table 2 Cisco VSPEX Secure Enclave Data Center Management Platform Positioning

Product Positioned
Microsoft Active Directory, DNS,
DHCP, WSUS.

VMware vSphere vCenter
Lancope StealthWatch System VMware vSphere Management Cluster (C.I)
Cisco Identity Services Engine

Cisco Prime Network Services VMware vSphere Management Cluster (C.I)

Controller

EMC VNX Unisphere | VNX Storage System.

Cisco Secure Enclave Datacenter Solution for EMC VSPEX




W Problem Statement

(GG GER IITNARTEIEIRI DAY U@ VMware vSphere Management Cluster (C.I)
Module
Cisco Virtual Security Gatewa - VMware vSphere Management Cluster (C.I)

Cisco UCS Director provides a central user portal for managing the environment and enables the
automation of the manual tasks associated with the provisioning and subsequent operation of the

enclave.
Figure 16 Cisco UCS Director Key Features
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Cisco UCS Director can directly or indirectly manage the enclave components. Ideally, the north bound
APIs of the various management domains are used but UCS Director may also directly access devices
to create the Enclave environment.

Cisco Secure Enclave Datacenter Solution for EMC VSPEX
“ |



Problem Statement

Figure 17 Cisco UCS Director Management Structure
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The Cyber Threat Defense components are not directly accessed since the protections are overlays
encompassing the entire infrastructure. Figure 16 shows the interfaces that Cisco UCS Director employs
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Figure 18 Cisco UCS Director Enclave Control Framework
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The instantiation of multiple enclaves on the VSPEX Data Center platform through Cisco UCS Director
offers operational efficiency and consistency to the organization. Figure 18 illustration points out the
hierarchical structure of a Cisco UCS Director lead approach to automate the infrastructure through a
single pane of glass.

Traffic Patterns

Traffic patterns in the shared infrastructure can be divided into two categories: north-south (client to
server) and east-west (server to server); see Figure 17.

Client-to-Server (North-South) Flows

North-south traffic flows are either ingress or egress flows from the enclave perspective. In this
deployment, the ASA 5585 operates in Layer 2 transparent mode. Using the Layer 2 transparent mode
of the ASA 5585-X makes for a simpler deployment model with less impact to the existing network
architecture when deploying the solution. North-south traffic flows represent an increased risk of
including malicious traffic, so Cisco recommends that customers consider identifying some or all of the
traffic to be monitored by the Cisco IPS module in the ASA 5585-X NextGen firewall. This traffic
traverses the enclave and is exposed to any number of services in its path, including firewalls, load
balancers, intrusion detection, and network analysis devices in the enclave. In a multiple-enclave
environment, traffic between enclaves (enclave-to-enclave traffic) is also considered north-south in
nature and therefore is subject to each enclave's independent policies as it progresses.
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Server-to-Server (East-West) Flows

East-west traffic refers to the communication between servers within an enclave. East-west protection
in the virtualization layer or in the Secure Enclaves is achieved using the Cisco Virtual Security Gateway
(VSQ) along with the Cisco Nexus 1000V Virtual Ethernet Switch. The Cisco Nexus 1000V
communicates with the VSG using a message bus called vPath to provide efficient policy enforcement
as well as service chaining to ensure the expected traffic flows through the virtualized appliances. The
Cisco Nexus 1000V provides additional capability such as the ability to apply an SGT to the virtual
machine at the time of the provisioning and deployment of the virtual machine. The SGT can be assigned
manually or automatically with the use of the Cisco UCS Director in future releases.

Figure 19 Enclave Traffic Patterns
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Design Considerations

The key to developing a robust design is clearly defining the requirements and applying a proven
methodology based on sound design principles of:

* Protection

e Performance

e Provisioning

e Availability

e Service assurance

A framework that provides secure administrative and user-domain protection with application-level
service assurance through quality of service (QoS) delivered by dedicated high-performance appliances
on a highly available platform constitute the foundation on which complementary products can be
deployed to provide customer-specific features. Another essential component of such a design is
automation of resource provisioning to provide operational efficiency and help ensure implementation
accuracy.

Cisco Secure Enclave Datacenter Solution for EMC VSPEX
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Protection

Performance

Given the borderless nature of users and access methods currently in use, the security mechanism needs
to be ubiquitous (defense in breadth) and deep (defense in depth) to eliminate both circumvention and
penetration, which can lead to intrusion. Cisco ASA firewalls serve as the first line of defense for both
ingress and egress traffic to and from the enclave. Cisco VSG integrated into the Cisco Nexus 1000V is
a virtual firewall that provides distinct trust zones on shared computing infrastructure for east-west
traffic between virtual machines. Together, the Cisco ASA firewall and Cisco VSG provide protection
against perimeter attacks as well as internal attacks. This comprehensive protection safeguards against
disruptions to critical administrative functions of the cloud infrastructure so that valuable shared
user-domain resources are protected.

Access to resources such as virtual machines, network bandwidth, data, and storage needs to be curtailed
at both the logical and physical levels, where possible, to impose necessary controls. Protection against
denial-of-service (DoS) attacks and unauthorized access leading to data loss is delivered through the
threat analysis and zero-day protection features of Lancope StealthWatch.

Preservation of user-space confidentiality through encryption and other means at multiple levels through
use of access controls, virtual storage controllers, VLAN segmentation, firewall rules, and intrusion
protection should be employed where possible. Data protection through continuous encryption of data
in flight and at rest is essential for integrity. Cisco TrustSec SGT support on most Cisco devices is crucial
to enabling proper access control in a distributed manner for a scalable and secure platform. Assessing
the efficacy of the implementation and adapting to defend against new and evolving threats require
continuous and comprehensive visibility into the operations of the network and its components. Cisco
NetFlow implementations along with flow analysis by Lancope StealthWatch are invaluable in this area.
Together, Cisco NetFlow and Cisco TrustSec deliver visibility and control, which are essential for an
open and secure platform.

The enforcement module with Cisco TrustSec and Cisco NetFlow extends its reach into underlying
networking, computing, storage, and management components within this architecture to provide
features and capabilities that together provide a trusted environment.

Delivery of security involves consumption of computing resources. Providing security in a consistently
responsive manner requires even more resources from potentially a shared pool that may be needed by
hosted applications. Although these resources may appear as overhead, user confidentiality is essential.
Thus, organizations need to implement secure services that are scalable with the least overhead.
Previously discussed design principles such as the least-common mechanism and efficient mediated
access are shown to provide guidance in devising a platform that delivers on these needs. The goal is to
provide sufficient performance to help ensure that the necessary security checks are performed within
the permitted time and before the user experience becomes a concern.

To this end, the high throughput of Cisco ASA firewalls and Cisco NetFlow appliances with managed
device capabilities removes overhead from the underlying shared platform used by hosted applications.
This design methodology also leads to a scalable cluster of firewalls and Cisco NetFlow devices that can
grow to accommodate the needs of the enterprise with a secure and separate enforcement module that
conforms to the reference monitor. Virtual PortChannel (vPC) technology on both physical and virtual
implementations of Cisco Nexus switches provides link-layer resiliency and additional bandwidth as
needed.

Figure 17 introduces the Cisco ASA platforms to a secure enclave as a clustered service. The Cisco ASA
cluster model scales up to a maximum of eight nodes managed as a single unit. In clustered mode, every
member of the cluster is capable of forwarding every traffic flow and can be active for all flows.

re Enclave Datacenter Solution for EMC VSPEX

r Cisco Secu



Design Considerations ||

Note  Performance benchmarking is out of scope of this validation effort. However, documents that speak to
performance of individual components is included in the reference section.

Note  Currently, Cisco ASA clustering is supported only for the Cisco Nexus 7000 Series switching platforms
because of the need for Cisco Link Aggregation Control Protocol (LACP) support.

Figure 20 Physical Extensions of Cisco Integrated Systems with Clustered ASA Security Services
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Provisioning: Ease of Management

Provisioning design includes such features as rapid and correct provisioning for easy adoption and for
effective management of resources. Domain and element management provides comprehensive
administration of the shared resources that compose the secure cloud architecture. The demarcation
point for managing components in this design is defined by individual programmable interfaces
delivered by Cisco and partner products. The administrative interfaces and APIs in this portfolio address
infrastructure components such as VMware vCenter, Cisco UCS Manager, Cisco Data Center Network
Manager (DCNM), and storage managers. These element managers and their associated open APIs
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provide the foundation for delivery of cohesive service lifecycle orchestration with Cisco UCS Director.
At a logical level, Cisco UCS Director integrates infrastructure components into a single management
pane (Figure 21).

Figure 21 Cisco UCS Director Abstracts Infrastructure Layers into a Single Management Pane
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High Availability

High availability helps ensure that systems and data are available and accessible to authorized users
when they are needed by introducing redundancy at every layer of the infrastructure: computing,
network, and storage. One other desirable outcome of the elimination of single points of failure is a setup
that allows planned maintenance with little or no disruption in most cases. Each layer has its own way
of providing a highly available configuration that works transparently with adjacent layers.

Service Assurance

Deployment

Base Platform

Service assurance requires available controls and components to help ensure that the SLAs expected
from the platform, including security, are met. The components and features necessary to deliver
agreed-on system performance pertaining to underlying components such as computing, networking,
and storage resources during both steady-state and non-steady-state environments are covered. For
example, the network and Cisco UCS blade architectures can provide detailed bandwidth guarantees
using QoS; resource pools in VMware help balance and guarantee CPU and memory resources, while
comparable features at the storage level support declared I/0 operations per second (IOPS) deliverables.

This Document assumes that you have followed the procedure detailed in the link below to build the base
VSPEX platform:

http://www.cisco.com/c/en/us/td/docs/unified computing/ucs/UCS_CVDs/ucs_vspex_vmwpc_ 51.html
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Physical devices added to the above VSPEX infrastructure include a pair each of Cisco ASA 5585
firewalls with TrustSec capability and Cisco NGA3240 Netflow generation devices. Following is the
high-level architecture diagram for all devices in this solution. Common infrastructure management
services and applications such as Active Directory, DNS, DHCP, SMTP and NTP and applications
including VMware vCenter, Cisco UCS Director with the Bare-Metal agent, Cisco Prime Network
Services Controller (PNSC), Cisco Identity Services Engine (ISE) and Lancope's StealthWatch network
analysis tool and Cisco Nexus 1000v Virtual Supervisor Module (VSM) are hosted external to the PoD
(VSPEX) as shown below. Common Infrastructure components need to be highly redundant to ensure
un-interrupted service as the applications residing in this space are shared and critical to the operation
of the entire Data Center which could include multiple such converged stacks. The focus is on using a
validated converged infrastructure (VSPEX) with tested security components to ensure compatibility
and other requirements including necessary automation with Cisco UCS Director.

Figure 22 High-Level Architecture
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Figure 23

Cabling Diagram
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The Cisco Unified Computing System configuration is based upon the tested and recommended
practices of VSPEX platform. The enclave architecture will build off of this baseline deployment to
instantiate new Service Profiles and the objects required for their instantiation.

Cisco UCS Service Profile

Service profiles are the central concept of Cisco UCS. Each service profile serves a specific purpose:
ensuring that the associated server hardware has the configuration required to support the applications
it will host.

The service profile maintains configuration information about the server hardware, interfaces, fabric
connectivity, and server and network identity. This information is stored in a format that you can manage
through Cisco UCS Manager. All service profiles are centrally managed and stored in a database on the
fabric interconnect.

Every server must be associated with a service profile. The VSPEX Data Center baseline service profiles
were used to build the enclave environment. Modifications were made in regards to the QoS policy of
the service profiles, as well as, the number of VNICs instantiated on a given host.

Whether Cisco UCS controls the CoS for a vNIC or not strictly depends on the Host Control field of the
QoS Policy, which is assigned to that particular vNIC. Referring to Figure 24, the QoS N1k policy
allows full host control. Since Full is selected and if the packet has a valid CoS assigned by the Nexus
1000v, then UCS trusts the CoS settings assigned at the host level. Otherwise, Cisco UCS uses the CoS
value associated with the priority selected in the Priority drop-down list, in this case Best Effort. The
None selection indicates that the UCS will assign the CoS value associated with the Priority Class given
in the QoS policy, disregarding any of the settings implemented at the host level by the Nexus 1000v.

Figure 24 Cisco UCS QoS Policy—Allow Host Control

>> =]Lan + E Polides * g2 root * ) QoS Polides * B QOS Policy Qo5_N1k Z Q0Os Policy Qos_N1ik

General | Events | Fsm

£

Actions Properties
3] Delete Name: QoS5_Nik
% Show Policy Usage L= /
Egress

Priority: BestEffort

Burst{Bytes): |1III 240

Rate(kbps): I|i|‘|E Tate

Host Contral: | ¢ Mone {* Full

The vNIC template uses the QoS policy to defer classification of traffic to the host or in the enclave
architecture the Cisco Nexus 1000v. Figure 25 is a sample vNIC template where the QoS Policy and
MTU are defined for any Service Profile using this template.
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Figure 25 Service Profile vNIC Template Example

WG Interfaces | Fauts [ mvenis |

WMIC Template for Core Services on Fabric A

Figure 26 illustrates all of the vNIC templates defined for the production servers in the enclave VMware
DRS cluster. Each template uses the QoS N1k QoS policy and an MTU of 9000. The naming standard
also indicates there is fabric alignment of the vNIC to Fabric Interconnect A or B. Figure 27 is the
example adapter summary for the enclave service profile.

Figure 26 Cisco UCS vNIC Templates for Enclave Production Servers
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Design Considerations

The Cisco UCS domain is configured to use the radius services of the ISE for user management,

centralizing authentication and authorization policy in the organization. The following configurations

were put in place to achieve this goal.
e Create a radius provider
e Create a radius group
e Define an authentication domain

« Revise the Native Authentication policy

The following screen shots step through the Cisco UCS integration of ISE radius services.

The figures include the Cisco UCS navigation path.

»>> BB Al * & User Management * (S RADIUS + (S RADIUS Providers * (5 sea-isel (1)

Events

ﬂ sea-isel (1)
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»>> BB Al * [ User Management * (S RADIUS + (S RADIUS Provider Groups * (& SEA Radius Group (5 SEA Radius Group

g

>> EE Al * & User Management * (5 Authentication * (5 Authentication Domains * (& corp.sead.com (5 corp.sead.com
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VMware vSphere

ESXi

The ESXi hosts are uniform in their deployment employing the FC boot practices established in the
VSPEX PoD. The Cisco UCS service profile is altered to provides 6 vmnics for use by the hypervisor
as described in the previous section. The following sample from one of the ESXi hosts reflects the Cisco
UCS VNIC construct and MTU settings provided by the Cisco Nexus 1000v.

ESXi Host Example

~ # esxcfg-nics -1

Name PCI Driver Link Speed Duplex MAC Address MTU Description

vmnicO 0000:06:00.00 enic Up 40000Mbps Full 00:25:b5:02:0a:04 9000 Cisco Systems Inc

Cisco VIC Ethernet NIC

vmnicl 0000:07:00.00 enic Up 40000Mbps Full 00:25:b5:02:0b:04 9000 Cisco Systems Inc

Cisco VIC Ethernet NIC

vmnic2 0000:08:00.00 enic Up 40000Mbps Full 00:25:b5:02:5a:04 9000 Cisco Systems Inc

Cisco VIC Ethernet NIC

vmnic3 0000:09:00.00 enic Up 40000Mbps Full 00:25:b5:02:5b:04 9000 Cisco Systems Inc

Cisco VIC Ethernet NIC

vmnic4 0000:0a:00.00 enic Up 40000Mbps Full 00:25:b5:02:3a:04 9000 Cisco Systems Inc

Cisco VIC Ethernet NIC

vmnic5 0000:0b:00.00 enic Up 40000Mbps Full 00:25:b5:02:3b:04 9000 Cisco Systems Inc

Cisco VIC Ethernet NIC

The vmknics vmko, vink1 and vimk2 are provisioned for infrastructure services management, vMotion
and VXLAN VTEP respectively.

Interface Port Group/DVPort IP Family IP Address Netmask Broadcast MAC
Address MTU TSO MSS Enabled Type

vmk?2 704 IPv4  192.168.1.90 255.255.255.0 192.168.1.255
00:50:56:62:27:83 1500 65535 true STATIC

vmk1 128 IPv4  10.10.10.90 255.255.255.0 10.10.10.255
00:50:56:6b:b7:17 9000 65535 true STATIC

vmkO 34 IPv4  10.29.131.90 255.255.255.0 10.29.131.255

00:25:b5:02:3b:04 1500 65535 true STATIC

Each enclave has a dedicated NFS mount-point made available to it from the EMC VNX storage array.
Secure separation at the disk level is provided by carving out a separate storage pool for each of the NFS
area. One method to ensure access control is exercised within this setup is to map a minimum of two
ESX hosts per VMware cluster and apply host IP based read/write access from the storage side based on
target IPs. However, this approach requires allocating a minimum of two blade resources to each
enclave/cluster and this could lead to stranded capacity. This design aims to create VMware clusters with
more resources and enclaves within to accord greater flexibility and lower stranded capacity. In taking
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this approach, IP based storage side access control is relinquished for hypervisor and TrustSec based
control. Another add-on could be VMware vShield to further enforce access restrictions to shared NFS

space.

DRS for Virtual Service Nodes

The VMware DRS cluster provides affinity controls and rules for VM and ESXi host alignment. In the
enclave design, virtual services are retained within the production cluster to manage traffic patterns and
offer the performance inherent to locality. To avoid a single point of failure, the ESXi host, and DRS

cluster setting were modified and placement policies created.

Two virtual machine DRS Groups were created indicating the primary and secondary members of HA
pairs. In this example, the Primary VSG and Secondary VSG are instantiated and VSGs were assigned
to each group as appropriate. The DRS production cluster ESXi host resources were "split" into two

categories based on the naming standard of odd and even ESXi hosts.

@ Production Settings

Cluster Features
vSphere HA
‘Wirtual Machine Options
WM Monitoring
Datastore Heartheating
vSphere DRS
Rules
Virtual Machine Options
Fower Management
Host Options
VMware EVC
Swapfile Location

Drs Group membership will apply to hosts and virtual machines only while they remain in the
duster, and will be lost if the virtual machine or host is moved out of the duster. Each host or
virtual machine can be in more than one DRS group.

—Virtual Machines DRS Groups

Name or Entities contains: ~ I Clear

Mame |
B Primary VSGs
5'] Secondary VSGs

4| | i3
Add... | Remove Edit... |

—Host DRS Groups
Name or Entities contains: « I Clear

Mame |
HY Even_Hosts
HY odd_Hosts

Add... | Remove Edit... |

Help |

Two DRS virtual machine rules were created defining the acceptable positioning of VSG services on the
DRS cluster. As shown, the previously created DRS cluster VM and Host groups are used to define two
distinct placement policies in the cluster, essentially removing the ESXi host as a single point of failure

for the identified services (VMs).
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In this deployment, the need is for flexibility in resourcing the enclave at the virtual level while
preventing un-authorized data access. To this end, ESXi boot LUNs are grouped in a separate Fiber
Channel (FC) storage pool and shared by all ESXi hosts within the PoD. Data, also on the SAN through
Network File System (NFS), is mapped as separate mount-points. To make sure there is a secure
separation at the disk level, one data storage pool is created for each enclave data NFS mount-point. All
virtual Machines (VMs) within the enclave share this NFS pool for data. Since each enclave will span
all ESXi hosts, this leads to a situation where all NFS mount-points will be visible at the host level to
each of the ESXi hosts within the PoD. However, user access controls at the hypervisor level (VMware)
coupled with TrustSec (SGT) control from the security layer ensure users in one enclave will not have
access to NFS space from another enclave. Further access controls may be exercised through VMware
vShield if desired.

Figure 28 Storage Layout

Crata MF5 Wounts
JEncil JEnd2 JEncl

The storage model followed is one that corresponds to the NFS variant in the referenced VSPEX CVD.
As mentioned, the difference is that enclave common data storage on each NFS mount is carved out of
a separate storage pool. The procedure to setup storage pools for both FC based boot volumes and File
based data is the same as in the aforementioned base VSPEX platform CVD. System access controls at
the time of creating NFS exports on VNX via Unisphere should list IPs of all target ESXi hosts for the
"Root Hosts" and "Access Hosts" fields to allow complete access since each enclave spans all ESXi hosts
within the cluster.

Security on the VNX

The EMC VNX 5400 storage array provides several layers of security including at the user access and
logging and auditing levels. A Virtual Data Mover (VDM), which is a logical network abstraction on top
of physical Data Movers, provides for additional network end-points to facilitate IP based separation for
NFS mounts.
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Highly Secure Storage Management Network Topology

This configuration, provides a very high level of security for a company's storage systems. Potential
threats are reduced to a breach of physical resources.In addition, enabling IP filtering for the VNX
domain limits the management of the storage systems to a single Windows server, namely the Unisphere
Client/Server management station. IP filtering allows each storage system or domain to have a list of
trusted client IP addresses. The storage system will accept management connections only from trusted
clients. IP filtering does not affect other traffic, such as Event Monitor polls, email notifications, or
SNMP. The IP filtering configuration can be found through http://<SP IP address>/setup pages or
through the naviseccli security-trusted client switch.

Figure 29 Highly Secure Storage Management Network Topology
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This configuration provides two layers of authentication. First, the user must have valid Windows
credentials to log in to the management station. Second, the user must have valid Unisphere credentials
to manage the storage system. The trade-off with this configuration is the loss of flexibility in terms of
management options. Neither the ability to manage from anywhere in the enterprise nor the ability to
centrally monitor the entire network is available. Also, remote support (call-home) of the storage system
by using the ESRS IP Client is not possible in this environment. Note that ESRS IP Client can still send
notifications to EMC Customer Service. The Unisphere architecture is very flexible in its ability to
integrate into several secure environments.

Encryption

The storage management server provides 256-bit (128-bit is also supported) symmetric encryption of all
data passed between it and the client components that communicate with it, as listed in Ports used by
Unisphere components on VNX for block on page 38 (Web browser, Secure CLI), as well as all data
passed between storage management servers. The encryption is provided using SSL/TLS and uses the
RSA encryption algorithm, which provides the same level of cryptographic strength as is employed in
e-commerce. Encryption protects the transferred data from prying eyes-whether on the local LANs
behind the corporate firewalls, or if the storage systems are being remotely managed over the Internet.
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Defense in Depth

Because the behavior of the vast majority of the open network ports on VNX for file is governed by
network standards, there are no additional steps available for VNX for file to protect these ports other
than disabling their associated services and closing the ports. Disabling services such as portmap will
hinder the general operations of VNX for file, and in some cases, the impact will be severe. However,
the notion of defense in depth dictates that any potential vulnerability is addressed with additional
protections to control who may access the ports. This may be done with firewalls in the network
environment (external to VNX for file) or by enabling the IP tables functionality on the Control
Station.In addition, the VNX for file Data Mover provides two powerful mechanisms for controlling
network connectivity:

» Packet Reflect
» Virtual local area networks (VLANS)

Packet Reflect makes sure that outbound (reply) packets always exit through the same interfaces through
which the inbound (request) packets entered. Because majority of the network traffic on a Data Mover,
including all file system 1/O, is initiated by the client, the Data Mover uses Packet Reflect to reply to
client requests. With Packet Reflect, there is no need to determine the route to send the reply packets.
Packet Reflect is enabled by default.

Communication Security

VLAN:Ss are logical networks that function independently of the physical network configuration. For
example, VLANs enable you to put all of a department's computers on the same logical subnet, which
can increase security and reduce network broadcast traffic. Configuring and Managing Networking on
VNX provides additional information about Packet Reflect and VLANSs as well as how to configure
these features.

Please see "Security Configuration Guide for VNX P/N 300-015-128 Rev 01 and P/N 300-013-510 Rev
03 for more details on security features on the VNX Series of arrays.

NFS Security Settings

Although generally regarded as a vulnerable file-sharing protocol, you can make NFS more secure by
using the following configuration settings:

* Defining read-only access for some (or all) hosts
« Limiting root access to specific systems or subnets

» Hiding export and mount information if a client does not have mount permissions for the file system
corresponding to that entry

In addition, if strong authentication is required, you can configure Secure NFS, which uses Kerberos.
Configuring NFS on VNX describes how to configure these settings. All NFS exports are displayed by
default. To hide NFS exports, you must change the value of the forceFullShowmount for mount facility
parameter.

The deployment details provide example configurations necessary to achieve enclave functionality.

Cisco Nexus 5000

The Cisco Nexus 5000 Series (http://www.cisco.com/en/US/products/ps9670/index.html), part of the
Cisco Nexus Family of data center class switches, delivers an innovative architecture that simplifies data
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ISE Integration

Cisco TrustSec

center transformation. These switches deliver high performance, standards-based Ethernet and FCoE
that enables the consolidation of LAN, SAN, and cluster network environments onto a single Unified
Fabric. Backed by a broad group of industry-leading complementary technology vendors, the Cisco
Nexus 5000 Series is designed to meet the challenges of next-generation data centers, including dense
multisocket, multicore, virtual machine-optimized deployments, where infrastructure sprawl and
increasingly demanding workloads are commonplace.

The Cisco Nexus 5000 Series is built around two custom components: a unified crossbar fabric and a
unified port controller application-specific integrated circuit (ASIC). Each Cisco Nexus 5000 Series
Switch contains a single unified crossbar fabric ASIC and multiple unified port controllers to support
fixed ports and expansion modules within the switch.

The unified port controller provides an interface between the unified crossbar fabric ASIC and the
network media adapter and makes forwarding decisions for Ethernet, Fibre Channel, and FCoE frames.
The ASIC supports the overall cut-through design of the switch by transmitting packets to the unified
crossbar fabric before the entire payload has been received. The unified crossbar fabric ASIC is a
single-stage, nonblocking crossbar fabric capable of meshing all ports at wire speed. The unified
crossbar fabric offers superior performance by implementing QoS-aware scheduling for unicast and
multicast traffic. Moreover, the tight integration of the unified crossbar fabric with the unified port
controllers helps ensure low latency lossless fabric for ingress interfaces requesting access to egress
interfaces.

The Identity Services Engine provisioned assumes the following personas:
e Administration Node
e Policy Service Node
e Monitoring Node

The ISE provides RADIUS services to the Nexus 5548UP switches. Each switch is configured as
Network as follows:

radius-server key 7 "KlkmNOgy"
radius distribute
radius-server host 10.29.133.31 key 7 "KlkmNOgy" authentication accounting
radius commit
aaa group server radius aaa-private-sg

server 10.29.133.31

use-vrf management

source-interface mgmtO0
ip radius source-interface mgmt0
aaa authentication login default group aaa-private-sg
aaa authentication dotlx default group aaa-private-sg
aaa accounting dotlx default group aaa-private-sg
aaa authorization cts default group aaa-private-sg
aaa accounting default group aaa-private-sg
no aaa user default-role

Cisco TrustSec enables an access-control framework based on contextual information - who, what,
where, when and how. This role-based approach is independent of topology and based on privileges
accorded to Secure Group Tags (SGT) on the source and destination devices rather than on network IP
addresses. The Cisco Nexus 5500 platform supports TrustSec but cannot act as an SXP "listener". This
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means it cannot aggregate and advertise via SXP the IP to SGT mappings learned from the Nexus 1000v.
In light of this, the Nexus 1000v will implement an SXP connection to each ASA virtual context directly
to advertise the CTS tag to IP information.

The use of private VLANSs allows for the complete isolation of control and management traffic within
an Enclave. The Cisco Nexus 5548 UP supports private VLANs and used the following structure during
validation. In this sample, VLAN 3171 is the primary VLAN and 3172 is an isolated VLAN carried
across the infrastructure.

vlan 3171
name core-services-primary
private-vlan primary
private-vlan association 3172
vlan 3172
name core-services-isolated
private-vlan isolated

A Port profile is a mechanism for simplified configuration of interfaces. A port profile can be assigned
to multiple interfaces giving them all the same configuration. Changes to the port profile can be
propagated automatically to the configuration of any interface assigned to it. Port profiles that are
configured as uplinks, can be assigned by the server administrator to physical ports (vmnic or a pnic in
VMware). Port profiles that are not configured as uplinks can be assigned to a VM virtual port.

interface port-channell

description VPC-Peerlink

switchport mode trunk

switchport trunk native vlan 131

switchport trunk allowed vlan
1,10-41,98-99,131,133,201-219,666,2001-2019,3001-3019,3170-3173,3175-3179,32
50-3251,3253-3255

spanning-tree port type network

speed 10000

vpc peer-link

interface port-channells

description to FI-A

switchport mode trunk

switchport trunk native vlan 131

switchport trunk allowed vlan
1-2,10-41,98-99,131,133,201-219,666,2001-2019,3001-3019,3170-3173,3175-3179,
3250-3251,3253-3255

spanning-tree port type edge trunk

speed 10000

vpc 18

interface port-channell9
description to FI-B
switchport mode trunk
switchport trunk native vlan 131
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switchport trunk allowed vlan
1-2,10-41,98-99,131,133,201-219,666,2001-2019,3001-3019,3170-3173,3175-3179,
3250-3251,3253-3255

spanning-tree port type edge trunk

speed 10000

vpc 19

interface port-channel20
description <<** Po20 tp sea-asal Pol **>>
switchport mode trunk
switchport trunk allowed vlan 200,666,2001-2135,3001-3135
spanning-tree port type normal
speed 10000
vpc 20

interface port-channel2l
description <<** Po21 tp sea-asa2 Pol **>>
switchport mode trunk
switchport trunk allowed vlan 200,666,2001-2135,3001-3135
spanning-tree port type normal
speed 10000
vpc 21

interface port-channel3l
description to VNX5400-DM2
untagged cos 5
switchport access vlan 10
switchport trunk native vlan 10
speed 10000
vpc 31

interface port-channel32
description to VNX5400-DM3
untagged cos 5
switchport access vlan 10
switchport trunk native wvlan 10
speed 10000
vpc 32

Monitoring and SPAN

The ability to monitor network traffic within the Nexus platform is key to ensure the efficient operation
of the solution. The design calls for the use of Switched Port Analyzer (SPAN) as well as NetFlow
services to provide visibility.

Switched Port Analyzer (SPAN) sources refer to the interface from which traffic can be monitored.
SPAN sources send a copy of the traffic to a destination port. The network analyzer, which is attached
with destination port, analyzes the traffic that passes through source port.

interface Ethernetl/17

switchport mode trunk

switchport trunk native vlan 131

switchport trunk allowed vlan
1-2,10-41,98-99,131,133,201-219,666,2001-2019,30
01-3019,3170-3173,3175-3179,3250-3251,3253-3255

channel-group 18 mode active

r Cisco Secure Enclave Datacenter Solution for EMC VSPEX




NetFlow

Cisco Nexus 1000V

Design Considerations ||

interface Ethernetl/18

switchport mode trunk

switchport trunk native vlan 131

switchport trunk allowed vlan
1-2,10-41,98-99,131,133,201-219,666,2001-2019,30
01-3019,3170-3173,3175-3179,3250-3251,3253-3255

channel-group 19 mode active

monitor session 1
description <<** SPAN of Po20 to NGAs **>>
source interface port-channel20 rx
destination interface Ethernetl/27

NetFlow technology efficiently provides accounting for various applications such as network traffic
accounting, usage-based network billing, network planning, as well as Denial Services monitoring
capabilities, network monitoring, outbound marketing, and data mining capabilities for both Service
Provider and Enterprise organizations. The NetFlow architecture consists of flow records, flow exports
and flow monitors. NetFlow consumes hardware resources such as TCAM and CPU in the switching
environment. It is also not a recommended practice to use NetFlow sampling as this provides an
incomplete view of network traffic.

To avoid NetFlow resource utilization in the Nexus switch and potential "blind spots" the NetFlow
service is offloaded to dedicated devices, namely the Cisco NetFlow Generation Appliances (NGA). The
NGAs consume SPAN traffic from the Nexus 5548UP. Please see the Cisco NetFlow Generation
Appliance section for details on its implementation in the design.

The Cisco Nexus 1000V switch is a software switch on a server that delivers Cisco VN-Link services to
virtual machines hosted on that server. It takes advantage of the VMware vSphere framework to offer
tight integration between server and network environments and help ensure consistent, policy-based
network capabilities to all servers in the data center. It allows policy to move with a virtual machine
during live migration, ensuring persistent network, security, and storage compliance, resulting in
improved business continuance, performance management, and security compliance. Last but not least,
it aligns management of the operational environment for virtual machines and physical server
connectivity in the data center, reducing the total cost of ownership (TCO) by providing operational
consistency and visibility throughout the network. It offers flexible collaboration between the server,
network, security, and storage teams while supporting various organizational boundaries and individual
team autonomy.

Architecture Overview

In addition to the security features offered by the Cisco Nexus 1000V, the Cisco virtual distributed
switch supports VMware's vShield Edge technology. To achieve Enhanced Secure Multi-Tenancy, it is
important to carve off one or more isolated Layer 2 adjacent segments on the Cisco Nexus 1000V for
each tenant. These VLAN segments are further secured at the perimeter via vShield Edge which allows
certain centralized services such as DNS or AD to be readily consumed by tenant virtual machines within
the data center.
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For more information, see: http://www.cisco.com/en/US/products/ps9902/index.html. The Cisco Nexus
1010 Virtual Services Appliance hosts the Cisco Nexus 1000V Virtual Supervisor Module (VSM) and
supports the Cisco Nexus 1000V Network Analysis Module (NAM) Virtual Service Blade to provide a
comprehensive solution for virtual access switching. The Cisco Nexus 1010 provides dedicated
hardware for the VSM, making the virtual access switch deployment much easier for the network
administrator.

For more information on Nexus 1000V, see:
http://www.cisco.com/en/US/partner/products/ps10785/index.html.

For more information on Cisco VN-Link technologies see:
http://www.cisco.com/en/US/netsol/ns894/index.html.

The following section describes the implementation of the Cisco Nexus 1000v VSM and VEMs in the
enclave architecture.

Note  You will need a Cisco Nexus 1000v Advanced Edition license for the TrustSec feature (show switch
edition). After installing the necessary license as follows, please enable the "cts" function:

1. Download advanced edition license to bootflash: directory on the VSMs
a. Copy ftp://<user>@<server>/<lic_file>.lic bootflash:
b. Enter vrf (): <hit return key>
c¢. Password: <password>
2. Enter configuration mode (config t)
a. Svs switch edition advanced
3. Confirm update to editionshow switch edition
4. Enable cts feature
a. configt
b. Feature cts

5. Confirm 'cts' feature is enabled by running 'show feature'.

SVS Domain

interface mgmtO
ip address 10.29.133.37/24

interface control0
ip address 10.29.131.42/24

SVS domain config:

Domain id: 100
Control vlan: NA
Packet vlan: NA

1L2/L3 Control mode: L3

L3 control interface: control0
Status: Config push to VC successful.
Control type multicast: No

svs connection vcenter:
ip address: 10.29.133.31
remote port: 80
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protocol: vmware-vim https

certificate: default

datacenter name: SEA DC

admin:

max-ports: 8192

DVS uuid: de 03 2c 50 bf 8c £8 bb-b6 72 e7 £3 06 be f1 b5
config status: Enabled

operational status: Connected

sync status: Complete

version: VMware vCenter Server 5.1.0 build-799731
vc-uuid: 6080265F-6ACA-4B05-8608-468A3F1342E9

A Cisco Nexus 1000v DVS (sea-prod-vsm) is created with a unique SVS domain to support the new
production enclave environment. This new virtual distributed switch will associate with the baseline
VSPEX VMware vCenter Server. The control0 interface on a unique VLAN is used to provide ESXi host
isolation from the remaining management network. All VEM to VSM communication will occur over
this dedicated VLAN. The svs mode L3 interface control0 command assigns
communication between the VSM and VEM across the control interface.

ISE Integration

The ISE provides RADIUS services to each of the Nexus 1000v VSM which are configured as network
devices in the ISE tool.

radius-server key 7 "KlkmNOgy"
radius-server host 10.29.133.39 key 7 "KlkmNOgy" authentication accounting
aaa group server radius ise-radius-grp

server 10.29.133.37

use-vrf management

source-interface mgmtO

ip radius source-interface mgmt0

The following AAA commands were used:

aaa authentication login default group ise-radius-grp
aaa authorization cts default group ise-radius-grp
aaa accounting default group ise-radius-grp

no aaa user default-role

Virtual Extensible LAN

Virtual Extensible LAN (VXLAN) allows organizations to scale beyond the 4000 VLAN limit present
in traditional switching environments by encapsulating frames MAC frames in IP. This approach allows
a single overlay VLAN to support multiple VXLAN segments, simultaneously addressing VLAN scale
issues and network segmentation requirements.

In the enclave architecture, the use of VXLAN is enabled via the segmentation feature and the

Unicast-only mode was validated. Unicast-only mode distributes a list of [P addresses associated with a
particular VXLAN to all Cisco Nexus 1000v VEM. Each VEM requires at least one IP/MAC address
pair to terminate VXLAN packets. This IP/MAC address pair is known as the VXLAN Tunnel End Point
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(VTEP) IP/MAC addresses. The distribution MAC feature enables the VSM to distribute a list of MAC
to VTEP associations. he combination of these two features eliminates unicast flooding as all MAC
addresses are known to all VEMs under the same VSM.

» Feature segmentation
* Segment mode Unicast-only
e Segment distribution MAC

The IP/MAC address that the VTEP uses is configured when you enter the capability vxlan command.
You can have a maximum of four VTEPs in a single VEM. The production Cisco Nexus 1000v uses
VLAN 3253 to support VXLAN traffic. The Ethernet uplink port-profile supporting traffic originating
from the enclaves will support the VXLAN VLAN. Notice the MTU of the uplink is large enough to
accommodate the additional VXLAN encapsulation header of 50 bytes.

port-profile type ethernet enclave-data-uplink
vmware port-group
switchport mode trunk
switchport trunk allowed vlan 10,2001-2003,3001-3003,3254-3255
switchport trunk native vlan 10
mtu 9000
channel-group auto mode on mac-pinning
no shutdown
system vlan 10,2001-2003,3001-3003,3254-3255
state enabled

The VXLAN vethernet port profile uses that capability VXLAN to enable the VXLAN functionality on
the VMKNIC on the Cisco Nexus 1000v VEM.

port-profile type vethernet VXLAN-VTEP
vmware port-group
switchport mode access
switchport access vlan 3253
capability vxlan
no shutdown
state enabled

To create VXLAN segments IDs or domains it is necessary to construct bridge domains in the Nexus
1000v configuration. The bridge domains are referenced by Virtual Machine port profiles requiring
VXLAN services. As the naming standard dictates there are two VXLAN segments for each of the
enclaves. The segment ID is assigned by the administrator. The current version of the Nexus 1000v
supports up to 2048 VXLAN bridge domains.

bridge-domain bd-enclave-1
segment id 30011

bridge-domain bd-enclave-2
segment id 30021

bridge-domain bd-enclave-1-2
segment id 30012
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bridge-domain bd-enclave-2-2
segment id 30022

The Cisco Nexus 1000v VXLAN enabled port profile referencing the previously defined bridged
domains. The following is an example of the port group availability in VMware vCenter:

port-profile type vethernet encl-vxlanl
vmware port-group
inherit port-profile enc-base
switchport access bridge-domain bd-enclave-1
state enabled
port-profile type vethernet enc2-vxlanl
vmware port-group
inherit port-profile enc-base
switchport access bridge-domain bd-enclave-2
state enabled
port-profile type vethernet encl-vxlan2
vmware port-group
inherit port-profile enc-base
switchport access bridge-domain bd-enclave-1-2
state enabled
port-profile type vethernet enc2-vxlan2
vmware port-group
inherit port-profile enc-base
switchport access bridge-domain bd-enclave-2-2
state enabled

Visibility
The following Cisco Nexus 1000v features were enabled to provide virtual access visibility, awareness
and to support cyber threat defense technologies.

SPAN
The Cisco Nexus 1000v supports the mirroring of traffic within the virtual distributed switch as well as
externally to third party network analysis devices or probes. Each of these capabilities has been
implemented with the Secure Enclave architecture to advance understanding of traffic patterns and
performance of the environment.

NetFlow

The Nexus 1000v supports NetFlow. The data may be exported to the Lancope StealthWatch system for
analysis. As shown below the NetFlow feature is enabled. The destination of the flow records is defined
as "sjc-export-1" which is the Lancope Cyber Thread Defense (CTD) solution. The flow record
"SJC-sea-enclaves" defines the interesting parameters to be captured with each flow and indicates the
"sjc-export-1" as the collector.

feature netflow

flow exporter nf-export-1
description <<** SEA Lancope Flow Collector **>>
destination 172.26.164.240 use-vrf management
transport udp 2055

Cisco Secure Enclave Datacenter Solution for EMC VSPEX
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source mgmtO

version 9
option exporter-stats timeout 300
option interface-table timeout 300

flow monitor sea-enclaves

record netflow-original

exporter nf-export-1

timeout inactive 15

timeout active 60

The NetFlow monitor definition is applied to the port profile. In this example, the port-profile associated
with a data base will be the subject of NetFlow exports.

port-profile type vethernet encll-db
vmware port-group
inherit port-profile enc-base
switchport mode access
switchport access vlan 3001
cts sgt 4
ip flow monitor SJC-sea-enclaves input
vservice node encll-vsg profile encll db
org root/Enclavel
no shutdown
description <<** SJC: Enclave 1 Data DB**>>
state enabled

The validated version of the Cisco Nexus 1000v supports up to 32 NetFlow monitors and 256 instances.
An instance being the application of the monitor to a port-profile. If resource availability is a concern,
it is suggested that the monitoring focus on data sources such as data base profiles and critical enclaves
within the architecture.

For more information on the Cyber Threat Defense system implemented for the Secure Enclave
architecture please visit the Cisco Cyber Threat Defense for the Data Center Solution: Cisco Validated
Design at
www.cisco.com/c/dam/en/us/solutions/collateral/enterprise/design-zone-security/ctd-first-look-design-
guide.pdf

TrustSec

The Cisco Nexus 1000v supports the Cisco TrustSec architecture by implementing the SGT Exchange
Protocol (SXP). The SXP protocol is used to propagate the IP addresses of virtual machines and their
corresponding SGTs up to the upstream Cisco TrustSec-capable switches or Cisco ASA firewalls. The
SXP protocol is a secure communication between the speaker (Nexus 1000v) and listener devices.

The following configuration describes the enabling of the CTS feature on the Nexus 1000v. The feature
is enabled with device tracking. CTS device tracking allows the switch to capture the IP address and
associated SGT assigned at the port profile of the virtual machine.

feature cts
cts device tracking
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The SXP configuration can be optimized by configuring a default password and source IP address
associated with any SXP connection. The SXP connection definition in this example points to the Nexus
7000 switches that are configured as listeners. In a VSPEX configuration when the Nexus 7000 switches
are involved, it is recommended to use these as SXP listeners. The Cisco Nexus 7000 switches will act
as a CTS IP-to-SGT aggregation point and can be configured to transmit (speak) the CTS mapping
information to other CTS infrastructure devices such as the Cisco ASA.The Cisco Nexus 5000 and the
Cisco Nexus 1000V currently act only as "speakers" and send the SGT and IP address mapping via SXP.
A network element capable of "listening" such as the Cisco Nexus 7000 can then sends the SGT-to IP
address map to the ASA 5585-X, again through SXP:

cts sxp enable

cts sxp default password 7 KlkmNOgy

cts sxp default source-ip 10.29.133.37

cts sxp connection peer 10.29.133.48 password default mode listener vrf
management

cts sxp connection peer 10.29.133.49 password default mode listener vrf
management

Switches such as the Cisco Nexus 5000 do not support the SXP listener role. In this scenario, the Cisco
Nexus 1000v will "speak" directly to each ASA virtual context providing SGT to IP mapping
information for use in the access control service policies.

Figure 30 Cisco Nexus 1000v TrustSec SXP Example
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Private VLANs

The private VLAN configuration on the Nexus 1000v supports the isolation of enclave management
traffic. This configuration requires enabling the feature and definition of two VLANS. In this example,
VLAN 3172 is the primary VLAN supporting the isolated VLAN 3172.

feature private-vlan
vlan 3171
name core-services-primary
private-vlan primary
private-vlan association 3172
vlan 3172
name core-services-isolated
private-vlan isolated

The private VLAN construct is then applied to a vethernet port profile. The sample below indicates the
use of the private VLAN for core services traffic. Traffic such as Active Directory, DNS, Windows
Update Services. It is important to remember that virtual machines connected to an isolated private
VLAN cannot communicate with other VMs on the same segment.

port-profile type vethernet pvlan core services
vmware port-group
switchport mode private-vlan host
switchport private-vlan host-association 3171 3172
service-policy type gos input Platinum
no shutdown
state enabled

The Cisco Nexus 1000v management VSM defines a promiscuous port profile allowing isolated traffic
on the production VSM to communicate with virtual machines using the core_services profile.

port-profile type vethernet core_services
vmware port-group
switchport mode private-vlan promiscuous
switchport access vlan 3171
switchport private-vlan mapping 3171 3172
ip flow monitor sea-enclaves input
no shutdown
state enabled

Port Profiles

The Cisco Nexus 1000v production VSM uses three unique Ethernet type port profiles for uplink
transport. This is accomplished by defining six VNICs on the ESXi UCS service profile. The VNICs are
deployed in parallel offering connectivity to either Cisco UCS Fabric A or B. The Cisco Nexus 1000v
VEM provides host based port aggregation of these VNICs creating port channels. The segmentation and
availability of the enclave is enhanced by using dedicated vNICs with the HA features of Cisco Nexus
1000v port channeling. The system-uplink port profile supports all of the VLANSs required for control
and management services. The MTU is set to 9000 requiring jumbo enforcement at the edge and enabling
across the infrastructure.

Cisco Secure Enclave Datacenter Solution for EMC VSPEX
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port-profile type ethernet system-uplink
vmware port-group
switchport mode trunk
switchport trunk native vlan 10
switchport trunk allowed vlan 131,133,3254-3255
system mtu 9000
channel-group auto mode on mac-pinning
no shutdown
system vlan 131
state enabled

Design Considerations

The enclave port profile uplinks support traffic directly associated with the enclaves. This includes NFS,
iSCSI and enclave data flows. It is important to understand that these VLANSs to capture the limits of the

environment.

port-profile type ethernet enclave-data-uplink
vmware port-group
switchport mode trunk
switchport trunk native wvlan 10
system mtu 9000

switchport trunk allowed vlan 10,2001-2003,3001-3003,3254-3255

channel-group auto mode on mac-pinning
no shutdown

system vlan 10,2001-2003,3001-3003
state enabled

The core-uplinks port profile supports the private VLANs, primary and isolated, that offer complete

isolation of management traffic to all enclaves in the architecture. The port-channel created in the design

is dedicated to only these two VLANS.

The show port-channel summary command for a single VEM module, ESXi host, captures the three port

channel uplinks created.

N1KV(config)# show port-channel summary | in Eth4

2 Po2 (8U) Eth NONE Eth4/1 (P) Eth4/2 (P)
Po3 (8U) Eth NONE Eth4/3 (P) Eth4/4 (P)
Po4 (SU) Eth NONE Eth4/5 (P) Eth4/6 (P)

Virtual Service Integration (Virtual Security Gateway)

Integration of virtual services into the Cisco Nexus 1000v environment requires that the switch register
with the Cisco Prime Network Services Controller (PNSC). The registration process requires the
presence of a policy-agent file, the PNSC IP address and a shared secret for secure communication

between the VSM and controller. The following sample details the policy-agent configuration in the

enclave environment.

vnm-policy-agent
registration-ip 10.29.131.45
shared-secret ****x*kxx*
policy-agent-image bootflash:/vnmc-vsmpa.2.0.0.38.bin
log-level crit
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vTracker

The Cisco Nexus 1000v allows for the global definition of vservice specific attributes that can be
inherited by the instantiated services. The global VSG qualities are defined below. The bypass asa-traffic
command indicates that traffic will bypass an ASA Cisco Nexus 1000v. The ASA Cisco Nexus 1000v is
not part of this design, this command is unnecessary.

vservice global type vsg
tcp state-checks invalid-ack
tcp state-checks seqg-past-window
no tcp state-checks window-variation
! This refers to the ASA Nexus 1000v platform which is not in this design
bypass asa-traffic

The instantiation of a vservice in the Nexus 1000v requires the network administrator to define the
service node, and bind the security profile to the port-profile. In this example, the VSG service node is
named encl-vsg. The vPath communication will occur at Layer 2 between the VEM and vPath interface
of the VSG. The IP address of the VSG is resolved via ARP and data (vPath) traverses VLAN 3254. In
this example, if the VSG should fail the traffic will be not be permitted to flow.

vservice node encll-vsg type vsg
ip address 111.111.111.111
adjacency 12 vlan 3254
fail-mode close

vPath is an encapsulation technique that will add 74 bytes when used in L2 mode or 94 bytes if using L3
mode. To avoid fragmentation in a Layer 2 implementation, ensure the outgoing uplinks support the
required MTU. Ifitis a Layer 3 enabled vPath packets will be dropped and ICMP error messages sent
to the traffic source.

The port profile encl-web uses the previously described service node. The vservice command binds a
specific Cisco VSG (encl-vsg) and security profile (encl_web) to the port profile. This enables vPath
to redirect the traffic to the Cisco VSG. The org command defines the tenant with the PNSC where the
firewall is enabled.

port-profile type vethernet encll-web
vservice node encll-vsg profile encll web
org root/Enclavel
no shutdown
description <<** Enclave 1 Data WEB **>>
state enabled

The vTracker feature on the Cisco Nexus 1000V switch provides information about the virtual network
environment. vTracker provides various views that are based on the data sourced from the vCenter, the
Cisco Discovery Protocol (CDP), and other related systems connected with the virtual switch. vTracker
enhances troubleshooting, monitoring, and system maintenance. Using vTracker show commands, you
can access consolidated network information across the following views:

¢ Module-View—VTracker showing information about a server module
* upstream-View—VTracker information showing from upstream switch

e Vlan-View—VTracker showing information vlan usage by Virtual machines
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¢  Vm-View—VTracker showing information about a virtual machine

*  VMotion-View—VTracker showing information about VM migration

For example, the show vtracker module-view provides visibility into the ESXi pNICS defined as vNICS

on the UCS system:

N1KV# show vtracker module-view pnic

Mod Ethlf Adapter Mac-Address Driver DriverVer

Description

3 Eth3/1 vmnicO 0050.5652.0a04 enic  2.1.2.22
Cisco Systems Inc Cisco VIC Ethernet NIC

3 Eth3/2 vmnicl 0050.5652.0b04 enic  2.1.2.22
Cisco Systems Inc Cisco VIC Ethernet NIC

3 Eth3/3 vmnic2 0050.5652.5a04 enic  2.1.2.22
Cisco Systems Inc Cisco VIC Ethernet NIC

3 Eth3/4 vmnic3 0050.5652.5b04 enic  2.1.2.22
Cisco Systems Inc Cisco VIC Ethernet NIC

3 Eth3/5 vmnic4 0050.5652.3a04 enic  2.1.2.22
Cisco Systems Inc Cisco VIC Ethernet NIC

3 Eth3/6 vmnic5 0050.5652.3b04 enic  2.1.2.22
Cisco Systems Inc Cisco VIC Ethernet NIC

4 Eth4/1 vmnicO 0050.5652.0a05 enic  2.1.2.22
Cisco Systems Inc Cisco VIC Ethernet NIC

2.1(32)

2.1(3a)

2.1(32)

2.1(3a)

2.1(3a)

2.1(3a)

Data Center wide infrastructure and security related services external to the converged infrastructure
include Active Directory (AD), Dynamic Host Configuration Protocol (DHCP), Domain Name Services
(DNS), VMware vCenter Server, Cisco UCS Director Server, Cisco UCS Director Bare-Metal Server,
Cisco Nexus 1000V Virtual Supervisor Modules (VSM), Cisco Prime Network Services Controller
(PNSC), Cisco Identity Services Engine (ISE) and Lancope StealthWatch.

Deployment details of enterprise services specific to this solution such as VSG with PNSC, ISE with
TrustSec and ASA, NGA 3240 devices with NetFlow and Lancope StealthWatch and UCS Director is

discussed below.
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Prerequisites (same as for base platform):

*  Working Active Directory, DNS and DHCP infrastructure components.
* An ftp server reachable by UCS Director server for patching.

» Routable networking for resources accessed by end users such as VMs.
*  VMware vCenter 5.1 update 1

e SMTP email server for status emails.

Cisco Virtual Security Gateway

The Cisco Virtual Security Gateway is a virtual appliance that works with the Cisco Nexus 1000v to
consistently enforce security policies in virtualized environments. The Cisco VSG operates at Layer 2
creating zones based segmentation. he Enclave architecture uses the VSG to secure "east-west" traffic
patterns.

Figure 31 describes the flow and how segregation of duties and ownership is maintained for provisioning
the Virtual Security Gateway. The security, network and server administrators each have a role in the
process. his section of the document will focus on the security administrator role as the network Nexus
1000v configuration is covered in Virtual Service Integration (Virtual Security Gateway) section and the
assignment of a port group to a virtual machines is a well-known operation.

Figure 31 Cisco VSG Deployment Process
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It is not recommended to use VMware High Availability (HA) or fault-tolerance with the Cisco VSG. It
is recommended to use an HA pair of VSGs and VMware DRS groups as described in the DRS for
Virtual Service Nodes section of this document. In situations where neither the primary nor the standby
Cisco VSG is available to vPath, configure the failure mode as Fail Open or Fail Close as dictated by
the security requirements of the Enclave.
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Figure 32 Virtual Gateway (VSG) and Prime Network Services Controller (PNSC)
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Cisco TrustSec provides an access control solution that builds upon an existing identity-aware
infrastructure to ensure data confidentiality between network devices and to integrate security access
services on one platform Cisco TrustSec SGTs allow you to map user roles to server roles in the data
center to ensure that proper access is granted where it is needed and denied where it is not needed.
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The availability and propagation of this information enables security solutions across networks at the
access, distribution, and core layers of the network. Cisco TrustSec provides an additional capability by
providing an alternate method for deploying secure separation. Using the TrustSec SGTs and the
advance policy capability, you can also leverage TrustSec at the data center virtualization layer to enable
separation for your secure containers. Further details and comprehensive information about and
deploying TrustSec Solutions can be found at http://www.cisco.com/go/trustsec

Cisco Adaptive Security Appliance

Transparent Firewall Mode

A security context can be operated in transparent mode, which acts like a Layer 2 firewall that appears
to be a "bump in the wire" or a "stealth firewall", and is not seen as a router hop to connected devices.
The ASA connects to the same network between its interfaces. Because the firewall is not a routed hop
in this mode, it can be introduced into an existing network. The Management (VLAN 133) and Data
interfaces are not connected to the same switch because the Data interface receives the MAC address
table updates with a minimum of a 30-second delay for security reasons. At least one bridge group is
required per context, but each context can support up to eight bridge groups. Each bridge group can
include up to four interfaces. The Intrusion Prevention System (IPS) is not installed or tested in this
setup. Please refer to basic configuration of transparent mode in the following document:

http://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Security/SDC/DG/SDC_DesignGuide/SDC
DG _2013-11-25_v10.html#pgfld-405501

The Cisco ASA 5585-X is a high-performance, 2-slot chassis, with the firewall Security Services
Processor (SSP) occupying the bottom slot, and the IPS Security Services Processor (IPS SSP) in the top
slot of the chassis. The ASA includes many advanced features, such as multiple security contexts,
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clustering, transparent (Layer 2) firewall or routed (Layer 3) firewall operation, advanced inspection
engines, and many more features. The VSPEX Data Center readily supports the ASA platform to provide
security services and the enclave design.

It should be noted that the Secure Enclave validation effort has resulted in a number of Cisco Validated
Designs that detail the security implementation of the Cisco ASA platforms. The Design Zone for Secure
Data Center Portfolio page:
http://www.cisco.com/c/en/us/solutions/enterprise/design-zone-secure-data-center-portfolio/index.html
references these documents:

» Cisco Secure Data Center for Enterprise Solution Design Guide at
http://www.cisco.com/c/dam/en/us/solutions/collateral/enterprise/design-zone-security/sdc-dg.pdf

This guide includes design and implementation guidance specifically focused on single site
clustering with Cisco TrustSec.

¢ Cisco Secure Data Center for Enterprise (Implementation Guide) at
http://www.cisco.com/c/dam/en/us/solutions/collateral/enterprise/design-zone-security/sdc-ig.pdf

This document is focused on providing implementation guidance for the Cisco Single Site
Clustering with IPS and TrustSec solution.

» Cisco Cyber Threat Defense for the Data Center Solution: First Look Guide at
http://www.cisco.com/en/US/solutions/collateral/ns340/ns414/ns742/ns744/docs/ctd-first-look-des
ign-guide.pdf

This guide provides design details and guidance for detecting threats already operating in an internal
network or data center.

Please see Appendix—A for a complete configuration on the ASA 5585-X.

Cisco Identity Services Engine

ISE Integration

Two Identity Services Engines can be provisioned in a primary secondary configuration for high
availability. Each ISE assumes the following personas:

e Administration Node
» Policy Service Node
e Monitoring Node
The ISE provides RADIUS services.

Cisco Identity Service Engine

Cisco Identity Services Engine (ISE) is an access control system. It provides authentication,
authorization, and accounting (AAA) services for a variety of external actors. In the CTS architecture,
it has the role of authentication and authorization server. The ISE provides several key roles to the
implementation of TrustSec in the data center:

* End-user authentication
» TrustSec device enrollment and authorization (switches, firewalls, management platforms)
« Establishment and central management of SGTs

« Establishment and management of roles-based policies
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» Propagates environment data (secure groups, secure group names, SGACLSs)
* Manages change of authorizations (CoAs)

The ISE performs other functions, but these are of most interest and relevance to the Secure Data Center
for the Enterprise solution.

Secure Group Tags

The Cisco ISE enables end-to-end policies enforced on the basis of role-based access-control (RBACL).
Device and user credentials acquired during authentication are used to classify packets by security
groups. Every packet entering the Cisco TrustSec domain is tagged with a secure group tag (SGT). The
SGT identifies the packet as belonging to either a user or an asset in the data so that policy enforcement
can be applied to the packet at the appropriate enforcement point or be processed by advance processing
in the ASA 5585-X. Tagging helps trusted intermediaries identify the source identity of the packet and
enforce security policies along the data path. An SGT is assigned to a device through IEEE 802.1X
authentication, web authentication, or MAC authentication bypass (MAB), which happens with a
RADIUS vendor-specific attribute. An SGT can be assigned statically to a particular IP address or to a
switch interface. An SGT is passed along dynamically to a switch or access point after successful
authentication.

Table 3 lists examples of secure group names and their respective SGTs.

Table 3 Secure Group Names and their SGTs

Secure Group Names and Secure Group Tags

Secure Group Name Secure Group Tag
HR 10
Engineering 20
John Doe 30
Web server 40
Email server 50

SGT Exchange Protocol

SGT Exchange Protocol (SXP) is a protocol developed for Cisco TrustSec to propagate the IP-to-SGT
mapping database across network devices that do not have SGT-capable hardware support to hardware
that supports SGTs and security group access lists. Typically, SXP is conceived as the protocol between
the switches that is used to map SGTs to IP addresses. SXP, a control plane protocol, passes IP-SGT
mappings from authentication points (such as legacy access layer switches) to upstream switches and
authenticated devices in the network. The SXP connections are point-to-point and use TCP as the
underlying transport protocol. SXP uses the well-known TCP port number 64999 when initiating a
connection.

Cisco Secure Enclave Datacenter Solution for EMC VSPEX
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Cisco ISE in the Enclave

S

Note

The enclave uses this for auth_c and auth_z functionality across the system as well as role-based
identities for enhanced security. Figure 33 summarizes the two node ISE pair deployed for validation.
These are virtual machines deployed via OVF on the VMware vSphere enabled management domain.
Notice these two engines support all ISE roles, for larger deployments these personas can be distributed
among multiple virtual machines.

Figure 33 Identity Services Engine Nodes

ol seris2 | admn | Logow | Fesdback | O ]
atfranfee
cisco Identity Services Engine

¢ Home Operations|v  Policy| ¥  Administration | v Setup Assistant + %

%"; System 4;‘1 Identity Management

Deployment Licensing

i Network Resources 1 Web Portal Management

[ [&] Feed Service

Certificates Logging Maintenance Backup & Restore Admin Access Settings

Deployment Deployment Nodes
&~ 'C:ﬂ‘v Selected 0 | Totalz & 435 .
, s e - Dore B Sl E—
[J Hostname 4 Node Type Personas Role(s) Services Node Status
O sea-ise1 ISE Administration, Monitoring, Policy Service SEC(A), SEC(M) All ]
O sea-ise2 ISE Administration, Monitoring, Policy Service PRI(A), PRI(M) All

The remaining sections of this document capture the configurations to address administrative and policy
functionality implemented in the enclave. The primary areas of focus include:

* Network Resources

e Identity Management
» Policy Elements

» Authentication Policy

» Authorization Policy

The ISE is a powerful tool and the configuration and capabilities captured in this document are simply
scratching the surface. It is recommended that readers use the reference documents to fully explore the
ISE platform.

Administering Network Resources

A network device such as a switch or a router is an authentication, authorization, and accounting (AAA)
client through which AAA service requests are sent to Cisco ISE. The Cisco ISE only supports network
devices defined to it. A network device that is not defined in Cisco ISE cannot receive AAA services
from Cisco ISE. There are two primary steps to register the device create Network Device Group details
and define the device.

Network Device Groups

Network Device Groups (NDGs) that contain network devices. NDGs logically group network devices
based on various criteria such as geographic location, device type, and the relative place in the network.
Figure 34 illustrates the two forms necessary to complete during NDG creation and a sample from the
lab environment. These conditions can be used later to refine device authentication rules.

r Cisco Secure Enclave Datacenter Solution for EMC VSPEX



Design Considerations ||

Figure 34 Network Device Group Types and Locations
QA = &
¥ | Groups
Network Device Groups List > New Network Device Type v & AllDevice Types
Network Device Groups v & Compute
* Name | ] &% standalone
Description I ‘ -_— sﬁ??ﬁ Unified Computing System
* Type | ] v gﬁ:lrewalls
— w4 Campus
lnocel) % Data Center
&% Nexus 1100
Network Device Groups > All Locations List > New Network Device Group v *f;‘ Switches
Network Device Groups &, campus
* Name | | v 4% Data Center
Description | | —_— 3:‘ Nexus 1000v
#-w Nexus 5000
* Type =
S -4 Nexus 7000
Submit |.Cancel. v (& AlLocations
v 4% North America
v :Cg North Carolina
> g R

Network Devices

Figure 35 summarizes the Network Device definitions and required elements. Figure 36 is the expanded
view of the default radius authentication settings for the device. These fields should correspond to the
radius definitions provided in each of the network elements definition. The name should be identical to
the hostname of the device.

Figure 35 Network Device Definition

searise? | admin | Logout | Feedback T
> Home  Operations| v  Policy| v Administration | v

ofs System 1 Identity Management [ Network Resources  [st) Web Portal Management |5 Feed Service
_ Network Device Groups External RADIUS Servers RADIUS Server Sequences SGA AAA Servers NAC Managers MDM

Network Devi
Network Devices

List > Hew Network Device

Network Devices

‘ = Rl —
- Network Devices >
[ Default Device
i =P Address: /[32 ] S
T m——

Software Verson [ | ]

* Network Device Group

Location [all Locations ©] [ setToDefauk |

Device TYPe [All Device Types ©] [ set ToDefauk |

U v authentication Settings
] ¥ SNMP Settings

] » Advanced TrustSec Settings

Cancel |
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Figure 36 Authentication Settings—Radius (Default)

[ Authentication Settings

Enable Authentication Settings
Protocal  RADIUS
* Shared Secret [ show |

Enable KeyWrap i
* Key Encryption Key
* Message Authenticator Code Key
Key Input Format = ASCII HEXADECIMAL

Figure 37 is the form for enabling Cisco TrustSec for a particular device. This section defines the
Security Group Access attributes for the newly added network device. he PAC file is generated from this
page to secure communications between the ISE and the network device.

Figure 37 Advanced TrustSec Settings
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Administering Identity Management

External Identity Sources

The Cisco ISE can store or reference internal or external user information for authentication and
authorization. The following example will document the use of Microsoft Active Directory as the singles
source of truth for valid users in the organization. Using a single source of truth minimizes risk as data
and its concurrency is maintained in a single repository promoting accuracy and operation efficiency.

Connection

The connection to the Active Directory external identity store is established by providing Domain and a
locally significant name to the data source. Figure 38 shows the connection between the ISE active
standby pair and the CORP domain. After joining the domain the Cisco ISE can access user, group and
device data.

Figure 38 Cisco ISE Active Directory Connection Example

Active Directory > sea-ad1
Advanced Settings Groups Attributes

* Domain Name| corp.sea9.com

* Identity Store Name| sea-adl
One or more nodes may be selected for Join or Leave operations. If a node is joined then a leave operation is required before a rejoin. Select one node for Test Connection.

Join Leave Test Connection ©= Refresh

[] ISE Node  ISE Node Role Status
[[] sea-ise1.corp.sea9.com SECONDARY |4 Connected to: sea-ad1.corp.sea9.com

[] sea-ise2.corp.sea9.com PRIMARY |4 Connected to: sea-ad1.corp.sea9.com

Groups

The Active Directory connection allows the Cisco ISE to use the repositories group construct. These
groups can be referenced for authentication rules. For example, Figure 39 shows four groups defined in
AD being used by the ISE.

Figure 39 Cisco ISE Active Directory Group Reference Example

Active Directory > sea-ad1

Connection Advanced Settings Attributes
Edit 3¢ Delete Group
Name -

corp.sea9.com/Users/NetworkAdmins
corp.sea9.com/Users/NetworkOperators

corp.sea9.com/Users/SecurityAdmins

ooogod

corp.sea9.com/Users/UCS Admins

Figure 40 is a snippet of the form to add these groups to the Cisco ISE. Notice the groups previously
selected.

Cisco Secure Enclave Datacenter Solution for EMC VSPEX
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Figure 40

Select Directory Groups

Cisco ISE Select Directory Groups Form Example

This dialog is used to select groups from the Directory. Click Retrieve Groups.. to read directory.
Use * for wildcard search (i.e. admin*). Search filter applies to group name and not the fully qualified path.

Domain: | corp.sea.com |

Filter: | * | Retrieve Groups...

Name

Number of Groups Retrieved: 45 (Limit is 100)

~  Group Type

I 000 O0O0O00000Oco

corp.sea9.com/Users/Domain Computers
corp.sea9.com/Users/Domain Controllers
corp.sea9.com/Users/Domain Guests
corp.sea9.com/Users/Domain Users
corp.sea9.com/Users/Enclave1
corp.sea8.com/Users/Enterprise Admins
corp.sea9.com/Users/Enterprise Read-only Domain Controllers
corp.sea9.com/Users/Group Policy Creator Owners
corp.sea9.com/Users/NetworkAdmins
corp.sea9.com/Users/NetworkOperators
corp.sea9.com/Users/RAS and IAS Servers
corp.sea9.com/Users/Read-only Domain Controllers
corp.sea9.com/Users/Schema Admins
corp.sea9.com/Users/SecurityAdmins

corp.sea9.com/Users/UCS Admins

Identity Source Sequences

AD Sequence

Identity source sequences define the order in which Cisco ISE looks for user credentials in the different

GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
UNIVERSAL
UNIVERSAL
GLOBAL
GLOBAL
GLOBAL
LOCAL
GLOBAL
UNIVERSAL
GLOBAL
GLOBAL

databases available to it. Cisco ISE supports the following identity sources:

Internal Users

Guest Users

Active Directory
LDAP

RSA

RADIUS Token Servers

Certificate Authentication Profiles

Cisco Secure Enclave Datacenter Solution for EMC VSPEX

The ISE uses a first match policy across the identity sources for authentication and authorization
purposes.

The Active Directory service sequence is added referencing the previously joined domain. This sequence
will be used during authentication policy creation. Figure 41 illustrates the addition of an
"AD_Sequence" using the previously joined AD domain as an identity source.
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Figure 41 Cisco ISE Identity Source Sequence Example

Identity Source Sequences List > AD_Sequence
Identity Source Sequence

Identity Source Sequence

* Name | AD_Sequence

Description

Certificate Based Authentication

[T] Select Certificate Authentication Profile

Authentication Search List

A set of identity sources that will be accessed in sequence until first authentication succeeds

Available Selected

Internal Endpoints sea-ad1
Internal Users
Guest Users

>
<«

Advanced Search List Settings

Select the action to be performed if a selected identity store cannot be accessed for authentication

() Do not access other stores in the sequence and set the "AuthenticationStatus” attribute to "ProcessError”

() Treat as if the user was not found and proceed to the next store in the sequence

Save Reset

Policy Elements—Results

This following policy elements were defined in the Secure Enclave architecture:
» Authorization Profiles
» Security Group Access
» Authorization Profiles

Policy elements are the components that construct the policies associated with authentication,
authorization, and secure group access. Authorization profiles define policy components related to
permissions. Authorization profiles are used when creating authorization policies. The authorization
profile returns permission attributes when the RADIUS request is accepted.

Figure 42 captures some of the default and custom authorization profiles used during validation.
Figure 43 details the UCS_Admins profile that upon authentication the UCS admin role is assigned
through the cisco-av-pair radius attribute value. Note that the cisco-av-pair value varies based on the
Cisco device type, please refer to device specific documentation for the proper syntax.

Cisco Secure Enclave Datacenter Solution for EMC VSPEX [ ]
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Figure 42 Policy Element Results—Authorization Profiles Example

Standard Authorization Profiles

J Edit  <Add  [yDuplicate ¥ Delete

[] Name Description
[} ASA_Admin ASA Firewall Auth_z Profile
[J Blackhole_Wireless_Access Default profile used to blacklist wireless devices. Ensure that you configure a BLACKHOLE ACL on the Wireless LAN Controller.
[J Cisco_IP_Phones Default profile used for Cisco Phones.
O DenyAccess Default Profile with access type as Access-Reject
[0 Nexus_1000v_Admins Set for 1000v users
(] Nexus_1100_Admin Privilege level 15
O Nexus_Admin Privilege level 15
[J Nexus_Limited Privilege level network-operator
[} Non_Cisco_IP_Phones Default Profile used for Non Cisco Phones.
[0 PermitAccess Default Profile with access type as Access-Accept
O ucs_Admins UCS Admins
Figure 43 Cisco ISE Authorization Profile Example

Authorization Profiles > UCS_Admins

Authorization Profile

* Name | UCS_Admins |

Description | UCS Admins 4
* Access Type | ACCESS_ACCEPT [+]
Service Template [

» Common Tasks

¥ Advanced Attributes Settings

Cisco:cisco-av-pair | = | shell:roles=admin,aaa

v Attributes Details

Access Type = ACCESS_ACCEPT
cisco-av-pair = shell:roles=admin,aaa

Save Reset

Secure Group Access—Security Groups

Selected 0 | Total 11 & i35

e r—

Packets within the Secure Enclave architecture are tagged to support role-based security policy. The
Cisco ISE contains the tag definitions that can be auto-generated or manually assigned. Figure 44 is a
sample of the tags used in the Enclave validation effort. Notice that each enclave role (app, db or web)
has a unique tag. Figure 45 captures the import process form which allows for bulk create of SGT

information on the ISE platform.
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Figure 44 Cisco ISE Security Groups Example

Security Groups

J Edit  ==Add  @almport (@Export v M Delete +  ()Push

Name ~ SGT (Dec / Hex) Description
[ encl_app 3 /0003 This is generated by the template
[J encl_db 4 / 0004 This is generated by the template
] encl_web 2 / 0002 This is generated by the template
(] enc2_app 6 / 0006 This is generated by the template
[] enc2_db 7 / 0007 This is generated by the template
] enc2_web 5/ 0005 This is generated by the template
O enc3_app 9 / 0009 This is generated by the template
[ enc3_db 10 / O0O0A This is generated by the template
[ enc3_web 8 / 0008 This is generated by the template
Figure 45 Security Groups Form—Import Process

Security Group List > Import Security Groups
Import Security Groups

Please note that the Value column in the Template is currently not in use and all SG values will be automatically assigned by ISE

Select file to import:

* File: | Browse... | No file selected. Generate a Template

Use a comma-delimited text file

|| Stop import on first error.

Authentication Policy

The Cisco ISE authentication policy defines the acceptable communication protocol and identity source
for network device authentication. This policy is built using conditions or device attributes previously
defined such as device type or location as well as the acceptable network protocol. Figure 46 shows the
authentication policy associated with the Cisco UCS system. Essentially the rule states that if the device
type is UCS and the communication is using the password authentication protocol (Pap ASCII) use the
identity source defined in the AD Sequence.

Cisco Secure Enclave Datacenter Solution for EMC VSPEX
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Figure 46 Cisco ISE Authentication Policy Example

Allow UCS . If DEVICE:Device Type EQUALS Device Type#All Device Allow Protocols : Pap_Ascii
Types#Compute#Unified Computing System

Default use AD Sequence
Figure 47 illustrates the definition of multiple ISE authentication policies each built to meet the specific

needs of the network device and the overall organization.

Figure 47 Cisco ISE Authentication Policies

- —
i seaied | admin | Logow | Feedbock [0
aliali

| . ”
. ticesEnpine /> Home Operations| ¥  Policy| v inistration | Setup Assistant ~ €

4, Authentication ®, Authorization 4, Profiling @, Posture o Client Provisioning |, Security Group Access Policy Elements
1= 5] @ =

Authentication Policy

Define the Authentication Policy by selecting the protocols that ISE should use to communicate with the network devices, and the identity sources that it should use for authentication.

Policy Type O Simple  (® Rule-Based
MAB : If Wired_MAB OR Allow Protocols : Default Network Access and Edit | v
Wireless_MAB
Default use Internal Endpoints
Dot1X : If  Wired_802.1X OR Allow Protocols : Default Network Access and Edit | v
Wireless_802.1X
Default use Internal Users
Allow : If  DEVICE:Device Type EQUALS Device Type#All Device Allow Protocols : Pap_Ascii and Edit | v
Types#Switches#Data Center
Default use AD_Sequence
a Allow_N1100 : If DEVICE:Device Type EQUALS Device Type#All Device Allow Protocols : Pap_Ascil and Edit | v
Types#Nexus 1100
Default use AD_Sequence
Allow ASA : If DEVICE:Device Type EQUALS Device Type#All Device Allow Protocols : Pap_Ascii and Edit | v
Types#Firewalls#Data Center
Default use AD_Sequence
Allow UCS : If  DEVICE:Device Type EQUALS Device Type#All Device Allow Protocols : Pap_Ascii and Edit | v
Types#Compute#Unified Computing System
Default use AD Sequence

Authorization Policy

The ISE authorization policy enables the organization to set specific privileges and access rights based
on any number of conditions. If the conditions are met a permission level or authorization profile is
assigned to the user and applied to the network device being accessed. For example, in Figure 48 the
UCS Admins authorization policy has a number of conditions that must be met including location, access
protocol and Active Directory group membership before the UCS Admins authorization profiles
permissions are assigned to that user session. The Cisco ISE allows organizations to capture the context
of a user session and make decisions more intelligently. Figure 49 shows that multiple authorization
policies are supported.

Figure 48 Cisco ISE Authorization Policy Example

UCS Admins DEVICE:Device Type EQUALS All Device Types#Compute#Unified UCS_Admins
Computing System Network Access:AuthenticationMethod EQUALS
PAP_ASCII sea-ad1:ExternalGroups EQUALS
corp.sea9.com/Users/UCS Admins
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Figure 49 Cisco ISE Authorization Policies

- seaise? | admin | logout | Feedback |0
N =
Y ServicesiEngine ) Home Operations|v Poliy v Administration | v Setup Assistant + )

| [ Authentication | @ Authorization |5 Profiling [ Posture [ Client Provisioning [, Security Group Access %, Policy Elements

Authentication Policy

Define the Authentication Policy by selecting the protocols that ISE should use to communicate with the network devices, and the identity sources that it should use for authentication.

Policy Type O Simple ) Rule-Based
@ MAB If  Wired_MAB OR Allow Protocols : Default Network Access and Edit | v
Wireless_MAB
Default use Internal Endpoints
@ Dot1X : If  Wired_802.1X OR Allow Protocols : Default Network Access and Edit | v
Wireless_802.1X
Default use Internal Users
B Alow : If  DEVICE:Device Type EQUALS Device Type#All Device Allow Protocols : Pap_Ascil and Edit | v
Types#Switches#Data Center
Default use AD_Sequence
B Alow_N1100 If  DEVICE:Device Type EQUALS Device Type#All Device Allow Protocols : Pap_Ascil and Edit | v
Types#Nexus 1100
B Defautt use AD_Sequence
2 Alowasa : If  DEVICE:Device Type EQUALS Device Type#All Device Allow Protocols : Pap_Ascii and Edit | v
Types#Firewalls#Data Center
B  Default use AD_Sequence
B Alowucs If  DEVICE:Device Type EQUALS Device Type#All Device Allow Protocols : Pap_Ascii and Edit | v
Types#Compute#Unified Computing System
2 Dpefault use AD_Sequence

A flow is identified as a unidirectional stream of packets between a given source and destination.
NetFlow is a Cisco application that measures the IP network traffic attributes of a traffic flow as it
traverses the Cisco device. NetFlow was initially created to measure network traffic characteristics such
as bandwidth, application performance, and utilization; and has historically been used for billing and
accounting, network capacity planning, and availability monitoring. NetFlow is a reporting technology.
As traffic traverses a device, the device gathers information about the traffic flow and reports on the
information after the flow has occurred. NetFlow reporting has tremendous security applications as well,
including the ability to provide non-repudiation, anomaly detection, and investigative capabilities.The
Cisco Cyber Threat Defense for the Data Center Solution uses NetFlow Version 9. NetFlow Version 9
completely separates the collection and export process and allows the customization of the NetFlow
collection. Using this approach, the Cisco Cyber Threat Defense for the Data Center Solution captures
NetFlow data across the infrastructure to maximize the security monitoring potential by collecting
packet fields such as TCP flags, Time To Live (TTL) values, and protocol.

Some data center network devices support NetFlow via software, rather than hardware support, such as
the Cisco Nexus 1000V. Give some consideration to a software device's current utilization when
deploying software-supported NetFlow services, because enabling NetFlow can affect device
performance. An alternative to using NetFlow natively on the Cisco Nexus 1000V is to use a Lancope
StealthWatch FlowSensor VE to generate NetFlow records from the virtual access layer.

NetFlow Generation Appliance NGA3240

The Cisco NetFlow Generation Appliance (NGA), a purpose-built, high-performance solution for flow
visibility in multi-gigabit data centers, can restore flow visibility in these environments in a scalable and
affordable manner.The Cisco NGA has four 10G monitoring interfaces and up to four independent flow
caches and flow monitors. This means that the Cisco NGA can receive up to 40 Gigabit of data and
support various combinations of data ports, record templates, and export parameters. This is important
to consider when placing the NGA inside the data center. The NGA can be placed to receive data from
the physical access, aggregation, and core layers. The objective is to ensure complete visibility of all

Cisco Secure Enclave Datacenter Solution for EMC VSPEX [ ]
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traffic within the data center, as well as traffic that is leaving the data center. Traffic within the virtual
environment (VM-to-VM traffic) can be monitored using the Nexus 1000V, while traffic entering and
leaving the data center can be monitored using edge devices such as the ASA and Cisco Nexus 5000.

Cisco NetFlow Generation Appliance
Each NetFlow Generation Appliance is configured to accept SPAN traffic from up to four different ten

Gigabit Ethernet data ports. These promiscuous ports can be easily setup using the NGA Quick Setup
web form as shown in Figure 50. The quick setup pane configures setup to a single collector.

Figure 50 Cisco NetFlow Generation Appliance—Quick Setup Form

sty Cisco Systems, Inc

cisco NetFlow Generation Appliance LogOut Help About Feedback

Setup iy Administration

Setup > NetFlow > Thu 24 Apr 2014, 00:07 EDT

Quick Setup
*Name [Lancope-FC-1

*DataPot 1Y 2 3 4
* Collector Address (IPv4) | 172.26.164.240
* Collector Port (UDP) | 2055

*NetFlow Version (O V5 (3) V@

Match Fields [] CoS Collect Fields [] Application ID
[] Ethertype Byte Count
Input SNMP Interface First Timestamp
IP Protocol IPv4 ICMP Code
IPv4 Destination Address IPv4 ICMP Type
IPv4 Source Address Last Timestamp
IPv4 TOS [] Max TTUHop Limit
Layer 4 Destination Port [J Min TTL/Hop Limit
Layer 4 Source Port [] Network Encapsulation
[[] MAC Destination Address Packet Count
[C] MAC Source Address TCP Header Flags
[J MPLS Label
[J Output SNMP Interface
] VLANID

The following screenshots capture a single NGA configuration used in the enclave validation effort. The
NGA redirects all traffic to the Lancope Flow Collector at 172.26.164.240. Figure 51 describes the
collector defined using the quick form.

Figure 51 NGA Flow Collector Definition Example

alaln Cisco Systems, Inc.

cisco NetFlow Generation Appliance LogOut Help About Feedback

|“'setup iy Administration :

Setup > NetFlow > Advanced Setup Thu 24 Apr 2014, 00:18 EDT

Current Configurations
| Fiters [KSSIEEE Records | Exporters | Moniors
Configured Collectors Totalt Ut
Name Description IP address Transport Port DSCP Value
LancopeFC-  forLancope-FC-
o 1_collector 1_monitor setup 172.26.164.240 ubp 2055 0

Figure 52 details the NetFlow record being sent to the collector.
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Figure 52 NGA NetFlow Record Definition Example

iy, Cisco Systems, inc

cisco NetFlow Generation Appliance LogOut Help About Feedback

Setup v Administration v

Setup > NetFlow > Advanced Setup - - Thu 24 Apr 2014, 00:18 EDT
Current Configurations
[ Fiters | cotectors Exporters | Montors |
Configured Records Totsl 1 4h
Name Description Type Match Fields Collect Fields

Input SNMP Interface Byte Count
1P Protocol First Timestamp
IPv4 Destination Address 1Pv4 ICMP Code

® "31’“["9’:;‘;0 quickvo setup 1Pv4 |Pv4 Source Address 1Pv ICHP Type
1Pv4 TOS Last Timestamp
Layer 4 Destination Port Packet Count
Layer 4 Source Port TCP Header Flags

The export details are set to their defaults.
Figure 53 NGA NetFlow Exporter Definition Example

alialy,  Cisco Systems, Inc.

cisco NetFlow Generation Appliance LogOut Help About Feedback

Setup iy Administration :y

Setup > NetFlow > Advanced Setup Thu 24 Apr 2014, 00:18 EDT
Current Configurations
[ Fiters [ Collectors | Records [NEZXREEg Moniors |
Configured Exporters Total1 W
Name Description NetFlow Versi.. Template Timeout (min) Options Timeout (. Policy Destinations Filters
Name: Lancope-FC-1_collector
([ LaUtupe b e Lcips G 9 10 10 multi-destination  Filters:
1_exporter 1_monitor setup

Figure 54 shows the result of the quick setup implemented in the enclave architecture. The Lancope
monitor is created with all four data ports of mirrored traffic being sent to the Lancope flow collector.

Figure 54 NGA Monitor Definition Example

iy, Cisco Systems, Inc
cisco NetFlow Generation Appliance LogOut Help About Feedback

Setup v Administration v

Setup > NetFlow > Advanced Setup B Thu 24 Apr 2014, 00:18 EDT
Current Configurations
| Fiters | Colectors | Records | Exporters [TIEIE
Configured Monitors Total1
Name Description Export Name Data Port Cache Size (%) Misc Record Name Status
Tunnel Mode: Inner
Cache Type: Standard : =
- ancope-
Lancope-FC- for Lancope-FC- Lancope-FC- Acive Timeout 60
O 1_monitor 1_monitor setup 1_exporter G228 = e echs

Inactive Timeout: 30
Session Timeout: Disabled

Lancope StealthWatch System

The Lancope StealthWatch Management Console (SMC) accepts and parses syslog messages from any
ISE node to collect identity information. The Lancope SMC must be configured as a remote logging
target on the ISE monitoring node with the RADIUS Accounting, Profiler, and Administrative and
Operational Audit Logging categories set to log to the SMC target. Further details about this and a
NetFlow quick setup procedure on the NGA3240, NSEL configuration for ASA device enablement and
Switched Port Analyzer (SPAN) for the Nexus 5000/7000 is detailed in the following document:

http://www.cisco.com/c/dam/en/us/solutions/collateral/enterprise/design-zone-security/ctd-first-look-d
esign-guide.pdf

Cisco Secure Enclave Datacenter Solution for EMC VSPEX
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Automation Using Cisco UCS Director

The following section outlines pre-requisites to install and setup a working instance of Cisco UCS
Director. The intent is to leverage the automation features of Cisco UCS Director for correct and
consistent deployment of enclaves. The construct that is applicable is "Application Container Template"
which will allow for defining a base three-tier application container with web, application and database
instances and a firewall (VSG) for access control. The section below will conclude with a procedure to
create an application container template. The understanding is that the same procedure could be followed
to deploy customized enclaves when necessary support from Cisco UCS Director for all underlying
components is available.

Cisco UCS Director Installation and Configuration

Down load Cisco UCS Director 4.1 version OVF template from:
http://software.cisco.com/cisco/pub/software/portal/select.html?&i=!m&mdfid=284775897

Proceed with download of all relevant patches as well. This includes cucsd_patch 4 1 HOTFIX and
everything following it until cucsd patch 4 1 0_3.zip. You will need baremetal agent software

VMWare virtual instances.
1. Through the vSphere client, connect to an ESX host within your common infrastructure.

2. Select File, Deploy OVF Template, and choose Browse to navigate to the location of the
downloaded CUCSD OVF file.

|’j ¥C51.corp.spod.com - ¥Sphere Client

File Edit Wiew Inventory Administration Plug-ins Help
E a |@ Home b g Inwentory b [ Hosts and Clusters
A eH RN G

%
.
w
S
o
F
5
5
2
F
=
3
=]
2

Sl @ VICSI'CDrD‘SDDd'CDm =il SEA_Infrastructure
B [y sEADC
IELEm SEA_Infrastructure il o=l Surnmary ' Yircual Machines ' Hosts | DRS

|J-j Deploy O¥F Template

Source
Select the source location,

Source
OVF Template Details
Mame and Location
Resource Pool
Disk Format
Ready ko Complete Deploy from a file ar URL

Cluster

mn

Browse...

U Enter a URL ko download and install the OVF package from the Internet, or
specify a location accessible from your computer, such as alocal hard drive, a Dat:

netwark share, or 3 COJDVYD drive. vCenter Server

vSphere Client

Explore Further

=| Learn more about cluster:

=| Learn more about HAanjlj
»

Recent contains: = I Clear x
([ ame | wCenter Server | Requested Start
M|
Help = Back | Mext = I Cancel |
[l A |
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Initial Setup

o ;oA oW

N

|J-_T,J ¥C51.corp.spod.com - ¥Sphere Client

File Edit ¥iew Inventory Administration Plug-ins Help
a E |E} Home [ gf] Inventory b [ Hosts and Clusters |w5earch Irvenkory |Q|
E I R
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Select the OVF file and click Open, then click Next.
Click Next on the OVF Template Details page.
Read the terms of the End User License Agreement, and click Accept, then click Next.

Leave CUCSD-4.1.0.0 as the VM name and choose the SEA Infrastructure cluster under SEA DC.
Datacenter as the Inventory Location, and click Next.

Select SEA_Infrastructure cluster and click Next.
Choose the storage location for Datastore and click Next.
Click Next for the Disk Format page.

Choose the ProdNet for destination network and click Next.

=] @ Y51 .corp.spod.com =il SEA_Infrastructure
= SEA_DC .
= [l [SEA_Infrastructure Eetting Started
[“Deploy OVF Template H[=] |

Recent containg: - Clear ¥

ame: | vCenter Server | Requested Start

Network Mapping
What networks should the deployed template use?

Source

OWF Template Details Cluater |
End Liser License Agreement q
Mame and Location Source Metworks | Destination Metworks | S
Resource Pool Hetwork 1 Prodhiet |
Disk. Format
Network Mapping
1P Address allocation
Properties

Ready to Complete Dati.
vCenter Server

Map the nebwarks used in this OWF template to networks in wour inventary

=

m

vSphere Client

Description:

The "Netwark 1" netwark ;I

Explore Further

‘Warning: Because the OYF template uses network properties, the deployed OWF template might not
work correctly unless all assigned networks have an IP pool associated, To configure IP pools go bo the
1P Pools tab of the datacenter,

Z| Learn more about cluster:

=l Learn more about HAand _
»

I

Help | < Back | Mext = | Cancel I

‘ / -+

[ Taks @ Aams | cmiistraor -
11. Leave DHCP selected for now on the IP allocation page and click Next.
12. Click Finish. The import will begin and the progress of the import will be displayed on the screen.
13. Click Close once this operation completes

In this section we will configure the UCS Director Virtual Machine on VMware.
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~

Note

Upgrade the reserved resources for the newly created VM.

1. Right-click the CUSD VM and click Edit Settings.

|J-_T,J ¥C51.corp.spod.com - ¥Sphere Client
File Edit Wiew Inventory Administration Plug-ins Help
a |E} Home [ gf] Inventory b [ Hosts and Clusters |w search Irventory |Q|
| = ulo et & 0Bler @ e
B [ ¥CSL.corp.spad.com -
= SEA_DC
=l [l SEA_Infrastructure
ucsd41-sea - ¥irtual Machine Properties hesources I
T — I Options  Resources IPmﬂles | T — | Yirtual Machine Yersion: 7
- Consumed Host CPL:
Settings | Summary | s i Consumed Host Memory:
U 0 MHz | Active Guest Memary:
Memory oME Shares: INormal j I s000=] nefr
i Disk. Marmal Reservation: lﬁu o [ Provisioned Skorage:
Advanced CPU HT Sharing: sny ~ " Mat-shared Storage:
Advanced Memory MUMA Nodes: 2 Used Storage:
Storage -+ | Status | or
- | T [ datastorel (1) & Mormal Me
init: —_———— = 2 =
: [ 1
W Unlimited sl [ Tyee
i Mgmkhet Standard port group
g Prodiet Standard port group
I & Limit based on parent resource pool or current host | |
4
i
| ™M Storage Profiles
™ Storage Profiles:
Profiles Compliance:
I
Il -
I '
Recent s conbaing: - Clear ¥
| ame: | vCenter Server | Requested Start
|
I Help OF Zancel
ol A |
7 Tasks @ Alams | |&dministrator S -
2. Select the Resources tab.
3. Select CPU, and change the Reservation to 4000 MHz, then select Memory, and change Reservation

to 4000MB.
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“_j ¥C51.corp.spod.com - ¥Sphere Client

File Edit WYiew Inwentory Administration Plug-ins Help

a |E) Home b gf] Invertory b [ Hosts and Clusters

| w Search Inventory

nir &0 & e @
B [ ¥C5L.corp.spod.com

B [ sEADC
= ff SEA_Infrastructure
= e

%) ucsdd1-sea - ¥irtual Machine Properties

Hardware | Options ~Resources |Prnﬁ\es I vSarwcasI

Settings | Summary |
CPU 4000 MHz |
Mernary 4000 MB
Disk Normal
Advanced CPU HT Sharing: Any

I Advanced Memory MUMA Modes: 2

i

I

Recent

Mame

¥ Re

ucsd41-sea

Resources
Wirtual Machine Yersion: 7 Consumed Hast CPU:
—Resource Allocation Consumed Host Memary:
Active Guest Memory:
Shares: INDrma\ j I 4000ﬁ Refr
< Praovisioned Storage:
Reservation: 'Ji I 4000 3. MHz Mat-shared Storage:
Fiy Used Storage:
Storage - ‘ Status ‘ Dr
H  datastorel (1) & Mormal e
Limit: | | 16425 = MHz =
: JE [ E—
Retwork Type
¥ Unlirited [Tvp
& Momkhet Standard port group
& Prodiet Standard port group
& Limit based on parent resource pool or current host ‘ | |

I¥™ Storage Profiles

WM Storage Profiles:
Profiles Compliance:

I— =]
tus contains: Clear X

‘ vCenker Server ‘ Reguested Stark
@ WCS1.corp.spo..  4/16/2014 10:11

Help |
4

0K Cancel

A

|

NEERE:

EmE |

[sdministrator

A~

4. Click the Options tab, and select VMware Tools, then click Synchronize guest time with host, then

click OK to save the changes.
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¥C51.corp.spod.com
File Edit

View

- vSphere Client

Inventory  Administration Plug-ins  Help

| »

a |E) Home b gf] Invertory b [ Hosts and Clusters

wp @

B [ sEADC

M 100

B [ ¥C5L.corp.spod.com

ﬁ SEA_Infrastructure

ERCIEICEE N S

tual Machine Propetties

Hardware Options |Rssuur:es | Prufi\esl vSerwcssl

Recenl

Mame

R

Swapfile Location

I Settings | Surmmary
General Options ucsd4l-sea
vApp Options Enabled
License Agreements Present
Properties Configured
1P Allocation Policy Dhep, IPwd
OWF Settings Enabled
Advanced Configured
VMware Tools Shut Down |
l Power Management Standby
Advanced
General Marmal
I CPUID Mask, Expose Nx flagta ...
Boat Options Mormal Book
i Fibre Channel NPIY Mone
CPUMMU Virtualization Automatic

Use default settings

ucsd41-sea

Resources

—Power Controls

IShut Diown Guest

it} |Suspend

D Pawer an [ Resume wirtual maching

%21 [Restart Guest

—Run YMware Tools Scripts
V| After poweringon
¥ After resuming
V| Before suspending

¥ | Before shutting down Guest

—advanced
[~ Check and upgrade Taols during pawer cycling

¥ Synchronize guest time with host

Consumed Host CPU!
Consumed Host Memory:
Active Guest Memory:

Refr
Praovisioned Storage:
Mot-shared Storage:
Used Storage:
Storage - ‘ Status ‘ Dr

H  datastorel (1) & Mormal e

T [

Nebwark | Type
& Momkhet Standard port group
& Prodiet Standard port group

4 |

¥M™ Storage Profiles

WM Storage Profiles:
Profiles Compliance:

latus contains: + Clear

o

[

x

Help |

4

Ok Cancel

4

‘ wiCenter Server

‘ Reguested Stark
@ WCS1.corp.spo..  4/16/2014 10:11

|

Git

BT

[sdministrator

A~

5. Right-click the CUCSD-4.1.0.0 VM, select Power, Power on

6. Right-click the CUCSD-4.1.0.0 VM, select Open Console to configure Cisco UCS Director. Wait
for the boot script to run to help you configure a static IP.
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[ CUCSD-4,1.0.0 on one.ppt.lab.cisco.com
File View ¥M

Iy 85 14
Jetermining IF information for ethB... done.
|
Waiting twork to come up (attempt 1 of 18). ..
1 = t.localdom
Unable to set network information

'H
host key:

r the root

Generating publ
ated directory .
identification
ey has
jerprint
- H i (799698 : b 3c 9:c r icalhost . localdom
b

lighttpd 1
boot only.
an

o you want to Conf igure static IF  [usnl¥

7. For "do you want to configure static ip?" Enter n for no as we will configure the IP after boot. The
boot process will take a few minutes.

8. After boot completes, you will see a login screen. (A DHCP assigned address might exist if you have
DHCP running on this subnet.) Hit Enter to select login. Log in as ID "shelladmin" and password of
"changeme"
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@ ¥C51.corp.spod.com - ySphere Client =] i
File Edit

Yiew Inventory Administration Plug-ins Help

ﬁ = | |@ Home [ g Inventory 1 [F Hosts and Clusters ‘ﬂflv Search Inventary |L_%|
MIRGERE-RIEIEE X
= [ ¥C51.corp,spod,com

ucsd41-sea

SEA_DC
[=] Em SEA_InFrastructure

Eucsd41-sea on 10.29.133.24

File View YM

= = ed Host CPU:
m|p | @ %] IE)J ‘ [17/7'; 9 #/: ed Host Memory:
Ucsp-4.1.8.3 - 4.1.8.3

f3uest Memory:

Refr
ned Storage:
0 manage this UM browse to https:~/-18.29.131.28:443~
-+ | status | or
& Mormal 14

m

| Type
Standard port group
Standard port group
[
E
login | Use Arrow Keys to navigate
Configure Network and <ENTER> to select your choice. =
Set Timezone (Current:UTC) _’I_I
Recent T i - | Clear %
Name | Target | Status | Details ‘ Initiated by | wCenter Server | Reguested Start
@ Reconfigure virtual machine G ucsd4l-sea @ Completed Administratar |J__r| WCS1.corp.spo..  4/16j2014 10:12
‘./ﬁ Reconfigure virkual maching Gh ucsddl-sea & Completed Administrator Q WCS1 corpspo.,. 4/16/2014 10:11
| | |
|@ Tasks @ slams | |sdministrator S~

9. At the Select prompt, input 14 to Configure Network Interface.
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(v ¥C51.corp.spod.com - vSphere Client ) [m] Y

File Edit Yiew Ipventory Administration Flug-ins Help

@ |_§ Home b gf] Inwentory b [l Hosts and Clusters | 58l Search Tnwentary |‘|
mie &6 @ Plee @b
Eﬂﬁ&il.cnrp.spnd.mm Pl ucsdai-sea
= [y EA_DC
= [l SEA Infrastructure

5 ucsd41-sea on 10.29.133.24
File Wiew ¥M

ces

ed Host CPLU:
m|p = | i @ ‘ B @ @ ed Host Memory:

[3uest Memory:

Start Services
Stop Database
Start Database
Backup Database
Restore Database

Refr
ned Skarage:
red Storage:

Time Sunc - | status [or
Ping Hostname-sIP Address latastaret (1) @ Hormal Ne
Show Uersion =
Import CA Cert (JK3S) File

13) Import CA Cert(PEM) File for UNC [Tvpe

14) Configure Metwork Interface gthiet Standard port group

15) Display Network Details Standard port group

16) Enable Database for Cisco UCS Director Baremetal Agent |
17) Add Cisco UCS Director Baremetal Agent Hostname~sIF

E 18) Tail Inframgr Logs
19) apply Patch cls il
ZB8) Shutdown Appliance
Z1) Reboot Appliance ge Profiles:
ZZ) Manage Root ficcess (Compliance:
23) Login as Root
24) Configure Multi Node Setup (Advanced Deployment)
25) Clean-up Patch Files
26) Quit

SELECT> _ —"_I

Recent T 14 oloqce cursor, press CTRL + ALT ainz. = l— Clear &
Mame | Target | Status | Details | Tnitiated by | vCenter Server | Requested Start
‘\/ﬁ Reconfigure wirtual machine Gh  ucsd4l-sea @ Completed Administrakor Gl WCS1.corp.spo..  4/16/2014 10:12
\‘a Reconfigure wirtual machine Gh  ucsd4l-sea @ Completed Administrator WiCS1,corpuspo.. 416/2014 10:11
i | -
|E Tasks @ Alams | [Toelease cursor, press CTRL+ALT  [Administrator -
10. For "Do you want to configure DHCP/Static IP?" Enter S for static.
11. Enter EthO for the interface you will configure.
12. Enter y for question if you want to configure Static IP for eth0.
13. Enter the IP, Netmask, Gateway and DNS server. Note the UCS Director server has dual interfaces
with one leg on a routable network (vlan 133) and another (eth1) on a private production vlan (131).
14. Review the information and enter y to continue
15. Hit Enter to return to menu and input 1 to change the password
16. Hit Enter to return to main menu.
17. Enter 26 to quit. Notice the web URL to connect to https://<assigned 1P>:443
18. For some browsers you may need to add the web URL to trusted sites to display correctly. Open the

browser, and input the URL to UCSD. For 1.E, click Tools, Internet Options, Security tab, Trusted
Sites, Sites, and the address for your UCSD system and hit Add then Close. Hit F5 to refresh browser

Configuring the Admin Account

1.
2.

Connect to the URL for your CUSCSD system via the IP address you assigned.

Login with user "admin" and password of "admin" and select Login.
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Cisco UCS Director

3. Click OK to temporarily ignore the popup information message for login profile.
4. Click Administration on the menu bar and choose Users and Groups
5.

Click the Login Users tab, highlight admin, and click Change Password to input new password then
click Save, then OK.

3 Csco s Devcior [0S

o & OneView lntemet Login |, Rome = 'al-:buur & puraight €Y Fdeiy &) Smit Bamey @ UCSD

Al Pigen LS Mirssto
tut Cisen UCS Director

% - B - = @ - Page= Saley-

Comarged  wroadw  Froucaly  crgecateraw  Fobon v [Tl Crudsinm v Favortas

Uisers ard Grougs

Uighs PRsEE | Lagin Users | Suwentonine Uians | Lo Pige Baiding || duttenmastion Prasssost | LOUF IMBgraton || 5ok Rn-on || Pariceand Rakoy =
B owbr  Peete e b wen (ke G Griee () Charge el g Barage okl

Lain ik i = |

Logie: Marme First Marre Limt Rare Rcoma Level Lhr Growp Carlat: Eraid ddreas Saren
riraliiar & Svwem Admin Lazdl
[p—

nigm -

6. With 'admin’ still selected, click on 'edit' and Input user email address, click Save, and then OK.
7. Go to Administration, System and select Mail Setup tab.
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" @ ivtare KB: Registering o % | [l UCS: The Perfect Solution % J

Cisco Secure Data Center | % 1 a3l v, cisco.com/c/dam/er X Cisco UCS Director

€& - C [H1029133.32/app/coudmgricdoudmgr.jsp#/fadminfsystern/ Q=
% Apps [ Directions [ Welcome to EMC's . Suggested Sites (] Imported FromIE (] Imported From Firef... [0 Yivhware KB: Aboutt.. T Toolbox [ Campus Parent Port.. »

n‘l:|llsu‘l:|°h Cisco UCS Director admin € | logout | Cisco | about

Dashboard Converged  Virtual ¥ Physical ¥ Organizations ¥ Policies v [LLLIELCUER AN CloudSense™ v Favorites

System

Mail Setup || Orchestration Source Modify || System Parameters || Infrastructure System Parameters || Advanced Controls || System Tasks [ System Task Policy || Service Nodes [[ fr ]~

Qutgoing Email Server (SMTP) ‘ 173.36.12.72 |*

Outgoing SMTP Port [2s B

Outgoing SMTP User [ |

Outgoing SMTP Password [ |

Outgoing Email Sender Email Address [shshastr@cisco.com B

UCSD Server IP Address [10.29.133.32 |+

[ send Test Email

Save

8. Input SMTP server ip address or hostname if you have working DNS
9. Input correct SMTP port ( 25 is default)

10. Input Outgoing Email sender address.

11. Input the Server IP Address of the UCSD server

12. Click the Send Test Email box

13. Enter Test Email Address

14. Click the Save button and validate that you get a "Successfully update mail settings. Test email
Succeeded." Message then click OK

Installing Licenses

1. Install the license by choosing Administration, License, then the License Keys tab for Update
License.
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Corvarged  Mrtual w

thaacal e Orgarizstora v Poces v [ EIIIEGR Cludaran™ v

Faserizn I

License

Livensr Keys | i Umigation || Lackbos LtRasan Meitiny | Riourss U Cuth

B reben U remee [ELURSSSLRETR 1 Arelr s Livrren

Licerse KerE Usduts Licenra

i 3

| Lerne Eniry

Lemras WakuwThebn

2. Click Browse and choose the license file that you received from Cisco. Select the file and hit Open

then select Upload.

3. After upload complete message, click OK, and then Submit.

4. Select the License Keys tab, click Refresh and validate you have a minimum of the base license.

isco Secure Data Center ' X

y—
e ciseo,cam/e/damye % | () Viiware KB: Registering o1 % B UCE: The Perfect Solution X

isco UCS Director x

o

S5 Apps [ Directions [ Welcormne to EMC's ..

imm
cisco

Cisco UCS Director

Dashboard Converged  Virtual ¥ Physical ¥  Organizations ¥

C | [3 10.29.133.32/app/cloudmar/cloudmagr jsp#/adminfdicense/
E Suggested Sites [ Imported From IE ] Imported From Firef... m Whiware KB: &bout t...

Policies v EELIMETCHEIR SN CloudSense™ v

@5

T Toolbox [ Campus Parent Port.. »

admin € | logout Cisco about

Favorites

License

License Keys || License Utilization || License Utilization History || Resource Usage Data |

B

& Refresh [ Favorite &) Update License

ﬂ Apply Upgrade License

License Keys

HeoEe ]

License Entry

License Value/Status

¥ E3PAK: <Internal> (£20130511

Expiration Date

License 1D
CUIC-PHY-STOR
CUIC-PHY-NETW
CUIC-PHY-SERV
CUIC-BASE-K9
CUIC-PHY-OTH

CcooooCoD

August 11, 2015
PAK: <Internal> (#20130910211543865 - 2}

20
20
100
1

5

Total 7 items.
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Create a Converged Pod

A Pod is a collection of physical and virtual resources that can be manages together. We will create a
site and a pod that will contain our VSPEX resources.

1. Add a site name by clicking Administration, Physical Accounts, then the Site Management tab.

2. Click Add and input site name and contact name then click submit. Hit OK to successfully added
message.

3. Click Converged from the main menu and click Add

aluils gigen UGS Director

Cerawrg Fed Wrtus v Francal w Craazatcra - Fehowm w Adrerasraton v Crudlarm™ v Farvordan
Comeenged

B oo [nannss  [=| dbrat o 3 osen

L1 -

4. Enter a Pod Name, Site and select type VSPEX. Click Add.

Adding EMC VNX Storage

1. Select Administration and then Physical Accounts.
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Convergrd Wit v Phpseel v Orgasissiers e Pabas v m Gt e Faein
Prgeic ol A rounts | =
[ akn onagnnare || Pacs | Physical Accousts | PuitcDamss bnvged L e Congole Garvery | Wetnorh Banines dgents | [npoovtred Devioer [=]
ke RONBNIM || Pads | [Baiat b e —— el St 5 | BOUeorh BavibkE AQOMF | CHEODTed DRVIRSE i
B Bk U Rasrine o i R E——
i Thynaw Racms = |
| Phprical Acsaandy ol i f - "lj.l E
Account s [ accnumTypa Conacton — Coetuz [— [ servarsriee | casenption
Uy Inrsviics Samage
dpan duramatan
Tuagort [rformaton
0K v,

2. Click on Add.

r -_— e = — — —

4ty Cisco Secure Data Certer | X K‘,é., i, ciseo.corm/e/darmfe % \(ﬂ ‘htware KB: Registering o % [l ICS: The Perfect Solution Cisco UCS Director

e > (Db 10.29.133.32/app/cloudmgr/doudmar jsp#/fadminfinfras Qe =
pps | Directions [ Welcome to EMC's ... E Suggested Sites [ Imported From IE ] Imported From Firef... m Whiware KB: &bout t... T Toolbax E Carpus Parent Port., »
sthuil Cisco UCS Director sdmin © | logout | Cisco | sbow
Add Account
Dashboard  Converged  Vwtual ¥  Physec
Sta Mahagement  Podi  Physical Accounts | Category » b“' Services Agenti | Deicovered Devices 1*
@ Refresh [ Favorite o Add
N Account Type n # |
Physical Accounts & 8NN
| Account Sub Type n * | .

Account Name Account Type P Sarver / Fier Description
SEA-UCSM ucsM | AccountName | [+ 10.29.133.34 [SEA-VSF UCSM for SEA PoD
SEA-VNXS400 EMC VHX(VIK Undfled) (| 10.29.150.201 [SEA-VE SEA VSPEX Pol

Server Address | [
User ID [ [
Passwerd [ B
Transport Type

Port |*
Description [ |
Contact Email | |
Location [ |
Service Provider | |

Total 2 Rems

3. Make sure to select the Pod Name for the Pod you created in the previous step
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11.

12.

Adding Cisco Nexu

Design Considerations

Select Storage for Category Type

Select EMC VNX for the Account Type.

Enter Account name, VNX data mover IP address.

Enter login and password for VNX IP.

Select HTTPS for the Transport Type.

Optionally add a Description, Contact Email, Location and Service Provider.
Click Add, then OK.

Once the account has been added, select the newly added account from the list and choose Test
Connection

A window will appear that displays Connection Successful. Click Close.

s Switches

In this section we will add our Cisco switches to our Pod. Repeat these steps for both of your Cisco
Nexus 5000 Switches.

1.

Select Administration and then Physical Accounts. Click the Manage Network Elements tab.

O
-

wearw cisco.com/cédamyer % [ Viviware KB: Registering o x { [Jll UCS: The Perfect Solution % /' i

isco UCS Director

i Cisco Secure Data Center | % 0 &l

C | [)10.29.133.32/app/cloudmgricloudmgr.jsp# fadminfinfra/

[ Directions [ Welcome to EMC's .. Suggested Sites (] Imported From IE (] Imported From Firef... [ Wiviware KB: Aboutt.. ‘T Toolbox [ Campus Parent Port...

Add Network Element

Device Category [ CiscoNexus 05 | =]
|
[23
|
|

Enable Password |

Pod

Device IP

Protocal

Port

Login

Password

2.
3.
4.

Click on Add Network Element.
Select Pod you created.
Select Device Category Cisco Nexus OS.
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Enter 22 for the Port.

e ® 2

Enter admin for the Login.

Enter switch management IP for the Device IP.

Select SSH for the Protocol.

Enter switch admin password for Password.

10. Enter password again for Enable Password field.

11. Click Submit. (Note: It can take a few minutes to complete this operation )

12. When the account has been added, repeat for the other switch.

13. Select the newly added switches and choose Test Connection. Click Close.

Add VMware Virtual Account

The VCenter server needs to be added to our converged Pod in order for Cisco UCS Director to manage

our VMware infrastructure.

1. Click Administration, Virtual Accounts and then the Virtual Accounts tab.

Select Add.

2
3. On the Add Cloud popup, Select cloud type VMware.
4

A second add screen will appear with VMware selected for cloud type.

Location

Pod

Service Provider

| Add Cloud [
e
Cloud Type - %
Cloud Name | |*
Server Address | |#
Server User ID | |%k
Server Password | |#
Server Access Fort |¢i3 |#
VMware Datacenter | |
Server Access URL |-'sd|-< |#
Description | |
Contact Email LS —|

| |
| |

T B
/4l Cisco UCS Director x W) - —
| C' [} 10.29122.32/app/cloudmgr/cdoudmagr jspfadmin/cloud/ 92 =
| BT apms [ Directions | Welcame ta EMC's ... Suggested Sites (] Imported FromIE [ Imported From Firef.. [ Whtware KB: fboutt.. T Toolbox »
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11.

Create Local Users

Design Considerations

Input cloud name. (Example: SEA-Cloud)

input vCenter server IP address.

Input vcenter login and password for connectivity.

Leave the server access URL set to /sdk.

For Pod, input the pod you created ( Example SEA-VSPEX).
Click Add.

It can take a few minutes for Cisco UCS Director to complete the query of the Veenter objects and
the connection status to change to success. Highlight the account, and click Test Connectivity, click
Close.

and Groups

With Cisco UCS Director, you can use local accounts and/or Windows Active directory accounts. Here
we will go through steps necessary to create a group and users within the group. You can use these for
production or test purposes prior to rollout.

Adding PNSC

1.

Select Administration, Multi-Domain Managers and then "Add".

i Apps [ Directions ) Welcome to EMC's ..

Cisco UCS Director

C | [M10.29.133.32/app/cloudmgridoudmgr.jsp# fadminfinfraf

Suggested Sites (] Imported FromIE [ Imported From Firef... [ Wiviware KB: Aboutt.. T Toelbex [ Campus Parent Port..

Multi-Domain Manager Account

Account Name |

Description | |

UCS Central [~
UCS Central
DFA

PNSC

Account Type

Server Address

User ID

Password [

Transport Type. [igs_[ <]+

[

Port

Contact Email | |

Location [ |

L

After providing an account name, pick a type of PNSC from the drop-down.

Provide login and password for the PNSC management service.
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4. Protocol of https with default port of 443 and hit submit.

Adding ASA 5585 Firewall Device

1. From Administration, Managed Network Elements tab, select Add.
2. In the pop-up, pick the pod you wish to add the ASA to with Device Category of ASA.

ik Cisco Secure Data Center | X { ahls wvw.cisco.com/c/dam/er % | [ Vidware KB: Registering o x  [Jll UCS: The Perfect Solution % | ik Cisco UCS Director
| [ C' | [0 10.29.133.32/app/cloudmgr/doudmar jsp#/adminfinfras

| 5 Apps [ Directions (1] Welcome to EMC's . Suggested Sites ("] Imported From [E [ Imported From Firef... [ YMhware KB: Aboutt.. ‘T Toolbox [# Campus Parent Port... »

Add Network Element
Pod SEA-VSPEX ||+
Device Category
Device 1P [ B
pratocol telnet [~
Port [23 |
Login [ |
Password [ |
Enable Password | |

— ————d

3. Provide IP and login credentials and hit submit for the ASA to be added to Cisco UCS Director.

Adding Application Container Template

This construct allows for grouping of components including VM's in a three tiered application with
load-balancers, VSG and other supported components for easy and quick deployment. The following are
a few prerequisites before deploying this feature:

1. Upload gateway ova/ovf:
a. First create a user with Service End-User type by selecting.
b. Administration, Users and Groups and then Login Users.

c. Select Add.
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ks Cisco Secure Data Center i X K‘:‘,“,‘.‘.‘; v cisco.comfeidarmser % ¢ ) Wiviware KB: Registering o %

: The Perfect Solution %/ % Cizco UCS Director

U
=% Apps

wiliat]ie
sco

Daihboard

[ Directions

Cisco UCS Director

@y

T Toolbex [ Campus Parent Port..

[ 10.29.133.32/app/cloudmgr fcl oudmgr jsp#fadminfuserf

[ Welcome ta EMC's .. (=] Suggested Sites (] Imparted FromIE [ Imported Fram Firef... [ Wiware KB: &bout ..

admin @ | logout | Cico | about

S0
Vet Groups
& Refresh

Logen Users

Total 12 ems

Canveraedl add user
User Type Service End-User |~ |+
login Useq 1 .

| Login Name [ B

Use alphanumeric characters (a-z, A-Z, 0-5)

ame
*

Password ‘ i | Local
Recommended to contain both upper and lowercase characters (a-z, A-Z) and at |east one numeral (0-9) e
Confirm Password ‘ |* Lotal
Loca
User Centact Email ‘ |* Local
‘ | Loca

First N;
irst Name Local
Last Name [ | -
Local
ehane \ | Locs
Local
Address Looa

Add

=

d.

Logout and log back in with the newly created user credentials for required access to upload
files. Select Services, then click the Upload tab.
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- S —— -
/il Cisco Secure Data Center | % (bl v, cisco.corn/c/darm/e % | (BT Wiviuare KKB: Registering o > (Gl UCS: The Perfect Solution % /' il Cisco UCS Director x
€& = C [11029.13332/app/cloudmgricdoudmar jsp#/svc_req/ Qe =
S50 Apps [ Directions [ Welcorme to EMC's .. Suggested Sites (] Imported From [E (] Imparted From Firef... § Yiviware KB: Aboutt.. T Toolbox [ Campus Parent Port.. »
sl Cisco UCS Director userl | logout | Cisco
Cisco
— P~
m B =
(EL 2 N
Catalog Services Approvals || Organization || virtual Resources || Physical Resources || Accounting || Cloudsense™
Services
Service Requests || Upload Files || Payment Information | F
& Refresh & Upload File
Upload Files NI =] |
File Name File Description File Path Upload Time Folder Type ‘ User ID
sea-vsg-ova Jopt/infra/uploads/external/put 04/08/2014 18:38:57 GMT-0701 Fublic pnsc
sea-pnsc-ova Joptfinfra/uploads/external/put 04/08/2014 18:41:31 GMT-070! Public psc

Total 2 items

e. Select Upload File and leave the Folder type as Public for easy access. Provide a file name and
browse to the location where the files (VSG and PNSC) reside and make the selection. Hit

submit.

f. Perform this twice for each of the two files to be uploaded.
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r eSS — . —— =
/iy Cisco Secure Data Center | X Y;‘,‘;ﬂs wpaw cisco.cornfeidarnier % [ Wiviware 1KB: Registering o) x ‘(. UCS: The Perfect Salution % [/ &% Cisco UCS Director x

€& - C [)1029.133.32/app/coudmgricdoudmgr.jsp#/svc_req/ @y
Apps [ Directions [ Welcome to EMC's .. = Suggested Sites [ Imported From [E (] Imported From Firef.. [ Yhware KB: Aboutt.. T Toolbox [&] Campus Parent Port.. »

sthual Cisco UCS Director

w | 3 & & 3 i @

SR EPECEETERY [——m———
© Rofrosh & Upload File
pload Files % %
| upload File B
Fie Mame rig User IC
ot e [pubie [1]
08 N pse
File Name [ B

Select a file for upload:

[ | [ Browse... |[ upload

For OVF uploads zip/jar/OVA formats are supported

File Description | |

2. Create PNSC firewall policy:

Use a firewall policy to enforce network traffic on a Cisco VSG. VSG is a firewall used inside an
enclave for inter-VM access control. The policy engine uses the policy as a filter for network traffic
received by the VSG.

a. Select Physical, Network and then the PNSC account in the left and right panes to bring up the
"view Details option as shown:
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Cisco UCS Director

€ - C | [11029133.32/app/cloudmar/cdoudmarjsp#/inframetworks

il Cisco UCS Director

@ vy

25 Apps [ Directions [ Welcome to EMC's ... E Suggested Sites (] Imported Fram IE [T Imported Fram Firef... m Whweare KB: About t.., T Toolbox »

admin € | logout Cisco about

Dashboard Converged Virtual v Physical Organizations v Policies ¥ Administration ¥ CloudSense™ w Favorites
Metwark for PNSC Accounts
‘% | PNSC Accounts | F
v 88 sea-ca & refresh [l Favorite [ view Details
» B sea-vseEx — —
PNSC Accounts ENEEE |
v : Unassigned Pods |_/ \_I |_I
Account Nam |Accaunt Type | Server IP | Reachable \ersion ‘ Port Description
5 Default Pod
SEA-PNSC PNSC 10.29.131.45 U YES 3.0(2¢) Connection OK 443
v ﬂ Multi-domain Managers
» B8 PNSC Accounts
Total 1 items
— —

b. Selecting the "View Details" option brings up the following screen.

ks Cisco 1UCS Director

€ 2 C [ 10.2913332/a3pp/doudmgr/doudmar.jsp#/infra/networky @z =
2= Apps [ Directions [ Welcome to EMC's .., E Suggested Sites (] Imported From IE [*] Imported From Firef... ﬂ Whrare KB: About t., T Toolbox
‘ICIIIS‘:'.IOI. Cisco UCS Director admin € | logout | Cisco | about
Dashboard Converged Virtual w Physical v Organizations Folicies w Administration CloudSense™ w Favorites
Metwark for PNSC Accounts > PHSC Account (SEA-PNSC)
Summary ” Tenants H wDCs ” vApps ” Tiers ” PNSC Firewall Policies ” WM Manager ” Clients ” HA 1D Usage Report H More Reports
& Refrech
Clients [¥|| overview )
- Reachable Yes
Last Status Message Connection OK
2.4
g Last Polled Time 04/25/2014 18:30:02 GMT-
%— z Server Address 10.29.131.45
o 16 Port 443
=N
012 Description
o
FR:| i
0.4
]
Wl Firewalls [ switches  [] Other
Client: 1005 [¥|| client: 1006 [}
ID 1005 jin] 1006
Name VSG Mame VSG
IP Address 10.29.131.47 IP Address 10.29.131.49 hd|
——— S —

¢. Select "PNSC Firewall Policies" tab and then click Add.
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ks Cisco 1UCS Director

€& = C |[) 102913332/ appicdoudmgr/doudmgr jsp# finfraimetworks @z =
2= Apps [ Directions [ Welcome to EMC's .., Suggested Sites (] Imported From IE [*] Imported From Firef... ﬂ Whrare KB: About t., T Toolbox »

Create a firewall policy
PNSC Firewall Policy Sp{ PNSC Firewall Specification
Zones
Policy Name ‘ |*
Acls
Policy Description ‘ | [

VSG Specification

4] [ [>

| e

d. Enter a unique Policy Name and click "Next" followed by clicking the "+" to add a new PNSC
zone. Select "+" again on this screen to add a new zone condition.

s Ciseo UCS Director

€« C | [} 10.29133.32/app/cloudmagr/doudmar jsp#/finframetwork/ @ %
S5 Apps |9 Directions | Welcorme to EMC's ... Suggested Sites (] Imported Fram E (] Imported From Firef... [Q YnMware KB: Aboutt.. T Toolbox »

Add Entry to PNSC Zones

Zone Name |E\‘c\aa&:

Alpha-numeric and special character ), length between 2 and 32 characters

Zone Description | |

Length <= 256 characters

Zone Conditions—leh s

Add Entry to Zone Conditions

attribute Type | Network [+ ]+
Attribute Name | IP Address n *

Attribute Value [10.1.2.50-10.1.2.253 |

alue

Submit Close
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e. Click "Submit" twice. Click "Next", select "+" to add a new entry to the zone.

s Cisco UGS Director

€ - C | [10.29133.32/app/doudmgr/coudmgrjsp#/infraimetwork/ Qyz =
2= Apps [ Directions [ Welcome to EMC's .., Suggested Sites (] Imported FromIE [ Imported From Firef... ﬂ Whtneare KB: Aboutt.., T Toolbox »
Add Entry to PNSC ACL Rules
] 4]
Name |E\‘c\a‘-;&'_ pnsc_rule
Alpha-numeric and special chara -¢ -« :J); length between 2 and 32 characters
Description | ‘
Length < & characters
Action | Permit v|
Add Entry
Source Conditi Attribute Type H * T
1 Attribute Name ate Elue
Attribute Value n
! ! T
[v]
Submit Close C
—

f. Click "Submit" twice and click "Nex

dils Cisco UCS Director

t". Provide necessary input and "submit".

€ - C | [11029133.32/app/cloudmar/cdoudmarjsp#/inframetworks Qg =
25 Apps [ Directions [ Welcome to EMC's ... Suggested Sites (] Imported Fram IE [T Imported Fram Firef... m Whiware KB: Aboutt... T Toolbox »
Create a firewall policy
+ PNSC Firewall Policy Speci| PNSC-VSG Configuration
«" Zones | 4
«" Acls
e Admin Passwerd for the VSG o # r
. VSG Specification | ‘ E
Folicy agent shared secret Fassword | ‘
Deployment Mode Standalone n *
1 WSG HA Id |1EIEI-19E * 1
1 WLAN ID Range |1DD*[99 *
M use same vian
Select this option to use same VLAN ID for both VSG HA and Data portgroups
Name |En:\1-usg-acl #*
Deployment Configuration Deploy Medium WSG ﬂ
Disk Format [ Thick Provision Lazy Zeroed | - |
4] [
i Back I [ Submit ] [ Close
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« C | [1 10.29133.32/app/cloudmar/cdoudmar jsp#/inframetworks Qg =
25 Apps [ Directions [ Welcome to EMC's ... Suggested Sites (] Imported Fram IE [T Imported Fram Firef... m Whweare KB: About t.., T Toolbox »
Create a firewall poli{ 44 Entry to PNSC Zones
«" PNSC Firewall Poli
Zone Name |Em:\aval |-k
Zones Alpha-numeric and special character set(_, -, ., :), length between 2 and 32 characters.
Acls Zone Description | |
VSG Specification Length <= 256 characters.
Zone Conditions Ii“il\ﬁ“ﬁ“i/ @
Attribute Type | Attribute Name | Operator | Attribute Walue
<]
| next | [ Close

3. Create Virtual Infrastructure Policy:

The virtual infrastructure policy defines which VM to use and what type of container to provision.

a. Select Application Container from the Policy drop down. Select the Virtual Infrastructure

Policy tab and then click "+" to add a new policy.
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dls Cisco UCS Director

25 Apps [ Directions [ Welcome ta EMC's ...

Add Virtual Infrastructure Policy

Virtual Infrastructure Po| Virtual Infrastructure Policy Specification

€ - C [ 102913332/ app/coudmagrfcloudmar.jsp#/policies/containers/

E Suggested Sites (] Imported FramIE [T Imported Fram Firef.. [ Yhhware KB: Aboutt...

T Toolbox

I PNSC Information
] Policy Mame |sea
Gateway
] Policy Description |sea test
Container Type VSG n #*

Select Virtual Account | SEA-Cloud ﬂ #*

ils Cisco UCS Directar x

S5 Apps [ Directions [ Welcorme to EMC's ..,

Add virtual Infrastructure Policy

Ive Virtual Infrastructure Polic| Virtual Infrastructure Policy - PNSC Information

|| PNSC Information
PNSC Account SEA-PNSC #
Gateway
: VSG Template Configuration

PMSC Firewall Policy n *

€& - C | [J10.2913332/app/cdoudmagr/cloudmar jsp#/policiesfcontainerss
E Suggested Sites (] Imported Fram IE [T Imported Frarn Firef... Whiware KB bout t..,

Q@ 5e

T Toolbox

¢. Click Next and populate the fields. Click Submit.
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r B P [ESNEEN >
s/ Cisco LICS Director x Cisco LCS Director x W - . - . -e
7 o
« C | [ 10.29133.32/app/cloudmagr/cloudmar jsp#/policies/containers/ Qe =
25 Apps [ Directions [ Welcome to EMC's ... Suggested Sites (] Imported Fram IE [T Imported Fram Firef... m Whiware KB: Aboutt... T Toolbox »
Modify Virtual Infrastructure Policy
« Virtual Infrastructure Polic| Virtual Infrastructure Policy - Fencing Gateway
" PNSC Information ‘
Gateway
WM Image for the Gateway *
Number of Virtual CPUs -
Memory 256 -
CPU Reservation in MHz |D |
Memory Reservation in MB |IJ |
Root Login for the Template [root | =
Root Fassword for the Template |"""""‘ o | #*
Gateway Password Sharing Option I Do not share ‘ 'l
“ T
Back | [ Submit | [ Close
—

4. Create Application Container Template:

Create the required VM Ware images to serve as a templates and upload to vCenter inventory. In our
case, the FC_Gateway linux image serves as a template to build the three-tiered application with
VSG.

a. Select "Application container Templates" tab from Pthe olicy - "Application Container" option
on the main screen.

b. Click "Add Template".

¢. Provide a name for the new template, click Next and select the Virtual Infrastructure Policy
recently created and click "Next".
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il Cisco UCS Director

_— e

—-— s

Apps [ Directions

[ Welcome to EMC's ...

Add Application Container Template

€ & C | [1102913332/app/cloudmar/cloudmarjsp#/policies/containers/

E Suggested Sites (] Imported Fram IE [T Imported Fram Firef.. [ YMware KB: About t...

T Toolbox

Q| =

+" Template Specification
J Virtual Infrastructure pol
Networks

| Virtual Machines

Security

Gateway

Policies

Options

Workflows

Summary

Bl T 1»

Select virtual Infrastructure Policy *

Application Container Template - Select a Virtual infrastructure policy

d. Click "Submit" in the "Add Entry to Networks" screen.

iils Cisco UCS Directar x

— - —

[

Back

J [

Next

] Ceee |

-_—— — oo

+" Template Specification
« Virtual Infrastructure polig

Networks

Virtual Machines

Security

Gateway

Policies

Options

Workflows

summary

€& - C | [10.2913332/app/cdoudmagr/cloudmar jsp#/policiesfcontainerss
Apps  [1) Directions [ Welcorne to EMC's .

Add Application Container Template

Application Container Template - Internal Networks

Qe =

E Suggested Sites (] Imported From IE [T Imported Frarn Firef... Whdware KB bout t.., T Toolbox

Networks Ii”zl \g‘ @ @

Network Nam| |VLAN ID Rang | Network IP Al | Network Mask

Gateway IP A

Add Entry to Networks

MNetwork Name |Ian0 |*
VLAN ID Rsnge  [100-193 |«
Network IP Address [10.10.10.0 | =
Network Mask [255.255.255.0 | #
Gateway IP Address [10.10.10.1 | =

This IP is configured on the inside interface of the Gateway

l
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e. Select "next" to get to the "Virtual Machines" tab where we need to add virtual machine entry
and hit "submit" in the end.

T — - |
iits Cisco UCS Directar x .-\
. . . ~ | = |
« C | [3 10.29133.32/app/cloudmgr/cloudmgr.jsp#/policies/containers/ Qe =
|
2= Apps [ Directions [ Welcome to EMC's .., Suggested Sites (] Imported From IE [ Imported From Firef... m Whdware KB: SAbout .., T Toolbox » ‘
Add Entry

Submit Result

Added entry successfully

f. Add the required number of virtual machines. In this case, we added one each of web, app and
database VMs for a three-tiered application with VSG firewall within the enclave.
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Cisco UCS Director

€& - C | [J10.2913332/app/cdoudmagr/cloudmar jsp#/policiesfcontainerss @ 9y

250 Apps D Directions D Welcorme to EMC's . E Suggested Sites Eal Irnported From [E = Impaorted Fram Firef.., m Whdweare KB: About t., T Toolbox »

Add Application| Add Entry

[a]
« Template Sp — B
WM Name |db-vm ‘sk
\| « Virtual Infra
Description | ‘
«" Metworks
Virtual ad] V¥ 1ma0e (Fe_csrevay [+
Security Murmnber of Virtual CPUs
Policies Memory
Options
CPU Reservation (MHz) |U ‘

Workflows

Memory Reservation (MB) |EI ‘

Summary
Disk Size (G8B) [0 |
Use value of 0 for using the template disk size
VM Password Sharing Option [ Do not share |v ‘
[ Use Network Configuration from Image
WM Network Interfaces *|| 7|8 ||| ¥ @
WM Network Interf |Select the Network | Adapter Type ‘ 1P Address
nicO lan0 <1000 10.10.10.210
< Total 1 items

i [+]

Submit ][ Close

: ‘ Close
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(=] [—r
ils Cisco UCS Directar x
P—
€& - C | [J10.2913332/app/cdoudmagr/cloudmar jsp#/policiesfcontainerss e =
H% ppps [ Directions [ ] Welcome to EMC's .. [ Suggested Sites [ Imported From [E [ Imported From Firef... @) Yhware KB: Aboutt.. T Toolbox »
Add Application Container Template
" Template Specification Application Container Template - WMs
« Virtual Infrastructure poliq _ L
Virtual Machines ||4p || & || 88 || 40 || %
 Networks [+« ]=]e]s] = |
VM Name | Description WM Image |Number of Wi Memory |C
Virtual Machines web-vm FC_Gateway 1 256
Security app-vm FC_Gateway 1 256
db-wm FC_Gateway 1 256
Policies
Options
Workflows
Summary
4] | I3
Total 3 iterns.
-] IT»
[ Back ] [ Mext ] [ Close
=

g. Click Next twice to get to the Security tab. Make the following selections:
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s
ils Cisco UCS Directar

€& - C | [J10.2913332/app/cdoudmagr/cloudmar jsp#/policiesfcontainerss

Apps  [1) Directions [ Welcorne to EMC's . E Suggested Sites (] Imported Fram IE [T Imported Frarn Firef... Whiware KB bout t.., T Toolbox

Modify Application Container Template

" Template Specification Application Container Template - Deployment Policies

" Virtual Infrastructure polig

Compute Pullcv[ SEA-Cloud - Default Computing Policy ‘ v]*

o« Networks

o Virtual Machines Storage Policy [ encl3_storage ‘v]a&

«" Security Network Policy [ VSG-Network_policy | - ] #

Only used for the outside interface of virtual firewall

Systems Policy | VM_System_Policy n #
Options

Cost Model Default Cost Model
Waorkflows n

Summary

Policies
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ils Cisco UCS Directar

€& - C | [J10.2913332/app/cdoudmagr/cloudmar jsp#/policiesfcontainerss

pps [ Directions [ Welcarme to EMC's .. E Suggested Sites (] Imported Fram IE [T Imported Frarn Firef... Whiware KB bout t.., T Toolbox

Modify Application Container Template

" Template Specification Application Container Template - Options

" Virtual Infrastructure polig

[ Enable self-Service Power Management of VMs
o« Networks

[ Enable self-service Resizing of ¥Ms
" Virtual Machines

. [ Enable Self-Service VM Snapshot Management
« Security

o+ Poli [ Enable Self-Service Deletion of WMs
olicies

Options [ Enable Self-Service Deletion of Containers

Workflows [ Enable WNC Based Consols Access

Summary Technical Support Email Addressesl

Comma Separated Email Addresses

h. Select the "VSG Container Setup" workflow and click Select and Next.
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sco UCS Directar Cisco UCE Director

€& - C | [10.2913332/4app/cloudmar/cloudmar jsp#/policiesfcontainers/ bird
P55 ppps [ Directions | ] Welcome to EMC's .. [ Suggested Sites [ Imported Fram IE (7 Imported From Firef.., @0 Yiware KB: dboutt.. T Toolbox

Modify Application Container Template

« Template Specification Application Container Template - Setup Workflows

Container Setup Workflow | Select... W5G Container Setup

& Virtual Infrastructure poli

«" Networks

" Vi Select
o S 4 gl
" P | Workflow Id Name Description | Folder Name
4 [ 12 Add WMs to Container Containers A
v [ 13 Fenced Container Setup Containers
wi[] 1e Fenced Container Setup - ASA Gate Containers
: [ 1s XenDesktop Multi-Desktop Provisiol This workflow creates new dedicate VDI
[ 18 XenDesktop Pooled Multi-Desktop F This workflow creates a new poolec VDI
M 17 VSG Container Setup Containers
[ 18 VSG Container Setup - ASA Gatew: Containers -
[ 19 Vmware Migrate VM VMware
[ =zo Report Application Containers Custom_Reports
orkflow withou ontainers
21 VSG Workfl thout GW Cont:
[v]

- T

| Back | | Next H Close

i. A summary page will display the selections made for confirmation:
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1 L] F=r
P = |
ils Cisco UCS Directar x ¥
P—
€& - C | [J10.2913332/app/cdoudmagr/cloudmar jsp#/policiesfcontainerss e =
Apps D Directions D Welcorme to EMC's . E Suggested Sites Eal Irnported From [E = Impaorted Fram Firef.., m Whdweare KB: About t., T Toolbox »
Add Application Container Template
" Template Specification Application Container Template - Summary
" Virtual Infrastructure polig Zﬁ
Virtual Infrastructure Policy
o« Networks X
Policy Name sea
" Virtual Machines Container Type vec
+/ Security Virtual Account SEA-Cloud
" Policies PNSC Account SEA-PNSC
+ Options PNSC Firewall Policy Name encl3-allows
« Workflows
Summary Metwork Summary —
Network Name land
VLAN ID Range 100-199
Network IP Address 10.10.10.0
Network Mask 255.255.255.0
Gateway IP Address 10.10.10.1
Virtual Machines Summary
WM Name web-vm
1P Address 10.10.10.201
PNSC Zones
] IT» WM Mame app-um Al
Back ] [ Submit ] [ Close
=,
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ils Cisco UCS Directar x

Add Application Container Template

Cisco Secure Enclave Datacenter Solution for EMC VSPEX

" Template Specification Application Container Template - Summary
" Virtual Infrastructure polig IP Address
+/ Networks ENSC Zones
" Virtual Machines
« Security WM Name
o Policies 1P Address
. PNSC Zones
" Options
« Workflows
Security - Port Mappings Summary
Summary
No Port Mappings Selected
Security - Outbound ACLs Summary
No Outbound ACLs Selected
Deploy Policies
Compute Policy
Storage Policy
Network Policy
Systems Policy
Cost Model
] T

€& - C | [J10.2913332/app/cdoudmagr/cloudmar jsp#/policiesfcontainerss bird
Apps  [1) Directions [ Welcorne to EMC's . E Suggested Sites (] Imported Fram IE [T Imported Frarn Firef... m Whiware KB bout t.., T Toolbox

10.10.10.20%

db-vrm

10,10.10.210

SEA-Cloud - Default Computing Palicy
encl3_storage

SEA-Cloud - Default Network Policy
WM_Systern_Policy

Default Cost Model

T»]

[«

Back ] [ Submit ][ Close
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S5 Apps [ Directions [ Welcorme to EMC's ..,

" Template Specification
" Virtual Infrastructure polig
o« Networks

" Virtual Machines
& Security

+ Policies

" Options

& Workflows

Summary

« T

Add Application Container Template

pr—— —
€& - C | [J10.2913332/app/cdoudmagr/cloudmar jsp#/policiesfcontainerss e =
E Suggested Sites (] Imported Fram IE [T Imported Frarn Firef... m Whiware KB bout t.., T Toolbox »
Application Container Template - Summary
WU ULLBULNU ALLS SEIEsieu ral
Deployment Policies Summary N
Compute Policy SEA-Cloud - Default Computing Palicy
Storage Policy encl3_storage
Network Policy SEA-Cloud - Default Network Policy
Systems Policy WM_Systern_Policy
Cost Model Default Cost Model
Template Options Summary
Enable Self-Service Power Management of WMs Enabled
Enable Self-Service Resizing of VMs Enabled
Enable Self-Service WM Snapshot Management Enablad -
Enable Self-Service Deletion of VMs Disabled
Enable Self-Service Deletion of Containers Disabled
Enable WNC Based Console Access Enabled
Technical Support Email Addresses Mane
Container Workflow Summary
Container Setup Workflow VEG Container Setup - ASA Gateway ||
b
I [ Submit ] [ Close ]
—_—

The template (shown above), when deployed, creates a three-tiered application container with a VSG.
Once deployed, elements within the container/enclave may be altered as required including adding or
deleting VMs from the Cisco UCS Director level. This method may be used for fast instantiation of

necessary enclaves with supported security features.
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il Cisco UCS Director x

€& - C [ 102913332/app/cdoudmagr/cloudmagr jsp#/policies/containers/ Qe =

5% Apps [ Directions [ Welcorne to EMC's... [ Suggested Sites (] Imported From IE (] Imported From Firef., [ Viviware KB: Aboutt,, T Toolbox

'\'._','S';_L',' Cisco UCS Director admin @ | logowx | Cioco | abouk

Dashboard Converged Virtual v Physical v Organizations Administration w CloudSense™ w Favorites

Application Containers

Application Containers ” Application Container Templates H Virtual Infrastructure Policies | F

@ Refresh u‘ Favorite [ View Reports % Clone Container ﬁt Power On Container ﬁ Power Off Container % Add WMs x Delete Container @

Application Containers @ @ @ ‘@ | !

SEA
5 VMs Powered ON, 0 VMs Pow...
Accounting

Total 1 items

~

Note  The vCenter view of enclave created is detailed in the following section. Please note the"Enclave 3"
cluster with a three-tiered container and VSG.
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Design Considerations

=
B 10.29.133.31 - Remote Desktop Connection v

=) ¥C51.corp.spod.com - vSphere Client

File Edit View Inventory Administration Plug-ns Help

I E |E} Home b gf] Inventory b [E) Hosts and Clusters
8 & &

< | 1

i
(1 ucsd41-sea-Clane B enclave 3
i ucsd-bma-clone _
= gl SEA_WSPER Pob_t Getting Started
B Vm’:“t"’m:'s'mm‘snﬂg'mm Creating multiple resource pools allows you to think more
B vm'h“:"’md':'m""md'mm about aggregate computing capacity and less about
% :z-hzzt-p:zd-slzz:ﬁ:Dzdlzzm individual hosts. In addition, you do not need to set
56 tndave T arp.spad resources on each virtual machine. Instead, you can
T encll_rhelt control the aggregate allocation of resources to the set of
& enclt rhelz virtual machines by changing settings on their enclosing Cluste
s enclt_winl resource pool.
(3 encli-vsg
@ Enclave_2
=@ .
& SEA-spp-vmt Basic Tasks
SEA-db-vmi . )
® 5! Create a new virtual machine
il {3 SEA-gateway
(3 SEA-¥SG-vsg ~ .
s SEA-web-yml # Edit resource pool settings -
=4 | D
Recent Tasks Mame, Target or Status contains: = Clear x
Marme Target | Status | Details | Tnitiated by | wCenter Server | Re
<] |

m

The following is a screenshot of the Cisco UCS Director workflow steps and the time it took to build the
enclave/container. It took about ten minutes to create the container with VMs as specified.
Customizations may be applied to the VMs as needed. Appendix—C provides a build report generated

by this process with details on the container created.
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J | e S
il Cisco UCS Director
- - - : — |
« C' [} 10.29.133.32/app/cloudmagr/cloudmar.jsp#/services/services/ 9y =
S5 Apps  [Y) Directions [ YWelcorne to EMC's .., Suggested Sites [ Imported From IE ([ Imported From Firef.. [0 Viiware KB: Aboutt., ‘T Toolbox » |
Workflow Status | Log | Dbjects Created and Modified | Input/Output | [~
Service Request
Status
@ Refresh

¥ Overview
Request ID
Request Type
Workflow Name
Request Time
Request Status
Comments

¥ Ownership

Initiating User

S8
Advanced

VSG Container Setup

04/27/2014 12:17:50 GMT-0700

Complete

admin @

Current status for the service request.

@ Initiated by admin

@ Allocate Container VM Resources

@ Provision Container - Network

@ Provision Container VSG Network

@ Prowision Container - VM

@ Deploy VSG

@ Re-Sync Container VMs

Provision PNSC Paolicies

@ Setup Container Gateway

Send Container Email

Send Container Email
Completed action

Complete

Completed successfully,

04/27/2014 12:17:50

04/27/2014 12:18:02

04/27/2014 12:19:08

04/27/2014 12:21:13

04/27/2014 12:23:20

04/27/2014 12:25:20

04/27/2014 12:26:30

04/27/2014 12:28:01

04/27/2014 12:28:035

04/27/2014 12:28:10

04/27/2014 12:28:15

04/27/2014 12:28:21

Close

Bill of Materials

Software Revisions

Table 4 details the software revisions of various components used in the solution validation.

Table 4

Component

Software Revisions

Software

Count

Network

Nexus 5548UP

NX-OS -
6.02)N1(2a)

Nexus 5000

Nexus 1000v

42(1)SV2(2.2)

Compute

Cisco UCS Fabric
Interconnect 6248

2.1(3a)

Cisco UCS Fabric
Extender - 2232

2.1(3a)
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Cisco UCS 2.1(3a)
C220-M3
Cisco UCS B200- | 2.1(3a)
M3
VMware ESXi 5.1ul
Cisco eNIC Driver | 2.1.2.38
Cisco fNIC Driver | 1.5.0.45
VMware vCenter 5.1ul
Services Cisco Virtual 4.2(1)VSG1(1)
Security Gateway
(VSG)
Cisco UCS 2.1(3)
Manager (UCSM)
Cisco Network 5.1(2)
Analysis Module
(NAM) VSB
Cisco NetFlow 1.0(2)
Generation
Appliance (NGA)
Cisco Identity 1.2
Services Engine
(ISE)
Lancope 6.3
StealthWatch
Cisco Adaptive 9.1(2)
Security Appliance
(ASA) 5585
Lancope 6.3
StealthWatch
FlowCollector
Management Cisco UCS 4.1 patch 3
Director
Lancope 6.3
StealthWatch
Management
Console
Cisco Security 4.4
Manager (CSM)
Cisco Prime 3.0(2e)
Network Services
Controller
Storage EMC VNX 5400 05.33.000.3.700

8.1.0-34700

Bill of Materials
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W Conclusion

Conclusion

The Cisco Secure Enclaves architecture uses the common components of Cisco VSPEX Integrated
Systems with additional services integrated to address business and application security requirements.
These functional requirements promote uniqueness and innovation in the integrated computing stack,
augmenting their original design with support for essential services such as security and manageability.
The result is a region, or enclave, and more likely multiple enclaves, within the integrated infrastructure
designed and built to appropriately address the unique workload activities and business goals of an
organization. This design and the validation discussed here describes the benefits of secure enclaves in
Cisco's integrated stacks.
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Appendix—A
ASA Configuration

Saved
Written by shshastr at 07:19:25.204 UTC Sat Apr 26 2014

|
ASA Version 9.1(4) <contexts>

|

hostname sea-asal

enable password H3HbV9UKYOtF4uUK encrypted
xlate per-session deny tcp any4 any4

xlate per-session deny tcp any4 anyé

xlate per-session deny tcp any6 any4

xlate per-session deny tcp any6 anyé

xlate per-session deny udp any4 any4 eq domain
xlate per-session deny udp any4 any6 eq domain
xlate per-session deny udp any6 any4 eq domain
xlate per-session deny udp any6 any6 eq domain
passwd 2KFQnbNIdI.2KYOU encrypted
names

!

interface Management0/0

management-only

nameif management

security-level 100

ip address 10.29.133.11 255.255.255.0 standby 10.29.133.12
|
pager lines 24

logging enable

logging asdm informational
mtu management 1500

icmp unreachable rate-limit 1 burst-size 1
icmp permit any management

asdm history enable

arp timeout 14400
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route management 0.0.0.0 0.0.0.0 10.29.133.1 1
timeout xlate 3:00:00
timeout pat-xlate 0:00:30
timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02
timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00 mgcp-pat
0:05:00
timeout sip 0:30:00 sip media 0:02:00 sip-invite 0:03:00 sip-disconnect
0:02:00
timeout sip-provisional-media 0:02:00 uauth 0:05:00 absolute
timeout tcp-proxy-reassembly 0:01:00
timeout floating-conn 0:00:00
aaa-server ISE Radius Group protocol radius
aaa-server ISE Radius Group (management) host 10.29.133.39
key KlkmNOgy
radius-common-pw KlkmNOgy
user-identity default-domain LOCAL
aaa authentication enable console ISE Radius Group LOCAL
aaa authentication serial console ISE Radius Group LOCAL
aaa authentication ssh console ISE Radius_ Group LOCAL
aaa authentication http console ISE_Radius_Group LOCAL
aaa accounting enable console ISE Radius_Group
aaa accounting serial console ISE_Radius_Group
aaa accounting ssh console ISE Radius_ Group
aaa local authentication attempts max-fail 3
aaa authorization exec authentication-server
http server enable
http 0.0.0.0 0.0.0.0 management
no snmp-server location
no snmp-server contact
snmp-server enable traps snmp authentication linkup linkdown coldstart
crypto ipsec security-association pmtu-aging infinite
telnet timeout 5
ssh 0.0.0.0 0.0.0.0 management
ssh timeout 5
ssh version 2
ssh key-exchange group dh-groupl-shal
no threat-detection statistics tcp-intercept
username admin password 6.mxRGnOQfHzx5wl encrypted privilege 15
username chrobrie password 8AgnDReSq7.GIgYf encrypted privilege 15
|
class-map inspection default
match default-inspection-traffic
|
!
policy-map type inspect dns preset_dns_map
parameters
message-length maximum client auto
message-length maximum 512
policy-map global policy
class inspection_default
inspect dns preset_dns_ map
inspect ftp
inspect h323 h225
inspect h323 ras
inspect rsh
inspect rtsp
inspect esmtp
inspect sglnet
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inspect skinny
inspect sunrpc
inspect xdmcp
inspect sip
inspect netbios
inspect tftp
inspect ip-options
class class-default
user-statistics accounting
|
service-policy global policy global
Cryptochecksum: f2ca21fb96c022461fe9968526139beb
: end

Appendix—B
EMC VNX 5400 Storage Array Setup

Storage Pools:

[nasadmin@VNX5400 setup backend]$ nas pool -1

id inuse acl name storage system
51 Y 0 SEA-NFS-Pool 1 FNM00130702649
52 Y 0 SEA-NFS-Pool 2 FNM00130702649
55 Y 0 SEA-NFS-Pool 3 FNM00130702649
56 Yy 0 SEA-NFS-Pool 4 FNM00130702649
Filesystems:

[nasadmin@VNX5400 setup backend]$ nas fs -1

id inuse type acl volume name server

1 n 1 0 10 root fs 1

28 Y 1 0 194 Encll DS 1

30 v 1 0 440 Encl2 DS 1

32 Yy 1 0 580 Encl3_Ds 1

34 Yy 1 0 596 Encl4 DS 1

Server Mount-Points:

[nasadmin@VNX5400 setup_backend]$ server mountpoint server_ 2 -1
server_ 2

/Encll DS

/Encl2 DS

/Encl3 DS

/Encl4 DS

NFS Export Details:

[nasadmin@VNX5400 setup backend]$ server export server 2 -P nfs -list
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export "/Encl4 DS" rw=10.10.10.90:10.10.10.91:10.10.10.

root=10.10.10.90:10.10.10.91:10.10.10.92:10.10.10.93
access=10.10.10.90:10.10.10.91:10.10.10.92:10.10.10.93

export "/Encl3 DS" rw=10.10.10.90:10.10.10.91:10.10.10.

root=10.10.10.90:10.10.10.91:10.10.10.92:10.10.10.93
access=10.10.10.90:10.10.10.91:10.10.10.92:10.10.10.93

export "/Encl2 DS" rw=10.10.10.90:10.10.10.91:10.10.10.

root=10.10.10.90:10.10.10.91:10.10.10.92:10.10.10.93
access=10.10.10.90:10.10.10.91:10.10.10.92:10.10.10.93

export "/Encll DS" rw=10.10.10.90:10.10.10.91:10.10.10.

root=10.10.10.90:10.10.10.91:10.10.10.92:10.10.10.93
access=10.10.10.90:10.10.10.91:10.10.10.92:10.10.10.93

Details about a Filesystem:

[nasadmin@VNX5400 setup_backend]$ nas_fs -i Encll_DS
id = 28

name = Encll_DS

acl =0

in use = True

type = uxfs

worm = off

volume = v194

pool = SEA-NFS-Pool 1
member of = root avm fs group 51

Iw_servers= server 2
ro_serverss=

rw_vdms =

ro_vdms =

auto_ext = no,thin=no

fast clone level =1

deduplication = Off

thin storage = True

tiering policy = Auto-Tier/Highest Available Tier
compressed= False

mirrored = False

stor devs =

92:

92:

92:

92:

10.

10.

10.

10.

10.10.93

10.10.93

10.10.93

10.10.93

FNM00130702649-0018,FNM00130702649-0017,FNM00130702649-001A,FNM00130702649-0
019,FNM00130702649-001C,FNM00130702649-001B,FNM00130702649-001E, FNM001307026

49-001D,FNM00130702649-0020, FNM00130702649-001F
disks = d31,d32,d33,d34,d35,d36,d37,d38,d40,d39

disk=d31 stor dev=FNM00130702649-0018 addr=c0tl1l4
disk=d31 stor dev=FNM00130702649-0018 addr=clé6tll4
disk=d32 stor dev=FNM00130702649-0017 addr=c0tll5
disk=d32 stor dev=FNM00130702649-0017 addr=cl6tll5
disk=d33 stor dev=FNM00130702649-001A addr=cOtlleée
disk=d33 stor dev=FNM00130702649-001A addr=clé6tlle
disk=d34 stor dev=FNM00130702649-0019 addr=c0tl1l7
disk=d34 stor dev=FNM00130702649-0019 addr=clé6tll?
disk=d35 stor dev=FNM00130702649-001C addr=c0t11l8
disk=d35 stor dev=FNM00130702649-001C addr=cl6tll8
disk=d3e6 stor dev=FNM00130702649-001B addr=c0tl1l9
disk=d3e6 stor dev=FNM00130702649-001B addr=cl6tll9
disk=d37 stor dev=FNM00130702649-001E addr=c0t1110

server=server_ 2
server=server_2
server=server_2
server=server_2
server=gserver_ 2
server=gserver_ 2
server=server_ 2
server=server_ 2
server=server_2
server=server_2
server=server_2
server=server_ 2
server=server_ 2
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disk=d37 stor dev=FNM00130702649-001E addr=cl6tl1l10
disk=d38 stor dev=FNM00130702649-001D addr=c0tl11l11l
disk=d38 stor dev=FNM00130702649-001D addr=clé6tllll
disk=d40 stor dev=FNM00130702649-0020 addr=c0tl1l12
disk=d40 stor dev=FNM00130702649-0020 addr=clé6tlll2
disk=d39 stor dev=FNM00130702649-001F addr=c0t1113
disk=d39 stor dev=FNM00130702649-001F addr=cl6tll13

Block Storage Pool Details:

Pool Name: SEA-NFS-Pool 3
Pool ID: 5

Raid Type: «r_ 5

Percent Full Threshold: 70
Description:

Disk Type: SAS

State: Ready

Status: OK(0x0)

Current Operation: None
Current Operation State: N/A
Current Operation Status: N/A

Current Operation Percent Completed:

Raw Capacity (Blocks): 2814421510
Raw Capacity (GBs): 1342.021

User Capacity (Blocks): 2247810048
User Capacity (GBs): 1071.839

Consumed Capacity (Blocks): 121872384

Consumed Capacity (GBs): 58.113

Available Capacity (Blocks): 2125937664

Available Capacity (GBs): 1013.726
Percent Full: 5.422

Total Subscribed Capacity (Blocks): 1133097984
Total Subscribed Capacity (GBs): 540.303
Percent Subscribed: 50.409

Oversubscribed by (Blocks): 0

Oversubscribed by (GBs): 0.000

Disks:

Bus 0 Enclosure 1 Disk 10

Bus 0 Enclosure 1 Disk 12

Bus 0 Enclosure 1 Disk 14

Bus 0 Enclosure 1 Disk 11

Bus 0 Enclosure 1 Disk 13

LUNs: 44, 49, 48, 52, 43, 51, 47, 45, 46, 50
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server=server_2
server=gserver_ 2
server=server_ 2
server=server_ 2
server=server_2
server=server_2
server=server_2
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Cisco UCS Director Application Container Build Report:

Virtual Machines

Cloud \\ib Y™  status 1p Address Provisioned
Name Name Time
Sun Apr 27
ﬁSA Clo o :1E1A 9V on  10.10.10.41  19:22:51 UTC
2014
Sun Apr 27
ﬁEA'C'O 80 Si’*l'app' ON  10.10.10.31 19:22:21 UTC
2014
Sun Apr 27
iEA Clo _g ?VEA 93t N 10.29.131.200 19:21:17 UTC
y 2014
Sun Apr 27
ﬁdEA Clo o, \S:A VSG- gy 19:23:28 UTC
g 2014
Sun Apr 27
SEA-Clo oo SEA-web- ' 10.10.10.21  19:21:49 UTC
ud vml

2014

VM Name: SEA-db-vm1
VM ID: 81
VM Type: Application VM
0S: Red Hat Enterprise Linux 4 (32-bit)
Hostname SEA-db-vm1

Status: ON (poweredOn)
Disk Size:0.91 GB Committed, 0.08 GB Uncommitted
Memory: 0.25 GB (0 Reserved)
CPU:1 X 2.2 GHz (0 Reserved)
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Network Adaptor Name
Interfaces IP Address
: MAC Address
Network Name

Network adapter 1
10.10.10.41,fe80::250:56ff:feac:31a7
00:50:56:ac:31:a7

SEA-pg-lan0

PNSC

Zones:
Consolevnc://vm-host-prod-5.corp.spod.com:5921

Access:

Password; ******

VM Name: SEA-app-vml
VM ID: 80
VM Type: Application VM
0S: Red Hat Enterprise Linux 4 (32-bit)
Hostname SEA-app-vml

Status: ON (poweredOn)
Disk Size:0.91 GB Committed, 0.08 GB Uncommitted
Memory: 0.25 GB (0 Reserved)
CPU:1 X 2.2 GHz (0 Reserved)
Network Adaptor Name
Interfaces IP Address
MAC Address
Network Name

Network adapter 1
10.10.10.31,fe80::250:56ff:feac:552c
00:50:56:ac:55:2c

SEA-pg-lan0

PNSC

Zones:
Consolevnc://vm-host-prod-5.corp.spod.com:5944

Access:

Password; ******
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VM SEA-gateway
Name:
VM ID: 78
VM Type: External Gateway
0OS: Red Hat Enterprise Linux 4 (32-bit)
Hostname SEA-gateway

Status: ON (poweredOn)
Disk Size: 0.91 GB Committed, 0.08 GB Uncommitted
Memory: 0.25 GB (0 Reserved)
CPU:1 X 2.2 GHz (0 Reserved)
Network Adaptor Name
Interfaces IP Address
: MAC Address
Network Name

Network adapter 1
10.29.131.200,fe80::250:56ff:feac:64a7
00:50:56:ac:64:a7

Nikv_L3

Network adapter 2
10.10.10.1,fe80::250:56ff:feac:72e0
00:50:56:ac:72:e0

SEA-pg-lan0

Consolevnc://vm-host-prod-6.corp.spod.com:5924
Access:
Password; ******

VM Name: SEA-VSG-vsg
VM ID: 82
VM Type:VSG
0S: Other 2.6.x Linux (64-bit)
Hostname:
Status: ON (poweredOn)
Disk Size: 0.09 GB Committed, 2.9 GB Uncommitted
Memory: 2 GB (2 Reserved)
CPU: 1 X 2.2 GHz (1.5 Reserved)
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Network Interfaces: Adaptor Name
IP Address
MAC Address
Network Name

Network adapter 1

00:50:56:ac:5d:5b
SEA-vsgdata

Network adapter 2

00:50:56:ac:70:4d
Nikv_ L3

Network adapter 3

00:50:56:ac:7b:e2
SEA-vsgha

Console Access: vnc://vm-host-prod-6.corp.spod.com:5946

Password; ******

VM Name: SEA-web-vim1
VM ID: 79
VM Type: Application VM
0S: Red Hat Enterprise Linux 4 (32-bit)
Hosthname SEA-web-vm1

Status: ON (poweredOn)
Disk Size: 0.91 GB Committed, 0.08 GB Uncommitted
Memory: 0.25 GB (0 Reserved)
CPU: 1 X 2.2 GHz (0 Reserved)
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Network Adaptor Name
Interfaces IP Address
: MAC Address
Network Name

Network adapter 1
10.10.10.21,fe80::250:56ff:feac: 5669
00:50:56:ac:56:69

SEA-pg-lan0

PNSC
Zones:
Consolevnc://vm-host-prod-7.corp.spod.com:5951
Access:
Password; ******

Port Mappings

There are no port mappings specified for this container.

Event History
Event .
ID Time Type
Sun Apr 27 .
Container
10849 19:17:49 UTC Added

2014

User VM Decription

Container SEA
created.
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