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 console

 setup

 y

 y

 

 

 y

 A

 

 

 

 

 

 y

 

 y 

 

 Join centralized management environment (UCS Central)? No

 

Yes
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 yes 

 

 

 console

 

y

 

 

 yes 

 

 

 Launch 

 

 admin 

 Login 

http://www.cisco.com/en/US/docs/unified_computing/ucs/sw/gui/config/guide/2.0/b_UCSM_GUI_Configuration_Guide_2_0_chapter_0100.html
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http://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/ucs-manager/GUI-User-Guides/Firmware-Mgmt/3-1/b_UCSM_GUI_Firmware_Management_Guide_3_1.html
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 LAN

 Pools IP Pools IP Pool ext-mgmt

 IP Pool ext-mgmt

 Create Block of IPv4 Addresses

 

 

 OK

 OK
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 Equipment

 Equipment Fabric Interconnects Fabric Interconnect A (primary)

Fixed Module

 Ethernet Ports

 Port 1 Reconfigure

Configure as Uplink Port

 Show Interface 10GB Uplink Connection

 Yes OK

 Equipment Fabric Interconnects Fabric Interconnect B (subordinate)

Fixed Module

 Ethernet Ports

 Port 1 Reconfigure

Configure as Uplink Port

 Show Interface 10GB Uplink Connection

 Yes OK
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 LAN

 LAN VLANs

 VLANs

 Create VLANs
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 Common/Global vlan11_DATA1

 11 VLAN IDs

 OK Finish

 OK
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 Equipment

 Equipment Fabric Interconnects Fabric Interconnect A (primary)

Fixed Module

 Ethernet Ports

 

Reconfigure Configure as a Server Port

 Yes OK

 Equipment Fabric Interconnects Fabric Interconnect B (subordinate)

Fixed Module

 Ethernet Ports

 

Reconfigure Configure as a Server Port

 Yes OK
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 StorageStorage Policies

 Disk Group Policies Create Disk Group Policies

 

 Create Disk Policy OK,

 Boot_SSD

 RAID 1 Mirrored
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  Automatic

 2

 SSD

 checked

 64 KB

 Platform Default

 Read Ahead

 Write Back Good Bbu

 Platform Default

 Disable

 

 Storage Profile Create Storage Profile
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 “Boot_SSD” “+”

 

 Create Local LUN Boot_SSD,

 Expand to Available
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 Select Disk Group Configuration Boot_SSD

 OK OK

 

 New

 Create Organization

 

 

 OK

 OK
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 LAN

 Pools root

 MAC Pools

 Create MAC Pool

 ucs

 

 Assignment Order Sequential

 Next

 Add

 

 

 

 OK
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 Finish 

 

 OK
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 Servers

 Pools root

 Server Pools

 Create Server Pool

 ucs

 

 Next

 

 

>>

 Finish

 OK Finish
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 Servers

 Policies root

 Host Firmware Packages

 Create Host Firmware Package

 ucs_FW_3_1_2b_C
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 Simple

 Rack Package

 OK

 OK

 

 LAN

 Policies root
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 QoS Policies

 Create QoS Policy

 Platinum

 Platinum

 Burst (Bytes)

 Rate (Kbps)

 Host Control

 OK

 

 LAN

 LAN Cloud QoS System Class

 General

 Platinum 9000 MTU

 Enabled Platinum

 Best Effort best-effort

 Fiber Channel none

 Save Changes
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 OK

 

 Servers

 Policies root

 Local Disk Config Policies

 Create Local Disk Configuration Policy

 ucs

 Mode Any Configuration Protect Configuration

 FlexFlash State

 FlexFlash RAID Reporting State

 OK

 OK
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 Servers

 Policies root
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 BIOS Policies

 Create BIOS Policy

 ucs
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 Finish

 OK

 Servers
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 Policies root

 Boot Policies

 Create Boot Policy

 

 ucs

 

 Reboot on Boot Order Change

 Enforce vNIC/vHBA/iSCSI Name

 Boot Mode

 Local Devices Add CD/DVD Add CD/DVD

 Local Devices Add Local Disk

 vNICs Add LAN Boot eth0

 OK

 OK



49 
 

 

 Servers

 Policies root

 Power Control Policies

 Create Power Control Policy
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 ucs

 

 No cap Power Capping

 OK

 OK
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 Servers

 Policies root

 Maintenance Policies

 Create Maintenance Policy
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 user_ack

 User Ack Reboot Policy

 OK

 OK
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 Chassis

 Policies Root Disk Zoning Policies

 Disk Zoning Policies Create Disk Zoning Policy

 

 Create Disk Zoning Policy Name
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 Add Slots to Policy Dedicated

 Server

 Controller

 Slot Range OK
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 OK

 

 Chassis Chassis Policies Root

 

 

 UCS

 Chassis Packages

OK
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 UCS Name Updating Template Type



57 
 

 

 Next Next

 Chassis Firmware Package Chassis Firmware Package

UCS Next
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 Disk Zoning Policy UCS Finish OK
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 Chassis Profiles Create Chassis Profile from Templates
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 Create Chassis Profile From Template Name

Chassis

 

 Chassis Profile Template UCS OK

 

 OK

 Equipment Equipment Chassis

 Associate Chassis Profile
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 Servers

 Service Profile Templates

 Create Service Profile Template

 

 ucs

 Updating Template

 UUID Hardware Default UUID Assignment

 Next
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 Local Disk Configuration Policy

 ucs

 Next
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 Dynamic vNIC Connection Policy

 Expert How would you like to configure LAN 

connectivity?
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 Add

 Create vNIC eth0

 ucs Mac Address Assignment

 Fabric A Enable failover

 default Native VLAN

 MTU 9000

 Adapter Policy Linux QoS Policy

Platinum Network Control Policy Default

 Connection Policies Connection Policies Dynamic vNIC

Dynamic vNIC Connection Policy <not set>

 OK
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 Add

 eth1
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 ucs Mac Address Assignment

 Fabric B Enable failover

 vlan11_DATA1 Native VLAN

 MTU 9000

 Adapter Performance Profile Adapter Policy Linux QoS 

Policy Platinum Network Control Policy Default

 Connection Policies Connection Policies Dynamic vNIC

Dynamic vNIC Connection Policy <not set>

 OK
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 How would you like to configure SAN connectivity?
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 Next

 Next

 

 Select Placement

 eth0 eth1

 

 Next
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 Next
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 ucs Boot Policy

 

 

 OK

 Next

 

 user_ack Maintenance Policy

 Next
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 ucs Pool Assignment

 Server Pool Qualification

 Firmware Management

 Host Firmware Package
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 BIOS Configuration ucs BIOS Policy

 Power Control Policy Configuration ucs Power 

Control Policy

 Finish

 OK
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 Servers

 

 Service Profile Templates ucs

 Create a Clone
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 S3260 Clone Name root

 

 

 Storage Storage Profiles
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 Modify Storage Profile

 Storage Profile Policy

 Boot_SSD Storage Profile
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 OK OK

 Boot Order
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 ucs Modify Boot Policy

 Create Boot Policy

 LUN
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 Local Devices Add Local LUN

 

 Add Local LUN Image Path Primary LUN Name OK

 Modify Boot Policy OK
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 Servers

 Service Profile Templates root

 Service Profile Templates ucs

 Create Service Profiles From Template

 

 Create Service Profile from Template

 Naming Prefix ucs

 

 Number of Instances 13
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 Equipment Rack-Mounts Filter Servers
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 Equipment

 Rack-Mounts Servers

 KVM Console
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 Macros Static Macros Ctrl-Alt-Del
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 Ctrl-R

 

 

 F2 Create Virtual Drive
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 Create New VD RAID Level Enter

 

 Enter Advanced

 Create Virtual Drive-Advanced 128KB Strip Size

 Read Ahead Read Policy

 Write Back with BBU Write Policy

 Direct I/O Policy

 

 Initialize

 OK Enter
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 OK

 Create New VD OK

 

 Ctrl-N Ctrl Mgmt

 Tab Boot device Enter

 Tab Apply
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 Esc OK

 Macro Ctrl-Alt-Del

 Virtual Media Activate Virtual Devices

 Virtual Media Map CD/DVD
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 Virtual Media – Map CD/DVD Browse

 Map Device

 

 Macros Static Macros Ctrl-Alt-Del

 

 Install or upgrade an existing system
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 Next

 Next
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 Next
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 Hostname Configure Network
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 Create Custom Layout
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 Create

 

 



96 
 

 Mount Point /boot Fixed size

Additional Size Options OK

 

 

File System Type swap
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 Mount Point / Fill to maximum 

allowable size Additional Size Options

 

 Next
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 Equipment

 Rack-Mounts Servers

 KVM Console

 

 

 Virtual Media

 Activate Virtual Devices Virtual Media
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 Virtual Media Map CD/DVD

 

 

 

 Open
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 Macros Static Macros Ctrl-Alt-Del

 OK

 OK

 

 Install or upgrade an existing system.

 

 

 Next

 Next
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 Basic Storage Devices Next
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 Hostname

 Configure Network



104 
 

 

 



105 
 

 

 



106 
 

 

 Create Custom Layout
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 Create RAID Partition

 

 Software RAID File System Type Size
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Fill to maximum allowable size
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 RAID Device
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 Next
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 Default Settings Next
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—  

—  

—  

—  
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—  

—  

—  
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 Equipment

 Chassis Servers
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ssh 10.29.160.101     

 

vi /etc/hosts 

127.0.0.1   localhost localhost.localdomain localhost4 localhost4.localdomain4 

::1         localhost localhost.localdomain localhost6 localhost6.localdomain6 

10.29.160.101    admin1 

192.168.11.101    admin1-rep 

10.29.160.102    admin2 

192.168.11.102    admin2-rep 

10.29.160.103    idx1 

192.168.11.103    idx1-rep 

10.29.160.104    idx2 

192.168.11.104    idx2-rep 

10.29.160.105    idx3 

192.168.11.105    idx3-rep 

10.29.160.106    idx4 

192.168.11.106    idx4-rep 

10.29.160.107    idx5 

192.168.11.107    idx5-rep 

10.29.160.108    idx6 
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192.168.11.108    idx6-rep 

10.29.160.109    idx7  

192.168.11.109    idx7-rep 

10.29.160.110    idx8 

192.168.11.110    idx8-rep 

10.29.160.111    sh1  

192.168.11.111    sh1-rep 

10.29.160.112    sh2  

192.168.11.112    sh2-rep 

10.29.160.113    sh3 

192.168.11.113    sh3-rep 

10.29.160.114    storage1 

 ssh 10.29.160.101

 ssh-keygen
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 id_rsa.pub

ssh-copy-id

.ssh/authorized_keys

for host in admin1 admin2 idx1 idx2 idx3 idx4 idx5 idx6 idx7 idx8 sh1 sh2 sh3 

storage1; do echo -n "$host -> "; ssh-copy-id -i ~/.ssh/id_rsa.pub $host; done 

 yes Are you sure you want to continue connecting (yes/no)

 

 

wget http://dl.fedoraproject.org/pub/epel/6/x86_64/clustershell-1.7.2-

1.el6.noarch.rpm 

scp clustershell-1.7.2-1.el6.noarch.rpm admin1:/root/ 

 

yum -y install clustershell-1.7.2-1.el6.noarch.rpm 

 /etc/clustershell/groups

vi /etc/clustershell/groups 

 

admins: admin[1-2] 

indexers: idx[1-8] 

searchheads: sh[1-3] 

storage: storage1 

all-splunk: admin[1-2],sh[1-3],idx[1-8] 
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all: admin[1-2],sh[1-3],idx[1-8],storage1 

 

clush -a -B -x admin1 -c /etc/hosts 

createrepo

  

mkdir -p /var/www/html/rhelrepo 

 /var/www/html/rhelrepo 

 

scp rhel-server-6.8-x86_64-dvd.iso admin1:/root/ 

 

 

mkdir -p /mnt/rheliso 
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mount -t iso9660 -o loop /root/rhel-server-6.8-x86_64-dvd.iso /mnt/rheliso/  

 /var/www/html/rhelrepo

cp -r /mnt/rheliso/* /var/www/html/rhelrepo 

 

 .repo 

vi /var/www/html/rhelrepo/rheliso.repo  

[rhel6.8]  

name=Red Hat Enterprise Linux 6.8  

baseurl=http://10.29.160.101/rhelrepo  

gpgcheck=0  

enabled=1 

 /var/www/html/rhelrepo /etc/yum.repos.d 

cp /var/www/html/rhelrepo/rheliso.repo /etc/yum.repos.d/ 

 

 

clush -a -b -c /etc/yum.repos.d/rheliso.repo  

 

/etc/yum.repos.d/rheliso.repo 

 

vi /etc/yum.repos.d/rheliso.repo 

[rhel6.8]  

name=Red Hat Enterprise Linux 6.8  
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baseurl=file:///var/www/html/rhelrepo  

gpgcheck=0  

enabled=1 

 createrepo

yum -y install createrepo 

 

cd /var/www/html/rhelrepo 

createrepo . 
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 httpd

yum -y install httpd 

 ServerName

vi /etc/httpd/conf/httpd.conf 

ServerName 10.29.160.101:80 

 

service httpd start  

chkconfig httpd on 

 

clush -a -B yum clean all 

clush -a -B yum repolist 
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chcon -R -t httpd_sys_content_t 

/var/www/html/

clush -a -B "modinfo enic | head -5" 

 /etc/selinux/config SELINUX

SELINUX=disabled

clush -a -b "sed -i 's/SELINUX=enforcing/SELINUX=disabled/g' 

/etc/selinux/config" 

clush -a -b "setenforce 0" 
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clush –a –b sestatus 

clush -a -b "service iptables stop" 

clush -a -b "chkconfig iptables off" 

 

 

clush -a -B yum -y install xfsprogs 
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 /etc/ntp.conf

vi /etc/ntp.conf 

driftfile /var/lib/ntp/drift  

restrict 127.0.0.1  

restrict -6 ::1  

server 127.127.1.0  

fudge 127.127.1.0 stratum 10 

includefile /etc/ntp/crypto/pw  

keys /etc/ntp/keys 

 /tmp/ntp.conf

vi /tmp/ntp.conf 
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server 10.29.160.101  

driftfile /var/lib/ntp/drift  

restrict 127.0.0.1  

restrict -6 ::1  

includefile /etc/ntp/crypto/pw  

keys /etc/ntp/keys 

 /tmp/ntp.conf /etc/ntp.conf

clush -a -B -x admin1 -c /tmp/ntp.conf --dest=/etc/ntp.conf 

 

service ntpd start 

 

clush -a -B "yum install -y ntpdate"  

clush -a -b –x admin1 "service ntpd stop" 

clush -a -b -x admin1 "ntpdate 10.29.160.101"  

clush -a -b "service ntpd start" 

 

clush -a -b "chkconfig ntpd on" 
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clush -B -a rsyslogd -v 

clush -B -a service rsyslog status 

 

 

/etc/security/limits.conf

root soft nofile 64000  

root hard nofile 64000  

splunk soft nofile 64000  

splunk hard nofile 64000 
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 /etc/security/limits.conf

.

clush -a -B -c /etc/security/limits.conf  

clush -a -B grep 64000 /etc/security/limits.conf 

 

clush -B -a ulimit -n 

 

  /etc/sysctl.conf on admin1 

net.ipv4.tcp_retries2=5 

  /etc/sysctl.conf

clush -a -b -c /etc/sysctl.conf 

 /etc/sysctl.conf 

clush -B -a sysctl –p 
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clush -a -B "echo vm.swappiness=1 >> /etc/sysctl.conf" 

 

clush -a -b "echo net.ipv6.conf.all.disable_ipv6 = 1 >> /etc/sysctl.conf"  

clush -a -b "echo net.ipv6.conf.default.disable_ipv6 = 1 >> /etc/sysctl.conf"  

clush -a -b "echo net.ipv6.conf.lo.disable_ipv6 = 1 >> /etc/sysctl.conf"  

 /etc/sysctl.conf

clush -a -B "sysctl -p" 

 

clush -a -b "echo never > /sys/kernel/mm/redhat_transparent_hugepage/enabled"  

clush -a -b "echo never > /sys/kernel/mm/redhat_transparent_hugepage/defrag" 

 

/etc/rc.local

 

rm -f /root/thp_disable  

echo "echo never > /sys/kernel/mm/redhat_transparent_hugepage/enabled" > 

/root/thp_disable  

echo "echo never > /sys/kernel/mm/redhat_transparent_hugepage/defrag " >> 

/root/thp_disable 

  

clush -a -b -c /root/thp_disable 
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clush -a -b "cat /root/thp_disable >> /etc/rc.local" 

 

 

scp storcli-1.19.04-1.noarch.rpm admin1:/tmp/ 

 

clush -a -b -X searchheads,admins -c /tmp/storcli-1.19.04-1.noarch.rpm 

 

clush -a -b -X searchheads,admins rpm -ivh /tmp/storcli-1.19.04-1.noarch.rpm 

 raid10.sh

vi /root/raid10.sh 

 

/opt/MegaRAID/storcli/storcli64 /c0 add vd type=raid10 drives=$1:1-24 

pdperarray=12 WB ra direct Strip=128 

 

 

 

chmod +x /root/raid10.sh 

 

clush --group=indexers -c /root/raid10.sh 
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/opt/MegaRAID/storcli/storcli64 pdlist -a0 | grep Enc | grep -v 252 | awk 

'{print $4}' | sort | uniq -c | awk '{print $2}' 

 

./raid10.sh <EnclosureID> # obtained by running the command above 

 

 

 

http://www.lsi.com/
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vi /root/driveconf-idx.sh 

#!/bin/bash 

[[ "-x" == "${1}" ]] && set -x && set -v && shift 1 

count=1 

for devX in /sys/class/scsi_host/host?/scan 

do 

echo '- - -' > ${devX} 

done 

for devD in $(lsblk | grep disk | cut -c1-3) 

do 

echo /dev/$devD 

devX=/dev/$devD 

if [[ -b ${devX} && `/sbin/parted -s ${devX} print quit|/bin/grep -c boot` -

ne  0 ]] 

then 

echo "$devX bootable - skipping." 

continue 

else 

echo $devX 

echo "Setting up Drive => ${devX}" 

/sbin/mkfs.xfs -f ${devX} 

(( $? )) && continue 

#Identify UUID 

UUID=`blkid ${devX} | cut -d " " -f2 | cut -d "=" -f2 | sed 's/"//g'` 

 

echo "UUID of ${devX} = ${UUID}, mounting ${devX} as UUID on 

/data/disk${count}" 

/bin/mkdir -p /data/disk${count} 

(( $? )) && continue 

/bin/mount -t xfs -o allocsize=128m,inode64,noatime,nobarrier,nodiratime -U 

${UUID} /data/disk${count} 

(( $? )) && continue 

echo "UUID=${UUID} /data/disk${count} xfs 

allocsize=128m,inode64,noatime,nobarrier,nodiratime 0 0" >> /etc/fstab 

((count++)) 

fi 

done 

 driveconf-idx.sh

chmod 755 /root/driveconf-idx.sh 

clush --group=indexers -B -c /root/driveconf-idx.sh 
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clush --group=indexers -B /root/driveconf-idx.sh 

 

clush --group=indexers -B df -h  

clush --group=indexers -B mount  

clush --group=indexers -B cat /etc/fstab 

 

mount  

umount /data/disk1 # <- disk1 shown as example 

(echo d;  echo w;) | sudo fdisk /dev/sd<?> 

 

vi /root/raid6.sh 

/opt/MegaRAID/storcli/storcli64 /c0 add vd type=raid6 drives=$1:1-15 WB ra 

direct Strip=1024 

/opt/MegaRAID/storcli/storcli64 /c0 add vd type=raid6 drives=$1:16-30 WB ra 

direct Strip=1024 

/opt/MegaRAID/storcli/storcli64 /c0 add vd type=raid6 drives=$1:31-45 WB ra 

direct Strip=1024 

/opt/MegaRAID/storcli/storcli64 /c0 add vd type=raid6 drives=$1:46-60 WB ra 

direct Strip=1024 

 

clush --group=storage -B -c /root/raid6.sh 
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chmod +x ./raid6.sh 

 

/opt/MegaRAID/storcli/storcli64 pdlist -a0 | grep Enc | grep -v 252 | awk 

'{print $4}'  

| sort | uniq -c | awk '{print $2}' 

 

/raid6.sh <EnclosureID> 

 

lsblk 

 

http://www.lsi.com/
http://www.lsi.com/


137 
 

 

 

 

vi driveconf-arch.sh 

 

#!/bin/bash 

[[ "-x" == "${1}" ]] && set -x && set -v && shift 1 

count=1 

for devX in /sys/class/scsi_host/host?/scan 

do 

echo '- - -' > ${devX} 

done 

for devD in $(lsblk | grep disk | cut -c1-3) 

do 

echo /dev/$devD 

devX=/dev/$devD 

if [[ -b ${devX} && `/sbin/parted -s ${devX} print quit|/bin/grep -c boot` -

ne  0 ]] 

then 

echo "$devX bootable - skipping." 

continue 

else 

echo $devX 

echo "Setting up Drive => ${devX}" 

/sbin/mkfs.xfs -f ${devX} 

(( $? )) && continue 

#Identify UUID 

UUID=`blkid ${devX} | cut -d " " -f2 | cut -d "=" -f2 | sed 's/"//g'` 

 

echo "UUID of ${devX} = ${UUID}, mounting ${devX} as UUID on 
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/data/disk${count}" 

/bin/mkdir -p /data/disk${count} 

(( $? )) && continue 

/bin/mount -t xfs -o allocsize=128m,inode64,noatime,nobarrier,nodiratime -U 

${UUID} /data/disk${count} 

(( $? )) && continue 

echo "UUID=${UUID} /data/disk${count} xfs 

allocsize=128m,inode64,noatime,nobarrier,nodiratime 0 0" >> /etc/fstab 

((count++)) 

fi 

done 

 driveconf-arch.sh

clush --group=storage -B -c /root/driveconf-arch.sh 

 

clush --group=storage -B /root/driveconf-arch.sh 

 

clush --group=storage -B df -h  

clush --group=storage -B mount  

clush --group=storage -B cat /etc/fstab  
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.  

mount  
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umount /data/disk1 # <-  disk1 shown as example  

(echo d;  echo w;) | sudo fdisk /dev/sd<?> 

 

vi cluster_verification.sh 

#!/bin/bash 

shopt -s expand_aliases 

# Setting Color codes 

green='\e[0;32m' 

red='\e[0;31m' 

NC='\e[0m' # No Color 

echo -e "${green} === Cisco UCS Integrated Infrastructure for Big Data \ 

Cluster 

Verification === ${NC}" 

echo "" 

echo "" 

echo -e "${green} ==== System Information ==== ${NC}" 

echo "" 

echo "" 

echo -e "${green}System ${NC}" 

clush -a -B " `which dmidecode` |grep -A2 '^System Information'" 

echo "" 

echo "" 

echo -e "${green}BIOS ${NC}" 

clush -a -B " `which dmidecode` | grep -A3 '^BIOS I'" 

echo "" 
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echo "" 

echo -e "${green}Memory ${NC}" 

clush -a -B "cat /proc/meminfo | grep -i ^memt | uniq" 

echo "" 

echo "" 

echo -e "${green}Number of Dimms ${NC}" 

clush -a -B "echo -n 'DIMM slots: '; `which dmidecode` |grep -c \ 

'^[[:space:]]*Locator:'" 

clush -a -B "echo -n 'DIMM count is: '; `which dmidecode` | grep "Size"| grep 

-c "MB"" 

clush -a -B " `which dmidecode` | awk '/Memory Device$/,/^$/ {print}' | grep -

e \ 

'^Mem' -e Size: -e Speed: -e Part | sort -u | grep -v -e 'NO DIMM' -e 'No 

Module Installed' -e Unknown" 

echo "" 

echo "" 

# probe for cpu info # 

echo -e "${green}CPU ${NC}" 

clush -a -B "grep '^model name' /proc/cpuinfo | sort -u" 

echo "" 

clush -a -B "`which lscpu` | grep -v -e op-mode -e ^Vendor -e family -e \ 

Model: -e Stepping: -e BogoMIPS -e Virtual -e ^Byte -e '^NUMA node(s)'" 

echo "" 

echo "" 

# probe for nic info # 

echo -e "${green}NIC ${NC}" 

clush -a -B "`which ifconfig` | egrep '(^e|^p)' | awk '{print \$1}' | xargs -l 

\ 

`which ethtool` | grep -e ^Settings -e Speed" 

echo "" 

clush -a -B "`which lspci` | grep -i ether" 
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echo "" 

echo "" 

# probe for disk info # 

echo -e "${green}Storage ${NC}" 

clush -a -B "echo 'Storage Controller: '; `which lspci` | grep -i -e \ 

raid -e storage -e lsi" 

echo "" 

clush -a -B "dmesg | grep -i raid | grep -i scsi" 

echo "" 

clush -a -B "lsblk -id | awk '{print \$1,\$4}'|sort | nl" 

echo "" 

echo "" 

echo -e "${green} ================ Software ======================= ${NC}" 

echo "" 

echo "" 

echo -e "${green}Linux Release ${NC}" 

clush -a -B "cat /etc/*release | uniq" 

echo "" 

echo "" 

echo -e "${green}Linux Version ${NC}" 

clush -a -B "uname -srvm | fmt" 

echo "" 

echo "" 

echo -e "${green}Date ${NC}" 

clush -a -B date 

echo "" 

echo "" 

echo -e "${green}NTP Status ${NC}" 

clush -a -B "ntpstat 2>&1 | head -1" 
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echo "" 

echo "" 

echo -e "${green}SELINUX ${NC}" 

clush -a -B "echo -n 'SElinux status: '; grep ^SELINUX= /etc/selinux/config 

2>&1" 

echo "" 

echo "" 

echo -e "${green}IPTables ${NC}" 

clush -a -B "`which chkconfig` --list iptables 2>&1" 

echo "" 

clush -a -B " `which service` iptables status 2>&1 | head -10" 

echo "" 

echo "" 

echo -e "${green}Transparent Huge Pages ${NC}" 

clush -a -B " cat /sys/kernel/mm/*transparent_hugepage/enabled" 

echo "" 

echo "" 

echo -e "${green}CPU Speed${NC}" 

clush -a -B "echo -n 'CPUspeed Service: '; `which service` cpuspeed status 

2>&1" 

clush -a -B "echo -n 'CPUspeed Service: '; `which chkconfig` --list cpuspeed 

2>&1" 

echo "" 

echo "" 

echo -e "${green}Hostname Lookup${NC}" 

clush -a -B " ip addr show" 

echo "" 

echo "" 

echo -e "${green}Open File Limit${NC}" 

clush -a -B 'echo -n "Open file limit(should be >32K): "; ulimit -n' 
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chmod 755 cluster_verification.sh 

 

./cluster_verification.sh 
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http://answers.splunk.com/answers/118859/diagram-of-splunk-common-network-ports.html
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clush -a -X storage -c ./splunk-6.4.1-debde650d26e-linux-2.6-x86_64.rpm --

dest=/tmp 

 

clush -a -X storage chmod +x /tmp/splunk-6.4.1-debde650d26e-linux-2.6-

x86_64.rpm 

 

clush --group=admins,searchheads mkdir -p /data/disk1 

 

 

clush -a -X storage -B rpm -ivh --prefix=/data/disk1 /tmp/splunk-6.4.1-

debde650d26e-linux-2.6-x86_64.rpm 

 

 

clush --group=all-splunk "echo SPLUNK_HOME=/data/disk1/splunk >> 

/etc/environment" 
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clush --group=all-splunk -B echo $SPLUNK_HOME 

 

clush --group=all-splunk -B ls -l $SPLUNK_HOME  

clush --group=all-splunk -B ls -l $SPLUNK_HOME/bin/splunk 

 

clush --group=all-splunk -B "echo cisco123 | passwd splunk --stdin" 
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 ssh-keygen

 

ssh-copy-id

.ssh/authorized_key

for host in admin1 admin2 idx1 idx2 idx3 idx4 idx5 idx6 idx7 idx8 sh1 sh2 sh3; 

do echo -n "$host -> "; ssh-copy-id -i ~/.ssh/id_rsa.pub $host; done 

 yes

 

clush --group=all-splunk hostname 
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clush --group=all-splunk $SPLUNK_HOME/bin/splunk start --accept-license 

 

clush --group=all-splunk $SPLUNK_HOME/bin/splunk status 
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http://10.29.160.101:8000/
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$SPLUNK_HOME/bin/splunk stop 

 

$SPLUNK_HOME/* 

 

 

$SPLUNK_HOME/bin/splunk start 

 

clush --group=all-splunk $SPLUNK_HOME/bin/splunk enable boot-start -user splunk 

 

 

http://answers.splunk.com/answers/118859/diagram-of-splunk-common-network-ports.html
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sudo -u splunk id 

 

 

 

clush --group=storage -B groupadd --gid=500 splunk  

clush --group=storage -B useradd --gid=500 --uid=500 splunk 

 passwd



156 
 

 

 

 

clush --group=storage -B yum install -y nfs-* 

 

vi /root/nfs_server_setup.sh 
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#!/bin/bash 

## Setup NFS Server for Splunk Frozen storage and setup exports 

## Stop the NFS Service 

service nfs stop 

service rpcbind stop 

indexer=1 

## Create the NFS Export directories and prepare the /etc/exports file 

for diskName in disk1 disk2 disk3 disk4 

do 

 echo /data/$diskName 

 mkdir -p /data/$diskName/splunk/frzn  

## Exported for Frozen Data from Splunk cluster 

## Create the root directory for each indexer by their hostnames. 

## Each volume is dedicated for two indexers. 

 mkdir -p /data/$diskName/splunk/frzn/idx$indexer 

 ((indexer++)) 

 mkdir -p /data/$diskName/splunk/frzn/idx$indexer 

 ((indexer++)) 

 chown -R splunk:splunk /data/$diskName/* 

## Add the directory paths to the NFS Exports file. 

 echo "/data/$diskName/splunk/frzn 192.168.11.0/24(rw,sync)" >> /etc/exports 

done 

## Start the NFS Service in the proper order 

service rpcbind start 

service nfs start 

exit 0 

 

 

chmod +x /root/nfs_server_setup.sh 

 

clush --group=storage -B -c /root/nfs_server_setup.sh 

 

clush --group=storage -B /root/nfs_server_setup.sh 
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showmount -e storage1 

 

http://docs.splunk.com/Documentation/Splunk/latest/Indexer/HowSplunkstoresindexes
http://docs.splunk.com/Documentation/Splunk/latest/Indexer/HowSplunkstoresindexes
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clush --group=indexers -B yum install -y nfs-* 

 

vi /root/nfs_client_setup.sh 

 

#!/bin/bash 

## NFS Clientside configurations for the Indexers 

## Create a temporary script directory for holding auto generated scripts. 

CISCO_SCRIPT_DIR=/root/cisco/scripts 

mkdir -p $CISCO_SCRIPT_DIR 

rm -rf $CISCO_SCRIPT_DIR/* 

clush --group=indexers -B mkdir -p $CISCO_SCRIPT_DIR 

clush --group=indexers -B rm -rf $CISCO_SCRIPT_DIR/* 

## Create the mount points on the indexers 

clush --group=indexers -B mkdir -p /mnt/frzn 

## Create the RAID6 volume to indexer-set map. 

declare -A diskMap=( [disk1]=idx1,idx2 [disk2]=idx3,idx4 [disk3]=idx5,idx6 
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[disk4]=idx7,idx8 ) 

FRZN_LINK_NAME="frzn_data" 

for K in "${!diskMap[@]}" 

do 

 echo $K --- ${diskMap[$K]} 

 

optParam="nolock,tcp,rw,hard,intr,timeo=600,retrans=2,rsize=131072,wsize=13107

2" 

 fstabEntry="storage1:/data/$K/splunk/frzn /mnt/frzn nfs $optParam" 

 mountParam="-t nfs storage1:/data/$K/splunk/frzn /mnt/frzn -o $optParam" 

 echo "mount $mountParam" > $CISCO_SCRIPT_DIR/mount_script_$K.sh 

 echo "echo $fstabEntry >> /etc/fstab" >> $CISCO_SCRIPT_DIR/mount_script_$K.sh 

 chmod +x $CISCO_SCRIPT_DIR/mount_script_$K.sh 

 clush -w ${diskMap[$K]} -B -c $CISCO_SCRIPT_DIR/mount_script_$K.sh 

 clush -w ${diskMap[$K]} $CISCO_SCRIPT_DIR/mount_script_$K.sh 

done 

echo "echo removing old mapping /data/$FRZN_LINK_NAME" > 

$CISCO_SCRIPT_DIR/frzn_link_setup.sh 

echo "rm -f /data/$FRZN_LINK_NAME" >> $CISCO_SCRIPT_DIR/frzn_link_setup.sh 

echo "ln -s /mnt/frzn/\$(hostname) /data/$FRZN_LINK_NAME" >> 

$CISCO_SCRIPT_DIR/frzn_link_setup.sh 

chmod +x $CISCO_SCRIPT_DIR/frzn_link_setup.sh 

clush --group=indexers -B -c $CISCO_SCRIPT_DIR/frzn_link_setup.sh 

clush --group=indexers -B $CISCO_SCRIPT_DIR/frzn_link_setup.sh 

exit 0 

 

chmod +x /root/nfs_client_setup.sh  

 

./nfs_client_setup.sh 

 

clush --group=indexers -B umount /mnt/frzn
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clush --group=indexers -B "mount -l | grep splunk"  

clush --group=indexers -B ls -l /data 
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163 
 

 

 Settings Licensing

 

 Change License Group

 Enterprise License

 

 Save

 Add new license Choose File

 Install
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 Restart now

 OK

 

 

http://docs.splunk.com/Documentation/Splunk/latest/Admin/Configurealicensemaster


165 
 

 

clush --group=all-splunk -x admin1 -B $SPLUNK_HOME/bin/splunk edit licenser-

localslave -master_uri https://admin1:8089 -auth admin:cisco123 

 

clush --group=all-splunk -x admin1 $SPLUNK_HOME/bin/splunk restart 

 

 

 

 Settings Licensing

 Change to slave
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 Designate a different Splunk instance 

as the master license server

 

 

 Save
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 Restart now

 

 Settings Licensing

 All indexer Details
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 Settings Indexer Clustering  

 

 Enable Indexer Clustering

 

 Master Node Next
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 Replication Factor Search Factor

 

 Enable Master Node
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 Go to Server Controls

 

 OK

 

 Settings Indexer Clustering
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http://docs.splunk.com/Documentation/Splunk/latest/Indexer/HowSplunkstoresindexes
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clush --group=indexers $SPLUNK_HOME/bin/splunk edit cluster-config -mode slave 

-master_uri https://admin1:8089 -replication_port 8080 -secret splunk+cisco -

auth admin:cisco123 

 

 clush --group=indexers $SPLUNK_HOME/bin/splunk restart 

 

 

 

 
‘$SPLUNK_HOME/bin/splunk restart’ 

http://docs.splunk.com/Documentation/Splunk/latest/Indexer/Restartthecluster
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 Settings

 Distributed environment Indexer Clustering

 

 Enable indexer clustering
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 Peer node Next
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 Enable peer node
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 Go to Server Controls Settings
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http://docs.splunk.com/Documentation/Splunk/latest/Indexer/Restartthecluster
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register_replication_address=idx1-rep 

 

 

 

 

 

$SPLUNK_HOME/bin/splunk rolling-restart cluster-peers 

 

 Settings Index Clustering
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$SPLUNK_HOME/etc/master-apps/_cluster/local 

 

[splunktcp://:9997]  

connection_host = ip 
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 Settings Distributed Environment Indexer Clustering

 

 Edit Distribute Configuration Bundle

 

 Distribute Configuration Bundle



182 
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#Turn off indexing on the master 

[indexAndForward] 

index = false  

[tcpout]  

defaultGroup = search_peers  

forwardedindex.filter.disable = true  

indexAndForward = false  

[tcpout:search_peers]  

server=idx1:9997,idx2:9997,idx3:9997,idx4:9997,idx5:9997,idx6:9997,idx7:9997,idx8

:9997 autoLB = true 
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 Settings Indexer Clustering

 

 Enable Indexer Clustering
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 Enable Clustering Search head node

 Next

 

 

 

 Enable search head node

https://admin1:8089/
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 Go to server controls

 

 Setting

Indexer clustering

 Search Heads
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$SPLUNK_HOME/etc/system/local/

 

[shclustering] 

pass4SymmKey = <your_secret_key> (for example, splunk+cisco) 
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$SPLUNK_HOME/bin/splunk init shcluster-config -auth admin:cisco123 -mgmt_uri 

https://sh1:8089 -replication_port 18081 -replication_factor 2 -

conf_deploy_fetch_url https://admin1:8089 -secret splunk+cisco 

 

$SPLUNK_HOME/bin/splunk restart  
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190 
 

 

 

 

$SPLUNK_HOME/bin/splunk bootstrap shcluster-captain -servers_list 

"https://sh1:8089,https://sh2:8089,https://sh3:8089" -auth admin:cisco123 
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 $SPLUNK_HOME/etc/shcluster/apps/outputs/local/

outputs.conf

mkdir –p outputs/local 

cd outputs/local 

vi outputs.conf  

 

# Turn off indexing on the master 

[indexAndForward]  

index = false  

[tcpout]  

defaultGroup = search_peers  

forwardedindex.filter.disable = true  

indexAndForward = false [tcpout:search_peers]  

server=idx1:9997,idx2:9997,idx3:9997,idx4:9997,idx5:9997,idx6:9997,idx7:9997,i

dx8:9997  

autoLB = true 
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$SPLUNK_HOME/bin/splunk apply shcluster-bundle  -target https://sh1:8089  -

auth admin:cisco123 

 

 

 

 

 

 

$SPLUNK_HOME/bin/splunk show shcluster-status -auth admin:cisco123 

https://splunk.domain.com/
https://sh3:8000/
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$SPLUNK_HOME/bin/splunk list shcluster-members -auth admin:cisco123 
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cd $SPLUNK_HOME/etc/apps/outputs/default  
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ls –l 

 

 

 Settings Distributed Management Console

 

 Settings General Setup

http://docs.splunk.com/Documentation/Splunk/latest/Admin/ConfiguretheMonitoringConsole#Which_instance_should_host_the_console.3F
http://docs.splunk.com/Documentation/Splunk/latest/Admin/ConfiguretheMonitoringConsole#Which_instance_should_host_the_console.3F
http://docs.splunk.com/Documentation/Splunk/latest/Installation/Splunksarchitectureandwhatgetsinstalled
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 Distributed Continue

 

 Edit
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 Save

 Apply Changes

 

 

 Settings Distributed Environment Distributed search
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 Search Peers

 

 New
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[Peer] – Enter the hostname or IP of one of your search heads 

[Remote username] – use ‘admin’ 

[Remote password] – the password to the Splunk admin account on the search 

head 

 

 Settings Distributed Management Console

 Settings General Setup

 

 

 Edit
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 Apply Changes

 

 Overview
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[archival] 

coldToFrozenDir = /path/to/frozen 

http://docs.splunk.com/Splexicon:Bucket
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http://docs.splunk.com/Documentation/Splunk/latest/Indexer/Automatearchiving
http://www.splunk.com/download/universalforwarder
http://docs.splunk.com/Documentation/Splunk/latest/Forwarding/Chooseyourplatform
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clientName = the name or identifier of the host system 

targetUri = the hostname/IP and port of the Deployment Server (For example, 

admin2:8089) 

 

 

 Settings Distributed Environment Forwarder Management

 

 

 

 

 appTest

 appTest local

https://admin2:8000/
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[tcpout]  

defaultGroup = search_peers 

[tcpout:search_peers] 

autoLB = true  

forceTimebasedAutoLB = true 

server=idx1:9997,idx2:9997,idx3:9997,idx4:9997,idx5:9997,idx6:9997,idx7:9997,i

dx8:9997 

 

$SPLUNK_HOME/bin/splunk reload deploy-server 

 

 Settings

Forwarder Management Apps

 

 Server Class
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 Create One TestForwarder

 

 Add Apps

 

 appTest Unselected Apps Selected Apps

 

 Save

 Apps

 Add Clients
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 Edit Clients

fwd1

 

 Save

 Forwarder Management Settings Distributed 

Environment Forwarder Management

 

 $SPLUNK_HOME/etc/apps
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 Settings Indexer Clustering

 

 

 Settings Distributed Management Console
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 Settings General Setup

 

 

 

 

 

 

### TESTING PURPOSES ONLY ### 

[archival]  

repFactor = auto  



209 
 

homePath   = $SPLUNK_DB/archival/db  

coldPath   = $SPLUNK_DB/archival/colddb  

thawedPath = $SPLUNK_DB/archival/thaweddb  

maxDataSize = 1024  

frozenTimePeriodInSecs = 3600 

coldToFrozenDir = /data/frzn_data/archival/frzn 

 

 

 Settings Distributed Environment Indexer Clustering



210 
 

 

 Edit Distribute Configuration Bundle

 

 Distribute Configuration Bundle
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 Push Changes
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Configure the Universal 

Forwarder

 

/opt/splunkforwarder/bin/splunk add oneshot -source ./your_test_file.log -

sourcetype syslog -index archival -auth admin:your_admin_password 

 

https://splunk.box.com/s/en0l0nxss7igrwoiii0me1c0fftn8hjq
https://splunk.box.com/s/en0l0nxss7igrwoiii0me1c0fftn8hjq
http://docs.splunk.com/Documentation/Splunk/latest/Admin/limitsconf
http://docs.splunk.com/Documentation/Splunk/latest/Admin/limitsconf
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 Oneshot 'your_test_file.log' added

 

 

 

 Settings

Distributed Management Console

 Indexing Performance Indexing Performance Deployment
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 Searching and Reporting

 index=”archival” | stats count by 

splunk_server

 

 index=”main” | stats count by splunk_server 
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217 
 

 

ls –la 

 

 

$SPLUNK_HOME/bin/splunk stop 

 

clush --group=indexers $SPLUNK_HOME/bin/splunk stop  

 

$SPLUNK_HOME/bin/splunk clean eventdata -index main

 
-f clush --group=indexers 

$SPLUNK_HOME/bin/splunk clean eventdata -index main -f

 

 

$SPLUNK_HOME/bin/splunk start 
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 clush --group=indexers $SPLUNK_HOME/bin/splunk start  

 

 

 

 

 Settings Indexer Clustering Edit Distribute Configuration Bundle

 

 Distribute Configuration Bundle
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 Push Changes

 

 

 

 

 

rm –r outputTest/ 

 

$SPLUNK_HOME/bin/splunk reload deploy-server 

 

 Settings Fowarder Management

 Server Classes Edit Delete
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$SPLUNK_HOME/bin/splunk rolling-restart cluster-peers 

http://docs.splunk.com/Documentation/Splunk/latest/Security/WhatyoucansecurewithSplunk
http://docs.splunk.com/Documentation/Splunk/latest/Security/WhatyoucansecurewithSplunk
http://docs.splunk.com/Documentation/Splunk/latest/Security/WhatyoucansecurewithSplunk
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https://splunkbase.splunk.com/
https://splunkbase.splunk.com/
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https://splunkbase.splunk.com/apps/#/order/latest/author/splunk


 

 

http://blogs.cisco.com/tag/ucs-central/
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—  

—  
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 LAN

 Pools root Sub-

Organizations

 MAC Pools

 Create MAC Pool

 Name Mgmt Data1 Data2

 

 Assignment Order Sequential

 

 Next

 Add
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 OK

 Finish

 OK

 

 

 Servers

 Pools root Sub-

Organizations

 Server Pools

 Create Server Pool
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 Next

 

 

 Finish
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 Create Server Pools

OK
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 Admin

 Communication Management Filter

 Communication Management Communication Services

 Web Session Limits Maximum Sessions

 

 LAN

 LAN LAN Cloud

 QOS System Class

 General Enabled Platinum MTU 9000

 Save Changes
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 File Deploy OVF 

Template…

 

 Open

 Next OVF Template Details

 Next End User License Agreement

 Next Name and Location

 Next Storage

 Next Disk Format
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 Thick Provision Lazy Zeroed Next Network 

Mapping

 Destination Networks

Next
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 Power on after deployment Finish

 

 Console
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 Login Enter

 

 1

 14

 S

 eth0

 a

 y
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 Return

 10

 v4
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 Return

 28
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 File Deploy OVF Template…

 

 Open Next OVF Template Details

 Next End User License Agreement

 Next Name and Location

 Next Storage

 Next Disk Format

 Thick Provision Lazy Zeroed Next Network 

Mapping

 

 Destination Networks

Next

 Power on after deployment Finish

 Console
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 Login Enter

 

 

/opt/vmware/share/vami/vami_config_net 

 

 6

 y

 n

 

 y

 7
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 y

 n

 

 y

 

 

 admin admin
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 Administration License

 Upload
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 Submit

 Administration License

 Manage Personalities

 Personality Configuration Big Data

 Submit

 

 

 3

 2

 4

 2

 

 Solutions Big Data Settings

 Software Catalogs

 Add

 Create Software Catalogs

 Restart BMA Services

 

 Upload Type Path to ISO in BMA

 

 Submit
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 Refresh

Missing Packages
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 

 

 

 

 /opt/cnsaroot/bd-sw-rep

clustershell-1.7-1.el6.noarch.rpm 

libyaml-0.1.3-4.el6_6.x86_64.rpm 

PyYAML-3.10-3.1.el6.x86_64.rpm 

 

splunk-6.4.0-f2c836328108-linux-2.6-x86_64.rpm 

splunk.license 

 Software Catalogs Refresh

Missing Packages

 /opt/cnsaroot/bd-sw-rep

clustershell-1.7-1.el6.noarch.rpm 

libyaml-0.1.3-4.el6_6.x86_64.rpm 

PyYAML-3.10-3.1.el6.x86_64.rpm 
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 Submit

 

 

/opt/cnsaroot/bd-sw-rep Software 

Catalogs

 Solutions Big Data Settings
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 Solutions > Big Data > Containers
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root

 

 Replication Factor

 Search Factor

 Splunk Server Roles
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 vNIC Template
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 Submit

 Organization Service Requests

View Details Service Request

 

 Organizations My 

Approvals
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 Complete

 

 Solution Big Data Accounts

Splunk Accounts

View Details
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Splunk Accounts Launch Splunk DMC

 

 


