Cisco TrustSec Feature Guide

Cisco TrustSec Feature Guide | © 2016 Cisco and/or its affiliates. All rights reserved.



Cisco TrustSec Feature Guide

Introduction Plan
Contents
INErOUCTION ... 5
ADOUL CiSCO TIUSTSEC ..oeneeiiiii e 5
AUIENCE ... 5
CiSCO TruUStSEC OVEIVIEW......c.vvviiiieiiieiieeieeeieeiees 6
Cisco TrustSec Device ENrollment ..........coouveiiiiiiiiiiii e 7
PAC OVEIVIEW ...ouiiiiiiici e 8
PAC OV EIVIEW ...ttt et 8
Security ACCESS Group OV EeIVIEBW .. ...uieieiiie e eeenes 9
Security Group Policy Enforcement ...........cooooiiiiiiiiiiiiieins 9
Security Group Tag OVEIVIEW .....c.uviviiiiiiieiii e eeiee e 10
BN e 11

Configure

Troubleshoot Resour ces
CoNfIQUIING ..eee e 12
Configuring Cisco Devices to Integrate with Cisco TrustSec.................. 12
Registering Cisco Devices with CiSCO ISE...........cociiiiiiiiiiiiiiiieins 13
Configuring Cisco TrustSec Credentials on the Device......................... 14
Configuring RADIUS Attributes OnISE .........cccoviiiiiiiiieeee 15
Configuring RADIUS Server onthe Device.........cooovvviiiiiiniiiiinienn 15
Configuring Environment Data on ISE.............oocoiiiiiiiice 16
Creating a Security Group on CiSCO ISE........cccvviiiiiiiiiiiiiiceen 17
Creating an SGACL Mapping on ISE........cocoiiiiiiiiiiiiiiicceeae e 18
Downloading the SGACL Policy on tothe Device.........ocovvvviviiiiininnns 18
Troubleshooting..........ovuviiiiii 20
Technical Support Information..............cccoeevevenennns 24

Contents

Cisco TrustSec Feature Guide | © 2016 Cisco and/or its affiliates. All rights reserved.



Cisco TrustSec Feature Guide

INTRODUCTION

Introduction Plan Configure

Introduction

About Cisco TrustSec

CiscoTrustSecis a systemthat provides security for Cisco TrustSec-
enabled networkdevices ateach routinghop. In this system, each

network device works to authenticate and authorize its neighbor

devices and applies some level of security (grouptagging, role-based
access control lists (ACLs), encryption, and so on) to trafficbetween

the devices.

e CiscoTrustSecisembedded technology inyour existing Cisco

switches and routers. Cisco TrustSec can simplify provisioning and
management of network access, make security operations more
efficient, and help to enforce segmentation policy consistently,
anywherein the network. The centralized policy management
platformfor TrustSecis the Cisco Identity Services Engine (ISE).

CiscoTrustSecuses secure RADIUS to prescribe a process of
authentication, authorization, session association, encryption,
and trafficfiltering. Secure RADIUS us es automatic Protected
Access Credential (PAC) provisioning as alow overhead method
to send PAC metadata and control informationto clients. PAC
provisioning is used with Extensible Authentication Protocol-
Flexible Authenticationthrough Secure Tunneling (EAP-FAST) to
establish a Transport Layer Security (TLS) tunnel in which client
credentials are verified.

This documentdescribes Cisco TrustSecand how to
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configureiton Cisco devices supported inCiscolOS XE Rel ease Denali
16.2.1.

Audience

This userguideis for networking professionals and experienced network
administrators who areresponsible for configuring Cisco TrustSec feature
on CiscoDevices.
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Cisco TrustSec Overview

With enterprises transitioning to borderless networks, the
technologythat connects people andorganizations, andthe security
requirements for protecting data and networks have evolved
significantly. End points areincreasingly nomadicand users often
employ a variety of end points (for example, laptops, smart phones,
tablets and soon), which means thata combination of user
attributes plus end-point attributes provide the key characteristics
thatenforcementdevices suchas switches and routers with
firewalls canreliably use to make access control decisions.

As a result, the availability and propagation of end point attributes
or clientidentity attributes have become important requirements to
enable security across the customer networks—attheaccess,
distribution, and corelayers of the network, and in the data center.

CiscoTrustSec provides access control that builds upon an existing
identity-awareinfrastructure to ensure data confidentiality between
network devices and integrate security access services on one
platform. With CiscoTrustSec, enforcement devices use a
combination of userattributes and end-point attributes to make
role-based and identity-based access control decisions. The
availability and propagation of this information enables security
across networks atthe access, distribution, and core layers of the
network.

The Cisco TrustSec security architecture builds secure networks by
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establishing a domain of trusted devices. Communication on the links
between devicesin the Cisco TrustSec cloudis secured with a combination
of encryption, messageintegrity checks, and data-path replay protection
mechanism. Cisco TrustSec also uses the deviceand useridentity
informationacquired during authentication to classifythe packets as they
enter a network.

This packet classification is maintained by tagging packets on theingress
interfaceto the Cisco TrustSec networkso thatthey can be correctly
identified forthe purpose of applying securityand other policy criteria
alongthedatapath.TheTag, alsocalled Security Group Tag (SGT), allows
the network to enforcetheaccess control policy by enabling the endpoint
devicetoactuponthe SGTvalueto filter the traffic.

For moreinformation about Cisco TrustSec, see
http.//www.cisco.com/go/trustsec.
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Cisco TrustSec Device Enrollment
e Anydevicethat participates in the Cisco TrustSec network
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and a server. Shared secrets are used to verify that RADIUS messages are
sent by a RADIUS-enabled device thatis configured with the same shared

requiresitto beauthenticated andtrusted. New devices that
connecttothenetwork usean enrollment process to obtain
CiscoTrustSecauthentication credentials and receive general
informationabout the TrustSec environment to facilitate the
authentication process. Device enrollment can happen either
directly withan Authentication Server (AS) provided the device
has Layer 3 connectivity to the AS or through a peer
Authenticator (AT) device, suchas a switchor router that
facilitates enrollment with an AS.

Access switches or routers are the authentication points intypical
branchaccess scenarios and have direct connectivity to the AS.
They authenticate endpoints through EAP-FAST for dynamic PAC
provisioning or RADIUSand EAP exchange. Whenendpoints are
successfully authenticated, they receive user-specific AAA
attributes thatincludethe SGT, whichinturnisrelayed to a
switch using SGT Exchange Protocol (SXP). The switch initiates
EAP-FAST Phase 0 exchange with the available AS and obtains a
PAC. This isaccomplished by a local PAC-provisioning driver,
which acts as a pass-through authenticatorto the supplicant EAP-
FAST enginerunning on the switch.

Secure RADIUS
The RADIUS protocol requires a secret to be shared between a client

secret. Shared secrets also verify that the RADIUS message has not been
modifiedin transit (messageintegrity). The messageintegrity is checked
by including the Message Authenticatorattributeinthe RADIUS messages.
This attributeis a Hash-based Message Authentication Code-Message
Digest5 (HMAC-MD?5) of the entire radius message using the shared secret
as thekey. The shared secretis also used to encrypt some RADIUS
attributes, suchas User-Password and Tunnel-Password.

EAP-FAST

EAP-FASTIs a publicly accessible IEEE 802.1X extensible authentication
protocol typethatisused to support customers who cannot enforcea
strong password policy. EAP-FAST is used forthe following reasons:

e Digital certificatesare notrequired.

e Avariety of databasetypes forusernames and passwords are

supported.
e Password expirationand change aresupported.
e EAP-FASTIs flexible, easyto deployandmanage.

Note: Lightweight Directory Access Protocol (LDAP) users cannot be
automatically PAC provisioned and must be manually provisioned.

EAP-FAST comprises of three basicphases, butonly Phase O is supported.
PhaseOinitially distributes the PAC to the client device.
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Phase0 or auto-provisioning (alsocalled in-band provisioning)
component of EAP-FAST permits the secure distribution of the user
PACto each device.Phase 0 in EAP-FAST permitsa PACto be
distributed to the device duringan encrypted session afterthe
devicecredentials are authenticated.

After a successful PAC distribution, the serverissues an
authentication failure to theaccess pointandthedeviceis
disassociated from the network. Then the devicereinitiates an EAP-
FAST authenticationwith the network using the newly provisioned
PAC and device credentials.

Figure 1 EAP-FAST

PAC Overview

e The PACis a uniqueshared credential used to mutually
authenticatetheclientandserver. Itisassociated with a specific
clientusername anda server authority identifier (A-1D). APAC
removes the need for PublicKey Infrastructure (PKI) and digital
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certificates.

Creatinga PAC consists of the followingsteps:

Server A-ID maintains a local key (master key) thatis only known by
the server.

When a client, whichis referred to in this contextas aninitiator
identity (1-ID), requests a PAC fromtheserver, the server generates a
randomly unique PAC key and PAC-Opaque fieldfor this client.

The PAC-Opaquefieldcontains therandomly generated PAC key along
with other informationsuch asan I-IDandkey lifetime.

PACKey, I-ID, and Lifetimein the PAC-Opaquefield are encrypted with
the master key.

PAC Overview

5.

6.

The PACis a unique shared credential used to mutually authenticate
the clientand server. Itis associated with a specific client username and
a server authority identifier (A-ID). APAC removes the need for Public
Key Infrastructure (PKI) and digital certificates.

Creatinga PAC consists of the followingsteps:

Server A-ID maintains a local key (master key) thatis only known by
the server.

When a client, whichis referred to in this contextas aninitiator
identity (1-ID), requests a PAC fromtheserver, the server generates a
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randomly unique PAC key and PAC-Opaque field for this client.

7. The PAC-Opaquefieldcontains the randomly generated PAC key
along withother informationsuchasanl-ID and key lifetime.

8. PACKey, I-ID, and Lifetimein the PAC-Opaquefield are
encrypted with the master key.

9. APAC-InfofieldthatcontainstheA-IDiscreated.
10.The PACis distributed or imported to the client automatically.

Note: Theserverdoes not maintainthe PAC or the PAC key,
enabling the EAP-FAST server to be stateless.

The figure below describes the PAC's construction. APAC consists of
the PAC-Opaque, PACKey, and PAC-Info fields. The PAC-Info field
contains the A-ID.

Figure 2 PAC for Server Authority

Security Access Group Overview
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Security Group Access (SGA) architecture provides group based access-
control using Security Group Tags (SGTs). SGTs are used to tag user traffic
with roleandidentity information, which is carried throughout the
network and used by devices inthe network for policy control.

SGTs allow enterprises to build simple role-based access policies thatare
topology-independent and provide operational flexibility comparedto
downloadable access control lists (ACLs ). Additionally, specificresources
thatarebeingaccessedcan be grouped into security groups to simplify
operations.

SGTs areunique 16-bittags assignedto a uniquerole, which represents
privilege of the source user, device or entity. They aretaggedatthe
ingress of a TrustSec domainandfiltered atthe egress of the TrustSec
domain via Security Group access control lists (SGACLs). Policies (Policy
ACLs) aredistributed from a central policy server (Cisco Integrated
Services Engine) or canbe configured locallyon the TrustSec device.

Security Group Policy Enforcement

Security policy enforcementis based on security group name. An end-
pointdevice attempts to access a resourcein thedata center. Compared
to traditional IP-based policies configured on firewalls, i dentity-based
policies are configured based on user and deviceidentities. Forexample,
mktg-contractoris allowedto access mktg-servers; mktg-corp-users are
allowed to access mktg-server and corp-servers.

The benefits of this type of deploymentinclude:
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e User group andresourcearedefinedandenforced usingsingle .

object (SGT) simplified policy management.

e Useridentityandresourceidentity areretained throughout the °

CiscoTrustSec-capable switchinfrastructure.
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The Cisco device canusethe IP-SGT mapping for policy enforcement
across the Cisco TrustSec domain.

Deployment simplification is possible because 802.1x authorization for
servers is mandatory.

This figure shows a deployment for security group name-based Security Group Tag Overview

policy enforcement. Security group access transforms a topology-aware network into arole-
based network, which enables end-to-end policies enforced on the basis of
role-based access control list (RBACL). Device and user credentials
acquiredduring authenticationare used to classify packets by security
groups. Every packet entering the Cisco TrustSeccloud is tagged with a
security group tag (SGT). The tagging helps trusted intermediaries i dentify
the source of the packetandenforce security policies along the data path.
An SGTcanindicatea privilege level across the domain when the SGTis
used to definea security group ACL.

An SGTis assigned to a device through |EEE 802.1X authentication, web
authentication, or MAC authentication bypass (MAB), which occurs with a

Figure 3 Security Group Name-Based Policy Enforcement RADIUS vendor-specificattribute. An SGT can be assigned statically to a
. _ . particularIPaddress orto a switchinterface. An SGTis dynamically routed
Implementing CiscoTrustSecallows you to configure security to a switchor access point after successful authentication.

policies that supportserver segmentation and includes the following
features:

e Apool of servers can beassigned an SGT for simplified policy
management.
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The Source-Group Tag (SGT) eXchange Protocol (SXP) is a protocol
developed for CiscoTrustSecto propagate the IP-to-SGT mapping
databaseacross network devices that do not have SGT-capable
hardwareto support SGTs andsecurity group ACLs. SXP passes | P-
SGT mapping fromauthentication points (suchas legacy access layer
switches) to upstream devices in the network.

The SXP connections are point-to-pointand use TCP as the
underlying transport protocol. SXP uses the well-known TCP port
number 64999 to initiate a connection. Additionally, anSXP
connection is uniquely identified by the source and destination |P
addresses. EachSXP connectionhas one peer designated as SXP
speaker and the other peer as SXP listener.
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License

CiscoTrustSec SGT/SGACLrequires a minimum of IP Base license.
Evaluationlicense can be obtained from http.//www.cisco.com/qgo/license.
After obtaining thelicense, setthelicenselevel appropriately inthe switch
as showedbelow:

Device(config)# license boot level {ipbase | ipservices | lanbase}
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Configuring

Configuring Cisco Devices to Integrate with Cisco TrustSec

Register Ciscodevices with CiscolSE.

Createa security group on the ISE.

Configurethe RADIUS server on the device.

Configuring dynamic ACLon the ISE.

Enableandsetthe defaultvalues for SXP.

Add SXP connection peers for the Cisco TrustSecarchitecture.

Configure a security policy.

Resour ces

Contents
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Registering Cisco Devices with Cisco ISE

As partof the policy acquisition phase, allthe TrustSec-capable devices
receivean SGT calleda Device SGT. This represents the security group
to which thedeviceitself belongs andis exchanged with neighboring
trusted devices.

Note: Itis recommendedto usea single SGT value for all the Cisco
TrustSec-capable devices. Asingle SGT value makes it convenient to
write policies andto troubleshoot.

Login to the Cisco Integrated Services Engine (ISE) GUI and followthese
steps:

Figure 4 ISE Login Page

1. Navigateto Administration >>Network Resources >>Network
Devices
2. Inthe Network Devices page, Click Add.

3. Providea namefor the Cisco device. If required add a
description about the device.

Cisco TrustSec Feature Guide | © 2016 Cisco and/or its affiliates. All rights reserved.



Cisco TrustSec Feature Guide

CONFIGURE

Introduction Plan Configure

Troubleshoot

Resour ces Contents

Step 2
4. Enterthe IP address of thedevice. ThelP subnet mask must be P

32-bit.

Figure 5 ISE Network Devices Configuration Page

Switch#

cts credentials id
cts-id password cts-
lpassword

Specities the TrustSec [D and
password of the network
device.

The cts-id argument
specifies the Cisco TrustSec
device ID configured in ISE.
The device uses this ID when
authenticating with other
Cisco TrustSec devices using
EAP-FAST. It has a maximum
length of 32 characters and
is case sensitive.

The cts-password argument
specifies the password
configured for the device in
ISE. The device uses this
password when
authenticating with other
Cisco TrustSec devices using
EAP-FAST.

Step 3

Configuring Cisco TrustSec Credentials on the Device

Switch#
show cts credentials

Displays the device
information used for Cisco
TrustSec authentication.

Command Purpose
Step 1fswitch> enable Enables privileged EXEC mode.
® Enter your password if
prompted.
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The following example shows the Cisco TrustSec credentials configuration:
Device# cts credentials id Device 8 password passwordl

Device# show cts credentials

CTS password is defined in keystore, device-id = device_8

This task ensures thatthe connectivity between deviceand ISE is
established.

Configuring RADIUS Attributes on ISE
1. Selectthe Authentication Settings check box.

2. IntheAuthenticationSettings page, enter a shared secret.

°
Figure 6 ISE Authentication Settings Page

Troubleshoot

Resour ces

Configuring RADIUS Server on the Device

Contents

Command

Purpose

Step 1

Switch> enable

Enables privileged EXEC mode.

® Enter your password if
prompted.

Step 2[switcht configure Enters global configuration
terminal mode.
Step 3[switch(cfg-call-home)# Specities the name for the

radius server server-name

RADIUS server configuration

for Protected Access

Credential (PAC) provisioning

and enters RADIUS server

configuration mode.

e The server-name argument
refers to the ISE server
name.
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Step 4switch(config-radius- Configures an IPv4 or IPv6

server) # address {ipv4 | ipv6}
ip-address auth-port port-
number acct-port port-number

address for the RADIUS server

accounting and authentication

parameters.

e ip-address—Specifies the IP
address of the ISE server.

e auth-port—Specifies the
UDP port for the RADIUS
authentication server.

e acct-port—Specifies the
UDP port for the RADIUS
accounting server.

® |SE and the device
communicate with each
other using the
authentication and
accounting ports.

Step 6

Switch(config-radius-
server)# pac key {0 | 7 |
shared-key}

Specifies the Protected Access
Credential (PAC) encryption
key.

® The PAC key or the shared-
key argument is the RADIUS
shared secret configured on
ISE.

Step 7

Switch(config-radius-
server)# end

Exits RADIUS server
configuration mode and
returns to privileged EXEC
mode.

Troubleshoot Resour ces Contents

The following is example shows the RADIUS server configuration on
the device:

Device(config)# radius-server ISE-5

Device(config-radius-server)# address ipv4 10.51.100.1 auth-port
1813 acct-port 1812

Device(config-radius-server) # pac key password 1

Device(config-radius-server) # end

The PACinformationis downloaded to the device after this
configurationtask is complete. Use the show cts pacs command to
view the downloaded PAC information.

Configuring Environment Data on ISE
1. Selectthe Advanced TrustSecSettings checkbox.

2. IntheDevice Authentication Settings section, select the Use
Device|D for SGA Identification box.

Enter the shared secretin the Passworddialog box.

4. IntheSGA Notificationsand Updates section, addthe
download timersettings.

5. Selectthe Other SGAdevices to trust this device checkbox.
6. ClickSubmit.
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Figure 7 Advanced Cisco TrustSec Settings Page

Creating a Security Group on Cisco ISE

1. Navigateto Policy >>Policy Elements >>Results >>Security Group
Access >>Security Group ACLs

2. ClickAddtocreatea newsecuritygroup ACL.

3. Usethe permit,and deny commands to create SGACLs. Createas
many ACLs as per your requirements andclickSave.

Note: Only IPv4is supported.

Figure 8 Security Group ACLs Page
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Step3 |Switch(config)# ctsrole-  [Assigns Security Group Tag (SGT)
based sgt-map ip-address sgt sgt- |to an IP host or network

Creating an SGACL Mapping on ISE
1. Navigateto Policy >>Security Group Access >>Egress Policy umber address.

and select Matrix. The Egress Policy Matrix view opens up. ® The sgt-number argument
uses the destination security

2. ClickAdd. group number created in the
ISE.
3. Selecta sourcesecurity group fromthe drop-downmenu.
4. Selecta destination securitygroup. Stopd |Switon (contia) ¢ exit EXits global configuration mode
5. IntheAssignedSecurity Group ACLs drop-down menu, select Er’::d;etums to privileged EXEC
the configured SGACL. Hereit will be SGACL_permit.
. . . Step5 |Switcn# show cts Lists the role-based permissions
6. IntheEgress Policypage, select Destination Tree. The role-based of the configured SGT maps.
Destination Tree view opens up. Select the expand button next permissions

to the destination security groupyou selected in Step 4. All
SGACLs configured with this destinationgroup is displayed.

Downloading the SGACL Policy on to the Device

Command Purpose
Step1 |Switch> enable Enables privileged EXEC mode.
® Enter your password if
prompted.
Step2 [Switch# configure terminal Enters global configuration
mode.
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The followingis sample output from the show cts role-based
permissions command:

IPv4 Role-based permissions default (monitored):

default sgacl-01

Deny IP-00

IPv4 Role-based permissions from group 10:SGT 10 to group
15:SGT _15:

SGACL_3-01

IPv4 Role-based permissions from group 14:SGT 14 to group
15:SGT 15:

multple ace-14
RBACL Monitor All for Dynamic Policies : FALSE

RBACL Monitor All for Configured Policies : FALSE

Resour ces

Contents
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Troubleshooting

Verify the device has connectivityto AAAserver and PACis
downloadedsuccessfully:

Device# show cts pacs

AID: A3B6D4D8353F102346786CF220FF151C

PAC-Info:

PAC-type = Cisco Trustsec

AID: A3B6D4D8353F102346786CF220FF151C

I-ID: CTS _ED 21

A-ID-Info: Identity Services Engine

Credential Lifetime: 17:22:32 IST Mon Mar 14 2016

PAC-Opaque:
000200B80003000100040010A3B6D4D8353F102346786CF220FF151C0006009C
00030100E044B2650D8351FD06F23623C470511E0000001356DEA96C00093A80
538898D40F633C368B053200D4C9D2422A7FEB4837EA9DBB89D1IES1IDA4E7B184
E66D3D5F2839C11ESFB386936BB85250C61CA0116FDDO9A184C6E96593EEAFSC3
9BEO8140AFBB194EE701A0056600CFF5B12C02DD7ECEAA3CCC8170263669C483
BD208052A46C31E39199830F 79467684 2ADEECBBA30FC4A5A0DEDAS 3

Refresh timer is set for 01:00:05

Usethe show ctsinterface summarycommandto verify whether the
device has authenticated successfully and the Cisco TrustSec interface
stateis inOPEN state.

Device# show cts interface summary

Global Dotlx feature is Disabled

Troubleshoot Resour ces Contents

CTS Layer2 Interfaces

Interface Mode IFC-state dotlx-role peer-id IFC-cache
Critical-Authentication
Gil/0/1 MANUAL OPEN unknown unknown invalid

Invalid

CTS Layer3 Interfaces

Interface IPv4 encap
IPv6 policy

IPv6 encap IPv4 policy

Summary Not implemented yet.

Usethe show cts environment-data command to verify the device SGT
valueandwhether the Cisco TrustSecenvironmentvariables are
updated properly.

Device# show cts environment-data

CTS Environment Data
Current state = COMPLETE
Last status = Successful
Local Device SGT:

SGT tag = 0-02:Unknown
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Server List Info:
Installed list: CTSServerListl1l-000D, 1 server (s)

*Server: 10.78.105.47, port 1812, A-ID
A3B6D4D8353F102346786CF220FF151C

Status = ALIVE

auto-test = TRUE, keywrap-enable = FALSE, idle-time = 60 mins,
deadtime = 20 secs

Multicast Group SGT Table:
Security Group Name Table:
0001-45

0-00:Unknown

2-5d:SGT_2

3-00:SGT_3

4-00:SGT 4

5-00:SGT_5

6-00:SGT_6

7-00:SGT_7

8-00:SGT_8

9-00:SGT_9

10-16:SGT_10

11-00:SGT 11

12-00:SGT 12

13-00:SGT 13

14-00:SGT 14

15-00:SGT_15

I
CISCO.
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16-00:SGT 16

17-00:SGT 17

18-00:SGT_18

19-00:SGT_19

20-00:S8GT 20

21-00:S8GT 21

22-00:8GT 22

23-00:8GT 23

24-00:SGT 24

25-00:S8GT 25

26-00:SGT 26

27-00:SGT 27

28-00:SGT 28

29-00:SGT 29

30-00:SGT 30
Environment Data Lifetime = 3600 secs
Last update time = 14:02:31 IST Tue Mar 22 2016
Env-data expires in 0:00:52:39 (dd:hr:mm:sec)
Env-data refreshes in 0:00:52:39 (dd:hr:mm:sec)
Cache data applied = NONE

State Machine is running
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Usethe show ctsrole-based permissions command to verify the

assigned role-based permissions.

Device# show cts role-based permissions

IPv4 Role-based permissions default:
default sgacl-01
Permit IP-00

IPv4 Role-based permissions from group 10:SGT 10 to group
15:SGT 15:

SGACL_3-01

IPv4 Role-based permissions from group 14:SGT 14 to group
15:SGT _15:

multple ace-14
RBACL Monitor All for Dynamic Policies : FALSE

RBACL Monitor All for Configured Policies : FALSE

Usethe show cts rbacl command to verify the defined RBACLs.

CTS ED 21# show cts rbacl

CTS RBACL Policy

RBACL IP Version Supported: IPv4 & IPvV6

name =multple ace-14
IP protocol version = IPV4
refcnt = 1

flag = 0x40000000

Troubleshoot Resour ces

stale = FALSE
RBACL ACEs:
deny icmp

permit tcp

name =default sgacl-01
IP protocol version = IPV4
refcnt =1

flag = 0x40000000
stale = FALSE
RBACL ACEs:

permit ip

name =Permit IP-00
IP protocol version = IPV4
refcnt = 1

flag = 0x40000000
stale = FALSE
RBACL ACEs:

permit ip

name =SGACL 3-01
IP protocol version = IPV4
refcnt = 1

flag = 0x40000000

Contents
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stale = FALSE
RBACL ACEs:

permit ip

Usethe show cts role-based sgt-map all command to displayall the
configured SGT maps.

Device# show cts role-based sgt-map all
Active IPv4-SGT Bindings Information

IP Address SGT Source

Total number of CLI bindings =1

Total number of active bindings = 1

Troubleshoot

Resour ces
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RESOURCE AND SUPPORT INFORMATION

Introduction Plan Configure Troubleshoot Resour ces Contents

Technical Support Information

For technical support, please contact Cisco Smart Services Bureau (SSB)
via:

Email:ask-smart-services@cisco.com<mailto:ask-smart-
services@ cisco.com>
Telephone:

US and Canada: +1-877-330-9746
Europe: Austria 0800 006 206
Belgium 080049913
France0805119745

Germany 0800589 1725

Italy 800 085681

Netherlands 0800 0201 276
Spain 800 600472
Switzerland0800840011

UK 08002795112

Fromtherestofthe world, choose the appropriate phone number
from
http://www.cisco.com/en/US/support/tsd_cisco_worldwide_contacts.
html
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