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No support sessions have been started.
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2 - BER 1000BASE-T @48 SFP (GLC-T)

R BANERSREEE—ANETE, MRERET CIMC (BEREREEEHIZ) , LATLUERIZE KVM.
g 4 ST
B UCS C220 M4 [RESREMRSERE:

BEFl UCS C220 M4 R fREiEmE
HRl UCS C220 M3 REBLIEMRSIET:

https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/c/hw/C220/install/C220.
html

2R ucs C220 M3 EEENEARSEE (NEHBIRGHRRE) MEHBE:

https://www.cisco.com/c/dam/en/us/products/collateral/servers-unified-computing/ucs-
c-series-rack-servers/C220M3_SFF_SpecSheet.pdf

BRRHET AN RBRICHITHER, TSN EHATHE:

https://mainstayadvisor.com/Go/Cisco/Cisco-UCS-Power-Calculator.aspx

PR

Threat Grid Z&EZ=/M%:

ADMIN - “Z#" W%, WAREZNETHERERE.
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LDAP
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ﬁFO
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DNS fgZ5#=17110)

ATFLEEHRSENR. BITZRERS S ERFBTATRE Threat Grid BB 518 HAER4AR 525 S A
#) DNS RR&5=RF®IL DIRTY WLEHTIHIE.

FUAERT,DNS £/ DIRTY #0.CLEAN #OMNATEEZLHRN AMP AR ZEM . IRTEEE DIRTY #
AfRFEELREN AMP FAEZMEN S, AIME OpAdmin REHREE—MEMR CLEAN #OAIMIL DNS AR
Fao
BXHAMIER, BB (Threat Grid 124 EH D) -

NTP BR$52%1710]

NTP FRERBFZRIT “DIRTY” WLKHITIHIE.
2258 - ESA/WSA/E 545K AMP %

WMREH Threat Grid ZEEHMEBERI=m (20 ESA/WSA 2% . EEZiKH AMP FAE=%) —EER, ©M
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DHCP

MREEEZD—EEAER DHCP KN, FRR (Threat Grid K& EHI75E) TR DHCP #5HYiR
BARETIRE.

VFRJIIE

e MWEBHR Threat Grid WEFAIIEFAZAD

BXRIFEMEE, EBEFR support@threatgrid.com.

2R R R

WAL SRRz &% API EBRRS. XRSRM APl 23, MASHMFHHERREZ .

EERFETFTRANEEO, MAZHEIE. SRIMBEARE, T—4 AP RZFIRE 429 iR, HMNERE
Bl—&HE, RPREER ZAEESFINE. BXEFMAIRA, BESH Threat Grid (17 Ul FHEEREE
RiEAEERE-

R LR

EXHRENREMNKXREZ F, BEZCEVBN Threat Grid ALIRMARKF,, UMERAFAIUERIFF
BRXBEBRGHEARITON. MESFRFEESMARTMAF ZEBTRIFINE, BEABRTENEK.

B2 Threat Grid ALRKNEE % (Threat Grid REEHEIER) THIHE. EEAPHNERLE Threat Grid [P
HEIHEFRE.

EX i)

HEREMT Threat Grid ZEEHZH, BASTHRVBIRFREFEE.
BB EETHAIEENBRBEREZ GIREETEEH.

WAIRINF RFZEHo Threat Grid REFMLAEEH RRFANEZFABETHR, FAEHITREERTHAGEIR
&BE. AIM (Threat Grid REEEI#ER) PREXTEFIZ &R,

AR BRIERTAEHEET SSH.

AR m|

RS RIEMERIMEFERE, B TARREAIATEE Threat Grid i2#&. HEE, HERAF 2.1.6 1,
¥ LDAP HMAIIEAT TGSH ¥fiEFI OpAdmin.

TGSH XJ1F

E—1HAEE TGSH 3iF, ATRENSZEO. BREKNVEIRE, RE<ET TGSH 3tiF.
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TGSH IiFHEESE LRIFTHARES, THMETRERREEIIZEHEETIZRE KVM hlE (NREERE
CIMC) %3}i&.

EEIEEE TGSH 3%, iFi@d SSH LUAR “threatgrid” BS54 E#HE] Admin IP .
FrEMZ L 2N ERNEERS (RYE TGSH XEHRER) , WA NEEE OpAdmin [TFEEMNE—
SORNHEERTN (HXNBTBETHNE) -

tgsh

Threat Grid Shello X2 BFHIT 44 (B35 destroy-data F forced backup #%) M EIEMHERKIFR
MEEGEO. EifE tgsh, F#E TGSH MHEFEFEFIE.

EE: OpAdmin A5 Threat Grid AF#HEB/EIE, FEiiBid tgsh HITEAZHER/EHt S0
OpAdmin.

ZE: BIE Threat Grid IFARFEAIETR, FUAIZHFHET tgsh FEXMEZEE. MAEHA OpAdmin =
TGSH Y&

OpAdmin []F
X2EER Threat Grid GUI BEET H. ZIR&FHAEREH JREET OpAdmin TR, BIEIFAIE. #BHEM.
SSL iEH%.

Threat Grid [P
Threat Grid AP RENABAMEA—M =R FRME, BRI RKFE Threat Grid R & L.Threat Grid =fk%F 5 Threat
Grid 2 &FEMIAY Threat Grid [P Z EIREHITIESS.

CIMC
S—TAPAERENENEREZRSE ( "CIMC” ) , BTEERSSH.

P £33 ]

ADMIN O
E#EE ADMIN W%, XA (kKB ADMIN R4E) o
OpAdmin Ul &
tgsh-dialog B SSH (A1)

AT &MFNERE NFSv4 (Hib. INREA NFS FHEZMAE IP, thZ#¥%iET DIRTY DNS
. ) WABEMETE ST [ TiAE.

&= ADMIN #EOMIMERIERE SFP+. ESHE 2 - BRl 1000BASE-T @48 SFP (GLC-T).
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FFRR
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OpenDNS. TitaniumCloud. VirusTotal. ClamAV
SMTP HufERKEERENEZ#E
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EATFIESREIUE/ZINEER DIRTY #0
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DIRTY #0O BEW UDP 123 RIF FRVFHIE NTP
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EETRSH|IEZSIMEZED (BOSICERFBAANL) 25, BEBREHEFESFEED. BRRERES
HERR:

8 - EHENERESR

etup, <FA> Boot Menu, <F7> Diagnostics izco IMC Contfiguration,
k. Boot
Flattarm ID
isco IMC IPwd Addre
co IMC MAC Ado
ve Memory = 512 GB
Memary Operati

Entering CIMC Configuration Utility...

AR IRGERBENED, BETHANFERERR F8, ARREHR A "EE CIMC” HrILIREE.
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9 - TGSH i
866 198.18.2.23 - KVM Console

Cisco ThreatGRID Unified Malware Analysis and Threat Intelligence

Main Menu
Your ThreatGRID device can be managed at:
Admin URL ~ MAC ¢ <UNAVAILABLE> ~
Application URL » MAC.. : <UNAUAILABLE> ~
Password : hJaBSpkPRu@@9tnuabOu

The password shown above has been automatically generated for you.
You will be required to change this password when you first login.

ONFIG_NETWOREK onf igure the system’'s network interfaces.

SUPFORT_MODE Allow remote access by customer support.
UPDATES Download and optionally install updates
SNAPSHOTS Generate and submit support snapshots

APPLY Reboot and fully assert configuration state
CONSOLE CLI-based configuration access.

EXIT Complete configuration session.

198.18.2.23 admin 0.0 fps| 0.002 KB/s f

ADMIN URL B/ RAANRATA - MEZEOEEEAEE, FLIiEAFE OpAdmin [P RMITHES

B BEERTMIERI - RMONAXES, DEE OpAdmin REEIRZHER (SH*EM) -

e

EEFR: TGSH MERETYREERTHN, HEEERETERSEDEMEE OpAdmin [TFEONEE
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MEMEEE - TGSH 3HE

IEMETECE - TGSH XHiF

MEMKEBLERE TGSH MEPTEM. LREMNBFETRERRE, NTAFTIE OpAdmin RETAMTEHE
FHEE, BFIFANE. #R4EMN. SSL EH%.

DHCP AF: UTHREREERNEFHS P ik, WREMER DHCP KE IP ik, MiES R (Threat Grid
REEHEIERE THREARER.

1. 7€ TGSH FHER®EH, 1%£#¥ CONFIG_NETWORK. WEE Bin4|&B<ITH:

10 - TGSH iF - MEREESS

e 0o 198.18.2.23 - KVM Console

Network Configuration

DNS Servers
DNS Primary

DNS Secondary
Interface: clean
DHCP Enabled? (Y/N)
Conf igure Non-Default Routes? (Y/N)
Address
Netmask
Default Gateway
DNS Name
Interface: dirty
DHCP Enabled? (Y/N)
Conf igure Non-Default Routes? (Y/N)
Address
Netmask
Default Gateway
DNS Name

<Validate> < Cancel >

198.18.2.23 admin 0.4 fps 0.002 KB/s =

2. RIBEHMKZEIER A CLEAN. DIRTY #1 ADMIN #EOEEMEIEESTHFHE.
3. Y5/2F DHCP NEFEX AT
AR BEEFERERENRERS, TEBEAFTNES.
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MEMEEE - TGSH 3HE

4. DNS EFR. MREHMMLEA CLEAN MLKERT DNS Z#R, MRS NiZER.
5. BEEFMINEB? REARANNE (BRIEFEZHMBER) -

11 - EEHITREESE (CLEAN #1 DIRTY)

e 6 198.18.2.23 ~ KVM Console

Network Configuration

DNS Servers
DNS Primary
DNS Secondary
Interface: clean
DHCP Enabled? (Y/N)
Conf igure Non-Default Routes? (Y/N)
Address
Netmask
Default Gateway
DNS Name
Interface: dirty
DHCP Enabled? (Y/N)
Conf igure Non-Default Routes? (Y/N)
Address
Netmask
Default Gateway
DNS Name

<Validate> < Cancel >

198.18.2.23 admin

6. % DIRTY W%&H) DNS &HE=.

AXFBERNBMETE ©2015-2018 BRATF/HEMBELAT . BIFTE.

3.8 fps

13.385 KB/s ¥
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MEMEEE - TGSH 3HE

12 - EEHITREEE (ADMIN)

e N o 198.18.2.23 - KVM Console

Network Configuration

Netmask
Default Gateway
DNS Name
Interface: dirty
DHCP Enabled? (Y/N)
Conf igure Non-Default Routes? (Y/N)
Address
Netmask
Default Gateway
DNS Name
Interface: admin
DHCP Enabled? (Y/N)
Conf igure Non-Default Routes? (Y/N)
Address
Netmask
Default Gateway
DNS Name

Walidate> < Cancel >

198.18.2.23 admin

7. MATHEMSRER, & Tab #ETHE, AEEFRRIEREITEHANNE.
WMEBMATERE, ATREKETHRIR. MEEZMBEIR, BEEERRFEREIE.
HRIEE, MERERINSERECANNE:

AXFBERNBMETE ©2015-2018 BRATF/HEMBELAT . BIFTE.

3.2 fps

10.416 KB/s |
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MEMEEE - TGSH 3HE

B 13 - MERERIA

Network Configuration !: Confirmation

DNS Servers
DNS Primary
DNS Secondary
Interface: clean
DHCP Enabled? (Y/N)
Conf igure Non-Default Routes? (Y/N)
Address
Netmask
Default Gateway
DNS Name
Interface: dirty
DHCP Enabled? (Y/N)
Conf igure Non-Default Routes? (Y/N)
Address
Netmask
Default Gateway
DNS Name

<Cancel>

8. ERNANNAGHEERE.
BRFFMD. P RATREEE 10 s E KM 8 A 8E5E A

=
L)

EHERTEA—INZANKREE, HENARENESAIRSETRIEERE, AESIHAXMHEEE

HIEARER
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MEMEEE - TGSH 3HE
B 14 - MERE - ERIIER

e N6 198.18.2.23 ~ KVM Console

finsible Invocation
changed: [localhost]

TASK: [service name=netctl@ethernet_dirty enabled=yes]
ok: [localhost]

TASK: [service name=netctl@ethernet_dirty state=started]
ok: [localhost]

TASK: [service name=netctl@ethernet_admin enabled=yes]
ok: [localhost]

TASK: [service name=netctl@ethernet_admin state=started]
changed: [localhost]

TASK: [restart interfaces if needed]l
changed: [localhost]

PLAY RECAP
localhost : 0k=10 changed=4 unreachable=0 failed=

198.18.2.23 admin 4.0 fps 12.746 KB/s '

9. AHME.
MERERGFEFARE, HFEREEAL P it
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MEMEEE - TGSH 3HE

15 - IP Hbilt

e nNno 198.18.2.23 - KVM Console

Cisco ThreatGRID Unified Malware finalysis and Threat Intelligence

Main Menu
Your ThreatGRID device can be managed at:
Admin URL ~» MAC : https:r//100.67.2.100 » 90:e2:ba:B2:2f :d4
Application URL ~» MAC.. : https:,/,/100.67.1.100 » 7c:Be:ce:67:17:d40
Password : hJaBSpkPRu@O9tnuabBu

The password shown above has been automatically generated for you.
You will be required to change this password when you first login.

ONFIG_NETWORK onf igure the system’'s network interfaces.

SUPPORT_MODE fillow remote access by customer support.
UPDATES Download and optionally install updates
SNAPSHOTS Generate and submit support snapshots

APPLY Reboot and fully assert configuration state
CONSOLE CLI-based configuration access.

EXIT Complete configuration session.

198.18.2.23 admin 1.2 fps 2.727 KB/s %'

BEZM TIRENMERLE.

& CLEAN O/ URL FEE%£Z) OpAdmin [TREESRRZEAER.

BERESR:
BRERELIEFHT NS RZER OpAdmin RFHITERERBRT—MIPAEERRKEEES.
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EE@EE - OPADMIN [JF

L& @S - OPADMIN []F

OpAdmin [JP 2% #&EH Threat Grid BEIEAKTF. X2—1TMERFRHE, £ ADMIN #OLEE IP it
JaBIm]{E Ao

OpAdmin [TRREFFEANIRERETR, MEXLL, REMREFEEHE RGBT OpAdmin [TRREZTH,

BiE:

OpAdmin [P &2 R
R AR 55 2%

DNS BR%=

NTP AR5 ==

SSL iE$

322

HAt kSRR E

https://<adminlP>/ & https://<adminHostname>/

EE: FEFEXEEEREENS OpAdmin [TAEERSTERSEM. —LEE (i SSL EHFLER)
FESBMNERER, W (Threat Grid 24 BHG##) k. ZISRAE cisco.com § Threat Grid 2
& ST 3]

feE TR
MTHA RIS REE— 2 ERER, WASTERARE P MHETA.

ARXFTERBTRBEAE © 20152018 BRARF/HEMBELF BIFTE. 31


http://www.cisco.com/c/en/us/support/security/amp-threat-grid-appliances/products-installation-guides-list.html
http://www.cisco.com/c/en/us/support/security/amp-threat-grid-appliances/products-installation-guides-list.html

Threat Grid & &I EFEHERRT

fEtEmS - OPADMIN [/

EFH) OpAdmin [JF

1. BB e OpAdmin [TARE (FHF “https” B ADMIN URL) o Threat Grid OpAdmin B &R
HEEENFTH:

16 - OpAdmin EF

© 00 ' ThreatGRID Appliance Ac \ &
C A (X hitps://100.67.2.100/login L=
i Apps @ ThreatGRID {4 Other Bookmarks
o )
3 ThreatGRID

Password Required

Authentication is required to administer your ThreatGRID Appliance. The password
can be found on the appliance console of your Appliance server,

This site is best viewed in: Internet Explorer 10+, Firefox 14+, Safari 6+, or Chrome 20+

& Support

@ ThreatGRID.com

2. EINEM TGSH FHEEFIMAE Admin ZRH REBFR. EXAZHERNEBRITH.
WEPATT—EDS)
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fEtEmS - OPADMIN [/

Admin 35T

M EERMNENR AN BIH) Threat Grid RIETRZPHYAMR, £ TGSH WEFERALIAR. BHHE
HIERY Admin BHD, FREMLERLE TIER.

17 - OpAdmin EXZHY

8 06 y ThreatGRID Appliance Aci % ‘a
L C ff (X hittps://100.67.2.100/change_password Ve =
i Apps @ ThreatGRID (.l Other Bookmarks

S S Support  ? Help
T ThrestGRID Appliance Administration Portal @ Logout

£ Configuration ~ Operations ~ Status ~ Support ~ -

© Password Expired

Change the password used to access the ThreatGRID Appliance Administration Portal and the appliance
console.

Warning

Your appliance password is used to authenticate to the ThreatGRID Appliance Administration Portal as well as the appliance console. It
may not be possible to paste complex passwords or passwords with non-keyboard characters into the console. Are you sure you want to
change your appliance password?

& | Old Password

a8 | New

& | Confirm New Password

i Change Password

1. M TGSH MENIRFB/FRHPHAZNL. (BREMZEEFRLERE-—NXAXGHUEEEER. )
2. WANFEN, FHEIALED.
3. REEXEHE.

TR EEH. RLHF AN TEBEITIo

AR HENE TGSH MEFARETAAAXE, FAESLERECREE BT .

MREZWER, FRR (Threat Grid K& EHEIERE) SRR L ZAE R RRE.
BEPTT—ED5):
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fEtEmS - OPADMIN [/

B & P VFRT AL

1. EFRRLRAPFAHL.
2. ATERHERE, RERECABFEAR. FHEREEEITHF:

B 18- “WHLE" WE

4 Support  ? Help

-
.‘3 'Th r?erEID Appliance Administration Portal ® Logout
#  Configuration ~ Operations ~ Status ~ Support ~ I~
Configuration .
> etk » License
7 License
> NFS
2 Clustering
2 Email Appliance ID
» Notifications
% Date and Time FCH1832V32N
2 Syslog v
Other License

> Revi Install . .
Doferlii No license has been installed.

P Start Installation
Upload New License

Choose File | No file chosen

@ | Passphrase

Retrieve License From Server

Retrieve

RANBYEUBRE TIERIZIRE, I EZF A2 HEAME, TS FENARELE.
MEBCE I E

ARG TGSH INEREE THEMERE, NE "MKEE" WETERE 1P MRk iz & MaEE E H i\
&7 TGSH SHEREARIE.

AXFIBERNBHATE ©2015-2018 BRATF/SEMBAT. M. 34
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B &[S - OPADMIN |/

M LEELE R DHCP

WMREER DHCP H{THIISEEH B AZEY CLEAN F1 DIRTY IP MBI AERZ IP Hutlk, MiREB{ Threat
Grid BEEBEIFIEREY D MLE > &/ DHCP 9 HiE BiR{E.

BEPATT—EDS)

VRT3
BEMEY G, HEIATR%E Threat Grid FAJIE. (7 1.4.4 MRZBIHMRAS, BEEEHIIFEAGEEIFT
EHESZ. AXFMAER, BSRBHIEER - 1.4.4 BZETHFAIERRTE. )
19 - REFIHIFANE R E

Appliance ID

FCH1832V32N

License

Mo license has been installed.

Upload New License

Choose File |No file chosen

Ep

Retrieve License From Server

Retrieve

1. m/EEMFIFEFRNE. T A E, W EET. BARREFRNLE.
2. HELEIFANET R EEEXHE, RGN EE R PIEFFAE,

MBS B|ERIFANE - 1L5h, 2.3 MAFBENT BFEFRRNIIE. NRRERENCEEMET
E)APR , MIERE IR TR 4% _E B ATIE

3. BEKBRFRHERREAN "EE FRP.
4. REEFEHITRE. TEHSRBE, REEEZEEFIENTFERESR:

AXBRABTRINETAE © 2015-2018 BRIATF/HEMBLA T MAFTE. 35
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fEtEmS - OPADMIN [/

B 20 - KHRERFALEEERE

Appliance ID
FCH1832V32N
License
Licensee No Name Provided
provision@threatgrid.com
Business 2f518e6d-dd45-4397-8533-3c6d38238¢c32
Validity Fri, 22 Sep 2017 14:47:46 +0000 - Mon, 21 Sep 2020 14:47:46 +0000
Product SKU

Daily Submissions 1500

Upload New License

Choose File | No file chosen

& | Passphrase

Upload

Retrieve License From Server

Retrieve

Hifi Next SREHR(E. “HFAF TEPBEEIFTH.

WEPATT—EDS)

ARFTERABTRBTE © 20152018 BRARF/SEMBLAR . MIAE-
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BEEmE - OPADMIN [/

NFS Fr&

THEREMNT—FRE NFS BE. X THMMER, BARITRES. (BEXFRREE, BSR (Threat Grid 2
E7EE) B "E&WHT A FE NFS EX. )

21-NFS B E

an . & Support  ? Help
1 ThreatGRID appiiance Administration Portal

® Logout
#  Configuration ~ Operations ~ Status ~ Support ~ T

Configuration
> Network v N Fs
> License v
> NFS
7 Clustering
> Emall
> Notifications NFS Configuration
2 Date and Time
» Sysiog v Host Q
Other =
> Review and Install Path

Opts .

Status ¢ Disabled N

FiThreotURID

1. SEHEZEMFIFE NFS. NFS TUERERNFTH .
2. BNMTAARENA:
EH - NFSv4 MRS R RINEWER 1P ik,
BE - NFS MRS LN HEFHEUENEEE
B - FUAREHRE NFSv4 MEBEAREFARER Linux BUMRE, WZELANMZER AN NFS RIEEET.
RE - NTHIIRFERE "BR” (BHFE) .
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BLEM[S - OPADMIN [P

3. RET—%. ZNERKRFHET—1 FS MERBEH ID.

F—REENLTER, ATLES MBI TRMZZFED. WRECER NFS, BEREIEEH, AT
EI Lfeitm. SIBTHAE, LESSCATERE. (MRMERES, THREREKEREZHLE. )

ER: MRZEAEATUEENNERERLE, N EEE OpAdmin RERNZES ID HE5ERER
FHhBEREMTE. MAETATE, MRZEMBES, BLEREED.

REDGRZEHERRE NFS F. REMTHIE, LRI NFS FHE N BN RUIRE A HIEFEOEE.
4. RETF—H. “HFHF TUEPEEIFTH

BT T —#B:

MR+ EN AL E
TiERRI T —5 REEMAE.

B 22 - EHENEE

& Support  ? Help

3

T ThreastGRID Appliance Administration Portal @ Logout

w Configuration ~ Operations ~ Status ~ Support ~ L]
Configuration -
L »  Email
> License v
> NFS v
> Clustering
2 Emall SMTP Configuration
> Notifications
2 Date and Time Delivery Mode © HELP

&% Upstream Rela B

” Syslog v i y
Oihes Upstream Host OHELP Q@ smtp.acme.test : | 587

2 Review and Install

SsL © HELP & Detect from Port

«

Upstream Authentication @ HELP & No Authentication

«

From Address © HELP

T ThrestGRID

AXBEANBTRINETAE © 2015-2018 BRIATF/HEMBLA T MATE. 38
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EE@EE - OPADMIN [JF

1. REZEMFIFHEBE. BHTTEHSTT.
2. WALBEN (WBEEN) BB

3. ¥IROM 587 EZA 25.

4. HigEREAKINE.

5. AET—%. BATEERITH.

BEHITT—ED:

AR5 AR BRI E

THERENT—SREEFNNERLEE — MRS AU BN REBEEERE Threat Grid [TAREF,
BT A VIR B ] LUB T ER 4 2 R B A

AAESEE

v1.3 EFHEE—ATH, \JAREE—1MREHERERUBKVRSHEEBI Thread Grid B1. BXiFH
E8, E511 (Threat Grid Z&EHEIIERH) -

AXBEANBTRINETAE © 2015-2018 BRIATF/HEMBLA T MATE. 39
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fEtEmS - OPADMIN [/

B 23 - BHEE

..]k-Th reatGRID appiiance Administration Portal

o Configuration ~ Operations ~ Status ~ Support ~

Configuration
> Network

7 License

> NFS <

> Clustering

> Emall v

> Notifications Notification Recipients oHELP & admin@acme.test
> Date and Time

2 Sysiog v

<<

Notifications

Critical Notification Frequency © HELP © Every 5 Minutes
Other

7 Review and Install Notification Frequency oHELp | O Every 5 Minutes

> Start Installation

1. B, BEATHIRPEFEZEARRNENRESHATIRE.
2. RE, EEFEEAT, BA—IHS DI (DEESEFF) -
3. RET—%. FHHEEREBSITH.

BEHITT—E:

ARFTERABTRBTE © 20152018 BRARF/SEMBLAR . MIAE-

& Support  ? Help

® Logout
™
FiThreotGRID
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EE@EE - OPADMIN [JF

NTP ARBzRBLE
AIZEREARIRA] NTP ( “RIEREHNL" ) RE=.
1. A NTP fES588 IP 5 NTP &#Ro
MREZA NTP BRE=, BUSHIESKEREF.
2. PBIANRENEFSHEREL.
3. RETF—H.
BEHZENEB=F, FEMARESESLBMEREIRIE.
BEHTT S

EEMEERERE
MANTMEEERER, LIRBUTHERRZEILZE.
1. EBFMZENET, REFREER.
BeRKBRENA, FRESBIHE: "RELAZE. " o
AR BEREMD. TRESRAETE 10 ZoM0RE. CAREZE, REFSETRERS.

ARFTERABTRBTE © 20152018 BRARF/SEMBLAR . MIAE-
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fEtEmS - OPADMIN [/

B 24 - REEERE

© OO ' ThreatGrio Appliance Acr x | =)
€« C A (X hitps://100.67.2.100/setup/details N =
i Apps 8 ThreatGRID [l Other Bookmarks

The appliance is installing...

[missing "en-TG.js.job.running_HTML" translation]

Please wait for this page to redirect you. Refreshing manually might cause problems. Installation time is typically under 20 minutes.

22 State £ Started £ Finished © Duration

Tue Dec 16 2014 03:39:30 GMT-0700 (MST) O Please wait... © Please wait...
0 day, 7 hours, 1 minute, 56 seconds ago

Your appliance will need to be rebooted after this operation.

Reboot

(oo IR

:: [O0string{[dstring{"Error", "opening", “"terminal:", "unknown."}}

2. BIIZREE, KEBMNEBHNEEBTESNAZBHHRIIER, MWARRKAY. EFEFHREBEARE,
FRTREERY:
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ft&Em S - OPADMIN [T

E 25 - HIIRRERE

806 /|| ThreatGRID Appliance Adi x | |
<« C A (X hitps://100.67.2.100/setup/details L=
i Apps R ThreatGRID [l Other Bookmarks

The appliance is installing...

Waiting for the server.

Please walt for this page to redirect you. Refreshing manually might cause problems. Installation time is typically under 20 minutes.

22 State £ Started 3 Finished @ Duration

Tue Dec 16 2014 03:39:30 GMT-0700 (MST)  Tue Dec 16 2014 03:40:45 GMT-0700 (MST) 0 day, O hour, 1 minute, 14 seconds
0 day, 7 hours, 3 minutes, 34 seconds ago 0 day, 7 hours, 2 minutes, 19 seconds ago

Your appliance will need to be rebooted after this operation.
=3
(= our [CTS

TASK: [file path=/etc/issue.d/10-error state=absent]
ok: [localhost]

TASK: [rebuild /etc/issue]
changed: [localhost]

TASK: [flag install completion for opadmin]
changed: [localhost]

TASK: [clear reconfiguration request flags for opadmin] ******ssxassrsssssssnsk

REZE, AEEFHBR. BLBINHE "RELZENET -
EFEHIEAREFEREZE 5 N E.

REEHRN, BOBIEMER.
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fEtEmS - OPADMIN [/

B 26 - REEEEHRED

O OO 1 ThreatGriD Appliance Adr x |

e

€« C ff (X https://100.67.2.100/reboot
it Apps 8 ThreatGRID

(.l Other Bookmarks

The appliance is rebooting...

Waiting for the server to respond.

Please wait for this page to redirect you as refreshing manually might cause problems. Reboot time is typically under 5 minutes. If this
page does not redirect make sure the IP address of your appliance did not change, and check your appliance console for problems.

BRERDEFRIZE, EHEIWARECREERNHER:

27 - RECRE

8006 y ThreatGRID Appliance Ac| X \s

€« C fi (X https://100.67.2.100
i Apps *ThMGRID

[l Other Bookmarks

% = S Support 2 Help
B ThreatGRID Appliance Administration Portal @ Logout

#  Configuration ~ Operations ~ Status ~ Support ¥

Home

Your ThreatGRID appliance is configured.
For assistance in changing the configuration or operating the portal, refer to the resources below.

& Documentation

& Support

SiThreotGRID

RERECEZREFBMBRREC TR

ARFTERABTRBTE © 20152018 BRARF/SEMBLAR . MIAE-
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#Z3E THREAT GRID Z&E#H

723 THREAT GRID % & & #
SERHIEEHY Threat Grid Z&IZEZE, BEREEMAANES, REEHLE.
Threat Grid Z&E AL OpAdmin | EKNH.
MRIEERES, XREFMEST. EHNEESITH, EREREZSHRNATRAS.

RERETHER. ZREBREREE Threat Grid REXUHWERFTER/EFMAE, MRE, WTH. XA
EIE e,

THE#HZRE, ~HIEITEH (Run Update) ZKE(.

BRLEEHIEAFEE, BESH (Threat Grid REEE TR o

I &N ERA S

AIMZE "B THLEFREMAEREAS: OpAdmin #BF > EFRE:

28 - BEAFHRAES
.]fl‘:Th re deElD“Appliance Administration Portal

& Configuration ~ Operations = Status = Support ~

Your appliance can be updated to the latest available ve
have an up-to-date backup before updating.

appliance is currently running:

2014.16.20158283155142 . b6 f7b4f

< Check/Download Updates -

#+ Run Update This appliance has never been updated.

AXBEANBTRINETAE © 2015-2018 BRIATF/HEMBLA T MATE. 45



Threat Grid & &I EFEHERRT

23 THREAT GRID Z&EH

WNERI A S WA E B R
ANE “E3” TEHLEEZSHAEEAS (OpAdmin BE > EFZE) , LB, iZEHEEAES5
TS 3T Rz :
REBREAE RRA &=k AR
2017.12.20180601200650.e0c052b0.rel 2.4.3.3 2018 &£ 6 A | BEE KL, B8
1H ERE ES/PG T #
X
2017.12.20180519011227.ed8a11e9.rel 2.4.3.2 2018 £ 5 A | EAF
19 H CVE-2018-1000085
B ClamAV E#. iF
HEIES=
2017.12.20180501005218.4e3746f4.rel 2.4.3.1 2018 £ 5 A | EFERAT DDL
1H HIROMAE PG %244
wRE
2017.12.20180427231427.€616a2f2.rel 2.4.3 2018 £ 4 A | mEEPHOEN; B
27 H # “BEyBER IR
2017.12.20180302174440.097e2883.rel 2.4.2 2018 &£ 3 A | &8¢
2 B
2017.12.20180219033153.bb5e549b.rel 2.4.1 2018 £ 2 B | OpAdmen Z#r&E#E,
19 H BT PSRRI ETE
3.4.59,
2017.12.20180130110951.rel 2.4.0.1 2018 £ 1 A | ClamAV ££E#
30 H
2017.12.20171214191003.4b7fea16.rel 2.4 2017 £ 12 B | £8 EFT.
14 H jp/kr contsubs. (7]
PRIFE| 3.4.57,
2016.05.201711300223355.1¢7bd023.rel 2.3.3 2017 &£ 11 B | 2.4 AEEFHES
30 H
2016.05.20171007215506.0700e1db.rel 2.3.2 2017 % 10 A | ElasticSearch 9 H#
7 H 2R

ARXFTERBTRBEAE © 20152018 BRARF/HEMBELF BIFTE.
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&3 THREAT GRID Z&E#H

SEi = %N b-&id =) §1 1|
2016.05.20170828200941.e5eab0ab.rel 2.3.1 2017 &£ 8 A | miAEE.-
28 H
2016.05.20170810212922.28c79852.rel 2.3 2017 &£ 8 B | Bah FEIFIE. i’
1 H PERERIFRE
3.4.47,
2016.05.20170710175041.77¢0b12f.rel 2.2.4 2017 &£ 7 B | BRERARSIAT &H
10 H Ihgk.
2016.05.20170519231807.db2f167e.rel 2.2.3 2017 £ 5 B | WAEMAE R4
20 H TAEE Windows
XP BIE[E{THIFTH
KE.
2016.05.20170508195308.b8dc88ed.rel 2.2.2 2017 £ 5 B | RERAEH, XMLE
8 H EEFIRERGAG
HITTEFESE
BRI H H AT,
2016.05.20170323020633.f82e66fe.rel 2.2.1 2017 &£ 3 A | ZH SSLv3; 88—
24 H A FIR )R
2016.05.20170308211223.c92516ee.rel 2.2 mfg 2017 &£ 3 B | RAEFIELBEMER.
8 H WER T, KB
BEHREBHITHE
2016.05.20170303034712.1b205359.rel 2.2 2017 &£ 3 B | BXEEER. B9,
3B Mask Ul. 4 ER
Eio
2016.05.20170105200233.32f70432.rel 2.1.6 2017 &£ 1 A | A OpAdmin/
7 B tgsh-dialog 124
LDAP B{AI8iE
2016.05.20161121134140.489f130d.rel 2.1.5 2016 £ 11 ElasticSearch5; &8
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