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%2 9-TGSH Cg} A%t

866 198.18.2.23 - KVM Console

Cisco ThreatGRID Unified Malware fAnalysis and Threat Intelligence

Main Menu
Your ThreatGRID device can be managed at:
Admin URL ~ MAC ¢ <UNAVAILABLE> ~
Application URL » MAC.. : <UNAUAILABLE> ~
Password : hJaBSpkPRu@@9tnuabOu

The password shown above has been automatically generated for you.
You will be required to change this password when you first login.

ONFIG_NETWOREK onf igure the system’'s network interfaces.

SUPFORT_MODE Allow remote access by customer support.
UPDATES Download and optionally install updates
SNAPSHOTS Generate and submit support snapshots

APPLY Reboot and fully assert configuration state
CONSOLE CLI-based configuration access.

EXIT Complete configuration session.

198.18.2.23 admin 0.0 fps| 0.002 KB/s f
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LIHX| AojagoldE 2A=d= AL

DHCP At8X}: Chg CHAOM= 2 IP FAE ALSHCtD JHESILICH DHCPE AMESHY IP 27(0]| CHgt
AtMst L8 Threat Grid Appliance ZFE[AF Z}O/EE EZRSIAMA| L.

1. TGSH CH3} ALK} OIE{TH| 0| A0A| CONFIG_NETWORKZE MEHSIL|C} HET 7A 220 LT}

1% 10-TGSH Chst 4%t - HEYD 74 22

a80n 198.18.2.23 - KVM Console

Network Configuration

DNS Servers
DNS Frimary
DNS Secondary
Interface: clean
DHCP Enabled? (Y¥sN)
Conf igure Non-Default Routes? (Y¥-/N)
Address
Netmask
Default Gateway
DHE Hame
Interface: dirty
DHCPF Enabled? (¥-N)
Conf igure Hon-Default Routes? (YsN)
Address
Hetmask
Default Gateway
DNS Name

Validate> < Cancel >

198.18.2.23 admin 0.4 fps| 0.002 KB/s j
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2. HEYA IRt MBI M| T2t Clean QIEIHO|A, Dirty QIE{E| 0|4, Admin OIE{H0]A Q| &I
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—Tod

3. DHCP Enabled(DHCP &Hd3}E)2 YO|A N2 HZASHLCY.

i 7|E XM WAHOIA FIE F2{0F M| EAE YHY = UAFLICH
4. DNS O|E. LERIA0M Clean HEZ0| DNS 0|F= AE3t= 8% 0{7|0| 0|52 YHE L,

5. Configure Non-Default Routes?(7| 27Zt0| Ofl AZE RMSIAZASLIN?) A™HE 7|22 N =2

0
FALIEHEF7t B27F HR6HK| 62 B9).

13 11- 2% £9 YESA F4(Clean U Dirty)

& 66 198.18.2.23 - KVM Consale

Network Configuration

DNS Servers
NS Seconds
DNS Secondary
Interface: clean
DHCF Enabled? (¥-/N)
Conf igure Non-Default Routes? (¥-/N)
Address
Hetmask
Default Gateway
DNS Name
Interface: dirty
DHCP Enabled? (¥-/N)
Conf igure Non-Default Routes? (Y/N)
Address
Hetmask
Default Gateway
DNS Name

Walidate> < Cancel >

198.18.2.23 admin  3.8fps 13.385 KB/s =
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6. Dirty f/EQ3°| DNS 0|22 ZHoz ELr}.

2% 12- T9 SO YEYI F4(Admin)
aono 198.18.2.23 - KVM Console

r

Network Configuration

Netmask
Default Gateway
DNS Name
Interface: dirty
DHCF Enabled? (Y</N)
Conf igure Non-Default Routes? (Y¥-/N)
Address
Netmask
Default Gateway
DNS Hame
Interface: admin
DHCF Enabled? (YsN)
Conf igure Non-Default Routes? (Y,/N)
Address
Netmask
Default Gateway
DNS Name admin.acme.test

Validate> £ Cancel »
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Hetwork Configuration :: Conflirmation

DNS Servers
DHS Frimary
DNS Secondaruy
Interface: clean
DHCF Emabled? (Y¥-N)
Conf igure Hon-Default Routes? (Y-N)
Address
Netmask
Default Gateway
DNS Hame
Interface: dirty
DHCF Emabled? (Y-H)
Conf igure Hon-Default Routes? (Y-N)
Address
Hetmask
Default Gateway
DNS Hame

cCancel>

8. Apply(H8)E HE3I0 719 €85 HETUL
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[-NaNa) 198 18.2.23 - KVM Console

Anzible Inuvocation
changed: [localhost]

TASK: [service name=netctl@ethernet_dirty enabled=yes]
ok: [localhost]

TASK: [service name=netctlPethernet_dirty state=startedl
ok: [localhost]

TASK: [service name=netctl@ethernet_admin enabled=yes]
ok: [localhost]

TASK: [service name=netctlPethernet_admin state=started]
changed: [localhost]

TASK: [restart interfaces if needed]l =
changed: [localhost]

PLAY RECAP
localhost : ok=10 changed=4 unreachable=0 failed=

198.18.2.23 admin 4.0 fps 12.746 KB/s =
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800 198.18.2.23 - KVM Console

Cisco ThreatGRID Unified Malware Anal and Threat Intelligence

Main Menu
Your ThreatGRID device can be managed at:
Admin URL » MAC ¢ https://100.67.2.100 » 90:eZ2:ba:B2:2f :d4
Application URL » MAC.. : https:,/,/100.67.1.100 / 7c:Be:ce:67:f7:40
Password : hJaBSpkPRu@@9tnuabdv

The password shown above has been automatically generated for you.
You will be required to change this password when you first login.

ONFIG_NETWORK onf igure the system’'s network interfaces.

SUPPORT_MODE Allow remote access by customer support.
UPDATES Download and optionally install updates
SNAPSHOTS Generate and submit support snapshots

APPLY Reboot and fully assert configuration state
CONSOLE CLI-based configuration access.

EXIT Complete configuration session.

198.18.2.23 admin 1.2 fps 2.727 KB/s %'
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1. OpAdmin T E OIE I O|A("https"E ALESI= 2| URL)YIA AtEXIS| EEIRME 7t2|Z LIt Ch24t
Zt0| Threat Grid OpAdmin 219! $}HO| HElL|C}.
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OO0 | threacaio ppliance Ac x |

C fi | (% https://100.67.2.100/login W
i Apps % ThreatGRID [ Other Bookmarks

m =

S5 ThrestGRID

Password Required

Authentication is required to administer your ThreatGRID Appliance. The password
can be found on the appliance console of your Appliance server,

‘This site is best viewed in: Internet Expiarer 10+, Firefox 14+, Safari 6+, or Chrome 20+

& Support

@ ThreatGRID.com

2. TGSH Ozt gAtO|M FAfeh =7 22|X} B|ZH =S 231 Login(219l)=

Password(H/2/#Z H#Z) HO|X|7t @& L|C}

MHg A% Ty

ojo

Ct
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12l 17 - OpAdmin H|UHS HA

[

© 00 " ThreaGrip Appliance Ac: x |

&= C # [ https://100.67.2.100/change_password
2 apps S ThreaGRID

-;jk?Th reat LRI sppliance Administration Portal

k. Configuration = Operations ~ Status ~ Support ~

© Password Expired

oM @lojz 4950 TGSH iz

2|xt HZH= S E@BHOF Zojaz|old

ot ARtol 2t
AAEB2E 7L TYT 4

[ Other Bookmarks

B Support 7 Help
@ Logout

Change the password used to access the ThreatGRID Appliance Administration Portal and the appliance

console.

Warning

Your appliance password is used to authenticate to the ThreatGRID Appliance Administration Portal as well as the appliance console. It
may not be possible to paste complex passwords or passwords with non-keyboard characters into the console. Are you sure you want to

change your appliance password?

& | Old Password

& | New Password

& | Confirm New Password

Change Password

1. TGSH [H_Q_l- AFXFO| H| IS Z Old Password(O| T H| 2 HH
E mYa 7pK|3 QLO{0F BhL|Ct)

3. Change Password(H| 2!
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HS 7t YO 0|EE L|Ct. End User License Agreement(Z/ & AFEAF 2FO/A A Z/2H I O| K| 7t
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1. X[FT AR 2to|d A A%fs HdEYLICH
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2. OIHE TIX| A3ES &

== T

a3 18- 2fo|dA Ho|X|

I HAVE READ AND AGREE(#|2}2 Qo So|3h)E St ct.
License(2£0/41) T O|X| 7} ¥>lL|C}.

.‘Il: Th r?erEI D Appliance Administration Portal

# Configuration ~

Configuration

2 Network v

7 License

> NFS

> Clustering

2 Email

» Notifications
7 Date and Time

Operations ~

Status ~ Support ~

License

Appliance ID

FCH1832V32N

2 Syslog v

Other

> Review and Install

P Start Installation

License

No license has been installed.

Upload New License

Choose File | No file chosen

Retrieve License From Server

Retrieve

& Support  ? Help
® Logout
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Appliance ID

FCH1832V32N

License

No license has been installed.

Upload New License

Choose File |No file chosen

Ep

Retrieve License From Server

Retrieve

1. Y% oM License(2t0|HI2)E SEYLICE [0 Liet A=
o

= =
EELIC 2fo|dA7F XX HRptS LT

M License(2f0/412) T O|X| 7}

2. Upload New License(A 2fO0|MA [ =2E) Of2fof| Al Chose File(mt MEH)ES Z=st 0 Ot

ZE| KoM 2to[MAE MEdSHLCF.
Retrieve License From Server(AHO{|A{ 2}0|MA
Meiste 7150] FIHEI QS LICH o S0[oAE

— — 1

3. XN3SE 2fo|MA HYEHDE Passphrase(2 =) E

M) .23 ZIZ2|A0|= Retrieve(ZAM)E
Al W IO HMAE & U= L Of

cy
42 MesE EYAS Sof 2A0lMAS AL

gLt

4. Upload(22C)2 2218j0f MA|EILICE HO|X|7t 2 DMX|D 2fo|MA Mt BA|ELIC
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Appliance ID
FCH1832V32N
License
Licensee No Name Provided
provision@threatgrid.com
Business 2f518e6d-dd45-4397-8533-3c6d38238c32
Validity Fri, 22 Sep 2017 14:47:46 +0000 - Mon, 21 Sep 2020 14:47:46 +0000
Product SKU

Daily Submissions 1500

Upload New License

Choose File | No file chosen

& | Passphrase

Upload

Retrieve License From Server

Retrieve
Next(CtZ)E 22510 2 S AL LCH Email(o/of2) HIO|X|7t SEILICL
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NFS

SIZEZO| O+ A= NFS Y LCH WY U FHAEET Ao O] ZHS +&sHOF SrLICE XbA|TH
Ljge M 2H Threat Grid Appliance Zf0/= MMO|M NFS 27 AIEE EXSHUA|L.

a3 21-NFS 74

s £ Support  ? Help
T Threat GRID appliance Administration Portal @ Logout
# Configuration ~ Operations ~ Status ~ Support ~ o
Configuration
> Network v N FS
> License v
> NFS
> Clustering
2 St NFS Configuratio
» Notifications lirason
» Date and Time
> Syslog v Host @
Other »
> Review and Install Path
» Start Installation Opts =
Status ¢ Disabled .

S ThreotURID

1. @Z0|M NFSE Z2gLICE NFS H|0|X| 7} EELICL
2. m|O|X|E Ct3d} &o| Pt
Host(ZEAE)-NFSv4 SAE MHQIL|CH IP =AZ AFR3I= 740 E&L|C}

Path(Z2)- 0tds Mg NFS S AE MH{2| 9|X|0f Cish Zof d=YLICt
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Opts(SM) - O] MHO|A] NFSv40] Cisl EFE Linux 7| 27t0t CHE SMES ALES|OF ot

AF8%E NFS Or2E SMYL|Ch
Status(AtEf) - SECHS 220 M Enabled(@A3HE)S MefeiLchea 9l 7))

3. Next(C}=2)E Z=IgtL|Cl HO|X|7} {2 1AM FS Encryption Password Key ID(FS

HEHS 7] ID)E oM AMEY =+ USULCH

O HO|XIE Mg T+de Il &=3} 7|E Remove(H|#) = Download(EH2 2E)SH=
HA|FLICH NFS7F 2Hdote|of AX[T HYE 7|7t Ble 39 HRES MEY + US

=
=
=

485t LI Upload(YdZE) HE0| Download(C22E) HES=Z HAELICL 7|
Download(Ct22E) HHE2 C}A| Upload(YZE)Z HtR& L|Ct

B 710t HAS HHSts O AL8% 7|t eS| YKt 49 YEE
HA|E|E Key ID(7/ ID)7t A&l Z=2o| Cl2legz| 0|21t LX|sHA Euct

D(
223 7|7t GloW HYS SHY + YUSLICH

Z OpAdminoj|
. HOIM MY M

o
=B

=3

=40|
Ch. 712
M 5HH

TN Z2HA0E NFS AE0(S r%sﬁm, QtsetEl HO|EE OFRESLD, NFS AE0(Q)
|E

ZHZX0A ojZ2to|Ae] =2 [0

4. Next(C}2)E ZEIStL| Lt Email(0/0)2) W O|X|7} E&lL|CE.
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.}.‘: ThreatGRID appiiance Administration Portal

# Configuration ~ Operations ~ Status ~ Support ~
Configuration -
> Network ' Em a I I
> License v
> NFs v
> Clustering
> Email SMTP Configuration
» Notifications
7 Date and Time Delivery Mode © HELP
» Sysiog "
Other Upstream Host @ HELP

> Review and Install

SSL © HELP
b Start Installation

Upstream Authentication @ HeLP

From Address @ HELP

£4 Support  ? Help
& Logout
I

&= Upstream Relay ;

@ smtp.acme.test 587

& Detect from Port 3

& No Authentication 3

=

S ThrestULRID

1. % oM Email(o|H| 2)S 2 & LCh Email(O|t| ¥) HO|X|7} EEILICH

N
1%

3. LEZ 5870|A 252 HZETIL|CH

4. 7|Ef 288 7|2u2 sUCh

2EY SAE(O|HY 22AE) 0|52 YL

5. Next(C}2)Z Z2ItL|C}. Notifications(2E)) T 0|X|7} F@IL|Ct.
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Me &d Adojagofd

YABRO| [} EAE St 0[N0 oY FA0| FVHOE YT 4 b LS PASHE WYL
Al2g 22 Threat Grid T GIET|0|A0| FAIEIXIZ Of HOKI|ME O|HYLS Sof B + Yt

Syslog 11| 12{0[44

AHI0lE v1.301|i syslog D1|A|I| % Thread Grid & 2l2 =I5t & Syslog MHE F43l= 00| X|7}
THHE|0] UELICh AtMIBH LR Threat Grid Appliance Z2/ 7f0/EE HZEBHIAIL.

[

3y 23- 2y 7Y

Y £ Support  ? Help
1 Threat GRID appliance Administration Portal @ Logout

- Configuration ~ Operations ~ Status ~ Support ~ Lo

Configuration
- - -
> Newwor » Notifications
2 License v
> NFS v
> Clustering
2 Emall v
% Notifications Notification Recipients © HELP & admin@acme.test
2 Date and Time
?
S Critical Notification Frequency oHer | © Every 5 Minutes $

Other
2 Review and Install Notification Frequency oHELP | O Every 5 Minutes s

S ThreotURID

1. XN EECHR EE0|A Critical Notification Frequency(582 2! HIE) 5! Notification
Frequency(Z 3 HIL)E MEisIo] A StL|Ct

All contents are Copyright © 2015-2018 Cisco Systems, Inc. and/or its affiliates. All rights reserved. 45



Threat Grid Appliance 4% 3! #Hu| zjo|M 7I0|=

A 130| M OFHA} - OpAdmin

2. 1% LCHZ Notification Recipients(¥ &l Hh= ALZHO| StLt O|&tQ| O|H|YY FAE 2lHEZ T ESI]
YLt

3. Next(Ch2)Z Z2I8tL|C}. Date and Time(LS# 2 A/ZH WO|X|7} Y2iL|C}.

ChS MMZ 7% T C

—
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NTP MH #4
NTP(“Network Time Protocol”) MHE AlHS= A L|LCt.
1. NTP AMH IP tt= NTP 0|28 Y=L Ot
NTP ME{Z} of2] 7ol 32 S &= 2EE AHESHY P L

2. WX A" AIZEE RAISHD EEIRXQt S7|SFefL(Ct

Ha
rn
-1
0X
i
HR

Ol 3 eA7} = Review and Instal( ZE 2 A4/ W O|X|7F G&L|C}

CHS M4 A% T

11 m]
Zdoagold 48 4& 8 42X
HEYS HOIolM 4TS YOO ok LY 2 T HWS Mo} FLCK
=

1. Review and Instal(d £ 5! AX|) I{|O|X|0| ] Start Installation(X| A|ZhH& ZEIetL|Ct.

T8 AFZYEE AX|SIH "The appliance is installing...(0{Z20|AAE A X|S}
EAELICH" Aoz THE AM 54 0|2 gLtk

rir

.. 22 HAX| 7}

D EAL 7B HAR. O] THAE RSt O 102 Old Z2E + UG LIt 0| I 2 0]440]
TZIBHM oY Y27 BAIEUCH
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13 24- ojEato|olA MX| 5

© 00 [ mhreaGain Appliance aci x | "
& C | (X hups://100.67.2.100/setup/details v o=
2% Apps 8 ThreatGRID [ Other Bookmarks

The appliance is installing...

[missing "en-TG.js.job.running HTML" translation]

Please walt for this page to redirect you. Refreshing manually might cause problems. Installation time is typically under 20 minutes.

22 State £ Started B4 Finished @ Duration

» Running Tue Dec 16 2014 03:39:30 GMT-0700 (MST) @ Please wait... @ Please wait...
0 day, 7 hours, 1 minute, 56 seconds ago

Your appliance will need to be rebooted after this operation.

Reboot

e =

:: O0string{[(dstring{"Error", "opening", “"terminal:", “unknown."}}

2. EX7t ARE[H JE{7F FEAMO| Running(dd F)0M d5S LEIE 542| Successful(@ =)

k=)
=
HAIX|2 S ZELICH Reboot(M ) Tt sMoz BMZAL|D Anja ol 30| EA|ELCH
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a3 25- ofZatololA MK gz

n
806 |/ || ThreatGRID Appliance Ac % |

- C fi (X https://100.67.2.100/setup/details Syl o=

i Apps 4 ThreatGRID [l Other Bookmarks

The appliance is installing...

Waiting for the server.

Please wait for this page to redirect you. Refreshing manually might cause problems. Installation time is typically under 20 minutes.

22 State £ Started 4 Finished @ Duration

Tue Dec 16 2014 03:39:30 GMT-0700 (MST)  Tue Dec 16 2014 03:40:45 GMT-0700 (MST) 0 day, 0 hour, 1 minute, 14 seconds
0 day, 7 hours, 3 minutes, 34 seconds ago 0 day, 7 hours, 2 minutes, 19 seconds ago

Your appliance will need to be rebooted after this operation.
=3

TASK: [file path=/etc/issue.d/18-error state=absent
ok: [localhost]

TASK: [rebuild /etc/issue]
changed: [localhost]

TASK: [flog install completion for opadmin]
changed: [localhost]

TASK: [clear reconfiguration request flags for opadmin] #Hrssessssdkssessssnss

3. AX|Jt 2= |HReboot(B|HE)E = E2IBIL|LCE. "The appliance is rebooting.(H{ E2}0|HAE I EE ST
UAFL|CE)"O|2t= TAIX|[ 7} BA|E L T

Of

MeEot= o £t 520 23 = UASLICH

OfZ2t0|AAE 2R ot S0 = OFFAE HEGHA| DHYA|L.
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13 26- ojF 0|2 2% 5

800 Y ThreatGRID Appliance Ad| % |

o

€« C # | (x bttps//100.67.2.100/reboot

% Apps  * ThreatGRID .| Other Bookmarks

The appliance is rebooting...

Waiting for the server to respond.

Please wait for this page to redirect you as refreshing manually might cause problems. Reboot time s typically under 5 minutes. If this
page does not redirect make sure the IP address of your appliance did not change, and check your appliance console for problems.

OlZ2t0|A A5 MEYSHH CrZuh 20| OfZ20| ATt FEERACHE 2ol HAIX|ZF EA|E L T

a8 27- ofE2f0| gAYt MY

8606 ¥ ThreatGRID Appliance Ad| % |

I

& C # | (X hitps://100.67.2.100
' Apps 8 ThreatGRID

[l Other Bookmarks

a A B Support 7 Help
T ThreatGRID Appliance Administration Portal @ Logout

#  Configuration ~ Operations ~ Status ~ Support ~ -

Home

Your ThreatGRID appliance is configured.

For assistance in changing the configuration or operating the portal, refer to the resources below.

& Documentation

E4 Support

SiThreatURID

OfZ2t0|A A7t A8 &|ln 2=7] LM 0]40| 2t=ELIC
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Threat Grid Appliance H|0|E AX]

27| Threat Grid Appliance 8 & 2l23t & AR 750t

2

HIO|EE EX|St A&St= A0l EELICH
Threat Grid Appliance 2{[|O|E+= OpAdmin T EE& Edff MEEL|C}.

Operations(29%) 0|70 Al Update Appliance(0{Z2}0| A
el o E2to|AAo A UETL mA|ELCL

2

HO|E)E MEfgLCh. }H0IE 10| X|7}

Check/Download Updates(HG|O|E ZOICI22E)E ZEISHLICT. AZEQO{0|A Threat Grid Appliance

S s
AZEQ0{o] A4 YBO|S/TO| YEX| HOID, UG FP CHRECSPLCH AIZo] 2 4 AL

2AGO|EV} CH2 ZEE|H Run Update(HO|E MH)E S2/810f MX|SHL|C}

—_ o

AC|o|E AMX|0f CHSH XtM|IBH LHB-S Threat Grid Appliance ZI2/A} Z}0[EE ERBIAA|Q.

OfS2fo|gia BE B

O|EZlo|oiAQ| HIE HT = Updates(RH O] E) If|O]X|2] OpAdmin Operations(2 %) > Update
Appliance(O{Z20|A AHO[E)OIN 2ol 4+ ULLITh

2l 28- o{EC0|AHA HE HS

a .
H -Thr@deE]lD'Appliance Administration Portal

& Configuration - Operations ~ Status - Support

Your appliance can be updated to the latest available ve
have an up-to-date backup before updating.

appliance is currently running:

2014.10.201502083155142.be6f7b4af

< Check/Download Updates -

Update This appliance has never been updated.
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2 BHo/HW™ X3 #

OlZ2t0|A 0| BE Mo 2[0|M 2Fo 2 Updates(ZH|O| E) T0|X|2| OpAdmin Operations(2%) >
Update Appliance(0{Z2}0| A2 AH[O|E)0f A =oleh & AFLICE OfF20|2dA HE WS Chg BT
M0 SHESLICh

2L Hs 2al& HH L ES= 2 S~ g

2017.12.20180601200650.60c052b0.rel 2433 2018-06-01 2 AE x7|3
£+, 7|Z ESIPG
Opola2j|o]4d X[ &

gel

2017.12.20180519011227.ed8a11e9.rel 2.4.3.2 2018-05-19 CVE-2018-1000085
off CH3t ClamAV

YHOIE I =F.

2017.12.20180501005218.4e3746f4.rel 2431 2018-05-01 AHIO|E &9l A

DDL 2 & EX|of
st PG A7|0

Hi

2017.12.20180427231427 .e616a2f2.rel 243 2018-04-27 oA JtM B2
#xg} MY SYH
PN

aro[12{ofd

2017.12.20180302174440.097e2883.rel 242 2018-03-02 232

2017.12.20180219033153.bb5e549b.rel 2.4.1 2018-02-19 OpAdmeno]
ZAHY XY
TE ATZEQOE

3.4592 ZHAIBtL|CH

2017.12.20180130110951.rel 2.40.1 2018/1/30 ClamAV M2 got

—

YHoIE
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ECENELY

Ha

2017.12.20171214191003.4b7fea16.rel

2017-12-14

EFT S2{AHE.
jp/kr contsubs.
ZEE 34572

2016.05.201711300223355.1c7bd023.rel

233

2017-11-30

2016.05.20171007215506.0700e1db.rel

232

2017-10-07

ElasticSearch £%t

A
& 2

2016.05.20170828200941.e5eab0a6.rel

2.31

2017-08-28

M1 3.

2016.05.20170810212922.28¢79852.rel

23

2017-08-11

2lo|MA OHRZECEE
ArEsstetLct =8
AZEQIOE

3.4472 AMEHL|CE

2016.05.20170710175041.77c0b12f.rel

224

2017-07-10

|>

mjo
B>
= Ir

9

'6'I-|_| r

=

of &gl

|
7Is

2016.05.20170519231807.db2f167e.rel

223

2017-05-20

ol2fet £
22|20 M=
Windows XP Qi0| =

2016.05.20170508195308.b8dc88ed.rel

222

2017-05-08

XIJst7| el
HEXNI 74 &
23 HH 74
240 Ofst £
2elx #g

At Lct.
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HE S A H Yz|A g | &1
2016.05.20170323020633.f82e66fe.rel 2.2 2017-03-24 | ssLy3 H|ZAI3},
2las 22X SiZE
2016.05.20170308211223.c92516ee.rel 2.2mfg 2017-03-08 | gz ML HZ
At iLict.
QM A = SF=S
0K &5 U
ROOIE MHS
Sl THEX|
BELIC
2016.05.20170303034712.1b205359.rel 2.2 2017-03-03 | AE3|x|
OFo[ 124|044,
ZEty7|, orA3 Ul
olgf £d YHoIE
2016.05.20170105200233.32f70432.rel 216 2017-01-07 | OpAdmin/tgsh-dialog
= Flet LDAP 215
k=
2016.05.20161121134140.489f130d.rel 215 2016-11-21 ElasticSearch5, CSA
ds =8
2016.05.20160905202824.f7792890.rel 214 2016-09-05 | =9 A =g
Are
2016.05.20160811044721.6af0fa61.rel 213 2016-08-11 Qmatol QH0E
X 71, M4 X735t
k=
2016.05.20160715165510.baed88a3.rel 212 2016-07-15
2016.05.20160706015125.b1fc50€5.rel-1 2.1.1 2016-07-06
2016.05.20160621044600.092b23fc 2.1 2016-06-21
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e s gelA HH E B gl
2015.08.20160501161850.56631ccd 2.04 2016-05-01 | 24 oifjo|E2 O[3t
AEE. 212
0| ESHY| Hof
2.0.47} QU0o{of
et
2015.08.20160315165529.599f2056 2.0.3 2016-03-15 AMP E3} CA mgmt
9l AZ2| DNS 9
2015.08.20160217173404.ec264f73 2.0.2 2016-02-18
2017.12.20180302174440.097e2883.rel 242 2018-03-02 23AEHZ
2017.12.20180219033153.bb5e549b.rel 241 2018-02-19 OpAdmen?|
SH2HE XL
=Y AmEY OIS
3.4.592 AAFL|CH
2017.12.20180130110951.rel 2.4.01 2018/1/30 ClamAV ®& Hot
YOHolE
2015.08.20160211192648.7e3d2e3a 2.01 2016-02-12
2015.08.20160131061029.8b6bc1d6 2.0 2016-02-11 o] HAEO|M 2.0.12
4H Yol
2014.10.20160115122111.1f09cb5f 146 2016-01-27 2.04 YgojEE
olst Al
2014.10.20151123133427.898f70c2 v1.4.5 2015-11-25
2014.10.20151116154826.9af96403 v1.4.4
2014.10.20151020111307.3f124cd2 v1.4.3
2014.10.20150904134201.ef4843e7 v1.4.2
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e ¥z 2e|A HHE L ESI- 2 S~ g}
2014.10.20150824161909.4ba773cb v1.4.1
2014.10.20150822201138.8934fa1d vi.4
2014.10.20150805134744.4ce05d84 v1.3
2014.10.20150709144003.b4d4171c v1.2.1
2014.10.20150326161410.44cd33f3 v1.2

2014.10.20150203155143+hotfix1.b06f7b4f v1.1+hotfix1

2014.10.20150203155142.b06f7b4f v1.1

2014.10.20141125162160+hoffix2.8afc5e2f v1.0+hotfix2
(S pnk
1.0+hotfix2

AH0|EY
L|ct.

2014.10.20141125162158.8afc5e2f v1.0

CEElA B 1.012a0 M= FE A| AEHO|AT AZE|X] @2 B2 2|FHoF & > AFLIC
b2/ v1.3 oo LfEl-Lf,_ Z402,v1.3 0|Z0|A = 2El A|7g01| SFP7} 7% ZE|0f Qlojo
.| k

: 1.00 A 1.0+hotfix22 RH|O[ESt= HiE of 1520 ZELICL 1.00(A 1.322 HH| YHOES
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Threat Grid ApplianceE %|A HHOZ M 0|E3t 20|= Threat Grid AT EQO{E AIRSI0] A HIAE
MEE MEZL2EMN O{E2t0[RiA % SHEA FEU=X 2BHE HAERLCL

1. Clean QHLO|AZ FMEst =AE HIE2EI0] Threat Grid Portal0f| 21 918tL|C}. Threat Grid 2191
| O|X| 7t EEL|Ct.

2l 29 - Threat Grid Portal 2191 0| X|

ThreatGRID Appliance Adi % = =% ThreatGRID Login *®
- C' ff (X https://100.67.1.100/login =
2! Apps  “§ ThreatGRID L Other Bookmarks

SEThreatGRID

Welcome, please sign in.

Forgot your password?

| |
All information contained in this report is confidential and proprietary information belonging solely to ThreatGRID, Inc.

This document is client confidential and is intended for interal customer use only. The information contained herein is the property of ThreatGRID and may not ba copled,
usad or disclosed in whole or in part, stored in a retrieval system or transmitted in any form or by any means (slectronic, mechanical, reprographic, recording or otherwise)
without the prior written permission of ThreatGRID.

2. 7|2 219 8l H|YEH SOl admin/changemeE Q! 24%fL|Ct.

3. Login(219Ql)S S&ItL|Ct. 7|2 Threat Grid Sample Analysis(/Z £47) I|0|X|7} G ZL|C}.

4. 92T ME 2A2(0| Yt Submita Sample(ME XE) LKA I THYS ML URLS
YBBto) SHYTE £ TBBLIC
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MEO| o2f 24 tHAE AXls AS2 & = USULCH 245 2 MEO| Submissions(H|E)
Mo LHEEL L 40| 2R E|H Samples(dZ) MU0M ZuE =g 5 A2 4 EAMO
o

O =oAL e

Threat Grid ApplianceE A7™stn X7| 744 10|ME A2 5IH O{EZI0|AA BIE2|XH7F AR

UgLct
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