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NTP Ak 5531 i0)
NTP FR & 8B E AL “DIRTY” MLEHTIH I


http://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/c/hw/C220/install/C220.html
http://www.cisco.com/c/dam/en/us/products/collateral/servers-unified-computing/ucs-c-series-rack-servers/C220M3_SFF_SpecSheet.pdf
http://www.cisco.com/c/dam/en/us/products/collateral/servers-unified-computing/ucs-c-series-rack-servers/C220M3_SFF_SpecSheet.pdf
https://mainstayadvisor.com/Go/Cisco/Cisco-UCS-Power-Calculator.aspx
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g

£ - ESA/WSA/FireAMP %5

MR Threat Grid iZ&E 5HEMER =R (Fl0 ESA/WSA i%#%&. FireAMP FAE=%) —&2EA, WiREER
SN ITIRR

DHCP

MRECERZD —ANEEAER DHCP HMIM%, 51K (Threat Grid K& & F75/E) H{ER DHCP 579
BAREITIRE.

I ATIIE
< F|sk g Cisco AMP Threat Grid B934 A]IE FAZ5AT

BXRFRNEMEE, EBEZR support@threatgrid.com.

HARA A

EERRENREMNEREZ F, BEECIRMHAM Threat Grid BAFMAFMKF, NEAPRTABRIFHIR
REBRUEARITON. HESFREEZESMARFAR ZEBHTRLFINE, BEBURTFEHEKX.

E18 Threat Grid BB IS B1E (Threat Grid IR&ETEZ75R) HAEIRH.

AT
FERIAEA Threat Grid REEH 28T, BATHNKIZERENLE.
BNEWEETHA RN ANVNEREZ BN ERTHEN.

WAIRINF RFZE o Threat Grid IR & EH PV MEFR LI ANEZ FARETH, FEEFIRERTHAGEIR
&ERE. EFg&EXRBAT (Threat Grid R & EHZRITH) Ho

AR BRIIRTAEHIEET SSHo

Threat Grid I & A R\
RS S IR A ERE, 554 AAREATES Threat Grid 2%, 18, 7hA 2.1.6 &,
LDAP S{45&1ER] AT TGSH ¥iE 1 OpAdmin.

TGSH XtiF
%A REZ TGSH 3E, AFREMSEN. ERERDEADE, RGe TR TGSH Hit.

BmERE TGSH Xf1&

TGSH MERFEES G LRFHTIPRE, ATUEER B R ERifamEBITziE KVM 771 (MRERE
CIMC) iz3ti&.

EEHINEEE TGSH 343, 518E SSH LA R “threatgrid” 15 HZ# 2] Admin IP Hhilt.


mailto:support@threatgrid.com
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Al
FrEMZREAT 2R EKHMBEDL (FY17E TGSH XiEFExR) , LA EEE OpAdmin [TABEK
F—SUENFEERZN (HEXAZBEETHNA) -

OpAdmin [/
XR2EZER Threat Grid GUI BRE T E. XM AEREH H AR OpAdmin 525, BIEFRIIE. BBEEEMN.
SSLiFH%.

AMP Threat Grid [/
Threat Grid AR A ENAAM{EA—TN=RSIRM, A% %% Threat Grid iX& L. Threat Grid =ik %5
Threat Grid iZ&BEMEI Threat Grid |72 Z B A FEITRE -

CIMC
S—1MHARPAERENENEEZFIZE (‘CIMC”) , ATEERSS.

P 2% ¥

Admin #[
o E#E| ADMIN W&E. AL (kB ADMIN [4&) -
e OpAdmin Ul &
e tgsh-dialog 4 SSH ()

E&: ADMIN ZEORISMEMIER SFP+. ESHE 2 - BR} 1000BASE-T @48 SFP (GLC-T).

CLEAN #0

o E#F| CLEAN W4, CLEAN FZEAMA] AR BMEEHITIAR), BEAFEH WA EEKK, KRIFRENR
E&AT.

o UIF1APIHE (NIh)

o  HARK

o SMTP (HuhiE#EZIREMIBHRSER)

o MERAZHRIFE (HIH)

e SSH (TGSH MiEHIALLIFIE)

e ZRZHZE (HHEZIRENRZEHERSER)
o ESA/WSA - CSA &£

e FireAMP FAEZE&ERK

e DNS - i,

e LDAP (Huh)
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el
DIRTY #£[
o E#Z| DIRTY W&k, FTEHDEBN. {LHIf !
e DNS
AR MREERES FireAMP B =R, FFHEZE DIRTY 0 ETEMAT FireAMP iZ&EHE,
MBI AZE OpAdmin HELE{E A CLEAN #OAIMIL DNS BRE58:.
e NTP
o EH
o ERBITEATHZFRIE
o RHFRE
o EEHMHHARENRE
CIMC #:[1

. MBCEEBMEAFRENE (‘OMCY) BN, UETATRSSERMER. BOLMAES, H5H
M A-CIMCRE (%) .

RERIEO
FEIR SFP+ HRB L RER.

BIRAMEA - BOA

Mg Ul EIE R
BFLH: admin

51 “changeme”

OpAdmin #0 Shell fAF
5t{E A Threat Grid/TGSH HEBEHL A K AIIAZRL, SRE{EFRTE OpAdmin BLE TIERE —H M ANMIF L.

MRFRER, HRR (Threat Grid K& EHERHER) XIFMIHHELREBIEXITPRIE.

CIMC (BRIEREEESIZR)
BFAEM: admin

=8 “password”
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g

I B AN & & RETIE
AXHETBTUTREMVBEESR:
BR55 2RI E-

MK OERIRE
e Admin
e CLEAN
e DIRTY
VRSB E - TGSH X4iF .
FTEFE - OpAdmin [1F.
RIREH
R FIRERITIN: RRBEREITIN

EIRAE - 2B (Threat Grid iR & EH I#F) FHIA, 7 OpAdmin TFHPENRMAEEREES (FANE
BRI WRHFARSER. SSLIEHRH) -

1 B ANFC & AT 5 IR [

TS FRREMVERESRAATE 1 /NREIRE.

A R EEERLSWINE TGSH Mifh ‘AT MAME, B0 SE. KESRENTERE
10 SHHA B -
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B E

e E
5%, ERREWENANLE, KB KM EREEEN T RENER, FHEARSBHE
KVM 3005, 3 REHR.

WREET CIMC, MATIMERIZE KVM. FX CIMC BEENEE, B3 RA/ZHHNEE CIMC (FiE) .
AXFENEGHMIMZRERR, BSRBEXMRS R M. CRBE IR T )7~ R AR .

W& 1ERIRE
WERE W SFP+ BOMEAUAREE, AREETEIREERL:

C220 M3 MR fRSeIXE

3 - Ef UCS C220 M3 SFF 22X R &2
AT E

DAUEREEMEERO, R&AHEIET.

AR BHRENEAEENES LESERNERBAR. WA EMEEDE, BHR
support@threatgrid.com.

FE: "BRET HIEEHE SFP+ O, BHABUMEBER.
HX C220 M3 IREHAVFMES, BSHTHE.

1"


mailto:support@threatgrid.com

BERl AMP Threat Grid ¥ &ZENREERS

B E

4 - BER UCS C220 M3 FHEHARBE

1| iR (BRERD) 6 | —4 10/100/1000 BUAM % FA&Rin O
2 a8 2: RARLEHER PCle HH1E: 7 M 1-GbE ix0

Gk, K, x16 EE, x8 EEEE) (LAN1 %1 LAN2)
3 A SFP+ #60. 8 USB #% 0

%% 1: ADMIN

518 2: ERBUEIFEMNEFHZA.

4 VGA #RSEER] 9 HEPIRAI$ZEA/LED

5 BITiEO (RJ-45 EHEE) 1 - _

AR MFRA 1.0-1.2, MREBHFEOLTRENRT, WAIREZEHEH. KEBEHTT 1.3 LTHR
A (AEEFE SFP PEMEO, MF 1.3 D EMRA, BEZEONFEERIRLTHNIKE) o AN SFP AIK
LA R EMMFER -
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R E

C220 M4 #128:(fRSB =R E

5 - & UCS C220 M4 SFF Hl2e0fR&Z8

S

AR BHRENEAEENES LERERINERBARE. WA EMEEDE, BHR
support@threatgrid.com.
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B E

6 - BEf UCS C220 M4 FHEEHAES

°23.9,2§:$2%»“' SO PR
GrAtaER =N ['PSU 01 =~[Psuo2 | N
gs|Cp—miov_| 1 =il =) 9
@

1 |PCle #HAF 1/1HE#E 1 7 #17iw0O (RJ-45 FIESR)

2 |PCle #F+F 2/#EHE 2 8 @AM 1GbIKMIHEO (LANL 1 LAN2)

3 BRRUEREB/IEMN (MLOM) FiHEE 9 VGA #5%iim O (DB-15)

4 EMEEIL (BTFERER) 10 5388 FTTARIRIRSA/LED

5 USB3.0iwO (AA) 1N BE (HRZ&, XA 1+1 A&ER)

6 |1Gb UXMEHAERIKD
EE:

1 Admin

8 () CLEAN

8 (A) DIRTY

6 CIMC
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R E

W& 1% & E
KIS LB AMP Threat Grid iIZ&HESIE/EINUHIZE. BEE, S/FANENZEEREN. Fli0, REEHN

MEER, EHET ERHMEZRZEEBOERT, ERIERER DIRTY HOEFZEAT, ¥ CLEAN EOEE
Egl\%ﬂo

7 - MEEORER

Threat Grid

DNS /NTP TR IR SS R

-HARLENRE
- %K DNS

- REH NTP —
- BRHSE

- AP &R FrksE

- OpenDNS. TitaniumCloud. VirusTotal
- (NUHERE!

AMP Threat Grid & & Ele

PRGN AP (TP | [iean | [ Admin] [ome

- RAEHb AR 52589 SMTP "
e > - - RS

- R RN R

-R%HE

- NRECE DNS, NiEid CLEAN
o O TR &

- LDAP

IN= o OpAdmin EIRiE
AHW?& (HTTPS) B .
5k SMTP AR %535 - SSH

:phiia-y

(ESA. WSA,
FireAMP %)
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R E

B A S A T Y

KR Bir B0 BRIE EE
DIRTY #01 p=3: 37 SMTP B4 B 1L BB R & RS SR MR
DIRTY #0O HEM TCP/19791 I RIFIEHET Threat Grid
DIRTY #01 p=3: 37 TCP/22 I EHA R RS
DIRTY #01 p=3: 37 IP/{EAT I ARIFRBBERGERH
e
(BERBEMER, TEAF
BERGBHKAREGSTESIR
%8, )
DIRTY #0 HEEX DNS 2 A FH I DNS,
DIRTY #0O BEEW NTP T AFHILREIIE NTP.
(UDP/123)
CLEAN #0 SMTP fR%88 SMTP T & #&& F CLEAN #0331 51
ERBR R 38R0 SMTP %
#, (CLEAN #OAREEHY
EiE EEHEN o )
CLEAN #0O BEEW TCP/19791 T SIFEEIT Thread Grid RS
NI HFEE
AP M% CLEAN #[O TCP/80 G %& APl AR RE
TCP/443
CLEAN #0 P ML% RERE/MEE G AFEZEEEABZRRSEH
£ B F0 Threat Grid BENHIAR
35
ETE W L% ADMIN O TCP/22 G SSH
TCP/80 OpAdmin [1F#0
TCP/443
BP Mz CLEAN #0 TCP/9443 T fiFE#RZ Threat Grid Ul
Glovebox
CLEAN #0 /> DNS fR% g8 | UDP/53 #1 TCP/53 | #iF AliE, XY EE CLEAN
DNS REE
CLEAN #0 FireAMP fAB = | TCP/443 R AliE, XHEER FireAMP fA
BRERMEE
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REFiE
KR Bir Wil ma BRIE EHR
CLEAN #M LDAP IF Ak, XEHEBE LDAP B
DIRTY #01 OpenDNS. HTTPS T 5% =AM F0EE RS EE
TitaniumCloud.
VirusTotal

T IB BRI BN

ERTRSFIBERENMEZOZE, FRERFREHEFTREY. EHNEESEEER:

8 - BRIEBRERE

sco IMC Configuration,

Entering CIMC Configuration Utility...

AR MREERBLED, BETRAFKRERR F8, ARKRRE “AE CIMC (A7#) " #BaHaIRRERE.
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RS HRRE
BB ERRSRE, £568 EHET TGSH XHE:

9 - TGSH Xti%
an 6 198.18.2.23 - KVM Console

Cisco ThreatGRID Unified Malware Analysis and Threat Intelligence

Main Menu
Your ThreatGRID device can be managed at:
Admin URL » MAC : <UNAVAILABLE> ~
Application URL » MAC.. : <UNAUAILABLE> ~
Password : hJaBSpkPRu@@3tnuabBuv

The password shown above has been automatically generated for you.
You will be required to change this password when you first login.

ONFIG_NETWORK onf igure the system’s network interfaces.

SUPPORT_MODE Allow remote access by customer support.
UPDATES Download and optionally install updates
SNAPSHOTS Generate and submit support snapshots

APPLY Reboot and fully assert configuration state
CONSOLE CLI-based configuration access.

EXIT Complete configuration session.

198.18.2.23 admin 0.0 fps 0.002 KB/s '

ADMIN URL B RARA A - MgizOEZEE AR E, EtEXiEiHE OpAdmin [P RKHMITHES .

M

B HEERTHILRE - RMAIAIEH, MEE OpAdmin [TFEEDEFER (SFH) -

EERFE: TGSH MFERETVHRERR TN, MEAERETERSRHIABMEE OpAdmin 1R ZEONEEZ

%Ego
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MEMEE & - TGSH XiF

MIEMEZELE - TGSH XHiF

I MEREAE TGSH WiEHTH. LRENBERRTREAREE, NMAIFTIE OpAdmin RETAMTEMRHE
FHEE, SFEFAHE. B4EN. SSLIEH%.

DHCP AR : UTHRBIREERRRFHES IP k. NREER DHCP REX IP sk, MESH (Threat Grid %2
HEEEFIEH THERER.

1. 7£ TGSH ¥iZF RS, £ CONFIG_NETWORK. R4EH B 8B <TF:

10 - TGSH XiE - MK EEREE

ano 198.18.2.23 - K¥M Console

Network Configuration

DNS Serwvers
DNS Frimary
DNS Secondary
Interface: clean
DHCP Enabled? (Ys/N)
Conf igure Mon-Default Routes? (¥ N)
Address
Netmask
Default Gateway
DHS Hame

Interface: dirty
DHCF Enabled? (YrsHN)
Conf igure NHon-Default Routes? (¥Y/N)
Address
Netmask
Default Gateway
DHS Name

<Validatel < Cancel »

198.18.2.23 admin | 0.4 fps 0.002 KB/s f'

2. RIBEMNESER S CLEAN. DIRTY #1 ADMIN #OREMNIZERSTAFE.
3. ¥/3F DHCP NREXAE.

EE: BFEZE(E A BACKSPACE MREFH, AeEBEMAFFR.
4. DNS ZfR. WMRERIMLEA CLEAN ML{ERAT DNS &R, NTELHmNIZETR.
5. HEEBEIERAKH? REAKANT (RESEHMEH) -
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MEMEE & - TGSH XiF

11 - EA#{TMLEE (CLEAN 1 DIRTY)

@06 198.18.2.23 - KVM Console

Network Configuration

DNS Servers
NS Scconds
DNS Secondary
Interface: clean
DHCF Enabled? (Y~N)
Conf igure Non-Default Routes? (¥-/N)
Address
Netmask
Default Gateway
DNS Name

Interface: dirty
DHCF Enabled? (Y<N)
Conf igure Non-Default Routes? (Y/N)
Address
Netmask
Default Gateway
DNS Name

<Validate> < Cancel >

198.18.2.23 admin 3.8 fps 13.385KB/s =

6. /5 DIRTY W%%H) DNS BHRE=.
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MEMEE & - TGSH XiF

12 - EEH{TNLEEE (ADMIN)

aoo 198.18.2.23 - KVM Console

Network Configuration

Netmask 255.255.255.8
Default Gateway
DNS Hame
Interface: dirty
DHCF Enabled? (Y-/N)
Conf igure Non-Default Routes? (¥Y-N)
Address
NHetmask
Default Gateway
DHS Hame
Interface: admin
DHCP Enabled? (¥-/N)
Conf igure Non-Default Routes? (Y/N)
Address
Netmask
Default Gateway
DNS Name

Validate> < Cancel >

198.18.2.23 admin 3.2 fps | 10.416 KB/s |

7. MANTHENSZRER, & Tab #ETH3), REEFEIERDIEEMANRE.
WMEMATERE, ATRESETHRIR. MEEXMEBEIR, BEESRFEREIE.
With, WEREMAGETEEAE:
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MEMEE & - TGSH XiF

13 - MK EIA

Hetwork Configuration :: Conflirmation

DNS Servers
DHS Primary
DNS Secondary
Interface: clean
DHCP Emabled? (¥-/N)
Conf igure Mon-Default Routes? (%¥-/N)
Address
Hetmask
Default Gateway
DNS Hame
Interface: dirty
DHCP Enabled? (¥-/N)
Conf igure Mon-Default Routes? (Y¥-N)
Address
Hetmask
Default Gateway
DHS Hame

cCancel>

8. EENANAEHREERE.
B REFm O B TRATRE 10 5 e E AR (8] 7 BESE AL

—
b=

EHEHRA—ITZANKEE, FENARENREARSETRIEERR, R

BEHAEARER:

22
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MEMEE & - TGSH XiF

14 - MR E - FrifEsrIzlE

@00 198.18.2.23 - KVM Console

9.

Ansible Invocation
changed: [localhost]

TASK: [service name=netctl@ethernet_dirty enabled=yes]
ok: [localhost]

TASK: [service name=netctlPethernet_dirty state=startedl
ok: [localhost]

TASK: [service name=netctl@ethernet_admin enabled=yes]
ok: [localhostl]

TASK: [service name=netctl@ethernet_admin state=started]
changed: [localhost]

TASK: [restart interfaces if needed] =
changed: [localhost]

PLAY RECAP

localhost : ok=180 changed=4 unreachable=0

failed=

198.18.2.23

REWRE-.

MR EES &S BRRBIEFFETEBA P it

23
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MEMEE & - TGSH XiF

B 15 - IP it

e no 198.18.2.23 - KVM Console

Cisco ThreatGRID Unified Malware finalysis and Threat Intelligence

Main Menu
Your ThreatGRID device can be managed at:
Admin URL ~» MAC : https:/r/100.67.2.100 ~» 90:e2:ba:B2:2f :d4
Application URL » MAC.. : https:,/,/100.67.1.100 / 7c:Be:ce:67:f7:40
Password : hJaBSpkPRu©09tnuabOu

The password shown above has been automatically generated for you.
You will be required to change this password when you first login.

ONFIG_NETWORK onf igure the system’'s network interfaces.

SUPPORT_MODE Allow remote access by customer support.
UPDATES Download and optionally install updates
SNAPSHOTS Generate and submit support snapshots

APPLY Reboot and fully assert configuration state
CONSOLE CLI-based configuration access.

EXIT Complete configuration session.

198.18.2.23 admin 1.2 fps 2.727 KB/s %'

BEEM TIREHIMERLE.

7E&: CLEAN #[O# URL EE%3| OpAdmin [1FAERBRRZEAEH.

BERELE:

BRERENT NS RZEM OpAdmin (TR TERKRET—A4 “OPADMIN [TREERS" HEV#ER TR
FREEES
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E&E[EE - OPADMIN [

il & @& - OPADMIN [/

OpAdmin [TP 2% & LH Threat Grid BIEAH[TFP. X—1MMEHFFRE, £ ADMIN #O L/ E P #it/E
BNm]{E A

OpAdmin TR REFFEFANEEHEETR, MELL, XENREEE B REERIT OpAdmin (TR RETH,
BiE:

e OpAdmin [ TR &R RKZ

o HBHARSER

e DNS &
e NTPRZ%S
e SSLIFH

o HMERSZHRE

e  https://<adminlP>/ 8 https://<adminHostname>/

R FEMAEXLRERZENS OpAdmin MFERERSTERTTMR. GLIZE (HMW SSLIEH) BidH
ML BRSEK, W (Threat Grid 2 & EHIHEHE) .

ALE T1Em

UTET RS RNA—NSIERTR, R EE R B ET IP iR R sEtE.
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Bt &[S - OPADMIN []4

ZF#| OpAdmin [TF

1. BIEEANSEEEIAE OpAdmin TR RE (#H “https” B ADMIN URL) . Threat Grid OpAdmin BEEREE

7

BEENFTFF

16 - OpAdmin EF

=,
'

OO0 | ThreatGhiD Appliance Ad- % |

C' #i | (X https://100.67.2.100/login %
{2 Other Bookmarks

2% Apps %3 ThreatGRID

S ThreotORID"

Password Required

Authentication is required to administer your ThreatGRID Appliance. The password
can be found on the appliance console of your Appliance server.

This site is best viawed in: Internet Explorer 10+, Firafox 14+, Safari 8+, or Chrome 20+

E2 Support

@ ThreatGRID.com

2. NI TGSH 3HEE HIRFIZIA Admin ZRH R EBF. EXZHENEBRITH.
WEPATT—EDS)
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E&E[EE - OPADMIN [

B RAEAEIN

MR EERNZGR L BTH Threat Grid ZIRIRZHHEVEM, & TGSH WERETAALE. HELRE
BANIERT Admin A3, A REMKEEELE TIRA.

17 - OpAdmin BEXHH

© 00 | ThreatGriD Appliance Ac: x | W
< C ff (X https://100.67.2.100/change_password =
i Apps R ThreatGRID [ Other Bookmarks
&R, p B Support 7 Help
1. Thre ot GRID apptiance Administration Portal & Logout

k. Configuration ~ Operations ~ Status ~ Support - - |-

© Password Expired

Change the password used to access the ThreatGRID Appliance Administration Portal and the appliance
console.

Warning

Your appliance password is used to authenticate to the ThreatGRID Appliance Administration Portal as well as the appliance console. It
may not be possible to paste complex passwords or passwords with non-keyboard characters into the console. Are you sure you want to
change your appliance password?

1. M TGSH XiEMIHRBFRAUNEN. (BREMZBEBELICRE—NNAXGHUAEAEER. )
2. WAFEWN, FHIALED.
3. REENEH.

TR EH. RZAFIFAHNTERKRIT.

ER: FEHTE TGSH MFPALETAAAXA, AESLERHICRAER NS .

MRZLER, BB (Threat Grid 2 & EHFEFE) ZHFHNHHIERBHEE X ALRE.

WEPATT—EDS)
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E&E[EE - OPADMIN [

B 28 P VAT IMY

1. HERZLRPTFAHIL.
2. ETERHEKE, REREABRFEAR. FAERER

B 18 - “WHAILE" WH
.;ll.:ThredelRlD'Appliance Administration Portal

# | Configuration ~ Operations ~ Status ~ Support ~

Installation Options

License

Install or Restore

Configuration Appliance ID
Network v
. FCH1832V319
License
Email

Notifications
Date and Time
Syslog v

License

No license has been installed.
Other

Review and Install
Install New License

Choose File | No file chosen

Upload

SITH:

b4 Support
® Logout

HNBEWEEREE TIERIRE, HAZLEFAIIZFAENS, MT—abrMEEREIRERE.

WL B I E

INRESE TGSH EHRERE TESMKIZE, NE "NERE"

# TGSH XHEHHARIE.

4% Bic &40 DHCP

IR E{E A DHCP BATHI MR BN AT E R CLEAN F1 DIRTY IP M4 EXUARRES

Grid 2 #& EFET1ERY P45 > (/5 DHCP #35y FHS RIR1E.

WEPATT—EDS):
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SUE A RBIREY IP 34 R BRIR & R EL B 2R 18 &

IP tudlt, MI3RER (Threat
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E&E[EE - OPADMIN [

VAT

BEMZKZ G, HRIA] %% Threat Grid FFA[IE. (% 1.4.4 RZBTHIRAT, BEERINZFEN A BEEFANLE
wEZ. AXRFAER, FERBHIZFRN - 1.4.4 RZBTAIFAHERRTT &

1. REAEMFIREWFRNE. FAZEREES . #ARRRFANE.
2. AEREFFNETRENE, RENEHX4EERPEFFAILE.

w

BEKEI T AHEREEA “EE FRH.
4. R EEHITRE. TEHSRBE, REEEZEEIENTFTERES:

B 19 - ERERHTFALER

Applance (D
FLCH1E3 VNG
Licorse
Licormsoe Theaat GRID (4
arGthraigred.com
Busingis ThenatGRID QA
chdddc f8-4d3T-dc f7-aB@8-a2 chBe2RdIdiA
Walidity Sun, 12 Oct 2014 10:11:38 -0500 - Sat, 12 Oct 2024 10:11:38 -0500
Product SKU
Diaity Submissions

5. mEF—S%ERE. HHTEHSITH.

PEHIT I —EBS :

HR A ENELE
TIERMT—SREEMEE.
1. REEMNFIRHEE. BHATEESTH.
2. WALBEN (MBEEN) BB
3. #isOM 587 EHA 25.
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Bt &[S - OPADMIN []F
4. HtigBEREAKINE.

5.

REF—%. BAEBEHF.

BEHITT—ED:

AR5 B A E
TR TS REET N EMAZE — S5 MBI RS, RARANGETRE Threat Grid [17 REH,
B U U A IR B 0T U 452 T

FE: BEFvISEE—ATHE, JAREE—1REHERERUERRS HEEBH Thread Grid B4, %
FMER, BB ((Threat Grid I2&EHTIEB) o

B 20 - BAIERE
oy E4 Support  ? Help
H -ThrE’de QlD Appliance Administration Portal = Logout
a Configuration ~ Operations ~ Status ~ Support ~ L

Installation Options

Notifications

Install or Restore

Configuration Notification Recipients QHELP & admin@acme test
Network v
License v . o o
—— Critical Notification Frequency OHELP | © Every 5 Minutes v

Notifications

Date and Time Notification Frequency QHELP = © Every 5 Minutes v
Syslog v

Other

Review and Install ﬁ

1. &%, BEATHRIIXRPEFEEBAMEMBIMESHAITIRE.
2. %, AEHBRAT, GA—ITS R (LESRFF) -
3. RET—F. FHHRETEREH.

BEHITT—ED:
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E&E[EE - OPADMIN [

NTP fRs5=eBL &
HEAERT RIS NTP ( “MZERT L ) AR5
1. %\ NTP fRZ58% IP 50 NTP &R,
MREZA NTP BRE=, BUERIESHERH-
2. PBIANRENEFEHNEREL.
3. mETF—H.

BEMZENERSATH, FEMARESREDMEREEE.
WEPATT—EDS):

BEMEREERE
SATASRERES, PARRITHARERERE,
. EEEMEETER, AETREE.
BERRMENE, HABLRANE: “HEFALR.

o

AR BREmD. ERLSRAEEE 10 Z0MKNE. NAREZR, BEHSETRERE.
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21 - BFEERE

© OO0 [ threatGaio Appliance Adi % | )
&« C fi | (X htps://100.67.2.100/setup/details T
[l Other Bookmarks

2 apps 4 ThreatGRID

The appliance is installing...

[missing "en-TG.js.job.running HTML" translation]

Please walt for this page to redirect you. Refreshing manually might cause problems. Installation time is typically under 20 minutes.

22 State £ Started B Finished © Duration

» Running Tue Dec 16 2014 03:39:30 GMT-0700 (MST) © Please wait... Please wait...
0 day, 7 hours, 1 minute, 56 seconds ago

Your appliance will need to be rebooted after this operation.

Reboot

:: O0string{[(dstring{"Error", "opening", “"terminal:", “unknown."}}

2. RMZRER, KSHNERHNEESTENAZCHBINES, UEIANTI. EFfEHREFEARE, i
EREERH:
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Bt &[S - OPADMIN []4

22 - PR ERE

8606 || ThreatGRID Appliance Ad x | "
&« C # | (% https://100.67.2.100/setup/details TP =
% Apps ) ThreatGRID [l Other Bookmarks
The appliance is installing...
Waiting for the server.
Please wait for this page to redirect you. Refreshing manually might cause problems. Installation time is typically under 20 minutes.
22 State £ Started 2 Finished @ Duration
Tue Dec 16 2014 03:39:30 GMT-0700 (MST)  Tue Dec 16 2014 03:40:45 GMT-0700 (MST) 0 day, 0 hour, 1 minute, 14 seconds
0 day, 7 hours, 3 minutes, 34 seconds ago 0 day, 7 hours, 2 minutes, 19 seconds ago
Your appliance will need to be rebooted after this operation.
=3
TASK: [file path=/etc/issue.d/18-error state=absent]
ok: [localhost]
TASK: [rebuild setc/issue]
changed: [localhost]
TASK: [flag install completion for opadmin]
changed: [localhost]
TASK: [clear reconfiguration request flags for opadmin] #H*sssssssdkksxsssssnss
s N = sl “ o -
3. MUWREZE, mHEFRBI. BSEBIEE "RELAEHET o
= TR b o N .
EEERRA R R 5 S HEtE.
REEFEHN, FOBEMER.
23 - REEEEHRED
8 00 /| ThreatGRID Appliance Adr X | "
€ C i (X hitps//100.67.2.100/reboot =
% Apps a ThreatGRID || Other Bookmarks

The appliance is rebooting...

Waiting for the server to respond.

Please wait for this page to redirect you as refreshing manually might cause problems. Reboot time s typically under 5 minutes. If this
page does not redirect make sure the IP address of your appliance did not change, and check your appliance console for problems.
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RERDEFRIZE, EHEIWARECERERNHER:

24 - REERE
806 || ThreatGRID Appliance Aci x|

&« C i (% htps://100.67.2.100 P—

i Apps i ThreatGRID [l Other Bookmarks

E4Support 7 Help

ok
1 ThreotGRID appiiance Administration Portal @ Logout
#  Configuration ~ Operations ~ Status ~ Support ~ -

Home

Your ThreatGRID appliance is configured.

For assistance in changing the configuration or operating the portal, refer to the resources below.

& Documentation
B4 Support
FiThreatGRID

BRERECEREFBMBRREDS TR .

34



B fl AMP Threat Grid iZ &2 B B55

223 THREAT GRID 2 & E 3

723 THREAT GRID & & & #
SERAIEERY Threat Grid R&IZEZ G, BGRETM ANER, REBHE.
Threat Grid Z & E #i@X OpAdmin [ TFRMNH.
1. MEBREXEEd, ZREFHIZE. EHFTEBESITH, EFETRREHIHNAESEERS .

2. AERE/THEF. ZHEEKRERSEE Threat Grid R ERENEFET/EFEA, MEF, WTH. I
WA R E — LT i),

3. ETHEHE, REETERMHITRE.
BXRREKEHIFAES, SR (Threat Grid REEHEIZERE) -

I EN BB A S
BEHPNIIASTLE “ES RELEE: OpAdmin MdE > BRRE:

25 - FENTPRAE
-l ™
1 ThreatGRID appiiance administration Portal

# | Configuration ~ Operations ~ Status - Support -

Your appliance can be updated to the latest available ve
have an up-to-date backup before updating.

appliance is currently running:

2014.16.20156283155142.bB6f7b4f

=~ Check/Download Updates =

¥ Run Update This appliance has never been updated.
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23 THREAT GRID & &

& NEBIRA S/ RA B 185k

BENATSRASAINE “EF” TELEE (OpAdmin E > EFMiER) . WELEFR. RENBRAS S
TR S AR Rz :

RFBREA S RRA &WHE &
2016.05.20170308211223.c92516¢ee.rel 2.2mfg 2017 4 NHEEER. HEF
3H8H TR FBLEHR
BRZEEHHITERE .
2016.05.20170303034712.1b205359.rel 2.2 2017 £ FiEEH%. B,
3H3H Mask Ul. 448
B
2016.05.20170105200233.32f70432.rel 2.1.6 2017 4 24 OpAdmin/tgsh-
1A7H dialog $21it LDAP &
RIGIF X
2016.05.20161121134140.489f130d.rel 215 2016 4 ElasticSearch5;

11 A21H CSA HaEIEE

2016.05.20160905202824.f7792890.rel 2.1.4 2016 £ FEMmEFHNE
9H5H
2016.05.20160811044721.6af0fa61.rel 213 2016 4 BAEHIHZH,

8H11H HHF M4 2R

2016.05.20160715165510.baed88a3.rel 21.2 2016 £

7B 15H
2016.05.20160706015125.b1fc50e5.rel-1 2.1.1 2016 4

7H6H
2016.05.20160621044600.092b23fc 2.1 2016 £

6 H21H
2015.08.20160501161850.56631ccd 2.04 2016 £ 21 BFMES. B

581H MEFKE) 2.0.4, %K

BAREHFA 2.1,

2015.08.20160315165529.599f2056 2.0.3 2016 £ 5|\ AMP £&£5. CA

3A15H E1EF04 5 DNS

2015.08.20160217173404.ec264f73 2.0.2 2016 &£
2R 18H
2015.08.20160211192648.7e3d2e3a 2.0.1 2016 £
2R12H
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23 THREAT GRID & &

REBIRA S T bl =k #it

2015.08.20160131061029.8b6bc1d6 2.0 2016 4 SEH MR A E T A
28118 2.0.1

2014.10.20160115122111.1f09cb5f 1.4.6 2016 £ 2.0.4 EFHIE R
1827H

2014.10.20151123133427.898f70c2 v1.4.5 2015 £
11 H25H

2014.10.20151116154826.9af96403 v1.4.4

2014.10.20151020111307.3f124cd2 v1.4.3

2014.10.20150904134201.ef4843e7 v1.4.2

2014.10.20150824161909.4ba773cb v1.4.1

2014.10.20150822201138.8934fa1d vi.4

2014.10.20150805134744.4ce05d84 v1.3

2014.10.20150709144003.b4d4171c v1.2.1

2014.10.20150326161410.44cd33f3 v1.2

2014.10.20150203155143+hotfix1.b06f7baf v1.1+hotfix1

2014.10.20150203155142.b06f7b4f v1.1

2014.10.20141125162160+hotfix2.8afc5e2f v1.0+hotfix2

AR R
1.0+hotfix2 2
BHIEH, Al
WEHREAR
ST E,
FiZR2ETLS
KR THEED
AT H BT
AIE,

2014.10.20141125162158.8afc5e2f v1.0

AR WFRA 1.0-1.2 W5, MRKERHREAED, WAIREFEEFEF. XZ 1.3 RAZATH— 5]
(FZ SFP MR AKRS, XHMEOE 1.3 RAZENEZERIMEAN) o A SFP ML 2 &
i 7

FE: M 1.0 EFE 1.0+hotfix2 KAEE 15 98h. MNBRA 1.0 EAZEEFARE 1.3 (TEIEIH) KAE
= 30 54h.
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MWK ERIRE - RIHEAX

Mg ERIZ & - IRAZHEA

Threat Grid IREEHAHBMAZE, ARNXRERECEBRENRLNLHEER Threat Grid MHRR
TERHER.

1. BitiAEEE A CLEAN Ol &£ 3| AMP Threat Grid [ 7P . Threat Grid B FTTEE ST :

26 - Threat Grid [JPEFENH

ThreatGRID Appliance Adi % =3 ThreatGRID Login x
= C | (X https://100.67.1.100/login =
! apps 9 ThreatGRID L. Other Bookmarks

S EThreotGRID

Welcome, please sign in.

Forgot your password?

| |
All information contained in this report is confidential and proprietary information belonging solely to ThreatGRID, Inc.

This docurment is client confidential and is intended for intermnal customer usa only. The information contained harein is the property of ThreatGRID and may not be copled,
usad or disclosed in whole or in part, stored in a retrieval system or transmitted in any form or by any means (electronic, mechanical, reprographic, recording or otherwise)
without the prior written permission of ThreatGRID.

2. BMIABUAKEFAZFRFIZR: admin/changeme

3. AE®EF. FEH Threat Grid XS EIFTH o

4. ERLANRTEAES, BREEAERBMA URL MRZTHITEEREMMT.
5. mif bfEEAE. Threat Grid #ASHRIERIEEN.

BBIAEARERTTHILAME. EOWEE, BRBELESHIIIH. MTERE, PMERNLERE
FARSH, FRERERESTRES.

=1
Threat Grid & THIZEMYBEER, BITTHIXEEERHITRIE.
FRASIERE. EH. SSLIEH. FMBFPMEMEERESREBEICTEE (Threat Grid IREEHIIEFH) o
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Mz A-CIMCEE ()

i A - CIMC iR & (##)

BREREINEFHNE-NTETARENED, BAINEITHEOFENBRERERZHERE (“CIMC”) BESLARE
FFo CIMC RER AFIZiZMRSHEE.

GEEARET LEEREE - BTREMEE.
1. EBRSEEE. BREREBATH:

27 - BRIRE - ¥ F8 #t )\ CIMC B ELHER

isco IMC Configuration,

Memary Operati ed 1866 Mhz

Entering CIMC Configuration Utility...

2. AERERMGE, & F8 B\ CIMC BESLAIER:
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Mz A-CIMCEE ()

28 - CIMC fi B2 BeF

=
MIC Properties
MIC mode MIC redundancy

IF (Ba=sic)

»EnablesDisable <FE:Refresh

3. ECIMC BESRAREFT, REWATZERSHFEER IP ik,

4. A, REHEH.
IR, #REDATZE Web il%a 22 0h#g N\ https://<CIMC-IP address>/ k3t IR &S TIn IR B8

5. ¥IHAFPZE “admin”, ZEE “password”.
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Mt A - CIMC Ei & (3EF)

29 - BRIEHEEEFE (CIMC) RE

'::I|'s'élc:.' Cisco Integrated Managem‘éﬁonntroller

@ |0 o

W&, EALER CIMC REEEBRSFIBITRI, URITH KM ZREZRFRORES R.
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