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AR 15 B
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TGSH XJ1%
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EmERES TGSH X41E
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o EERBTHEATHIHRE
o EHBRE
« EERM4HARENRE
CIMC #01

fers. NRERBESHEAEEEHE ('OMCT ) B0, NETATHRSBERMLR. SXHAEE, 55
FRHE A - CIMC LB (#7%) .

FRE RO
JETR SFP+ IR BB R

BRBMEZM - BOA

Mg Ul E1E R
BFEH: admin

2 “changeme”

OpAdmin #1 Shell fiF
5E{E A Threat Grid/TGSH XHEREN. £ K FIFHZHL, SAGERE OpAdmin BLE TERE—S M ANFHZE.
MBEZEEK, BRI (Threat Grid 12& EE Z15F) A HHIELETIE X BIRE.

CIMC (BRIEREEESIZ)
BFEH: admin

2 “password”
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g

1% BT E 5 BT
AXENATUTREMNERELSR:
BREHizE.
MeEEOERIZE:

e ADMIN

e CLEAN

e DIRTY
MIBEMEEE - TGSH 3tiF.
FEF{E- OpAdmin [TH.
RIEEH
SHR &R EFITIRN : RIBERFITH

EIRAE - R (Threat Grid R & EH I#EEY PRI, 7 OpAdmin PR ERRKEEAREES (FANE
BRI WBHEARS AR SSLIERE) .

SRS FREMBEESRAATE 1 /NHEIRE.
AR EVREERERESRIIE TGSH XHEH “NA" &aHIE, B0 S
XESRAMAEEE 10 WA RETM.
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REHRRE

i E
%, EEQESEOHDE, AEEHIY KM SRBEERNDERENEE, NS BHE
KVM #0050 EAR.

MREET CIMC, WATERZE KVM. FX CIMC BEERERE, BESRA/RFHERE CIMC (Fif) -
BXFANEGHMIMZRERR, BSRBEXMRSHET R ERE IR T 707 R AR .

2% E I E

HEZFEEAAA SFP+ i OFM=ALIXMig O, AERRTE M RERML:

3 - ER UCS C220 M3 SFF i 2N iR &2

IR E .
KVM 0 | | { B e }
X FE
BHE [CLEAN [ADMlN] DIRTY
CIMC —

‘w .‘, — iy ] ! t

s 1| IR

. Vo :

WRIEREEMEERO, R&EAHEIET.

R BNEENFAEETRE LERERNEEENAR. BEEMEED, EKE
support@threatgrid.com.

EE: “‘BRE” (Reserved) AJEEIE SFP+ im0, BHEZEUEREER.
BX C220 M3 IREFHRIFMER, BSHTE.

10
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REF/EE
B 4 - B& UCS C220 M3 B E¥AEA

T31683

1 BHE (EZ2HEM) 6 —4~ 10/100/1000 Bl kL AEEE O
2 fEEE 2 B ERMEER poie HHEE: 7 W 1-GbE %

(CEE, 316, x16 8, B BHEEE) (LAN1 F1 LAN2)
3 - SEP+ 0. 8 Use ¥

flE 1 ADMIN

g 2. ERFEEEFROINERZA.

4 vea M EEEE 9 EiL A/ LeD

5 BMITHEO (RI-45 HEHEE) * - =

ER: MFRA1.0-1.2, MRERHFNEOLTREARS, WAIREZEFHE. LEFEHRT 1.3 LTHR
A (FEEFE SFP PEMED, MF 1.3 MU EMRA, KEZONELEEINLTENRE) o @A SFP HIK
LRI AR AR

2% i &
AES LR AMP Threat Grid REHEFE/ZWNIRE. B2, BIMEFRHEORERTEN. Fim, REFEEH
MEER, EHET EMHIMEREHBOERT, BRIEERER DIRTY HOEZEAT, % CLEAN HEOEE
ZEHMBo

1
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R 55 R &
5 - MEHEOREE

=3:: 37

= 1
- i12%&0) DNS
-IZEE NTP

- R T —
- BREREEE
- RS !

-ABR ﬁ@#u API (HTTPS)

og 5 T
ey - RS EEE
B
RGHE
- OpAdmin &12
e (HTTPS)
- SSH

12
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Rz E

By At A U5 3

KR Bix HiEO BRIE EH
DIRTY #0 E=3:: 3] SMTP B4 Bf IE BB & sy s BR
DIRTY #M HEX TCP/19791 T A VFEHEZ) Threat Grid X1+
DIRTY #0O TE TCP/22 R EEFMTERERS
DIRTY #0O =337 IP/{EAT IF RIFREBERG AR EH i
hE
(ERBERER, SELAF
BERGHKAREGSIIESIR
%8, )
DIRTY #0 B DNS fiF fFH i DNS,
DIRTY #0O =337 NTP T ARFEHEREHRE NTP.
(UDP/123)
CLEAN #0 SMTP fR%88 SMTP T g #&{EF CLEAN OBz 58
EHIEREAR 55230 SMTP &%
#. (CLEAN EOREZEHI
EiE "ZEOBN" . )
CLEAN #0 p=3:: 3] TCP/19791 I AIFEST Thread Grid (RS
NI FEE
FAP W4 CLEAN #0O TCP/80 T K& API FIEFARE
TCP/443
CLEAN #0 AP MLg REGHE/MRE T ARIFEZEIEEAZERERSEH
£ B0 Threat Grid BE1E
il
EIE W ADMIN #0O TCP/22 fRIF SSH
TCP/80 OpAdmin [1F#0
TCP/443
ARPMLE CLEAN #0O TCP/9443 T AFEREZ] Threat Grid Ul
Glovebox
CLEAN #[0 />7) DNS R UDP/53 #1 TCP/53 T Ak, NHEHEE CLEAN DNS
538 REE
CLEAN #0 FireAMP %4 TCP/443 I Ak, XY E{EA FireAMP A
8= BRERHNEE

13
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Rz E

FIB IR M RN

ERTRSFIERENMEZOZG, FRERFREHEFTEREY. ENRRSEEER:

6 - BHHEKERER

sco IMC Configuration,

IHC MAC Add
% Loading
Total HMemo

Memory Operat ing

Entering CIMC Configuration Utility...

AR IRGERBENED, BETHNFREGR F8, AERR " & CIMC (A7) " #75HHiRARIE,

HIEHHEERSRE, BHe LHET TGSH 3HE:

14
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Rz E

7 - TGSH 3iE
an 6 198.18.2.23 - KVM Console

Cisco ThreatGRID Unified Malware fAinalysis and Threat Intelligence

Main Menu
Your ThreatGRID device can be managed at:
Admin URL ~» MAC : <UNAVAILABLE> ~
Application URL » MAC.. : <UNAVAILABLE> -
Password : hJaBSpkPRu@09tnuabOuv

The password shown above has been automatically generated for you.
You will be required to change this password when you first login.

ONFIG_NETWORK onf igure the system’s network interfaces.

SUPPORT_MODE Allow remote access by customer support.
UPDATES Download and optionally install updates
SNAP3SHOTS Generate and submit support snapshots

APPLY Reboot and fully assert configuration state
CONSOLE CLI-based configuration access.

EXIT Complete configuration session.

198.18.2.23 admin 0.0 fps 0.002 KB/s

ADMIN URL BRARAA - MgEOEZEEAEE, BEbEX%EHE OpAdmin [P RKNITHES .

B BEERTHICRE - RMAIAIEH, MEE OpAdmin [MFEEZEHER (L) .

M

EERFR: TGSH MERETHERRTN, MEERETERSRHIHBMEE OpAdmin 1R ZEONEEZ

%}Ego

15



BF AMP Threat Grid & &2 B 265

MEMEE & - TGSH XHiF

BN TECE - TGSH XiE

e MKEBLE A TGSH IER T . IRIEWBIFETEREAREE, MR OpAdmin RETAEMTEHE
FHEE, BFEFANE. #A4EN. SSLIEH%.

DHCP AR : UTHREIXEEMARIZFH IP ik, WRE{ER DHCP REL IP stitlk, NEZH (Threat Grid 2
EEERER) THREEER.

1. 7 “TGSH 31{E” (TGSH Dialog) REH, %% CONFIG_NETWORK. MEHE Ei=F&B<ITH:

8 - TGSH 31 - ML EEH &

ann 198.18.2.23 - KVM Console

Network Configuration

DNS Serwvers
DNS FPrimary
DNS Secondary
Interface: clean
DHCP Enabled? (¥/N)
Conf igure Mon-Default Routes? (Y- N)
Address
Netmask
Default Gateway
DNS Hame

Interface: dirty
DHCP Enabled? (Y¥/N)
Conf igure Non-Default Routes? (Y/N)
Address
Netmask
Default Gateway
DNS Name

<Validate> < Cancel »

198.18.2.23 admin | 0.4 fps 0.002 KB/s j‘

2. RIFEMNMEEIRRA CLEAN. DIRTY #1 ADMIN #FORHMIZEESTAFE
3. ¥J3/F DHCP (DHCP Enabled) )\ Y E&A No
EE: 15EE(E § BACKSPACE Ml E=FE, FeEBBMAFTHER.
4. DNS #ZFR. WREHFIMLEA CLEAN M4{E AT DNS &R, NTEL N iZETRo
5. #EEBEIFRINEEA? (Configure Non-Default Routes?) frE AFIAKI N (BRIFFEHMMIA) -

16
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MEMEE & - TGSH XHiF

9 - EEH{TLEELE (CLEAN #0 DIRTY)

@06 198.18.2.23 - KVM Console

Network Configuration

DNS Servers
DS Seconds
DNS Secondary
Interface: clean
DHCF Enabled? (Y¥-/N)
Conf igure Non-Default Routes? (¥-/N)
Address
Netmask
Default Gateway
DNS Name

Interface: dirty
DHCPF Enabled? (¥-/N)
Conf igure Hon-Default Routes? (YsN)
Address 98 .100
Netmask 255.255.255.8
Default Gateway
DNS Name

Validate> < Cancel »

198.18.2.23 admin 3.8 fps 13.385KB/s =

6. 45 DIRTY M4/ DNS %% (DNS Name) &3,

17
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MEMEE & - TGSH XHiF

10 - [EA#{TMLECE (ADMIN)

aoo 198.18.2.23 - KVM Consale

Network Configuration

Netmask
Default Gateway
DNS Hame
Interface: dirty
DHCF Enabled? (¥-/N)
Conf igure Non-Default Routes? (Y-N)
Address
Netmask
Default Gateway
DNS MHame
Interface: admin
DHCP Enabled? (¥-/N)
Conf igure Non-Default Routes? (YsN)
Address
Netmask
Default Gateway
DNS Name

Validate> < Cancel >

198.18.2.23 admin | 3.2 fps  10.416 KBfs f

7. WATHENSZIZER, & Tab RETH3, ARFEEFRIE (Validate) RIIEEHAHAE .
WREANTZRE, ARSETHIR. MREXMER, BEESRFENRIE.
WIEfE, MEREWAGETEMARIE:

18
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MEMEE & - TGSH XHiF

11 - MEEEEHIA

Hetwork Configuration :: Conflirmation

DNS Servers
DHS Primary
DNS Secondary
Interface: clean
DHCF Enabled® (Y¥-N)
Conf igure Non-Default Routes? (Y¥-M)
fiddress
Hetmask
Default Gateway
DHS Hame
Interface: dirty
DHCF Enabled? (Y-H)
Conf igure Hon-Default Routes? (¥-N)
Address
Hetmask
Default Gateway
DNS Hame

cCancel>

8. AR (Apply) M AEHRERE.
BREM L. W ERIBEEE 10 S8 eE KA E A 8E5E M o

=
bl
EHEBHA—NZ=ENKREE, HENARENRETRSERRIBRERE,

BEHAEARER:

19
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MEMEE & - TGSH XHiF

12 - MEERE - FrgEsRIFIR

& 0D 198.18.2.23 - KVM Console

9.

Ansible Inwvocation
changed: [localhost]

TASK: [service name=netctl@ethernet_dirty enabled=yes]
ok: [localhost]

TASK: [service name=netctl@ethernet_dirty state=started]
ok: [localhost]

TASK: [service name=netctl@ethernet_admin enabled=yes]
ok: [localhost]

TASK: [service name=netctl@ethernet_admin state=started]
changed: [localhost]

TASK: [restart interfaces if needed]
changed: [localhost]

PLAY RECAP

localhost : ok=10 changed=4 unreachable=0

failed=

198.18.2.23

mEHE (0K).
W% B B 12 6 & = BRBIETHF 2R EB N P il

20
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MEMEE & - TGSH XHiF

B 13 - IP $bik

e no 198.18.2.23 - KVM Console

Cisco ThreatGRID Unified Malware finalysis and Threat Intelligence

Main Menu
Your ThreatGRID device can be managed at:
Admin URL ~» MAC : https:/r/100.67.2.100 ~» 90:e2:ba:B2:2f :d4
Application URL » MAC.. : https:,//100.67.1.100 » 7c:Oe:ce:67:f7:d0
Password : hJaBSpkPRu©09tnuabOu

The password shown above has been automatically generated for you.
You will be required to change this password when you first login.

ONFIG_NETWORK onf igure the system’'s network interfaces.
SUPPORT_MODE Allow remote access by customer support.

UPDATES Download and optionally install updates
SNAPSHOTS Generate and submit support snapshots

APPLY Reboot and fully assert configuration state
CONSOLE CLI-based configuration access.

EXIT Complete configuration session.

198.18.2.23 admin 1.2 fps| 2.727 KB/s '

BEXH TIREHMEEE.

iFE=: CLEAN #0089 URL EE %3] OpAdmin [TPEETHR ZEA £

BERELR:

BRERENT NS RZEM OpAdmin [TFRHTIERZEBT &5 “OPADMIN [TFEERS" R
RREEES

21
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Ei&E[EE - OPADMIN [

& EE - OPADMIN |/

OpAdmin 1P 2% #& E# Threat Grid B AKITF. X2—AWEAFARE, 7% ADMIN #O LR E IP Hit/E
BIRT{E A

OpAdmin TR RHEFFEANEEHRETR, MEL L, XEMZEEE DB EEEET OpAdmin TAREZK,
a1

e OpAdmin TP &R AKNZ

o HBARSER

o DNS R&E#

o NTPRE#

e SSLIEH

o HitRRZHZE

e https://<adminlP>/ =¥ https://<adminHostname>/

EE: HIEMEXEEEHE AN OpAdmin ABRERSTERTTH. BLIEE (0 SSLIEH) @its
WS BSER, 1 (Threat Grid 124 ZH3153) REHE.

Ao E T{EA

U TEAFHEREE—NSIERTTA, DU E B 8] # 1P ik p R sEtE.

22
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Ei&E[EE - OPADMIN [

%353 OpAdmin [/

1. BB ESE OpAdmin (TR RE (FF “https” # ADMIN URL) . Threat Grid OpAdmin EF &
HEHERNITHF:

B 14 - OpAdmin EF

8606 y ThreatGRID Appliance Adj * ! 2
C #  (x hups://100.67.2.100/login =
i Apps % ThreatGRID s

S5 ThreatURID

Password Required

Authentication is required to administer your ThreatGRID Appliance. The password
can be found on the appliance console of your Appliance server.

This sita is bast viewed in: Internot Explorer 10+, Firefox 14+, Safari 6+, or Chrome 20+

£4 Support

@ ThreatGRID.com

2. BN TGSH 3HES HIRIBIA Admin ZiEH S HER (Login). F2Z7#F (Change Password) NHH S
*T%O

WEPATT—EDS)

23
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Ei&E[EE - OPADMIN [

B REAE

MR EE RNZAR L [ BTH Threat Grid RIIRRPHEMEMY, % TGSH WERETAAIE. HLME
PIHIIERY Admin B8, ZREBKERLE TR

Y

15 - OpAdmin EXEH

© 00 | ThreatGRid Appliance Adi % |
= C' i | (X btps://100.67.2.100/change_password

i Apps R ThreatGRID [ Other Bookmarks

ey 4 Support  ? Help
1. Thre ot GRID appiance Administration Portal @ Logout

L Configuration ~ Operations ~ Status ~ Support ~ - -

© Password Expired

Change the password used to access the ThreatGRID Appliance Administration Portal and the appliance
console.

Warning

Your appliance password is used to authenticate to the ThreatGRID Appliance Administration Portal as well as the appliance console. It
may not be possible to paste complex passwords or passwords with non-keyboard characters into the console. Are you sure you want to
change your appliance password?

1. M TGSH xtiZHIIBEH (Old Password) FERHMAZ . (BREMZFILZGICRE— XA F
#HEER. )

2. WAFESE, FHEIALES.

3. REENEE.
FIEESEH. RLAHFIFAHIX (End User License Agreement) TS S$TFF.
R FEEE TGSH MERAL B RAFT XA, FAESLERHIERER I MT .
MRFHER, BFERR (Threat Grid R & B F#H) TIENT HH ZAZE R PERE.

WEPATT—EDS)

24
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Ei&E[EE - OPADMIN [

B 28 R A RTTMY

1. EZELRPFAHL.
2. mTEHERRE, RERBMAZEFEE (| HAVE READ AND AGREE). 7#A7iF (License) UEH S 1TH

16 - ¥A[IE (License) T1H
-~ i b4 Support 7 Help
H ThrE’deE’ID Appliance Administration Portal = Logout

a Configuration ~ Operations ~ Status ~ Support -

Installation Options

License

Install or Restore

Configuration Appliance ID
Network v
. FCH1832V319
License
Email

Notifications i

Date and Time o
y v ) .

Syslog No license has been installed.

Other

Review and Install
Install New License

Choose File | No file chosen

Upload

AW EREE TERIRE, FAEZLEFAIZFAENZ, MT—iaNERERENE.

MEELE I &

IR TGSH WERRE THEMEKIRE, WE "MERE" (Network Configuration) TTEH E/RHY IP it
1 Rz & W& AL E BB 454 TGSH IHEHRHARIE.

& B &A1 DHCP

MR E{E A DHCP #1T¥isZEEHF BT AEEY CLEAN F1 DIRTY IP M ESUASEA IP tikt, M#RE (Threat
Grid 12 & Z M F15/) M4k > £/ DHCP 45 H S BIRE,

WEPATT—EDS)

25
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Ei&E[EE - OPADMIN [

\ ~ s :l:

R 2
FEME G, HEIARE Threat Grid IFAJiE. (f 1.4.4 lZBIMMAS, BEERSFHFERX A BEFEIFANIE
WEZ. AXEMMER, BERBHIHER - 1.4.4 lRZATHIFFNERR T %,

1. HHFZEMNFIGEFATE (License). FATIE (License) TTEME ST o R RIEFATIE.

2. ZEREFIFALE (Install New License) T sl (Browse), AENEHXXHEERHIEZFIFAIE.
3. BEKEIMFANEZEMAN B (Passphrase) FEH.
4. HiE k% (Upload) #17&%. TEESREE, AEEBNZESEEGHIFRIILES:

17 - BT RERNFALERER

Applsncs 1D
FLH183 1V
Licarmsa
Lisermene TheaatGRID 08
qaithreatgrid.com
Busingss ThenatGRID G
chdddc fA-4d3T-dc f7-a8@8-a2 chBe2RdId 1A
Validity Sun, 12 Oct 2004 10:11:38 0800 - Sat, 12 Oct 2024 10:11:38 -0500
Product SKU

Daity Submissions

Iristall M Liconss

[ Mo fis chosen

]

==

5. miET—H (Next) BEIRIE. AFH (Email) TTEHSITHo

WEPATT—EDS)

HR A EANELE
TIERMT—SREEMHEE.
1. SELEMFIFEERE (Email). #574 (Email) TEHSITH o
2. WA LEMHEN (Upstream Host) (BREEEHL) HIBHRo
3. #IHOM 587 EHA 25.

26
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Ei&E[EE - OPADMIN [

4. HAtigBEREABRINE.

5. SHTF—% (Next). #4] (Notifications) TUEG ST FFo

WEPATT—EDS)

AR S5 AR AL &

TR T—SREERIMNEREEE — MU EN . REBHEETE Threat Grid [TRREH,
B BT IR Bt AT DU IS R A RO TR A

R BEFVI3EE—ATH, TRAXRE-—1TREASKRISFURKAEAZRE

HMEE, E5E (Threat Grid IR EEHEZIER) -

B 18 - BHIEE

.‘I .:Th redeQlD'Appliance Administration Portal

#® Configuration ~ Operations ~

Installation Options

Install or Restore

Conﬁgurau‘on
Network
License
Email
Notifications

<<

Date and Time
Syslog v

Other

Review and Install

Notification Recipients

Critical Notification Frequency

Notification Frequency

Status ~ Support

Notifications

© HELP

© HELP

© HELP

& admin@acme test

® | Every 5 Minutes

® | Every 5 Minutes

£4 Support
= Logout

2 Help

=& B Thread Grid B&l. %

1. B, BiEMAThIEPEFREERHANE (Critical Notification Frequency) Fli@ &35 (Notification

Frequency) X E#{TIEE .

2. kg, EEHEKA (Notification Recipients) 1, i A—A & SN (LLUESRHF) -
3. HEFT—% (Next). HHAIAT/E (Date and Time) TE G ST o

PJEHITT—HBS

27
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Ei&E[EE - OPADMIN [

NTP fRSS=ECE
LEARAT FASRIR A NTP ( “RILRRHE L ) BRE 5.
)\ NTP %28 (NTP Server) IP & NTP &#5.

1.
WEREZA NTP iS5, BUSHKIESHER.

REEUBIRER EHSHERES.

RET—% (Next).
BEFHZL# (Review and Install) TTEG =7, FEMARESREDMETEEE.

BEHITT B

BEMZEAEEINE
MANTWMERERER, LIRBUNTHAEREXLELZE.

EEEHZ S (Review and Install) TTEH, S HFFiEZ 3 (Start Installation).

BEeREREMA, HEESEREE: RE&IFFZS#.. (The appliance is installing...).

TR BERFTD. ERESRAETE 10 ZoH0NE. NAREZE, REGSETRERR.

1.
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Bt & mS - OPADMIN [

E 19 - §FIEfERE

© 00 [ threatGRio Appliance Adi % |
« C fi (X https://100.67.2.100/setup/details

i Apps ) ThreatGRID

[l Other Bookmarks

The appliance is installing...

[missing "en-TG.js.job.running_HTML" translation]

Please walt for this page to redirect you. Refreshing manually might cause problems. Installation time is typically under 20 minutes.

22 State

£ Started £ Finished © Duration

» Running Tue Dec 16 2014 03:39:30 GMT-0700 (MST)
0 day, 7 hours, 1 minute, 56 seconds ago

Your appliance will need to be rebooted after this operation.

Reboot

(oo IS

:: O0Ostring{dstring{"Error", "opening", "terminal:", "unknown."}}

© Please wait... © Please wait...

2. BRURER, REBMBEHIEEIETT (Running) EXUAZ BRI (Successful) 58, MEIAKII. EHF

Ja3 (Reboot) KL AZE, FEREEHH:
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A& @S - OPADMIN [/

B 20 - IR ERE

© OO [ mhreagrio Applianee A x |
€« C' # | (X htps://100.67.2.100/setup/details
' Apps ‘) ThreatGRID

[ Other Bookmarks

The appliance is installing...

Waiting for the server.

Please wait for this page to redirect you. Refreshing manually might cause problems. Installation time is typically under 20 minutes.

22 State £ Started 3 Finished @ Duration

Tue Dec 16 2014 03:39:30 GMT-0700 (MST)  Tue Dec 16 2014 03:40:45 GMT-0700 (MST) 0 day, 0 hour, 1 minute, 14 seconds
0 day, 7 hours, 3 minutes, 34 seconds ago 0 day, 7 hours, 2 minutes, 19 seconds ago

Your appliance will need to be rebooted after this operation.
el

TASK: [file path=/etc/issue.d/18-error state-absent
ok: [localhost]

TASK: [rebuild /etc/issue]
changed: [localhost]

TASK: [flog install completion for opadmin]
changed: [localhost]

TASK: [clear reconfiguration request flags for opadmin] #H*ssssssadkksxsssssnns

3. RUREZE, SEEHBT (Reboot). BELEINE “REFHZZH/E3" (The appliance is rebooting).
EFEMIREAEEFTEKIL 5 SHETE.

REEFEHN, FOBEMER.

21 - RREEEHE]

L MEN:) y ThreatCRID Appliance Ad; % % \
S !

€« C ff (X hitps://100.67.2.100/reboot
2 apps ) ThreaCRID

[l Other Bookmarks

The appliance is rebooting...

Waiting for the server to respond.

Please wait for this page to redirect you as refreshing manually might cause problems. Reboot time is typically under 5 minutes. If this
page does not redirect make sure the IP address of your appliance did not change, and check your appliance console for problems.
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A& @S - OPADMIN [/

BRERDEFRIZE, EHEIWARECREERNHER:

22 - REO/RE

® 60 | || ThreatGRID Appliance Aci % |

= C fi (X https://100.67.2.100 | =

i Apps i ThreaiGRID [.] Other Bookmarks

B Support 7 Help

o4 .
1. ThreoatGRID appiiance Administration Portal @ Logout
k. Configuration = Opeérations ~ Status ~ Support ~ - | -

Home

Your ThreatGRID appliance is configured.

For assistance in changing the configuration or operating the portal, refer to the resources below.

& Documentation
B4 Support
T ThreastGRID'

RERECEREFBMBREREC TR
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23 THREAT GRID & &

%23 THREAT GRID 5 & & &7
SERIAR Threat Grid IZ&iZE2ZE, BWGRETMATANER, REEHLE.
Threat Grid Z & E#AL OpAdmin [P RNH.

1. MiR{E (Operations) %, %EFFHIZ®E (Update Appliance). EFTEHSITH, HhERIZHLUH
BRI EBRE AN S

2. ALEHRBEITEHEH (Check/Download Updates). iz 45 E R EH Threat Grid B F R HEHEFTEH/
EERA, MRE, WTEH. idRAseEE—LafE.

3. ETHEHE, ~AHEITEH (Run Update) #H1TRE.

BXREEHFHNIEMESR, 550 (Threat Grid REEHIERE) -

I & NP RA S

RERNANIMASTE “E5° (Updates) WE LEH: OpAdmin &4k (Operations) > E#Hi&Z % (Update
Appliance):

23 - REWTHES

el "
H -Thr@df&ElD'Appliance Administration Portal

& Configuration ~ Operations ~ Status ~ Support ~

Your appliance can be updated to the latest available ve
have an up-to-date backup before updating.

appliance is currently running:

2014.10.201502063155142 . be6f7b4af

=~ Check/Download Updates -

% Run Update This appliance has never been updated.
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23 THREAT GRID & &

& NEBIRA S/ RA B3

REHMNERASAIAE “EFH" (Updates) TE LEF:

Appliance]) , N EEFTR. REWFRAS S TRASHEIT:

(OpAdmin #{E [Operations] > E#i%#& [Update

AR R 2.0 ARRIES.

RERRA S TS &WHE

2015.08.20160315165529.599f2056 2,03 2016 3 H 15 H
2015.08.20160217173404.ec264{73 202 2016 £2 A 18 H
2015.08.20160211192648.7e3d2e3a 2.0.1 2016 2 A 12 H
2015.08.20160131061029.8b6bc1d6 2.0 2016 2 A 11 H
2014.10.20160115122111.1f09cb5f 1.4.6 2016 £ 1 A 27 H

2014.10.20151123133427.898f70c2 v1.4.5 201511 A 25 H
2014.10.20151116154826.9af96403 v1.4.4

2014.10.20151020111307.3f124cd2 v1.4.3

2014.10.20150904134201. ef4843e7 v1.4.2

2014.10.20150824161909.4ba773cb v1.4.1

2014.10.20150822201138.8934fa1d vl.4

2014.10.20150805134744.4ce05d84 v1.3

2014.10.20150709144003.b4d4171¢c v1.2.1

2014.10.20150326161410.44cd33f3 v1.2

2014.10.20150203155143+hotfix1. b06f7b4f

v1.1+hotfix1

2014.10.20150203155142. b06f7b4f

v1.1

2014.10.20141125162160+hotfix2.8afc5e2f

v1.0+hotfix2

EE: MK 1.0+hotfix2 232F|F
1, THEHRGERGHITIE
£, FZRGELTRS AT
AT E TR

2014.10.20141125162158.8afc5e2f

v1.0
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23 THREAT GRID & &
AR WTHA 1.0-1.2 WM, URKESIRBEANED, WAIREEEHREI. X2 1.3 MAZEH—EE

(FE SFP BIEM#EEARKSN, XHFEMEOE 1.3 RAZENEEZELIHMEN) o BN SFP HIRLA 2
ﬁﬁo

ER: M 1.0 EHE 1.0+hotfix2 XKAFE 15 8. WA 1.0 EAZEEFARE 1.3 (RHIEITH) XUF
£ 30 7.
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MWK ERIRE - RIFEAX

M ERIZ & - IRZHEA

Threat Grid IREFEHAHBMAZE, ARMNXRELECEREENRLNXHEMEM Threat Grid MHHRR
BERHEAR.

1. BitiAEEE A CLEAN O£ 3] AMP Threat Grid (7P . Threat Grid BETTEESITF:

24 - Threat Grid [JAEFERH

ThreatGRID Appliance Adi % =3 ThreatGRID Login x
&= C (X https://100.67.1.100/login =
1 apps R ThreatGRID L. Other Bookmarks

SEThreotGRID

Welcome, please sign in.

Forgot your password?

All information contained in this report is confidential and proprietary informeation belonging solely to ThreatGRID, Inc.

This document is client confidential and is intended for intermnal customer use only. The information contained harein is the property of ThreatGRID and may nat be copled,
usad or disclosed in whole or in part, stored in a retrieval system or transmitted in any formn or by any means (electronic, mechanical, reprographic, recording or otherwise)
without the prior written permission of ThreatGRID.

2. BIABUAWEBEFZ#FIZH: admin/changeme

3. =EBR (Login). EEM Threat Grid #4447 (Sample Analysis) TUE AT F

4. TEAEARZFEAR (Submit a Sample) 1EH, EFFEARIHHBAN URL MRZTHITERRHTH.
5. A EfERA (Upload Sample). Threat Grid #ASHTRIZRE .

BRI RERTITNILAME. EAWEIE, HAREEL (Submissions) & 5IH. SR,
SERNETEHAL (Samples) B4, FHAEREREDSIREP.
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REEE

\ Yoy
KEER
Threat Grid 126 =R IZ BEFIIARES, BVR ML S SRR TIRE
WA, B3 SSLIEH. FAMATEBEER IS REIGHTRE (Threat Grid 2&EEAE) &,
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Mt A - CIMC Bt & (3E#=)

ik A - CIMC & (37#)

BREREINEFHNE-IHARENEO, BABZKEOZENBRELERZGER ( "CIMC” ) BEXH
2. CIMC REA BTZiEkEHRER.

BEEAERT LEEER B REMER.
1. EBRSHEER. BREEEATH:

25 - BRIRE - IR F8 ¥\ CIMC I B HERF

izco IMC Configuration,

Entering CIMC Configuration Utility...

2. NEREZMG, K F8#HA CIMC BiEXLAERF:
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Mt A - CIMC Bt & (3E#=)

26 - CIMC R ESL T

!
MIC Properties
NIC mode

IF (Ba=sic)

NIC redundancy

exEnablesDisable

3. #ECIMC BEESLAREFT, REWATZERSHFEER IP Hilt.

4. EHlE, REHEH.

<FE:Refresh

BT, BRI Web 8528 5% N\ https://<CIMC-IP address>/ 3tBR &8 #ITIEIEEIE

5. YIEAARZE “admin” |, ZRE “password” .
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Misk A - CIMC Bt & (3E#)

FE 27 - BRIEREERHE (CIMC) |

'::I|'s'élc:.' Cisco Integrated Managem‘éﬁonntroller

@ |0 o

W&, EALER CIMC REEEMSHIZITRI, URITH KM ZREERFRHRELSR.
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