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e nn 198.18.2.23 - KVM Console

Cisco ThreatGRID Unified Malware Analysis and Threat Intelligence

Main Menu
Your ThreatGRID device can be managed at:
Admin URL ~ MAC ¢ https:/,/100.67.2.100 » 90:e2:ba:B82:2f :d4
Application URL ~» MAC.. : https:,//100.67.1.100 / ?c:Oe:ce:67:f7:40
Password .............. ¢ hJaBS5pkPRu@@9tnuabOu

The password shown above has been automatically generated for you.
You will be required to change this password when you first login.

ONF IG_NETWORK onf igure the system’s network interfaces.

SAVE Save configuration changes but do wot apply.
AFPLY Save and apply configuration changes.
CONSOLE CLI-based configuration access.

EXIT Complete configuration session.

198.18.2.23 admin 1.2 fps  2.727 KB/s cf|

FE: MXEHEE Threat Grid (TG) &G, TGSH WHEBABETRZM, EHOIFEE OpAdmin FRERE

ZE IR,

EREW: MREBLUERLATHEN, F5H "WERKNEN" BEXRHA.
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CIMC (BMEMEEERIRR)

BF%Z: “admin”
=6 ‘2R
8 ELREY

BANEEREFWRENRNZZREMGRETERE TGSH HERAI L. —ZERVBERE, ZEWHASEU
ALK ZRo

AR HASEEERN, F{ER LDAP SHEIERER TGSH iEF OpAdmin. MR ZEREANER
LDAP SMEIE, MAEREEA TEEEB U HINRIRXNENFREARTERAREEBER.

MRRLRTEEREN, TEEFE OpAdmin, BXEHRUTHER:

B EETE R
1. EFEHRE.
ERHME, RESELRRMTHRAOREE, FLHEETMEFREER

ARXFTERBTRBEAE © 20152018 BRARF/HEMBELF BIFTE. 14
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B

3- BERE - mERR

. “":'!:m ggtE—.’

-
4 L

ZEIEFTH Threat Grid Shell:

AXETAERBRATA © 20152018 BRVARF/HEMBAR . MIFAE.
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Threat Grid R &ER RIEE

EiE

4 - mEERXTH Threat Grid Shell

instance and to the real (non-recovery) system, and tgsh will be inmediately
restarted.

3630851 configure-fron-target(13521: net.ipud.tcp_sack = 1
] Started OpenSSH Daenon
YOU MUST EXIT TGSH BEFORE NETWORK CONFIGURATION CHANGES TAKE EFFECT.

FAILING TO DO SO MAY F T SUPPORT AFF F ABLE TO REACH YOUR
[ 29.454605] configure-fron-target(13521: net.ipud.tcp_window_scaling
[ ) hed target ThreatGRID Recovery Mode.
lcone to the T tGrid =11.
typ wlp” then enter
;7181 configure-fron-target[1352 -t . ipud. tcp_keepalive_intul
2351 conf igure-fron-tar 3521: net. i tep_tu_reuse
1 configure-fron-targe >t .core.unen_default
conf igure-fron-targe et .core.rmen_default
conf igure-fron-targe et .core.unen_nax
configure-fron-targe »t .COre . rnen_nax
conf igure-fron-targe -t .core.netdeu_max_back 10000
configure-fron-target I un.swappiness 0
configure-fron-target(1 kernel . shnnax 309411328
conf igure-fron-target (13 kernel 174368
sshd(14931: Server listening on 0.0.0
hd[14931: Server listening on :
1[14951: (to threatgrid) root on console
1014951 pan_unix(su-1:s session opened for user threatgrid by (uid=0)
arted Initis » Fron Target.
arting R
3.7336661] B arted Rescue
). 74347 s arting ThreatGRID Support Mode Worker..
tend(1]: Starting OpenSSH Daemon
tend(1] arted OpenSSH Daemon
tend(1) arting ThreatGR
tend[11: Reached target Thr ) Recovery Mode
7910101 systend(1] arte ] Si rt Mode Worker
3.800165] systend(1]: i i 2
)98351 configure-fron-target(13 t 2 on target
3.819359] rash-worker(15011] . i 9" ready to dial router
16] rash-worker(1501]): C . connected to router “ThreatGRID" at rash.threatgrid.com:19791

atgrid TTY=ttyl ; FWD
X sudol15111: pam_ur

R STRTHAREX THARLAN, FEASERHHARSETESRANAE LANESMAE.
SEIEN; ERISEE "BER #A.

3. 2R 2 {THEEH. BEREREATR, R Enter, AFEFHENTR, HBEXIE Entero BEWALETR.

4. BHRREGLITFEN exit FREREHEN.

XA

MREFED, WREAKREHEL. WRELREAN exit, BME—YIFERIBERE, REDEUFHRS

AMFEHEN.
5. Tk, BRASS reboot Hix Enter NEBEXEHL&.

LB

B MEERR (Threat Grid REREFHLEEH) FEATHBREMEESR, FHEH Threat Grid 7%

B ARIHIRAE.

g WRENIEH NRETREMRE, FRAEHFERKEN, WLALTHNGERE. BETHNE

REREZ EBENAE.

AXFBERNBMETE ©2015-2018 BRATF/HEMBELAT . BIFTE.
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EE

BRIFCRKFA, ENHASTHIREEH,; HA, URERTERERE (BREEE) . WAL EERNEA

REER.

Threat Grid 2 & E#2®8id OpAdmin [TF RZF#].

EFMRARER: AFRBEFRAE, ELEBHHRE B LR
EMKER, BRZX-AMERHAITHN.

1. MBESRESD, EEEHRE.
ZHNEKITH, EPETRESENNERES:

& . =
6 - REMAS
ThreatCRID Appliance Ac: X
&« C i (X https://100.69.2.100/0ps/updates
I Apps % Sandcastle  %: panacea W Wikipedia [l Zebra () TGwiki () TGRepos () Release
<. . & Support 7 Help
1 Threat GRID appiiance Administration Portal ® Logout

#  Configuration ~  Operations ~  Status ~  Support ~ ~ .

Your appliance can be updated to the latest available version. It is strongly recommended that you have
an up-to-date backup before updating.

appliance is currently running:
2014.10.20150203155142 .b06f 7b4f

£ Checi/Download Updates - click for details

Provious Update Successful last performed 12 days ago click for details

2. RATERETREH. ZRGSRERTEERERGHNEFET/MA, WRE, NWaTHBEXH.
R THREEREEE LA
o  JMIRA 1.0 EHZE 1.0+hotfix2 FEKZL 15 7.
o MMA 1.0 FAREEHARE 1.3 (THIETHE) KHFE 30 7.

3. THE#HZE, REEBETEFRRITRE.

ARFTERABTRBTE © 20152018 BRARF/SEMBLAR . MIAE-

Paul

(& Other Bookmarks

17



Threat Grid REEERIEE

&1
K EBIRAS B /A 18 5%
WEHKRNERASAME “E3” TELEE (OpAdmin BIE > EFiEE) . M EEATR.
BREHNTMAS SN TEITHRASHIT AR
RFBEA S EITHRA &WHE iR
2017.12.20180601200650.e0c052b0.rel 2.4.3.3 2018 &£ 6 B | ¢S £ MK, BERER
18 B ES/PG T# L.
2017.12.20180519011227.ed8a11e9.rel 2.4.3.2 2018 &£ 5 A | CVE-2018-1000085 4
19 H ClamAV E#. iwmiEEE-
2017.12.20180501005218.4e3746f4.rel 2.4.3.1 2018 £ 5 B | EFHEMNE DDL $&iRte
1H W PG ZEHIRE
2017.12.20180427231427.€616a2f2.rel 2.4.3 2018 £ 4 B | EREEMHOEM; HEE B
27 B HEIERE" T8,
2017.12.20180302174440.097e2883.rel 2.4.2 2018 &£ 3 A | &#.
2 B
2017.12.20180219033153.bb5e549b.rel 2.4.1 2018 4 2 A | OpAdmin HirEas
19 H gk. P EERE
3.4.59
2017.12.20180130110951.rel 2.4.0.1 2018 £ 1 B | X ClamAV Z£E .
30 H
2017.12.20171214191003.4b7fea16.rel 2.4 2017 £ 12 B | &% EFT.
14 H jp/kr contsubs. TP EH
F| 3.4.57,
2016.05.201711300223355.1¢7bd023.rel 2.3.3 2017 £ 11 B| A& 2.4 AHES,
30 H
2016.05.20171007215506.0700e1db.rel 2.3.2 2017 %4 10 | ElasticSearch 4+ F# 2
B 7H Do
2016.05.20170828200941.e5eab0ab.rel 2.3.1 2017 &£ 8 B | ®iEEE.
28 H
2016.05.20170810212922.28¢79852.rel 2.3 2017 &£ 8 A | B TEHIFIE. P&
11 H BHE 3.4.47

ARXFTERBTRBEAE © 20152018 BRARF/HEMBELF BIFTE.
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&1
ST e EITHRA b-Z =l 5% HA
2016.05.20170710175041.77c0b12f.rel 2.2.4 2017 £ 7 B | lEWIARSINT &1 08k
10 H
2016.05.20170519231807.db2f167e.rel 2.2.3 2017 £ 5 A | WAERAEFRUTAE
20 H = Windows XP BIA[IE{T
M IRE
2016.05.20170508195308.b8dc88ed.rel 2.2.2 2017 &£ 5 B | XERAEF, WWEFEEF
8 B BIERGARHITTETER
USRS A9 ThRE.
2016.05.20170323020633.f82e66fe.rel 2.2.1 2017 £ 3 B | #HH SSLv3; 188 &R
24 H EI
2016.05.20170308211223.c92516¢ee.rel 2.2mfg 2017 &£ 3 B | REFIELEMESN. WE
8 H PIEm. REBIEHRS
FRFITERE o
2016.05.20170303034712.10205359.rel 2.2 2017 & 3 B | BXEHTH. 1B, Mask
3 H Ul. SHLENER.
2016.05.20170105200233.32f70432.rel 2.1.6 2017 &£ 1 B | #&/0 LDAP SHI§iE.
5H
2016.05.20161121134140.489f130d.rel 2.1.5 2016 £ 11 | ElasticSearch5; {&& CSA
B 21 H T BE O]
2016.05.20160905202824.f7792890.rel 2.1.4 2016 £ 9 B | FEEFIELMEN.
5H
2016.05.20160811044721.6af0fa61.rel 2.1.3 2016 £ 8 A | BAEHIHFZH, iF
11 H M4 .
2016.05.20160715165510.baed88a3.rel 2.1.2 2016 % 7 H
15 H
2016.05.20160706015125.b1fc50e5.rel-1 2.1.1 2016 % 7 H
6 H
2016.05.20160621044600.092b23fc 2.1 2016 % 6 H
21 H
2015.08.20160501161850.56631ccd 2.0.4 2016 £ 5 B | lRA 2.1 EFHES. BA
1H EHRERA 2.0.4, KiE

FTREEFEIRA 2.1,

ARXFTERBTRBEAE © 20152018 BRARF/HEMBELF BIFTE.
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=gt
ST e EITHRA b-Z =l 5% HA
2015.08.20160315165529.599f2056 2.0.3 2016 £ 3 A | 5|\ AMP £&5. CA &2
15 H #1935 DNS.
2015.08.20160217173404.ec264f73 2.0.2 2016 £ 2 H
18 H
2015.08.20160211192648.7e3d2e3a 2.0.1 2016 £ 2 H
12 H
2015.08.20160131061029.8b6bc1d6 2.0 2016 £ 2 B | i@ N AREFHEI A
11 H 2.0.1.
2014.10.20160115122111.1f09cb5f 1.4.6 2016 £ 1 B | 2.0.4 EFHHES.
. 27
EE: A H
=MA 2.0
FHREIRR S
2014.10.20151123133427.898f70c2 v1.4.5 2015 £ 11 A
25 H
2014.10.20151116154826.9af96403 v1.4.4
2014.10.20151020111307.3f124cd?2 v1.4.3
2014.10.20150904134201.ef4843e7 v1.4.2
2014.10.20150824161909.4ba773cb v1.4.1
2014.10.20150822201138.8934fa1d v1.4
2014.10.20150805134744.4ce05d84 v1.3
2014.10.20150709144003.b4d4171¢ v1.2.1
2014.10.20150326161410.44cd33f3 v1.2

2014.10.20150203155143+hotfix1.b06f7b4f

v1.1+hotfix1

2014.10.20150203155142.b06f7b4f

v1.1

2014.10.20141125162160+hotfix2.8afc5e2f

v1.0+hotfix2

EE: M 1.0+hotfix2 2
BEIER, AINERRSELS
HITEE, FZRELEHRD
KRR S E 3 TAME,

2014.10.20141125162158.8afc5e2f

v1.0

ARXFTERBTRBEAE © 20152018 BRARF/HEMBELF BIFTE.
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&1
B i
Threat Grid Z#&1®iT SSH. %0 22 THRAEL.

MigghRA 1.1 &, EAUMNFESR (curses) RENAMAER, MARNEBEIET Web HWEERE
(OpAdmin) MFEH (MTATR) o

BhA 1.3 &, [/ DHCP MRSKFEMFHIEE DNS. MEILFEML. W7, KIPHIEE DNS REHEHN
RATREIBAE 1.3 2KM.
Xt B HTEHEATEEREER
CHIEFEAREN HERBPIENZHIEITH PostgreSQL MARIK, FHEEXK.
XM 2.0 MABITEMARZBIIZBROETRE, FEAXRPEIREBSHTBIRZBELID.
BXEZER, B2 2.0.1 MMBAIRE.

=F#F - BXZE Threat Grid
MFBEMBEE, EAINBIUTZMARNIEKR Threat Grid TIZIHAIZHF:
BB B BRI BB MK EE support@threatgrid.com.
BIRZRERG. BEERE Cisco.com D (FEM— ID) FRECIEZHRG. ILih, BEFEREBRSZE
F%S, ERSEEEITRLAER. ZEHARHIFRAEETR, Bini:
https://mycase.cloudapps.cisco.com/case
Hif. BRIEXZRFEER: https://cisco.com/cisco/web/siteassets/contacts/index.html
WFEEK Threat Grid FIB\BISHE, BHEKEEBIIERMRH/UTER:
BERA: “OpAdmin” > “B{E" > “Eiig®"
STEMRSIRES GkRE Shell MARZKE)
Mg E IR (INREM)
ZHHER (Shell ML HHE)
ZFFERFEMARER

SRR

MREFEIRS Threat Grid TIZIMAISTHE, MIATREEREEA "SR | BEXR—ASIMIHRE, A
it Threat Grid X#FTRITIZIENEENRE. KBEFCSHWMZENIERIEIT. WiR/ERET OpAdmin 17
SHEBERER. (EtAUM TGSH HE. MIBKE Face TP Ul UREBSHREEANEA “ZHFERX" . )

ARXFTERBTRBEAE © 20152018 BRARF/HEMBELF BIFTE. 21
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Threat Grid REEERIEE
&1

ER35 Threat Grid HAZFHIIMNIHEIE, EHITUATRIE:
# OpAdmin /1, fOREEFEZR > INZRHEE, ARRTRIZRHEE.

7 - OpAdmin BH—4 LR ZHSIE

x
8006 ThreatGRID Appliance Adi X ¥

€« C f (X hittps://100.67.2.100/support/sessions Nl =

i Apps ‘8 ThreatGRID || Other Bookmarks.

£ Support  ? Help

B ThreaotGRID Appliance Administration Portal @ Logout

# Configuration ~ Operations ~ Status ~ Support ¥ -

A support session can be created to facilitate secure remote access to your appliance from a ThreatGRID
support engineer.

Start Support Session

No support sessions have been started.

FiThreotGRID

SRS R
BUTHLIEEE Threat Grid 2 &iF I ARS8
support-snapshots.threatgrid.com

rash.threatgrid.com
EEHZFHERE, BHAENAIFREHEXEN RS-
X FFIRAR
FHRB-HERETRZNRRE, 8&88E. ps HH%E, THZFARHREME®.

1. WXHEEESD, EEIFRTR.
2. HERR.

3. HERREZE, GAMBITTE targz HRERE, HAIDURRR, FRBESNEER Threat Grid tRERBRS RS,

AXBEANBTRINETAE © 2015-2018 BRIATF/HEMBLA T MATE. 22
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Al EEE

LB e

EREIZERE, B2, (Threat Grid R &EIREFIEIERH) FEEARITTHIHE Threat Grid K& E -

e

M7 TGSH Xi&F1 OpAdmin [P REAEE Threat Grid Z&BE.

Threat Grid ZHZRF1FA A A NEiE Threat Grid |77 Ul (EMEFEHEZEENTRSTL) HTEHE.

IR

EEMIEMNB TGSH XiFF OpAdmin BEEESE.

MO EEE - TGSH Xf1E

TGS

xR

H EREETEATEEUTHE:
o MEEAORE
o #&TFH OpAdmin EERHNED
REEH
o BRXHEN
o GIBEFRIFFRER
: WNEREM DHCP ZXEL IP, MIEBKET WA#R5Y: £/ DHCPo

L& TGSH XA mATERIF

1.

B3R TGSH 3tiF.

TR MREEREMNRE X LDAP” SHIIE, WAEEMER LDAP R TGSH &
B "REEMWHE LDAP” , N TGSH HiFBRAATREER.

#£ TGSH MiFAMEH, %% CONFIG_NETWORK.
MEREET QW SITH, ERAMMNERE.

RIEFEHITES.

IR GEECERERBREBREFR, TRBMAFTNFR.

1§ Dirty M#&#) DNS BRE=.

BNz ER, & Tab #ETH3, FEFEIEREIESMANAE.
MRBANTERE, FIRESETHIR. MRRZZMER, BBRESRFEFEIE.
#RIEE, MEREHI S ETECANNE.
EENANRENEEIRE.

ZEG AR A—NZANKEBIE, RETHTIHIMEEENFARES.
REHE.

MEEEEFI BB, ETERAR P thit. NEREREC TN

ARXFTERBTRBEAE © 20152018 BRARF/HEMBELF BIFTE.
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Al EEE

EFmERE TGSH X41E

TGSH MEHAEES & ERFFHTIFRS, TUBTEERRERIRFNEFELIZE KM (NRCEE CIMC)
ENZ I I .

—MESERE TGSH XHEMARRIEH AP “threatgrid” i SSH EHEEIE P i, FEMNHBAUL
MAMNAERNERD (BMRRRE TASH XHEH) , HERE OpAdmin BENE—HHURNFERED.
EMERN IR E N TR

8. BUTEHEY, ¥FRREREIRKA. ZXBARTRENE, FFRAMEER (BSRLXE 3- B
B - ME/KX ) .

9. ®#E "MEER" . EFILSHAEREED.
10. —BREFHRIZIT, &R Enter JLAMKBE—A clean BLIRRH-
11. # X\ netctl clean, A ERMNTHREE:
FRERR: #5
IP #ti3ik: <Clean IP >/ <M L4 >
M EitE: <Clean WI%k>
¥H: <BAZTH>
MNFEFE—NEE, BN yo
12. @\ Exit NARE.
B, @EHEXERO 19791/tcp £ Clean #O LITH—/~H ik T H%E#.

FEREEE - OpAdmin [TF

(Threat Grid R &R EHLEIER) PN BT HHIEENRER S FHIEETREESE G AR MNEE,
OpAdmin & B ER BRER A REEZEHRHITER.

OpAdmin [JP & Threat Grid REEEGNFERERT. X2—1 Web (17, £ TGA # Admin [ _EAL
E IP it /FEIAT{E A

HANEEER OpAdmin BREZMIR®E, KfRFLE, HTERBEREREBET OpAdmin #{TEE. OpAdmin AF
REMEEAXEEERN Threat Grid REMEIRE, BIF:

o EIERAZA (OpAdmin #1 “threatgrid” FF)

e Threat Grid FA]iE

o ERERH
e SMTP
e SSH

ARXFTERBTRBEAE © 20152018 BRARF/HEMBELF BIFTE. 24
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AL EEE
e SSLEH
o DNS &% (BREEME@LRKNY AMP FAEREMH DNS BE)
e NTP BRE&
o JfRSEREA
e  REHEBEEM Threat Grid BAITERSFHLE
o CAIEHERE (EMEZLHKNY AMP FAFREHMK)
o LDAP S}381E
o HE=HKMFILEAEE (BF ClamAV. OpenDNS. TitaniumCloud #0 VirusTotal)
EE: OpAdmin FHEEEHNE—NRIERTH, WBDEERE IP HltPETRIE.

iEE: OpAdmin AEWIEMKXFEE. MREMANERMMEXFRE, W OpAdmin REKAATE. ERFRE
AEHAREENZEE, MRTEZXTURERE admin EOSTHAE. MR Admin AFEH, EHRTLFE OpAdmin
REEEHEHRI.

128 : OpAdmin {Ef HTTPS. #RlEEERERE IP EAMH,; EpiEmE:
https://adminlP/
%

https://adminHostname/

SSH %%A
ZE SSH ZHATLLA Threat Grid R HEERIRMIAIT SSH (threatgride<host>) ¥E TGSH IHiFHIRR.
EARRBIRGERRE B LI T AIURMS A EH.
BE >SSH

TS E B ANE B DB MR ER B (£ OpAdmin FHERE > BHT) , BEAAURE—/)ZiE
ARG HERERRBEVZRESHEEET Threat Grid H#4.

1. 7 OpAdmin #1, ZEE > RZHET
2. HERHMFEPEARSES DNS, REMNTHRIIFZHERE—MMYL; TCP 2BINE, S—MEA UDP.

3. EFRIEERIAEE AL RENHNIT DNS Eif. MRENTERFTER, ERELH - HR, HEFA2REF (B
AEMANBRNENS) -

MENEF “IUE" 1E, REFESEMAEFH (XL DNS 2EFEH) -
4. SERE.
RIS : MREEEFHRGEHSLE DNS, RENEHITRESGEMR, ARSERE.

ARXFTERBTRBEAE © 20152018 BRARF/HEMBELF BIFTE. 25
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Al EEE

71 OpAdmin 1 TGSH IHEFECE LDAP HAKIE

FERRA 2.1.6 &, Threat Grid Z&EMTERTF OpAdmin &R TGSH IHEERK LDAP BMHIGIEFIZN .
g%, OpAdmin 1 TGSH MFEFRERE—1EME. MREFZZRFEER, CNZELALBZEL. XA
RIFEEFZ, MARSBEREPHMERNEIMERL. ATHERXNOE, RINEHET LDAP SMHEIE.

ANE LR FEEER

W, ERAMERARRREIE (EBiEF R LDAP IS8 LHITERE) WX BIREEERHITHMIIE. LDAP
REHENE, BRRMNEEERBULER, SOERD TRFEZEBRITIRE.

BMIIFEREE: "“NEHZWN . "REZME LDAP” F1 “/X LDAP” .

REIRM =/ LDAP #HU£T: “LDAP" . “LDAPS” #1 “LDAP with STARTLS"

HEE T IR

EiZE LDAP B, ATHEGEEIMNGECHEERZZIN, EEXRA N SMHIEIEER (RE4EFME LDAP).
BOEVSRE ERERY LDAP; BT ‘W EXAHEHEBEEITE. TRVNBEER, BF
EF5 OpAdmin, AFER LDAP EFEHES, LUEDRA{ LDAP.

MBHERENE “IX LDAP” S4I4IF, M DgkfEA LDAP BEFE TGSH Xif. MBEHSHISIFERIZE
A “BRGEEME LDAP” |, M| TGSH WMiEBFRAWRFEEF.

MRHREEEAER LDAP SHIIE (X LDAP) , NIERERX TEEEBSBSHEIIENE
FREARTERREENER.

BEWIREFMIIETIRS, URGIARAZH.

TGSH 31i&#1 OpAdmin RE# LDAP X TAFEFE A LDAP Eif: REEHZ “X LDAP”,
TGSH HEASEKRBHRZZN, MESEXKIEM LDAP AF&/ZW.

MR AGMRIER BN S RATEY LDAP, TGSH IE M RSERRURALEMN, MASEKERR
HAFZZEF LDAP Fik.

LDAP #fEHER: MR LDAP HIAFE, BEWEEXTHITEREE, NUEH LDAP,

Bid SSH 8 TGSH 3i&: £ X LDAP” &3 it ssh ifia) tgsh-dialog A, Bk THE LDAP &
IESh, RERHRSEZHHCEEN SSH ZH.

LDAP ¥ Clean EOMEAHIEEL.

ARXFTERBTRBEAE © 20152018 BRARF/HEMBELF BIFTE. 26
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REEME

FLE LDAP SMinifHIZ IR
1. % OpAdmin #, #A%#ZEE > LDAP. R4HET LDAP RENE:

8 - LDAP ST E

sa ) 4 Support  ? Help
3 -TI‘II‘C—‘:‘!fDElD Appliance Administration Portal = Logout

& Configuration « Operations ~ Status « Support - | -

Configure your ThreatGRID Appliance to use LDAP for login authentication.

Hostname @ HELP @  ad.acme.test

Port @ HELP @ 389

Authentication Mode @ HELP @ System Password or LDAP v
LDAP Protocol @ HELP @  LDAP with STARTTLS A

Bind DN @ HELP @ CN=LDAP.CN=Managed Service Accounts,
Bind Password @ HELP (v Y

Base @ HELP @ | cn=users.dc=acme.dc=test
Authentication Filter @ HELP @  (sAMAccountName=%LOGIN%)

2. HEEIMFR.
REESMEREN? () RATRBUFARBNEZFER.

BRE, BAEE LDAP SRR, MAUEHE "REZHE LDAP” , AfEiESH OpAdmin, BfEMR LDAP
FEEHER, UEBZEEZAMN LDAP.

3. mERE.
WM#E, APREESF OpAdmin 5 TGSH XHER, BEIUTHE:

AXFIBERNBHATE ©2015-2018 BRATF/SEMBAT. M. 27
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REEME

9 - {2 LDAP

Authentication Required

Authentication is required to administer your ThreatGRID Appliance.

Authenticate using LDAP:

& | LDAP Login

Authenticate

This site is best viewed in: Internet Explorer 10+, Firefox 14+, Safari &+, or Chrome 20+

10 - REFHE, LDAP

Authentication Required

Authentication is required to administer your ThreatGRID Appliance.

Authenticate using LDAP:

& | LDAP Login

3 oo or

Authenticate
Authenticate

Authenticate using System Password:

This site is best viewed in: Internet Explorer 10+, Firefox 14+, Safari &+, or Chrome 20+

ARFTERABTRBTE © 20152018 BRARF/SEMBLAR . MIAE-
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Al EEE

Fo & 55 =3l A 5E Ak 55

EA 2.2 B, BRPALUERFIN “EXEE MTEARE LRES SME=FNFniEmks (81 OpenDNS.
TitaniumCloud #A VirusTotal) BI&ERK .

7 OpAdmin /1, fORIEFEE > ERITAEREE H:

WAFENSNEIEREREME, REaERE.

OpenDNS: EiFE, MRAKBE OpenDNS, N TAMAHIREFEARS ETRALAETRE TR “whois” 58 (£
Ul B9 Mask fiAH) .

1 - KREE

S _ 54 Support ? Help
H 'Thredr&ElDﬂApullanceAdmlmstratlon Portal = Logout

w Configuration ~ Operations ~ Status - Support - =

Configure your ThreatGRID Appliance integrations.

Virus Total:
- URL © HELP @
- Key @HELP %

Titanium Cloud:

- User © HELP -

- Password @ HELP -

- URL © HELP @

OpenDNS:

- Investigate APl Token QHELP |

ClamaAv:

- Auto Update © HELP ¢ | Enabled v

ClamAV ZZEINEGXBENEH

EHEMA 2.2 7, REAUEXRAHEH ClamAV £&. IWINBEBIAER, ERILIBEH "SENEE" THE
(A EPrR) HHEHEM.

AXBEANBTRINETAE © 2015-2018 BRIATF/HEMBLA T MATE. 29
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REEME

EHE

HMEEREHTESNN, o "BE" RETHAETXEBNER. SXEE OpAdmin BEEIRETMEM,
VBRERRPTRPREENLE.

1. RTREEEN. R RERREIEE:
B 12- yHEHLE

T Thre ST GRID appliance Administration Portal
w Configuration ~ Operations ~ Status ~ Support ~
## Configuration Changed
Configuration changes do not take

effect until reconfiguration is
performed.

£+ Reconfigure Now X

* Reconfiguration

2. RTEHFRERCHESNARIZE.
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Al EEE

&/ DHCP
KEHGE AP EROMERRE DHCP. B2, MBLEBEBMEAER DHOP WML, HHBHLS.

AR MRNRREMEEEFEAE DHCP MEMAZTEZIHREIFHS P Mk, FSRTENWELE
DHCP.,

TGSH FFEREFRFEE OpAdmin [TREORMENEER.
DHCP B9 IP il AIRE A EBHIR & BNEMEIB R, BM0 AT |

DHCP HIE3( DNS

BHIA 1.3 #&, £/ DHCP MZASLEEMMIETE DNS. METLEM. W&, KBHIEE DNS REEBMEL
HEHEIEA 1.3 2R

13 - TGSH iF (EZEBEEANER DHCP HIRLE)

Main Menu 7
Your ThreatGRID device can be managed at:
Admin URL / MAC..:e0uus : https://10.90.3.127 / 90:e2:ba:79:db:08
Application URL / MAC.. : https://10.90.2.127 / 1c:6a2:7a:18:56:64
PERSWOXd ..l iiaalee ¢ mSG7SbJplliFO3£2vWINL

The password shown above has been automatically generated for you.
You will be required to change this password when you first login.

onfigure the system's network interfaces.

Save configuration changes but do not apply.

A?P'LY Save and apply configuration changes.
CONSOLE CLI-based configuration access.
EXIT Complete configuration session.

EIHER URL: Admin M. EEEMHIEAGE4 LS OpAdmin MRIKREEEES
R URL: Clean M4,

ER: XE5K OpAdmin BEEREMEARMIL, AFiHiE Threat Grid KA.
FKE Dirty M.

B REREIEPEIERNVBEERZN. CHEFEESULEMN, /4 OpAdmin BEIEH
%_50

MREIRIKAER DHCP, NEAHFEREMMERE (BRIFGEFERH "EE IP” M SRS o
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Al EEE

W& L&A DHCP

MEMGEEEMT DHCP, HAGMAZTEAMB=Z1MER IP 2B DHCP BEAXARIERS IP M,
BFERITTHENSR:

A= OpAdmin REWIEMXER. MREMAERMMXFHRE, W OpAdmin REKAAE. HERGRE
BEHAREEMNEERE, MRETXXTURMERE admin FEOZTKN. MRERMER, EAUE OpAdmin H
BEEHEHRI.

1. Z#EMNFIH, SEME. (REE WAL @04, BE > NELTEFRTE, 1B DHCP MLKEE K
ST )

REGHT I WA ETUE -

2. 1P SE. NTHRYIREZFRHS.

3. IP Hbik. A Clean MZZZEOMAFS P il

4. HREFEESFMEEAKNX.

5. EFIIE DNS &F, % DNS EECHETABEAN 1P ik,

6. IP S9Fl. NTHIIRERE “BE .
7. 1P k. 4 Dirty MGEOMANEES IP i,
8. RIEFTEESFMEMFIMK.

EVIRIEEREMEESE, CEA TGSH MEREET Admin MEKIEE.

DNS
9. HE= DNS F1#§B1 DNS fRFSHEFR.

RIFEHIRE
10. TR, RET—% (KARE) REEHNNEEERE.

SMTP/H
HR 4 BL & A] 7E AF AT m B I TE IR

i 8]
NTP BR35 857 AA7#IA7 [ E I TE IR

A DHCP BLE
ENAEH) DHCP BERE, BRTERECSEYN, ARATIHNEREE.
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SSL iFH#1 THREAT GRID &%

SSL iFFHF THREAT GRID &%
FTE#E Threat Grid R&HIMEREWNER SSL HITME. BXUNAERE SSL IEBHNEEIRPARETAIES

BEE. B, RENTHEEAMTETMIZE SSL IEBHPR, MM Threat Grid &5 ESA/WSA %
&. HEEZiE AMP FAEZFHAE R HZERE.

{8 SSL 9O
fE Threat Grid Z& EBBEAEM SSL WEO:

e Clean #OfF Threat Grid [ 77 Ul #1 API, DIRERK (ESA/WSA i&&. EE%LiHA AMP FAE =
REFHREE) o

e Admin #OHF OpAdmin []F.

3R SSL/TLS R

e TLSv1.0
e TLSV1.1
e TLSv1.2

PR PIRMH) CA IEH
MHEA 2.0.3 12, Threat Grid 1% ZHE AR CA iE$, BEEATNSAE SHSEEERS CA iEH.

SSL iIFH - BERZBERINEZE
Threat Grid Z&H ] IfRET—HELE R SSL IEHMZA. —HAT Clean #0, Z—HAT Admin 0.
& SSL IEPH M BEEERE G,

ZtIA Threat Grid %% SSL iEHEHE (RNFHRB) 2 “pandem” , BXEA 10 F£. MRAEREHEE Threat
Grid B&IEETARNENE, MEBFHEN LM CN EFARELE. IFBHHENZENF5EEN ESA 5
WSA Z&HEHMERBREERESTHNENGLER, BARSEFLKRNHAHESE SSL iEH, HMEHER
{EfK CN BAEREHENBIE.

ANIEERZRE SSL IEH

» HibER S (fla ESA #1 WSA &R ALK AMP FAR =) Al5 Threat Grid iR&&EMFEELR
RFEAR. M Threat Grid REFNFHENRE, IEEREN PEE ERIREHEMIREVRBEBFE Threat Grid 12
&H SSL iEH, AWEFEHREMN TGA Sl (BEEMAR SSL ILH#E CN ZRPEREHNENR, MAEF
EZREFERBREER) , AEKESAERPRESRS-

EZATAZE SSL MEPEBTUE LAE Threat Grid 2% EAF AL SSL E#HMIEH . Clean #OF1 Admin #0O
B9 SSL ERATAMIIFLE

&k E OpAdmin > BLE > SSL. Z4EFTH SSL IEHELETIHE:
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14 - SSL iEHHE R EH

al £4 Support  ? Help
H 'ThrEdeElD Appliance Administration Portal (= Logout

& Configuration - Operations Status Support = - -

SSL certificates and keys are used to encrypt the network traffic originating from or destined to the
ThreatGRID Appliance. Such communications include web connections to the ThreatGRID Console
and Appliance Administration Portal. Whenever an external service or appliance is connected to your
Appliance, all network traffic that is exchanged between the two devices is encrypted using SSL.

# Interface = Details iZ Operations
. i Issuer: /0=ThreatGrid, LLC/CN-tg-app-clean.acme.test # Upload < Download
ThreatGRID Application . .
ﬂ Subject: /0=ThreatGrid, LLC/CN=tg-app-clean.acme.test F Regenerate
tg-app-clean.acme. test o ; ) =
Validity: 2015-88-85 14:00:27 UTC - 20819-88-85 14:85:27 UTC
o . Issuer: /0=ThreatGrid, LLC/CN=pandem # Upload = & Download
a Administration Portal Subject: /0=ThreatGrid, LLC/CN=pandem
tg-app-admin.acme. test ) ’ # Regenerate

Validity: 2815-@8-082 ©2:10:38 UTC - 2019-88-82 ©2:15:38 UTC

LiREHRE®mA SSL IEFH: “ThreatGRID Application” 2 Clean #[0, “Administration Portal” & Admin
#H.
CN I&iiF

£ “SSLIEPEME” TEH, HEEMERKT Threat Grid 2% £ SSL IEPAPRES. FWEBLMERE SSL i
FHERP CN ( "AAE" ) RE. MRALE, WEEZEA—MERARENBHIEBFRIZIES. TSR TH
B “E# SSL IR .

BEHYERFT Clean HOEHNESE SSL EHPEMAN CN ( "AA%" ) L.
EEEYERE—AES, 5 Admin ZOFNL5% SSL EHTH ON FLE. HEEH—MEFYE
I EHGEB BRI S -

B4 SSL IrH

HTF&MER, 2EFEEH SSL iEH. flW, IEBFPHENBEN. BAIEEFTERMSBEBR SSL IEHU
B3 #F Threat Grid & FEMERHZ & MRS Z BEIEMK -

ESA/WSA g &F1EH M CSA BREMIZEAEEFTE SSL IEH, TBRIERFHAHES Threat Grid REFH AL
. ARXMIBERT, BFEEZEHREA SSL IEH, FEAEENFITE Threat Grid RERIENBRNEN BER
—METHIES .

E% Threat Grid XEFS5EEZLHEN AMP A =ERE—EBUEAELEEFRSWBERT, EEREMEELH
B AMP FAF = SSL ifH, LUELL Threat Grid & &HEBEEER.
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BILAARXATILFE Threat Grid % & L& SSL IEH:
o EIEMHIM SSL IR, ZIEPBKER CN KR EN A
e T# SSL iEH.
o Lf&HTHY SSL iEH. XA 4l SSL, SHEEER OpenSSL ABEZEMKIES.
o HEMNEECH SSL IEH - A OpenSSL HIRH.
BETRELAENBXILHAR.

BEHAER SSL IEF

7E v1.3 JRAZBIE Threat Grid Z&PEEFEH OpenSSL s EHAt SSL TEF 4K SSL iE¥, W&
MABBLEE. AT, ZEMAER, MTEN “EREECH SSL iEH - {EH OpenSSL HRAEI” E5H
Friko

HE: BUTHESZZBT, % Threat Grid iZ&HEE 1.4.2 HESMHEA.

7£ OpAdmin SSL IFHEETE L, SHEHEMR. RESEEHIES CN FRPHIZEHFENEH Threat
Grid R& EEMHAIBEEHR SSL IEH.CN BIEEBEIR AR B JUR T — 0 T THREIREMRAIES (.cert
X)) FAREREEENIRE L.

T#, SSL iEf

AILLT 2k Threat Grid SSL iEH (MAEEH) , ARHHRREEMIRE L, NEILREEBREEIRE TG 8
EHEE. KPRERAFE .cert X

1. 7 "OpAdmin SSL iEHEE" TE.L, REGHFERBDMERZLHTR. REKFHR T SSL EH.
2. #BE, GREMEMEM SSL iEP—#, £ ESA/WSA B&. AELmH AMP B = (LIBIFRA FireAMP
NER) HEAMELER TR ERETHRE SSL iEH.

& SSL iEH
MBHHOHBANERER WA SSL IEH, BALMEMZER N TGA £MHM SSL IEH, & ESA/WSA
s E SRR & LER CA EH.

HRIEE DR SSL IEH - £/ OpenSSL HITAl

A—MERFERFHEREECH SSL iEH, PIMAENBRETL SSL IEHEMREF BETEBET MR
BIEBR. #iE, BAIME ERFZE EEZIER.

MU TRGIEBAA “Acme Company” £ FHIBEE SSL EHM@GS. ZTFIER OpenSSL, XZ—1ATE
EIEIE OpenSSL iEH. ZHAFEHMHHREFE SSL TH.

A= OpenSSL ARBH=Mm, BRANERMEAZ . BENE LEZEXER OpenSSL HEXFR. B
FHRME A SSL x4~ SSL EERF4ER SSL iEH.
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openssl req -x509 -days 3650 -newkey rsa:4096 -keyout
tgapp.key -nodes -out tgapp.cert -subj "/C=US/ST=New
York/L=Brooklyn/O=Acme Co/CN=tgapp.acmeco.com"

openssl: OpenSSL.

req: IHEKRMNFEER X.509 IFHEZEK (CSR) EH.
“X.509" B RAEM IR, SSL A TLS ERIZARERITERIMEBEE. RNFELIZHA X.509
R, Eit, ®ROERLEFHS.

-x509: BEUEHMLAREFENAEFHEBEZRIEPMARGEEBHERELERIEK, NMESTHHF

W
-days 3650: LETNREIESHEAAELNEEKE. LLRIEHREA 10 Fo

-newkey rsa:4096: 1EERNFEREMNERTIEBMFEZR. RINEMNENSRPREIEZEZEHAEN
=49, Blit, RNEZSIER—EEEE. rsa:4096 FHEHMEE—MKEA 4096 K RSA 4.

-keyout: IITEHEl OpenSSL HHANEIENS ERHZAXEHEIME.
-nodes: X1 &I OpenSSL BkiTizit#E, MEFIAOSKFRIFERLRE. HAMSFEIN, REFERE
}ﬁigi&\fﬁ}f‘?%ﬁ’\]‘%&?ﬁﬂii#o ASAMBEILEEEBEANEE, BARNBEESREHEIEE
-out: 41 OpenSSL HHAEIZANEBMEIME.
-subj: Rfjl:
C=USs: ExR/HIX.
ST=New York: o
L=Brooklyn: fi&.
O=Acme Co: FTE&E &R

CN=tgapp.acmeco.com: ¥\ Threat Grid & FQDN ( “ZE£[REEEZ" ) - XEBHE Threat Grid
BENENE (RINEREIFA “tgapp” ) UEMMEIKREAXEEGEZ ( “acmeco.com” ) »

EERR: BEVEEFN LML, MULE Threat Grid i%%& Clean #O/ FQDN.

i SSL IEBMINAERG, £/ SSL MM L&ERABE E£E] Threat Grid %%, HREGE EEE
ESA/WSA && ({X[R .cert) o
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A uEERE SSL IR
Threat Grid 2% 2.0.3 B &XIFEMELIRN AMP AEZHITERME AL EEFHRESHTIEE.

Ac& DNS

BUAESLT, DNS f£F Dirty #H. MREAAFERRIRZ Clean #EAMLE#E Dirty O EMITEMIZE
RS (BINEELIRE AMP FAB =) MENE, WAIME OpAdmin FEEMEM Clean MM DNS
BR&5aE.

7£ OpAdmin 1, {KEIEEE > M4, B4 Dirty #1 Clean WM4KEE DNS FEB, REiHEE.

CA ILHEHE

FRZA 2.0.3 MRHFTIETIREZ —BI AT 445 SSL &M CA IEHEIE Truststore FTIME, fitt TGA ERIEEE
m&iRE AMP AR SEELEEXENTHEARRATEAIBEH.

7€ OpAdmin #, {fKXIEFEE > CA EH. #EF:
1. NENEA. MNRSHERRIEE. FHETF “MNRSHRRIEE" HEE.
2. WMAHERZLHEN AMP REZMENIRO, REaTRE. REERRIESE.

MBTER SN MEIEHAETG PEM, SRS EHRIMES .
3. mEEA.

WEFHRSEE
HEL T Threat Grid [172 Ul BT

1. NEHEZLESNEMETRZEFIEEER FireAMP £5. Z4BITH "LEFHRS” @ (E2HE
X B 15 - SLEEHEARSTE ) .

2. WAERZLEN AMP BB TFIRENEELEN AMP FAF= URL.EERARLISHE, AGSHHE.

BXEELHN AMP RAE=ZREERNIEMAEER, HSREXFH “9 Threat Grid K& EZE BRIEEL K
AMP BABZE" o
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% ESA/WSA 1% % %% Threat Grid & &

HiBHR~m (I ESA/WSA FiHAtiR#E. KE. RS%H) AJLET SSL MEBEEKIE Threat Grid &K
S, NERERIBATEREFERURITIN.

“CSA £R" : ESA/WSA &5 Threat Grid Z&Z EMNERBITERILE APl ( “CSAAPI” ) I, Eit
BEMRA “CSA &R

SEHEY ESA/WSA ig#& @ %ia Threat Grid R&EMEABER TR AT, ESA/WSA EEZHME LR
BRAHIZREMMEINZIRE SSL IEHERE, REAEER Threat Grid RFITMEME) ESA/WSA &

AEANBREEME ESA/WSA Z&MEMER=MIUE Threat Grid REBRFABHITHIS R

ESA/WSA SUHSHIHE#
B% BBRLELHEEFAHRS WL, 5 ESA/WSA KIZELH BYE M/ 155 (FEXLEIERH, Threat
Grid BEBHEHA HRS" K RESXHIREH o)

{ESA AFER) F:
https://www.cisco.com/c/en/us/support/security/email-security-appliance/products-user-guide-|
ist.ntml

(WSA HFisr) T :

https://www.cisco.com/c/en/us/support/security/web-security-appliance/products-user-guide-list.html

) BUR L iR
AETE: AESHAE ESA/WSA &S HM CSA &£ (Ah) 5§ Threat Grid & ZBEMEZENTE.
AP EENRFESBNPRINESFAY .
Threat Grid %% SSL iE#H SAN = CN #AS5HIBEN AT ESA/WSA FHILHE:

Threat Grid i%& SSL iE# SAN ( “ERAEFHAEH” - IEEX) & CN ( “ARK" ) FESEH LM
ESA/WSA FREAILAD: E S5&E/H ESA/WSA R EZFHINEE, LZMOAEEMRR ESA/WSA %% %R
jR Threat Grid & &FTANE—FEH &,

RIBIERIEK, EATREFEE Threat Grid & LEFAMBERR SSL IEH, MUEREE SAN/CN FE
RERSEIENS, REHETHREEHNTENRE, BLEFREFSEMA ESA/WSA REH.

HiE, GRIREFEERT LECWHE SSL IEH (HFHERMIER) KEHRZUE TGA SSL IEH.
BREMILE, BSHALEX “ANGERRE SSL iER” &5
IIEEE:
5EA SSL EHIRER, T—HRKIE ESA/WSA X&#ESEE Threat Grid Z2&EE-
B ESA/WSA & &WMAEE BT BN ZE#E] Threat Grid X&H) Clean #[M
R~ RERNEENRBERAIL TGA 1 ESA/WSA #&AMEITER. (2R E5EE. )
SERl ESA/WSA TR E:
BRAXHIMRERS, FRESRZE.
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6] Threat Grid E&THEFR ESA/WSA/H % & :
REBLE B BB EME] Threat Grid Z &K= RANIHAALEE ESA/WSA &%,

wEZREEIME, 2EMRE ID EAER ID BHEIE— K Threat Grid AR, RAN&ETRF— ID
BIE—HAR. WT—F/HNE, LAH—BEERMEHZIZERFRKF.

7E Threat Grid % & EEiEH ESA/WSA P :
% ESA/WSA Z& s Hi &R EREFE Threat Grid 2 & BITEMA, £HFEIE—AFH Threat Grid B
PR, kARMPRAIEKESS “BER" - 5HM Threat Grid BR—#E, HHIEH—% Threat Grid %%
EERFIHEZIFALMF,, REAEERAERETTEREERNHITON.

ESA/WSA &£ I 25

M Threat Grid Z&MAESE, EEEAANEE,

thERIER CSA AP,

BXUAERNBPITHESHE L FMES, ESH ESA 1 WSA BFIEE.

S Threat Grid &% ( “TGA” ) ESA/WSA/Ef CSA API &5

1 MEIEZEMEE Threat Grid 2% (BIEFKER) o
METH. MBERIEH, WHTRE.
2 MEZBFIEE ESA/WSA 2% (BIMKRERK) o

3 TGA SSL iF# SAN = CN #HEHYEE
Hl&27% ESA/WSA Tl

MREHEBHES SSL IEH:

£ EFH SSL iFH (£ “Threat Grid /" -
Clean #0OL) , MIREFEZEBRBIMNES, %
EBETHIRER ESA/WSA Z&H.(TGA
SSL {FHE LA “SSL IEFHFI THREAT
GRID i&&" #MAMEILNB. )

EEWVEHR—NE Threat Grid & HEH 2
{E4 SAN B CN BJIEH. KB Threat Grid
REHEINE B AEIER.

BERAENG, MAEER IP il

4 IEE R

ERl ESA/WSA % &F b BEIEIE T BRI M 45
%432 Threat Grid i% %8 Clean #.
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$B Threat Grid &#& ( “TGA” ) ESA/WSA/E At CSA API £E5;

5 A TG REFEMREE ESA/WSA £%F:

BXRZEMIRE, 510 ESA/WSA 158.
THBESY ESA WEE, EXN ESA 2HH
BENHERER

1. RREFRRERSE > XHEEETIH.

2. BB

3. AhREER/ILE.
KINBR TBRANXES . MERBUEEF
BRXEMMT, WETRRRZEERESHT
AIINEERE R

4. EXHSWERSH, EFEREERUHES
RIS 28

5. IRIEEE, KR ESA 3 WSA HERE
XHFTRREIRE :

XH5 RS URL:
EERAZ-
PR3528:
AER Threat Grid % ##) URL.

MFHENRIES, BEAENE, MA
EEA 1Ptk

SSL IE4:

FEMREER Threat Grid Z&EKD
BEZIEH.

ERsL ENBEERITER. TEHOE
EMEBZ e LERIES,; MEEE, &
BREERENIESR.

6. RIAWINER.

BioFHAEREEDHXFITEFE Do
It ID #RRE 7 SHFEHEN AR .
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SSL iFH#1 THREAT GRID &%

TR

Threat Grid &% ( “TGA” )

ESA/WSA/E At CSA API £E5;

[A) Threat Grid & TR B SR

HERTHATXUIMHEER, RSB ED
[@ Threat Grid Z&EMIMEGZEIZEH

Web Z£ig#&.BR, BUIERTYE 7 &

R TR B s % A o

f£ Threat Grid & EREHZEAR KR

1. BUBEGRSNESF Threat Grid [
Ul

2. NEHMEREENSMETRERF,
EEEERAP. 24%TH Threat
Grid AP TIE-

3. HIARERFPKFPAPFAGEE
(FTREREEA "HE" REREH) -
RPRESHETA "EEA" -

4. SHEHFHEAP . SHTA-PHFEEXK
&/IN.

5. TEMHEES A HEHMELITIIA

ESA/WSA s EfEMIREMARLERESE Threat Grid & HIEE.
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1 Threat Grid Z& &2 EREM@Z KN AMP B =

IR TN F i #& EHIT Threat Grid g F A EEFHRSME@L K AMP REZEHIREES, LHR
HEAEREFRENBERLT. IREHHNREREMEENRE, WIFHAEE.

M Threat Grid R&HMAEE, hERZEHERE. WEMRER CSAAPI ( “BRIDE API" ) o

BROPES—HBITHESHIFERER,

BESRAERLRE AMP BRI,

TB Threat Grid 2% ( “TGA” ) HEZEKN AMP AE =
1 MEIREFEE Threat Grid &% (BIEREM) o
REEH. MRKBNEH, WHITRE,
2 MERENRE@ELREN AMP A5 = (Al
RERK) -
3 A TGA EREREEELRY AMP RAE=:

s ER > Threat Grid FHiL 2 &S|
Threat Grid 4

ERRYS Threat Grid & EHERE, BHAEE
Zig%. IMEEHR DNS FH4&. SSL irHFn
APl F5H,

%E TGA FIHhpIP R 3.1 UEHEER.
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SSL iFH#1 THREAT GRID &%

TR

Threat Grid 2% ( “TGA” )

HEXEK AMP B H =

3.1

SSL iEH: -

7£ Threat Grid & OpAdmin REH, FRiEFE
BE > SSL

EFERFN SSL iEH (f “Threat Grid K"
- Clean #0OL) , MIRIEEEEHRBIAESR, %
ERETHHZEIERLHN AMP FAB R
™. (TGASSL IEH 27 “SSL IEHF THREAT
GRID ¥&" #MH/ETNRE. )

&
RREEFERE > &

APl F4:

APl Z4AATLAZE Threat Grid Face [/ Ul 18
FERMK A AP FEBETTEPRE:

1. %3] Threat Grid [JP Ul

2. NEREFBZNSMETHRES, &
EEEMAP.

3. B (MREFERER "“HF" ) E&EN
MAFKFAORAPFAERETTE, HEH
APl B8, 52, WIBEFREE “admin”
AR, MaME% Threat Grid & L&
A EEIEMEMAS
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EZ Threat Grid &#& ( “TGA” ) HEE%ER AMP FAE=
3.2 SERZERZ Threat Grid FE& :
1. ¥ TGA W&
2. HNEDERTERMEFR Threat
Grid APl %4H.
3. % TGA SSL iEH .
4. AF “REERE" .
5. AF “MhilEE" .
6. EENRXELE, CHEEEAEEMALE
B AMP FAE = LIEIT “EFEE" W
N FAER.
FERE SRR, X AMP 5 Threat Grid
BEHITIRE, MELRERDEER L ER
Threat Gride B2, BHRATERETHEE
KIZERERBEFHRS, ER TGA R
EREER,
(BXFEAFEE, BSRmELHN AMP FAF
=HAF X, )
4 RELEEFTRS
N THBIREIMTEE A EEHFRS
41 | EE DNS (MREE) :
Clean ¥ O /8F FireAMP &£ BEERINERT,
DNS {4 Dirty #H0. J1R%E Dirty #OLXE
fRTEE LR AMP ABE=EH&, WA
OpAdmin FEE—/MEA Clean #OMMIL
DNS BR&&.
7£ OpAdmin A, fKAEFRERE > WM&, BA
Dirty #1 Clean W45iHES DNS FE, AREaiE
®RE.
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SSL iFH#1 THREAT GRID &%

TR

Threat Grid 2% ( “TGA” )

HEAZXWEN AMP A=

4.2

CA iFHEIE:

T—HEEEELIREN AMP FAF= SSL IEFT
HHE HI/KEMEE] Threat Grid %%, METFERE
EHMIEE:

1. 7€ OpAdmin H,{fXIERFEE > CA iE
o EAEE—4 SSL iEH, LMEM
HE&IHE AMP FAEZENSNEM
ET =N

2. ERZESAKEBFSEMAENZAN. &
FRITIFMIR S R RIEB IIEE. WA
FireAMP iz # 408 ik 55 B9 M Flim 1
RfR.

3. REHRRIES.
4. mEHFNo

(R TMHEWEIREN . NI PEM, %5
RERMESB. )

4.3

FireAMP /& :

1£ Threat Grid Face [P Ul 1, NG LEHEER
FIERETE FireAMP &5 . Z5BITH “&AEE
FEERSE” 0 (MTHTR) -

BN AMP %EFHIRSE URL (BRI
FireAMP iZ2& EH BT kiERER > Threat
Grid > HEEZiHN AMP B EFEMAELR) -

MANGCHEERRAPENES, FRtRE.

BEAEFMESRS
Wi 2.2 FEMTHLEEFEMRES A URL MEH (BHEHA % POKE™ ) .

AL "REEHESRS" WEAM. &HEMMER URL:

ARXFTERBTRBEAE © 20152018 BRARF/HEMBELF BIFTE.
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SSL IEE#F1 THREAT GRID &%

B 15 - REEHEARSTE

a3

‘.'ui;- AMP Threat Grid  #» Submit sample

A Indicators Q Search ~

OHep A~ A4

Disposition Update Syndication Service

Service URL User Password Action(s)

.................... m Remove

hitps:#/poke.zebra.local disposition_update_user

support@threatgrid.com threatgrid.com Terms of Service

Allinformation contained in this report is confidential and proprietary information belonging solely to Cisco
Systems, Inc. and/or its affiliates.

This document is for internal customer use only. The information contained herein may not be disclosed to a I l
third party, in whole or in part, or otherwise stored in a retrieval system or transmitted to a third party in any form

Ar b anu maane falartranic marhanical ranranranhic raearding ar athansiesl withant tha nriar writan ‘ I c ‘ n
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&IH THREAT GRID ZHZRFNFF

=18 THREAT GRID 4HAZF0HF

REERE LK Threat Grid EARINARMEERAF. —BERFREFAMEBRETME, GAIUECRESH
ALAFAAKE, ZHEAMIBAIUERAFBRSEERGFERETO.

RIMAR. ARMERERAIREEESNARAMARRHITAFNE, BEERBURTENAR.

BDIEFTHR
RPBLEE5EAXEK; ERMARZE, BeRERCIBERMARPER.
EERR: —BEEnREPeIZARERLESEMR, FitEEETHIES.

1.

2.

5.

BUERRSMESR Threat Grid [T

REEERXS, ARRFEBRAL.

YRR TEITH, JHiRE ERETEER.

RELTREG LANRMARRE. REF/ITH "EBYE" SHEE.
FrEFRYAVEFR.

£ FM—HARZR (BRI BB RNRE]) o

1Tl o AN 97" FRIZE B AT R IR IR EMITIERNER, MEHEIZEA “KRH" , 5 Threat
Grid Z# (support@threatgrid.com) B R iERFIMET.

SERLE AL
ARG

R SERARIZ&EHE APl ERRH . XRASEM APl 2%, MASHMFIHIREARRL . WFAHERN
PR HI& N AE HR.

REBINWAPRZERRS . SRR A AFIEERERRZER, 1 Threat Grid [P ELTHR &
A Threat Grid” (M\SMnizrmrforERE “&E1” > “E/ Threat Grid 4 E™ ) FATA.

ERREIBET R EA 24 NEEER, MARBEHH. HRZMEARE, T—1 APl 2345iR 0 429
IR, HIMEREE—FHE, RPEER ZAIEEEFHNE.

MERFERIFHR, WEBBAN 507 .
REEIE. RECETHNALR, FHEARFIRFAIAES.

BEMA

BEXEEMEEAFLKF, (BFEWMRMARL) BIREFXH, iE55R ThreatGrid [P Ul LR NS
Rk R > (& Threat Grid ZE2BH) > &% Threat Grid AP .

R a) Reg@d AP HIBRAF, b) REEMBRRIRZHEAKAR.

T—EHANEBHERBER ESA/WSA B&MEMIZEESIEZERRMS,
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&12 THREAT GRID HAFNAHF

Tt Threat Grid ix& ERUE#icE AR KA

L ESA/WSA Z&EHM CSA ( “BRIVE API” ) &£MERE Threat Grid REHEEEIMAIT, BFESEHE
E—1 I Threat Grid AR . LLARPKFHBIRSA ‘BEA" - 5EM Threat Grid BF—#, #H
—% Threat Grid IZ&EIERFHHEBZIZTEHARAMKS, REFEEE B ERIR B4R T

1. BUBERSHESF Threat Grid |77 Ul
2. NEMEFBREMEMETRXES, ERERAF. RSB Threat Grid BFEEEE T E.
3. FIMREAFPKPHNBREAGETE (FTEEEFER “#E" DeikER) - APRSEEA 28"

16 - AFFARERE > EHAMEHAF

User Details

Promote to Org Admin

User is de-activated.

Login
030A-36F4D53ADBD1CFE4516BABAABIBE45AB23560A7 CFOSAASCO37T9FB5DE30

Re-Activate User

Change Organization

Name

Reset User Rate Limit
03QA-36F4D53ADEBD1CF64516BABAABI8645AB23560A7 CFOSAASCO3779F

Send Password Reset

Organization
fcsa/QA-06 8 9 4B33C94B19CF121E55827AB5
vrticsa/QA-96013CCDBCEFBI747ETEBCAB33C94B19CF121E55827ABST0F66E43E4767 et [P
Title
Generate New AP| Key
Role Reset CSA API Regisiration Key
User

New Org User

P
a
-
[=]
=]
o

4. KHEFBFERR. STF—ANIHEEZRERI.
5. FEXEET S GEFMERFLTHA.

ESA/WSA s EMERIZZMAR LS Threat Grid & HITERE-

ARFTERABTRBTE © 20152018 BRARF/SEMBLAR . MIAE- 48



Threat Grid REEERIEE

PR AAFIREA AT W%

BRAAADAEART DL

6 Threat Grid RHFRZXFAHITANE, FEZRN— N EZRBRHARNBTNRF. WRRTHBOERTE
MERPATH, WARFEZERIEMLEE, EAWNMLRSE Threat Grid REFIENRPATES, HEISBMH
SHENES, HAHREERAEER AP HIERT.

AFHEFEARRZE Threat Grid WRFAFFAR WEREEXEE: RIFFAKEEAETR, TURZEHAUSN
HAPKHSFIREREA. AESRUEANAFRETR AR Threat Grid AR A EEE E/HFAK.

R RIBRAARART I 1%

PaFAFIREART] MR ZERTF S BTHIEARN Threat Grid 2% L#HTEN. EREEER =5 (Hl
ESA/WSA &%) SEMIZEHE=FRE (EATsEILE “CSA £5" —, EEETERDE APl 5 Threat Grid
WEER [BI2iEM] W ESA/WSA REMBRNZEFIEMRS) MERK.

BINBAT, Threat Grid & LRPIEHARZHEATN, AIMREMEMRERFES, BRENRERF (X
WHABEFEBANER) -

AR AP YR NEEMEEM AP MRIFANETFRER

Threat Grid AP EF L[ Threat Grid REFIRZERAHEAR, RESHEARREZEREHRALNEAM Threat Grid
RERAF (BEERZERP) FTEER)XLEER,

TRi%H Threat Grid % & LRI FAFIEA AT DL AR AY -

B 17 - Threat Grid % & RIS FAFORT I 1

KFFEE (BIL) hERE AR
(BRikA “AHT )

S Bl — 8 i v v Vv
S AL v %
8 F— A v v Vv
I HAbAA A v »®

FEERFICR AR ITEREE T EIHERR.
g ‘X REAPEHEARSEDINERITBUAE.
Threat Grid X & S5HEEZ& N AMP FAE =BIE RIE B R BE AR FAN o
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BRigE

U NEa =

V1.4.4 BERIMHBHFBIED, §RIFEER Threat Grid &I

EELHEREEREGEROARRIE R ARG ITET, BER "“BRIEE™ ETMEEMERAMEHE. itz
BEMTAA A, FEMEFITEMBE, MEASEBEAHITHERRNSXREMRRENE. (BEEXEFA
FEUAXMMREEELELY, FEIMERRNEBERRENEANARENTS. )
EERGR: BiiE, TRITHIRER, NENRDEBRHITEFMEG, KEBAFIET.
1. EFBIEE

ERzEE, BEHER—1T 4 HHHNEO, EXBEEADLUERERILE:
18 - BRIRE

File View Macros Tools Power Virtual Media Help

. Mailware Analysis & Threat iInteligence

w4
"‘ “ThreaotGURID

Boot Appliance
Appliance Recowvery

Hipe Appliance
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Bz
2. HEMEBEBEUATHPBMEN:
AR&: “wipe”
AL “I ACCEPT ALL RESPONSIBILITY FOR THIS ACTION”

3. BTk, BFE-NMERIED. BE5E “BRERT THRESMETHKAIZITHIE.

19 - BRI

File View Macros Tools Power Virtual Media Help

. Maiware Analysis & Threat iInteligence

> 4]
"‘ “ThreatGURID

Wipe (Fast: Zero Disks)

Wipe (3-pass DOD method)

Hipe (Random Overwrite)

Recovery Menu

Main Menu

Fress enter to hoot the selected 08, 'e' to edit the commands before booting or

¢!

for a command-line.

4. HEREETAE, BETEBREEMFSE:

ARXFTERBTRBEAE © 20152018 BRARF/HEMBELF BIFTE.
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BRiZ%E
20 - BREZERK

nuipe 0.17 (based on DBAN's dwipe — Darik’s Wipe)
Options
Entropy: Linux Kernel (urandom)
PRNG: Mersenme Twister
Method: Quick Erase
Verify: Off
Round=: 1 (plus blanking pass)

sdeuvrssda — L3I MR9Z271-8i
(success) [173272 KB-=1

~devssdb — L3I MR9271-8i
(success) [558960 KB-=1

5. 1% Enter R4,

Statistics

RBuntime:

(nt19937ar-cok) ||Remaining:

Load Averages:
Throughput :
Errors:

Wipe finizshed - press enter to exit. Logged to STDOUT

EERIEIN
BEIETR KLAIEITRYiE)
B (PuE: FTHIR) 2.5 /At
#k (3 BE DOD Fi%) 16 /NAf
B (BEHES) 12 /et

AXFBERNBMETE ©2015-2018 BRATF/HEMBELAT . BIFTE.
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07 :06:30

1.99 2.13 2.Z20
4878 GB-=

(0]
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i)

&

NF

WA 2.2.4 SINT&BIHEE. B, Threat Grid REFALUTFHWTRIE: 38 NFS HEREFEMNZENH; AX
¥ NFS MEHEBUTRIENIGL; EEATERERS (AImMEtEER) -

BEE, EESBRREREERAR. SREFESAZTAUGN, AMERERRERESHF. AT BNER
REEETRESISMBEFT, BEFERTEREFNZAIESERE. EARESFMER, FEREE.

MAEMEA gocryptfs (F=FFE=m) HITME.

IR, BRIMEFTENERE, XHBMEHRER. BT Threat Grid FHFEAMEMANZEEMAERLTHLRZ
ERRREREEFEHENY, BXEASitRE P AENHIE.

BANEZEWNEERFRBEEZ IS RAER . RIMEATEM XK ENNEZNRIEE, BESUEFERZFHI
BEZ TS E. EXEMEAREEFNRRT, 1527 0K 475 1158 K Threat Grid 12 & 12 EFHL EIERY
XA ALEBRT LA Cisco.com WitA) “Threat Grid & REMAL” TEIKEL.

S &K

o WHUBITET TCP #) NFSv4 thi, HBERFATUMNIZRER Admin #O#EITE.
o FEERBEFWVHE nfsnobody (UID 65534) B\,

o NFSv4 BRZ#EWMAATIEIE Admin 10Gb #O#HTE.

« EBAREWEMZE. BSHTEN "SNFHEEX" B9 THIES.

o THZRESHAMPLEZMER: rw. sync. nfsvers=4. nofail
IR TEFIWMARLSH, FIMASEARNIMSHPABHAZZIFHATESBEAWENITH.

o IR NFS BEXH (HERESBRFZIEEOMEANER NFS RkEH) , BAENARENFEEERM.
# OpAdmin FEIFAEFHEH# NV ARIAI LI

o AU RESXH, DUE nfsnobody HITE AN#R{E. £ Threat Grid i2#& LME—&ELL nfsnobody H{7
BITHEEB nfsnobody 5 ABRAIHER R S RHIBMBNFHE. Fl0: PBXEEERBR/MEUEN, &
AEMARPKA TRBLHAENFH,; 2% LK PostgreSQL BREZTikiAiE ElasticSearch #{#Es freezer;
ElasticSearch FR% I %if (8] PostgreSQL I freezer #iRE.

o fEM nfsnobody MAFIAEHELE, MAFAGNERESEMGE—A idmap. conf SKRERGIAMFMITIZM P EFR.

=RURERIEY

3L

FNEHEREUTAY:

WREM. EXRF, ZFEERERAFEANYETRE. X TEOHERNMEFEAG, ERRAE TSR
LHE AR ERA AR ERREEFRS - 3F 2.2.x RIRE, &HANCEHHEA
http://www.cisco.com/c/dam/en/us/td/docs/security/amp_threatgrid/amp-threat-grid-appliance-data-ret
ention-v2-2.pdf, WAGHNEXEFHERA=IZA 4.1TB.

PostgreSQL ¥ RERFM. LEFHEE S PostgreSQL FEHMANTEZMUR—RT WAL BE (BEUZHMNMR
BHEERE&MHITER) . EHNEFENATE 500GB.

ElasticSearch REBEFE. LEFEHHETENAE 1TB.
BEMH. $TEREE, SNEHENEFEARANET 5.6TB.

FIERERBATE © 2015-2018 BRABF/SEMEAB. RAFE- 53
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http://www.cisco.com/c/dam/en/us/td/docs/security/amp_threatgrid/backup-faq-2-2-4.pdf
http://www.cisco.com/c/en/us/support/security/amp-threat-grid-appliances/products-installation-guides-list.html

Threat Grid REEERIEE

i)

HAEE

HWHEHE - Threat Grid R&E &I RIBHRABEUTEFHEHHELIE:
o BA
o AWMER. IH. 452

MAE (I OpAdmin) ALFNF P #1E.

HiRE (BHERARFAR)

# Face Z{ Mask 17 Ul RHEBBIEE

e -
o RHHXE
o MBI THMBREMNEH
o  WHAAEEAIRE OpAdmin AEFEMAIEE, B SSL A CA IEH

PostgreSQL - & 24 /B #{T—& PostgreSQL Efl&#. BWEZMHLEWE, BHRSETF LS, HE
EPHINER —RRE -

ElastiSearch - ElasticSearch &2 ARFHIT, § 5 SH&MH—K.
Freezer - Freezer &MFLEHIT, EE 24 NEHFEHIT-TUEL R BHFEZEMERIEMITER.

EHFES - ERFEHARR-NFORIE0ER. BRGEDERE—F, TE#ER 24 NNEARRITE
&z EF B

Fn MR RE

PostgreSQL - ¥i-F PostgreSQL, fREBEHNITHEMLSKHIREA N KINFMHFEE WAL HiE0 K.
ElasticSearch - 3fF ElasticSearch, REREF 5 7 H#HHIHRE.

REFH - ITHEFE, ARZEHEMAEEMREPITCRHEE K E K.

M FREREERMNEHEHENZR, BARNEREAXHRESIRERBIEFN NFS RFsH.

SRUPOREZ B

Threat Grid X & EHN&EREEESEUTEE.
B 1 RI\LX “NFS EX” CIEEHEHREF.

HB 2 4 (Threat Grid RFZEME BIEE) FAA, & OpAdmin HERELERSH “NFS BE" W
® (EE >NFS) .

$E 3 THZTM NFS BERERMMNEEZSR.
BERE: ERAREHHNREERNEES !
Threat Grid A&RBEI&.
BREZEY, RLERTER !
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i)

TR’ 4 EEEMREBRR. (AXIRH, BSR K Threat Grid R EENEHE - )
SR 5 REEHEE. (GCFEECERLR 3 PHMEEH. EXRR, BERAAESHAZ. )
BXREFEWEREA, BESRUTERT.

B ERR
HNFHBEHORAR . THIRE, WERELER. B0, FLPTERUBRMER 24 NEABEROAE.

xF PostgreSQL #i#EkE, & 24 NHEEE—MEMEN, KE—ERSANEIEENNTZAE 16MB BEE,
HADTFE 5 FHEIE—R, REFHRIEEANT.

XfF ElasticSearch #3EE, RAEM 5 S5 EBRRSIEMEFHEET.
FWMMEIEMUIEH S A HARBRXLEZTEMITEEERR. WELERBIMITIUERETSE, BT EENE
ABEHITIAE.
¥ Threat Grid & EE AEZME BFr
HE FALEESHETREFAENEE | T, BESy/INMEE | ZERITEMES 281, iEBIEME .

HERIAEIR & RIERE BAr 28T, RELALTHERERS. REMXFREH . A2, ERETHEEREH
HnEMRERSTEEXERRE. (AXFMAEE, BESWF Threat Grid REEEG&EHHE R )

AR EESMERATARANREERAR; EFITENIES DLP EFM&EH LR, REREEATHRE
ERTTMUMITEN P EEMBEAAENHEE. 7Y, HEEX THRSERTEERLEELE: REERSE
FMBIEELEERANET, MEERILESESTFRESH
MEARRE B EFHNRENHERS:
WRIBITERRZHEEHEIE NFS HXEE, FREBREEREINTEERS:

a) BITE&M TTY @it SSH 46 tgsh-dialog BERE.

b) £ CONSOLE ‘LU tgsh. (IFiFE, XMEBEAAFESEITMEERX AN tgsh. )

c) £ tgsh BRHE, WA®E destroy-data. INEFTIEREHREAR B ERIZE.

ERLL A S AR A

21 - destroy-data REALLY_DESTROY_MY_DATA #4& &%

elcome to the ThreatGrid 3hell.
For help, type "help" then enter.
»» destroy-data
To =really= run this command, pass the following string as an argqument:
REALLY_DESTROY_MY_DaATnA

Mote that this is not intended as a security measure: use the recovery-
mode wipe process instead if thorough data destruction is required (and
jthe appliance will not be retained or used to load a backup).

D0 HOT DO THIS WITHOUT DOWNLOADING YOUR BACKUP ENCRYPTION KEY FIRST!
>» destroy-data REALLY_DESTROY_MY_DATh
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i)

AT ER G HEER :

e IR

o HIER. ITH. Fxid

o AR (3F OpAdmin) ZHERFNFAF I F 1R,
o HiRE (BREAPMAR)

e 7 Face T Mask {17 Ul FEMHIEE

e NFS FREFEIE.

o FTF NFS pyAinZ=REIAK.

MRFZ—REEEENSEANEREHNZH:

(Blgn, MRRULREEFPENERPE-ANETRESANHE. )

ER—N BRI S ANMEFEE A, FERITUKREIRFEEL A SENBA, MAREAELS NHFHE.
—BiR&RATHREERS, EHREASNEREIMBRET, WT—8mL.

1

"2 /AR

EERE: EREIETR, RETATARRIER.
ZK: mEEH.

LEEHMEESA:
7 OpAdmin 1, EZREESFH “NFS BRE™ WHE (BE >NFS) Faif b, RERMAIERERT IR
B35 R B A AR # B2 R

MRZFAS AT EIREMNOEAEBLE, N EEE OpAdmin HERNES ID HE5CREREHPH
B BLE.

ZEREOSERESHENTALKNE R, WRKE, NeFEHHRRESIZVE.

FFERE: WEEIRMENREEBRTEHXNEREMEE. £0KF, 1.2GB HRER S 27 5
M, ™ 1.2TB HRENEE 16 MM L,

IR MEEERAETHER, IUENEKNREEERGRRECER; FTH0%FF. OpAdmin &
RERERT, MZEHSE.

WEHHIREER S RaHIEZELL.

I IRE T
ERE IR, #ARZ A A
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i)
HEENRERESTREZH
BY5RIEERNEERESUAMAERN NFS EFfmz=a.
Big&IRBEAERL NFS EHMMBERIITASHMERE
EEHR: —ARREHE - MERSE &N FHEEIREITHRS S !

EZEAREM Threat Grid R& LMK METIE, FAMNELZRENRFIET, BRE—M—BNENEHEREBRIX,
FEFieE (B LEMEES) BEZaIHR.

F IR AR S E A
REEPGEEHE. RERERBOREERERTRETR, FSLET OpAdmin B AR ELEFAHEE.

MEEFREATE. RERERRPIMEXHREEETEAA; WRARKEME NFS RSF[HMEMIRAS 15 &
HHNAMEER, FEAEREILEF.

EMXHRET LY. BFHRAZFPIFLE.

H A2 PostgreSQL & - EEREZMNEFRZMNERITEREM &N (B 24 IREHIT) HiE, XB
FEREBR. I8, EEALEDRZE, FRETATERS, TERE. ZARALESHER BT 48 /)
FEBERAT, FHRRAEAIHERAR.

=# PostgreSQL ER&HERAX - XRMARLEARMINMA PostgreSQL ERFHIEM &0 WRAMAD
H, TS SRENEHEREAZES (BTFRENEKEREN&HREREITREMENTERIEANT),
FEHTREMFHLENBE2IFERK. BRAFTPZHAE.

FHEIRAER: - SLEHEERRENFMESDRENBIAIHR.

ES &4 (fI&E) NiEzh - £ ~/B31 ElasticSearch A, FMEEAR A, BEEFHEHEEH (IF NFS Fa0
ZREUWAEEERIEIT) BF tgsh FiE{TAEL service restart elasticsearch.service AJZYIEIk (A&,

SHEFER: - LIRS RBEE A2 & KSR B 9 $5IR .

ES &4 (430) R (..) KE “KW” - XRFRIA—XZXEF ElasticSearch HIREHNEME, TiEMRIN
ENEAZES|. & NFS REBEFEETEFAMATE; MELEREOFNEREBZORNAEE, 58
REFTERE

ES &% (E3) BRE (..) RE “TkE" - ANEEREHRRIEHFIR ElasticSearch FHI; EEMEEFHEK
B SLFHRARENRAZIE—EETR. ALRENENHREFTRHREEZARSHE, FUNEXHRETES
EEMIE,

ES &% (£30) B (..) RS “B9" - EXTFEESHEHEEZ—: No prior successful backups seen, so
retaining. (MBHRNEBREIDDEH, RILERBW) ; 3 Prior successful backups exist, so removing. (#18
BNEEZFZBHIEMIITEARER) -

ES &# (&) - EREE () ms - MRENAENEBT 60 #, RELLETEER . IFA—ERHEIR:
ElasticSearch SHITEH%IR, HILATESHAEBEANGT (AEREZRARSEL) « B2, WRERGZHIE
TMHEETZER, BREEHERIERTFRSARI KT,

ES & (#3p) - THEEF ElasticSearch HRIBRA - kL5 ElasticSearch #15; WHEEXEERINEEE

helZzig. B%, KBRS SEMREWE—EHI, MAMEMETIERH. WRERETEETETHRE
BULEiR, FERBRTBITHESR, BRAFFIHAR.
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3

L3t
AFBRRPNIUALA, & v2.4.0 JEAFHE5IN Threat Grid Z&ER#INAE; ME v2.4.2 lRAH, ZI8EE
BAEMINEE.
SHTNEEREFEXENXHREPRENE, FELABSEHTHEMT REROHE.

B xR
SHNTZENE, BRI RGERY—BAR—1 6 2 3 7 M TRNEE, BRARITRENTE.
AP BERRIFERTH—IHEZMTEN (AEBUR TEHNE) NsfEhiRkE.

AOENE? BRAEFIFAR: NREEEEERD, BRATAIFAR, ME
HRRS5EHNZEARNETRELE, Nk XLEHZHELEIR

sk
o  HEHIR: EHTHNESREHAINEMIZE—HER; S8R&FIHRFRAERMEIE.
o HBARTZAE: BXHHAEE—EHARLLAE, FEEMKLAMEEEINER.
o EEEMRG: B M RAIIRITHEZR R FIE MR AERFHIRH

o EHHME: HESHNEA 3 A5 A 7 ARRA; XHF 2 TR 4 TR 6 TR, EHAR
MERHES MER—ROEFHOERER (B, EHPH— IS T ARERETE) Ll

o fhE: HEMWEENBGHHREABHEN, BHESAMEABHT SEREWANTH A EHEEN
EERART “E2R" .

SHTNEI T RBES - HEE, BXRERNABEENT S LHMEE: Bt TR AERBEET R

REWEHEENR . WBEMBT SATUIESEHERTFFEN AR ESERER, SR, MET SR EE
FEMFET =

AHERASHURETLF. EFHERT, REHEIMTR GHEhET R) WERPRREEERT
RABHE, A 2FEMBAE.

EE RIMAM 2 HRERRITELIRER TS Wi

BR 7

o MERAEMIIRESAMMENN, XF 1 MR (WHETHR) ATURE R CHHE. BTy MF
HEE, AARATRIEREFNER P BEANXNEBRN destroy-data MBI ELHIE.
(BOER "BRiIRE"™ , BURSBREARDE ERAITEFRGZATLEET. )

o NIRRT ARTRESBIEE WS R, EABRTEMMBEIMKERT SNAE.
o M3 REHB|BLATFHER. MBMEMERD, BBKFR support@threatgrid.coms
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3

2K

WA ZUXFNEERESH, IERFUNSITHERNRE, BIZRARENZERTAARE.

CLUST #M: ©& Threat Grid REFEBEITEFHIRHE CLUST HOMBHRIRMN SFP+ #HR (K
MR ERM) SZERTHEMREEREE. AEH "B RTMAREBLACTER—1F 2
EWE, THEHBEAIGEEMT R, FEAFAEFERNEESH . AHFHRARE— M IEME
(L S72E

SKEABBAEMER: ATHKNERMEEN, ESBEABEAEZTFATEIFAEREE 3 BEKX
RN EMZS, BARNAEXNREFHITER.

HiE: RERAEREEMEIER A REMAER. (VBT RATUESHIE. ) BRERETATH
EREBEMEAIZEHA 2.2.4 FEMNHEEEESTE.

BOERRA 1.4.3 PIEBMAEIEG "BRigg" Ti2. ( "BRikE" TXSHREAEHE, SR
R EHER M E BRI TERRGE Z B L XIETT. )

SSL iEH: MREFREN SSL IEBRA—NEHRRALHNBEEX CA %, NAHHEMT SAEH
tIZEHRE—1 CA EHo.

W L&FD NFS 770

Threat Grid RBEHFTEFHAHFEE— NFS 7=ZiE: BE/MATET Admin FREMER, FREKRAETN
BB &8 S TimE.

BAMEMLAE— NFS GHEFHERA—IEH. BARIZ NFS FHAILUERRFRENETERITY
wit, ERESRFEETR, HEEEKRNEMREHAEIHZEFEEITIHE.

NFS FiETREAME, BEXNFLENZABERASEZENTRIEE.
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22 - EHMEKE

NFS

IP6 autoconfig

R EERFIIA

MERFNARMEERTEME N R AR —RA, BIZMARE N AR ARAE. XA EERE AN REY
MEMIMEUBERITEER. MRREELZAICAERIRZE, REE - HRANEIEAIMNRE. EthikE
NFEEAMETRERHITEE.

ERMET REEEER, ARREMAEMIRE.
BREEET UK AR RESRE:

o  FIRMMAMIIRERINIER

o TR EEINEER
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CLUST #=MixE
PE: EHPNELREBERM SFP+ HRATF CLUST #O.

FELWEAREARENE 4 4 (3E Admin) SFP O &3 SFP+ #th; EWAEAT CLUST O, METRM
K ERETR:

23 - ARl UCS M4 C220 K CLUST #MiEE

— —— o

CS
SRE OpAdmin ZHRERE (RE > %8) FREMER. TAFRRA—MEMRIERY 3 HAEH
2.
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24 - EEEHNEMTH

B Support T Help

s
1 Thireat LRI 0 sssiance sdmisstrstion Postsl " Lagoul
[ srifiguration = Darationg = Status = Buppon = -
Comtigune your Threat Gnd Appliance to use (lustering.

Clusierning Prerequisibes Status

Installaticn Status § Compiste

interface Status »  Fuaiabie

HFS Status o Actie

Chastenng S1a%us B Clustend

Clustering Components Status

ES #® mplicated PG @ roplcated

Cluster Nodes Status

Agpliance 1D Pulse Ping Consul  Tiebreaker PG Master Acticn
& FCHIB3I1WOF2 o o o o o ¥
& FoHIBIZVIE o - o - ™ =
& FCHIEINAUO L L L L] L ] H

SRV EFHRS
RERT RENRBRS: BAATR. BELACEHRENRE.
BORS - ERMEEOORS, “CLUST .
NFS K7 - NFS %A F.
EBRE - RTRERERTATRMTRE

o WY GRRTF) - REMKEEASHNPBARBMIIZE. WRENRRERSHEBEEHNLE
¢, ATLEFRETHLEREMANER.

o MW - BEAMITR. AEENTEREAEHPM R
o E&#H - RECE5E IS HMIRFANER.
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=i
B PHIRES
ES - ElasticSearch, EZ#RIIBEMNEBATERRIRS .
PG - PostgreSQL, FEEZSHMVMWEMLIRENES (FIMKAER) FHERRERS.
XEFBRSE AU T —MRSERITIR
o EEH#l - —YIER. Wi, RENENEEREN—THLER. REEEIEZREFRETE. &F
‘BEHT REHFFERELZENERNEINE AT HIME, WEFTENNZETHEERNZE
BHEIMETRE (EERATAEE—98, RESERNREAERT S LEEEMEINDTHERBRI) o
BEXT SEPRIER N EERHLTE SRS T,
NTEZREEFNER MERENA T, HEEEMER =T RAEFEEARE— MBI B BIAT MK
o WH - —{IEE, B3|BHRESTHER (B, /A APl FIAFIEKRREHERS) , EXEH.
o AHHA - BAZBRELELE.

(BXFRIER, §S W Threat Grid 1281 X T L K0 75 L 1 EREE )

REH|E:
o & - BEH
- HEf - H
o 48 - ~FH
o IRfL - XA
SR ST

Pulse - RTZVREEENEZEFER NFS FiE (FFEMBIRELES, MBEZEITREH) -
Ping - REARERINE “CLUST” #OLHFRIZEHT S

Consul - RTZVREBMAT —BFMH. XFEEET "CLUST KIHIMMEERMFRHMEZH.
BBEERFIERREAETERRER.

a4 X" BERTEHAERETHRIEITRARER.

g - FEZTRA HE TR, XFEEREEHEN SHERERRHRERN—F.

REMIL - REFNZIREHEAEH P R EFHET, BPATUNIEERHRZTH OpAdmin FLE[H)
SHEEMNERBD.
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A B MR E SR

BELGERNER, TURE— T BN LR B HIE, A ERZt BV e ait. XFZNPENERE NFS
LEEIAFED.

AR EMASRHHNARMMT SFZAEMARMRESE, B, TREEMt® RpBEFAERS.
AR ART v2.4.3.3 BRAR, BIEEME NFS MMIREATEBHITHIREZEMM N RERIAT K

AFEHNNET 2 RNBWUEFRARE v2.4.3.3 HESHEA, RERTEEREEBVRUTER (11K
B pI & PR MR A RIZ R AR) -

B 1 M VREFALRUT:
1. BixBETEEHIEFRE. REITECSTHRE, ZAEFTEET SN EHAYAELE KIS
2. MREARTHULEH, FRUESRPAAHITIZE, HITENEHE NFS.

AR EB N BHIR BN Linux NFS fRS5=550HE, BRTRERERBLEE CHRS[RERTHENOEE.

£ OpAdmin HEMREEFH NFS BEETHE (EBE > NFS) :

25-NFS BERHE

&3 Support  ? Help

<4 .
1 ThreatGRID appiance Administration Portal @ Logout
L Configuration ~ Operations ~ Status ~ Support ~ ~
Configuration
7 Network v N Fs
> License v
> NFS
> Clustering v
> Email NFS Configuration
2 Notifications
2 Date and Time Host Q
> Sysiog v
Other Path L]
> Review and Install
Opts B
Status ¢ Disabled .

2.1 BB NFS EHMEE, N\ “RE" TRINERPEZER (BPHFHE)
FEHL - NFSv4 MRS, HATEBER 1P ik,
BE - NFS ENMREH| EXHFHABENAEIER. XAEEZS D BR, zEEHEEHFM.
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B - BRSFFEAFRTAE Linux BOARER NFSv4 iRE, WAESZREZERN NFS =3

priA i

K& - NTHIIRPERBR (BHAFE) -

26 -NFS BE - B (ZHAFE)

-:il--n'lf EATLIRIDY appsance ssminisiration Ponsi

#  Conlguntion = Ot -
Configuration
. NFS
* L. w
-
* Cumbwring W
—_ NFS Confagunatoen
-
e ot @ 100FRE
* Symiog o
(=1 4 Path B dataaceupdcheiend
¥ Furvas W] rannl
Opta i
Status & Erabled [Pending Key)

2.2 mET—%. NEERH. ERZAZTARA:

ESuppxt THeip
B Logout

FREEWLTEN, FTEZIMERSTRMZEZARED. MRECEM NFS, EBERe/EZEHA, A

F3| EEET.

tIBEHE, EERECATHRIRE. (NMEMBREH, THRAEE—RZHEE. )

AR MRZEASATREMNEAEBRDLE, N EEE OpAdmin FERE "% ID” H5ER
ERETHERERLE. MRXAEMEEA, RLERESEN. RETREEERE NFS . R3m
BHIEU R NFS FHHIM B EIR & A HIREFHEOTEE.
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27 - £ NFS MEHRA

< ESuwppon  ?THed
T At GRID spssance Aaminsstration Posat  Logout

L Configuration « Operstons « Status ~ Support « -~ .

s NFS

? Loenm

e

D Erras NFS Configuration

Q 1woran

B /data/backup/clustend

2.3 mHEBMNEREFN NFS MBEZP. aFT—FH. TEERFH. LREETR "2 ID” , BEATHET
AR
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28 - HiE NFS B E

3 BSppont  ?Hep
TS AT URID Apstunce Asminiatration Porta @ Logout

- Configuration « Opecations + Status ~ Support ~

© Succastully generated the

NFS

<<

¥ Dute et Tire Host Q 10073222

{
:

B /cataDackup/chustens
Opts =

©  Eradied [Panding Activationy ¢
Status
CUvale

FS Encryption Password File

% fomovs  Owr  Kay ID: 0STaBAPAX-NCSQLOKPH 0D TNCTIMRETICOCPIZ.

& Downicag O

24 mEHE. SFELHH KEETHRULTETH)  KEZAES:
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S
B 29 - NFS &3}

= . = Support T Mg
B0 I Ty =T 1 ] | O p———— B Logout

#  Conligurtion =  Opestions =  Siha = Suppon - - -

S Activated WFS

Configuration
¥ Licurees &
» NPS o
# R
* Erma WS Configuraticn
+ Mot foaorn
* e e Tma Host @ 100TIZE
Sy w
Ot Pate B et Sackupciumied
* Prdow o irmial

Dipts

[ T
- =

FS Ererystion Paisweed File

empr Koy B0 oSMald pill-HNCSqL BP0 THC T el RETapdC BP0

2.5 mETEUTHZEDNEZH. BERPNHREERENUCE. BFEEPRAEFEAMT SMA
3N

EERR: * NRRELPR, MARESEERESRIER. **

3. REFETHERE, ATEHEMIFUNA NFS &#HEE.

4. &
MBERBEMIRAED 48 NERITEN, HFERZERSBEMFBEESHELEDE, NEELERNITUTFE
H&.

# Threat Grid 17 Ul #, H EAMERRATR S HAEAMIRSEM. WRER “HEEM PostgreSQL &
" BIBRSEH, W AEHERERE,

MREEFEHNRINPITEN, WEEZFHLEKEHIEZMNE NFS BHRIE, DBRETHR. AEHE
EETERESMEIAEARIRSERERNBERT, AHELENTFHERSS.

ZRMILERIE, FEE tgsh FRALUTEHS:

service start tg-database-backup.service
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service start freezer-backup-bulk.service

service start elasticsearch-backup.service

30 - ZBFMEHEEME NFS AURIE

[1[)string{[1string{"CONSOLE"}}
Welcome to the ThreatGrid Shell.
For help, type "help"” then enter.

>> help

COMMANDS :
configure
conns
destroy-data
exit
halt
help
netctl
netinfo
opadmin
passud

ping -

poweroff
queues
reboot

service -

support-mode
traceroute

U sion

>> service start
service start

>>
>
>

A c

HEEs IR

shouwlset: View or modify configuration variables
listeninglopenlall: Show open connections

R t appliance to be a target for the restore process

Exit tgsh.

Halt appliance

List available commands, or "help COMMAND’ for details.

Configure the network

routes|firewall laddrsistats: Show network configuration and status
importick Sync from, or validate, new configuration format
Change password for this account

ping [-c count] [-I interfacel host: ping a remote host

Power off appliance

Show status of various application queues

Reboot appliance

{statusistartistoplrestart} [suc-namel: Toggle ThreatGRID services
statusistartistoplenableldisable: Toggle support mode

Determine the path used to a network location

Shous appliance version

tg-database-backup.service
freezer-backup-bulk.service
service start elasticsearch-backup.service

* RIEXEIROHIIER, FUERERERE.

6. EMELHTE (BRE > &£§) :

AXFBERNBMETE ©2015-2018 BRATF/HEMBELAT . BIFTE.

| FICEBRLRSEI. WHEMBHEHFHEIRRY, HINRTETEM PostgreSQL &
ERTIRE.
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31 - REh&ER

7.

AITHE ST IRIY apsassce ssmssiration Fois

" Cordguration =

Oiperstiona - Statua - Buppon =

i

Clustering

B

Chmter Modes Seatus
Applisrse 1D Pulss
& ooy ]

ESupport T Heip
i Logout

REEHMEE, ARERMINEHEOMRE "HE" . SERSHESAERE.

BERETHE, BOE £HEE RO EREHNETIRL:
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32 - EBRT: CEH

ﬁhﬂhrFGrDE|ﬂ'mmm o Legoan

A Corfiguration = Dparationg = Status = Suppat = -

Configure your Threat Giid Appliance to use Clustering

Clslaring Praqequisies Status
Inataliation Status @ Compiete
Interface Status o Avalabis
WS Status o Active
Clestering Status @ Chstersd Siar Clustes Join Cluster RAaks Tiebrpaker
Clustering Components Status
ES ® avmilabin PG & avaiable
Cluster Nodes Status
Appkance 10 Puisa Ping Congul  Tiebrsaker PG Master Artion
& FCHIEITWOFZ L -vl' L ' ' o

=3

8. FEMZK. WREGEEHEATRZBEERE.

&, BAILURRE 75 WK “MHIREMAER" BOE, FEBEMREMASIIEE.
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K A% & B &R
Bl & ISR R R R AN S EESIRNMN A& LUE At X B ER.
EERE: BRMNENLFROERERN, AR THIEECZEARN—ME#. ATRERDZ LRI E
PHE, RNEBEER E—SBOMASIEMIGEHBEY RAERH, MAZRBTEMNREFIRE. WHEEMEE
g, $EEX% support@threatgrid.com
-- Threat Grid Z&HF\, 2018 £ 5 A 29 H

R B ERIIXXN AN destroy-data MR EEE. (BAER “BREE" - )

1.

2,

MEREHFAH OpAdmin BE.

AY5E| OpAdmin BEMSZH NFS TE (BE > NFS) .

ER: BERLX “FIRAAMINEEEMER" BATHHE.

Bt & 45 R ATIE

£ NFS TET, BE NFS EHMEE, HRERES "BR” .

FEH - NFSv4 EHRS R RMNBWER IP it

HE - NFS FHRSH EXHEFHUENENEEZ. XIFAEREEP ID BR, ZEZEEIRM.
EW - BRRE[RFEZARRTIRE Linux BINZER NFSv4 28, NFEAAREZERE AR NFS RIEIET.
RE - NTHRIIRTEERAE (BHFE) -

BET—%. TEHRF . ERFHMEREZ AR A,

REERIERFTE NFS MEZH.

RERE. KSKECAES.

AETHEUTEMZZHRENR RS, GEETPAEEEMBT SMANEE.
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33- EHMETH

Ed Suppoet T Heip

- )
-1 -TI'II‘E'dTDE‘ID A Mrrirdsiratayn Poelsd B Logout
# Conlgumtion -  Opestons = Stahs - Suppa - - -
Canfiguration -
2 Mo » Clustering
¥ Leres w
» NFS o
¥ Clmtering
> Errad Clustering Preneguisites Status
I MR
¥ Db T Irntslation g Pendrg
¥ Sywiog o Status
=] Irieriace w  Avalable
¥ Furvee wg rasat Status
HFS v Actve
] >
Cluatering B Stancakons (Lnseol Clusier Lake TP EaRET
Statun
Clystering Components Status
EE @ unkrewn PO unknown
Chiter Noges S2atus
Appliance I e Ping Consd  Tebmaisr PG Master Action
B FCHIDSNGND o o o L ] L ] ]

9. MEHLHETNH (RE > &%) -

10. REEHEH, RAEEWABHAOT ERE. SFRASHERACKHE.
M. THESHERBS, RESETRIRE. LBEFEEREXTRREEERE .
12. fTHEHRENE, REFEFNSITRR:
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34 - £BRT: CEH

\ ESupport 7 Melp
T THre atURID aostasce Admisistration portal & Logout

~ Configuration * Cperations ~ Stanm * Support

Configure your Threat Grid Appliance to use Clustenng

Clustenng Precequisites Status
Installation Status @ Compieta
Interface Status v Avalabtie
NFS Satus v  Active
Clustering Status @ Custered St Cluster  Join Cusster Muko Tistroakar
Clustering Components Status
Es 2 avaiatie PG ® avaiable
Cluster Nodes Status
Applance 1D Puse Ping Consul  Tiebroaker PG Master Action
& FONVvaQ v v v v v x

RE, GALRBT -8R, BHRNIAEMRETIMAER. “HRRKRIGIRE.
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R & ISR

X

AN BIMEEIRF I B IR EFMNER.
AR RERELESESEMMFEHFTREMAREER. (RYVHNE 1 GIREAFE, EAUEIHE. )

EE—StRHEEE: RARASFRANTENAEZSHMN. EEPNMERELMSITHRRAE. XATEEH
ERRERE, AENERITERAZENRE, BRHEMAER.

—RAM—AT =, %45 ElasticSearch (##% “ES” ) #1 PostGres (## “PG" ) i "BEH" KEEHH
GRMT—I TR £A 2 MHEMDARERNERT, MZEFREEA "CEH . ZRETRBAT, 1F
E%fF ES M PG BOREER "BEH” o (FEEML, BURENENRELET &8, WNEFRE TH
BNAESETHE/AE Ul halll, REBS®EE—1 7 Sp#E. )

HRABREMNER:
BRBREFMANERR, BREREFNERPZBTHBREBTE LR,

o HRFEMIEFMAE. R\IVEEBTHRA, LAEFTEEISIEFAY. EHTHAET AL
R A RIHI AR AR o

e f£ tgsh HIB1T destroy-data < HIBREIEHIE.

EIBRELIEIT destroy-data Ja, WREEFLRER T —IMHT A, BFRBEMAFIREEROSR (W
T—H#BETiA) HEMNER:

HWER AR
1. MEREHFFH OpAdmin BE.

2. F5E OpAdmin @5k NFS BERNE (BRE >NFS) , FERSEHTE 1 4 (¥15k) TAERMNEN
FIRBIZE NFS. EEEA (BHFE) KES:
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35 - MA&E#K NFS BE

" . B Support T Help
‘1 -'I'I'll‘E'dTDE"ID A Aepera s slratess Poeal o Lot
# Conlgumation =  Opestons = Statis - St - - .
Canfiguration
I Mt b NFS
¥ e o
> MFS
¥ Chmbering L
> Erva NIFS Confaganateen
Mot
¥ Dl anc Tima Hand @ 002
» Sywiog L
OHfwer Path B datatacipschustend
¥ P wed ireta
Dpta at
Status @ Erablsd [Panding Key)

3. RET—%. WEHRE, EEEATA:
EE: MRZEASATREMNEAEBRLE, N EEE OpAdmin FERE "% ID” HEERER

RAMERERLE. MRXAMNEZA, ALTEREEN. KETRESHERRK NFS F. RMELEL
K NFS EREMAENEHIRE R BEREFHITRE.

36 - 45 NFS =248

- BSuwpon  THed
T TR AT URIDY Asstance Administration Portl & Logout
" Corfiguration « Operstions = Status ~ Support = - .
Configuration
> Network v N Fs
> Lcene v

2 Cunterryg

> Ervas NFS Configuration

7 Notecanore

> Date and Teme ot Q 10r2Rn

> Syniog v

Other Path B /vata’backup/ciustend

7 Roview and ratah
Opts K3
Stas O  [nsdied Peraing Key) : o Ganerate o upioad a ey
FS Encryption Password File
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4. Rk, FERGERIFEERMNNE-ITATHN NFS MEEH.
5. R F—%. WEKRH. LEKET "898 D" , BMEZEANA:

37 - HiEMAZER NFS MEZEH

BSwpot  ?Help

TS AT GRID Apsunce Asministration Porta @ Logout
- Configuration « Operations + Status Support ~ -~
© Succesiully gererated the
passwoed

> o NFS

v
<<

? Emes NFS Configuraton

> Oute and Tirw Host Q@ 0073222

B /cetaDackup/chustend

i
:

Opts =
©  Erabied [Panding Activation) ¢
Status
ML vale
FS Encryption Password File
2 Homave oy Koy ID: oSTaS4pAX-NCSQLEKP 1 0p TNCTAMRETIpICHYXZ O

& Downicad oy

6. mEMiE. IFE/LHH KTEFHRATETH) - KELAEFH.
7. RET—%, #ETHESHRERENE:
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38 - A&

RN 1 {71 1 ot = PR——

. Comfigurmon ~ X arore * Stata v Sppon ~
Configuraton -
> M » Clustering
s Uoeee
» NS v
- Chmssmrg
(e Camtenng Preveguanes Stata
CNTA e
Dere o2 Tree atataton @ iy
Byvag v Stat
Other artace v Anbatie
Fwowa va ree et

b v Ntve

Cusienng @  grancuions fnsaved
Statue

Canter NoOes Statun

Appiance 1D Puse o
& rooxxvan - L
& FouoRvor v v

B%o00n  hep
* Logow

Conmas Tetveuter PG Vaster Acbon
x c ° .
v v v x

8. REMAEH, AREMAEHEOTSERE. SERSHENHERE.

9. FEMRK. WREGEEHEATRZBEERE.

HEMAEHNENTAEE LT R,
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B 39 - BITRRIERH 3 HREMNEH

o B Support T Help
1 THre T UL spssancs somissiation Pt = Lageul

A figur n * s < H-Eh n = _J =
Configure vour Threat Gnd Appliance to use Clustering

Clusiering Prerequisies Status

Installation Status ® Compiete
Interface Status ¥ Ayaiabie
HFS Saatus W ALt

Clustering Sisius B Clumtensd

Clustaving Componants Status

ES # roplicated PG §  replcated

Cluster Nodes Status

Agplance 1D Puise Ping Consul  Tiebreaker PG Master Action
@ FCHIEIWIFZ L o L L - o
B FCHEZIVIG ' w - L] L] H
& FCHIE3INDIG ' w L L] L] L

HEEMAET R
ML E O AT R BN, BRI MH AR AERERAT AR EREE R TRE
“gTE

SHTNESI T RHBE S HEE, EXREANRAEETR ENHEE: EtHRREEBET T ARENE
RHEREER . ABEMAT AU IESHERTFFET AR ESERER, SR, MET S FEERED RH.

HMNEWER 3 TR 5 TR 7 TRERH. RMN—EBNTEBIRIREIBE 2 TREFRNNATEET
BEa)RE, fRAHPESFFERX T EM—THERE.

HEMTERTERBA D AAFEMET AN, “"HThE" #ALTHERS. & "#ThE 2588y
RIRRSSHET, RSN RERATRFHABENT R, B—M NN UXAMASS RERFTE. WRMEK
T REERAME, TERAENIEE, FEEFENTRANENHRE, HEHKFR support@threatgrid.com F
KEE.

EREHEE MR, FESBRENE L, STEITHE.
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B EEAE TS =
ENERHPHRIEES R, B REMNEE T E LN ARRA.

MR SRR R AN B EMARHN S, MERALRXANTR. ERESLEERMGERRR; BRES
REEHRTARBEHN, ENSEYRECEERTEEFMAERNER. HRRENREORERTENTE
EFAMENT R, RBURBHHFEFAMTIZT R, WRTZHREESE.

YHig&AKE (EEEHEAN NFS) 7 Consul RAFEIRS (—BEREN—FS) B, FEMR&EIFIEA
B MERF KA MR

ERBEENET, SEHER.

FHRMAFENT R (EDREDT 7 MHEHD) - BMFT S, SEEHTARE, REMRIBT SEEB
P, ERlRRARERFEERRE.

ERET AR, SRREAEAER. &F HR B REBREHISE (HAEREREME, SHE
RRLBERMMEMBRET ) .

I B R ANAR

5 AMBR R A MR B P MRRT R RS, SESAENE, XS ME SRR DINELR. WRERA
BB ETPRNSESZH (MT—Mo RS ERBHERPIIEN) B, RS ElasticSearch EiHf
Bah, HMSBEERS .

BIsSMESR: ERBERABERT EAEFHBHBBE IGRHIER PostgreSQL ERGEIMIFRS. MAFER THIH
BiiizRE, AUENERZT ANERRSE LEEEITHANBIRERSN. WRRMEAEEF—BoRIRER
ER Gk, SHEHNEEDR, UBEITHEEHEDR, WESHNERBO ENLERSHIEZ R I

EEEETE|

EREHEHIBERT, BREET REMBTHEMINI, ERHRELSIREMYE, FHERE (FET—5 %)
HIRSS TR B A EF R S 5t E RS-

REBHOEHEARE — SR EARE, RERIAH S8 NFRENT R85 HEE; B0, SIESER AT =Hi
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2 M REEHEHBERLT, ZEHEBLTEAATERERTENR EHHLIEIT.

FEEEOAMER: £ 5 VA6 BAN 7 BALRD, FEOREH 1 FRTNREEEOTAAHLE
B, BT AN FIEREEORY, FX—ARREE. (MREEERIHA, FESIHAS 10 F2%4
— RS, BAGHTULEOBEEEEEHE 5 £—1K. )

HE RS
REHWEAEIIRE . MBRERHIEML, MNEBEEBEZR Threat Grid 1% (support@threatgrid.ccom) KM
FHHhREHE. EXEMELE, BESH “"REFNHHIET" .

API/{E FR4F4E
RRAEHPIEET SHNERANRAEAMNERPEMEMT S3TER; TEREHTRIERNERT S,
RXEH— AT aNERNERSBEHPHEET S LA, EENE P inEHRITREHE.

AR/ EIRAFAE
2 HREHT, Eh—TaA WET TR, BEHER. BR, AP RAINEETMBRTmASIER
AR (BRETEE B RBSEESN) « 3 2 TREHETRAEE (AT RYAZEERET) i, B
PRIMERPEIEE, FoUEAN B —MFE R AT =o

AR EGEE, REAIESEMNPE,; SERAEEAEDETHOEARSBHNERET.

AAERREHMINE "B , XREEMHE, MARER. 3 TAEHNBENRAS—QREHEENREX
EiEgA. Eik, 3 AEFRFIH 5000 MERRIZEHTHEHBMNER (RERREHAEX 15,000 MMER) FHh
EERE, RER/IME 33% /MNF Threat Grid HBIEREHE (5EMIEEE—EATF cisco.com ) H
EHEMERX 10,000 MEANHERE.
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ATREST M EMFER . MEHOREEMS LS VPN 201, AIEEAS T ERERNEMHIENEE X
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BN AT EES N HER G T ER Threat Grid REFAFRMET “tg-tunnel” BRFR. ERA 2.4.3
F, tg-tunnel EHMEHOEMINGERRL. HIgEHER, RATZER TN EREHNFXTURENRET
R/ RE D

REXHEHN R, AEABFEIHARFIRITRRIEN.

FE: ZEA tg-tunnel IEFPERE 2.4.3 AZE, EELFKIEET 4.14.36.142:21413 0
63.97.201.68:21413 BIHILRE. Bk, BERPNEEEEALEHOZBIAFZRE.

RRZEEFHA. 285 tg-tunnel HE, RAETHRA—NEFEGBFXTUAR B ST E TH /2K
MFZBIFEHREK tg-tunnel MEMEZFAME, WFXEAITH, DEBEEABERNAR MR EMTEXK.

fxiEE OpAdmin> BE > MEHO. REGHTH "MEHAORE" TH:

41 - MEHORSE

E4 Support  ? Help
alaln .
cisco Threat G”d Appliance Administration Portal = Logout

# Configuration = Operations « Status ~ Support ~ | . 4

Network Exit Configuration

Network Exit Mode @HELP

HAMERFHREMETHRERFE Ul RRZEARPTABNMSEH OEMER. MRIREANAMTERE,
T 3% Rz PR AN 18 P PR 4R A464E RZIE T
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{ Submit Sample

Submission Type ‘ [ Upload file | S Submit URL

File Browse...

Options

Tags Zeus, spy-eye, efc...

Access @ Vark private

Notification @ Email me when analysis is complete

Virtual Machine Windows 7 64-bit

@ Installed Software Packages (40)
Playbook Mone

oL Description

Network Exit =m LO - Local - Dirty Network Interface
Localization @

= LO - Local - Dirty Network Interface

Callback URL
@& BMT - Unspecified - Remote
Runtime T TGS
© Help

Cancel
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M5 - OPADMIN 3z
RIBRHEU T RESERPAE OpAdmin HHITZMTESHA] AR Z KBTI :

FLE X P

43 - OpAdmin ELEH®

asco Threat Grid Appliance Administration Portal

& Configuration = Operations ~ Status ~ Support -

Appliance Summary

Hor Storage
MNetwork
Your’ Notifications configured.
Statis | jcense ~service memory usage, CPU usage, and /O load.
Forai Email e configuration or operating the portal, refer to the resources below.

Change Password
SSL
SSH & Documentation

CA Certificates

Syslog & Support
Date and Time

LDAP

Integrations

NFS

Clustering

Network Exit

AR MRERRFEMERN OpAdmin BERERTEN, WHHM "BRE™ FBTEXLRE NN RE

W
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© OO " mhreatGRiD Appliance Ad x|

Nl

€ C fi (X https://100.67.2.100 Soli=

i Apps B ThreatGRID [l Other Bookmarks
2, ) £ Support  ? Help
T Thre ot GRID appliance Administration Portal ® Logout
L] Configuration ~ Operations ~ @ Status ~ Support ¥ ol A4
Backups
Home Apply Configuration
\ Update Appliance
Your ThreatGRID applianwe 1o weormmgurou:——
For assistance in changing the configuration or operating the portal, refer to the resources below.
& Documentation
& Support
FiThrestGRID

https://100.67.2.100/#

AR BEREFRREFREFREIRA.
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45 - OpAdmin JR7SSEE

78 (333 _/‘ ThreatGRID Appliance Adi % \\_
€ C fi (X https://100.67.2.100

i Apps ‘@ ThreatGRID {4l Other Bookmarks
A, . = Support 2 Help
1 ThreatGRID appiiance Administration Portal @ Logout
. Configuration ~ Operations ~ Status '@ Support ¥ v
About

Home Notifications

Your ThreatGRID appliance is configured.

For assistance in changing the configuration or operating the portal, refer to the resources below.

& Documentation
& Support
FiThreatGRID
https://100.67.2.100/#
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46 - OpAdmin ZiF3EH

© OO " ThreatGRiD Appliance Ad: X |

XD

€ C fi (X https://100.67.2.100
i Apps @ ThreatGRID

(.l Other Bookmarks

oy X £ Support  ? Help
1 ThreatGRID appliance Administration Portal ® Logout

L] Configuration ~ Operations ~ Status ~ Support ~ @

Live Support Session
H ome Support Snapshots
ThreatGRID Cloud Platform

Your ThreatGRID appliance is configured.

For assistance in changing the configuration or operating the portal, refer to the resources below.

& Documentation

&4 Support

S ThrestURID

https://100.67.2.100/#
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