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2 - TGSH 3}
ann 198.18.2.23 - KVM Console

Cisco ThreatGRID Unified Malware finalys and Threat Intelligence

Hain Menu
Your ThreatGRID device can be managed at:
Admin URL # MAC : https://100.67.2.100 ~ 90:e2:ba:B2:2F :d4
Application URL » MAC.. : https:r/-100.67.1.100 » Pci:Be:ce:b67:17:40
Password .............. ! hJaBSpkPRu@89tnuabBu

The password shown above has been automatically generated for you.
You will be required to change this password when you first login.

ONFIG_NETWORK onf igure the system’'s network interfaces.
SAVE Save configuration changes but do not apply.

AFPLY Save and apply configuration changes.
CONSOLE CLI-based configuration access.
EXIT Complete configuration session.

198.18.2.23 admin | 1.2 fps 2.727 KB/s =f

AR AREHEE TG X&/F, TGSH MEWHABEREN, EIHEFMEE OpAdmin AR FEZEILED.
EREE: MREUERLRTHEN, F5H "WERKNEN" MEXREA.
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w5 changeme

TGA & R - OpAdmin #1 threatgrid & F

OpAdmin B RHWZILE “threatgrid” A ZEHEE. © 2% OpAdmin EOR4EIF, EHH TGA ZEHRE,
RINEERATHOEN, Z5B 25K, EBFNERSUATRXANELXETR. MEZFLESL, GLEEFRE
OpAdmin, FEFETEN “WEERNZL" iHH.

CIMC (EREREERZSIZS)

BF4: admin
=H: password
R E RS

BIANEE REMREMNRNIZZZEMGRETRFRE TGSH FHEFRAI . —ZRERBERE, ZBRHALEN
A XA R TR

AR HASEEERN, A{EA LDAP SMIEIERE R TGSH XiEF OpAdmin. MKz &AL E ANER
LDAP SMIIE, MAGERERX TEEZNSBENWIIRXEFLEARTEARKTEHER.

MRERTEERRN, TEERE OpAdmin, BREMUTHE:
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it
3€  ::it:fﬂﬁlﬂguggﬁ;ﬁsﬂga.'

Cougtinue Boot

ZEIEFTHF Threat Grid Shell:
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igu I i L t
rker[15011 ash=w . rker . to dial router
i r at rash.threatgrei

5 - MAE

TTY=ttyl ; PUD=-hone-th 0 H oot : COMMAND asswd threatgrid

sudol15111: pam_unix(suc iom): on opened for iy (uid=0)

AR STRTHEREX THABLAN, FERSIERBHARSERESBANAE LBNERLE.
REFNTEN; EAIRE “RER" #.

3. 2R 21THEHH. FERBAEE, X Enter, AREFRANERN, HEXIEZ Entere ZEHALET.
4. BHREGSITHEN exit FRERFHED.

MREHED, WREALRETENL. WREFRBAN exit, BME—IFERBOA, REDNEUFHRT
AMFELESL.

5. BTk, BRBA®L reboot % Enter MEBEEX BN &.
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REEH.

Threat Grid X & E #H21ET OpAdmin [T KA.
EHERAHN: EARESRFEAG, B EBBERERSTAER.
AR ES, BRI MERRITHN

1. MREsRESD, EEEHRE.
EHUERATH, BRRERIHBIRE:
B 6 - BEIRES

ThreatGRID Appliance Aci
= C i (x bitps://100.69.2.100/0ps/updates
£ Apps 5% Sandcastle 4% panacea W Wikipedia [0 Zebra € Towiki ) TCRepos () Release
o : & Suppert 7 Help
T ThrestURID Appliance Administration Portal @ Logout
# | Configuration ~  Operations ~  Status -  Support - | -

Your appliance can be updated to the latest available version. It is strongly recommended that you have
an up-to-date backup before updating.

appliance is currently running:
2014.10.20150203155142. b@6f7b4f

& Check/Download Updates - click for details

Previous Update Successful last performed 12 days ago click for details

AXETERBRETE 0 2015-2017 B ASZ L BRF/HEMBEAR. REMERF. 9
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Threat Grid X &i&EFE EIEE

¢

2. AERE/THEF. 284S
AR THIREAREEE—LaTE:
o  MENZ 1.0 EFHZE 1.0+hotfix2 EE KL 15 58,

o MA 1.0 CAZEEHARE 1.3 (EHIRIR) XAFE 30 74,

3. EFTHZEME, AEEBETEHHRITRE.

I NEMA S/ RAE R

MERDFAERFVRHNENEN/RA, MRS,

W& TEEX Y.

RENABEASAUE “EF" NELESE (OpAdmin #fF > Effig®) , MEETR.

REABRAES SUTRASHIMXFR:

RFBREAE R £HHE iR
2016.05.20170710175041.77c0b12f.rel 2.2.4 2017 £ 7 B | IRASIANT &M IThEE.
10 B
2016.05.20170519231807.db2f167e.rel 2.2.3 2017 £5 B | WAERAEHRETAE
20 H E Windows XP BIR[IE{T
MEFHIZE.
2016.05.20170508195308.b8dc88ed.rel 2.2.2 2017 £5 B | RERKEH, TRLEH
8 H EBERFAGHRITT
ETEAZFEREEY
BITHEE
2016.05.20170323020633.f82e66fe.rel 2.2.1 2017 £3 B | #H SSLv3; 8E&R
24 H B & o
2016.05.20170308211223.c92516ee.rel 2.2mfg 2017 £ 3 B | (HIEEH. WEPELY
8 H Mo AR1BidEFARS [T
#BEo
2016.05.20170303034712.1b205359.rel 2.2 2017 £3 B | FHEE®. &5, Mask
3 H Ul 81M8EEH.

AXETERBRETE 0 2015-2017 B ASZ L BRF/HEMBEAR. REMERF.
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Threat Grid X &i&EFE EIEE

=13

SET e %N 2HHE 5t B3
2016.05.20170105200233.32f70432.rel 2.1.6 2017 £ 1 B | &0 LDAP B3k

5H
2016.05.20161121134140.489f130d.rel 2.1.5 2016 4£ 11 B | ElasticSearch5; CSA ffgt

21 H 8.
2016.05.20160905202824.f7792890.rel 2.1.4 2016 £9 A | FEZFNELME.

5H
2016.05.20160811044721.6af0fa61.rel 2.1.3 2016 £ 8 A | BAEHZHZH, ZHF

118 M4 #o
2016.05.20160715165510.baed88a3.rel 2.1.2 2016 £ 7 B

15 H
2016.05.20160706015125.b1fc50e5. 2.1.1 2016 &£ 7 B
rel-1 6 H
2016.05.20160621044600.092b23fc 2.1 2016 &£ 6 B

21 H
2015.08.20160501161850.56631ccd 2.0.4 2016 £5 B | 2.1 EFMES. BHMM%E

1H F&Z) 2.0.4, KRiGAEE

A 2.1,

2015.08.20160315165529.599f2056 2.0.3 2016 ££3 B | 53|\ AMP £&5. CA &1

15 B #1455 DNS.
2015.08.20160217173404.ec264f73 2.0.2 2016 £2 B

18 B
2015.08.20160211192648.7e3d2e3a 2.0.1 2016 £2 B

12 H
2015.08.20160131061029.8b6bc1d6 2.0 2016 F£ 2 B | BH| MR AE FiE R A

118 2.0.1,
2014.10.20160115122111.1f09cb5f 1.4.6 2016 £ 1 B | 2.0.4 EFHHES-

o 27
R IRA H
BIZ 2.0 F+
ES Loy
AXFTERNBSMIATE © 20152017 BERAFARF/HEMBEAT. REMERF. 11




Threat Grid X &i&EFE EIEE

¢
PRI AS VRN ZHHE | HH
2014.10.20151123133427.898f70c2 v1.4.5 2015 &£
11 A25H

2014.10.20151116154826.9af96403 vid4
2014.10.20151020111307.3f124cd2 v1.4.3
2014.10.20150904134201.ef4843e7 v1.4.2
2014.10.20150824161909.4ba773cb v1.4.1
2014.10.20150822201138.8934fa1d vl.4
2014.10.20150805134744.4ce05d84 v1.3
2014.10.20150709144003.b4d4171¢c v1.2.1
2014.10.20150326161410.44cd33f3 v1.2

2014.10.20150203155143+hotfix1.b06f
7baf

v1.1+hotfix1

2014.10.20150203155142.b06f7b4f

v1.1

2014.10.20141125162s160+hotfix2.8af
c5e2f

v1.0+hotfix2

HE: WA

1.0+hotfix2
EoRHIEH,
AINEHRS

KEBHITIE
g, HzR%
TEHFF KX
HBIRT 33 H

ITH R,

2014.10.20141125162158.8afc5e2f

v1.0

AXETERBRETE 0 2015-2017 B ASZ L BRF/HEMBEAR. REMERF.
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Threat Grid X &i&EFE EIEE

¢

B i
Threat Grid iZ2#&183T SSH. #% 22 Tk AE o

MIZFREAR 1.1 &, BRI (curses) HAOAM AMAER, MAIENET Web HEEEO
(OpAdmin), INTATZ.

BA 1.3 #2, &/ DHCP MRS FZMAFIEE DNS. ZEMET, BHRHEM. MRRFEFKE DNS iR
ZRPWIBEARA 1.3, WARSKK.
X EFTAATHUIE AR
HEFEARFIE B RPFNLEIZITH PostgreSQL ARR, FHEEK.
RRFE 2.0 RANEAARZAEEFEEZN—4FE, BAXRPLEEBNIBIEZA R
BXEXER, B5H 2.0.1 MATRRAIE.

4 - BER Threat Grid
MEBEMBL, EANBIATZMMARIER Threat Grid TI2IMHIZHF:
. EH SRSB4 %XEE support@threatgrid.com.
BB HFER. BEEHRA Cisco.com ID (FEM—1 ID) ARECIEZFER. Mo, BEFERMBMR
SERRS, BASESEITREAZP. EfTABRIHRGIEESR, Biha:
https://mycase.cloudapps.cisco.com/case
Bif. BREREE: https://cisco.com/cisco/web/siteassets/contacts/index.html
INFEEK Threat Grid FIBA\KIEZHF, BEEKEERBERERENTER:
REMA: “OpAdmin” > “#B{E" > "EIEHE"
TEHREKES CRA Shell FIRZKE)
Mk ERIRE (MRER)
SR (Shell ML RE)
IHFERFAER

AXETERBRETE 0 2015-2017 B ASG X BRF/HEMEAF. REMERF. 13
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Threat Grid & EFERERT
=g

IR

MREFERS Threat Grid TRRITHISHF, MANATREERERA "HHE" | KEXR—IINZHRE, 7
f# Threat Grid 3 # TI2IMZI2 D) B E. LRERASHIMREHIETIET. LIREET OpAdmin [TAX
REBETM. (BHATUM TGSH xHiE. MIBM Face TP Ul IR ZE RS E B AL FER. )

/2315 Threat Grid RAR RIS S FHFR1E:
# OpAdmin H, RIEZFZHF > IMIREE, REATRIZHEE.

7 - OpAdmin FE1— Ll FiF&iE

8606 / ThreatGRID Appliance Ac| \ ",
<« C # | (x https://100.67.2.100/support/sessions o=

i apps % ThreatGRID [ Other Bookmarks

=k ESupport 7 Help
1. Thre ot GRID appiiance Administration Portal @ Logout

# Configuration ~ Operations ~ Status ~ Support ~ - -

A support session can be created to facilitate secure remote access to your appliance from a ThreatGRID
support engineer.

No support sessions have been started.

i ThreatLRID

S FERSSEE
BIUTHLSEEE TG Z&IHEIMUL TRESE:
support-snapshots.threatgrid.com

rash.threatgrid.com

EEFSIERE, RN &)X AR .

AXETERBRETE 0 2015-2017 B ASZ L BRF/HEMBEAR. REMERF. 14



Threat Grid X &i&EFE EIEE

¢

SRR AR
EHRB-REFETRANRE, S40E. psHHE, BOHARNEMBELTHREHR
1. MEHRER, EEIHREA.

2. HIEHRE.
3. HMBREBZE, BAIMAITTEH tar.gz BNARE, BATRURESS, E5RBEZL£EZ Threat Grid HREBR
£E.
%=1

7 OpAdmin /1, & “#F" > “&#" T

MBS —AAMERE LA THEIKSHNEEXY, FIMKER SSLIEBMMEREE. AR aHXER.
ARRARMEAEE.

AUNZEEEH THE A&

AXETERBRETE 0 2015-2017 B ASZ L BRF/HEMBEAR. REMERF. 15



Threat Grid X &i&EFE EIEE

REEE

ALESTE
TEIR&EIREHE, 2% (Threat Grid R &R EFLEEFHY FERITT M Threat Grid R &EE .
EATAZE TGSH 1% F1 OpAdmin 1P REFEE Threat Grid IRE R E -
Threat Grid ZB43F0 F P i P BN Threat Grid (17 Ul #TEHE (EMEA L AFHRDRE) .

T & FM 28 TGSH X3iEF1 OpAdmin BEEES .

Mg O E B8 - TGSH XJ1F

TGSH M IEREAEERTERUTHE:
o WHEEORE
o #E OpAdmin EE R KA
o REEH
o RERXEFEK
o BIRFRIZZHRE

R MREREH DHCP REUEH IP, MIEMEMUT “M4" #4: £/H DHCP.

A& TGSH X% R EAI#RIE
1. Ex TGSH 311,

TR MRERENE X LDAP” SAIRIE, M REEMEMA LDAP & TGSH iF. MEHFSMIIEENIR
BA "REEWH LDAP” , Nl TGSH M FBRAATRZER.

2. 7 TGSH *HEREH, 1%F CONFIG_NETWORK.
R BEHAHITH, BRUTIMERE.

3. REFEHITEL.
TR CEEZEREREMNRETH, FTRBERATNFH.

4. 1% Dirty M58 DNS BRRE =

5. EFNEIRER, & Tab O TH, HFERBIEREIESHANAR.
WMRBANT XRE, FAIEEETHER. MREZXMER, BEERRIFENLIL.
wWitlE, NMERERASERECHBANE.

AXETERNBRETE 0 2015-2017 B ASG L BRF/HEHMBEAR. REMERF. 16



Threat Grid X &i&EFE EIEE

REEE

6. EENANAENREERE.

ZEHEBRA—ITTENRBIE, AETEHHHEEREEFRFERS.
7. REWRE-

MEFEEF BRI, ETEEALN P ii. NXRERESTH.

BEITERE TGSH XfiF

TGSH BB RIS EREFITHRS, ATE T ERESEZEIRSFHEBETITE KVM i51E (NRERE
CIMC) iZ3Fi&.

—MEHEEE TGSH XHEM AN ZEA AP threatgrid BT SSH Z#Z2|E1E P #ullt. FrEAZHALRVIG
BEHEMMERD (RYZETE TGSH MWiEH) , HERAE OpAdmin BEENE— S| BHHTEEZN.

Y AT
RRER? FERLE “RANT AR CUEZKLIER o

RSN E W &%

1. BUTEHRD, $HAKETEIRE. ZRBARTRENE, FHIERMTESE (FSRLEX "B 3 -
BahsE - mERK" ) .

2. EHF "WEENXT . EHFILSHUERSEED.
3. —BREFIHKRIEIT, &1 Enter JLRIIREB—1 CLEAN @& iRRH.
4. HWA netctl clean, AR T REE:
FLEXRR: &S
IP 4t : <CLEAN IP >/ <M£& &>
Wit : <CLEAN BIR %>
Bl <BATH>
MNFRE—AEB, BA Yo
5. #M Exit NARE.
XEF, EEBEEIXAERO 19791/tcp LA Clean O LITHF—MHIE L HFHER.

AXETERBRETE 0 2015-2017 ERASZ X BRF/HEMBEAR. REMERF. 17



Threat Grid X &i&EFE EIEE

REEE

FTEREEE - OpAdmin [T

(Threat Grid 2 &R EFIEHE) FNHBTVRRENRE NS, FHIRZEAAEEEETE R 65T R M INE
&, OpAdmin g EEE N B HNEBTREEEHITER.

OpAdmin [TF & Threat Grid BEEEBERNETERERT. XE—1 Web TP R HE, 7 Admin #OLRE IP
Mk FR BN AT {E A o

HAEFE D OpAdmin BLEERIL S, Efrt, FZIFSEE LT OpAdmin #1TE E. OpAdmin FAFE
BMEEASEER Threat Grid ZZMEIZE, B1F:

&1 RZM (OpAdmin 1 “threatgrid” BFA)

Threat Grid ¥ ]I

R PR

SMTP

SSH

SSL iEH

DNS MR 5 (BIEEmmLIHE AMP FAE =&/ DNS i E)

NTP fR 5528

BR & 2RiB 4N

ZHHE S Threat Grid BALZIZIR S B E

CAIEHERE (HEMELiRH AMP AR REM)

LDAP S1A31E

F=FEMFLIRR L (B3F ClamAV. OpenDNS. TitaniumCloud #1 VirusTotal)
7ER: OpAdmin FHELEEHMNE—NSERTA, UESEELE IP it EaIE.

ER: OpAdmin REWIEMKXEHE. MEEMAERHMMKHRTF, N OpAdmin HOAKARAITE. EREFHE
AEHAREENZEE, MRIEXTURERE admin HOTHH. MREBNER, ERIUE OpAdmin H
EEEHEHBI.

B8 : OpAdmin £ HTTPS. ¥ iERER IP EAME,; Ewiisn:
https://adminlIP/
59

https://adminHostname/

AXETERBRETE 0 2015-2017 B ASZ L BRF/HEMBEAR. REMERF. 18



Threat Grid X &i&EFE EIEE

REEE

SSH %4
& E SSH Z4AAT LA Threat Grid 12 & &1 RI2M4#EIE SSH (threatgride<host>) iila] TGSH XHiE IR -
ERRERIF A RE B LT AIARMS IR,
fiiE > SSH

AFEHEE

BT RIS E B AR E AR IR ZERF B (7€ OpAdmin FHERE > BAIT) , HEFAUERE—MZE
Z4t SRR S B kK AR 4 B S H 2 Threat Grid .

1. % OpAdmin &, #ZEE > RZAET
2. FERHMFZEFEARSE DNS, RENTRIIRZRAPEFE— MY, TCP 2BUAE, B—1ME UDP.

3. RERE, AEEPRIFEST DNS Eifl. MRENTEBRFTER, EHELE -8R, FET2RE (B
AEMANARHIENE) -

MREREFR “WIE" &, REBESEAEHR (XL DNS Z2FER) -
4. SERE.
RIS : MEEEEFHRGEHSE DNS, RENEHITRESIGEMKR, AESERE.

77 OpAdmin 1 TGSH JIEBLE LDAP S %E

FERRZAR 2.1.6 B, Threat Grid iZ &80 7i&AF OpAdmin EFF1 TGSH FHEEFH LDAP BAIIEFEH. &
%, OpAdmin #1 TGSH FERWMRE—1ZE. NREEZR/EEEER, MZBARFERIZZE. XANMIIE
BAEZ, MARSEREPHERIEXMBER. ATHERINEEE, HMSLHET LDAP BSH1IF.

WE, BERAERAEMEIE (EEEH LDAP RS EHITERE) W 2R&EERAHITEMNEIE.
LDAP B EF3E/NE, EHMNEMEERDULER, SUERD THRFEZEEHITRE.

SMIIFERAE: “NRAFE . “REZAME LDAP” 1 “{X LDAP” .

REIRM =4 LDAP thili£Ti: “LDAP” . “LDAPS” #1 “LDAP with STARTLS” .

BB TIRAR:
R E LDAP B, ATEEEIMGECHEAREZ, FEXA ‘W SNHIIERX (REFES
LDAP) . E7EVIIAE B AR LDAP; SRy ‘W A MEHEEMBEY T{E. TRVBRE
BiF, BEETS OpAdmin, R/G{EF LDAP EFEHEE, WELE A LDAP,

MREGEENRZ X LDAP” BISIE, N RAEEH LDAP &% TGSH 3. MRBSHISIIENIZE
A "R LDAP” |, M TGSH MEBFRAATRHEBF.

MREREEE ANER LDAP SMHIEIE (X LDAP) , NIEREEX TEETHRBSHNRIEEXE
FEEARTERREELER.

AXETERBRETE 0 2015-2017 B ASZ X RF/HEHMBEAR . REMERF. 19



Threat Grid & EFERERT

REEE

ESWiEFMRIETIR:S, URGMRAFH.

TGSH 1% OpAdmin RH7EX LDAP X T4 FEE A LDAP Fif: MREEMNE "X LDAP” ,
TGSH WEASERRHURGET, MEXEKRM LDAP AP &/ZMW.

MRASMEIER ENRARATEH LDAP, TGSH MiF M RSERRERETN, MASEKREIR
HAGZAGF LDAP i o

LDAP #[EHRR: N5 LDAP HIIEfE, BAMREEXTHITEMEE, UEA LDAP,

B3 SSH i8] TGSH 33i&: # “{X LDAP” #z T it ssh ifj[a tgsh-dialog B, B TEE LDAP &
IESh, TERURSGFNHCEERN SSH ZH.

LDAP % Clean #ZO{EAHILEL.

i & LDAP B iif R+ &
1. % OpAdmin &1, {kKXi%EZEHE > LDAP. 254 E7~ LDAP BRETUHE:

8 - LDAP SIS IiFE &

-k B4 Support  ? Help
H -Thr?erRlD'Appliance Administration Portal = Logout

# Configuration - Operations - Status ~ Support - -

Configure your ThreatGRID Appliance to use LDAP for login authentication.

Hostname @ HELP @ ad.acme.test

Port © HELP @ 289

Authentication Mode @ HELP @ System Password or LDAP v
LDAP Protocol @ HELP @ LDAP with STARTTLS A

Bind DN @ HELP @ CN=LDAPCN=Managed Service Accounts,
Bind Password @ HELP [+ YR

Base © HELP @ cn=users,dc=acme, de=test
Authentication Filter @ HELP @  (sAMAccountName=%LOGIN%)

AXETERBRETE 0 2015-2017 B ASZ L BRF/HEMBEAR. REMERF. 20



Threat Grid & EFERERT

REEE

2. HEEIMFR.

REBMFREN? (8 RETRBUFARATMESFLS.

BRREE, BAME LDAP SMHIIERT, ML “R4ZH0E LDAP”
LDAP EiIFEFHEZR, NWEHIZEE A LDAP,

3. RiERE.

M7, BPEER OpAdmin 5 TGSH XiERT, ¥EINUTHE:

& 9 - X LDAP

Authenticate using LDAR:

& | LDAP Login

Cmeneac

Authentication Required

Authentication is required to administer your ThreatGRID Appliance.

This site is best viewed in: Internet Explorer 10+, Firefox 14+ Safari &+ or Chrome 20+

B 10 - RGE B LDAP

Authentication Required

Authentication is required to administer your ThreatGRID Appliance.

Authenticate using LDAP:

Cunerca

or

Authenticate using System Password:

Cupeneac

This site is best viewed in: Internet Explorer 10+, Firefox 14+, Safari §+, or Chrome 20+

AXFERBTRTE © 2015-2017 BRRG 2 FH/HEMBEL R KREIENF.
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Threat Grid & EFERERT

REEE

Fo & 5 =l A5 ARk S5

EWA 2.2 %, BRPAMERFNEREENEAZS LRES SME=FNFiEERs (8% OpenDNS.
TitaniumCloud #A VirusTotal) BI&E K .

# OpAdmin /1, KEFERE > KEITAEKEETE:
MAENSNRIERESEME, AEHRE.

OpenDNS: EifE, MRAKEE OpenDNS, M TPHFITRETEALS B RASEATTEFA “whois” FR
(7 Ul B9 Mask fRA&H) o

M -KREE

S ) &4 Support  ? Help
H 'ThredeRID'ApplianceAdmimstralinn Portal = Logout

# Configuration ~ Operations - Status - Support - o~

Configure your ThreatGRID Appliance integrations.

VirusTotal:
-URL © HELP Q
- Key © HELP 2N

Titanium Cloud:

- User OHELP &

- Password @HELP &

- URL @HELP @

OpenDNS:

- Investigate APl Token @ HELP a,

ClamAV:

- Auto Update © HELP ¢ Enabled v

ClamAV £ Z I\ EXBEEH

BEFERA 2.2 )5, REAIUBXEEH ClamAV 7. LLIHEEIAEA, BRAIBEHE “EXEE" TE
(I EPFR) HHEEA.

AXETERBRETE 0 2015-2017 B ASZ L BRF/HEMBEAR. REMERF. 22



Threat Grid X &i&EFE EIEE

REEE

E il =1

HMEEREHITENN, SAERERETAHERXEBHNER. LIS OpAdmin BRERESTHEM, @M
ERRPPRARTFENLE.

1. RERECEN. R4 RERRENIEE:
E12- ZREHEE

';IJ:Th reatURIO appiance Administration Portal
.3 Configuration - Operations - Status - Support -
¥ Configuration Changed
Configuration changes do not take

effect until reconfiguration is
perforrmed.

£+ Reconfigure Mow i

r* Reconfiguration

2. RETEFEEREHNEINAZIRE.

1% F DHCP

REHizE AP ERANMNEAZH DHCP RREM. BR, MRECEXSIEENEM DHCP ML, i5HEIEIL
#B4re

AR MRRIREFMKEEEAE DHCP, SRAFTEIRBES P itit, FSRATEN WELEM
DHCP”

TGSH 31i% 2R &5 B FE & OpAdmin [P EOMERNER.

DHCP # IP it AT REAR S EBHIE & B IR ER. B OERF !

AXETERBRETE 0 2015-2017 B ASZ L BRF/HEMBEAR. REMERF. 23



Threat Grid X & EME EIER

REEE

DHCP #JE3\ DNS

BRA 1.3 #2, {&/ DHCP WRELAEZRMHIEE DNS. LA, BRI . MERZKFKE DNS FRE2=2HH
BEARA 1.3, WARESEK.

13 - TGSH ¥iE (E#E 2| —/ M & 4{E A DHCP HIMI4E)

Configure the systam's network interfaces.

HIR URL: Admin M4k, BEE M4 EE4 L OpAdmin RSB EES.

FZFH URL: Clean M4,
R XETM OpAdmin BLEGE(E AR, A58 Threat Grid .
S E7R DIRTY M.

T PEREIEFHEINERNNREEREN. CHEEEEUED, /E4 OpAdmin BETTEH
E—Fo

MREIT KK AGEM DHCP, NEAFEAEMMKEE (FRIFEFTER "B IP” itsradssil) -

AXFBENBRBETE © 2015-2017 BRAGABF/SEMBERF. REFERF. 24



Threat Grid X &i&EFE EIEE

REEE

o 2% fi &A1 DHCP

MREMREEEMT DHCP, FEEREFTEANE =ZAMEZH IP EI DHCP JEE AR ARIFHTS IP ik, &
PTTENSR:
A= OpAdmin REWIEMXER . MREMAFIRHIMKXIRTE, W OpAdmin FEOFARAITE. ERGRE

AiEFAREENERSE, WRTXXTURERE admin BOTK. WREEENER, EATE OpAdmin
BEEEHETRI.

1. ZEMFIH, SHMN%E. (REE "WAHE" A%, RE > M&LTERIKE, B DHCP WA E AR
ST )

RGHTIE BB BT -

2. IP . NTHIIREERS.

3. IP k. 5 CLEAN WO A4S IP Hhilt.

4. RFFEHES FMEBIMEK.

5. EAIGIE DNS &8k, % DNS 2E DM AGEN IP k.

6. IPSE. ATHFIRIERE “§5" .
7. 1P ke 25 DIRTY R&E MR IP k.
8. RBEFEAS FMBEMFX.

Administration
EVIRIEEFRENGESE, EEH TGSH IHFEE T Admin MEIZE .

DNS
9. A5 DNS #1458 DNS lRE&#HFK.

RIFEHIRE
10. TfE, RET—% (KARE) REEHNNEEERE.

SMTP/HB
R HEED B A ZE S AT I T 1R

Time
NTP Bk 5583 7€ A A7 70f7 [ mit 1 TS .
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REEE

R7f DHCP Bt &
BN DHCP RERE, BATREDEY, ARATYNERRE.

AXFERBTRTE © 2015-2017 BRRG 2 FH/HEMBEL R KREIENF.
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SSL jF5#1 THREAT GRID 2%

SSL FHF THREAT GRID &%
FTA#H Threat Grid B EMEREHZER SSL #ITME. EXNMAEE SSLITBHZERAAETAIER

BERE. B, RENUTREEETEEMIZE SSLIERRIP R, MMHE Threat Grid 2% 5 ESA/WSA i%
& EEZuE AMP fAB RFIE M R R ER .

& A SSL r9#E0
1£ Threat Grid & EBE™WMER SSL K0

e Threat Grid [T Ul #0 API 4 Clean #[1, MK &M (ESA/WSA i&%. HEL R AMP A =4 &
BHREE) -

e OpAdmin 1P 8 Admin 0.

49 SSL/TLS fiA

TLSv1.0
TLSv1.1

TLSv1.2

PR P IRMEH) CA LS
WA 2.0.3 #, Threat Grid & XHE P IREH CA IS, HRBEATNSAESHSEMESH CA ES.

SSLIEH - B HRIRIANLE
Threat Grid 18 # i BT%:% T —AH %4 SSLIEBMES. —AMT CLEAN #0, S—AMAF Admin £00.
12 SSLIEHAMMEBAEH.

ZtJA Threat Grid 1% SSLIFEFHE (ABE) & pandem, B HEIH 10 ££. WMR AR E HAE [ Threat Grid
REIEETARWEN S, MIERPHENRZF CN EABLER. IEBHHENLENRGERER ESA 5f WSA
BEREEMEMBRESHRSTNENRBNE, BARSEFHENFAEEE SSLIEH, EFIEHNERK
CN A5 &HEN B ILHE .
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SSL jF5#1 THREAT GRID 2%

ANEREACE SSL IEF

HipBR =M (a0 ESA #1 WSA iR & LU K E @4 imE AMP FAF =) A5 Threat Grid IR & &M HF M EIRZHF
Ao M Threat Grid IRFHIAERE, ILEERRALEE. ERIZFREMIRELMEEBSE Threat Grid K&
B SSLiEH, FAUEHFEEREN TGA S (FELIEHMA SSLIEH#A CN ZRPEAEHNENE, WEFE

FEFERBGHER) , AEHESAERNRETRS.

ERI A 7E SSLAEBELE UM LA E AT A\ SSL % #H Threat Grid i%#% ERIIEH . Clean #[F1 Admin #0

B9 SSL UEH AT AHIIAL E o
R&%EFE OpAdmin > BEE > SSL. Z4AEITH “SSLIEHEE" TE:
14 - SSLiFHEERHE

ol "
H -Thr@deEID'ApplianceAdministmtion Portal

# | Configuration ~ Operations ~ Status ~ Support ~

B4 Support  ? Help
= Logout

SSL certificates and keys are used to encrypt the network traffic originating from or destined to the
ThreatGRID Appliance. Such communications include web connections to the ThreatGRID Console

and Appliance Administration Portal. Whenever an external service or appliance is connected to your

Appliance, all network traffic that is exchanged between the two devices is encrypted using SSL.

# Interface = Details

. . Issuer: /0=ThreatGrid, LLC/CN-tg-app-clean.acme.test
u ThreatGRID Application

tg-app-clean.acme. test

Issuer: /0=ThreatGrid, LLC/CN=pandem
Subject: /0=ThreatGrid, LLC/CN=pandem

Administration Portal
tg-app-admin.acme. test

Validity: 2815-@8-082 ©2:10:38 UTC - 2019-88-82 ©2:15:38 UTC

Subject: /0=ThreatGrid, LLC/CN=tg-app-clean.acme.test
Validity: 2015-88-85 14:00:27 UTC - 20819-88-85 14:85:27 UTC

iZ Operations

# Upload & Download

==

# Upload & Download

==

iR E SR EFEFEA SSLIEFH: ThreatGRID Application & CLEAN #:[0, Administration Portal 2 Admin 3.

CN %iF

£ “SSLIFHEE" EY, ¥EEPEMRER Threat Grid 2 & L SSLIEBAPRES. ENBHAETE SSLIEH
REAKCN ( "2AE" ) B, MRALE, NEZA—MERAIARMENBMERERZER. BSRTEH

“Fi SSLIEE" .

FEEPERRT Clean HOEIHNEZSE SSLIEEHERRI CN ( “AHE" ) EAL.

BEENEGRE—NES, R~ Admin FOEH 5% SSLIEHFH CN ARE. HEEFE—MEMRH

BIEH B HIE R B HIZIER
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¥ SSLIEH

HTF&MER, 2FFE%E#% SSLIFE. fii, IFRRENEEN. BB EERMS R SSLIEHEUE
X5 Threat Grid X FFEAMERNZ &R S ZZ B AIER .

ESA/WSA iz & fHftt CSA BRIEMIZRFRIREE R SSLIEH, FEIZIERHABESE Threat Grid i & EH AL
Blo FEXMBERT, BEEZZHHRIOA SSLIEH, FEASZEMNDIIE Threat Grid iR ZFHIEHHEREN BEN
—METHIIES .

71 Threat Grid iz & 5HE LKA AMP AR ZERA—RIUERELETHRFHERT, FEREE@DL K
B AMP FAH = SSLIEH, RUEiL Threat Grid iz & BEBEEER.

BIL# AKX ATLEE Threat Grid 1% & £##: SSLIEH.
EFERHH SSLIEH, ZIERHER CN FHRTENZ.
T# SSLiEH
FEHH SSLEH . XATRR a4l SSL, & E{EMA OpenSSL AB2EMKIES .
EMEECH SSLIEH - /8 OpenSSL #I7RHI
AXHEEETHNBXILMHR.

SR SSLIEH

7 v1.3 A Z AR Threat Grid 2 & HEE{E A OpenSSL s HAk SSL TEF M HFHH SSLIER, HENR
BALEE. A, ZAENREN, MTHEHN “EREBECH SSLIEH - £/ OpenSSL HRAI" —TiFrid.

FE BITHAESZET, Ri%¥ Threat Grid iZ& A EZ 1.4.2 HES LA

#£ OpAdmin SSLIFPRETNH L, RHEEFEH. RESEFEBIESR CN FRPHIR&EHETEN AR Threat
Grid ix#& LA MHHI B E R SSLIEH. CN BIFESER AR B, ATLURT—NEPR THEHEMMIES (.cert
X)) AHERRASMIRE L.

T#; SSL i
AJLLT 2k Threat Grid SSLIEH, BARREH, REHHRRESNIRE L, MUEILREFEBFERE TG REK

E#E. PREAFE cert X
1. 7 "OpAdmin SSLIEHERE" NWHL, REEFERNAELZHHTER. REEHBTE SSLIEH.

2. BE, GRETMEM SSLIFHE—#E, 7 ESA/WSA iZ%&. FireAMP A& EsHMmER BRI =S FRETH
B9 SSLiFH .
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1& SSL iFH
MREHALHEREREWE AT SSLIER, EAILMERZIER A TGA A RETH SSLIEF, F7E ESA/WSA =
Hith&EREE LEA CAIEHR.

LEREE SR SSLIEP - £ 58 OpenSSL BI7R~41

A—MERFTERFHEREBCH SSLIES, HINAEEIBET SSLIEHEAREH BETEZETHMBA N
REFILBH. S®ia, BALUR LR E EERZIES.

MU REIEBAA “Acme Company” &R FHIE %4 SSLIEEM& S . ZRAl{EA OpenSSL, XE—1MATFE
EFIEE OpenSSL iEH . FEAFIEM X HMFRAEFIE SSL TH.

7E®: OpenSSL F2BRM &M, BRAWHERMBRAI . BEMNE LEZBEXEM OpenSSL HESFE. B
PHRALFEARL SSL XA~ SSL EEAF4H SSLIEH.

openssl req -x509 -days 3650 -newkey rsa:4096 -keyout
tgapp.key -nodes -out tgapp.cert -subj "/C=US/ST=New
York/L=Brooklyn/O=Acme Co/CN=tgapp.acmeco.com"

openssl: OpenSSL.

req: FEEKNFEMER X.509 IFEEZiEK (CSR) B, X.509 2APEMIZMHELRMAE, SSL #1 TLS &
RiZARERITEHAMEEEE. RNFECEH X509 iEH, FEik, ®RIVMEALFHS

-x509: B EMIARFERNFEFEEZERINMARGEEBFEMERERIFR, NMEEEH
BFa<.

-days 3650: LETUREIEBHEAAELHE EKE. LARIMEHREHR 10 F.

-newkey rsa:4096: 1EERNFZRMERINEBMFTESR. RINENENSRARIBZEZIERNE
MZA, Bk, RNEFESIEE—EEET. rsa:4096 MBAEHHEE—NMKEA 4096 LA RSA FH.

-keyout: 1TEEN OpenSSL B ATEIZHIE &M A ZH 4R EIME

-nodes: iXJ§E4%1 OpenSSL Bhidizik#®, MMEFMAOLRKRIMERERE. HRESHEIH, EEFE
ﬁfﬂégfﬁﬁﬁ)ﬂ?#ﬁﬂ@%&"ltﬁﬁii#o AL EBERNEE, BARNEEEBREFEIEH
-out: &40 OpenSSL HHATEIEANERMBIHE

-subj: Rfjl:

C=US: EzxR/#IX.

ST=New York: o

L=Brooklyn: fiIE&.
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O=Acme Co: L& &M

CN=tgapp.acmeco.com: i&E# \ Threat Grid i%#& FQDN ( “ZE£[REEHEZ” ) . XH1E Threat Grid
B‘ENENE (KN REIFA “tgapp” ) UERMMEIREHXKEEZ ( “acmeco.com” ) o

BEERE: BEVEEENNAR, UIRE Threat Grid 2% CLEAN #[# FQDN.

¥R SSLIEBRINERG, EH SSL MmE M EERABE L£E2 Threat Grid %%, FHREIGE _E%ZE ESA/WSA
"& (PR .cert) -

N EEEE SSLIEH
Threat Grid 12 2.0.3 K & STH SEMLII AMP R Z#tTE M MUE AL B EHB ST

FL & DNS

BAER T, DNS {#H Dirty 30, R ETF Clean O & BFEMTMIIELE Dirty O EBITERIZEHRE
(FIINE@ZLiHRN AMP FAE =) MENZ, MATILZE OpAdmin HEEE A Clean O3 DNS FRESE.

7 OpAdmin §1, fRIEFREE > M4, B4 Dirty 1 Clean M4IES DNS R, AEATHEF

CAIFPEE

fRZAS 2.0.3 RS ETIEThBE > — BN [ 445 SSL % #:H0 CA IFHEIE Truststore $TTIE, itk TGA ER[5{EEME
KLU AMP A B Ze M EAERXE S EAHIAEENE.

# OpAdmin /1, {KEFEE > CAIEH. ##:
1. AENEN. MESERFES. REGHTH "MRSFRFIER" WEE.
2. MAEELRE AMP REZHNENIRD, KEATRE. REAFKREFRIES.
i

MR EN . MEITEIRAENE PEM, SRR ERMES.
3. mEEA.
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TERSEMRSZER
A ETE Threat Grid (TP AP REAHIT.
1. AERHA TR ZIRFEZEEE FireAMP £/, RFEITH “EEHKRS" M.
2. %A FireAMP B &1 PR ML RN AMP A = URL. BERRAPENEH, RAEaTRHE.
AXHEMLLEHEN AMP AERIREENNFRER, BSHEXHHIE Threat Grid Iz & &2 B R .

15 ESA/WSA iz &iZE#: %] Threat Grid &

HABR=m (W ESA/WSA fiE iz . KE. RHE%) ATLUED SSL MEEELI S Threat Grid & 5
B, DERBERZBAETEREFERUEITING

“CSA &H.,” : ESA/WSA i%#% 5 Threat Grid i & Z B H&ERETERDE APl ( “CSAAPI” ) S2I1, Eit
WEMA “CSAER" .

SEAEY ESA/WSA i & W7 (e Threat Grid i & EM/EA BEIR AR LU . ESA/WSA EIE RN E LR
BRAEREMMEINEIRE SSLIEHER, AFAEERE Threat Grid iz & EMEMHY ESA/WSA 2%

AN BREE M ESA/WSA IR EMEMER RS Threat Grid IR FBFEAFHITHS R

| ESA/WSA SIIRI5E#:
BX BAFMEEXHEERA RS KRN, 1§55 ESA/WSA (ELABS A/ 1EE (TXLiEmh,
Threat Grid R&BEHA “HMAHRS" & BEZXHIMBSE - )

{ESA AFfsm) L F:
http://www.cisco.com/c/en/us/support/security/email-security-appliance/products-user-guide-
list.html

{WSA FFiERY LF:
http://www.cisco.com/c/en/us/support/security/web-security-appliance/products-user-guide-
list.html

ST ERIR
AETE: AESEHRTE ESA/WSA B & EM CSA &£/ (A#h) 5 Threat Grid R & Z B EENSE.
AP EENRPES BN TRINESFM .
Threat Grid 2 & SSL if4 SAN 5§ CN %41 5 H LB &F1 ESA/WSA T HiICAz :

Threat Grid 1% #% SSLIEH SAN ( “EAEZFHEMR" - MEEX) B CN ( “2FHLE" ) FEEEEH &M
ESA/WSA TRHAILAL : B 5E A ESA/WSA E &R INER, thaHRNREERK ESA/WSA i% & ks
A Threat Grid & & AT BHIE—EH B
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RIBERIER, EATREFEA Threat Grid & LEMEM B L AR SSLIEH, MUMEIREE SAN/CN FERH
ERAMMENE, REHHTHIGHOIERE, B EEFREIEMA ESA/WSA Z&H.

&, GRARFEEL LECWHEW SSLIEH ([FHEMMIESR) KBEHRZE TGA SSLIEH.
BXRFEMER, EFS

TOTF
SR SSLIERIRER, T—HRKIE ESA/WSA R &BEE 5 Threat Grid R &85,

B ESCANIEEERLE SSL IEBERST

BRI ESA/WSA 1% & W4 7 BE BB T B M 48:Z 52 £ Threat Grid %% CLEAN #:[0

BRI M NIE R A SR BIA TGA I ESA/WSA &AM FIERE. (BSRMN b, )
SER ESA/WSA U RmE :

BRXH#TZERE, HRESHRRE.
[ Threat Grid i& & MEF ESA/WSA/H A% :

RIFA LN B 5 8 3iEME] Threat Grid 2 &= mATIE S EL & ESA/WSA £ &

rEFR&EMRE, 2ERRE IDEAER ID BHEIE—NHE Threat Grid R, FEN<EFE— ID ¢!
EF— AR WT—HIETE, BAH—ZEEREZNRE AR

¥£ Threat Grid i% & E#iE & ESA/WSA it :
L ESA/WSA & & sy Hith & piZE#EFE[a) Threat Grid iZ & BITiEME, £BIEIE—A#H Threat Grid P
WA. AP AHYMIGIKSA “BEA" « 5HM Threat Grid BP—#, WHMHE—% Threat Grid iZ&&
ERFHMHEZEEALK,, REAEAEREIBEREERUHITIH.
ESA/WSA &£ IR F
M Threat Grid Z&MAEE, LEEIAANEE.
I EE R {EF CSA APL.

BRYAELMPTHESHESZFMARFE, 1B5SH ESA #1 WSA AR5,
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$R

Threat Grid & ( “TGA” )

ESA/WSA/H A CSA API &5

MNEZEFER B Threat Grid 1%
( “TGA” ) (BIiEkRE&EK) »

EEH. WRKBER, WHITRE.

WMEREMEE ESA/WSA iz# (B«
£M) o

TGA SSLiE# SAN 3 CN 15 H 45T
FH14ZF ESA/WSA TiHALE

IMREREEE S SSLIES:

SR SSLIEH (£ “Threat Grid Kz
A" - Clean #0L) , URIEEZEER
HINER, REBEETHIREE
ESA/WSA i&#&mH. (TGASSLIEHBEE
£ “SSL iE# A THREAT GRID %
" MBAHMEINE. )

BEEWER—NME Threat Grid I2&HE
Hl&1EH SAN 5 CN RIiEH. %kH
Threat Grid % &FHIBIMEBREER.

BEAENG, MAZER P il.

BAl ESA/WSA 1% & 0 R BE TS I1E T 1B R W 4%
%) Threat Grid 2% 89 CLEAN #0.,
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$R

Threat Grid & ( “TGA” )

ESA/WSA/H A CSA API &5

A TG RFKHBE ESA/WSA 2% :

BXRTEMNRE, ESH ESA/WSA 15/.
MUTHBREHT ESA KPR, EAESAR
HEIRE AR R

T RRERRERS > XHEERD T

2. RiEREA.

3. RitmiEERRE.
BINBA T2 EAXHS . MRAEUH
R BEAX ST, NETRIRZERH
B EER A

4. EXHSESF, EREREERM
TR R

5. {RIBEE, %M ESA = WSA 15 EX
HoTNERRE:

S5 TR S 2% URL:
EEREER.
BR&5#e:
AIEBR Threat Grid 3% %&H) URL.

NFRENRIES, BERENE,
NEER IP o

SSLiEH:

FEMNEEFR Threat Grid Z &£
B&ZIEH.

ERRE EENBESRIER. TiEiAh
ERFMEBZET LERIES; MEE
E, BERELEFREMESR.

6. R FAWINE L.

TEIC R H P T E R SRR SRS P 3 1D
Itk ID #RIRE 7 SHEEHEN AR .
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$R

Threat Grid & ( “TGA” )

ESA/WSA/H A CSA API &5

5] Threat Grid & T2 H Zhig(E

HERZBTXMSITHNEERN, REKE
Zie) Threat Grid I & EMIBH R EIREH
Web £ &, 52, BHARRBTX

5B 7 PR EEZEM

# Threat Grid & & L A& AP KA

1.

BIUEE G FHESF Threat Grid |7
FRAFRE

MNEMERIPERET, EREBAR.
RS EFTF Threat Grid AR TTHE.

TR & AP KRR FERER
TiE (FTREFEMEMR "R IhaE
kEK) o

RPREHEEA "BEA" .

REEHFHERR . SHA-AIE
HEZ K IEMIN o

FEXFES R HEFMEHLITHIA

ESA/WSA S EME K& F MRS Threat Grid & &% #.
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¥ Threat Grid % & E =2 BRI L mE AMP AR =

B BRI T IR R I & EHIT Threat Grid iR LB EFHRSE LN AMP AEZERREES, LHE
HEAEREFTRENERLT. IRERHNRCREMEENRE, WIFHAEE.

M Threat Grid R & HAER, IhEEIEHERE. HERRER CSAAPI ( “BRIDE API" ) .
BRYAEAZ—HHITHESHIFAES, BSRERZLHEN AMP A =X,

P Threat Grid &% ( “TGA” ) EE&iRE AMP A =

1 B EEE Threat Grid 12%&
( “TGA” ) (BIiEKRE&ERK) »

MEEH. WREBEH, WHTRE.

2 WEIEEMEEEEZHN AMP A= (Bl
REM) »
3 A TGA EREEHE LK AMP AF = :

iR E R > Threat Grid 15 2)EE
Threat Grid 4.

ESEHS Threat Grid IREHIERE, BLIUEE
Zig %, BEEH DNS £H4&. SSLiIEHn
API 4R,

#E TGA FIFHMLR 3.1 DIHHILER.
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TR

Threat Grid & ( “TGA” )

HEZLHN AMP FAE =

3.1

SSLiEH:

7E Threat Grid 2% OpAdmin REH, kX
EFEALE > SSL

EHAEMIH SSLIEH (£ “Threat Grid
NHA” - Clean #0OL) , MIRIEEEERK
ZBINER, REBETHIREZ ML
B9 AMP AAE =& &S, (TGA SSLIEHE
f£ “SSL IE#H#0 THREAT GRID i&%~ &4
{EZE 4R, )

EH2
RREFBE > THA

APl Z4]:

API Z4BA] LLFE Threat Grid Face {7/~ Ul &
AT &P AR AR TTETXE:

1. %3l Threat Grid [JP Ul.

2. MNALF "W kB (LFEM
EMALE) f, EFEERARF.

3. Bl (WRFEAER “HE")
ZERAFKFAREAFER
THE, 84 APIESA. T2, Ik
BEAREE “admin” B, {EF]
M E7E Threat Grid i & L& Atk
BRI EMAR.
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TR

Threat Grid & ( “TGA” )

HEZLHN AMP FAE =

3.2

52 ZEEZ] Threat Grid FE

1. A TGA W&

2. HINEDE BT &P Threat
Grid APl 248,

3. % TGA SSLIEH X4
4. mifF REERE .
5. mifr "WikEE .

6. EENLBERE, ERFEELEMEL
mH) AMP AR = LIE1T "EHFRE"
ARz FAE B o

MEAE#H, X¥ERF AMP 5 Threat Grid i&
#iEfE, FEUAEEATME TG #XHER. 8
2, BUAERETHEBERZTERERSE
#FR%, LUMEE TGA IREMIBLE R,

(AXEFARFER, FEHEELIRE AMP fAF
ZHIMPXHE. )

BRERENRTSEFTRS
M S BRiER g E R SRS EHRS
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TR

Threat Grid & ( “TGA” )

HEZLHN AMP FAE =

4.1

B2E DNS (NEEE)

Clean # O BT FireAMP &£/ B2\
ST, DNS {#H Dirty #0. N8R % Dirty
BOETEBITEEZLREN AMP A E =
Hl&, WATZE OpAdmin g & —4ME A
Clean # ORI DNS fR%E 8.

7E OpAdmin /, fRIEREE> ML, B
24 Dirty #1 Clean W%1EE DNS FE&, %
EREHRTF.

4.2

CALHEH:

T—H 2 EELiRN AMP FAF = SSL it
P THDEHI/H#ENEE] Threat Grid iZ&, YU
BEFEEEERIZE:

1. 7£ OpAdmin #, fRFXEEERE >
CAIEH. ErATLLEE—4 SSL i
3, MMEMNE@ZLEE AMP A8
ZENENFT AR SN

2. ERESANEHHSENENS
Ao RERHTH MRS BERIES
IHEHE. A FireAMP 12 & &R

SHEN RO 2 HRE.
3. REHRRIES.
4. REFAN.
(R TNETER SN BT IEAR ST

PEM, RESHHRMEL. )
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SSL iE$ %1 THREAT GRID i%Z#%

B Threat Grid &% ( “TGA” ) A& HKN AMP A8 =

4.3 FireAMP &5 &1 :

7£ Threat Grid Face [JF Ul F1, NELH
¥ hikEEE FireAMP &5 . 250557
‘REEHEESRS” &0 (WTHR) -

BN AMP A EFEHARS URL (I&ATILFE
FireAMP %% EHEIE: RIAERER >
Threat Grid > HE# 5K AMP AF =iF4
ER) -

BMAGCHEBRAPZNEE, FRGRE.

EENEFNESRS
RRZR 2.2 BT AREEFTBANEE S/ URL X (BRHEFRA “% POKE™ ) »
ALLBE N “EEHEARSE” WEHAM. KEFME URL:

15 - REEFHESRSTE

:h;;;h; AMP Threat Grid  #»Submitsample A Indicators ~ Q, Search ~ OHep A~ L

Disposition Update Syndication Service

Service URL User Password Action(s)

hitps://poke zebra.local disposition_update_user | ssssssssssssesseee Edit

suppori@threatgrid.com threatgrid.com Terms of Service

All information contained in this report is confidential and proprietary information belonging solely to Cisco
Systems, Inc. and/or its affiliates

This document is for internal customer use only. The information contained herein may not be disclosed to a
third party, in whole or in part, or otherwise stored in a retrieval system or transmitted to a third party in any form
nr ane fal. writtan

s anu ma artranic marhanical ranraaranhic raearding ar athanwiea) withnut tha nrinrwri
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18 THREAT GRID AR Fn A

=18 THREAT GRID £H£RF0 A

RIETEIRE LK Threat Grid AN ARMEER AR . — BEREZEFBMKXEETHE, BAILEIREZH
FLAFAAKE, ZHEAMIBAIUERAFBRSEERGFERETON.

RIMAR. ARMERERAIEEEESNARMARREITANFNE, BEERBURTENAR.

B EFTAR
FFRASAARE; ERNAAZE, CLAEEURERMARHAR.
EEME: —BERREFRARRDT LGN, ELEERRHLES.

1.

N

BUEE R SHE X Threat Grid (17,

REMCFEEAORBTRERE, FEFERALN. AR WEITHF, JHiEE LRAFHESR.
RENTFREA LANRMARZRE. REHITH "Bl HiFE.

PrEFRYAVEFER.

EfRe ARM—MHRAEZR (BRBRZBERNRE]) o

Tl e M “1TAk” TRSEEAERTIER ., MEFIR EMNTUHBTER, WEHEZEA K" , #F5
Threat Grid X #§ (support@threatgrid.com) Bt & & KR IMET

SERE ML
AR :

WAL SRR ARV & E APEERS. XASH0H AP 2R, MASHIMFIHERRRZ. WALEFH
R PR = A EI AR

BEBINNAPRTERRS . SRR UM BPIEEREARRER, 1 Threat Grid TP ELEFBIR “f&
F Threat Grid” (MSfif=mfforiti® “#EB1” > “/E Threat Grid 74 B1” ) H k.

EERR BB TR AR 24 NEREER, MAZEHE. HRIBEMRE, T—1 APl RRZKEE
429 $RiR, HIMERZEE—FHEE, RBEER ZAEEEFINE.

RERFEHEK; WEBWMA “507 .
REEIE. RAECIZTHHNAR, FEEARFIRFAIUEER.

MR

BXEEAPKA (BREEKKER ESA/WSA &MEMIRERIM,) IR, §2H Threat Grid ]
F Ul LB NSAT=ORERH B > 8/ Threat Grid 4B > EEAF .
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Threat Grid & EFERERT

=18 THREAT GRID B£8R f1FH A

Tt Threat Grid iz & _LEUA #ri & H PR

% ESA/WSA i &aEA CSA ( “BRIVE API” ) EMERE Threat Grid & FEETMET, RESBHOE
—AEH Threat Grid AP WWAAKARIBIRGSA “BER" - SEAM Threat Grid AR —#F, SWHH—

A Threat Grid REFEERFehHFIRERAPHKF, REFERERRRZEERGERALHITHT.
1. BUEHERSMESR Threat Grid (TR AR RE.
1. AEMERBESF, EREBRAP. 25957 Threat Grid AR T
2. FIAEERPKFAORAEAESETE (FJEEEER "HER" TeikER) - APRESSERA 2R
16 - FRPFARFERE > EFMBERAF
Actions
User Details
User is de-activated. :
Login
03QA-36F4D53ADED 1CF64516BABAABIS645AB23560A7 CFOSAASCO3779FB5DE30
Name
03QA-36F4D53ADBD1CF64516BABAABIS645AB23560A7 CFOSAASCO3779F
vrticsa/QA-96013CCDBCEFBI747E7EBCAB33CI4B19CF121E55827ABST0F66E43E4767
Title
3. mEEFHERP. ST ASHEEEREREIA.
4. FEIHEEDR S EEFEEHITHRIA.

ESA/WSA s E&ERIZ &M AR LS Threat Grid iz &#H1TE S
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BRRAFIAEA T ik

BRALADEART DL

) Threat Grid IR & RZHARTHN, BELRN— I EENTLHANTHORTA. NRRTEBH TR
RERBTON, WARBEZERAEE, EANPLES Threat Grid Z&HEAURMATIS , H2ISBIH
SIEXES, HISEEFLR AP HIER T

AT HHAIRIZE Threat Grid FRFATIFAT IWERBEXEE: RIEFARIEEAETR, FURZTHFARLS
HAPHEFIREEAR. AESRUEANARETRE AR Threat Grid AR F8EFE F/A 4.

R RIBRAAFART I 1%

FaFARNEEANTT MMERART “E5" BTHHEARD Threat Grid 2% L3 TEXR. £EXERER~S (HlI0
ESA/WSA &%) EEMIZESE=ZFRSE (BAIEENIT “CSA £/&7 —iA, EIEEITERIPE APl 5 Threat
Grid Z&E K [BNSFM] 89 ESA/WSA EEMERLEEMEMRS) BEK.

BOANBAT, Threat Grid iz & LMPIEHARZIHMEAFN, AIRENHEMIREARESR, SFENREAR
(Tt EFWAHR) -

AR ERPYAINEEMEEM AR MRIFEANETIFARFER.

Threat Grid A& A] A[g] Threat Grid R FRXEAFEAR, RE5F—RZTEHEMNTHEHRALRNEM Threat Grid
RERP (BREEREKERP) THEERXLEFER,

Ti%EA Threat Grid 1% & L RIBSFAFIAEACA] I MEAREY -
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BRRAFIAEA T ik

17 - Threat Grid 1% & L BIBEFAFOW] L4

KRR FERZ ERRE
(BKL) (BA “BF" )
kB R—HAKAR v v (V4
kB HMBEANARF v X3 v
kB E—HAREK v v v
kB HMBALARENK v % v

ZBEERMERTAR ARG ITEREB TSI RIBR.
a4t "X RTAPNEASSERTRIE.
Threat Grid 12 & 5HEZ 1A AMP FAH 25 A IE AR R EARRFARN .
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BRI E

Z R

V1.4.4 KEMFHHIBERKBED, KRFEER Threat Grid IREFNHE .

EEILE AR ENE G HREABAERRABEITRIE, BEA "BREE" EARARERRMEEE. ©LIRE

BESMLAAAR, FEIENMTEMEE, MEASIRARTERRRNZXRMAREME.

BUAGMRRERRIOTR, ELRMER R BB EZRIETEN AR EFMTESD

EERER: HIE, EITHREE, REVABET, TEERMEBHHITETRE.

1. EFRIHEE.
ERBE, RERET A 4 HHNED, EXRERLERE "BRiRE"

18 - BRiIgF

File View Macros Tools Power Virtual Media Help

“‘ “ThrearDE’lD

Mabwvare Andiysis & Thredr Intefigence

Boot Appliance
Appliance Recovery

HWipe Appliance

AXETERBRETE 0 2015-2017 B ASZ L BRF/HEMBEAR. REMERF.
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BRI E

2. EMEENT AR A%
BRa: "wipe"

AR "| ACCEPT ALL RESPONSIBILITY FOR THIS ACTION"

3. BTk, R MERET. B350 “BREI THREMERNALIEITRE.
19 - ERIETR

File View Macros Tools Power Virtual Media Help

o2 $
"‘: “ThreotGRID

. Malware Anailsks & Threat intelioence

Hipe (Fast: Zero Disks)
HWipe (3-pass DOD method)
Hipe (Random Overwrite)
Recovery Menu

Hain Menu

Press enter to hoot the selected 0%, “e' to edit the commands before booting or "c' for & command-line.
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4. LHERBRETHE, BETERESZRRES:

20 - BMBROER

nuwipe 0.17 (based on DBAN's duipe - Darik’s Wipe)
Options
Entropy: Linux Kernel (urandom)
PRNG: Merzsemme Twister (mnt19937ar-cok)
Method: Quick Erase
Verify: Off
Rounds: 1 (plus blanking pass)

Statistics
RBuntime: 02:32:13
Remaining: 07:06:30
Load Averages: 1.99 2.13 2.20
Throughput : 4878 GB-=
Errors: 1]

~dev-sda — L3I MR9271-8i
(success) [173272 KB-=1

~dev-sdb — L3I MR9271-8i
(success) [558960 KB-=1

Wipe finizshed - press enter to exit. Logged to STDOUT
5. 1% Enter EiEH.

RN
BRIET KAEITRT B
B (P FHEE) 2.5 /Bt
#Ek (3 18iE DOD 7i%) 16 /N
B (FEEE) 12 /NEF
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&

NF

M7 2.2.4 SINT &R THEE. B, Threat Grid IR&RAIASFIMT#RIE: XHF NFS HIEREAEMZEEM; WX
¥ NFS R HTHIENSBL, EEATHIRERS (ATMBtEER) -

iR, EESERREERAE. SREFESAEPUGN, AIERERRERFESIIR. BT BMrER
REGETRESISMEEFT, AEAERATEREZENZAERRE. ZAREENEES, BERAEE.

MEE M gocryptfs (B=AFFE~m) HITINE.

HEE, BEIMEFTENER, XHBMEHZEM. BT Threat Grid FEFAFMEMATETMERLTHRIE
EREBAREEFRY, BitXFErSitims P AaHE.

BN BEAENAEE RSN EZ IS RAEEN . RIHRE T H XXk ENNBE&NIEE, BEVEFERASHI
BEZ HI{FHSE., BXEMBARBEEINR, BSR EHEHMELEEVNR (Threat Grid 1212 EHIT &5
B, XFAEE AT LU Cisco.com MihH_ “Threat Grid i &R EFAE” TEIKEL.

S &K
- WAUEITET TCP B9 NFSv4 thill, HEBRATIAMIZZAY Admin AT
- FEER B FMFHE nfsnobody (UID 65534) 5 X\,
- NFSv4 fR& 2R MATLUEE Admin 10Gb #&O#ATIIE .
- BARRNEHZE. FER THNENEEERBS THIES.
THRESHAIMELEEER: rw,sync,nfsvers=4,nofail

WMENFS RRELY (BERESBRSEORENERI NFS REE) , BLAENRREERNEESEK. £
OpAdmin A IFEg B H EH N FAEIAT A I

BRI RO R E S E, BUME nfsnobody HUITE NIR{E. & Threat Grid 2 %& EME—BELL nfsnobody SHE1TE
B nfsnobody EARRAIHIZRH = S REBIRMEZRIHIR. Gla0: PAXHEBERBR/NFRUEN, ERRMAR
WA TREBL AR FR; %& LM PostgreSQL AR S TTi%T 8] ElasticSearch #14&5) freezer; ElasticSearch
Bk % Fikifial PostgreSQL = freezer #{#F.

& nfsnobody MK FARILE R E, MAFT AN &R SEEE— idmap. conf KBRS AFTTIZN P & 5.

RURERIEEN

X

ENEHEELTAS:

WREM. LR, ZFEHRELUMEANREEFRE. X TENEENEEHEAYG, ERERETEAE
B BE ARMIZE R AR ER R FARS - 3F 2.2.x BRI %E, ERANTEREA
http://www.cisco.com/c/dam/en/us/td/docs/security/amp_threatgrid/amp-threat-grid-appliance-data-
retention-v2-2.pdf, HAGHNEXFEHEEREIEA 4.1TB.

PostgreSQL ¥iREEFF 0. LL7FHEE S PostgreSQL FHHIAAN TR &M UK —F S| WAL BE (BASH MR
BHRRETESMHETER » EHENSFENARE 500GB.
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https://nuetzlich.net/gocryptfs/
http://www.cisco.com/c/dam/en/us/td/docs/security/amp_threatgrid/backup-faq-2-2-4.pdf
http://www.cisco.com/c/en/us/support/security/amp-threat-grid-appliances/products-installation-guides-list.html
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&

ElasticSearch [REEM. LWEFHMEBRENAE 1TB.
BE. £TLHAEE, SNEHIIENEEARNET 5.6TB.

HAER
BEESFMF - Threat Grid REFNIROVBMASEUTEFHEHHELIE:
- fl
- IRER. ITH. 452
- AR (3 OpAdmin) {HAFNFH 1K P EHE.
- HiRE (BfEAPMAR)
- £ Face 8 Mask ['JP Ul RER KR E

FEE -
- REHE
- DRI TR RN ER

- WMRATREEERE OpAdmin REHEMHEE, S5 SSL Z4H CAIEH

PostgreSQL - & 24 /EF#{T— % PostgreSQL Ei &t BIRESNLEWE, REASET—&£ZE, HE|
BVRINER—XEE -

ElasticSearch - ElasticSearch &L E AR #HIT, &5 99 FH—%.
Freezer - Freezer &MFLEEHIT, HE 24 N ERIT—IEN KRB FESMERIOEMTR.

ERFHEY - ERFEHREUE-NINMI 0. BRESNEFE &, FEHER 24 N BBHTERM
EMZEABR

HOHIREHRE
PostgreSQL - YT PostgreSQL, #8BHITEWM KN EERANRINENFIE WAL $iES K.
ElasticSearch - 31T ElasticSearch, RE&EEF® 5 IR E.

REFH - S THEFE, AREEHEASENMRENTINCRAIE R R E K.
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S RVIBOR =L BN
Threat Grid X & LR EMITEERFEUATEE.
$E1 R\ E NFS EXREEZHBEFEFo

$B|2 7 OpAdmin FEHRTEKESH ‘NFSEE" WE. (BXiiH, ESRALE Threat Grid iz &M

M NFS. )
$BE3 THTH NFS BEFERKNMEZH.
EEH: ERARENNREERNTES !
Threat Grid AR REIZ.
BEZEY, RLERTER !
$HRa4 EBRMWEBIR. (BXYB, 55 # Threat Grid 2 & EE & H WL Hiro )
$H’5 WERHHE. (CEEEASR3IHHNZTEH. BXUB, BSRAAEEHRAZ. )
BXERRP, BSANTEY.

il & Threat Grid % & U{E B NFS

NFSv4 (3k v3) & Threat Grid iIZF &MV EFER. (BXEMEE, BESH NFS K. ) NFS BLEiE]

B SHHEHNLSRE OpAdmin REHRER. ZRAEPIE T —NKEW, ”AIATLUGRTIE NFS BE.

1. 7€ OpAdmin F¥TFA&EESH “NFSBE" WH (EE > NFS) .

AXETERBRETE 02015-2017 EH ARG L BRF/HEMBEAR . REMERF. 51

PUESES



Threat Grid X &i&EFE EIEE

&

B 21 - NFSTRE

Configure your ThreatGRID Appliance to use NFS.

A This will overwrite any existing backup with the same location and key! Refer to the documentation if your goal is to restore
from a preexisting backup store.

NFS Configuration

Host @ 100.73.2.22

Path @ /data/backup/stripe11

Opts =

Status ¢  Enabled A

FS Encryption Password File

% Remove @HeLp  Key ID: aEkU_PSN6aJ8UUTaJUmMAPL2jFk3XjXvhzDyCKjiLxxw

& Download © HELP

2. BMTAARENA:
EN - AT EHREEMEIRR NFSv4 ARSS = aotit
AR - fEmENRSFEH B RHHKE
IET - NFS R

R - NTHTIERPESE "BR" (BHFE) -

3. RERE. ZRNEHRFHHER— FS MEZLER ID.

FoREBENRTEN, ATESMRITRMEZAET. WRECSERANFS, EEkeIERH, 7
MER Lot m. gl@BPE, bEFATHRRE. (MRMKES, TERAKEFTHLE. )

R MRzZFEHSATREMHEHEBLE, W EEE OpAdmin RERH £ ID K EERER
ZHAMEFEREE. MATFE, ZENTEH, AL EREEH.
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&
4. BERHZEMSHELHH
REIREHERE NFS 26k REMTBIELLRMN NFS BHEIMBMALRE A datastore BT
FIIR

M FMEFHEOEER. THMRE, IRBEEEN. H, E2PITEEUERMEE 24 NNEHERHAR.

%t F PostgreSQL #1REE, & 24 NHLHIE— N EMER, lE—BHSNMIRENNEAT 16MB HHME,
SAOFE 5 HHtIR—K, RETEFMERRE.

Xt ElasticSearch ##&E, WA 5 £ #80 FEZE LS E NS & HFEF.
EMPERTEFUEHREE. AAREILEFTEMITEFEERER. RETENBFTLEETHE, MUBTE
TREHITIHE

1 Threat Grid iz &= & A&

"E B iR

AR FRLERSHEAEFAANHE ! T, BSYVEER | ARITEMES 28T, BRIEMEXHE.

HER LR E RERE BAR 28T, RELALTRRERT. REUZFREH . AY, ERETHEEETBER
HREMEERSEEZEEAERRE. (BXFMRR, BB W # Threat Grid REEE &MWL Btro )

A5 EESWERXTAANZEERAR; EFITENIES DLP EFMGH0Z8, REWEREXTHEZE
BRI MMTEN R REEFRENEHE. HEEXTHREERTHEBERLEEEDRE: REERSEFTME
RETEERWET, MEER LIRS ESITFRESEN.
1. MBERNREHEFNRGEVIERIRE:
WRBITERZRZHEERHIEF NFS HHXEE, FhE BFEEmEMEERA:

- BITIE &R TTY @it SSH iAia tgsh-dialog FLE R H.

- J%F CONSOLE LU AN tgsh. (BiEE, IMEAAESRTREHEMA tgsh. )

- 7 tgsh BRFE, BiAS®E destroy-data. AE ISR RAFIRALA9 AR IR S BB IR {E,

IRV A NI ok
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2 - destroy-data REALLY_DESTROY_MY_DATA & f1S#
elcome to the ThreatGrid Shell.
For help, type “help” then enter.
>» destroy-data
To =really= run this command, pass the following string as an argument:
REALLY_DESTROY_MY_DATnA
Mote that this is not intended as a security measure: use the recovery-
mode wipe process instead if thorough data destruction is required (and
jthe appliance will wot be retained or used to load a backup).
D0 NOT DO THIS WITHOUT DOWNLOADING YOUR BACKUF ENCRYPTION KEY FIRST!
»>» destroy-data REALLY_DESTROY_MY_DATn
AT HR GRS

- LEERARE G FR. THHKREYE
- NFS BEEFEIE.
- AT NFS g9zt =2 ARl 4.

2. MRF—RFZEEEHEANERENEH:
(Bin, MRRMKMEE=PENERPNEANERESANAE. )

R ——HBIR] S A datastore B, EHITIXMERIZFIEELETENRER, MAREEELESANN
w4

—BREATHEERS, EHAMEARNERNBIRE!T, WT—THHAR.

B &MAE
BERM: ERENRE, RGO ARRTRA.
ER: MEEH.
eEpmEES:

#£ OpAdmin #, ZEREXESH “NFSEE" TUHE (EE > NFS) F ot bk, REUAERERT BN
BR S5 se B A BB B 1 22 5R

- MRZFEAERTEIZFMHHBAEBLE, N EEE OpAdmin FERHER ID BKEECRERETFHER
HIRLEL.

- REROSSNESHENEALENER, MRKD, WaFaBHEREIZIE.
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- FRERTE: WEHIBENREBRTFEMHO/NEEMEE. EMiXF, 1.2GB MkEEMB BT,
M 1.2TB R ENEE 16 NN L.

- R MELERAETHERE, FUENRRKIOREFERGEREZRKECER; B 0%fF. OpAdmin £
HRENY, MREREEIN.

- MENHIEEERSRBHIESXL.

I IRE
ARERRED, BARIAAH.
REENZEESHRE &K
B 5 RIEERNSRRZES BT AERR NFS ZHEFMEZHA.
Wiz EABALE NFS ZHANMZEZHNITASMERE .
EEHRA: —RAHE— MERSE &N EREIRZITHRS .

ZHAEARH Threat Grid iz & LMK ERTE, FAREEZRENARFET, BRE—H—HNENFHREEIX,
FiEHzE (BSLEMBEES) EEZEIR.

F R AR S E A
RREMAEAMN. 0B DERBORSTHRERTREAM, LB opadmin B3 AR B EF H
B

MEFEATE. RERERRHNENGRERETEAA; WRARKEYE NFS RS FNEMEEST 15 o
HARREER, BRREFRINLE.

EMXHRETERM. BHRATFRIFAR.

# A2 PostgreSQL & - ZEEE&NFHZ NI HITE—REMEN (8 24 N\HEFHIT) HE, XETF
ERBRBR. B8, EXREENZE, ENETATERS, TERE. AANALESFEE BT 48 /N
HERT, BERREFIFRE.

= # PostgreSQL Ef & MBI AX - XRPARGKE KM I PostgreSQL AERFTHIEA &1 R FKMA
#, TRSSHENEHEREAZES (ATARENEREEN &M B SHITREREHNTERISARN
&) , FRHITREMENAENBSEER. BRAZTFAFAR.

EMEIRAER: - XLHERMEIEME &HIENE RER.

ES &1 (B1E) KNi&3) - R°R/351 ElasticSearch B, &MEHEAH. BEEFHEINEZEH (AR NFS Fai0
ZREUWAELEREIEIT) BF tgsh FHIE{Ta< service restart elasticsearch.service AJZIF I [E]& .

EMEFHR: - XEHERBRGCE RS2 M FHRSHEN R IR,

ES &1 () BRE ()RE "R - XRTFEIE—X 22X E# ElasticSearch HIBEN &R, TERTIE
NMEMZES|. #E NFS RESETEFTLEHERAZTE; MRLFEHRHCBOREBZOBNATE, EHR
ERIFERE.
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ES &1 (HiP) RE () KRE “FRE" - MNSEREFRRKIM ElasticSearch FHH; EFMNFHTR
AEEFRAREBNRAZANE—ERTR. ANTRENENPRETVEZTEZFBRSHEY, TUEXMRETHS
REME.

ES &4 (#£3P) R (.)RE “Wo" - EXPEEWEEEZ—: No prior successful backups seen, so
retaining (MRHRNTEREGHS &N, BILIREBW) ; B Prior successful backups exist, so removing. (IR %
MNEEZFZBAEMHFTEREER)

ES &4 (4£%7) - EHEE (..) ms - MRHFHAFREET 60 %, WEHELSETHHEE. IF—ERER:
ElasticSearch SHTE 4R, HALFIRESH KBS NG (AIEREZSRAEL) . BR, MRERAIEE
MHEETZHEE, BFREEHERESBRRTFRSARI K.

ES &1 (437) - LiXEiH ElasticSearch REIRA - k5 ElasticSearch i#15; WHELEERINBIED
flEZG. BE, HERSEEMEEFHE—REHN, MIRENETXLRE, MRERETEEEETRHENR
R, FRKERREITESES, BRETAXERR.

AXETERBRETE 0 2015-2017 B ASZ L BRF/HEMBEAR. REMERF. 56



Threat Grid & EFERERT

[t - OPADMIN &

M - OPADMIN 3z 8
RAIBRHEU T REESE R OpAdmin BHHITZ TS AR Z /KBTI :

FLEx S

22 - OpAdmin BE B 3 &

WO NN EE e e § Se® B Ree® SRS ILT AU LRI T L

1.3 Configuration - Operations ~ Status - Support ~

Con APpllancesummany  Gp|D Appliance to use NFS.

Storage

NES Netwark
MNotifications

Host License D.66.2.22
Email

Path Change Password ﬁtar‘b ackup/stripe2
ssL '
Opts SSH
CA Certificates
Staty Syslog ﬁabled v
Date and Time .
LDAP

Integrations

@HeELe  Key ID: xLvStgMTnZg3ZsnUME

& Download @ HELP

FS E

ER: MRERFFENER OpAdmin BEEREHITER, WM "BE” KBV EXLEIZENHENREER.
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[t - OPADMIN &

E ]

23 - OpAdmin IR{EEH

8o 8.}.' ThreatGRID Appliance Ad; x Q_ _
€ C f (x htps://100.67.2.100

i apps @ ThreatGRID [l Other Bookmarks
2, X B Support  ?Help
1 Thre ot GRID appiiance Administration Portal ® Logout
_ Configuration ~ Operations v@ Status ~ Support ~ o
Backups
Home Apply Configuration
Update Appliance
Your ThreatGRID appligres o wormmgurou:
For assistance in changing the configuration or operating the portal, refer to the resources below.
& Documentation
B Support
T ThrestGRID

https://100.67.2.100/#

iR FEREFRRERERREARHA.
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s - OPADMIN &

RS

24 - OpAdmin K73k E

80606 /| | ThreatGRID Appliance Adi x

€« C (X haps://100.67.2.100
i Apps S ThreatGRID

|| Other Bookmarks

<y B Support 7 Help
T Thre At URID appliance Administration Portal @ Logout

# Configuration = Operations = Status & Support ~

About
Home | Notifications

Your ThreatGRID appliance is configured.

For assistance in changing the configuration or operating the portal, refer to the resources below.

& Documentation

B4 Support

I ThreatuRID

https://100.67.2.100/#
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[t - OPADMIN &

SZIFRE

25 - OpAdmin 3%

606 Y/ ThreatGRID Appliance Ad, X N
<« C ff (X bhaps://100.67.2.100

i Apps B ThreaiGRID [ Other Bookmarks
2, B Support  ?Help
1 Thre ot GRID aspiiance Administration Portal ® Logout
_ Configuration « Operations = Status ~ Support ~ @ o
Live Support Session
Home Support Snapshots
ThreatGRID Cloud Platform
Your ThreatGRID appliance is configured.
For assistance in changing the configuration or operating the portal, refer to the resources below.
& Documentation
B Support
T ThrestGRID

https://100.67.2.100/#

ERIBT BRI HFSE ( "SHERX” ) BRI B THRFEERER.
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