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BF AMP Threat Grid i%% ( “TGA” ) A[EMHLTEA/ AMP Threat Grid ‘EEH AL HMEE, L FEARELERS
Cisco UCS JR%£8 (UCS C220-M3) k. Threat Grid i iRt S EReMAl EMAMIAE, ATHITERAERE
WES, EhEEEmmBEmREIN .

A AEHRBIBHAR (FIMNERIT. RIEAT. EFRENEE) LIUETEMAIMNE . BRR G FEAE
W, FEEEEMERNTE (FINESHREER) LXFNEIIDHITEERETT. BEELXUEE Threat
Grid 2 #, XLEAARBHAREEIAN G ZEENZZEHITAN, B IEAXBHRAH M.

&8 AMP Threat Grid 2%, ZEHFI\AILMERS ERENEEHRTMATOTRARSITABRER. ZIREHE
PMERSBCEZZNEINMOEERMHEEZREILXE, AILETHEERGHNEEERES HHHEX
-8

ZEFBATIURES REE T E A BN BER G AP RE E NIRRT, NIEHNEF
AEEE THETA. LSRN BRMARRRERZERP, REXESHEERHHRPHFIBE .

A B BAREE

AR TGA BERIERM. ENRUMMTIFAEAZR Threat Grid ZF N R T E R &L HETER G .
AIERIE A ALY Threat Grid & 5 HMER =~ HFIARE (40 ESA 1 WSA 15 &1 FireAMP FARE =i %) #1T
ERNEERRBER.

B Threat Grid ERZENREWES S, 5518 (Threat Grid (2 &2 EFAE/ERY , BI1E Threat Grid %%
FRXETEEE.

A

A 2.0.3

R ASIN—RFITHREL 2 #F FireAMP AR RIREEM . XEIIREEIEA Clean #0 Dirty #2OZ E#f 5 DNS #9
IfgE. CA EIEFA FireAMP &R E .

I, ZRAY SSL IFH4 CN £4#l4 subjectAltName. Xf#RTH SSL BERmHAFERMEE®M, BYEFEEED
—4* subjectAltName B SSL E P in <28k CN FE. MRFEANETE, NWAEEEHERZARIZEEK
H{EIES o

ARAS 2.0

(£

M7 2.0 REZWRA, BETEFNRERSE. EEAIFFRKEHRANZE, RS Threat Grid 17 Ul 5=
BAN—EHEES. XERXENRHMERNITARERUREBER.

FHE SIS RERA 3.3.45 R (Threat Grid /TF/RAHAD - (TP Ul SAUAZEREEE) [Help], A5
RERARANEE. RARBHNATE AN RRN: SFRAESZAAERR.

AN
EH& AMP Threat Grid & 2—# Linux fR&EZ8, TEMOTEARENBEAGY ] g 2255, 73
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MRS BHFETIEITE, Threat Grid REFEERHTA Threat Grid BERHN M TAEERARFAF, N
RiggEHmES, FRITEMRSREERES.

AT
BNEWEACERIENRE, MEBRLZRMARTHIENREER.
FIRR 2 Ey T BOaNERRERFNRAEHARITRE.

DU
Threat Grid R&ME (BEAXH. (Threat Grid R&EREMIEAEDY « MARANEBRIRA. EREESE)
AJ# Cisco.com My FHIAEPEBRNE ZLEHAREFTHITES. ETNTEHE SHIMREZFRAXHA5EE.
Threat Grid 1% & 1% & I E755
(Threat Grid R&IR EFMIEIEF) =AXENIEE. HPESFANIEEREE, SRMEEO. HEN A&
M. MEE. BEIRPAEMES.

Threat Grid 1Z&/RA LY

OpAdmin |17 (OpAdmin Portal) > #{E (Operations) > E#1i&%& (Update Appliance) > i A<i% ]
(Release Notes)

AR RERMALZIEE N E L ERR4EE PDF 3XH Threat Grid IR Z AR - 5 1 _EXXHI8ERE.

Threat Grid /7R
TR Ul Bfi# (Portal Ul Navigation bar) > #3Bfj (Help) > 4<% 88 (Release Notes)

Threat Grid | TP 7ZE£EE BIFD APl STHY
Threat Grid [ 1P HIZ/F Threat Grid TE£:F 8. APl U FIE 15 B AT M Threat Grid TP £ BIE T A

Threat Grid | ] i/~ 5@ (Threat Grid Portal user interface) > 1= (Navigation bar) > 5B
(Help)

#5 BN (Help) ETIREENFTH, Hhl&Xpa%E.

ESA/WSA 158 314
A X4 ESA B WSA 2 &% #Z| Threat Grid IREMIRE, HSH " ESA/WSA 2 &E#Z| Threat Grid
iﬁ%" o
iES 17 ESA/WSA MELBBSERPIER TR BAHLEXHEEMATRS" BIRH.

o (ESA APiErE) T
http://www.cisco.com/c/en/us/support/security/email-security-appliance/products-user-
guide-list.html
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e {WSA BFPiER) LF:
http://www.cisco.com/c/en/us/support/security/web-security-appliance/products-user-
guide-list.html

FFA]
A[ZEOpAdmin ZZZ1#ATiF (OpAdmin Configuration License) TUEI&IE Threat Grid ¥ AJIiE :
fii & (Configuration) > IFT[iE (License)

BEFRFWEE, i51®T dedebeer@cisco.com 5 Dean De Beer Bt %

R PR 7
AT EHARIIR & APLREIRl. XREYM AP R, MASYMFHRFRL.

HERR BB TR AR 24 NEREER, MAREHE. HRIMBEMBRE, T—1 APHREZ KGRI 429 55
R, BMERER—FHEE, RPREER ZAIEESAFHME.

RE M

FIEEEE, MBRENRESRCZR (Threat Grid R&XEMIEHER) FHRATE, FESHINRR
DRI G A
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IR

TR &R, SHiERs. EHEREEEET:

1- BEHBEKRRER

> Boot Menu, > Diagnostic isco IMC Configuration,

 Memory = 512 GB

Entering CIMC Conf i tion Utility...

R MREEERE CIMC fE, BENFRETM/EE F8.
BXEMER, BSH (Threat Grid REXEMEERE) FH ZECIMC™ —75.
YR EFEERSREE, TGSH MifEREEGHE L.
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2 - TGSH XHiF
ao0 198.18.2.23 - KVM Console

Cisco ThreatGRID Unified Malware Analy and Threat Intelligence

Hain Menu
Your ThreatGRID device can be managed at:
fAdmin URL -~ HAC : https://100.67.2.100 » 90:eZ2:ba:B2:21:d4
Application URL » MAC.. : https:» /100.67.1.100 » 7c:@e:ce:67:77:d40
Password .............. ! hdJaBSpkPRu@@9tnuabBu

The password shown above has been automatically generated for you.
You will be regquired to change this password when you first login.

onf igure the system’s network interfaces.
SAVE Save configuration changes but do not apply.
APPLY Save and apply conf iguration changes.
CONSOLE CLI-based configuration access.

EXIT Complete configuration session.

AR AREHEE TG XE/F, TGSH MEWHABEREMN, EIHEFMEE OpAdmin AR FEZEILED.
ERTE: MREBUERLATHEN, F5H "WERKNEN" BEXIREA.
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BRAMER - BUA

Threat Grid [ 1P Ul €I R
o EF4: “admin”

o T “changeme”

TGA EIE R - OpAdmin 1 threatgrid FF
OpAdmin B2 GHZRLS " threatgrid " AP ZWEHHE. B2 OpAdmin FEOR4IR. E4H TGA REHE,
RINEERTHEEN, Z8BE 25K, UEBEARASUATLXANERER. MREZEEL, BLXEERE
OpAdmin, FEETEN “WEELHEL" 7B,
CIMC (BRIEMEEIEHZ)
o EBFA: “admin”

o L “password”
w8 EKHE

BIANEE REMRENRNZZREMGRETERE TGSH FHEFRA . —ZXERNKBRERE, ZBNHFALEU
A XA R TR

MRERTEERBN, TEEFE OpAdmin, BRI THE:

B BEERNEERENY
1. EFEIEE.

iz EsiE, BELEHA—IETR 4 HHKED, EEZEOSiEFEREEN (Recovery Mode),
WTETR:
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3 - BE3EA - IE = (Recovery Mode)

¢
% TThreatGRID

Coptinue Hoot

Recovery Mode

Threat Grid 5M 53T :

JEING ABLE TO R
2p_window

) to dial route
<

D" at
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2. 1517 passwd A EZHT:

5 - MAE

T¥=ttyl :

udol15111: p.

R STRTHAREX THARLAN, FEASERHHARSETESRANAT LANESMCE. X
Aegm@mN; BAILISEE “HER" #BA.

3. ZEE2{THESH. BETMAS, 12 Enter, RIEEFBAZ, FHFEXIE Entere THASE TR
4. BMREGLITHEN exit TREEFEML.

MREHED, WRELAKRENEL. IREFTEA exit, BME—YIFRRZERE, REMEUAHRFHL
ﬁi#ﬁﬁqﬁaio

5. EETR, BEA@E reboot 3% Enter LEERKBFNRE

Qo SBAT

B METARR (Threat Grid 12 & X EHILEER) FIATHAGREMEESR, FHEH Threat Grid iz #&

igE: MREMIZEH NRRTRENMRA, FRGFEREEN, WLALETHNGRE. ENEME
R E ST Z B FAE

BRIECREHFT], FUERSTEHZEEH; 1A, NREATEHREBRS (BEHEE) , WAL ExEBRNA
BEEH.

Threat Grid Z & E = 18iT OpAdmin [P K HH.
FHEAUHEN: AARBEFEARG, B EBHEWRE ZISLRTRA.
EMRAEH, BRZ—AEEARITOW.

1. MIR{E (Operations) KB, EFEHiZF (Update Appliance).
EFRTEEITH, BRRERIHBINRA:
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&
3 =
B 6 - Z&WAES
ThreatCRID Appliance Ac/ x
< C | (x hips://100.69.2.100/0ps /updates
i1 Apps 4% Sandeastle 4% pamacea WU Wikipedia ([0 Zebra ) Towii ) TCRepos () Release
2L . EdSupport 7 Help

T ThreatURID Appliance Administration Pertal @ Logout
# | Configuration ~  Operations ~  Status ~  Support ~ - -

Your appliance can be updated to the latest available version. It is strongly recommended that you have
an up-to-date backup before updating.

appliance is currently running:
2014.10.20150203155142 . bB6f7baf

& Checi/Download Updates - click for details

Provious Update Successful last performed 12 days ago click for details

2. REKWE/TEHEH (Check/Download Updates). ZH 4 BER EHFAERE RIS ER/RA,
B, WeTHERIH.

AR THURARESEE —LE:
o  JMMIZA 1.0 BHZE 1.0+hotfix2 EEKXL 15 94,
o MEA 1.0 NAZEEHALE 1.3 (BEIETR) KAEE 30 9.

Ax

3. &ETHEHRE, REE{TEHR (Run Update) #1T%%.

& NEBIRA S/ RA B 185k

Paul

[ Other Bookmarks

MR

BEHNESMASTINE “E#FH" (Updates) TE.LZEE (OpAdmin 1##4E [Operations] > E#i%%& [Update

Appliance]) , I_EE TR
BERNBEASENTHRASHIREXER:
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AR ¥ N XHHEY

2015.08.20160315165529.599f2056 203 2016 %3 A 15 H
2015.08.20160217173404.ec264f73 2.0.2 2016 %2 A 18 H
2015.08.20160211192648.7e3d2e3a 2.01 2016 F2 A 12 H
2015.08.20160131061029.8b6bc1d6 2.0 2016 %2 A 11 H
2014.10.20160115122111.1f09cb5f 1.4.6 2016 %1 A 27 H

EE: A 2.0 ARKES.

2014.10.20151123133427.898f70c2 v1.4.5 201511 A 25 H
2014.10.20151116154826.9af96403 v1.4.4

2014.10.20151020111307.3f124cd2 v1.4.3

2014.10.20150904134201. ef4843e7 v1.4.2

2014.10.20150824161909.4ba773cb v1.4.1

2014.10.20150822201138.8934fa1d v1.4

2014.10.20150805134744.4ce05d84 v1.3

2014.10.20150709144003.b4d4171¢c v1.2.1

2014.10.20150326161410.44cd33f3 v1.2

2014.10.20150203155143+hotfix1. b06f7b4f

v1.1+hotfix1

2014.10.20150203155142, b06f7b4f

v1.1

2014.10.20141125162160+hotfix2.8afc5e2f

v1.0+hotfix2

ER: KA 1.0+hotfix2 2585IF
1, THEHRERGHITIE
8, FiZRRLEIRS AT
AT H# TR

2014.10.20141125162158.8afc5e2f

v1.0

10
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=gt
5 #im
Threat Grid iZ#& 18T SSH. %[0 22 TZrAE o

o MIZEMA 1.1 E, BRI (curses) HONARAEH, MAXNENETF Web HIEEEO
(OpAdmin), ITATA.

e HBMA1.3#, {#/H DHCP HWASZFEMHIEE DNS. ZUFET, BHRFHEML. MRRFEFE DNS IR
FRPWIEEARA 1.3, WARSKK.

3B AT EUEHE R
HHEEHR I (database upgrade not successful) i85 E RIPFIZZIZITH PostgreSQL MIAKAR, ~HFEEK.

XRE 2.0 RANEAARZANEEFEEZN—4FE, BAXXRPYEEBDIBIEIERII.
BXEXER, BS5H 2.0.1 AR

%4 - 5 Threat Grid Bt
MEFEMEE), HALIBE S ARIER Threat Grid TIRITAIH:
o HRfF. EHEMERRIBTAMEAEZE support@threatgrid.com.

o BIEZIFER. BFEERF Cisco.com ID (F4EM— ID) ABECIEZFHER. LI, BEFERMR
SERRS, ERSEFEITELZEF.

https://tools.cisco.com/ServiceRequestTool/scm/mgmt/case

e HiE. EZR: http://www.cisco.com/c/en/us/support/index.html

WNFEIEK Threat Grid FIRABIZH, BEXREENBERHEEUTRER:
o IZFMA: OpAdmin > “#1E” (Operations) > “E#iZ#%&" (Update Appliance)
o EEMRERE CRENEHRSZKE)
o MEEZRE (MREM)
o EMER (ShFEE Web M)
o NHBERFMER

ZFFRRTU

WNEEE Threat Grid TIRIHE R H, MATATBEEREEE “LHER" , X2—MLHNXESE, £
Threat Grid LH TIRIFITRHRIBHIEE . XALEINZEEWIEFEIEIT. IE{EAET OpAdmin [P 3H
(Support) 3EE TR, (EhATIAMN TGSH XiEH B AZ#ER (SUPPORT MODE). )

B35 Threat Grid SR ZFFISER ST HF 215

1
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i

7£ OpAdmin A1, fRxiEE “#F" (Support) > “SERZEHS1E" (Live Support Session), #RE=it “Baix#H
£1i%” (Start Support Session)o.

E 7 - OpAdmin Ea—4 £ X E4E

800 __ ThreatGRID Appliance Ad * i -
€« C i | iX hitps://100.67.2.100/support/sessions Sel =

7 apps ) ThreatGRID [L| Other Bookmarks

& E4Support  ? Help
1 ThreotGRID appliance Administration Portal @ Logout

# Configuration ~ Operations ~ Status ~ Support ~ - -

A support session can be created to facilitate secure remote access to your appliance from a ThreatGRID
support engineer.

No support sessions have been started.

SiThreatLRID

> FEARSS
BNTHSETE TG IE&H RN TRES:
e support-snapshots.threatgrid.com

e rash.threatgrid.com

EEHBIFSIERE, HAENRIFRET XA RS

S HFIR AR
IHRBIEZBETRENRE, EREERE. ps %, AIHBIHARHBREMEE.
1. M3# (Support) 87, EEIIRR (Support Snapshots).
2. HERRE.
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EE

3. HEMBZE, BB ITTE tar.gz t§NAHRE, SHTIRESE (Submit), XHEFSHFREB I EEE
Threat Grid [REBIR 588

&

7£ OpAdmin 1, 7 “i2{E” (Operations) > “&1#" (Backups) T

FNES—AANERE LA TESRSHERE S, FINREN SSLIEBFHMERE. HEIAESEXHER.
AP SARREMEE.

AN EFATHES A &R

13
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Al EEE

[I=R=§=
TEIREREHE, 2% (Threat Grid R &R EFLEEFHY FERMITT MM Threat Grid R &EE .
Threat Grid ¥ FE & 27 TGSH %1% (TGSH Dialog) #1 OpAdmin [JF (OpAdmin Portal) 2EF#1TEEH .
Threat Grid ZHFN A A 1K F~EIE Threat Grid TR Ul #1TEE (SAEA_LF IR [Welcome] 3K 5)

M TEFIEMTE TGSH XHEF OpAdmin BLE S .

Mgt O EEIE - TGSH X%
“TGSH %$i%" (TGSH Dialog) REFZRFEEUTHE:
o WEEORE
o &FE OpAdmin BRI
o REEH
o  RERXEFEKX
o BIRFRIZZHRE
R MREREH DHCP REUEH IP, MIEMEMUT ‘M4 34 : £/H DHCP.

1. 7 TGSH *}i& (TGSH Dialog) ZE, 1%# CONFIG_NETWORK.
MEFEEF SRS, ETHAINKIRE.

2. REBEBEEHITER.
F8: BEE{H BACKSPACE MR EF%, FTHEBMAFTHER.

3. %5 Dirty P45/ DNS &% (DNS Name) B =

4. EHETHREFMEIRER, 1% Tab 816 THINFEFWIE (Validate) SKIEIEEBMANRE-
MECHMALHE, WETESEEHIR. IR2BXMER, BEEFHRHEFRIE.
'WIEE, NERERASERECHANE.

5. EERNA (Apply) ZABHEEIRE.
ZEFEHERA-ITZTANRKREE, REERIIHAEREESRIEAFER.

6. =EWE (0K).
MEFEEG aBARE, ETERANL P iit. NEARERECTHK.

BIEES] TGSH 3 iF

TGSH XFFEEFI A LRFITARS, AIUBETEEREREZIIZEHEBTIZE KVM 3FE (MRERE
CIMC) %3}i&.

14
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REEME
—MEHEEE TGSH XHEM AN ZMEA AR "threatgrid' 81T SSH E#2|EIE IP Hillt. FTENZMAIILZ Y]
bEAEMER (RYRERE TGSH MiEH) , SiERE OpAdmin BEERE — L EIZRIHEER.

CREES )
ERTI? FSALEN BANT BARY WEELHED

ERERN T E M4 ER

1. FREFHED, HESHIEDER, ZXRRABRAASH - HiEEEHE (SHLENE 3 - B
B - #H#ER (Support Mode)) o

2. EEWREERE (Recovery Mode). &1F LA S ERSZE BN,
3. —BEZREFHIEIT, &I Enter JLRIIRE—4 CLEAN &R,
4. %A netctl clean, AERNTHAREE:
o FiEZEA (Configuration type): #7s (static)
e IP Hit (IP Address): <CLEAN IP #bit>/<M 875>
o WKt (Gateway Address): <CLEAN Hjm %>
e H (Routes): <EAh=H>
o ARE—/EEEE vy
5. #A Exit NAERE.
XA, EEEERARDO 19791/tcp LAY Clean #0 E3TH—H i %R,

TEMEEIE - OpAdmin [JF

(Threat Grid R&XEMLEHED PRNBTHHERENEERS. FNREAEEEEERTRTHMMEE,
OpAdmin iZ & RE & i B FHEB AT REFEZHITE o

“OpAdmin [JR” (OpAdmin Portal) 2 Threat Grid IEEEERNFERER . XE— Web [TPRHE, &
Admin Z0O_EEE IP #hit [FEIFT{E H.

HANEEER OpAdmin BEEEMIRE, KirL, FZIREEERREET OpAdmin #ITEE. OpAdmin AT
EMEEXREEEN Threat Grid RFEEIRE, B1F:

o TR (OpAdmin Fl1 “threatgrid” FF)

e Threat Grid %A

o EERH
e SMTP

e SSH

e SSLIEH

15
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Al EEE

o DNS % (81 FireAMP FAE ZE£ R A DNS R &)
o NTP k&8

o JfRSEREA

o ZALAZEEEH Threat Grid BEIZERERIZE

o CAIBERE (FireAMP FABE=4&£H/)

R : OpAdmin FHEREEHNE— I SERTA, WERDEELE T IP ik aZE.

ER: OpAdmin REWIEMKXEH . MBEEMAERHMMKHRTF, N OpAdmin FOAKARAITE. EREFAE
AEFAREENERE, MRITELXTURERE admin BOZTKK. MREENER, ERIE OpAdmin H
EEEHEHEI.

12E: OpAdmin fEf HTTPS. #¥EaR15mER IP A, HwAismE:

https://adminlP/ g https://adminHostname/

SSH #%H
% & SSH Z4ARI LA Threat Grid & &1 RIRMHHEIT SSH (threatgrid@<host>) ijial TGSH XFiEHIRR o
ERRERIFRIBNRS G T ATLURMES 1250,

“BLE” (Configuration) > SSH

AFEEE

BRTAIEERBAZE (£ OpAdmin HHIELE [Configuration] > @4l [Notifications] T) i@ id MR & 1%
R4, SRR AR EZRER S H SRS B ERRSHEHEEM Threat Grid B4,

1. 7£ OpAdmin &, 7EfE (Configuration) > ZZHE (Syslog) T
2. FERMMFEFMAERSSE DNS, KAENTHIIERAPEZE ML, TCP BBIAE, F—MEA UDP.

3. YHEEHRTE (Save) /T, HEPWIE (Verification) 1ELLH14T DNS &=ifl. MR EHTEBIT G, TEH
H—MEZR, FETRERE (AFEEAERHNENSE) -

WMEREH “IUE" (Verification) 4E, REHEZEE AR, it DNS ZREEN.
4. HEREE (Save).
wiETiMER: MREFTEFHRSEHE DNS, XNEHH#ITHREDGEMERFH SR (Save) BIF] .

EFRE

SMEEREMTENN, SERERBETHERXEBHNER. XIS OpAdmin BEERESTTMEH, ©M
ERMHNTRAREEHNRLE.
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REEME

1. BHEEDEM (Configuration Changed). EHEH (Reconfiguration) 3HEIEREENFTH:
8 - UHIEHAE

';I::Tl'l re dfr_lE|D'nppumu Administration Partal
# Configuration - Crperations - Status - Support -
£} Configuration Changed
Configuration ehanges do not take

effect until reconfiguration is
parfarrmed.

# Reconfigure MNow %

= Reconfiguration

2. AHFEFEE (Reconfigure) GBS N AEIZ &

17
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Al EEE

1 F§ DHCP

K Higg AP ERNMEANEH DHCP BEM. BR, MRECEZIIRKEHER DHCP HIMLE, FiSlL
%Eﬁo

AR MRVBIREMNEREFE AR DHCP, GIMAEFTEIRIIERS P itult, BSRTEN "WELEW
DHCP”

TGSH RT‘L%ET{ \lﬁlﬂ*uﬁaﬁ OpAdmln Ij):?;cuﬁﬁﬁﬁsl”nm °
DHCP (4 IP thit ATRE R R AEERIZ & BB B R. BmTLE6F |

DHCP 2= DNS

BMA 1.3 #2, {#/H DHCP MRS EZMAMIEE DNS. EUET, BRI, MRREFKIE DNS RS =PH
BEAMA 1.3, WAREKK.

9 - TGSH *HiF (EER—AEEA{ER DHCP KIML)

Main Menu T
Your ThreatGRID device can be ma naged at:
Admin URL / MAC........ : https://f10.90.3.127 / 90:e2:ba:79:db:08
Application URL / MAC.. : https://f10.90.2.127 / lc:6a:7a:18:56:64
Pamaword Cooioulnolh ol : mEGTShIplIFO3f2vHINL

The password shown above has been automatically generated for you.
You will be reguired to change this password when you first login.

l DHFIF NETWOR onfigure the systam's network interfaces.

Save configuration changes but do not apply.
hPFLI Bave and apply configuration changes.

CLI-based configuration access.

Complete configuration session.

o EHR URL (Admin URL): EIERAMLE. HEZULMIFREHL OpAdmin MEIREEES-
e [ URL (Application URL): Clean W%&.

ERE: XETM OpAdmin BLEFZE MR, AFiiE Threat Grid K.

o KE’R DIRTY M.

o HfY (Password) AiZHRETIEFHEINERNVBREERZMN. SHEEFEEXLZM, EA
OpAdmin BEEXIREHNE—H%-

WMREIT Rk AH{ER DHCP, MAFEEMMKERE, BRIFEEEE "SI IP” (Admin IP) HltEHAERS.
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Al EEE

W £& i & A0 DHCP

o WMRMKEEERT DHCP, FHEBAEFTENNA =AMLY IP 2B DHCP FHE AKX ARIFHTS IP
Motk EHITTERISR:

A= OpAdmin REWIEMXER . MREMAFIRHIMKIRTE, W OpAdmin ORI EREGRE

AEHAEREENSEERE, WRITEXTURERE admin BOZM. WREERMEXN, ERLE OpAdmin
BEEEHEHRI.

1. EEMFF, SHM% (Network). (RE#E “VFA[IE” [License] B O #EE & [Configuration] > M4
[Network], {8 DHCP M4SERE # R 5EM . )

W& & (Network Configuration) TTEBEEN$TFF -

2. IP 4R (IP Assignment). M T 15| REZEHA (Static).

3. IP }s3lt (IP Address). 34 CLEAN 4% $ CI4 N587S IP Hbilt.

4. ®I5EH FM&R (Subnet mask) FIFX (Gateway).

5. JEFIEIE DNS &#R (Validate DNS Name), 3GiF DNS 2% E##4T AN IP it

6. IP 4B (IP Assignment). M THIFIRIEFERZ (Static).
7. 1P Hbik (IP Address). 4 DIRTY WZZIZEMH NF27S P Hbilt.

8. M= FMHEM (Subnet mask) F1f X (Gateway).

EVRREREMEERE, EEH TGSH XERE T Admin WEIZE.

DNS
9. = E% DNS (Primary DNS) #0558 DNS (Secondary DNS) fR % 85 .

REFEENXE
10. EfJE, BERET—F (KABE) (Next (Applies Configuration)) REFEHMNEEEIRE

SMTP/#B 4
A A5 (Email) TESEAEERS .

A [8]
NTP R %82 2% HH47#141/5 (Date and Time) TAE L EIEH.

19



HER AMP Threat Grid iZ &£ EBRER

Al EEE

[ DHCP BL &

E SR DHCP Bt iR B, i5 =G EE ¥ (Configuration Changed), A5 xEHRE
(Reconfigure Now).
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SSL jFH#1 THREAT GRID 2%

SSL iFH#0 THREAT GRID %%

FTE#H Threat Grid Z&HIMEREHZER SSL #H1TMZ. BXNMAERE SSLIFEMEZIGAABETAIERE
HEE. BER, ANEESREUTEENBEIRSEIZE SSLIFH X # Threat Grid 1% &% # 3| ESA/WSA i&
#%. FireAMP FAB =F0E &R -

{8 A SSL B9
£ Threat Grid 2% L B®EAER SSL g9#0:

o Threat Grid [ 7/ Ul #1 API ) Clean #1, K& (ESA/WSA i&#&. FireAMP FAF =4 EEHAR
FE) o

e OpAdmin |7~ (OpAdmin Portal) & Admin #.

S FFHY SSL/TLS A

e TLSv1.0
e TLSv1.1
e TLSv1.2

ANFE 3 SSLIEH
KMEAAZFE RN CAIEH, HITAZFEHAELRIEBHIMBHERSE RS
TR BATERPENECHZEEERS CAIER, 2.0.3 B =X R4l

SSLIEH - BE&ZEIA

Threat Grid 2 & I RET—HBEER SSLIEHFEH. —HBEEH SSLIEHMEHAT Clean RE, M5
— AN AFEE (Admin) E0. %% SSLIERAIUHRETE RE#.

BUIA Threat Grid 12 & SSLIEHEHE (BAEM) & " pandem " , HHEA 10 F. MREREIERHFHEA
FWZSEL Threat Grid % &, WIEHRHNENEZF CN BABLER. IEBPHENBIESLRSERER ESA 5
WSA iz Z S EthEM MBI ESRSAMBNENZRE, IERATZEF RN AFE SSLIEH, EFA
FIEFHE) CN H5iREFHIENAMLE.

A& N\ UhZERER SSLIEH

HanBR =% (flin ESA 1 WSA ZZ I K FireAMP FAF =) A5 Threat Grid [ ZERF R ERBZHER. M
Threat Grid Z®&HAERE, XLEERRAYEE. ERNIZFTHEMIZZHLTEEBIEE Threat Grid Z#FH SSL
iR, AhEEEELEMN TGA B (BEIEHHE SSLIFHE CN RERERAEMNENE, NEEEBERN
SEREEEHER) , ARBESANERNEZEHRS

A 7£ SSL iFHHE (SSL Certificate Configuration) TTEH &l & T A\ i SSL E#H Threat Grid i% & _EAJIE
H. Clean 1 Admin O/ SSLIEB AT EE .
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SSL jFE#1 THREAT GRID 2%

%1% OpAdmin > it & (Configuration) > SSL. “SSL iFHALE” (SSL Certificate configuration) T1 EBEE]
17

El 10 - SSLIiEEERE T H

oy i EA Support  ? Help
H -Thr@deEID'ApplwanceAdministmtion Portal (= Logout

# | Configuration ~ Operations ~ Status ~ Support ~ o

SSL certificates and keys are used to encrypt the network traffic originating from or destined to the
ThreatGRID Appliance. Such communications include web connections to the ThreatGRID Console
and Appliance Administration Portal. Whenever an external service or appliance is connected to your
Appliance, all network traffic that is exchanged between the two devices is encrypted using SSL.

# Interface = Details iZ Operations

. . Issuer: /0=ThreatGrid, LLC/CN=tg-app-clean.acme.test # Upload & Download
n ThreatGRID Application

Subject: /0=ThreatGrid, LLC/CN=tg-app-clean.acme.test
tg-app-clean.acme. test _l_ _ g-app # Regenerate
Validity: 2815-88-85 14:82:27 UTC - 20819-28-85 14:85:27 UTC

. . Issuer: /O=ThreatGrid, LLC/CN=pandem # Upload & Download
Administration Portal Subject: /O-ThreatGrid, LLC/Cl=pand
. = rea rid, N=pandem
tg-app-admin.acme. test o ~ P # Regenerate
Validity: 2015-98-02 ©2:10:38 UTC - 2019-88-82 82:15:38 UTC

LREFRE®mA SSLIEH: “ThreatGRID Application” 2 CLEAN #[, “Administration Portal” 2 Admin
0.
CN Ki1E

£ “SSLIEHEE" (SSL Certificate configuration) WEMH, ¥ EEPEIRRT TG i&& £ SSL IEBHRE. £
Mawms SSLIEEHRERN CN ( “BAZHR" ) L. IRENALE, EHEE—MEA LA EN BRI
FERIZED. BSRTEA "B SSLIEE" .

. ZEEHEFET CLEAN BOEIH A5 SSLIEEHEMN CON ( “BAEHR" ) T,
o EBEYHEE, £F CEE (Admin) BOEH LS SSLIEHHE CN FRE. EEE—MEANH
BB EBIZITH
i SSLIEH

HTFEMERERE, FLREBEEEZEH SSLIEH. fia, SSLIEHE BTN ALE. BRI EZR M E
SSLIERLAMESZHF Threat Grid IR & FHAR BRIz & FI0R S 28 Z BAIE AL

ESA/WSA i & FfH A CSA BRIEMIZFAEFE SSLIEH, EZIERHAAEBME Threat Grid & EH AL
Blo AXMBERT, BEZEHEA SSLIES, HEMAESENPTIE Threat Grid iR &K EHAER B EN ALK
—ETRIIES .

TEIEN Threat Grid % %5 FireAMP AE m#HTER N EAELEETHRSHBERT, EHFEERE FireAMP fA
B= SSLIFFHBUE Threat Grid E & BEB S EiZiEE:
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BETHA AL Threat Grid % & L& # SSLIEH:
o  EFEMHK SSLIEH, B CN EAHEIENZ.
o T# SSLiIEH
o LA SSLIER. ARt SSLIFH 2 %EE A OpenSSL H1THI1ERY SSLIEH.
o AEMEECH SSLIEH - fEF OpenSSL KR

AT &R X LHITIRA.

B4R SSLIEH

£ v1.3 A ZBIH) Threat Grid 2 & EE(E A OpenSSL s HAth SSL TEF A HFH SSLIEH, HENSR
BAREE. AE, 2AEDRER, MUTEREBECH SSLIEF - fE/ OpenSSL BIRHAIH BTk

AR BUTIES ZET, R4 Threat Grid I &FARE] 1.4.2 HES A

7t OpAdmin SSL iEHH & (SSL Certificate Configuration) NEY, SHEH4H (Regenerate). 7EIFHH
CN FEHERig & HaiEH 28 Threat Grid & LSEMFHIE % SSLIEH. CN WIEEBERRTAZE.
ART—THRNBETHERERMIER (cert X)) , HAREEEREE L.

&% SSL iE#H

AJLLT % Threat Grid SSLIEH, MARER, FEAIMGHERRAEGNERRE L, MLEEREERR TG ®
EHEE. KPRERAFE cert o

1. 7 “OpAdmin SSLIEHEE" (OpAdmin SSL Certificate Configuration) TTE L, SEEHERIHNEHE
HHTE (Download) » & TE SSLIEH .

2. EBTR, GREEMEAM SSLIEH—4, 7£ ESA/WSA &% . FireAMP AX = HMEMRNEBER =R 2%
T#HH SSLIEH.

1% SSLiEH
MBRALNBHR WA T SSLIEBRAL, EAIMEFZIES S TGA 4AHH) SSLIESH, 4 ESA/WSA 5
Htt SRR & LA CAEHo

HRIEE 2R SSLIEH - (£ OpenSSL K7 A

A—HERFHEMREECH SSLIEH, FlZiAiET SSLIEBEMIREMA, HAELHET M FREN
SSLIERHERT. FHEEIAI4R AR EARIIES .

IRBIEAA “Acme Company” £ FHBE S SSLIEHMGL . iZRFIEHR OpenSSL, XZ—MNHBFEI&EF
ETE OpenSSL IEH . ZFSAFMEMHHIRETE SSL TE.

jE=: OpenSSL AREM =, BRAMERUK AT . BEMEK LEEZBHXEM OpenSSL EXFR. &
PHRALE A SSL XA~ SSL EEATF4R SSLIEH.
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openssl req -x509 -days 3650 -newkey rsa:4096 -keyout
tgapp.key -nodes -out tgapp.cert -subj "/C=US/ST=New
York/L=Brooklyn/O=Acme Co/CN=tgapp.acmeco.com"

openssl: OpenSSL,

req: EERNFLEER X.509 IEBZE&EK (CSR) B,
“X.509” EASHERMIZHEARE, SSL 1 TLS # AizinERITERATMER EE. RTEELIEIHM X.509
iEH, Eit, RINMEREF&S.

-x509: B EMIARFERNFEFEEZLBMARGEEBEERELERER, NMESERHF

o
-days 3650: LLETUREIEBHHEAABHLHEEKE. LARIMEHREHR 10 £

-newkey rsa:4096: 1EERNFZRRERINEBMFESR. RINENENSRAKRBEZIERNE
KA, Bk, RNFESER—EEIEE. rsa:4096 BAHEHGME—NMCEA 4096 LA RSA FE.

-keyout: IL1THEH OpenSSL #HHAEIZ I E MK ZHXHHMEIME

-nodes: X¥EH] OpenSSL Bhidizik#E, MEFAOSKRIMERLRE. HRESFEIH, REEE
éfﬁuﬁgfﬁﬁﬁ)ﬂ?ﬁﬂ@']%&"ltﬁﬂiiﬁo ASAMMALLLEEERNRE, BARNEEESREREHEE
-out: H41 OpenSSL FHANEIZAIERHEIWE.

-subj: Rfjl:

C=US: ER/HX.

ST=New York: i,

L=Brooklyn: fiI&.

O=Acme Co: FTEE &M

CN=tgapp.acmeco.com: i&E# \ Threat Grid i%Z#& FQDN ( “ZE£[REEHEZ” ) . XH1E Threat Grid
®&E (FANWRBISEA " tgapp " ) BIEN L EMMEI KRB FEH L (“acmeco.com”).

EERGR: BEEZVENAHBH, DULHA Threat Grid %% CLEAN #M0#/J FQDN.

—B4&p#HH SSLIEH/E, EER SSL TTEM L% (Upload) 24 H E1£E| Threat Grid 2%, HEEFHL
%) ESA/WSA & (IR .cert) o
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Fe & tHuhZE#ER SSLIEH

2.0.3 FffY Threat Grid i & B IEXZHF 5 FireAMP FAB =# TR UME AL E EHARESHITIRE.

F & DNS

ZINES T, DNS {EF Dirty # 0. fE Clean #EOX B FERMAETE Dirty O LBITERREHRS (4
Il FireAMP FAB =) BIENZR, TMATLIZE OpAdmin S E{E A Clean #OHhsz DNS JRE 3.

7£ OpAdmin #, 3%Z#ZEE (Configuration) > M4& (Network), F£525 Dirty #1 Clean M%&) DNS FE,
hJE R ERFF (Save).
CAIFHEH

M7 2.0.3 $iitThee > —B) 44 SSL EHEH CA IEH &I truststore FTIE, MWk TGA {ER{S{E FireAMP FAH
ZEELZEFRXESTHEAHEAATENEL.

7£ OpAdmin F1, %E1ZEE (Configuration) > CA iE (CA Certificates). %#%:

1. MEHEA (Import from Host)e MIREBRRFIEE. “MRE[RZFIEFR" (Retrieve certificates from
server) 3T iEIERERIITH o

2. ) FireAMP FAE =HIEH] (Host) F#E O (Port) 7 S35 #% (Retrieve). RIS ERIEH.

MBS (Import from Clipboard). MBI ERAENE PEM, 3 &5 IES (Add Certificate).

3. =HEEA (Import).

WEFEFMRSER
HAFEEEM Threat Grid |77 Ul BEFHITHY .

1. MEHEFA (My Account) THI 5 & FiE1ZETR FireAMP £ (Manage FireAMP Integration). “#ZEE
#AR%" (Disposition Update Service) TTEBEEIFT o

2. #H A\FireAMP $A5 = URL (FireAMP Private Cloud URL). FireAMP & |72 EEBR AP 4 (admin
user name) F128 (password), 7 & EHitE (Config).

BX FireAMP A RIREEMIIFMES, 1HSH "1 Threat Grid i &K EIEH FireAMP AR R :
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1 ESA/WSA 1% &1&E#% Threat Grid %%

B (W0 ESA/WSA FiEMhiR&E . k&, WF%H) ATLUET SSL MEEHSLI S Threat Grid iR &I,
MERERZBERERHERUHEITH. 7 Threat Grid 2% 5 ESA/WSAZ & Z BINEMRZHERDE API
( "CSAAPI" ) ERAH, BEMRA "CSAKMN" -

AT ESA/WSA iZ&ATLLZERE] Threat Grid %%, Threat Grid Z#&H# SSL if# CN /A 5H YR ENMZIE,
ER AR 2R ESA/WSA &R ENZ.

EMIRE WS Threat Grid K& EMEA BERZHAR BT EEMAI ESA/WSA & A LLFE Threat Grid i%
FAEMET, ESA/WSA BEIRRVWAETLAHREMMEIRZIRE SSLIEHER.

ATBNRIZE Threat Grid Z & SEM M ESA/WSA R &MEMEBR = RHFHTEENLESR.

ESA/WSA SR 5%

4,

557 ESA/WSA MELEWSERFIERE TR EAHEEXHEEMATEE" KR,
o (ESA BFfsE) I F:

http://www.cisco.com/c/en/us/support/security/email-security-appliance/products-user-
guide-list.html

o (WSA HFfER) LT

http://www.cisco.com/c/en/us/support/security/web-security-appliance/products-user-
guide-list.html

FHlBaLMILE CN F1 ESA/WSA TiHIRI £ &

Threat Grid i%& SSL IEHHH) CN AR EHYFTHENBLER . X TE5ERE ESA/WSA & &I B IhiER,
X AR SRR ESA/WSA iZ%38 5] TGA HIE—EH%.

RIRIEHEE, EREFEENLEM Threat Grid k& LARIEE SSLIEH, NEHE CN ZRFERZHEIRY
FHE, BEGHTHAGEETENRES, KEEEHFREIEMA ESA/WSA & L.

HE, GAREFERT AW SSLIES (HFHEMMER) FKBERIHH TGA SSLIEH.
BXRFEMEA, BSR: "WENEEZER SSLIER” .

—B 5 SSLIEHIRE, T—FEIIE Threat Grid % &5 ESA/WSA &2 EAIEEER.

oI ER

BH} ESA/WSA i & WM REIBIE T I 45 # E Threat Grid 12 ##J CLEAN #[1

RER 7= WmAE RO BASRBIA TGA 1 ESA/WSA &R IIBE. (50 iRk, )
B ESA/WSA/H A% & T ME] Threat Grid &

RIFABLIGE 5 B 30 EME] Threat Grid i &FHI = mAVITAA AL E ESA/WSA 2%

SER ESA/WSA X & o

FEZREEME, REMARE IDEAXEFR ID BHEIE—HR) Threat Grid A, FNSETE— ID 12—
MEAR. FENRERAKP G MAERRHE, MTTHAR.
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HER AMP Threat Grid iZ &£ EBRER

SSL iEH#1 THREAT GRID iz#&

¥t Threat Grid X & _EBRUAFNIXE AP

L ESA/WSA Z & E & RiZEEFEITEM S Threat Grid 2 &, £BEIE—4#HH Threat Grid AP
AP P HNEIRESA “BEMA” (de-activated). S{EEAE Threat Grid P #[E, #HHE—4 Threat Grid
REEEAFHFERESHAPKF,, REAEEREFRREZEERGEHERAHITIN.

1. BUEBERSMHEF Threat Grid [TF Ul.

2. NEMER (Welcome) 2B, #£FEHEAF (Manage Users). Threat Grid i (Threat Grid Users)
TUEBERIFTH -

3. THEFRPKAPAPEMEES (User Details) TE (ERaEHEEEH “#&R" [Search] REKEE) - A
PREZEEA “BIEMA” (de-activated):

E 11 - BR¥4{EE (User Details) TTH > EFHFERF

i Actions
User Details

Promote to Org Admin
User is de-activated.

Login
03QA-36F4D53ADBD1CF64516BABAABY8645AB23560A7 CFOSAASCO3779FB5DE30

Re-Activate User

Change Organization

Name
Reset User Rate Limit
03QA-36F4D53AD8D1CF64516BABAABIBE45AB23560A7CFO5AASCO3779F

- Send Password Reset
Organization

vrticsa/QA-96013CCDBCEFBY747E7EBC4B33C94B19CF121E55827AB570F66E43E4767 Set Password

Title
Generate New API Key

Role Reset CSA API Registration Key

User
New Org User

4. HmEEFHERP (Re-Activate User). £3ITH— N IHEEEKIEMIA.
5. FEXEER SEEFEE (Re-Activate) FHITHIA.

ESA/WSA s Hft &R iR & IR L5 Threat Grid IR & #HITERS .

14 Threat Grid 1Z %% # 2| E R FireAMP FAE =

B IR TN F #Eist 8 EIT Threat Grid IR A EFHIRFZH FireAMP AR ZEMIRERS, LHEHEH
REMZFNBEALT. MREEENCEATRENMEENRE, UTHFRABLEET .

M Threat Grid ZFHBERE, WEZEAMEEE. LLERANER CSA AP,
BENLREDS—IHITHESEMER, 531 FireAMP A H =301,
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SSL jFH#1 THREAT GRID 2%

TR

Threat Grid & ( “TGA” )

FireAMP A\ B =

REMALIREHEE Threat Grid &%

( “TGA™ ) (BIEFEER) -

2 BREMALIZEHRE FireAMP FAE = (B
FER) o
3 1 TGA £ ELE FireAMP A5 =:

1124 K (Integrations) > Threat Grid F4£ |
%323 Threat Grid (Connection to Threat
Grid) #49-

ERR S Threat Grid IR &HIEE, BHRISE
Eo BEZEH DNS F4H1&. SSLIEHF1 API

%‘}%ﬁo

#E) TGA FIFHL R 3.1 IHKEILER.
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SSL jFH#1 THREAT GRID 2%

TR

Threat Grid & ( “TGA” )

FireAMP A\ B =

3.1

SSLiEH:

MBEE, % “Threat Grid 2%
OpAdmin” (Threat Grid Appliance
OpAdmin) REH, EFHRE
(Configuration) > SSL E 374 B 3789 SSL
IERREBEIMNER, REBEETHIRE
f FireAMP FABE =iz#&H. (TGA SSLiE
H7ESSL iFH#1 THREAT GRID 2 &HH
WA )

Fi2&
1AL E (Configuration) > TH1 &

(Hostname)

API 351

AP| Z45AAT L7 “Threat Grid Face [ 1P
UI” (Threat Grid Face Portal Ul) F A&
BRI P B AP 4R S (User Details) TT
HEHE:

1. %®Z|Threat Grid ["J7 Ul (Threat
Grid Portal Ul).

2. WALF “WiA” (Welcome) &
(LFEMENALR) B, ®E
18 A (Manage Users).

3. B (MRFEWER "#FR"
[Search]) &EMKIAFKFPEAR
¥4 & (User Details) TTHE,
S 4|API 4 (AP Key). & EEH
THIREXLEH “admin” AR,
MAT L2 Threat Grid iZ#& L+ Atk
sl ZEMEM A,
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SSL jFH#1 THREAT GRID 2%

TR Threat Grid %% ( “TGA” ) FireAMP FAE =
3.2 SEREEER Threat Grid (Connection to
Threat Grid) £ :
1. @A TGA W&
2. WANATERRMK P Threat Grid
APl Z5.
3. %% TGA SSL IEH .
4. HFF “REERE" (Save
Configuration).
5. | “MiXEE" (Test
Connection).
6. —EBEENRKET, EHEEE
FireAMP #A B = Liz{T “EHEE"
(Reconfiguration) I iz FAE 2.
PR, X RIF AMP 5 Threat Grid 1% &
HITIBE, MSERERSFERLES TG, B
=, BWAERRETRIEELEEFTR
%, NEBLEERELEE TGA.
(BXiFMER, B2 FireAMP AB =8I A
P4, )
4 BELNEEFHRS
WTERiGAMAIZESEEFHRSE
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SSL jFH#1 THREAT GRID 2%

TR

Threat Grid & ( “TGA” )

FireAMP A\ B =

4.1

B2E DNS (NEEE) :

Clean #O BT FireAMP &£/ BEBINE
ST, DNS {#H Dirty #0. N8R % Dirty
BOE TR FireAMP FAE =&, T
A]LFE OpAdmin FRELE{E A Clean #HH
¥37 DNS fR%E 8.

7 OpAdmin /1, EFHE
(Configuration) > R4% (Network), 524
Dirty #1 Clean W% £/ DNS FE, Rig=
TR (Save).

4.2

CAFHEME:

T—4 2% FireAMP FAB = SSL iFH T3k
HE HI/4EMEE] Threat Grid %%, WEHE
EERIZE:

1. 7£ OpAdmin /1, EFEE
(Configuration) > CA iE$ (CA
Certificates). &R FireAMP
AR EVIEEEZSAR SSLIE
B, INEEREN.

2. ERESANMNIBHATNENS
A (Import from Host). MAR%E
KFIET (Retrieve certificates
from server) SHEIERRIITH .
A FireAMP & & & ERESHEN
(Host) i (Port) A FHiRE

(Retrieve).
3. ZGRISKRFIEHR.
4. =EEN (Import).

(2T MBETRER S A [Import from
Clipboard]. M\BIMEHR#EME PEM, F S
JNES [Add Certificate]. )
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SSL jFH#1 THREAT GRID 2%

TR

Threat Grid & ( “TGA” )

FireAMP FAE =

4.3

FireAMP &£ E1H

7£ Threat Grid Face [ TP Ul 1, NALH
X B ik ER FireAMP £5 (Manage
FireAMP Integration). “&EFHRE"
(Disposition Update Service) & BEED
FTF.

WA AMP B EFHARE URL (BATLE
FireAMP %% FIREITE: EFEMR
[Integrations] > Threat Grid > FireAMP A
EEZEHAEE [FireAMP Private Cloud
Details]) -

WANIEHER R AP 4 (admin user name)
FNET (password), A FHEE (Config).
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I8 THREAT GRID HZRFNAF

=18 THREAT GRID £H£RF0 A

RIEEIRE LK Threat Grid AN ARMEER AR . —BEREZEFBMKXEETHE, BAILUEIEEZH
FLAFAAKE, ZHEAMIBAIUERAFHRSEERGERETO.

NIMAR . ARMERERAIREEESNARMALRHITANFNE, BEERBURTENAR.

BIEHTHR
RPBLEE5EAXEK; ERMARZE, BeREREIBERMAANER.
EERR: —BEEnFEPeIZARERLEEEMER, FiEEETHIES.
1. BUEERZMNER Threat Grid 17

2. SHMTFAELAMKME (Welcome) T, ikt EEAH (Manage Orgs). A4 (Organizations) 7T
HEiTH, FIHEE LMETEAHSR.

3. RENTREALANGRINALR (Add Org) . KITHEME (Properties) 3iEAE.
4. FrEFB#MENEFE.
&% (Name)o HFMM—MAREHR (BRidaHgER/NES) o

1TA (Industry)o 1T (Industry) THIZEEAFEFRITI KRR . MEFER EFTUEHRNER, WiEKHIEZEAS
41 (Unknown), 35 Threat Grid X #¥F (support@threatgrid.com) B£ 235K R MNIE N

SERLE AR IR
R H

WAL E R A RIIZ FF AP EERE. XES¥M AP 2%, MASEMFHERRR . FAHEFH
R Fll < M AEIZHLR .

BEBINN AARZRERE . XA USSR IREREARIRZIEE, 1 Threat Grid [ TP ELFBEN @
JHH Threat Grid 7 ( )\ S:#A2 i1t %5 B1%5 B [Help] > 4/ Threat Grid ZE4;#5 Bh [Using Threat Grid
Online Help]) = fTi&.

HRR G E TR EE 24 N EER, MARABE. HRZREBRIE, T—1 APIHEZHEME
429 $RiR, HIMERZEE—FHEE, MBEERK ZAEEEFHINE.

{L5ELR (Priority) FEH%K:; BABWA 507 o
5. REfIE. WACIRTHHAR, FEEARFIRFAIUEER.

EEMHA
BXEEMAMKA (EFEEMRER ESA/WSA IREMEMIZ&FHIMF) B9RAFA, ESHE Threat Grid |7

P Ul 4B R. \SATR%2% B (Help) > & A Threat Grid 7£2:#5 Bl (Using Threat Grid Online Help) > &
AP (Managing Users).
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I8 THREAT GRID HZRFNFF

BRALADAEART DL 4%

AT HHAIRZZE Threat Grid MRFATFAT IWEREEXEE: RIEFARIEEAETR, SUBLLTRE
ARPSMIAP AT UERR LR —#ki, REBLESREEFNAR TR —ARNBRAEEEERESR.

INRIE TR S AR B ITO, NBEAR— I LAEENEERE. Y5EE API E50, BLEEF
Threat Grid 37 10X PR B9 P B AT AHE XS B 5 ik Bl SR Bl ZAGHEARIRZ B A Threat Grid iIZ & MAR
Threat Grid =, XM AEHABHBLEET, B TGA EERNASEIRMIAFAFIREART L.

Threat Grid 1% % _FBIF2FAFA AT TL 4%

FEFARNEEAR T MAMEAE R 2 7 Threat Grid 1% & L#1TIE0N, 7ERBME “CSA &£5" CSA £EMEEER =& (W
ESA/WSA 2 &MEMIZZ RS ) HiT CSA API £ GEM) 2l Threat Grid 2%

BINBILT, Threat Grid ix& LPIAHARZHMEATN, AAUBAEMEMRERAFEE, B4 CSA KM,
it BT A HR.

A& AR NEERE At AR MR HF AN EHNIFARES.

3E CSA Threat Grid AP R[5 Threat Grid i FIRZ TR, EXMER TIRZEHARNEM Threat
Grid iZ& AP (835 CSA &£5) AIEEHAK.

TREAUTAIERA Threat Grid 1% & L AIBRFAFIFEAR] Itk :

CSA (M CSA £HiZ%1EE CSA API 7 Threat Grid % & LiFMi ESA/WSA R &MEMERZEHRE.
BUABRT, B CSA &£ 1R% 2| Threat Grid IR&HIEARZ A FFHo

Threat Grid AP - 244 HELi@ Threat Grid A2 E Threat Grid Z&MIAFEEAR (BIHE CSA &£5) -

B0, B Threat Grid [TH PR RESIBIL{E R Threat Grid A4 APl R ZHANR&EEARERRES T
N AR

Threat Grid iR - 8 B i# Threat Grid FiF 1232 2] Threat Grid R FHIE AR

EXFBEAT, EAEANTRTHAAITHEELNAEEMAAHARAT N, (HEAREHEZHEHARN
CSA &£ AT M. )
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I8 THREAT GRID HZRFNAF

12 - Threat Grid & & L HIBEFAFART L 1%

ERELT A5 7 0] B4 2 R mT 414 -

*BRE—AR | RBEAFARM k8 [ —HAm kB ARHEAR

HARZEH: Threat Grid P | Threat Grid i/ CSA #H CSA
Threat Grid fiP - 243 EE TE =& =&
Threat Grid fiP - €8 e ¥ T x
CSA #5; (ESA/WSA iZ&%) e Tt e T

MIVBERT, FERZE
Threat Grid iZ &/ CSA 2%

R A HH

HEIGEARRRFAMN S N BE Threat Grid 2% 5 FireAMP A B =HIE K -
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BRigE

BRI
V1.4.4 BEBFHEIERIED, A FEER Threat Grid Z &80 E .
EELHERZESEHEROSBRIERRARE T RIET, 5ERERIZE (Wipe Appliance) %I M i & Bk BT
BHIE. EREEZMTARA R, EESENTEMBE, YMEASEE AR ITHIELZNZRIBHEZEHHE.
(FFE X AR AN RERRAL TR, BB E SR BB EERETHANARZEMTES. )
BEEFE: EhTIIRER, E&BAHEET, TEEROIERMBITEFER.
1. EFRIEE.

EREEE, BEERETF—1 4 HHEO, EXEEATEERERIZE (Wipe Appliance):

B 13 - BRiIEE

File View Macros Tools Power Virtual Media Help

'-‘ SThresfORID

Boot Appliance
Appliance Recovery

HWipe Appliance

2. IMEMFEEMNTHA AFIZ:
RARrR4&: “wipe”

LR “I ACCEPT ALL RESPONSIBILITY FOR THIS ACTION”
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Ef AMP Threat Grid 2 & EERIES

B &
3. Tk, EE-ERED. BSH BRERT TREMERKXLAIZITRE.

B 14 - BERIE

File View Macros Tools Power Virtual Media Help

Malware Anaiysis & Threat inteligence

"‘: “ThreafDQlD

Hipe (Fast: Zero Disks)

Hipe (3-pass DOD method)
Hipe (Random Overwrite)

Recovery Menu

Main Menu

Press enter to boot the selected 0s, “e'

to edit the commands before booting or “c' for a command-line.

4. HERBETME, BETERCTHK (Wipe Finished) F&:
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BRizE

15 - MBRC5ER

nuipe 0.17 (based on DBAN's duipe — Darik’s Wipe)
Options Statistics
Entropy: Linux Kernel (urandom) Runtime: 02:32:13
PRNG: Merzemne Twister (mt19937ar-cok) Remaining: 07:06:30
Method: [Quick Erase Load Averages: 1.99 2.13 2.20
Verify: Off Throughput : 4878 GB-=
Rounds: 1 (plus blanking pass) Errors: 1]

sdevrssda — L3I MR9Z271-8i
(success) [17327Z KB-=1

sdeuvssdb — L3I MR9Z71-8i
(success) [558960 KB.-=1

Wipe finished - press enter to exit. Logged to STDOUT

5. 1% Enter $#iEH.

ZFRIEIN
BEEI RAE{TRE
B (HhiE: EEmE) (Wipe (Fast: 2.5 /BT
Zero Disks))
#k (3 i@ DOD A3%) (Wipe (3- 16 /\B
pass DOD method))
B (BHEZ) (Wipe (Random 12 /N
Overwrite))
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Fis% - OPADMIN 3

M - OPADMIN 328
RABRHEU T REEE AL OpAdmin BHITZ TSR] AR Z /KBTI :

fii & (Configuration) 32

16 - OpAdmin FR B3

£4 Support  ? Help

5 .
T ThrestGRID Appliance Administration Portal @ Logout

&

Hor

Your |
Statis

For ay

Configuration -

Operations = Status = Support * o ~

Appliance Summary

Storage

Network
Notifications
License

Email

Change Password
SsL

SSH

CA Certificates
Syslog

Date and Time

5 configured.
service memory usage, CPU usage, and 1/O load.

e configuration or operating the portal, refer to the resources below.

& Documentation

4 Support

ER: MRERKFENER OpAdmin BLEREHITES, WMMEE (Configuration) 387 aX LR E 1L
EHNREER

39



HER AMP Threat Grid iZ &£ EBRER

ffi3% - OPADMIN 3k &
#{E (Operations) &

17 - OpAdmin 1R{E3E R

© 0O " threatGriD Appliance A x | "
€« C i [xhups://100.67.2.100 o=
' Apps ‘) ThreatGRID 8 Other Bookmarks

B Support  ? Help

ah .
1 ThreotGRID apsiiance Administration Portal = Logout
& Configuration = Operations '@ Status ~ Support ~ - -
Backups
Home | Apply Configuration
Update Appliance

Your ThreatGRID appligres-io-wommgurous——

For assistance in changing the configuration or operating the portal, refer to the resources below.

& Documentation

E4 Support

T ThreastGRID

https://100.67.2.100/#

HE: BEEEHIEE (Update Appliance) k& E BRI AA
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1% - OPADMIN %2
IRZS (Status) 2

18 - OpAdmin JR7A3ER

| —

€« C ff (X https//100.67.2.100
' Apps R ThreatGRID

866 || ThreatGRID Appliance Adr X |

[ Other Bookmarks

-:JETh re atURID appiiance Administration Portal

# Configuration = Operations ~ Status & Support ~

Home

Your ThreatGRID appliance is configured.

For assistance in changing the configuration or operating the portal, refer to the resources below.

https://100.67.2.100/#

& Documentation

E4 Support

aM

& Support 7 Help
= Logout

S ThreatGRID
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Fis% - OPADMIN 3

4% (Support) &

19 - OpAdmin Z#3EE

8006 | || ThreatGRID Appliance Ac\ X |

&« C f#  [x hups://100.67.2.100

k]
®

i Apps ‘) ThreatGRID || Other Bookmarks
& B Support  ? Help
1. ThreotURID appiance Administration Portal @ Logout
L Configuration = Operations = Status ~ Support ~ @ - -
Live Support Session
Home Support Snapshots
ThreatGRID Cloud Platform
Your ThreatGRID appliance is configured. _—
For assistance in changing the configuration or operating the portal, refer to the resources below.
& Documentation
E4 Support
T ThreatuRID

https://100.67.2.100/#

ERIBT BRI HSE (HER) ; BERXFDS TRFARER.
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