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a 06 198.18.2.23 - KVM Console

Cisco ThreatGRID Unified Malware fAinalysis and Threat Intelligence

Main Menu
Your ThreatGRID device can be managed at:
Admin URL ~ MAC : <UNAVAILABLE> ~
Application URL ~» HAC.. : <UNAVAILABLE> ~
Password : hJaBSpkPRu®69tnuabbuv

The password shown above has been automatically generated for you.
You will be required to change this password when you first login.

ONFIG_NETWORK onf igure the system’s network interfaces.

SUPPORT_MODE Allow remote access by customer support.
UPDATES Download and optionally install updates
SNAPSHOTS Generate and submit support snapshots

APPLY Reboot and fully assert configuration state
CONSOLE CLI-based configuration access.

EXIT Complete configuration session.

198.18.2.23 admin 0.0 fps 0.002 KB/s =
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TGSH i3} AFR} - | EQ 3 74T 13|0| M

DHCP AI8X}: CH2 CHA A= D™ IP FTAE AFRSICtD 7HH 8L CH DHCPE AFESH0] IP Y 7|0 CHSH
bR

XbM|BH L§ 82 Threat Grid Appliance 22| X} 7}0| E& &HRSHAA|Q

1. TGSH Clj$} A X} QIE{H| 0| A 0i A| CONFIG_NETWORKE MEHSIL|C HEQA AL 1 0|M 240
SELICH

1%l 8 -TGSH Ci$t AX} - Y EQT A ago|M 2&

800 198.18.2.23 - KVM Console

Network Configuration

DNS Servers
DNS Primary
DHS Secondary
Interface: clean
DHCF Enabled? (¥/N)
Conf igure Non-Default Routes? (¥-N)
fAddress
Netmask
Default Gateway
DNS Name

Interface: dirty
DHCP Enabled? (Y/N)
Conf igure Non-Default Routes? (Y¥Y-N)
fiddress
Netmask
Default Gateway
DNS Name

Validate> ¢ Cancel »

198.18.2.23 admin 0.4 fps  0.002 KB/s =

2. Y EQI [EX7
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HZe WO 2} Clean(4) 21 =012, Diry(c4€l) 21 =401, Adrin(zt)
QlE{E|0| 20| ¥l WEZS L

[=3
3. DHCP Enabled(DHCP X| )2 YO\ N &2 = ZstL|C}.
A 7|E SXH0|N WAHO|A 7|2 S20F M 2RI Y 4 AX L
4. DNSO|E. /930X Clean(4) H/ES 30| DNS 0|22 AL 3 22 017|0f 0|22 aigct.

5. Configure Non-Default Routes?(7| 27}0| Ot A2 E JLMHSIA|ASL ) M-S 7|24 NC 2
QRIBILICHEZ 27t HQsIX| ke A2).
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& 66 198.18.2.23 - KVM Console

Network Configuration

DHS Serwvers
oS Seconda
DNS Secondary
Interface: clean
DHCF Enabled? (Y-/N)
Conf igure Non-Default Routes? (¥-N)
Address
NHetmask
Default Gateway
DHS Hame

Interface: dirty
DHCP Enabled? (¥-/N)
Conf igure Non-Default Routes? (Y/N)
Address
Netmask
Default Gateway
DNS Name

Validate> < Cancel >

198.18.2.23 admin 3.8 fps  13.385 KB/s =
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ao6 198.18.2.23 - KVM Console

Hetwork Configuration

Netmask
Default Gateway
DNS Name
Interface: dirty
DHCF Enabled? (Y¥-N)
Conf igure Mon-Default Routes? (¥-N)
Address
Hetmask
Default Gateway
DHS Hame
Interface: admin
DHCP Enabled? (¥<N)
Conf igure Non-Default Routes? (Y-N)
Address
Netmask
Default Gateway
DNS Name

Validate> < Cancel »

198.18.2.23 admin 3.2 fps

ox
mjo
o
4n
o
1
rot
ot

o

[2iZ 40| A Validate(ZZ)S MEis|0f B2

[ | o

fjo

ASYL

2Eot 22 2F 7 BAE = ASLILE 0| B2 RFE #7801 CHA| AS LI
(o] 3 7

71| 18| 0| M =Hehof &l

=

1
rot

40l

= = =

4=0| 2t& £| M Network Configuration Confirmation(4| E £
=)

25

10.416 KB/s |



Cisco AMP Threat Grid Appliance Z2|A HHE

TGSH L=t A} - HIEH S 7T 22|04

28 11 - 4 =3 HE| 180l M 2ol

Hetwork Configuration :: Confirmation

DHS Servers
DHS Primary
DNS Secondary
Interface: clean
DHCP Enabled? (¥-N)
Conf igure Hon-Default Routes? (Y-N)
Address
Netmask
Default Gateway
DNS Name
Interface: dirty
DHCP Enabled? (¥-/NH)
Conf igure Hon-Default Routes? (¥-N)
fiddress
NHetmask
Default Gateway
DNS Hame

cCancel>
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@00 198.18.2.23 - KWVM Console

fnzible Invocation
changed: [localhost]

TASK: [service name=netctl@ethernet_dirty enabled=yes]
ok: [localhost]

TASK: [service name=netctl@ethernet_dirty state=started]
ok: [localhost]

TaSK: [service name=netctl@ethernet_admin enabled=yes]
ok: [localhost]

TASK: [service name=netctlPethernet_admin state=started]
changed: [localhost]

TASK: [restart interfaces if needed]l =
changed: [localhost]

PLAY RECAP
localhost : ok=10 changed=4 unreachable=0 failed=

T

198.18.2.23 admin 4.0 fps  12.746 KB/s =
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CtE ot 20| HIEX S o2 0]d 2&2 CiAl 2 DX Y&t IP T2 EAGL

27



Cisco AMP Threat Grid Appliance Z2|A HHE

TGSH L=t A} - HIEH S 7T 22|04
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e no 198.18.2.23 - KVM Console

Cisco ThreatGRID Unified Malware finalysis and Threat Intelligence

Hain Menu
Your ThreatGRID device can be managed at:
Admin URL » MAC i https://100.67.2.100 » 90:eZ2:ba:B2:2f :d4
Application URL » MAC.. : https:/,/100.67.1.100 / 7c:Be:ce:67:f7:40
Password : hJaBSpkPRu@09tnuabOu

The password shown above has been automatically generated for you.
You will be required to change this password when you first login.

ONFIG_NETWORK onf igure the system’'s network interfaces.

SUPPORT_MODE Allow remote access by customer support.
UPDATES Download and optionally install updates
SNAPSHOTS Generate and submit support snapshots
APPLY Reboot and fully assert configuration state
CONSOLE CLI-based configuration access.

EXIT Complete configuration session.

198.18.2.23 admin 1.2 fps 2.727 KB/s %'
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2. XMt L8 Support Mode(X| 2 R E)E EXSIAAIL.
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ZEO| YAE2E MESHH LIMA| Zn[a2 o[ &S 2teshs AYLIT

29



Cisco AMP Threat Grid Appliance Z2|A HHE

OPADMIN Z & 741 02| 0| M O A}

OPADMIN Z & ZAI| 1[0 O A}

OpAdmin L &2 0| Z2}0|AHAQ| ThreatGRID 22| X} ZEOf| 3 & L|Ct. Admin(Zt2]) QIEH I O|A0 IP FAE
TESHH AFR S = U= H AFEX QT O] A LTt

OpAdmin TEL O{Zz0|YA LMo A D= E0|0, MFZC
7T 220] M-2 OpAdmin I & QIEH 0| AS ST 3Tt 2 Q)

—_

o
=

mjo

B R R Y fuE
L|C}.

o>

OpAdmin Z & ZtZ|Xlo| H|LUHS

Ol MH

DNS AMH

NTP AMH

SSL 215 A

71Bt M 27

https://adminIP/ EE = https://adminHostname/

Ha: 0|2t @Y T YR = =7| OpAdmin & AL 12 0[ M OFEAt A Z 20 M 2= =X GELICH
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12l 14 - OpAdmin 219l

® 00 [ ThreatGRID Appliance Adi %

C i | (X hitps://100.67.2.100/login

i Apps ThreatGRID {21 Other Bookmarks

SiThreotGRID

| Password Required

Authentication is required to administer your ThreatGRID Appliance. The password
«can be found on the appliance console of your Appliance server.

‘This site is best viawed in: Internet Explorer 10+, Firefox 14+, Safari 6+, or Chrome 20+

£4 Support

@ ThreatGRID.com

2. TGSH Chst AXIOIA ZASH 7|2 Ba|x} B LM S E Q2{3}n Login(219)2 22
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7| 2e|XH 2 HZ = HfE ™ Threat Grid A X| IFZ 0| A Yo|2 Mg E|0f TGSH L3} AXpo| Lt HIAERZ
HAELCH X7 #2[X H|YHS E HAS|of AL 00| YAERE AL TS = UG LICH
1% 15 - OpAdmin H{UHS HA

© 00 | ThreatGRid Appliance Adi % |
<« C # | (& hips://100.67.2.100/change_password

i Apps R ThreatGRID [ Other Bookmarks

SR ] 4 Support 2 Help
1 Thre atGRID appiance administration Portal & Logout

k. Configuration = Operations = Status ~ Support * -

© Password Expired

Change the password used to access the ThreatGRID Appliance Administration Portal and the appliance
console.

Warning

Your appliance password is used to authenticate to the ThreatGRID Appliance Administration Portal as well as the appliance console. It
may not be possible to paste complex passwords or passwords with non-keyboard characters into the console. Are you sure you want to
change your appliance password?

Old Password (0| & H| 2 #12) B0 2etLch (OlIf A E 4 U=
7P| S10f0F BHLICH)
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OPADMIN Z & 7411|712 0| A OF A

Z|F AL} 2ol A0 S 2

12l 16 - Threat Grid %| & AF2 X} 20| MIA Al 2k

© 00O ' mhreacrip Appliance Ac x | "
= C ff ixhtps://100.67.2.100/cula W=
B apps 4R ThreatGRID [l Other Bookmarks

END USER LICENSE AGREEMENT

ThreatGRID Appliances & Related Products

For Version: 2014.10.20141121160229.b5fbddef
IMPORTANT: PLEASE READ THIS AGREEMENT CAREFULLY.

This is a legal agreement ("Agreement") between you, the party purchasing and/or licensing products, and ThreatGRID LLC, a Delaware limited liability
company having offices at 170 West Tasman Drive, San Jose, CA 95134 ("ThreatGRID"). This Agreement is part of a package that includes one or more
security products and associated Software (defined below) and certain electronic and/or written materials. This Agreement covers your permitted
download, installation and use of the Security Product(s) (defined below) and the Software and the right to subscribe to ThreatGRID's intelligence content
(the "Threat Intelligence Content"). If you do not agree with the terms of this Agreement, you may not download, install or use the Security Product, the
Software or the Threat Inteligence Content or data derived from ThreatGRID analysis. In such event, promptly return the entire package to the place you
obtained it for a full refund. "Security Product” means the combination of ThreatGRID's security products, the ThreatGRID Software and any Open
Source Program. "ThreatGRID Software” means any ThreatGRID proprietary security software products provided by ThreatGRID, any third party
proprietary software, and any patches, updates, improvements, additions and other modifications or revised versions that may be provided by
ThreatGRID or its licensors from time to time, excluding any and all Open Source Programs. "Open Source Program® means the open source code
software programs that are provided to you for use with the ThreatGRID Software. "Software” means collectively the ThreatGRID Software, code and the
Open Source Program. "Documentation” means ThreatGRID's release notes or other similar instructions in hard copy or machine readable form
supplied by ThreatGRID to you that describes the functionality (If the Security Product and/or the Software purchased or licensed hereunder.

1. GRANT OF LICENSE

Subject to the terms and conditions of this Agreement, ThreatGRID grants to you a non-exclusive, non-transferable license (the "ThreatGRID License")
to install and use the ThreatGRID Software solely for your internal operations and internal security purposes and, if you subscribed to the Threat
Intelligence Content, to use such Threat Intelligence Content only with the Software and the Security Product solely for your internal operations and
internal security purposes. ThreatGRID or ThreatGRID's licensors retain all title, copyright and other intellectual proprietary rights in, and ownership of,
the ThreatGRID Software and the Threat Intelligence Content. Any rights in Software not granted herein are expressly reserved by ThreatGRID or its
licensors.

1. Aotz dEgHCH

2. Ot 2 ENX| A3 E% 2 IHAVE READ AND AGREE(H &2 Qo 52o|2H)E &8
20| License(20| Ml A) H|O| X| 7} & &IL|LC}.
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2117 - 20| MIA 1| o] X|
S ‘ b Support  ? Help
1 ThreatGRID appliance Administration Portal @ Logout

# | Configuration ~  Operations ~ Status ~ Support ~

Installation Options

License

Install or Restore

Configuration Appliance ID

Network v
License

Email

Notifications

Date and Time

Syslog v

FCH1832V319

License

No license has been installed.
Other

Review and Install
Install New License

Choose File | No file chosen

Upload

Che MMOl fELT AT/ 72/0/40| SYE 2 Am12o|M YABRE W2} 2fo|MAES HX|57| Hoj
HEYIE T4 HO| Z&LICH

HER3 Aoz old 23

TGSH Ozt &AM 8 HESRA 285 #d¢ 8F, 0{Z20/22 HERT An12|0|d & TGSH Ci=t
Ao Y 40| UESRR Am 2 0[4H HO|X|0f| EAIZ|= IP F20f BHIFHLIC

HES3 Aoz oM 5l DHCP

7| HA0| DHCPE AHE3t0 Clean('d4}) X Dirty(HE|) IP HESAE 1H IP FAE HAGOF St= 42
Threat Grid Appliance 22/ A} 7} 0/ =9| Networking(Lf| £/ Z/) > Using DHCP(DHCP Af&) MM 0| = CHAE

SeBtLC

CHS MM

442 A gL
cho[ Ml A A X|

HIE9)2 7 T4 Threat Grid 2H0[4IAS X[t 4 &L CH

3. 2% ZO|AM License(2t0|’'d2)E SYLICE License(2t0| ) HO| X[ 7t SR LICt 2tO[ AT X 2| K|
ER/ASLICH

5. Install New License(Alf 20|l A AX|)0| A Browse(20t27|)E 22l6l 0 ot 22| X0 A 2}0|MlA oS
MEdSELICE.
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6. Passphrase(IjAZg0|=) ZEQ 23t 2}0|MA HYRHS S Q2G| T}

7. Upload(22E)2 S2/3}0] MX|etL|Ch HO|X|7} @ TAX| 1 2t0| A &7} BA|E Lt

17 18- MX| & ato|MA He

Appiancn 1D
FCH1E3 1V
Lssorse
Licomsoe TheaatGRID A
qa/Gthreaigrid.com
Busineis TheaatGRID 08,
chdddc f8-4d3T-4c T -pdl-a2 chle 20d3d3A
Walidity Sun, 12 Oct 2014 10:11:38 0800 - Sat, 12 Oct 2024 10:11:38 -0500
Product SKU

Diaily Submissions 0

Install Mew Lioonss
c Fie Mo file chosen

8. Next(C}3)E S E5t0] AL LICH Email(O|H &) T O| X| 7+ S & L|C}.

MM

Ct

ojo
mjo

A

At

FIsHSHL|C}.

o

O} Y = AE AL 0f4
YIAEROIOF A= O|HY ZAEES FHSt= AYLICH
4. 2% Ho|M Email(0|H Y)S S=IBtLICH Email(O|H| Q) T O] X| 7+ & L|Ct.
2. ULAERSAE(O|HY =AE)O|ES YHHLICL
9. IEE 5870|A 252 #ZAEL|Ct.
10. 7|Et 4HS 7|2ULE LT

11. Next(C}2)E = &!gL|LCt. Notifications( 2!) If| O| X| 7} & &l L|C}.
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Me &8 Aoz oM

AAZ 20| Chg Bl St 0140 O Y Fa0) T HOR MYE 4 Y= AYS TASHE HYLITE
AlAE 22 Threat Grid £ QIE{ | O] A0 EA|Z|X| 2 O] HO[X|HAMEZ O|H LS S B =+ A= LEES
FREE
1 YO 0lE v1.30= A|AE 21 HA|X] & Thread Grid 22 =4g &= U= AILH 23 MHE F+45l=
0| K| 7} EEHE|Of Y L|Ct XtM|SH LIRS Threat Grid Appliance 23] 7}0/E2 £ x&}AA| L.
a3 19 - ¢ Hu o]

oy . E4 Support  ? Help

H 'ThredeQlD Appliance Administration Portal = Logout

# | Configuration ~ Operations ~ Status ~ Support ~ -

Installation Options

Notifications

Install or Restore

Configuration Notification Recipients QHELP & admin@acme test
Network v
License v . o A
—— - Critical Notification Frequency @HELP | | © Every 5 Minutes v

Notifications

Date and Time Notification Frequency QHELP = © Every 5 Minutes v
Syslog v

Other

Review and Install ﬁ

C ECH2 2 &0 A| Critical Notification Frequency(Z 2 22! Hl ) Sl Notification Frequency(& 2!
L) MEsto dEgtL(Ct

[ S|

2. 1% Ct2 Notification Recipients(2 2| 2= A[2H0]| 3}L} O|A Q| O|H Y F=AE £ EE FLES]Y
ol
=]

3. Next(CI2)E = 2IgtL|LCt. Date and Time(2M S A|ZH) I|O| X| 7} & &l L|C}.

2 A% TWLITt,
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NTP A B Z4I| 80|

NTP(“Network Time Protocol”) M{H{ & Al
1. NTP AMH IPEE=NTP O|ES Y&ET
NTP A H7F 42 70l AL =4 c

2. B AlAE AIZHS
3. Next(Chg)S SLct

D= 7 a2)0|M TH| Yof gHelzto|
Che MMS A4 ZetL|ct

Ao agold 28
492 7T 20|

ol
x

1. Review and Instal(d £

7Aool A B EE AX|SHH "The appliance is installing...({ Z20| A A S AX|5I0 JUEL|CE.)"at

Z2 HIAIX|7} BA[ELICE

HO: 7| L Of HHAE 2tZstE O 102 0l Z

Mot mAELC

L= HBE MESH 72

A X|) H|O| X|Of| A| Start Installation(€ X| A|ZH)S 2

L|C}.

FAIBEL BBt X2t 57| St Ef L L.

Q= Review and Install A E X A X|) H 0| X| 7t E&IL|C}.
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13 20- ojF 20|22 x| 5

606 G/ ThreatGRID Appliance Ac| !
& — C fi | hips://100.67.2.100/setup/details

' Apps 4 ThreatGRID

[l Other Bookmarks

The appliance is installing...

[missing "en-TG.js.job.running HTML" translation]

Please walit for this page to redirect you. Refreshing manually might cause problems. Installation time is typically under 20 minutes.

22 State ) Started B2 Finished @ Duration

» Running Tue Dec 16 2014 03:39:30 GMT-0700 (MST) © Please wait...
0 day, 7 hours, 1 minute, 56 seconds ago

© Please wait...

Your appliance will need to be rebooted after this operation.

Reboot

1]
3

:: O0string{[(dstring{"Error", "opening", “"terminal:", "unknown."}}

2. MX|7} B |0 AE| 7} 20| Running(A3 Z)0| A Al ZS LIEFLYL = A40| Successful(2H &)

2 HZEL L Reboot(Xf £ 8) 7t sA4o 2 HAL| D 0120 E—‘. | EAIELIC
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13 21- ofF 20| A Mx| 22

© 00 mhreatcrip Appliance Ac x |

&« C fi (% https://100.67.2.100/setup/details
i Apps R ThreatGRID

[l Other Bookmarks

The appliance is installing...

Waiting for the server.

Please wait for this page to redirect you. Refreshing manually might cause problems. Installation time is typically under 20 minutes.

22 State £ Started 3 Finished @ Duration

Tue Dec 16 2014 03:39:30 GMT-0700 (MST)  Tue Dec 16 2014 03:40:45 GMT-0700 (MST) D day, 0 hour, 1 minute, 14 seconds
0 day, 7 hours, 3 minutes, 34 seconds ago 0 day, 7 hours, 2 minutes, 19 seconds ago

Your appliance will need to be rebooted after this operation.
=3

TASK: [file path=/etc/issue.d/18@-error state=absent]
ok: [localhost]

TASK: [rebuild /etc/issue]
changed: [localhost]

TASK: [flag install completion for opadmin]
changed: [localhost]

TASK: [clear reconfiguration request flags for opadmin] **#***ssssihixssssssiss

3. AX|7} &2 | ™H Reboot(X| £ E)S S 2IGtL|Ct. "The appliance is rebooting.({ ZE}0|HAE Y EEISI D
UELICE)"O|2h= TIA|X| 7} EA|E LT

MEEsh= ol 2|t 5=20] ZE = ASH L

OfE2I0|ALE M F o= S0 = OFF A= HESHA| DY A 2.
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OPADMIN Z & 7411|712 0| A OF A

13 22- ofF20|AA HEY 5

806 J,' ThreatGRID Appliance Ad; x \

&« C #f  (x hitps://100.67.2.100/reboot

i Apps a ThreatGRID \..| Other Bookmarks
The appliance is rebooting...
Waiting for the server to respond.
Please wait for this page to redirect you as refreshing manually might cause problems. Reboot time is typically under 5 minutes. If this
page does not redirect make sure the IP address of your appliance did not change, and check your appliance console for problems.
OfZ2t0|AAE 2 ESHH L5t Z0] OfE 20| AT Y E[RATHE 2Rl HA|X[7F EA|E LI
0% 23 - O Z2t0| AT A E
806 |/ ThreatGRID Appliance Ad x | "
€ C # (X hitps://100.67.2.100 =
i Apps a ThreatGRID .| Other Bookmarks
2, A B Support  ? Help
1 Thre ot GRID appliance Administration Portal ® Logout
#  Configuration ~ Operations ~ Status ~ Support ~ -
Home
Your ThreatGRID appliance is configured.
For assistance in changing the configuration or operating the portal, refer to the resources below.
& Documentation
£4 Support
SiThreatGRID

O] 20| A AT 28 e 27| 7402 0[M0f k=& L|Cf.
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ZHOE 2X|

2 OolE 2K

27| Threat Grid Appliance 24 & 2t=23t

=

ot

A8 7t YHIOIES 25t A £5t= A0 FSLIL

=

Threat Grid Appliance & 0| E = OpAdmin £ &2 &9

E
o
et
N
£Q
i}
I~
nl

1. Operations(2 ) 0| 70| A Update Appliance(0{Z 20| A AGO|E)E MEHSHL|Ct Y4 O|E H|O|X| 7t
|2 of S 20| AL oiX EEJH HAELCL

)| 0 Of| M| Threat Grid Appliance

= E
, AS B2 22 EYLCH AJZto] 23 + AF UL

2. Check/Download Updates(L|0|E &QI/CIR22E)E S| A X
AZEQIO{ 9 X4 AL|O|E/HTO| JA=X| =olsta, §

3. YH0|E7} Ct2 2 EE|H Run Update( G| 0| E & )E 2 8/sto] XL

AHHO|E MX|0f CHSt X}A| St LH 22 Threat Grid Appliance ZF2[Af 7O/ EE EIXRSIMA
=y A H| = o)
O{E2t0|iA ZE W
O|Ecto|dAao HE T = 2G| 0| E 10| X| 2] OpAdmin Operations(2 %) > Update Appliance(0{Z2}0|AA
HHOIE)0M =olet 4= A& LI

13 24- ofF2tojei2A WE B

fot

S "
1 ThreatGRID appiance administration Portal

& Configuration ~ Operations = Status - Support -

Your appliance can be updated to the latest available ve
have an up-to-date backup before updating.

appliance is currently running:

2014.16.201562083155142.be6f7b4f

=~ Check/Download Updates =

% Run Update This appliance has never been updated.

42



Cisco AMP Threat Grid Appliance Z2|A HHE

ZHOE 2X|

Ol Z2f0|A A LE Ho/HH =38
ojZatojeiAo YE ML

oM 2L
ﬁ?:.* HI01E )0 M =l

=i

Appliance(0{Z 20| A
sfEetLct.

| 0| E 1| 0| X| 2| OpAdmin Operations(2 &) > Update

A
=]
T AFLICH OfE2H0|AL HE Ho = Chg BT H0

UE H Ya|x HH EEENELY
2015.08.20160217173404.ec264f73 2.0.2 2/18/2016
2015.08.20160211192648.7e3d2e3a 2.01 2/12/2016
2015.08.20160131061029.8b6bc1d6 2.0 2/11/2016
2014.10.20160115122111.1f09cb5f 1.4.6 1/27/2016

D 0] BT 20 ¥ I20|E )

AIREYLICE
2014.10.20151123133427.898f70c2 v1.4.5 11/25/2015
2014.10.20151116154826.9af96403 v1.4.4
2014.10.20151020111307.3f124cd2 v1.4.3
2014.10.20150904134201.ef4843e7 v1.4.2
2014.10.20150824161909.4ba773cb v1.4.1
2014.10.20150822201138.8934fa1d v1.4
2014.10.20150805134744.4ce05d84 v1.3
2014.10.20150709144003.b4d4171c v1.2.1
2014.10.20150326161410.44cd33f3 v1.2

2014.10.20150203155143+hotfix1.b06f7b4f

v1.1+hotfix1

2014.10.20150203155142.b06f7b4f

v1.1

2014.10.20141125162160+hotfix2.8afc5e2f

v1.0+hotfix2

&1 1.0+hotfix2= CH &
JJ_I.O'O x[: OI x_ial_g_ _/'\_
AT E AMHOIE AAH XKE

+8ot= 2 HHO|E LTt

2014.10.20141125162158.8afc5e2f

v1.0
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Ha: I A HE1.0-1200M= FE Al QBB O| A7 AZEX| G2 B2 MFEHoHOF & = ASLICH Of2{gh
=M= v1.3 O|HO| M LtEtLEE A2 2, v1.3 0|20 M= £ A|FO| SFP7} A& A ZE[0f QUO{Of St=
QIE{H| O] A Of M 2F 2y StLI L. SFPO| HZE HIERA A0

=2 QTS St 20 AEY

XFT1: 1.00 A| 1.0+hotfix22 AUO|0|ESH= Ol= 2 1520| ZZIL|CE 1.00)A 1.322 MK H0|E
O= HO|Ef oto|ef o] & X elsta of 30=20| ZE LT
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OfE2to|oiAx Y HAE-MENE

OfZ20|dA 2§ HAE-ME M=

>
H
mjo

Threat Grid ApplianceZ %Al HM O Z AU O|ESt S0 = Threat Grid AT EQO{E AF25I0] A AE M
HNEge =M O{E20|AAE SHEA FH/M=X| 2 BHLE HAEGL L

1. Clean(®H4}) QI O|A 2 R MSH F=AE BEES10] AMP Threat Grid Portal0f| 2 1Q1%tL|C}. Threat Grid 2 19!
I O|X| 7t FE LT

A3 25 - Threat Grid Portal 21 Q! &j| 0| X|

ThreatGRID Appliance Adi % =3 ThreatGRID Login x
€« C | (% https://100.67.1.100/login —
12! Apps  “f ThreatGRID L Other Bookmarks

SEThrestGRID

Welcome, please sign in.

Forgot your password?

| |
All information contained in this report is confidential and proprietary information belonging solely to ThreatGRID, Inc.

This document is client confidential and is intended for intemal customer usa only. The information contained hersin is the property of ThreatGRID and may not be copied,
usad or disclosed in whole or in part, stored in a retrieval system or transmitted in any form or by any means (slectronic, mechanical, reprographic, recording or otherwise)
without the prior written permission of ThreatGRID.

2. 7|2 219! 9 HYUH S 9l admin/changemeE Q|24 5tL|C}.

3. Login(219l)g Z2!stL|C}. 7|2 Threat Grid Sample Analysis(}4Z £ M) H| 0| X| 7 & &lL|C}.

4. REZ YT ZM2|0f = Submit a Sample(HZ X E) JAO|M HE TtUS HESAHLE URLE L0
AEIE ZME MESLIC

5. Upload Sample(MZ A2 )2 S2IBtL|C}. Threat Grid ME 24 T2 M| AT} A|ZHEL|CL.
HWEO| 02 M tHAE HAl= A2 2 = USLICHL 2MStE= S0 ¥E0| Submissions(K|E) 4440
LI ELICH 240| 2t 22| ™ Samples(ME) MM0|AM ZDtE 2olg = oM B4 H MO AF AtEO

HEA|ELIC
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Threat Grid ApplianceE A™dS} 0 X7| AL O 0|ME 2A25IH O{ZS210|AA EE| XL AR S &= /JUSL LT

22|~ FE, YO|0|E, SSL QIS M, AHE AL 7}, 7|Et | At %Y 8l & =2 Threat Grid Appliance 22/ f
ZHo/=0 2BE AFLIL
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1. MH HYS ZLIC o310 22 Cisco &t HO| LTt

p, <F <FT» st Cisco IMC Conf i
. Boot

AC

d

Entering CIMC Configuration Utilitu...

2. HEZ2| ZAIAZREH BAE 2 F8 7| & &2 Ct2 1t 20| CIMC AO| 18|0|M 3O 2 0| 58tL|LC}.
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12l 27 - CIMC I azo] M }H

NIC mode 416 redundance

WLAN

‘Diown 1ectin
Additional settin

3. CIMC ZAI|120|M SH RO A &2 At TH2|0ff AFREH IP A S MHSHLCE

4. AT M CIMC ALY O0|M 3tHS MASD ZZ ST}

q
O & 222X 0| A https://ICIMC-IP/Z AFR3I0] MHE 27402 Bha|st & Y&L|C}

5. £7| AR} O[22 "admin”, B2 5 = "password" 2] L|C}.
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