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725 AMP Threat Grid & & WiEit R & ESE TSN AMSHEBERE 2T, HPaSRENBEM S
A% . Threat Grid ¥ & TR HTTER) Threat Grid TWERHSITFE, ZTFEREALSE UCS frSF (UCS
C220-M3) k. EEILF A, AXMHEMAEMEERIREI TZENARAEEBEIZRERITEBREHER.

W ABHREIENALR (FIARIT. ETRSIAE) LHEBESMEENEREN, TEEEHEELRA
(BB ERMHER) KEBINEIINRFHITERRE . BEEAMEEERR AMP Threat Grid &%, HAE
A [ENZS 8 KA AT BE S RIS T 04, BRI L3R 4%

EB) AMP Threat Grid &%, REHAAATUEASEZENEBHSMINSSIRARRITAEHEER. ZREHE
DINERSBFZAEI PN TEBERHEEZEELXEK, T2E THREERHHNIEMENRESHHEX
8. ZREEANATURESREE T EMEA ANEER AP URBHENFHERIT RO, NAE
MEFAELETHEITH. IR EAN G AALRERSRP, REKESHEEEREN RN
k.

R BEREE

R &I AR EHITIRBENEE, REAEATEERGSH. AEENEFRAREATRENGE
#1849 Threat Grid % &ZHREHBN IT AR

RS E AR A T AR EMECEFH Threat Grid %, LUERILUSEERGHERRZRZIREHITHI.

BXRIEMER, 1ESH (FH AMP Threat Grid ZEETE TR )

X #F - BL& Threat Grid
&R LB Z#RIEK Threat Grid TH2IHAY X #
n  HTFEMF. BFEHEECIEIE B FEME L2 E support@threatgrid.com.
. BUXHEHl. BFERAF Cisco.com ID (FEM— ID) FHEEIUIFRN. i, BEFERURSERE

WS, WERSESEITRELESD., HERIT U TEEAANEHIZHEK:
https://tools.cisco.com/ServiceRequestTool/scm/mgmt/case

n  HIE. BXERNBEIEEM, 5517 http://www.cisco.com/c/en/us/support/index.html

INFEEXK Threat Grid FIBAMI X #, IBELXZEEBIIERNEZUTER:

m % EERA: OpAdmin > #{E (Operations) > E§i##% (Update Appliance)
n EBHRESKES CREMEMARSZIRTS

n WEEGIEA GRERD

s EHER OMEIMEEE

. XFEEKRIEFEAER


http://www.cisco.com/c/dam/en/us/td/docs/security/amp_threatgrid/threat-grid-appliance-admin-guide.pdf
mailto:support@threatgrid.com
https://tools.cisco.com/ServiceRequestTool/scm/mgmt/case
http://www.cisco.com/c/en/us/support/index.html
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MFHRR

MREEEIR Threat Grid TIRZIPRISH:, MTEEREER “YHER” |, KRR E— VSR XHAE, T
Threat Grid X#FTRIFZIEAOIENIRE. KBREFTSEMEENERIEIT. LHIRIETEE OpAdmin [P HE
(Support) SEHE5ER. (GHATUM TGSH 3HEF BB #FER (SUPPORT MODE). )

Ei@id Threat Grid AT BB THSIE, BEPITUUTIRE:

7£ OpAdmin §, {KXIEEZTH (Support) > SERFZ#HS1E (Live Support Session), AE =BT FSIE
(Start Support Session).

EE: EREIFA AT, ERIBGE OpAdmin [ESESREKE A IHFRR.

& 1 - OpAdmin BEEMTHELIE

ene J ThreatGRID Appliance Aci = L3
L o C i | (% https://100.67.2.100/support/sessions =
%" Apps B ThreatGRID [ Other Bookmarks

ok : ESupport 7 Help
1 Thre ot GRID appiiance Administration Portal @ Logout

# Configuration = Operations ~ Status - Support ~ -

A support session can be created to facilitate secure remote access to your appliance from a ThreatGRID
support engineer.

Start Support Session

No support sessions have been started.

S ThreatGRID

X FFAR S5 R
BATHSEER TG & LUAE A TR S EE:
u support-snapshots.threatgrid.com

[ rash.threatgrid.com

AEXFRELTIERIRTSHAE, BB IR EX A A AR 525 -
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1. M3Z#r (Support) St F, EEFEF IR (Support Snapshots).
2. AR,

3. HERBZE, BALBITTIE tar.gz BNAIRE, sEFTLURRR (Submit), XHESFIRIBEE L1EZ
Threat Grid REBPRSSEE.
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B AMP Threat Grid % &2— Linux k%S, EH <AEAHBRBIEFMNRE T Threat Grid 3. 1KZ|

mg&E, ety B CAMEIMENINRERITREMEE . EFHH, FEZEMITXIESER.
IMREK ., EHERMMEERINT L.

Ak Threat Grid R EWHMISE, 1EE8 _(Threat Grid R & EFEZEF) -

IMEEXK
Threat Grid 18 # K#3B# UCS C220-M3 FR% % b, ARENREREZH, HRERSBOARMBREAS
B 2RI, AHRE S EOLEFEER.

R EK

Admin EORISMNEZE 79 SFP+, R A#H _ERA T AR SFP+ iR 0, HEAREZE SFP+, NATLAER 1000Base-T
ks (HanERFREATIK RIA5 AL SFP U4 2E#5R Mini-GBIC-10/100/1000 Base-T 4% SFP #&ik) .

2 - 7 1000BASE-T {A44 SFP (GLC-T)

RReE: BUUERSFLEE-—ERSE, REET CIMC (BREMRERIEHR) , HAUERZE KVM.

(TS =

m Cisco UCS C220 M3 R =L EMIRFIERE

http://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/c/hw/C220/install/C220.html

m Cisco UCS C220 M3 5B RFHE (NAFESIEZRNS) JiKSE

http://www.cisco.com/c/dam/en/us/products/collateral/servers-unified-computing/ucs-c-series-
rack-servers/C220M3_SFF_SpecSheet.pdf

o BREFRRATES

BEHRE T —1MHIESENTERE, WRSXEEEH:
https://mainstayadvisor.com/Go/Cisco/Cisco-UCS-Power-Calculator.aspx
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ADMIN - “EZ” W%, DR EIZMEAERERE.
CLEAN - ‘CLEAN” MERTRNEENAEANERE (BK) . XBESIMERESE. G, BROERSE
BT LR L& (ESA/WSA) E#2] CLEAN £#0O#) IP Hbht.

DIRTY - “DIRTY” MFEATFMNREREM LR E (BEEERERS) .

AR BRMNEVUEATRT MG IP AEASNE IP thit (Flan, “DIRTY” #0) , LURIPERIRIBMLEKES.

BAXMFZEORENER, FSHTHNRINA Threat Grid B &5 .

DNS ARs5z51719)
DNS RS REEET “DIRTY” MEH(TiHIE.

NTP BR$52517510)
NTP BRB B EEF® T “DIRTY” MLg#ITiHE].

{£F DHCP
NRECEZER—NECE AR DHCP KM, BIRIR (Threat Grid i@ & &7E575Z ) S {EH DHCP 7 RUiL
BRI TIRIE.

FAIIE

& Fk B Cisco AMP Threat Grid B4 RIEFIZERD .

BXEIFATIEREER, 1&5@5d dedebeer@cisco.com Bk % Dean De Beer.

RF
ETERIRENREMNEEEZ G, BHFECEVIARM Threat Grid BFAKF, LUMERFAIAERHAREREER
REERBEITON. RESTRFEES BB BRI TARFNE, BERRTENER.

EH
AEREEREEHZA, BRTRIERESREMEEDR.
BIEUAEETRAEENENNREEZ GRERTHEM.
DIHLINFRZEEH . Threat Grid REBMVLNESHRERFNEZBAETEH, HAEMIEEKRTRINER
EE. BIREMEXRIRLLT (Threat Grid R&ETEFEZ) F.



http://www.cisco.com/c/dam/en/us/td/docs/security/amp_threatgrid/threat-grid-appliance-admin-guide.pdf
http://www.cisco.com/c/dam/en/us/td/docs/security/amp_threatgrid/threat-grid-appliance-admin-guide.pdf

B AMP Threat Grid & &2 BEMAC S I5E

x|

kR < 15t BR
BXFMANEHESR, ESRAMAIRE, ZIEATRTMA OpAdmin PR E FKEX:
#4E (Operations) & > B % (Update Appliance)

AE: EEFHIRE LERER Threat Grid Portal BIRRAEER, EAEESMHZ o8B (Help). Ul 89%58) (Help)
E (S5 > #Eh (Help)) EHRETIHRIEET Threat Grid 712 Y5 .

Threat Grid & B A AT
EREETMEERMEHERS, 51 AARETATFEE Threat Grid B

TGSH *J1&
E—FEZ TGSH xHi&, ATEEMSKED. ARERNEHNGE, RHSER TGSH 3tiE.

EFEEE TGSH &

TGSH EFAERHIE ERFITARES, HUBSA LS DEZE—ERFHITHLE; WREET CIMC, A&
TEFE KVM i8],

EEHNHEFER TGSH 3hiE, 1&iBid SSH LA~ “threatgrid” A543 %E#EE] Admin IP ik
FREER =L A] LA FEHLE AR AIHIIR D (R ANFE TGSH MHEFRR) , AR EAE OpAdmin [FREEENSE—
SOZNFEERZE (HXATBETHNR) .

OpAdmin |4
XEFER Threat Grid GUI BELE T B. iZIEZHAEARLE 4 R 428 IT OpAdmin 52X, SIRIFANLE. HREEN.
SSLiEH%.

AMP Threat Grid [/~
Threat Grid PR BENAREA—ERFIEME, AR KE Threat Grid %&£, Threat Grid =ZR$ES
Threat Grid & &PBEMIEY Threat Grid [ 1A Z B A HITIBRIE.

CIMC
F—ITRFRAASERERERIEHIE ( “CIMC” ), RTEERSH.

ERABMERD - BOA

Mg Ul EIE R
s BRZF: admin

n “changeme”

OpAdmin 1 Shell B~
%15/ Threat Grid/TGSH SEREH 4 REVIIAE, REERE OpAdmin B E TIEAE—SHMNNHEH.
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WMREWLER, F&RR (Threat Grid & EFE 7755 ) ZIEE D FINEKBBIEXHARE,

CIMC (BR&EREETHIZ)
. BFEEZWM: admin

n “password”

WEMEELSR
AXHEART U TRERSERESE:
1. WERSRE
2. PO

- ADMIN
- CLEAN
- DIRTY
- BRI ORE

- B RSB IN
3. TGSH 3% - WKL E
4. OpAdmin [/ - ¥EECE
5. REEHM
6. FRBFREHITMN: RIHERHEITON
7. EHEEE - MANEEERETSIRR (Threat Grid ##&ETE R ) FEIHAZE OpAdmin [TAF5ERK.

P BB 8]
RS B ENRRE SEANEE 1 I HE.

AR ST TGSH EREN “NA” #8B5. BUTRERERZXLRUKTHYIGEE Z FHITEMEHHE,
B LFRRGTERERTE,

XELRENAERTE 10 Z5MAHETTR .
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AR&5E51%E
B, EEEEESENAENERIE, RSB KVM EES5EE2N R REEMER, FiEARSEIIEN
KVM ixOh, S TEMR.

WMREET CIMC, NMATLUFEAZE KVM, % CIMC BEBREE, 528 AR+T i E CIMC (i) .

BAXRIFENBHMIMIRERES, BFSAEXNRSFE~mE. L “EHs” BaRM T iE =i
EER

4R 5 O i

RERBEEEAAED SFP+ IOFM=1MUAKWin O, AERBTEFRREZEMLZ:

3 - Cisco UCS C220 M3 SFF #1532\ k5525

SHHUEMREEMEERO, REAEEET.

AR BREENIEAGEETERS LAY ERNESERAE. maETLEn, EikE
support@threatgrid.com.

AE: “BRE (Reserved)” IFEH SFP+ i OS#WIRE, UHARER.

A% C220 M3 FREBIILMIER, ESHTHE.
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4 - Cisco UCS C220 M3 FMLEtAZER

1 BiE (R5H1) 6 —~ 10/100/1000 M AME BEERFO
2 1atE 2: AR LERHE PCle fl1H: 7 I 1-GbE %O
(¥3, F1€, x16 EHE, x8 FEHEE) (LAN1 #1 LAN2)

3 FEA SFP+ 1. 8 USB ## 0

8 1: ADMIN

it 2. BREBMEZHEMMEEZA.
4 VGA I $iiEE 2 9 W ERIR B34 /LED
5 BT O (RJ-45 &) - -

FEE: WTFARA 1.0-1.2, MRAERSFEOLTRENRES, WAEEESEHEE. LEEEITF 1.3 AT
A (REEFEE SFP f0EEEQ, ¥F 1.3 UERMA, kIEOMEEBHFTLFBBNIRES) . AN SFP I
AT RS M IREIR .

ADMIN 0O
ZE3EE| ADMIN M4E. XA (GRE ADMIN ®4%) .
= OpAdmin Ul &

m AT TGSH x+i&#Y SSH (Ah)

EE: ADMIN EORIMEHIERZ SFP+. 1EZ i LE 1 - BR 1000 BASE-T E4E SFP (GLC-T).
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CLEAN #0O
EEHEE) CLEAN M%%. CLEAN WA N BIMEEITIIE, BRFELMEHEEEN, RIERERERRAT.
= Ul #0 APIRE (N3
n HERRER
m  SMTP (HufiZERZIRC B AR AR 5528)
. BREBEXZFRIE (B
m  SSH (TGSH sHERIAGIRIE])
. RGHE (LEERRREMNRS QSRS

DIRTY 0O
%E1ER| DIRTY Mg, EEiF o) EEM. {NHh!

=  DNS

m NTP

n EH

. EREEBEITEATHXHE
m HFRE

s BERAHALERNRE

CIMC 0O
ik, MREEE, WA TIRESF[EBMNEF. BXIFMAER, B8 RAEPHIEE CIMC (FiE) .

(3

(FTi%k) AR SFP+ i S RE LABLIERIER .
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AEST 4R AMP Threat Grid &M R AE/ZWAIRE. BR, BMEFPEORERTEN.

flgn, RIBEEHMEER, EFIET EMAOMNZREERNBELT, BRIERER DIRTY ZHOEZEANR,

1% CLEAN #ZOEZEE MR,

5- MEZEARER

DNS / NTP

- BAERMNRE

- &%/ DNS

- 1Z&HE NTP

- REGEEH

- BRI IFERE
- RHIERE

- RS mEm# API (HTTPS)

- HEAIRAR

- MAAHHRA AR R R
SMTP i &

- REBATIFEE

- REHE

SMW BR %38

AMP Threat Grid i% &

CLEAN | | ADMIN @ | cImMC

ERIRE
(ESA/WSA/%)

Threat Grid
SEHEH
AR %25

<+ - HMRSEEE

>
ol
i

11
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HAMRE BirRkEs BiltswRO BRIE E&A
DIRTY 0 BEX SMTP Eikc) B LB B R 1 & S AR R
DIRTY 30O HEEW TCP/19791 IF 5215 #%] ThreadGRID 3%
DIRTY #0 HEEW TCP/22 SR FEHFA T IR EBARS
DIRTY #0 HEEX IP/{EfaT U RIFRBEEER G
nE
(BREHEMER, EERT
EEREGEREGSMITHR
%8, )
DIRTY ##0O HEEW DNS R 54l DNS.
DIRTY #0 HEEW NTP R RIFHIRE B NTP,
(UDP/123)
CLEAN #0 SMTP BR%5 85 SMTP IF ®&FEHA CLEAN O Ezs
il B AR EAR 552589 SMTP
%%, (CLEAN EOLREE
HGEE “EEEHEM” . )
CLEAN #0 HEEW TCP/19791 IF S8 ST ThreadGRID RS2
NI FHEE
AFRmME CLEAN #0 TCP/80 RIF %% APl IR ARE
TCP/443
CLEAN #01 R PMLE ARG HE/AEE U RFEZEEE AR RS H
EBHEF Threat Grid iB£18Y
MRS58
BB 4% ADMIN #01 TCP/22 IF SSH
TCP/80 OpAdmin [JA%EO
TCP/443
A PM%g CLEAN #M TCP/9443 IF S IFEES ThreatGRID Ul
Glovebox
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W4 HE %
)
BEETRSF[INERENMMEIZOZE, FEEREREHSFHFEE. BHFEEEER:

& 6 - BEIAENEN RS

etup, <FE» Boot Menu, » Diagnostics, isco IMC Configuration,
Boot

0 IMC IPwd Add
Cisco IMC MAC B

Hemory Operat

Entering CIMC Configuration Utility...

AR MREERERED, BETHRATKRERIR F8, ARFIRR “AE CIMC (&) " HaHhaIitiRsRE.

BINEEhHERRS G, 258 EHER TGSH XtiE:
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P45 O 4

[& 7 - TGSH *1i&

a 06 198.18.2.23 - KVM Console

Cisco ThreatGRID Unified Malware fAinalysis and Threat Intelligence

Main Menu
Your ThreatGRID device can be managed at:
Admin URL ~» MAC : <UNAVAILABLE> ~
Application URL ~ MAC.. : <UNAVAILABLE> -
Password : hJaBSpkPRu©09tnuabOuv

The password shown above has been automatically generated for you.
You will be required to change this password when you first login.

ONFIG_NETWORK onf igure the system’s network interfaces.

SUPPORT_MODE Allow remote access by customer support.
UPDATES Download and optionally install updates
SNAPSHOTS Generate and submit support snapshots

APPLY Reboot and fully assert configuration state
CONSOLE CLI-based configuration access.

EXIT Complete configuration session.

198.18.2.23 admin 0.0 fps 0.002 KB/s

ADMIN URL E/RAANTA - MEEOEEMAICE, FtFEiHFE OpAdmin [TFARBITIES.

AR BEERELICRE—NEMECA 4 H, LUEE OpAdmin (TREESEFER (EHFM) .

EE(EE: TGSH MiER R RVIREIEREN, HEEEETERLSRPIFEIFMEE OpAdmin [NFEONEFEE
ZEE.

14
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TGSH xti& - WA E

TGSH *j1& - MKECE

DHCP AF: UTSBREEFERMNEERS IP ik, nR&ER DHCP 3B IP Hilit, MiF& R  Threat Grid
REETEFIEE) TREAER.

1. 7& TGSH 3HERME S, %+¥ CONFIG_NETWORK. W4&HEBizHISESITH:

8 - TGSH X}iF - MEHERHIE

ann 198.18.2.23 - KVM Console

Network Confl iguration

DNS Servers
DNS Frimary
DNS Secondary
Interface: clean
DHCF Enabled? (¥-N)
Configure Non-Default Routes? (Y¥-/N)
fAddress
Netmask
Default Gateway
DNS Name
Interface: dirty
DHCP Enabled? (Y¥-/N)

Conf igure Hon-Default Routes? (Y-N)
Address

Netmask

Default Gateway

DHS Hame

Ualidatel < Cancel »

198.18.2.23 admin 0.4 fps  0.002 KB/s =

2. RIBGEHMEKEIER N CLEAN, DIRTY #1 ADMIN EOREMIEEESEAFHE.
3. J3/3F) DHCP (DHCP Enabled) M\ Y 2% N,
AE: BB BACKSPACE #EMIBRIR=ER, ABEMINTTER,
4. DNS BfR. WREHIMLE A CLEAN MLEEM T DNS Bk, MZELLHANIZEFR,
5. EEEEIEZRIAE? (Configure Non-Default Routes?) REZEARZIAK N (BIFEEHMIEH) .
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B AMP Threat Grid & &2 BEMAC S I5E

TGSH xti& - WA E

& 9 - EAEHITM4EECE (CLEAN #1 DIRTY)

H=Kals) 198.18.2.23 - KVM Console

6.

Hetwork Configuration

DNS Servers
DHS Primary
DN3S Secondary
Interface: clean
DHCP Enabled? (Y-N)
Conf igure Non-Default Routes? (Y-/N)
Address
Netmask
Default Gateway
DHS Hame

Interface: dirty
DHCP Enabled? (¥-/N)
Conf igure Non-Default Routes? (Y/N)
Address
Netmask
Default Gateway
DNS Name

Validate> < Cancel >

1% DIRTY M4%E) DNS &#7 (DNS Name) =,

16
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TGSH xti& - WA E

10 - [EZEH#{TMLEEE (ADMIN)

a8 nn 198.18.2.23 - K¥M Consaole

Network Confliguration

Netmask
Default Gateway
DHS Hame
Interface: dirty
DHCF Enabled? (Y¥-N)
Conf igure Mon-Default Routes? (Y-H)
Address
Hetmask
Default Gateway
DNS Hame
Interface: admin
DHCP Enabled? (¥-/N)
Conf igure Non-Default Routes? (Y-N)
Address
Hetmask
Default Gateway
DNS Name

<Validate> < Cancel »

198.18.2.23 admin 3.2 fps 10.416 KBfs = |

7. WATHRAENEZRER, 1% Tab BETHE, REEFRIE (Validate) KIEIEEMANAE.
MR T THUE, FTRESBREEIR. MREIXMIER, HLERRFEREIE.
WiEfs, MEEEHNEEREMANE:
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TGSH xti& - WA E

B 11 - PEEEHIA

Hetwork Configuration :: Confirmation

DNS Servers
DHS Frimary
DNS Secondary
Interface: clean
DHCF Enabled? (¥-/N)
Conf igure Non-Default Routes? (¥-N)
fiddress
Netmask
Default Gateway
DNS Name
Interface: dirty
DHCF Enabled? (Y-/H)
Conf igure Hon-Default Routes? (Y-N)
Address
Hetmask
Default Gateway
DHS Hame

cCancel>

8. EIENA (Apply) EREHEEIRE.
EREF L. PR AREFE 10 s EKR B BETER -

EHERA—IEENREE, FENARENFEUERSETNRMEERS, RERILBEXAMNEE
BERHIEAESR

18
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TGSH xti& - WA E

12 - WEACE - PR RRRITIR

a@nn 198.18.2.23 - KWVM Console

9.

Anzible Invocation
changed: [localhost]

TaSK: [service name=netctlPethernet_dirty enabled=yes]
ok: [localhost]

TASK: [service name=netctl@ethernet_dirty state=started]
ok: [localhost]

TASK: [service name=netctl@ethernet_admin enabled=yes]
ok: [localhost]

TASK: [service name=netctlPethernet_admin state=started]
changed: [localhost]

TASK: [restart interfaces if neededl
changed: [localhost]

PLAY RECAP s
localhost : ok=10 changed=4 unreachable=0

failed=

198.18.2.23

BTHEE (0K).
MG B IEH B S BR R H EREMNAR IP Hbtlk.

19
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TGSH xti& - WA E

& 13 - IP Mk

800 198.18.2.23 - KVM Console

Cisco ThreatGRID Unified Malware finalysis and Threat Intelligence

Main Menu
Your ThreatGRID device can be managed at:
Admin URL » MAC i https://100.67.2.100 » 90:eZ2:ba:B2:2f :d4
Application URL » MAC.. : https:/,/100.67.1.100 / 7c:Be:ce:67:f7:40
Password i hJaBSpkPRu®09tnuabOv

The password shown above has been automatically generated for you.
You will be required to change this password when you first login.

ONFIG_NETWORK onf igure the system’'s network interfaces.

SUPPORT_MODE Allow remote access by customer support.
UPDATES Download and optionally install updates
SNAPSHOTS Generate and submit support snapshots

APPLY Reboot and fully assert configuration state
CONSOLE CLI-based configuration access.

EXIT Complete configuration session.

198.18.2.23 admin 1.2 fps 2.727 KB/s %'

TBETR T RENMEELE.

EE: CLEAN 3Z0OH URL EEZZ| OpAdmin [TRRERRZEAEH.
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TGSH i - WEERE

BENFEHRT - WANERRRTTE <v1.4.4

Threat Grid & & v1.4.4 REER T —MFAEER. FREINA 1.4.4 7, BFEBRBINIFHAER A GEEVFATIER

2%
ZER: DIRTY MEFEERIET, FREHITIHEE.
1. 7€ TGSH x}i&E, i%£# SUPPORT_MODE > START.

2. AXIFEER, HERIAFES.

REQESR:

RERENT—MLREEM OpAdmin [TAHFHTERRRBT—AR5 “OPADMIN [FREERES” HEIHRTER
FREEES
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OPADMIN [JFECEES

OPADMIN [TTPECE @S

OpAdmin [P 2% #& i ThreatGRID EE SR, X2—MWEMFFE, £ ADMIN 20 LECE IP tiitf5
BRI fER

OpAdmin [PREFEAMEERETR, MEXL, KEMREFAEHL RGBT OpAdmin [TAFRETHK, BIE:
e OpAdmin I TPEERHNZEHE

BB AR 55 2%

o DNS fR&5#8

o NTP fR%5:8
o SSLiE#H
o HiRRFZHF/KRE
https://adminlIP/ ¢ https://adminHostname/
AE: HEMBARXLRERZENIR OpAdmin NAEREESIERPTER. FLRE (fldn SSLIEH) 28
BRI SBTER, W (Threat Grid 3 & E7EF/5E ) FHA.
foE T1ER
AT P LREE—NIEPTTR, LU ECEHAE ET 1P it rTREM .

& FE OpAdmin [

1. B &Rt eEifE] OpAdmin ITRERE (58 “https” AIADMIN URL) . Threat Grid OpAdmin &R 5R%
FEENFTFF.
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OPADMIN [FRECEES

14 - OpAdmin EF

B OO0 hreatcrID Appliance A x \ W
C i | (k bitps://100.67.2.100/login %=
5 Apps 0 ThreatGRID [ Other Bookmarks

SiThreatGRID

Password Required

Authentication is required to administer your ThreatGRID Appliance. The password
can be found on the appliance console of your Appliance server,

This site is bast viewed in: Internet Expiorer 10+, Firefox 14+, Saari 6+, or Chrome 204+

2 Support

@ ThreatGRID.com

2. BB TGSH HESHIBEIA Admin ZREH S E5ER (Login). ZFZ4Z (Change Password) MEIGS
TH.

PEEHITT—ERS
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OPADMIN [JFECEES

B Admin 215

IR EE SRR B EAE L] 518 Threat Grid ZRIZPRENERE, 7 TGSH MEHERAMNLE. BLHE
ANIERY Admin R, FREMEEECE TIER.

15 - OpAdmin & X &R

n
8686 / ThreatGRID Appliance Ad; x ¥,
<« C # | [ hitps://100.67.2.100/change_password Sol=
¥ Apps  “f ThreatGRID [\ Other Bookmarks

o E4 Support 2 Help
1 ThreatGRID appiiance administration Portal & Logout

ﬂ Configuration = Operations ~ Status ~ Support ~ -~

© Password Expired

Change the password used to access the ThreatGRID Appliance Administration Portal and the appliance
console.

Warning

Your appliance password is used to authenticate to the ThreatGRID Appliance Administration Portal as well as the appliance console. It
may not be possible to paste complex passwords or passwords with non-keyboard characters into the console. Are you sure you want to
change your appliance password?

1. M TGSH x1i%E#9IB%EHS (Old Password) FEPMANERB. (EIEMIZFILERIERE NI HH L
#HREER. )

2. WAFRERS, FHEIALES.

3. =EEXFEE (Change Password).
TR SEH . B4FEATX (End User License Agreement) TENE ST FF.
AR FTETE TGSH MEPASBRATRANXAE, EEZFLERRIERER M.
WMREWLER, 1ERR (Threat Grid R&EFEF/EF) ZFFHD FIEKRBBIRXHARE,

PEEHITT—ERS
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OPADMIN [FRECEES

vk vl — |
T m&

A AT

& 16 - Threat Grid &2 FIEATHHY

© 00 /[ rhreatcrio Appliance Ad % | ]
€« C fi  (x https://100.67.2.100/eula e
i Apps 2 ThreatGRID [ Other Bookmarks

END USER LICENSE AGREEMENT

ThreatGRID Appliances & Related Products

For Version: 2014.10.20141121160229.b5fbddef
IMPORTANT: PLEASE READ THIS AGREEMENT CAREFULLY.

This is a legal agreement ("Agreement") between you, the party purchasing and/or licensing products, and ThreatGRID LLC, a Delaware limited liability
company having offices at 170 West Tasman Drive, San Jose, CA 95134 ("ThreatGRID"). This Agreement is part of a package that includes one or more
security products and associated Software (defined below) and certain electronic and/or written materials. This Agreement covers your permitted
download, installation and use of the Security Product(s) (defined below) and the Software and the right to subscribe to ThreatGRID's intelligence content
(the "Threat Intelligence Content"). If you do not agree with the terms of this Agreement, you may not download, install or use the Security Product, the
Software or the Threat Inteligence Content or data derived from ThreatGRID analysis. In such event, promptly return the entire package to the place you
obtained it for a full refund. "Security Product® means the combination of ThreatGRID's security products, the ThreatGRID Software and any Open
Source Program. *ThreatGRID Software” means any ThreatGRID proprietary security software products provided by ThreatGRID, any third party
proprietary software, and any patches, updates, improvements, additions and other modifications or revised versions that may be provided by
ThreatGRID or its licensors from time to time, excluding any and all Open Source Programs. "Open Source Program” means the open source code
software programs that are provided to you for use with the ThreatGRID Software. "Software” means collectively the ThreatGRID Software, code and the
Open Source Program. "Documentation® means ThreatGRID's release notes or other similar instructions in hard copy or machine readable form
supplied by ThreatGRID to you that describes the functionality Ji the Security Product and/or the Software purchased or licensed hereunder.

1. GRANT OF LICENSE

Subject to the terms and conditions of this Agreement, ThreatGRID grants to you a non-exclusive, non-transferable license (the “ThreatGRID License”)
to install and use the ThreatGRID Software solely for your internal operations and internal security purposes and, if you subscribed to the Threat
Intelligence Content, to use such Threat Intelligence Content only with the Software and the Security Product solely for your internal operations and
internal security purposes. ThreatGRID or ThreatGRID's licensors retain all title, copyright and other intellectual proprietary rights in, and ownership of,
the ThreatGRID Software and the Threat Intelligence Content. Any rights in Software not granted herein are expressly reserved by ThreatGRID or its
licensors.

1. BHEWML

2. ETERHEARE, _EHREMEHEE (| HAVE READ AND AGREE). 7#77iF (License) TUEI§ & +T I
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OPADMIN [JFECEES

& 17 - IT3E (License) BIH
<k b4 Support 7 Help
1 ThreatGURID appiiance Administration Portal @ Logout

- |‘|'| - Dperations ~ Status - Support -

Installation Options

License

Install or Restore

Configuration Appliance ID
Network v
FCH1832V319
License
Email
Notifications

License
Date and Time

Syslog v "
! = No license has been installed

Other

Review and Install
Install New License

Choose File | No file chosen

Upload

BMNBWEEREETERRE, HERZITNIEZAEKENS, MT—iY “WHELE” Fik.

MEALE R E
R TGSH JHEPELE TESMBEE, ME “MEEE” (Network Configuration) TTE  E/RAY IP Hbilk
1 Iz B % I 48 e B B 18] 18 7E TGSH SHEPMNARE.

& B & A DHCP

IR E{E A DHCP #1T#1iaEEH BN EE S CLEAN 1 DIRTY IP M4 B i Eess IP #ulik, M3RER (Threat
Grid B & EBRIEE) T “B4&” (Networking) > “f&/H DHCP” (Using DHCP) 284> 16 TEHR (.

YRETHT R —E S

WAER %
BEM%EZ /G, BIRZRE Threat Grid 1FANE.
1. mEHEMFIFEIFATIE (License). IFAIIE (License) REESIT . MR RIEIFANE.
2. ERFEFINFIE (Install New License) T =305 (Browse), SARMNEHISCHETRRS Pk FIFRIESCH
3. HAGAERE (Passphrase) FEFHNMIFATIEER.

4. gL (Upload) #ITRE. THHSRH, REENZLSEIEHIFTERESR:
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OPADMIN [FRECEES

18 - R REBHIFTIERESR

Appianch [0
FCH1E3 1V
Licarma
Licomsbe TheautGRID A
cBthresigrd. com
Busineis TheaatGRID Q8
chbddc f8-4d37 ~4c  T-pd@l-a2 chle 20d3d3A
Walidity Sun, 12 Oct 2014 10011238 0800 - Sat, 12 Oot 2024 10:11:38 0500
Product SKU

Daily Submissions 0

Iristall Merw Licenss

Mo fis chosan
Chogae Ve

5. mET—P (Next) 444, #FHF (Email) TEE ST I

YRETHIT R —E S

R ENECE
THERNT—S2REMEITN.
1. SEEMFIFRERE (Email). 454 (Email) TTEIGF ST
2. M _EEEH (Upstream Host) (EREFEHL) BIEZFR.
3. IROM 587 Bl 25.
4. HMREREBARINE.

5. mii F—2 (Next). F47 (Notifications) TEIGEFT I .

PEEHITT—ERS
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OPADMIN [JFECEES

Ak S5 ER @ ANECE

THERHT—LREEFUERLER — M S AUt AER . REEEEERE Threat Grid [TAFEF,
B BT A VIR B th AT LU BB & X Y A

AE: BEF VI3 GE—ITH, ARRRE—REREMSR[URE RS HEHESH Thread Grid @H. HX

HHER, 1818 (Threat Grid 2 & EHEIFIER) -

19 - BHIGE

TThreotGRID apiance

Administration Portal

Confiquration = Operations - Status « Support *
w sonfiguration Dperations Status Support

Installation Options

7 Install or Restore

Configuration Notification Recipients
Network v
> License v . o
2 v Critical Notification Frequency

> Notifications
» Date and Time
» Syslog v

Other

2 Review and Install

Notification Frequency

Notifications

@ HELP

@ HELP

@ HELP

E3 Support

& admin@acme.test

® Every 5 Minutes

® | Every 5 Minutes

® Logout

? Help

v
v

1. B, BN ThiglRPiEFEERESNZE (Critical Notification Frequency) FliE IS5 (Notification

Frequency) S EHI#FITZE.

2. A, EBRFEWA (Notification Recipients) F1, BIA— SN HiE (LUESRA .

3. B=THT—# (Next). HA#ATE (Date and Time) WEIEFSFTH -

YRETHIT R —E S
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OPADMIN [JFECEES

NTP Ar5=sBCE
HEALATASRIRAI NTP ¢ “R4gRTEtL” D BRSSES.
1. X NTP fR$88 (NTP Server) IP 5 NTP &#fR.
MRBZA NTP fRB2R, BEUSERESIEHE.
2. Z2BIARNARZHEHSHEREL.
3. R TF—2% (Next).

BEMZE (Review and Install) RENESFTH, HEMBERESEEHHEREIRIE.
PEEHIT R —ERS

EEMZRAEERE
WMATREERERER, YIIRRBNTARRRIXLIGE.
1. GEEEMZZ (Review and Install) mE®, =SHHFIARE (Start Installation).
B EXREMA, HEGBSEBIHE: “RBEAEZRE..” (The appliance is installing...).

AR EREAL. TRESRAEEFE 10 Zo00E. NAREZE, BRBSERRERR.
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OPADMIN [FRECEES

& 20 - EEEERK

© 0O [ hreatGRiD Appliance Adi % | &
€ C fi | (X hitps://100.67.2.100/setup/details o=
i Apps A ThreatGRID B

The appliance is installing...

[missing "en-TG.js.job.running_HTML" translation]

Please walt for this page to redirect you. Refreshing manually might cause problems. Installation time is typically under 20 minutes.

22 State 4 Started 4 Finished © Duration
R Tue Dec 16 2014 03:39:30 GMT-0700 (MST) O Please wait... © Please walit...
0 day, 7 hours, 1 minute, 56 seconds ago

Your appliance will need to be rebooted after this operation.

Reboot

(= oo JES

:: O0string{[dstring{"Error", "opening", “terminal:", "unknown."}}

2. BYRER, KSHENAEENEAEIT (Running) EX AR ERIRKTI (Successful) iHR, LUFHIARI.
EFB55h (Reboot) IHIET AR, HEREEKE:

30



HEf AMP Threat Grid & &2 B MAL BH5F
OPADMIN [JFECEES

21 - BYRERE

t |
8606 | || ThreatGRID Appliance Adi X | o

&« C #  (k bitps://100.67.2.100/setup/ details =
i Apps R ThreatGRID

[ Other Bookmarks

The appliance is installing...

Waiting for the server.

Please wait for this page to redirect you. Refreshing manually might cause problems. Installation time is typically under 20 minutes.

State £ Started 3 Finished @ Duration

Tue Dec 16 2014 03:39:30 GMT-0700 (MST)  Tue Dec 16 2014 03:40:45 GMT-0700 (MST) 0 day, 0 hour, 1 minute, 14 seconds

0 day, 7 hours, 3 minutes, 34 seconds ago 0 day, 7 hours, 2 minutes, 19 seconds ago
Your appliance will need to be rebooted after this operation.
Laitee

TASK: [file path=/etc/issue.d/18-error state=absent]
ok: [localhost]

TASK: [rebuild /etc/issue]
changed: [localhost]

TASK: [flag install completion for opadmin]
changed: [localhost]

TASK: [clear reconfiguration request flags for opadmin] #hhs*essertkfnassssssss

3. BWREZRE, 2HE#HBE) (Reboot). BLBREE “WBFIEAZERE5" (The appliance is rebooting).
EFBEIIEAREREKIL 5 HehadiE.

BEEMBIN, HEAMIEMER.

E 22 - & EEEFRED

A
8oae ThreatGRID Appliance Ac; % \ o

€ C ff (X heps://100.67.2.100/reboot )=

i Apps 9 ThreatGRID |2 Other Bookmarks

The appliance is rebooting...

Waiting for the server to respond.

Please wait for this page to radirect you as refreshing manually might cause problems. Reboot time is typically under 5 minutes. If this
page does not redirect make sure the IP address of your appliance did not change, and check your appliance console for problems.
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OPADMIN [FRECEES

RERDEHBHZE, EHEIHARSECEERHS:

23 - REEERE

80a6 y ThreatGRID Appliance Aci % ';
& C i  ix https://100.67.2.100

! apps 93 ThreaiGRID

[.] Other Bookmarks

. 3 B4 Support
1 ThreatGRID appliance Administration Portal ® Logout
# Configuration = Operations ~ Status = Support =

Home

Your ThreatGRID appliance is configured.

For assistance in changing the configuration or operating the portal, refer to the resources below.

& Documentation

E4 Support

BRENECLREFBMBEES TR

32
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pod [

KE

S S

SERMAIAR] Threat Grid B EZE, BWERXEMNITHNENR, REBHE.

Wt

Threat Grid &% E #i@id OpAdmin [JFPRMNA.

1. MiI2fE (Operations) 3z rh, EIFEHiRE (Update Appliance). EHTAEIFSITH, HhBRiG&HH]
HIPIERAE AN S

2. SHERETITHE#H (Check/Download Updates). iz 15 & 254 Threat Grid i SRR EE L/
EIARA, ERE, WTE. tdiEmseEE—endg.

3. THE#HZE, KEHE{TEH (Run Update) ZEEA1.

BAXREEHMEMER, 1SR (Threat Grid R & EFEZIEH) -

WERN A S
BEHA A S AT LA EH (Updates) TE _EZEE: OpAdmin #{E (Operations) > B &
(Update Appliance):

& 24 - &AL AES

i .
1 ThreatGRID appiiance Administration Portal

# | Configuration ~ Operations ~ Status ~ Support ~

Your appliance can be updated to the latest available ve
have an up-to-date backup before updating.

appliance is currently running:

2014.10.20150203155142.be6f7b4af

< Check/Download Updates -

% Run Update This appliance has never been updated.

33



B AMP Threat Grid & &2 BEMAC S I5E

REEH

WERBRAS/AEGR

RENAERASTILEEF (Updates) THE EEH: (OpAdmin 34k (Operations) > EF& &
(Update Appliance)) , @1 EEIffR. &ERERRAS S THRA ST :

AR A S kR
2014.10.20151123133427.898f70c2 v1.4.5
2014.10.20151116154826.9af96403 vl.4.4
2014.10.20151020111307.3f124cd2 v1.4.3
2014.10.20150904134201.ef4843e7 v1.4.2
2014.10.20150824161909.4ba773cb v1.4.1
2014.10.20150822201138.8934fa1d vl.4
2014.10.20150805134744.4ce05d84 v1.3
2014.10.20150709144003.b4d4171c v1.2.1
2014.10.20150326161410.44cd33f3 v1.2

2014.10.20150203155143+hotfix1.b06f7b4f

v1.1+hotfix1

2014.10.20150203155142.b06f7b4f

v1.1

2014.10.20141125162160+hotfix2.8afc5e2f

v1.0+hotfix2

EE: 1.0+hotfix2 ZIRFIEH, ATHEHRSR
%8 SEE R AU PHTEYIE R TR AR
.

2014.10.20141125162158.8afc5e2f

v1.0

AR WNTHRA 1.0-1.2 W5, MRKREBIEANIED, WARFEEEHED. X2 1.3 MAZATH— B
FE SFP BEHEORRSIN, XHEMEDE 1.3 MAZEBNEEABIHEN) o AN SFP KWL IR £

HIER

EE: M 1.0 EFZE 1.0+hotfix2 KAFE 15 H%h. RA—KM 1.0 Z 1.3 WELEH (RSHIEIH) KYFT

E 30 4.
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MARERIRE - IRBER

: AN AR N == N E .;\. 3

M BRI E - IBAZHEAK
Threat Grid & ZFEFHAHFMAZ G, ARMNNEZEREEEEHEENRRNIAMEER Threat Grid FRHFIER
EEIRHMHER,

1. @FiFEEE A CLEAN =059t & FF] AMP Threat Grid [1/7. Threat Grid BRI EIGSITH.

[& 25 - Threat Grid [ JAE ST H

ThreatGRID Appliance Adr % =y ThreatGRID Login X
- C # (X bttps://100.67.1.100/login =

i Apps B ThreatGRID il Other Bookmarks

SEThrestGRID

Welcome, please sign in.

Forgot your password?

| |
All information contained in this report is confidential and proprietary information belonging solely to ThreatGRID, Inc.

This document is client confidential and is intended for intemal customer usa only. The information contained herein is the property of ThreatGRID and may not ba copied,
used or disclosed in whole or in part, stored in a retrieval system or transmitted in any form or by any means (electronic, mechanical, reprographic, recording or otherwisa)
without the prior written parmission of ThreatGRID.

2. WARVARERBFFEG: admin/changeme

3. SFHER (Login). TEH Threat Grid #£Z& £ #7 (Sample Analysis) TWEIF$TFF .

4. FEALARRIZHEZE (Submit a Sample) iEH, EFHATHIIMAN URL LURAZHITEER G,
5. mir Ef&E#7 (Upload Sample). Threat Grid #3472 EN B3],

BRBIRABEH IO EOHIE, HAHBERR (Submissions) B3It . 25/,
DIMERNERERAE (Samples) B4, FBESEREDTREH.
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wEEE
wEEE

Threat Grid R&FTEHRREMVGEES, BIFTHRIREEIERAITRIE.
FRAIRER. E#. SSLIEH. FMAFPFMEMEERESREMEICRE (Threat Grid R & EHEZ57) F.
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B AMP Threat Grid & &2 BEMAC S I5E

=
B 3%

BLE CIMC (FAIik)
BEBEDHRFNE—NEORLBRED, CTNETHEOENBHEREDIEHE CIMC) RESRREF
CIMC REA AT EEmR S BEE
EREERE LEBEE— R RENRA.
1. EBRSEGR. BRRRMEITH

& 26 - # )\ CIMC Bt Bt FiER

sco IMC Configuration,

IMC IPw 4 fid

ve Memory = 512 GB

Entering CIMC Configuration Utility...

2. ERAFRER, RRERZ F8 #A CIMCBEERS:
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B3R

E 27 -CIMC RERE

Cisco IMC Configuration Utility “ersion 2.0 Cisco stems, Inc
!
MIC Properties

NIC mode NIC redundancy

IF (Basic)

3. ZECIMCEER®Y, REBATZIEMRSZHZEIEN IP ik,

4. ERRE, REHERL CIMC BEERE.
%, PRS23RN EE S 7E LG BT 25 A https://CIMC-IP/ SRiFITIRIZETE

5. ¥EAAFPREE “admin” , ZEBE “password” .
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@ | 9 o

W, BALUER CIMC RAEERSF[ESITRA, URITH KVM ZIEFTERFRHIRELSR.
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