IIr
CI1SCO.

Cisco AMP Threat Grid Appliance
=278 & AO[12)0o]H TI0| =

B 145

%5 Mol E E/: 20154 12E 10

Cisco Systems, Inc. www.cisco.com

Cisco= & M7[0f 200747} Wi XA £Ystn
AL LICH 2 K| Afe] Fa, Mt Yl

I ALO| E (www.cisco.com/go/offices) 0]l A

tﬂ§
HOI

HA
=



Cisco AMP Threat Grid Appliance A% 8l 41| 18j|0|M 7}0| E

=xt
=
LN SRS UR SRR i
B = = TR Vv
A R e ————————————————————— e eaeaeeaaaeaaeaaaeaaaeaaae s vi
PSSR 1
O I O o B PSS 1
DN B I 01 (=TT € o I 1
y NI = =TT 2
L= N USSR 3
= L N I USRS 3
= PSR UR SR 4
L B = R =1 SRS PRPRRPRR 4
BEE QU O T AFEE oo et 4
Lo 0 e e PRSPPI 4
R A = PR 5
DINS A EH O | ettt ettt ettt et et e et e et e e nt e e ae e eneeeeneeenneeenneennneeneeas 5
NTP A E O | ettt ettt e et e s et e et e e e e eneeeneeeemteesneeenneennneenneeas 5
D O SRS 5
e O SO SRR 5
N = SRS URRRRRURR 5
O I O] ettt ettt 6
= B PSSR 6
Threat Grid Appliance AFEXF QITE{IH O] A ...enniieeeeeeeeeeeeeeeeee e e e 6
QLIS B = N OSSR 6
(@] o7 2o [0 1o I RO 6
F Y a1 = Y=Y € 4T = R 7



Cisco AMP Threat Grid Appliance A% 8l 41| 18j|0|M 7}0| E

=xt
O 11V SRS
BIO1 0|2 Gl H| D EH D o T oottt ettt
re 0 N USSR
OPAAMIN T Al A R e e e e e e e e e e aaaeas
CIMC(Cisco Integrated Management Controller) ...
oS U B I R O B USRS

L= == PSSR
B [ e R e B USROS 10
FAe [ oY B I = e O USRS 11
Clean(Td &) O E IH O] 2 i e e e e e e e e et e e e e s te e e e e s enseeaeeenreaaeaanns 12
DT Y = I T == I O PRSP 12
CIMC QIEJIH O] 2 ittt ettt et e sttt et e et e sseeeeseeesseessseesseeenseesnseenseeanseesnneens 12
S SRR 12
HER T CTE I O| A A CEO| O] TL e 13
e o= N B ] N = PSPPSRI 14
L = 1 SR 15
TGSH L3} A XF - HIE T AL 2L O A e 17
A2 X2 BE - 2FO|MIA SHZ HEEH VA4 e 22
OPADMIN & AL 2O M OFB A e 23
i e SRR 23
OPAIMIN TEEI O B T1O ettt e et e et et 23
BERIRE HI R EH T B Zd oottt ettt 25
B N = N e O 0 = TS 26
[ e R B B I O = SRS 27
HE R ZAL[[O] M SEDHCP ...ttt 27
e O N USSR 27



Cisco AMP Threat Grid Appliance A% 8l 41| 18j|0|M 7}0| E

=Xt
O] Y BAE AL LA O]M oot 28
DL IR s - T TR 29
NTP A B ZAI TLR O] M oo 30
T e (oY P AR s = b SR 30
ATIOIE AK| oo, 34
O Z2FOI QA HIE BT et 34
O Z20| A E BB /H T ZEB| T cooeececeeeeeeeeeeeeeeeeeeee e, 35
O{Z 20| HA A EHAE - MIE KB oo, 36
o= o OO 37
B ettt en s 38
CIMC LA (M EEAFBE) ..ot een e 38



Cisco AMP Threat Grid Appliance A% 8l 41| 18j|0|M 7}0| E

a2z

B

21 - OpAdmin O A 2FOIE K| R MM ARl e 2
12! 2-Cisco T000BASE-T UTP SFP(GLCT) ..eeiiieiieeiieeieesieeieeseeesiee e e seeeesee e e sneeenneeaneeens 4
12! 3-Cisco UCS C220 M3 SFF RACK SEIVE .......uueeiiee e 10
2 4-Cisco UCS C220 M3 T M B T oo 11
O 5-HERA QNI O] A AT CEOIO Ll .o 13
= I = e O 1Yot o J= L 15
= R A €] o B =1 N TSP P 16
21 8-TGSH L3 MAF - HEYA AT 20l B e 17
21 9-ZIsH Ol HEYT AL 22O M(THA U THE]) i 18
B = R L0 B I e e e B B e O = TSR 19
=y B e e R I B O I = PSR 20
O 12- HEQ T AT O O| M - BHZA AL BB e 21
= B T SRRSO 22
B = R A @ T Y Ao [ o == I OO 24
T121 15 - OpAdmMIN HI E EH S B Z8 et 25
1316 - Threat Grid Z[E AFE A 2FO[MI A A Qf o, 26
LB AT = BFOIAMIA TH O K| vt e e e et ee et nees 27
=18 - AX| T BEO A T e 28
B = e = e T I = 0 PSS 29
B = R O e O R B BN PSR 31
= By B O e O B N I = PSRRI 32
T8 22 - Of B RO A A R B et 33
T 23 - Of B BFO| A A b g e s 33
= 24 - OB RFO| A Bl e B o et 34
121 25 - Threat Grid Portal 2 191 T O] K| .eeeiiiiiiiiiiiieiieeeeeeeeeeeeeeeeeeeeeeeseeesaeesseesseessessesesaresessennes 36
226 - CIMC ZAL[ O] M FEIZIE] ATl e 38
B A O Y O B B I O e = PSS 39
12l 28 - CIMC(Cisco Integrated Management Controller) QIE{IHO| A ......cccoveiiiiiieecieiieeee, 40



Cisco AMP Threat Grid Appliance A% 8l 41| 18j|0|M 7}0| E

Mz

N&

THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE
SUBJECT TO CHANGE WITHOUT NOTICE. ALL STATEMENTS, INFORMATION, AND RECOMMENDATIONS
IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF
ANY KIND, EXPRESS OR IMPLIED. USERS MUST TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION
OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET
FORTH IN THE INFORMATION PACKET THAT SHIPPED WITH THE PRODUCT AND ARE INCORPORATED
HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE OR LIMITED
WARRANTY, CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY.

The Cisco implementation of TCP header compression is an adaptation of a program developed by the
University of California, Berkeley (UCB) as part of UCB’s public domain version of the UNIX operating system.
All rights reserved. Copyright © 1981, Regents of the University of California.

NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF
THESE SUPPLIERS ARE PROVIDED “AS IS” WITH ALL FAULTS. CISCO AND THE ABOVE-NAMED
SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT LIMITATION,
THOSE OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OR
ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE PRACTICE.

IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL,
CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT LIMITATION, LOST PROFITS OR
LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF
CISCO OR ITS SUPPLIERS HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual
addresses and phone numbers. Any examples, command display output, network topology diagrams, and other
figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses or
phone numbers in illustrative content is unintentional and coincidental.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and
other countries. To view a list of Cisco trademarks, go to this URL: www.cisco.com/go/trademarks. Third-party
trademarks mentioned are the property of their respective owners. The use of the word partner does not imply a
partnership relationship between Cisco and any other company.
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ann 168.18.2.23 - KVM Console

Cisco ThreatGRID Unified Malware Analysis and Threat Intelligence

Main Menu
Your ThreatGRID device can be managed at:
Admin URL » MAC : <UNAVAILABLE> ~
Application URL » MAC.. : <UNAVAILABLE> ~
Password : hJaBSpkPRu@09tnuabOuv

The password shown above has been automatically generated for you.
You will be required to change this password when you first login.

ONFIG_NETWORK onf igure the system’s network interfaces.

SUPPORT_MODE Allow remote access by customer support.
UPDATES Download and optionally install updates
SNAP3SHOTS Generate and submit support snapshots

APPLY Reboot and fully assert configuration state
CONSOLE CLI-based configuration access.

EXIT Complete configuration session.

198.18.2.23 admin 0.0 fps 0.002 KB/s =

2| URLO| AF82 4 g2 02 EAIGLITH HESI IEH 0|2 $1Z0| 0% TAE|X| Y00 0| XHelg
el

:lll" HA O —
A3H7| 23l OpAdmin ZEHO| HZS 4 G5 LT

H1: MOl S 2l OpAdmin & 740 112{ 0| M THA A 22|Xt B2 HS S B0 HAE MU 7| E(FA-
=0 E7()oHdA2.

F2: 430 A old IAER THAOAM OpAdmin ZE QIE| T O] A0 HMABED dE QIELO[AE
Td5tes Ol 2% 27| 2E|A B2 H ST TGSH L3t &Xtof| EA|E LIC.
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TGSH Ozt &AL - HIEH I Ao dg|ofd

DHCP *PQXP' Cts EAI M= D8 IP FA5 ALESHC D 7P3 R LICH DHCPE AHESHO] IP 27| 0f Chet
XtM|st Li-8-2 Threat Grid Appliance #/2/A} 7}0/E& &ESIHUA 2.

1. TGSH L3} AMX} QIE{ T 0| A0 A{ CONFIG_NETWORKE MENSHL|C} YE QT M1 0|M 220
odalL|ct.
==

121 8 -TGSH Cligt A%} - Y ESA AHAD|ao|M 2L
a8 00 198.18.2.23 - KVM Console

Hetwork Configuration

DNS Servers
DNS Primary
DHS Secondary
Interface: clean
DHCP Enabled? (Y¥-/N)
Conf igure Mon-Default Routes? (Y- M)
Address
Hetmask
Default Gateway
DNS Hame

Interface: dirty
DHCP Enabled? (Y/N)
Conf igure Non-Default Routes? (Y¥Y/N)
Address
Netmask
Default Gateway
DNS Hame

<Validate> < Cancel >

198.18.2.23 admin 0.4 fps  0.002 KB/s f'

2. HEI #2|X7tHSe 2E0 Wt Clean(d4)) QIH I 0], Dirty(H E|) 2/ E{HH| 0] £, Admin(2+2[)
I mojAol Bl HEE ATt
3. DHCP Enabled(DHCP X|2)Z YO A NO 2 HZSHL|C}.

HA:71E XA HATO|A 7| S2{0F M| ZAE YT = ASLIC

4. DNS 0| &. H|EZ0A Clean("d <)) HIEX S0 DNS 0| F2 AF83t= E< 017]0f 0|52 Y=Lt
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5. Configure Non-Default Routes?(7| 27Z}0| Ot AR E L MHSIAZASL ) ™S 7|24 N2
FALSUCHEFE7 B27H 20| G2

a7 9- Y e HESI Huayo]M(dd X HE|)

| 800 198.18.2.23 - KVM Cansole

Network Configuration

DNS Servers
DS Seconds
DNS Secondary
Interface: clean
DHCF Enabled? (Y-/N)
Conf igure Non-Default Routes? (¥-/N)
fAddress
Netmask
Default Gateway
DHS Hame

Interface: dirty
DHCF Enabled? (Y¥-/N)
Conf igure Non-Default Routes? (Y/N)
Address
Netmask
Default Gateway
DNS Name

Validate> < Cancel >

198.18.2.23 admin 3.8 fps 13.385KB/s =

6. CE[HE?32/DNSO|FS Y22 FLL}.
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TGSH Ozt AL - HESRZ 7T deold

a7 10 - Ml S HESKI Ho|az oA (2a])

aon 198.18.2.23 - KVM Console

Network Configuration

Netmask
Default Gateway
DNS Name
Interface: dirty
DHCF Enabled? (Y-/N)
Conf igure Non-Default Routes? (¥-/N)
Address
NHetmask
Default Gateway
DHS Hame
Interface: admin
DHCP Enabled? (¥-/N)
Conf igure Non-Default Routes? (Y/N)
Address
Netmask
Default Gateway
DNS Name

Validate>

198.18.2.23 admin | 3.2 fps

7. HEHI 2ES ZF YT 2 ot F ©oi|M Validate(d5)E ME5HY 255 ASHLIC

AXE S YT B F HEAE = USLLCE O] B 2FE 7ot CHA| 2B T
4=0| 2tZ £|H Network Configuration Confirmation(l{| EQ|3 ZAI| 18| 0|M =)0 23t Z40|
=
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a2 11 -4 ESI Hm| o] A ol

Hetwork Configuration :: Conflirmation

DNS Servers
DNS Primary
DNS Secondary
Interface: clean
DHCP Enabled? (¥-/N)
Conf igure Hon-Default Routes? (¥-N)
Address
Netmask
Default Gateway
DNE Hame
Interface: dirty
DHCF Emabled? (Y-H)
Conf igure Hon-Default Routes? (Y¥-N)
Address
Hetmaszk
Default Gateway
DHS Hame

cCancel>

Al 7|t LICE O] EHAE 2t&dhs O 10 O] 28 E &+ ASLIC

AN
2780| HE&|H 2E0| gl M YXt= ot ol Ho| A3 FE= Ao 0|d S22t BAE & ASLICH
O3 o3 22 Ao old HE cist M =27 LIS E LT
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ann 198.18.2.23 - KVM Console

Ansible Invocation
changed: [localhost]

TASK: [service name=netctl@ethernet_dirty enabled=yes]
ok: [localhost]

TASK: [service name=netctlPethernet_dirty state=startedl
ok: [localhost]

TASK: [service name=netctl@ethernet_admin enabled=yes]
ok: [localhost]

TASK: [service name=netctl@ethernet_admin state=started]
changed: [localhost]

TASK: [restart interfaces if needed] =
changed: [localhost]

PLAY RECAP

localhost : ok=180 changed=4 unreachable=0

AETEE

198.18.2.23

9. OK(gHohZ Mestu|ct.

CHS T 20| YEYA AT 2018 BES CHAl M2 TXT Y23 IP T2
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Y 13-1P FA
[-XaNGE) 198.18.2.23 - KVM Console

o ThreatGRID Unified Malware finalysis and Threat Intelligence

Main Menu
Your ThreatGRID device can be managed at:
Admin URL ~ MAC : https:/r/100.67.2.100 ~ 90:e2:ba:B82:2f :d4
Application URL » MAC.. : https:,//100.67.1.100 » 7c:Oe:ce:67:f7:d0
Password : hJaBSpkPRu©09tnuabOu

The password shown above has been automatically generated for you.
You will be required to change this password when you first login.

ONFIG_NETWORK onf igure the system’s network interfaces.

SUPPORT_MODE Allow remote access by customer support.
UPDATES Download and optionally install updates
SNAPSHOTS Generate and submit support snapshots

APPLY Reboot and fully assert configuration state
CONSOLE CLI-based configuration access.

EXIT Complete configuration session.

198.18.2.23 admin 1.2 fps | 2.727KB/s '

% 11: Clean(& A} QI E{T| 0| A URLE OpAdmin Z & 74I| 120| M-S & 3{0F RHE St}

AlE X9 D E - 20| MIA B i < v1.4.4

Threat Grid Appliance v 1.4.40| A S| Z =l EfO| A 22X 7 YESL|CH HE 1.4.42 S8 0| EZ If77HK]|
AERE2| 2HO|HIAS ISt H A/ ZEE ARfS|{OF gfL|C.

2= 0 BHA 7L & 35t2{ T Dirty(H E|) U EQ{AE 7tS8H{of g L|Ct.
1. TGSH L3} AFXHO||A{ SUPPORT _MODE > START(A|XhZ MEASHL|C}.

2. XMt Li-82 Support Mode(X| J RE)E FEROHYUAIL.

Che 4% B
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0| Z 20| 91 A 9| ThreatGRID Z+2| X} E = 0f| s§2tetL|Ch Admin(2+2]) QI E{H 0] A 0] IP =4
& 9l B A8 SIEH Ol AL

r\U

OpAdmin X &
TE5HH AL

e rjo

OpAdmin ZE2 0{Z2t0|2& 0 AHE= S0|H, ZM =2 CHES Zede HiFE2| o Z2t0| 2
7o 12 0[d2 OpAdmin & QIE{H 0|2~ S EOHHE.'_F T = ASLICL

e OpAdmin =& 22| Ko H|HHS

o OO MH
« DNS AH
e NTP AH

o SSL 2SN
o« JEtMH 273

https://adminlP/ EE = https://adminHostname/

Fa:olget 28 & €FE =7| OpAdmin Z 2 AL 12|0| DHHAL YIS 2O0|A ZEIX| 5L CH L2

SSL Q1= A|)= Threat Grid Appliance Z/2/ X} 7f0/E0] M HEl L2 of 2| THA O M LA = L|Ct.

S EEE]

ChS MAMO| QU= THAlE 7L a20|M & IP FA0) ROj7L LA 7hs 4
2 OF BL|Lt

017 213l StLE2| M 0fl A

A

OpAdmin L E 0| 29

1. OpAdmin Z & QIE I O|A("Hitps"E AtEdSt= 22| URL)OAM AFEXLS| BBt X E 7t2| 2L C} CHSaf 20|

Threat Grid OpAdmin 2191 3}H0| G &lL|C}.
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132 14 - OpAdmin 219!

B 00 1 mreacrip Appliance Ac x

C #i (X hitps://100.67.2.100/login

i Apps 2 ThreaiGRID || Other Bookmarks

S ThreotURID

| Password Required

Authentication is required to administer your ThreatGRID Appliance. The password
can be found on the appliance console of your Appliance server,

‘This site is best viewed in: Intarnet Explorer 10+, Firefox 14+, Safari 6+, or Chrome 20+

& Support

@ ThreatGRID.com

2. TGSH s} ALRIOI A ZALSH 7| & 2R} B LHSE 124312 Login(219)2 2

Password(H| 2 M= #3) 10| X| 7} S & LIC}.
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OPADMIN Z & 75| 12 0|M OFH A}

2[R B2 HE

—

7] 22|R B WS E B X Threat Grid | THH0IA YOI 2 WA =0 TGSH T3t 4xjo| 2t A=
EAGLICH £7] BEX HYHSE Y0 T2 0lM YIBRE A% Nas 4+ o

o>
r
o

12 15 - OpAdmin H|UH S HZA

808 || ThreatGRID Appliance A x

& C' # [ https://100.67.2.100/change_password

' Apps B ThreatGRID [l Other Bookmarks

ey ) ESupport 7 Help
1°Thre ot GRID appliance Administration Portal ® Logout

L Configuration ~ Operations ~ Status ~ Support - -

© Password Expired

Change the password used to access the ThreatGRID Appliance Administration Portal and the appliance
console.

Warning

Your appliance password is used to authenticate to the ThreatGRID Appliance Administration Portal as well as the appliance console. It
may not be possible to paste complex passwords or passwords with non-keyboard characters into the console. Are you sure you want to
change your appliance password?

& | Old Password

1. TGSH C{at JXto| H{ZH= S Old Password(0| M H| P =) EOf YHLIC (O] A8 = =S
HZHS S BAE DY 74X| 2 QLO{OF FFL|C})

D A B LEIS . TGSH T3} AIRLO| M 20 20|= BlAE 2 BA|E|X| RO o= ma 7| Z8) £0{0f FL|ct.

Bt B Threat Grid Appliance Z2/Af 7f0[E2| K| M0 U= &= 2 XS
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CIGR

- Threat Grid %|Z A} X} 2fo|MIA A <k

ThreatGRID Appliance Ad; *

« C fi (X htps://100.67.2.100/eula

' Apps ‘% ThreatGRID

[l Other Bookmarks

END USER LICENSE AGREEMENT

ThreatGRID Appliances & Related Products

For Version: 2014.10.20141121160229.b5fbddef
IMPORTANT: PLEASE READ THIS AGREEMENT CAREFULLY.

This is a legal agreement ("Agreement”) between you, the party purchasing and/or licensing products, and ThreatGRID LLC, a Delaware limited liability
company having offices at 170 West Tasman Drive, San Jose, CA 95134 ("ThreatGRID"). This Agreement is part of a package that includes one or more
security products and associated Software (defined below) and certain electronic and/or written materials. This Agreement covers your permitted
download, installation and use of the Security Product(s) (defined below) and the Software and the right to subseribe to ThreatGRID's intelligence content
(the "Threat Intelligence Content"). If you do not agree with the terms of this Agreement, you may not download, install or use the Security Product, the
Software or the Threat Inteligence Content or data derived from ThreatGRID analysis. In such event, promptly return the entire package to the place you
obtained it for a full refund. "Security Product” means the combination of ThreatGRID's security products, the ThreatGRID Software and any Open
Source Program. *ThreatGRID Software" means any ThreatGRID proprietary security software products provided by ThreatGRID, any third party
proprietary software, and any patches, updates, improvements, additions and other modifications or revised versions that may be provided by
ThreatGRID or its licensors from time to time, excluding any and all Open Source Programs. "Open Source Program” means the open source code
software programs that are provided to you for use with the ThreatGRID Software. "Software” means collectively the ThreatGRID Software, code and the
Open Source Program. "Documentation® means ThreatGRID's release notes or other similar instructions in hard copy or machine readable form
supplied by ThreatGRID to you that describes the functionality Ji the Security Product and/or the Software purchased or licensed hereunder.

1. GRANT OF LICENSE

Subject to the terms and conditions of this Agreement, ThreatGRID grants to you a non-exclusive, non-transferable license (the *ThreatGRID License")
to install and use the ThreatGRID Software solely for your internal operations and internal security purposes and, if you subscribed to the Threat
Intelligence Content, to use such Threat Intelligence Content only with the Software and the Security Product solely for your internal operations and
internal security purposes. ThreatGRID or ThreatGRID's licensors retain all title, copyright and other intellectual proprietary rights in, and ownership of,
the ThreatGRID Software and the Threat Intelligence Content. Any rights in Software not granted herein are expressly reserved by ThreatGRID or its
licensors.

1. Aets dELL

2. OF2{ 2 E7X| 23 E%t = | HAVE READ AND AGREE(A 22 2ol FolghE S=e L Ct 34t

o

| License(2}0| M A) I{|O| X| 7} & & L|C}.
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OPADMIN Z & 75| 12 0|M OFH A}

a2 17 - 2lo] A H 0| X|

S . b4 Support  ? Help
H -Thre:’ﬂ'DE’ID Appliance Administration Portal = Logout

# | Configuration ~ Operations ~ Status ~ Support ~

Installation Options

License

Install or Restore

Configuration Appliance ID
Network v
. FCH1832V319
License
Email
Notifications )
License

Date and Time
100 No license has been installed.
Other

Review and Install
Install New License

Choose File | No file chosen

Upload

Che MMQl 9/ 7 720/40 HYE 2 TP oM YRS RS et 2ol A HX(et7| Hoj
|E9I38 TY3HE H0| BBLITH

HER3 Zoazold 273

TGSH Cist &AM X HEXS 282 9% 8%, 0{220[¢ A HER S #n|12|0]d & TGSH L=t
YAt L 410l HESRR Am 2 0[H HO[X|0f EAIZ|= IP F20 2SI E LI

4| =9)3 A1 12]0]4 U DHCP

Z7| HZA0| DHCPE AE510] Clean(g <)) X Dirty(HE|) IP HERIE EH IP FAZ WP Of 5t= 2
Threat Grid Appliance Z2[Af 7FO[E9| [f/EL/Z/ > DHCP AfE MM Q= CHAE =& ehL|Ct.

2toldl A~ A X|
U E Y27t TR Threat Grid 2t0| M1 A8 HX|2 4 YT

1. 2% EO|M License(2t0| M) S| LIC}. License(2t0| M 2) T 0| X| 7F E &I L|CF. 2O M A7} HX| £ X|
OI-OI-§|_| |:|-'

[E-VN
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2. Install New License(Af 20| dlA A X|)0f|A{ Browse(30t2 7|)E 28!St 0 ot 22| Ko A 240 Ml A

Tjg MeiLcy
3. Passphrase(Tj£Z2(0|x) ZEof @23 20| M~ HIUHSE QB

(= |

4. Upload(Q2C)E 22510 AX|BHLICH HO|X| 7} Al2 DAX| T 2F0|MA & &7} TA|E L|CH

I

218 - dX| & 2lo|dlA HE

Applancs D
FLCH1B31VaNG
Ligarme
Licormeoe ThraatGRID (i
arlthreaigrd com
Busingss TheaatCIRID
chdd4c f8-4d3IT-4c f7-0008-a2 chle20d3d A
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Daity Submissions 0
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A AOOIE v1.30= A& 211 HA|X| & Thread Grid 2 22 4l = s A2 H 21 MHE FL45=
H|O|X| 7} =&t x| O] }UEL|CH XtM|B LH- 82 Threat Grid Appliance Z2/ Z}0/|EE &S A| Q.

a3 19 - 23 Hm ol d

oy ) E4 Support  ? Help
H 'ThredeElD Appliance Administration Portal = Logout

# | Configuration ~ Operations ~ Status ~ Support ~ -

Installation Options

Notifications

Install or Restore

Configuration Notification Recipients QHELP & admin@acme test
Network v
License v . o o
—— Critical Notification Frequency OHELP | © Every 5 Minutes v

Notifications

Date and Time Notification Frequency QHELP = © Every 5 Minutes v
Syslog v

Other

Review and Install ﬁ

C ELC}2 £ &0 A Critical Notification Frequency(Z 2 22! HIx) Sl Notification Frequency(& 2!
A ) E MERSHO] - gL ot

2. 13 C}2 Notification Recipients( 2] Hh= AF2H0j| StL} O|AtC] O|H| Y FAE 2 EE L2310
QgL

3. Next(Ct2)E Z:E|gtL|C}. Date and Time(<Z®t & A|ZhH | O] X| 7} & L|C}.

Che M2 7|4 TIRBLICY,
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1.

NTP B IP == NTP 0| S S ILICE

NTP ME{ 7} 02] 742l 42 S == HEE ALESI0] P TfLIC
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2. X ALE- AIZHS BAISHD BB K S 7|5t L T
3. Next(tt3)E SELICH
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1. Review and Install(ZE 2! AX|) Ij| O| X| 0| A| Start Installation(& X| A|ZH)S =28t Ct.

Am g0l AIYEZS MX|SHH "The appliance is installing...(0] Z 20| A A S M K| st &L CE..)" ot
Z2 HAX| 7 2AlE LT
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® 60 y ThreatGRID Appliance Ac| e &
« C #  (x https://100.67.2.100/setup/details W=
i Apps 4 ThreatGRID [ Other Bookmarks

The appliance is installing...

[missing "en-TG.js. job.running_HTML" translation]

Please walt for this page to redirect you. Refreshing manually might cause problems. Installation time is typically under 20 minutes.

22 State = Started

Your appliance will need to be rebooted after this operation.

:: O0string{[(dstring{"Error", "opening",

2. X7t 2RE|H JEf7F =& Running(
#Z E/L|C}. Reboot(Xj S E) Ct=J} =Ao 2

—

SH
S
Gl

Tue Dec 16 2014 03:39:30 GMT-0700 (MST)
0 day, 7 hours, 1 minute, 56 seconds ago

"terminal:", "unknown."}}
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8606 | | ThreatGRID Appliance A x |

| 4
&= C ff | (X https://100.67.2.100/setup/details vE o=
% Apps @ ThreatGRID [l Other Bookmarks

The appliance is installing...

Waiting for the server.

Please wait for this page to redirect you. Refreshing manually might cause problems. Installation time is typically under 20 minutes.

22 State £ Started

£ Finished @ Duration

Tue Dec 16 2014 03:39:30 GMT-0700 (MST)  Tue Dec 16 2014 03:40:45 GMT-0700 (MST) 0 day, 0 hour, 1 minute, 14 seconds
0 day, 7 hours, 3 minutes, 34 seconds ago 0 day, 7 hours, 2 minutes, 19 seconds ago

Your appliance will need to be rebooted after this operation.

[

TASK: [file path=/etc/issue.d/18-error state=absent]

ok: [localhost]

TASK: [rebuild /etc/issue]

changed: [localhost]

TASK: [flog install completion for opadmin]

changed: [localhost]

TASK: [clear reconfiguration request flags for opadmin] #H*sssssssdkksxsssssnss

3. AX|7} 2t=2 | ™H Reboot(X| £ E)E S EIStL|C}. "The appliance is rebooting.(HZEI0|HAAE R EISI D
UAELICE)"O| 2= TIA| X[ 7F EA|E LT

TS Este o o) 520l 2+

0| SE0|HLE TR YoHE S0 = OfFHE

o

r&

FoHx| OrH A 2.
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« C # | (x bttps//100.67.2.100/reboot

8096 ¥y ThreatGRID Appliance Aci x|

i Apps  “ ThreatGRID [ Other Bookmarks
The appliance is rebooting...
Waiting for the server to respond.
Please wait for this page to redirect you as refreshing manually might cause problems. Reboot time is typically under 5 minutes. If this
page does not redirect make sure the IP address of your appliance did not change, and check your appliance console for problems.
OfE2t0|AAE X F Yot Chg 1t 20| o E 20| AT T ERACHE 2Rl HIAIX[7F EA|E LIC
18 23 - o Z2t0|AATE 2 E
806 g ThreatGRID Appliance Ad| x | )
L C i (x https://100.67.2.100 i
i apps % ThreatGRID [ Other Bookmarks
. .‘ B Support 7 Help
1 ThreatURID appliance Administration Portal & Logout
£, Configuration ~ Opeérations ~ Status ~ Support ~ - -
Home
Your ThreatGRID appliance is configured.
For assistance in changing the configuration or operating the portal, refer to the resources below.
& Documentation
E4 Support
T ThreastGRID'

OfZ2to[A A7t 28 &| 1 7| Auazfo|Mo| 2tz E L Tt
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Threat Grid Appliance 214 0|E= OpAdmin T2 &S £9

=

HE&Y + AFHCH

1. Operations(2 %) M0l A Update Appliance(0{Z 20|22 YH0|E)E B StLICt H|O|E HO|X| 7}
Z2|1 o] Z240[ AL HA| BETF HAIFLIC

= = E2||0{ 0| A Threat Grid Appliance
LT EQ|ofof x4 O*HIOIE/H'I"*OI O'EXI 2tolstl, S R L2 2 ERL|Ch A|ZH0] 23 4= ASLICH

3. YOIO|EY} Et2 2 E&|H Run Update(RC| 0| E HH)E S 2510 ZXIRfLICH

HOIO|E MX|0f CHSt RtM| St LI -2 Threat Grid Appliance Zt2/Af 7f0/EE Rt RSIAA| 2.

OfZ2i0|is EE M

OjEto|oAo HE T = G 0| E 10| X| 21 OpAdmin Operations(2 &) > Update Appliance(0{Z 20| A A
OO E)0M =olg 4= A& LT

13 24- 0 B2t0| oA WE WS

-l *
H -Thr?df&ElD'Appliance Administration Portal

# | Configuration = Operations ~ Status ~ Support ~

Your appliance can be updated to the latest available ve
have an up-to-date backup before updating.

appliance is currently running:

2014.10.201502083155142.bB6f7b4f

=~ Check/Download Updates -

% Run Update This appliance has never been updated.
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2014.10.20151116154826.9af96403 v1.4.4
2014.10.20151020111307.3f124cd2 v1.4.3
2014.10.20150904134201.ef4843e7 v1.4.2
2014.10.20150824161909.4ba773cb v1.4.1
2014.10.20150822201138.8934fa1d v1.4
2014.10.20150805134744.4ce05d84 v1.3
2014.10.20150709144003.b4d4171¢c v1.2.1
2014.10.20150326161410.44cd33f3 v1.2
2014.10.20150203155143+hotfix1.b06f7b4f v1.1+hotfix1
2014.10.20150203155142.b06f7b4f v1.1
2014.10.20141125162160+hotfix2.8afc5e2f v1.0+hotfix2
EH1: 1.0+hotfix2= CHEZ TS ST 910|
Kelg 4 YES YOo|S AIAE XN &
+Hohs B ABo|EALITE
2014.10.20141125162158.8afc5e2f v1.0

A3 Y22 B 1.0-1201 K £ Al QIEHO|ATH AZEIX| Y2 FP RO 8 + U LITh ol
S v1.3 O HOA LEEFLHE H 2, v13 0|20 A< £ AIHO| SFP7} A% 1 E(0f 20{0f st
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A3 25 - Threat Grid Portal 21 Q! &j| 0| X|

ThreatGRID Appliance Adi % =3 ThreatGRID Login x

- o~

& C ff | (% hups://100.67.1.100/login
1 Apps ‘B ThreatGRID

L. Other Bookmarks

SEThrestGRID

Welcome, please sign in.

Forgot your password?

All information contained in this report is confidential and proprietary information belonging solely to ThreatGRID, Inc.

This document is client confidential and is intended for intemal customer use only. The information contained hersin is the property of ThreatGRID and may not be copied,
usad or disclosed in whole or in part, stored in a retrieval system or transmitted in any form or by any means (slectronic, mechanical, reprographic, recording or otherwise)
without the prior written permission of ThraatGRID.
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o IMC Configuration,

o IMC IPw4 Addre
o IMC MAC Add

“ Loading LSI EFI !
Total Memory = 512 G Ff 512 B
Memory Operatin ;

Entering CIMC Configuration Utility...

2. 22| ZAZIAZEH BAZ HE F8 7| £ &8 CtS1f 20| CIMC Ao 1g|0|M 3tHO 2 O|58tL|C}.

38



Cisco AMP Threat Grid Appliance A% 8l 41| 18j|0|M 7}0| E

gE
12l 27 - CIMC A1 18|0|M 3}H

Cisco IMC Configuration Utility W 2.0

MIC mode NIC redundancy

IF (Bas

Additional settin
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