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Do
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T

BE# AMP Threat Grid 1% (“TGA”) "[{2{£52%2 ) AMP Threat Grid EE=RGSTTE S, ZFEERELEEE Cisco

UCS fR$588 (UCS C220-M3) L. Threat Grid R &R ItEE R &M A RN AMIFE, BTHITSRAEERES,
Hh a2 F MmN AE 2.

AZAIBERHBIRAAR (FINRIT. RIEQTR EFRENGS) LETFTEMSAMNE . BERIRHIFIEME
W, FERREMERNTH (FIMEERHER) KEBIMESMBHITERRG . BEAEAMEE Threat Grid
W, XLARREBIF AR SO KX B EHT M, B R BIHER H WE.

BB AMP Threat Grid %%, REHANAUERSERENEBHFSNNTOMRARRINABHER. ZREES
ERESHCZRZAMEINHTEERHE B Z BRI XK, J2H T BEERHNEHEMENRESHREXESR.

REFANATURES RU T MR MR B NERR TR PR B EFHERI TR, NAEMEE
RESETHREITA. RIEAHMREANEHMAARRERZ 2R, RERkESREERERBMAIE.

KEREBEREE

AR TGA BERIER. ENRMEFRERF Threat Grid @& AR A SRR ELMREBBER G
AKigrRaE AARLSE Threat Grid R ESH BRI ~mAARS (41 ESA #1 WSA &%) #HITERHNERRRMESR.

B% Threat Grid R ZFREMEENESR, 1EBR (Threat Grid 1888 EFILEEF ) -
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53PN

ERANI]

727 AMP Threat Grid I8 &2 — Linux fR$58%, EAMOEARENRAEG L sIE RETE . AREIFNR
&E, BeESRBEARNEIMENE#HITIREMEE .

HRSBRBHHIERIEITRE, Threat Grid WHFEES 157 Threat Grid BRI LRERBATAF,, UK
WEEHMED, HFNITEMRSBF[ERES.

BEH
KB GEERIIEINEE, WERRLERERENNIIGEMLEEH.
HIRE ‘X FH oA ER M AEFRERITRE,

N

AX Threat Grid REZAEHFHIERES, FSRRAURA, ZiEATA OpAdmin ] (OpAdmin Portal)
BIA T EFRE :

#2E (Operations) > E#Hi% & (Update Appliance) > ki ZE0 (Release Notes).
Threat Grid 1P PR @B AR AR AL T 2547 (Help) TUE :
#5384 (Help) > kA 1EH (Release Notes)

G|
N 7E OpAdmin B &1 r] &% (OpAdmin Configuration License) TUEI &2 Threat Grid i A[IE:
EE (Configuration) > IFA4E (License)

BXIFATIERE)ER, 151813 dedebeer@cisco.com 5 Dean De Beer Bk %

API $23Z 1R Z PR

AP $235RE REIZIFAHEMN—EB 5. (BIEFTLURER Threat Grid |1 P EAHLAS B ST 1 #93E BR BR &I 2 A R AOHE
FRZER. ) WAMLFRARIREHZ APHERRS] . X R0 APl 232, MASEWMFEIHRRE.

RERFIET 24 JEIESEERR, MARBHHE. HRZREARE, T—1 APHERZFIER 429 (5%, HIMNEX
EE—FES, RREERZAIHEESRHRRTE.,

BREFH

KiemBRE, VIRREMEESBERR (Threat Grid &R EMA/E/ERE ) FHIRATR, HEEMINERH
SN E R A
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B
BIE
FIF IR
HFRERE, SHRERD. Cisco RELBELT:

& 1 - BEIEEN Cisco BE

Ip, <F&> Boot Menu, <F7» 5, < 0 IMC Configurati
. Boot

we Memory = 512 GB

Entering CIMC Configuration Utilitu...

AE: MREBERE CIMC FE, BEANFERETRER F8.

BXIERIER, ESR (Threat Grid R &R EFAEHE) T8 “BE CIMC” —3,

YR ThBEhHEKRS A, TGSH MERRERH A L.


http://www.cisco.com/c/dam/en/us/td/docs/security/amp_threatgrid/threat-grid-appliance-setup-and-config-guide.pdf

EH AMP Threat Grid & & ZE 55/

EiE

& 2 - TGSH *1i&

a0n 198.18.2.23 - KVM Console

Cisco ThreatGRID Unified Malware Analysis and Threat Intelligence

Hain Menu
Your ThreatGRID device can be managed at:
Admin URL » MAC : https:r /100.67.2.100 » 90:e2:ba:B2:2F :d4
Application URL » HAC.. : hitps: - 100.67.1.100 ~ PciBeice:67:17:40
Password .............. ! hJaBSpkPRu@@9tnuabbu

The password shown above has been automatically generated for you.
You will be required to change this password when you first login.

onfigure the system’s network interfaces.
SAUE Save configuration changes but do not apply.
AFPLY Save and apply configuration changes.
CONSOLE CLI-based configuration access.

EXIT Complete configuration session.

AR HREHEE TG ®R&ERF, TGSH MEFABERERN, EINIEMEE OpAdmin O FEILE.

EREG: MREBURERTWER, HEH “ZHKE" BHHEXR.
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=i
BEREBMEZEDG - BA

Threat Grid I 7P Ul BB 5
n BESR: “admin”

n “changeme”

TGA EIE 5 - OpAdmin #l threatgrid AR
OpAdmin BIERHZBS “threatgrid” AFAZEHERE. ©27% OpAdmin EO 4. EHHE TGA REHE,
BNEEAEEEEX, Z8BF—4%THK, WEEEAISUARAXANERER, MREBELX, BLEERE
OpAdmin, HEFETEN “REEZLMNEBE" %A,

CIMC (BREREIRIEHIZS)
r BRE: “admin”

m R “changeme”

W S BB

BANEIEREB(VEMNRMEZ R EMEEGEPE TGSH SHEFRA . —ZRTERVIRRE, ZEBRASBLA
RIAE R

WMRERTEERENG, TEERE OpAdmin, BFTRMIATLHER:

MR EELNERERED
1. EHEDEE.

wEgEazEE, FR EEHI—ER 4 RHNEO, BREZE O SiEFEREEN (Recovery Mode),
WTRERR:
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EiE

& 3 - Bah3ey - EH#ER (Recovery Mode)

3
T3 ThreotGRID

Threath

& — Recovery Dptions

Coptipue Bout
Recovery Mode

Threat Grid JN=3TFF:

4 - R E1EX TR Threat Grid 4h&

to die
"at

route
.thre
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EiE

2,

B1T passwd WA EKZH:

& 5 - MAFE

ER SORTHELEATHITRATIL, #ERSLRLTHADFECRANNE LINERE.
KRS ; AT AR SHE SN
3. 2 2 (FEEWE. FEEHAEE, % Enter, RAEEFBAER, HERE Enter. BRRLER.
4 ERRESSTRRA exit FEREHTE.
NREFRD, NEGTLREHEE, MBEFRA cxit, DE—NBERRREAE, R5EMEURSR
PRAEEREX.
5. BT, BEASS reboot 3 Enter UESBREHIGE.
i = va
TIRE

mw e 5tz (Threat Grid R &R EFALE/E) PIIRTTHAIAREMELELSE, # 4 Threat Grid 2%
EHFABEHMRA . SAKRRFIIE, AR ERE, TRTHREEM.

Threat Grid & & E#HEi8d OpAdmin [P .
BHRATHRN: EARBSFTRAE, BLEIBHERERLRTRA.
FERR  MTRIFREEH. EMWREH, BRI —IMHEERHEITOH.

EHum O
Threat Grid i& %833 SSH. %0 22 TEARAFEI.

MIEEREZA 1.1 &2, EATRIMIIA (curses) $Z O AMAER, MAULEMET Web FIEIEZO (OpAdmin),
WITNERIR .

BREA 1.3 &2, £/ DHCP MALFEAMIEE DNS. ELAFT, ERHIEMLL. MRAGAKIG DNS FRFE
FRFIEE ARRA 1.3, MARSKM.

MIR{E (Operations) 325, EFEHNIZF (Update Appliance).
BHEEITH, ERRERHERTARA:
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i

& 6 - REMAS

ThreatGRID Appliance Ac/ Paul

<« C | fx hips://100.69.2.100/0ps/updates el =
#oAgps vt Sandeastle o panacea W Wikipedla [ Zebra ) Towii ) TGRepos ) Release (3 other Bookmarks

oy ’ £ Support 7 Help
1 Thre ot GRID apsiance administration portal @ Logout

# Configuration = Operations = Status - Support - - .

Your appliance can be updated to the latest available version. It is strongly recommended that you have
an up-to-date backup before updating.

appliance is currently running:
2014.10.20150203155142 . b06f7baf

& Check/Download Updates - click for details

Provious Updite Successhul last performed 12 days ago click for details

2. REHRE/THZEN (Check/Download Updates). Z 2 ER DR IRER TR EH/IRA, MRE,
W& THEARXRH .

AEE: THEREA SRR —LE.

m MAEA 1.0 EHFHE 1.0+hotfix2 FEKXY 15 54

B MERAR 1.0 RAREEHARE 1.3 (EHETHB) KAFE 30 574,
3. ETHEHRE, SEE{TEH (Run Update) #HITRE.

WEANRA S/ RAERR

AIATEE #T (Updates) TiE (OpAdmin ##{E (Operations) > E§i%#& (Update Appliance)) t&EEF &AL
MAS, W EEFRR.

REABMASSUATRASHIRXFR:
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EiE
REBIRES S
2014.10.20151123133427.898f70c2 v1.4.5
2014.10.20151116154826.9af96403 vl.4.4
2014.10.20151020111307.3f124cd2 v1.4.3
2014.10.20150904134201.ef4843e7 v1.4.2
2014.10.20150824161909.4ba773cb v1.4.1
2014.10.20150822201138.8934fa1d v1.4
2014.10.20150805134744.4ce05d84 v1.3
2014.10.20150709144003.b4d4171c v1.2.1
2014.10.20150326161410.44cd33f3 v1.2

2014.10.20150203155143+hotfix1.b06f7b4f | v1.1+hotfix1

2014.10.20150203155142.b06f7b4f v1.1

2014.10.20141125162160+hotfix2.8afc5e2f | v1.0+hotfix2

SEE: BRA 1.0+hotfix2 28%IF 3, AIMELH
RERGHITES, FZRE LTRSS ASTHE
AT E TR,

2014.10.20141125162158.8afc5e2f v1.0

%35 - 5§ Threat Grid BEx&
WEEMER, EaLUBE MG RIEK Threat Grid THEITAIH:
n  BEFHE. BEENEELEETFHEE support@threatgrid.com.

w  UEXFFER. BFERA Cisco.com ID (FHEM— ID) FRECIEZFHEK. Wi, BLFERMRSE
FHRS, EHESBIEITELES.

https://tools.cisco.com/ServiceRequestTool/scm/mgmt/case

m  HIE. 550 http://www.cisco.com/c/en/us/support/index.html

INFEIEK Threat Grid FIRAM X #, BELXZEEHNIERNEBEUTER:

B I&&%ARA: OpAdmin > #{E (Operations) > E#1i% % (Update Appliance)
. 2EMRSKS (AIMEFIZEBRSIKTES)

n  WEEHA (RERD


mailto:support@threatgrid.com
https://tools.cisco.com/ServiceRequestTool/scm/mgmt/case
http://www.cisco.com/c/en/us/support/index.html
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=18

n FEHER (Sh5EE Web $20)
. FEREKIFAER

TR
R &S Threat Grid TIEVMAR I, MITEERERD “XHER" , XR—MIMIHFSIE, 235 Threat
Grid Z#FTIRMZEHE MRS . RFSEMEENERIEIT. ATLUEIE OpAdmin ]R3 # (OpAdmin Portal
Support) EESERIELERE. (EERLUA TGSH sHEB A ZHFER. )
B35 Threat Grid HA X FHILI X IFSIE:
7£ OpAdmin §, %#EFF# (Support) > SERTE#F41E (Live Support Session), A SHBIIXESE
(Start Support Session).

& 7 - OpAdmin B E—/ LA IFSiE

ene J ThreatGRID Appliance Ad; x L

&= C i | (X hitps://100.67.2.100/support/sessions i —
i Apps 9 ThreatGRID [ Other Bookmarks

S, . B Support 7 Help
1" ThreaotGRID Appliance Administration Portal = Logout

# Configuration ~ Operations - Status - Support ~ -~

A support session can be created to facilitate secure remote access to your appliance from a ThreatGRID
support engineer.

* Start Support Session

No support sessions have been started.

T ThreatGRID

X FrRR S5 ER
BAYHSEEE TG RZ PRI TARSES:
m  support-snapshots.threatgrid.com

m rash.threatgrid.com

RN FRIEIE, PAENAFRENEXMA RS-

10
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At E THREAT GRID &%

X FFIRER
THEHRB—IREIECITRASGNRE, GEE. ps WS, #BEEARERREMEE.
1. M#H (Support) 3258, Fi%FXFRE (Support Snapshots).
2. HIBRER.

3. —ZMETHRERE, BAUESEETE N tar .gz X, HWATLERIEEE (Submit), X#SBEENFIREB EES]
Threat Grid REBPRSSEE.

&1

7£ OpAdmin #, 7£#{E (Operations) > &3 (Backups) T

ENES—ASNAERE LA TENRTSHEENH, HINREE SSLIEBFMNERLE. MNAESBXER,
F PSR R A E MR

AR & BIRH THS &R

fii E THREAT GRID &%

FEREREHE, 2242 (Threat Grid R &R EFAETR ) HERITT #IRE Threat Grid R &AL E -

Threat Grid X &EL & 27 TGSH %}i& (TGSH Dialog) 1 OpAdmin |77 (OpAdmin Portal) F & 437,

TGSH %J1&
TGSH 311% (TGSH Dialog) A#EEZA THFUTHE:
. WEEORE
m 7~ OpAdmin BIERHIHE
n REEHM
n BEXEHER
BRI IHHRE

AR MRERER DHCP REVEM IP, MIEMELUT “M4%” 85 : &/ DHCP.

11
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figZ® THREAT GRID &%

MEIEOBCE E#

1. 7 TGSH xti5 (TGSH Dialog) #E, i%i%£#¥ CONFIG_NETWORK.
WEBRELEFIGHSITH, BERHATNERE.

2. RBEEHITEN.

AR EEZEEH BACKSPACE IR EFR, AREBMAFHER.

3. 1545 DIRTY M4 DNS &#R (DNS Name) B=.

4. EEEHEMKGER, BEBEBMETNF, REXFRIE (Validate) WIEEHEE.
MREMATHE, WEFARSERER. MRISXMER, BEEERFEMCIE,
EWIEE, MERERASEREEHANE.

5. %&ENRA (Apply) ERENEERE.

ZITFI BB A— N EANKREE, AT ASEEESIFRER.

6. %IFEME (OK).

MEECEITFI G BRI, SREMA P ihit. WERERESTK.

E#EEE] TGSH X115

TGSH MHER TS 8 LRFHTIPRT, TR E RFERTIRELFELITE KVM 7515 (nREEE CIMC)
ZXHEIE.

—MEHEREE TGSH MEMAREMEH A threatgrid' BiT SSH EFEIEIB 1P Hhbt. FIBMZHA 2%
BaALE AR (RAIRRRE TGSH XHEH) , & R% OpAdmin REMNE — 5+ 2 M ERER.

BB EH
ERER? BSALER “RANT BATE WEZLMEB .

ERERR TR E MK ERE

1. HAREFHED, HEFHIEHESR, ZKERERKY S - A5 EEHE (BHALENE 3 - Bk
- X ##1&EX (Support Mode)) -

2. EFREER (Recovery Mode). &L MERZBH.

3. —BRGHIRIEIT, 1EHR Enter JUREUIRIS— CLEAN @ &4RRFF.

12
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figZ® THREAT GRID &%

4. HN netctl clean, AEIRINTAAREE:
o BEE A (Configuration type): B&7S (static)
o IP #tlit (IP Address): <CLEAN IP it >/<p4&4ER5 >
o [Mxitilit (Gateway Address): <CLEAN B %>
e &M (Routes): <BAHzZ=H>
o AREBE—EEEZE Y.
5. I Exit RAERE.
XE, EEFERAERO 19791 /tcp £RY Clean ##£0 _EITF— Pl SR,

OpAdmin [T/

OpAdmin [P 2i&& LA Threat Grid EIERMITA. ER— Web #0, —47 Admin O LEE T IP thit
&, BAIUERIZED.

HAEFER OpAdmin BBEZIR%E, KrL, TZRFEERGERIT OpAdmin H#ITECE. OpAdmin FTE
EMEBAENEEZRERERE, G

n FIEAMNER (OpAdmin 1 " threatgrid " FB/A)

m  Threat Grid FrEFIRZEPRH]

m  SMTP
m SSH
m SSLir#H

= DNS fR&&E

m  NTPBREEE

n R ERE

m  RGHEEER Threat Grid BHITERSRILE

3 OpAdmin BL B E

(Threat Grid 12 &R EFAEHEE ) FNBT VIR EMEERS . MRS REFEEER A RETHMMELE,
OpAdmin 1% EREE R ER9HERS AT RE R EHITEH

A% : OpAdmin FHWEEEHNE—NSEDTEM, UERDCEERESET IP HikpIH =,

AR : OpAdmin RSIIEMXFE . MREBMAFROMKHRE, U OpAdmin FHOFAAE. BERETE
R aRIEEMEEE, WRITEXTURIERE admin #FHOTTRA. MREENEY, ERILE OpAdmin F1&
SEEHEHRRH.

f2M2: OpAdmin £/ HTTPS. HRSEIRIEREIR IP EAWB; BLIHER:

https://adminlIP/ 5 https://adminHostname/

13
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B E THREAT GRID %%

SSH #4A

®E SSH ZEATT LA Threat Grid I HEIE R IRMHIET SSH (threatgrid@<host>) i8] TGSH IHEHIFPR .

EARBRTENRIK A SINT. ATLURMS NEH,

. E (Configuration) > SSH

R HE

FBRTRILUGERRBEEMIEE (£ OpAdmin FAYALE (Configuration) > if 1 (Notifications) T) Jyilid B FHi iR

HARGEM, BT R ERIERS BERSFHW RS BEESM Threat Grid @%1.

1. 7£ OpAdmin &, #ZEEZE (Configuration) > 2% HR: (Syslog) T

2. EREMFESPMARSSE DNS, RENTHRIIFRPIEZE—MMYL; TCP Z2EINE, H»—1MER UDP.

3. YfasFHRTE (Save) i5, EiEPIIE (Verification) #ELUH1T DNS &if]. MR ENTTEMRAZIR, SHEH
—MER, HETSERE (BREMABRHENR) .
MRRIEPIGIE (Verification) 4, REFEZEE R, Tk DNS BREHH.

4. =ERTE (Save).

WESMER: MRFEEHRLAE DNS, AFEHEIMMEH SEREF (Save).

EfECE

SMEEREHTENN, SARERETHERREEHER. H3EE OpAdmin BLEiR E 5k E T,
DI B LR P IREEIEE.

1.

S4B B 2 ¥k (Configuration Changed). EF#LE (Reconfiguration) HEEIGFFTFF

[ 8 - MRVEMLLE

2.

';IJ-;Tl'I reatGRID appiance Administration Portal
# Configuraticn - Operations - Status - Support -
£} Configuration Changed
Configuration changes do not taka

effect until reconfiguration is
parformead.

£ Reconfigure Now .

* Reconfiguration

BEEFHBE (Reconfigure) MEXNAZNEE.
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figZ® THREAT GRID &%

&£/ DHCP
REHRERPFERANMEAZ2H DHCP BLER . B, REEEZZIE E AFA DHCP BN, 1HIRIEILLERSY .
AR MRRIEEMEELEFRZE DHCP, GBI FTENREIFES P bk, 5SS RTEE W4 E# DHCP”,
TGSH 3HER REHEFMELE OpAdmin [FPEORENEE.

DHCP #J IP it ATREA S A BRIR &R INEILAER. FLFHFF!

DHCP HIEZ DNS

B 1.3 #2, £/ DHCP WRSFEMMIEE DNS. fELAAT, 1HRHIEMLL. WMRFEZAKNE DNS AR5 2R
EEARA 1.3, WARSKM.

& 9 - TGSH *}i& (EiER—ELE A {EF DHCP MM4)

Main Menu
Your ThreatBfRID device can be managed at:
Bdmin UBL / MAC. . .wasa : https://10.90.3.127 / 90:e2:ba:79:db:08
Epplication URL / MAC.. : https://10.90.2.127 / lc:6a:7a:18:56:64
PEEAWOYE ..o & mSE?Sh.]'pllFﬂf'l-fszlNi

The password shown above has been automatically generated for you.
¥ou will be regquired to change this password when you first login,

ONFIG NETWORK onfigure the systam's network intarfacas.
SAVE

Save configuration changes but do not apply.

APPLY Save and apply configuration changes,
CONSOLE CLI-based configuration access.
EXIT Complete configuration session.

< Qx>

= B URL (Admin URL): Admin 4. EFZ MU 2444 OpAdmin MR KELEES.
m [ URL (Application URL): CLEAN ®4g&.

AE: X2 OpAdmin BB RZEEARMIE, ATiHE Threat Grid KA.
m  RER DIRTY M.

= W (Password) M EER TN, ARERENMEIER. BHEFEERLERN, {74 OpAdmin
ECEIIENE—L.

WMREHRIKAMER DHCP, M AFEHMMLEEE, FMRIEEFEHEIE IP (Admin IP) it B A8

MIZ&ECE R0 DHCP

MR EER T DHCP, HHEMEZTEARMB=IMEE IP 2B DHCP JE%EE Jk AIERTS P i,
ERITTHNLSE:

15
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figZ® THREAT GRID &%

AR : OpAdmin RSIIEMXFE. MREBMAFROMKHRE, U OpAdmin FHOFAAE. BERETE
R aRIEEMEERE, WRITEXFURIERE admin #FHOTTRA. MREENEY, ERILE OpAdmin F1&
SEEHEHRRH.

1. FEEMFIS, 1§25 (Network), (REFEIFEIER O H %+ TECE (Configuration) > 4% (Network),
{8 DHCP M4BHELE HARTTM . )

P7¢E 7 & (Network Configuration) TIE T 7.

CLEAN
2. IP 5B (IP Assignment). M THiFIFREFE#Z (Static).

3. IP il (IP Address). 75 CLEAN M£3O AESZS IP ik,
4. SR FM (Subnet) EBFIMX (Gateway), WRFE.

5. JEIHIE DNS & %R (Validate DNS Name), i DNS B AEMAR IP Hbiit.

6. IP $BE (IP Assignment). M THiFIFREIEERZS (Static).
7. 1P ik (IP Address). 73 DIRTY [4&4E NGRS IP bl

8. SEAFMER (Subnet mask) F1f 3% (Gateway), MRFEE,

EMRREREMICERE, E£M TGSH XHEAE T Admin WERE.

DNS
9. SERXE % DNS (Primary DNS) Fni#Eh DNS (Secondary DNS) fR&2EF 5 .

REEZE
10. ZRifE, ESFT—F (MAEE) (Next (Applies Configuration)) R ZEHMEEERE .

SMTP/EE FHR 4
IR E R ME T 404 (Email) TR ITERR.

A (8]
NTP BR&E R 27 FH#1F1/5 (Date and Time) TIE L &IFH .

Rz DHCP BL&

ENAGH DHCP BL B E, EnHALEEEM (Configuration Changed), AE ST IUREFMAEE
(Reconfigure Now).
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SSL iF$F1 THREAT GRID i&4%

SSL EHF1 THREAT GRID %
Pttt Threat Grid & AIMAR BRI SSL HHTME.

£ SSL m#EO
7£ Threat Grid & & B MEMA SSL ph$EO
= UI/API 5 CLEAN #0, LIRER (ESA/WSA &%)
= OpAdmin ]/~ (OpAdmin Portal) #9 Admin 0.
A AL E X R MIE .
7£ OpAdmin > B¢ & (Configuration) > SSL #. SSL TiEI§+TFF.

10 - SSLiFHEERH

—l .
H 'Thf?df&ElD Appliance Administration Portal

# | Configuration ~ Operations ~ Status ~ Support ~

B4 Support
@ Logout

2 Help

SSL certificates and keys are used to encrypt the network traffic originating from or destined to the

ThreatGRID Appliance. Such communications include web connections to the ThreatGRID Console

and Appliance Administration Portal. Whenever an external service or appliance is connected to your

Appliance, all network traffic that is exchanged between the two devices is encrypted using SSL.

A Interface = Details £= Operations
. . Issuer: /0=ThreatGrid, LLC/CN=tg-app-clean.acme.test # Upload < Download
ThreatGRID Application . .
u Subject: /0=ThreatGrid, LLC/CN=tg-app-clean.acme.test F Regenerate
tg-app-clean.acme. test L €g
Validity: 2015-88-05 14:80:27 UTC - 2019-88-85 14:85:27 UTC
o . Issuer: /0=ThreatGrid, LLC/CN=pandem # Upload = & Download
Administration Portal | )
a . Subject: /0=ThreatGrid, LLC/CN=pandem # Regenerate
tg-app-admin.acme. test o =
Validity: 2015-88-02 02:10:38 UTC - 2019-88-82 ©82:15:38 UTC

LREHBEEHE SSLIEF: “ThreatGRID Application” & CLEAN #[, “Administration Portal” 2 Admin 3.

S #H9 SSL/TLS MRA

m  TLSv1.0
m TLSv1.1
m  TLSv1.2

17
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SSL jiFH %1 THREAT GRID &%

SSL - X #¥

HMBERTAZFEFRMEN CAIES, HMNAFHERBERIEBRIEMFIR S

F#1%/CN i
. SEENERER CLEAN EOEIS S SSLIESHEMM ON ( “BREH ) TR

. HEEPEGRERRI—NES, FF Admin EOEHZ '312 SSLiEPEHH) CN FNLE .. BEE—MEFAHTE
HBHERBRIZIER . BB R THER “&E# SSL iF#

PAIANRIB £ % SSL IE+H

Threat Grid & & H [ BHRET—HBEER SSLIEBMZEH. —HHATF CLEAN #0, 5—4HAT Admin Z0.
%% SSLIER AL HERRE .

EXIA Threat Grid %% SSLIEPEHEZ GBRAEM) 2 " pandem" , BYHA 10 F£. EEZHIENIASHER
PR EHA A B4 Threat Grid & EIENE .

RLZFIRNFAZEK SSLIERFEMK CN 58 &M EN B L.
IEP PR EN BT L SGERER ESA 3t WSA R &AM B BRI & E RS LMLLBIER P A EN B TE.

T2k Threat Grid %% SSL 1FH
AL T Threat Grid SSL iEH, MAE%4A.
1. 7£ OpAdmin SSL it ETiHE k£, =3 T# (Download). H&T™E SSLIEH.

2. GREMTMEAM SSLIEE—4, 7£ ESA/WSA REHEMERNBR R EREZIER. WTBERTE
E cert .

i SSLEH
BHHE, EHAEEMREBEESR SSLIES BN, TNETE, SEBBEUERUTH SRR ENER.

f5an, ESA/WSA & FEM CSA BRIEM I ZMRSTEETE SSLIEH, EZIEEPLAABZIRS Threat Grid
WEETHBMLE. EXMERLT, BEEEHRBIN SSLIER, HERSZMHiSE Threat Grid & & H = HHERIRY
ENMBER—NEHENER

A5 RITUAE Threat Grid &% E#4#% SSLiEH.

m 53k 1: EFEAHEAY SSLIEH: SSL > EFt R (Regenerate)
= 75k 2: FR)EHR SSLIEH

TEAEBSFNBX BT E.

18
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anfarE ESA/WSA % %% 1% THREAT GRID %%

an{aig ESA/WSA & %1% %] THREAT GRID &%

HipBR/~m (40 ESA/WSA fEAR&. ’E&E. R$F) WLUBT SSL MEEESLIMS Threat Grid REHIE
B, LAMEEERBEBEREHEARLSHITHH. & Threat Grid & ESA/WSA, H&URBR =R I8
RXLERZHBRIDE API( “CSAAPI” ) BA, BEMA “CSAER” -

77T ESA/WSA & ZFE b & AT LIETER] Threat Grid %%, Threat Grid i&#&H#J SSL ifH CN w5 H HFTE
HB AL, SHI2ER ESA/WSA FHARIEH B .

TESERRAY ESA/WSA o H A% & AT LAE Threat Grid &R ZHALEITHHET, BHME Threat Grid i FZFLE
SEM.

TESE R HY ESA/WSA S E IR & T LAAE Threat Grid & & ALEMEI, ESA/WSA EIESAIE AR R EFIMEEIA
B E SSLIEPiERE.

BXRUMEE SSLIEBHEREHAT BT AEREIERE. BR, #®TUTES, HEEEMIRE Threat Grid
WENINFSE, UES ESA/WSA &&MEM CSA £RIEE.

SLIF Threat Grid i&% SSL iFBEIAEHFHH:
m 33k EFFERREAY SSLIEPR
s 5555 2: FEpE# SSLIER

F3E 1 EFERGTEY SSLIER

EE: BUTHESZAI, RIZ¥E Threat Grid & &HLRE] 1.4.2 LESA.

1. 7£ OpAdmin SSL TiE+, SEHEEFER (Regenerate) . £FEAIFHEH CN FERPIIGEYFTENBER
Threat Grid I ZRIEFTEE SSL iEP. EHEFRAZE.

2. A#F T8 (Download) TEEHY SSL E+H.
3. 7£ ESA/WSA & & EREHA SSLiEH.
ES W ESA/WSA WELEMBE R TR “BEAMILEX HEEMAHARSE" BA.

s (ESA BFiERE) LT
http://www.cisco.com/c/en/us/support/security/email-security-appliance/products-user-guide-
list.html

s (WSA AFP¥sE) LT
http://www.cisco.com/c/en/us/support/security/web-security-appliance/products-user-guide-
list.html

4. RBE SNSRI IA TGA 1 ESA/WSA 8 & AT LUK I IEIS .
BHR ESA/WSA && WA IR BRI 45 EIER Threat Grid &% #J CLEAN &0

1HS (7 ESA/WSA MELHMNER IR TR "EAHEEXHEEMA RS A,
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B# AMP Threat Grid & & SERI5R

anfari% ESA/WSA 1% %1% %% THREAT GRID & #&

9.

1B ESA/WSA/H thig &FME] Threat Grid R #&F.

ES 17 ESA/WSA AL ER PR TR EAME EXHEEMA RS iR,
FERk ESA/WSA X5 B E .

ES IR ESA/WSA HITE BN E R TR “EAMEEX HIEEMAHARS " B,
£ Threat Grid & & L HIEFMR & A MK .

RFEALBEEME] TG REFH S~ mAIILAAAHECE ESA/WSA.

EERREIME, REMRE ID MEAFER ID 02— NI Threat Grid AP, RSETE— ID flE—1
#reAR.

4 ESA/WSA & & sk H b £ iUEEH BT EME Threat Grid & &8+, £Bs18E—NEH Threat Grid A/
Itk FEIFIEIRS S “B=R” (de-activated). WFE— Threat Grid & ZFEIE R FIIEEREH Ak,
RIEABEEATERIEZEEREFRALRITHN, RmEEMAA—#.

YEREE I ERE| Threat Grid BFAE, M (Welcome) 325 ik iFEHEA P (Manage Users), A/
& &R Pk A PIFEASE (User Details) 11l . AAREHETA “BFH” (de-activated).

B 11 - APiEMER (User Details) TE > EFEERF

User Details

Promole lo Org Admin

User is de-activated.

Login

030A-36F4D53ADB0 1CFE4516BABAABIEE45AB23560A7 CFOSAASCO37T9FBSDE3D Change Organization

Name
Resel User Rate Limi
030QA-36F4D53ADBD1CF64516BABAABIBE45AB23560AT CFOGAASCOATTOF

Send Password Resel

Organization
viticsal0A-06013CCDECEFBOTATETEBCABI3CH4B10CF121E5582TABSTOFGEE4IEATET Set Password
Title
Generate New APl Key
ok Reset CSA AP| Registration Key

User

p-d
3
cr
o
]
n

New Org User

BHEEIHERA P (Re-Activate User). £FTF—PXHEEZE R EHIA

10. FESHEHEF S HEFHE (Re-Activate) FHITHIA .
ESA/WSA = H b E R L EMAER LS Threat Grid & FHITIEIE.

£ v1.3 lRARZ BIHY Threat Grid & &P FEEFH OpenSSL sk E fth SSL TREFzh4E RHFH SSLIER, MENTEH
ANFE. T, ZHENAEY BXATBETEANR .
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anfarE ESA/WSA % %% 1% THREAT GRID %%

7% 2: FEER SSLIEH

MREHWALNEBE A HAT SSLIEBRAL, BRLUERIZIER A TGA £ m#Ey SSLIEH, £ ESA/WSA
w&EER CAIER.

REERIIAE T SSLIEBEMIRHE, HAGFEFINEMMNL SSLIERH, UTEEFER.
1. £REBCH SSLIES - EMFH SSL Bl

UTRBIHEE T 9 “Acme Company” £ RERIBEZE SSLiIFHErI®S. i%rffER OpenSSL, XE—1F
FHIZEFEIE OpenSSL iFH . ZEAME M HEaFFETFIR SSL TA:

7= OpenSSL N2 ER~ M, BRAINHBHEATR. BEMSE LIRRBXEM OpenSSL HESER.
BRHRM EA SSL X/~ SSL FEER T4k SSLiEH.

openssl reqg -x509 -days 3650 -newkey rsa:4096 -keyout
tgapp.key -nodes -out tgapp.cert -subj "/C=US/ST=New
York/L=Brooklyn/O=Acme Co/CN=tgapp.acmeco.com"

m openssl: OpenSSL.

m req: EBERNFEER X509 IFPEZIEK (CSR) BIFE. “X.509” 2N$AEMISERRE, SSL 1 TLS
FERAZIRERITEAINEREE. RNFECEHN X.509 iEH, FEitt, HIMERLFHS.

= -x509: B EHMIARFRINFEFEEZIERMARBREBERBHFERIELZRIFER, MMIEXERNTF

W
= -days 3650: ULiELR BB ABHARTEHKE. HAKIMTBERER 10 £.

= -newkey rsa:4096: iEERANIHLERITERFHEBMEZH. BAETEANSBHRUNEZEITRME
e, Bk, BNEESIEE—REUET. rsa:4096 HEMEME—NEE R 4096 L) RSA 40,

m  -keyout: [h1TE%1 OpenSSL EHAN1GIER S % AR STHREIME .
= -nodes: XI§HH OpenSSL Bhidiziki%, WEFAOSKRIPIERRE. HRFFLIN, REFE
ﬁ%ﬁg?&ﬁﬁ??ﬁﬂﬂ%&?iﬁﬂliﬁo OSA AL XERNEZE, BARNEEEBRENRRER
= -out: 1 OpenSSL A 1EREIERHEIME.
m  -subj: Rffl
C=US: ExR/HX.
ST=New York: #{.
L=Brooklyn: {iZ&.
O=Acme Co: FiH&EEMR.

CN=tgapp.acmeco.com: iF#i A\ Threat Grid %% FQDN ( “SE£[REELZ” ) . XE3F Threat Grid
W& (FEARGIFA " tgapp " ) BIENBURMIMEIRERXEKEZ ( “acmeco.com” ).

BE: GEEFLEFEXINFEFE, LUTA Threat Grid 1%3F CLEAN F[7H9 FQDN .
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78 THREAT GRID B4 F1F -

2. —B4%m#ER SSLIERE, BEA SSL sumiY k& (Upload) %446 H E#® Threat Grid &%, FRITIEE
&% ESA/WSA &% (X .cert) .

3. ZEBEENAEE 1858 3BT 10,

=1F THREAT GRID B4R FnF

RIEERE LW Threat Grid AFFRANARMEREAF. — EREREHFANERETRE, BAULIEESH
PAFAPIKS, XEAMIMALLERATHIGRZEEREERETOH.

WIAR. APMERRTREEASZ MR AMARDHITAMNE, BEERBRTENALR.

BllZFhA LA
RPIRA SEAXE; ERMBPZAE, BeMEfitl@ERmAFrEA.
AR BA—KERFEFOER, TEMKR, BEFERAES.
1. BUEERGHER Threat Grid 17,

2. pETFELEARIL (Welcome) THIHERE, AEIXFEIEHAL (Manage Orgs). 241 (Organizations)
TETH, FIH&E ERFREHEA.

3. RENTR&FEGLAMNRMALR (Add Org) %48, FHTIFEM (Properties) JfiEHE.
4. FRIAFEHALETE.
AM—NMARZIR (BRI BIRRBARNRED

M7k (Industry) iz i iFi Tl kA, MRFIR TR ER, WIEFEHIRE IARM (Unknown),
#5 Threat Grid 3243 (support@threatgrid.com) Bt ZRi&E KR NEI

ek (Priority) FEGHK; TIFEEWA "50"
5. mEfI#& (Create). HALNETHAALR, HEAEHRTIRSDTUER.

NI P

BXEBERA K, (S1FERER ESA/WSA ZEMEMIZEAIMK,) BITREIRAAFINE - 1217 Threat Grid
#5E (Help) > & EE/H ~ (Managing Users).

BRFAFNAEZS AT D14

INSRARRGURSHE S A K BHIT M, WISFAALAEE. H5F API 4558, ALRFH Threat Grid 1B R
B PRI AR 25 55 Sk BIBUR A A

RTRHHEAIRZE] Threat Grid FIRRFAFIF AT MMRBERI B 8 : BRIEMAWIBEEAETR, BUPBLLTRIZE
BALUSMIR PRI AB X LA

—fskit, RAMLESRBEANAPUTRE—AANAFRTEREIERELR.
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78 THREAT GRID B4 F1F -

Threat Grid 1% & L RIFRFAFN AT 1%

FAFAFIFEA AT LR B 27 Threat Grid %8 _Ei#1TI80%, 7EBBIE “CSA &£/’ CSA £ 2ERER~R (filan
ESA/WSA & & ME IS Z e ARS) #@id CSA API &5 GEM) 2 Threat Grid &% .

AINBERT, Threat Grid & LRI BHARZAZATHN, AURENEMRERFES, 81 CSA £M),
Tt Ai1E THANELR

FBRERPHAUEEREEMA PR H AN 2 BIFEES.

JE CSA Threat Grid Fi A~ EJLA[E] Threat Grid & & 183 £ A, X FER TR EHLARWEM Threat Grid
WEAP (855 CSA &£/X) TLUEEHEAR.

THREALLTARIZHEA Threat Grid 5% LIPS FAFIAE AT 1.

CSA &1 CSA 45} 245185 CSA API 7£ Threat Grid i&#& £33 fH0 ESA/WSA E & FE b2
P EHARS. BIABERAT, B CSA &E£/iEE Threat Grid R EFRIHAZ AT,

Threat Grid R - 243t B i@ Threat Grid B P22 % Threat Grid & &8N A (BI3E CSA £RR) -

540, 1@id Threat Grid TP PR ESIEEER Threat Grid Z&H] APl 1232 #£7KHY
BEEEAREERGEITAR.

Threat Grid i - £H HEi# Threat Grid Fi F$2322 Threat Grid & FHIER#EAK,

EXMBELT, TRARANTRIZEBLINPORE LHNAEEMR AT
(BRI REHLRAR) CSA SERAR. )
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78 THREAT GRID B4 F1F -

& 12 - Threat Grid i& & L A9BSFAFI AT 4

AT A G el A A B AT 4L 14 -

ERE—HLE | kREAFRELE | kBR—ALR | KEBAFARHLER

LEABUTAREIZH: K Threat Grid | H Threat Grid CSA £} CSA £}
BR BR

Threat Grid A - A4k £ £ £ %
Threat Grid B - £ £ ¥ £ x
CSA £ 1% (ESA/WSA &) % % z &
RANBRT, FFEE3ZE
Threat Grid & &Y CSA 1232
MR
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B &

] \}-L
B %
V1.4.4 ¥ ERFNBHEEET, 1§ RIFEER Threat Grid R F A,
HEEIEFERIREHHZFHIER 4 BRSERM ARG TXIE, BFERERIRE (Wipe Appliance) iM% Z R

FRE%E. WEREASHEFRTR, REIENTEGEE, MMERSERARRITHRERRNZREHRR 2T,
(EEERXLERABEA AN AR BERERD I, EEERRNLBEERRETHEAARZREMTES . )

ER: ARTIHERGER, REHAHET, LFEEIERATENRS.

1. EFRI;NEE.
ERzEE, RERER—IN4PNED, EXBETTLUERERIRE (Wipe Appliance):

& 13 - g

Malware Analysis & Threat Intelligence

“: “ThrearDEID

Copbinns Hooh
Heoouzey rlods
Wipe Appliance [CAUTION: SEE BELOU]

Ihe ooglingee WILEL |0 LOpIGED URERALE aiftee thiz 1z zelecied, ol SRl HE
JAEp LD HEntHED. Uzipg Enliz gotion rerquices Ehe Pollowipp zieionp to b
pirbeeed nn oo ppzmwged: [ AOCEET pLL BRESEOSTHIL DY O Al TS e i)

2. HIERBIZESRBA LT X AR AERS:

| ACCEPT ALL RESPONSIBILITY FOR THIS ACTION
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B &

3. Tk, ®F—

MEFRIETL. HS

SRTES TANERER, TREMNE

& 14 - BERIET

H

$

“ThrearDE’lD

Malware Analysis & Threat Intelligence

K LIE

iTHETIE.

pE (Fast: Zero Di=sks)
ipe (EH—gazz DOL weinol)

==
Jom | =
V

CHenelon Oyeeweite )
‘o orladin rlzon

4. HERBRETRE

5, HEREFRE5EM (Wipe Finished) F#&
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B &

15 - R E R

nuipe 0.17 (based on DBAN's duipe — Darik’s Wipe)
Options Statistics
Entropy: Linux Kernel (urandom) Runtime: 02:32:13
PRNG: Merzemme Twister (mt19937ar-cok) ||Remaining: 07:06:30
Method: (Quick Erase Load Averages: 1.99 £.13 2.20
Verify: Off Throughput : 4878 GB-=
Round=: 1 (plus blanking pass) Errors: 0

sdevssda — L3I MR9271-8i
(success) [173272 KBrs1

sdeussdb — L3I MR9Z271-8i
(success) [558960 KBrs1

Wipe finizshed - press enter to exit. Logged to STDOUT

5. 1% Enter ##iRY.

B RIEIN
BRREIR KLEiTRYIE
R (R : THA) 2.5 /BT

(Wipe (Fast: Zero Disks))

1Rk (3 181& DOD 753%) 16 /\BF
(Wipe (3-pass DOD method))

e (FEHER) 12 /B
(Wipe (Random Overwrite))
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M5 - OPADMIN 3z

MisZ - OPADMIN 3z
AR EU T REEE AL OpAdmin AT FE ST AT B2 NS 8RN

Bt & (Configuration) S8

& 16 - OpAdmin it B3 &

# | Configuration ~ Operations ~  Status -

Appliance Summary

Hot  iorage

MNetwork
Your | Noifications E configured.
Statis | jcense [-service memory usag
Fora{ Email {e configuration or ope

Change Password
SSL

SSH

Syslog

Date and Time

AR WRERKFZXEH OpAdmin BEEREHITER, WLFMECE (Configuration) SR ELX LG E L
BN GRER .
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Mt - OPADMIN 3z
#R1E (Operations) &

17 - OpAdmin #{E¥ &

B OO | " threatGRID Appliance Adi % ||

- C fi (X htps://100.67.2.100
2% Apps A ThreatGRID

[ Other Bookmarks

SN . = Support
1 ThreatGRID appliance Administration Portal ® Logout

L, Configuration = Operations "‘3 Status ~ Support =

Backups
Home | Apply Configuration

| Update Appliance
Your ThreatGRID applidiwe o wermmgurew:——

For assistance in changing the configuration or operating the portal, refer to the resources below.

& Documentation

E4 Support

T ThreatGRID

https:/100.67.2.100/#

EE: EEEIRE (Update Appliance) & % 1TitER.
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Mt - OPADMIN 3z

K% (Status) k&

& 18 - OpAdmin IK7SEH

8006 /| ThreatGRID Appliance Ad X |

« C i (X https://100.67.2.100
20 Apps % ThreatGRID

|1 Other Bookmarks

& . & Support
1 ThreatGRID apptiance Administration Portal ® Logout
# Configuration = Operations ~ Status ~dp Support ~
About

Home Notifications

Your ThreatGRID appliance is configured.

For assistance in changing the configuration or operating the portal, refer to the resources below.

& Documentation
B4 Support

https://100.67.2.100/#

30
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M5 - OPADMIN 328
S #F (Support) &

19 - OpAdmin Z#¥H

B OO | threaGRID Appliance Ad; % ||

- C fi (X htps://100.67.2.100
% Apps i ThreatGRID

[l Other Bookmarks

o . 4 Support 7 Help
1. Thre ot GRID apgiiance Administration Portal @ Logout

w Configuration = Operations ~ Status ~ Support @ -
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Home Support Snapshots

ThreatGRID Cloud Platform
Your ThreatGRID appliance is configured. _
For assistance in changing the configuration or operating the portal, refer to the resources below.

& Documentation
E4 Support
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