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SSL JEEF1 THREAT GRID %%

FrE#H Threat Grid Z&HIMETEHZE R SSL #{TME. BXRITEHIE SSLIEPHNZEIRHARETRIER
HeE. B8R, BEUTEEEMTEEMKIZE SSLIEHBHLE, NMx#F Threat Grid &% 5 ESA/WSA &% .
FireAMP ARG =fIEME R IE R

8 A SSL 930
1 Threat Grid i%& B /MEA SSL ;90O

e Clean #[, FF Threat Grid [1F Ul #1 API, IR (ESA/WSA %% . FireAMP FAE =R &R
FHRES)

e Admin #0, FAF OpAdmin ]/,

H 9 SSL/TLS Mk

e TLSVI.0
e TLSVIT
. TLSVI2
ANz HF SSLIER

HMNBRAZHEFREN CAIEY, RINAZHERAEERIES IR SE.
AR 203 BEANERSAREBCHZFMEIER CA IEH SkMRX LR E

SSLiE+$ - BEZRIRIANZE

Threat Grid &M Bf&RET—HEE R SSLIUEH . —2EFATF CLEAN #0, 5—2HAF Admin 0.
%% SSLIEHAI M HEE A&k,

BKIA Threat Grid i2# SSLIEEENZ (AFBA) & " pandem” , BXHIA 10 F£. MREREHEE Threat
Grid B&IEE TARRMEN L, MIEBHRHENZF CN BARBELE. iFHRHENZIENF 5iEEER ESA 5
WSA & EEMERBRZSERSTHNENAEER, BARSEFPENAHMEE SSLIEH, EFEER
{E AR CN 512 & FEN BT

ANIEZEREEE SSL IEH

H B =% (5190 ESA 1 WSA % &K FireAMP #AB =) A5 Threat Grid i & &M FH B IR HEARM
Threat Grid Z®&HIBERE, XLEERRAHYEE. ERIRFREMIZZLTAEEBIEE Threat Grid Z#FHI SSL
EH, BLEEEBEMN TGA B (HAEMRELE CN ZERFAFEHAERNENLE, FELEREFERDERE
HR) , REBEEANBERREHRS.

Threat Grid 2% £ AT N\l SSL ZE#HIFH % SSLIEHEE (SSL Certificate Configuration) T EHE & .
Clean #[%1 Admin # 0 SSL IEHRI UM E .
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k%1% OpAdmin > fit & (Configuration) > SSL. “SSL iFHE & " (SSL Certificate configuration) 71 E
BI$TH -

B 1-SSLIEPRENHE

oy i EA Support  ? Help
H -Thr@deE]D'ApplwanceAdministmtion Portal (= Logout

# | Configuration ~ Operations ~ Status ~ Support ~ -~

SSL certificates and keys are used to encrypt the network traffic originating from or destined to the
ThreatGRID Appliance. Such communications include web connections to the ThreatGRID Console
and Appliance Administration Portal. Whenever an external service or appliance is connected to your
Appliance, all network traffic that is exchanged between the two devices is encrypted using SSL.

# Interface = Details iZ Operations
. . Issuer: /0=ThreatGrid, LLC/CN=tg-app-clean.acme.test # Upload & Download
ThreatGRID Application . . ) —_—
n Subject: /0=ThreatGrid, LLC/CN=tg-app-clean.acme.test F Regenerate
tg-app-clean.acme. test . L ) =
Validity: 2815-88-85 14:82:27 UTC - 20819-28-85 14:85:27 UTC
o . Issuer: /0=ThreatGrid, LLC/CN=pandem # Upload = & Download
Administration Portal Subject: /0-ThreatGrid, LLC/CN d —_—
. = reatGorld, N=pandem
tg-app-admin.acme. test P # Regenerate

Validity: 2815-88-92 ©2:10:38 UTC - 2019-88-82 ©82:15:38 UTC

FREFREBmA SSLIEH: "ThreatGRID Application” & CLEAN #:[0, "Administration Portal" 2 Admin
0.

CN HiiF

£ “SSL IEHALE" (SSL Certificate Configuration) TWEH, #EIESEIRIET TG %% L SSL IEBARTS.
FNLZHMEZE SSLIEBHEMAMCN ( “AHK" ) EE. MEAEE, NEER—MEBAMENLZHESR
BERZIEH. BRI TER “Bik SSLIEE” .

o HZBEYIEIRKTR Clean #HOEHEE SSLIERHERR CN ( “ABE" ) L.
o HBEJEMRRE—AEE, R Admin HOENE5Z SSLIEHFH) CN RLE. EFEE—MEMZ
BIEH B RIE R B HIZIEH .
¥ SSLIEH

HTF&MER, 2EFEEH SSLIEH. fli, IEBHHRENBE. AT ZHFE Threat Grid IR ZFFEMDE
MREERFZEAITENR, FIREEFEERMBE# SSLIEH-

ESA/WSA g & fH Al CSA BREMIZEAIEFE SSLIEH, EZIEREHAHAES Threat Grid 2 & EH AL
HEXMERT, BFEHMRBIN SSLIEH, FHERAEEMNFIIE Threat Grid REHEVBRENBER—1
FHIES .

1E¥% Threat Grid 128 5 FireAMP AE mERE— U EAEZERESEFRSHBERAT, FTELRIE FireAMP FA
B= SSLIEH, LUELL Threat Grid 2 & BEiB{SEEEE.
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BIL#AXATLLEE Threat Grid 12 & £ &#: SSLIFH.
o EFEMHK SSLIEH, ZIEHHER CN KHHEIEN &
o T# SSLiIEH
o LfEHHY SSLIEH. XAIURE s SSL, HEEEM OpenSSL AESEMHIESR -
o AMIEECH SSLIEF - {8 OpenSSL BI7RHl

AXHREETHNTAZILMHAR.

B4R SSLIEH

£ V1.3 lRARZ AR Threat Grid 2 & EZE{E A OpenSSL s HAk SSL TEFEMHFH SSLIEH, AENR
BALEE. A2, ZAEDABY, OTEN “EREECH SSLIEH - 4 OpenSSL HI7RE]” —TiATid.

HE: BUTHER ZBI, % Threat Grid IZ&FHEE] 1.4.2 S ES A

7€ OpAdmin SSL iFH#E & (SSL Certificate Configuration) TTEHH, ST EHLEH (Regenerate)e ZHEESTE
{EAIEE CN ZEAHIZFHFIEN A Threat Grid iIR& EERFHIE %2 SSLIEH. CN WiFEPIEIRALZ
o AR T — AR TEHEFRERMIES (certXX) HEEREAERIXE L

& SSLIEH

AJLUT 2k Threat Grid SSLIEH, (EAER®H) , ARKERREEMRE L, NELREEBFEEIRE TG
EHEE. KPRERAFE cert o

1. 7 OpAdmin “SSLIEHEE" (SSL Certificate Configuration) HE®, SHFERSHIEEEHNTE
(Download). BRI T# SSLIE+

2. BE, GREEFHM SSLIEH—H, £ ESA/WSA i34, FireAMP ARZHHMERTN=R ERETH
B SSLiEHo
1% SSLiEH
MBHHOBRANERER WA T SSLIES, EAIMNEFZIES S TGA 4AHK SSLIESH, & ESA/WSA 5
Htt SRR & LA CAEHo
HRIEE 2R SSLIEH - (£ OpenSSL K7 A

S—MERFERFHEREACH SSLIES, HINESHIFEE SSLIEHEMEREHABTEETHAA R
RBIEBE. RE, BATUR LA % EEZIES.

W TREIEBAA “Acme Company” 4R HHIBE %A SSLIFEM& % . 1% RFI{EMH OpenSSL, XE—1 AT ¢
EFNETE OpenSSL iEH . ZHEPFE A SLHHFRAETR SSL TH.

iEE: OpenSSL ARBH=M, BRAHERMEA R F. EEMNE LEREXEM OpenSSL HEZFER. B
FHRML B A SSL 14> SSL EE T4 SSLIiEH .
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openssl req -x509 -days 3650 -newkey rsa:4096 -keyout
tgapp.key -nodes -out tgapp.cert -subj "/C=US/ST=New
York/L=Brooklyn/O=Acme Co/CN=tgapp.acmeco.com"

openssl: OpenSSL,

req: EERNFLEER X.509 IEBZE&EK (CSR) B,
"X.509" BASAEMIZHEARAE, SSL #TLS EAZERITTEHINEBEE. RNFEEIEHL X.509
iEH, Eit, RINMEREF&S.

-x509: B EMIARFERNFEFEEZERINMARGEEBFEEMERERIER, NMEEER
BFa<.

-days 3650: LLETUREIEBHHEAABEHLHEEKE. LARIMTEHREHR 10 £

-newkey rsa:4096: 1EERNFZRRERINEBMFTESR. RINENENSRPKRIBZEZIERNE
MR, Bk, RNFESER—EEIEE. rsa:4096 MBAHEHEME—NMKEA 4096 LA RSA F.

-keyout: IL1THEH OpenSSL #HHAEIZIE LRI B AL HHMEIME

-nodes: X¥EH] OpenSSL BhidizitE, MEFAOLSKRIMERRE. HRESHERIH, REEE
éfﬁuﬁgfﬁﬁﬁ)ﬂ?ﬁﬂ@']%&"ltﬁﬂiiﬁo ASAMMALLEEERNRE, BARNEEESREREHNEE
-out: H41 OpenSSL FHANEIZAIERHEIWE.

-subj: Rfjl:

C=US: ER/HX.

ST=New York: i,

L=Brooklyn: fiI&.

O=Acme Co: FTEE &M

CN=tgapp.acmeco.com: i&E# \ Threat Grid i%Z#& FQDN ( “ZE£[REEHEZ” ) . XH1E Threat Grid
®%E (FRNRGISA " tgapp " ) HIEH L RMNE RENXEEZ ("acmeco.com" ).

BEERE: BEVEEENNAR, DUIRE Threat Grid 2% CLEAN ## FQDN.

£ R SSLIER G, E{EM SSL TEAI_ L& (Upload) 124144 HE 155 Threat Grid i2%, FEEEH EEZ
ESA/WSA iZ#& ({X .cert)
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A ERALE SSLIEF

Threat Grid % & 2.0.3 lREB & AT S FireAMP AR =R & RS EH RS HITERITIEE.

F & DNS

BIAER T, DNS {E A Dirty # 0. MREAER Clean #OFITEMMAEE Dirty BOMTEK IR &R
% (a0 FireAMP FAB =) B9EMN A, AT OpAdmin HELE —/MEF Clean # ORI E T DNS fRE8.

7£ OpAdmin 1, {kxiE#ZEE (Configuration) > M4 (Network), F 4 Dirty 1 Clean M4X1EE DNS =F
B, SRE=HHRTE (Save).
CAIFHEH

2.0.3 RARMIE R - Thse REM T — @ 425 SSL ZE#H) CA IEHEERE(EEE (truststore) HFTNE, Elitk
TGA AJLUEE FireAMP FAR =, HEBHAXKAATENITERNER.

7£ OpAdmin 1, {kxiE#ZEE (Configuration) > CA iF$ (CA Certificates). £#%:

1. MEHEA (Import from Host)e MIREBHRFRIEH. “MIRE[RRIER" (Retrieve certificates from
server) SHEAEREEI$T o

2. % FireAMP FAE =HIEHL (Host) Fig M (Port), AT R (Retrieve)e REKERTIEH

2\5'7

MNEER S A (Import from Clipboard). MBINEHRAENE PEM, A= HHRIES (Add Certificate).
3. mEHEA (Import).
RS EFRZEER
W AELFE Threat Grid [P A R EA T

1. MEAEF (My Account) T3 #4122 FireAMP £ (Manage FireAMP Integration). “Z &Mk
F#HARE" (Disposition Update Service) TTEBEEIFTFF -

2. # X\ FireAMP B &[] 124t8 FireAMP $A%F = URL (FireAMP Private Cloud URL). EIEG &
(admin user name) &L (password), /5 SEEE (Config).

BX FireAMP RAAERIZEEMIIFAIER, 5S4 Threat Grid 2 & E 2B FireAMP B = :
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1 ESA/WSA 1% &1&E#% Threat Grid %%

R (W ESA/WSA fnEfbin . & BRFEE) ALUET SSL &I S Threat Grid IREHIEM,
DERERZEERER A LETH. BRIDE APl ( "CSA API” ) X#%# Threat Grid iz &7
ESA/WSA & #1TEM, BEMRA “CSAKHL" -

AT ESA/WSA iZ#&i%E#E| Threat Grid 1%, Threat Grid 2% SSLIEF+H CN MR EHYSBIEH LA,
WIE SR ESA/WSA Z& T EN &

ERIZZ W AIE Threat Grid & EME AR ZHEAUMS . EEM ESA/WSA &% 1] 5 Threat Grid 12 &
EMET, ESA/WSA BERNAEEAEIGSHMEINEIZE SSLIEPiERE

AT EIRE Threat Grid 7 & LUE S ESA/WSA E&MEMEN = RBREAENS R,

| ESA/WSA SIS I5EHE
%51 ESAIWSA MELBMRERPEE TR BANEEXHEEFATRS " R,
«  (ESA BPiER) HF:

http://www.cisco.com/c/en/us/support/security/email-security-appliance/products-user-
guide-list.html

o (WSA HFfER) LT

http://www.cisco.com/c/en/us/support/security/web-security-appliance/products-user-
guide-list.html

1. FHlawmE CN F1 ESA/WSA Fil BRI At

Threat Grid 3% #% SSL IEHHH CN /RS H LRI EN ALE . ZMINEREN ESA/WSA 128, Xt
&M ESA/WSA i & RTiRA TGA MR —EH&.

RIBERIER, EATREFE A Threat Grid IX& LEHEM B E AR SSLIEH, MEREE CN ZERHER
HEEN R, REFHTHEENIIERE, B EEFREEEM ESA/WSA REF.

B E, GRRFEET LECWHEW SSLIEY (SFEMMIESR) RKEHRZF TGA SSLIEH.
BXREMRE, BSH: ANLEREE SSLIEH.
5ER SSLIFRIRER, T—4HMERIT Threat Grid ¥ %& 1 ESA/WSA % & 2R AT U ILEE.
2. WiFE#E
BH ESA/WSA & &0 LB E T BRI W 4% 58] Threat Grid 2 #&# CLEAN #0
R RIB RIS A B RAIA TGA F1 ESA/WSA R& AT EE. (ESRA L. )
3. [@ Threat Grid R &EMEFR ESA/WSA/H 1% %o
RIE = MBS EL B A ESA/WSA 2 &< B 3E Threat Grid iR & B1TE M.
4. S5ERY ESA/WSA XXH4HELE .

wEZREEME, REMARE IDEAEFR ID BHEIE—HR Threat Grid R, FNSETE— ID 12—
AR, FENRFRAKP R MAERRHE, MT—WR.


http://www.cisco.com/c/en/us/support/security/email-security-appliance/products-user-guide-list.html�
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¥t Threat Grid X & _EBRUAFNIXE AP

L ESA/WSA g & s E & i iEEF[E Threat Grid X & BI1TEME, £BZ1EIZE—A K Threat Grid APt
A AP EIRESA “BER” (de-activated). SHAth Threat Grid AP —#, #MH—4 Threat Grid i%
EEERRAFIEREALKF,, REAERAERETTEREHERHITON.

1. BUEERSHER Threat Grid TR AR RH.

2. MBI (Welcome) 3E 825 A (Manage Users). Threat Grid fiF (Threat Grid Users) 71
EFERNFTFF o

3. fIFRZFAFPKFHAPEMAER (User Details) TTHE (FJEEEEFEA “##F" [Search] R&EH) - AP
AYPA ‘8188 (de-activated).

B 2 - AP¥MAEE (User Details) T > EFEiEAM

User Details

Promote to Org Admin
User is de-activated.

Login
03QA-36F4D53ADBD1CF64516BABAABY8645AB23560A7 CFOSAASCO3779FB5DE30

Re-Activate User

Change Organization

Name
Reset User Rate Limit
03QA-36F4D53AD8D1CF64516BABAABIBE45AB23560A7CFO5AASCO3779F

- Send Password Reset
Organization

vrticsa/QA-96013CCDBCEFBY747E7EBC4B33C94B19CF121E55827AB570F66E43E4767 Set Password

Title
Generate New API Key

Role Reset CSA API Registration Key

User
New Org User

x>
(=]
=
=}
-
7

4. HmEEFHERP (Re-Activate User). £3ITH— N IHEEEKIEMIA.
5. FEXEER SEEFEE (Re-Activate) FHITHIA.

ESA/WSA s Hft &R iR & IR L5 Threat Grid IR & #HITERS .

14 Threat Grid 1Z %% # 2| E R FireAMP FAE =

WIHRL TR IR & LT Threat Grid iR & ZERSEHRSH FireAMP B RERIEES, THE#ER
EgEl. IRERPIECRENEENRE, WNFHAEE.

M Threat Grid 2 &HRESR, hEEREHERE. LENTER CSA AP
BRORELMPITHESHFAES, FHSH FireAMP B ZHIXXH.
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$& Threat Grid 2% ( “TGA” ) FireAMP FAE =
1 WEIZ BFEE Threat Grid 12%&
( “TGA” ) (BIEKREK) -
2 MEIZEFEE FireAMP A8 = ( “TGA” )
(B ARER) -
3 1 TGA £ ELE FireAMP A5 =:

%2 (Integrations) > Threat Grid,
SR [54 2% Threat Grid §5%#Z (Connection
to Threat Grid) £34) -

ERR S Threat Grid IR &HIEE, BHRISE
Zig%. IMEZH DNS £H14. SSLIEHF0
API 48,

#E TGA FIFHLR 3.1 IHEHILER.
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TR

Threat Grid & ( “TGA” )

FireAMP A\ B =

3.1

SSLiEH:

1£ Threat Grid %% OpAdmin B E®, kX
%28 & (Configuration) > SSL. 1B E
=, EIEMRIN SSLIFH L BHmBIAE
£, RETHZIEEFHREL FireAMP AT
=E. (% “SSLiEH#1 THREAT GRID i%
%" HiREAT TGASSL iIEH. )

2
&R%EZBLE (Configuration) > £H1.4

(Hostname)

APl &5

HIFA]LLEE Threat Grid Face [ TR AR R
F, FENEATERNKFHAPEARER
(User Details) T1E A 2] APl Z453:

1. %Z Threat Grid (1P BFAREA.

2. NALAK “Wi” (Welcome) 3
B (NTEMENELR) , ®F
=HEMAA (Manage Users).

3. Bl (WERE, #H8 "#F%
[Search]) Z&MFAFHFAHAR
FMEE (User Details) T1HE, %A
BEH APIZSH. T8, LLBMER
FE “admin” AR, BRIME#AE
Threat Grid %X & L& 01k BRI 612
REMAR.
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TR

Threat Grid & ( “TGA” )

FireAMP A\ B =

3.2

5 E| Threat Grid §9i%# (Connection to
Threat Grid) £ :

1. HWA TGA £H&

2. NEIE BT ERA P Threat
Grid APl Z4B.

3. % TGA SSL iEFH 30
4. HFF “REERE" (Save

Configuration).

5. | “MdERE" (Test
Connection).

6. EENRXELE, BHBEEE
FireAMP A = LiE1T "EHEE"
AN A o

MEAE#H, X¥ERF AMP 5 Threat Grid i&
#iBfE, FEREEAME TG #THR. 8
2, BUAERETHSBERIZERERTE
RS, DUMEMR TGA REMELER,

(AXFHFER, FZ 1 FireAMP RB =AY
P, )

BRERENRTSEFTRS

MT SRR R E R ERSEHRS

10
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TR

Threat Grid & ( “TGA” )

FireAMP A\ B =

4.1

B2E DNS (NEEE) :

Clean #O BT FireAMP £5. B2\
ST, DNS {#fH Dirty #0. MRLEET
Dirty # & 47 FireAMP FAE=E#H%&, T

AT LFE OpAdmin HELE— /M Clean #
O 8y DNS fR&2E.

7£ OpAdmin F, {RAIEEFEE
(Configuration) > F4% (Network), B4
Dirty #1 Clean 4515 DNS F&, AE=
HRTF (Save)o

4.2

CAEHEHE:

T—4 2% FireAMP A5 = SSLiIEH TH
HE &HI/AEMEE] Threat Grid 2%, MUEHEA
PUSIEERIE & :

1. 7 OpAdmin /1, fRREZFEE
(Configuration) > CA iE$ (CA
Certificates). ERILUEFE—1
SSLiEB LI FireAMP FAB = £
EN, SIAETEREN

2. EBRESANNIER, RAFRHFMNE
L5 (Import from Host). MAR
EBWERIFH (Retrieve
certificates from server) X}iE1E
BEENFTH. # FireAMP i &% &
RARRZHIEH (Host) FnimAl
(Port), A= HHE (Retrieve).

3. RHEBREFIER.
4. =EEN (Import).

(& 2 METTEIR 2 A (Import from
Clipboard). MBINE#RAEN: PEM, SKiE=aE
#IMEE (Add Certificate). )

1
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$& Threat Grid 2% ( “TGA” ) FireAMP FAE =

4.3 FireAMP &5 &1 :

7t Threat Grid Face [TP AP REH, NA
E ek ETE FireAMP £ (Manage
FireAMP Integration), “4MEE RS
(Disposition Update Service) & BEED
FTF.

WM\ AMP ZERSEHRS URL (FERTIL
7t FireAMP & &k 2tk URL: {ffokitizss
B, [Integrations] > Threat Grid > FireAMP
A ZUE 2 [FireAMP Private Cloud
Details]) -

WMANEHEE R AP % (admin user name)
IR (password), K5 HHE
(Config).

=18 Threat Grid 40 F0FH

R &E LR Threat Grid AEFFNARMERRZ AR . — BRFREFAMERETNE, BANEIEESH
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&" TEFHEZIED.

BXREEAFKF, (BFEERER ESA/WSA Z&FEMIZFHIM,) KIRAFXE, ESE Threat Grid [T
AP REHBENE B . WEMAZKRIEER B (Help) > 4§/ Threat Grid B#1% B (Using Threat Grid Online
Help) > &I A (Managing Users).
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ESA/WSA & MEAMIZFEHARSE) #iT CSA API £ (GEMt) 2 Threat Grid & &
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B0, B Threat Grid [P P RESIEIL{E R Threat Grid &4, APl R HANZEEERARER RGN
N AR

Threat Grid fiF - £/ H£i# Threat Grid FAF123 3| Threat Grid i &% AR,

EZMBERAT, EAFANTFRIFALINDNRE ENAAREMEAREART L. (RGN RIFEARNN
CSA &EMAT R )
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