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Cisco NAE Policy Explorer App

About NAE Policy Explorer App
The NAE Policy Explorer app analyses a policy snapshot from the Cisco APIC to enable data center
operators and architects to:

• Explore the ACI object models and associations

• Verify connectivity and segmentation between network assets

The NAE Policy Explorer app allows network operators to discover assets and their object
associations in an easy-to-consume natural language query format. Operators can quickly get
visibility into their infrastructure and connectivity or segmentation between assets. The app allows
operators to easily discover associations between traditional networking constructs such as VRFs,
subnets, VLANs to the ACI object model.

The app is based on natural language query interface. The 3 types of queries supported by the app
include:

• What Query: Answers how the different ACI networking entities are related to each other.

Example:

1. What EPGS are associated with VRF: /uni/tn-secure/ctx-secure

2. What EPs are associated with INF: topology/pod-1/paths-101/pathep-[eth1/3] or VRF:uni/tn-
secure/ctx-ctx1

3. What EPGs are associated with BD: uni/tn-secure/BD-BD1 and LEAF: :topology/pod-1/node-103

• Can Query: Answers whether the entities in the ACI policy can communicate with each other.
Can queries can also be used to determine if the entities in the ACI policy can communicate
using protocols such as TCP, UDP, or ICMP and the source and destination ports used for
communication.

Example:

1. Can entity A talk to entity B.

2. Can EPG: uni/tn-secure/ap-AP0/epg-B talk to EPG: uni/tn-secure/ap-AP0/epg-A on tcp dport: 80
sport: 10

• How Query: Provides details on the communication between the entities in the ACI policy.

Example: How does EPG X talk to EPG Y.

Use Cases
• Design verification: Ad-hoc query model enables operators to quickly understand and reason

about their infrastructure. The natural language query model returns search results and
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associations in an easy to understand tabular format. In a single concise view, operators are
able to answer design verification questions or discover deviations from organizational best
practices.

• Lightweight book-keeping: Administration and maintenance teams can provide on demand
visibility into the current state of their policy and networking infrastructure allowing inventory,
book-keeping, and asset tracking procedures to be lightweight.

• Connectivity and Segmentation: Easily answer connectivity questions between a pair of assets
or containers of assets. For example, if a group of EPGs needs to be quarantined, the Can query
can quickly answer if policy has been correctly setup.
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Compatibility Information
The following table lists the compatibility information for the NAE Policy Explorer app.

Table 1. Cisco ACI Compatibility Information

NAE Policy Explorer Release Cisco APIC Release Cisco ACI-Mode NX-OS Switch
Software Release for Cisco
Nexus 9000 Series ACI-Mode
Switches

2.0 4.0 14.0

1.2 • 4.0

• 3.2

• 14.0

• 13.2

1.0 • 4.0

• 3.2

• 14.0

• 13.2

Important Notes

• The NAE Policy Explorer app, Release 1.0 and Release 1.2 has a maximum size limit of 2 GB.

• The NAE Policy Explorer app, Release 2.0 has a maximum size limit of 8 GB of memory.

• The NAE Policy Explorer app, Release 1.0 and Release 1.2 has a maximum size limit of 2 GB on
Cisco APIC release 3.2 and 4.0. If the ACI policy configuration utilizes more than 2 GB of
memory, the snapshot action fails.
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Verified Scalability Limits

Verified Scalability Limits for NAE Policy Explorer App, Release 1.0 and
Release 1.2

The following tables lists the maximum verified scalability limits for the NAE Policy Explorer app.

Table 2. Verified Scalability Limits for ACI Network Mode

Feature Scale

Number of APIC Controllers 3, 5, or 7 node APIC cluster

Number of leaf switches 40

Number of tenants 10

Number of end point groups (EPGs) 100

Number of bridge domains (BDs) 100

Number of VRFs 10

Number of end points 2 K

Table 3. Verified Scalability Limits for ACI Application Mode

Feature Scale

Number of APIC Controllers 3, 5, or 7 node APIC cluster

Number of leaf switches 20

Number of contracts/filters 100

Number of actrlRules fabric wide 10 k

Number of tenants 5

Number of end point groups (EPGs) 100

Number of bridge domains (BDs) 100

Number of VRFs 5

Number of end points 1 K

Verified Scalability Limits for NAE Policy Explorer App, Release 2.0

The following tables lists the maximum verified scalability limits for the NAE Policy Explorer app.

Table 4. Verified Scalability Limits for ACI Network Mode

Feature Scale

Number of APIC Controllers 3, 5, or 7 node APIC cluster

Number of leaf switches 40

Number of tenants 20

Number of end point groups (EPGs) 500

Number of bridge domains (BDs) 500
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Feature Scale

Number of VRFs 20

Number of end points 4 K

Table 5. Verified Scalability Limits for ACI Application Mode

Feature Scale

Number of APIC Controllers 3, 5, or 7 node APIC cluster

Number of leaf switches 40

Number of contracts/filters 250

Number of actrlRules fabric wide 100 k

Number of tenants 20

Number of end point groups (EPGs) 300

Number of bridge domains (BDs) 300

Number of VRFs 10

Number of end points 4 K
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Licensing Information
The NAE Policy Explorer app can be downloaded from the ACI App store.

For licensing information see the the NAE Policy Explorer Ordering Guide.

Supported Browsers
• Chrome

Supported ACI Features
The following ACI features are supported by the NAE Policy Explorer app.

• All scopes of contracts such as global, tenant, application profile, VRF

• Taboo contracts

• vzAny contracts

• Unenforced VRF’s

• Contract preferred groups

Not Supported ACI Features
The following ACI features are not supported by the NAE Policy Explorer app.

• IPv6

• Microsegmentation

• Deny contracts

• Service graphs
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Guidelines and Limitations
• In the NAE Policy Explorer app, only one policy snapshot is available for analysis at a time. If

you choose another snapshot for analysis, the model results for the previous snapshot are
discarded from memory and have to be recomputed.

• Local file system persistence is supported for the NAE Policy Explorer app.

• Upgrading the NAE Policy Explorer app is not supported. Reinstalling the app results in loss of
the existing data.
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Creating a Query using NAE Policy Explorer
Use this procedure to create a query using the NAE Policy Explorer app.

Procedure

1. Log in to the Network Connectivity Explorer app.

2. Choose one of the two options:

a. Perform the following steps when you log in to the Network Connectivity Explorer app for
the first time.

i. In the Timeline, click the camera icon to take a snapshot and perform analysis.

ii. Enter the credentials for Cisco APIC.

b. If you have logged in to the app previously, in the Timeline select the snapshot to make it
active. Analysis is carried out against an active snapshot.

▪ A snapshot can be in one of the following colors:

▪ Dark Blue: This indicates that the the snapshot is ready for analysis.

▪ Light Blue: This indicates that the collection is in progress.

▪ The size of the snapshot indicates the status of the snapshot.

▪ Small: This indicates that the snapshot collection failed.

▪ Big: This indicates that the snapshot collection is successful.

3. On the Search bar, enter a What or Can query. The query must include two groups of one or
more entities from the ACI policy. See Supported Queries. The results of the query are displayed
in the results table.

4. Click the entity on the results table to view the DN information. Click the number on the results
table to view details about the entity in the ACI policy.

5. Click Source and select one or more entities from the results table.

6. Click Destination and select one or more entities from the results table.

7. Click Can they talk to determine if the two entities can communicate with each other.

8. (Optional) Click Reverse Query to reverse the source and destination entities for a Can query.

9. Click Which entities can talk to view the communication between the entities. In the radial
view, the connectivity between entities is displayed with a solid colored arc.


If the query results are large, the message “Too much data to display” is displayed.
Use the Search bar to create a more specific query for the results to be displayed.

9. Select the arc connecting the two entities and click How do they talk. The following
communication details are displayed in the How do they talk results table.

◦ Source: The source EPG.

◦ Destination: The destination EPG.
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◦ Flow Origin: Type of flow.

◦ Flow Owner: The object DN responsible for the flow.

◦ Ether Type: The ethernet type.

◦ Protocol: The protocol (TCP or UDP) used for communication.

◦ Source Port From: The protocol of the starting port of the source port range.

◦ Source Port To: The protocol of the ending port of the source port range.

◦ Destination Port From: The protocol of the starting port of the destination port range.

◦ Destination Port To: The protocol of the ending port of the destination port range.

◦ TCP Rules: The TCP session rules.
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Supported Queries
The following table lists the queries supported by the NAE Policy Explorer app.

Supported What Queries

Table 6. Supported What Queries

Query Entity Operator Entity

What BDs are
associated with

• ?

• Any

• Any?

• BD

• ENCAP

• EP

• EPG

• INF

• LEAF

• VRF

• And

• Or

• Any

• Any?

• BD

• ENCAP

• EP

• EPG

• INF

• LEAF

• VRF

What ENCAPs are
associated with

• ?

• Any

• Any?

• BD

• ENCAP

• EP

• EPG

• INF

• LEAF

• VRF

• And

• Or

• Any

• Any?

• BD

• ENCAP

• EP

• EPG

• INF

• LEAF

• VRF
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Query Entity Operator Entity

What EPGs are
associated with

• ?

• Any

• Any?

• BD

• ENCAP

• EP

• EPG

• INF

• LEAF

• VRF

• And

• Or

• Any

• Any?

• BD

• ENCAP

• EP

• EPG

• INF

• LEAF

• VRF

What EPs are
associated with

• ?

• Any

• Any?

• BD

• ENCAP

• EP

• EPG

• INF

• LEAF

• VRF

• And

• Or

• Any

• Any?

• BD

• ENCAP

• EP

• EPG

• INF

• LEAF

• VRF

What INFs are
associated with

• ?

• Any

• Any?

• BD

• ENCAP

• EP

• EPG

• INF

• LEAF

• VRF

• And

• Or

• Any

• Any?

• BD

• ENCAP

• EP

• EPG

• INF

• LEAF

• VRF
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Query Entity Operator Entity

What Inventory is
associated with

• ?

• Any

• Any?

• BD

• ENCAP

• EP

• EPG

• INF

• LEAF

• VRF

• And

• Or

• Any

• Any?

• BD

• ENCAP

• EP

• EPG

• INF

• LEAF

• VRF

What Leafs are
associated with

• ?

• Any

• Any?

• BD

• ENCAP

• EP

• EPG

• INF

• LEAF

• VRF

• And

• Or

• Any

• Any?

• BD

• ENCAP

• EP

• EPG

• INF

• LEAF

• VRF

What VRFs are
associated with

• ?

• Any

• Any?

• BD

• ENCAP

• EP

• EPG

• INF

• LEAF

• VRF

• And

• Or

• Any

• Any?

• BD

• ENCAP

• EP

• EPG

• INF

• LEAF

• VRF
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Supported Can Queries

Table 7. Supported Can Queries

Query Entity Operator Protocol Destination
Port

Source Port

Can BD bd_name
talk to

• BD

• ENCAP

• EP

• EPG

• INF

• LEAF

• VRF

• ANY*

On • TCP

• UDP

• ICMP

• Port
Number

• Port Range

• Well-
known Port

• Port
Number

• Port Range

• Well-
known Port

Can ENCAP
encap_name talk
to

• BD

• ENCAP

• EP

• EPG

• INF

• LEAF

• VRF

• ANY*

On • TCP

• UDP

• ICMP

• Port
Number

• Port Range

• Well-
known Port

• Port
Number

• Port Range

• Well-
known Port

Can EP ep_name
talk to

• BD

• ENCAP

• EP

• EPG

• INF

• LEAF

• VRF

• ANY*

On • TCP

• UDP

• ICMP

• Port
Number

• Port Range

• Well-
known Port

• Port
Number

• Port Range

• Well-
known Port
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Query Entity Operator Protocol Destination
Port

Source Port

Can EPG
epg_name talk to

• BD

• ENCAP

• EP

• EPG

• INF

• LEAF

• VRF

• ANY*

On • TCP

• UDP

• ICMP

• Port
Number

• Port Range

• Well-
known Port

• Port
Number

• Port Range

• Well-
known Port

Can INF
inf_name talk to

• BD

• ENCAP

• EP

• EPG

• INF

• LEAF

• VRF

• ANY*

On • TCP

• UDP

• ICMP

• Port
Number

• Port Range

• Well-
known Port

• Port
Number

• Port Range

• Well-
known Port

Can LEAF
leaf_name talk
to

• BD

• ENCAP

• EP

• EPG

• INF

• LEAF

• VRF

• ANY*

On • TCP

• UDP

• ICMP

• Port
Number

• Port Range

• Well-
known Port

• Port
Number

• Port Range

• Well-
known Port
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Query Entity Operator Protocol Destination
Port

Source Port

Can VRF
vrf_name talk to

• BD

• ENCAP

• EP

• EPG

• INF

• LEAF

• VRF

• ANY*

On • TCP

• UDP

• ICMP

• Port
Number

• Port Range

• Well-
known Port

• Port
Number

• Port Range

• Well-
known Port

Can ANY talk to • BD

• ENCAP

• EP

• EPG

• INF

• LEAF

• VRF

• ANY

 —   —   —   — 

• The Operator, Protocol, Destination Port, and Source Port are not supported in CAN queries
for these ANY entities.
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