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Preface

* Document Conventions , on page xliii
* Related Documentation, on page xlv
» Communications, Services, and Additional Information, on page xlv

Document Conventions

This document uses the following conventions:

Convention Description

~ or Ctrl Both the * symbol and Ctrl represent the Control (Ctrl) key on a keyboard. For
example, the key combination D or Ctr|-D means that you hold down the Control
key while you press the D key. (Keys are indicated in capital letters but are not
case sensitive.)

bold font Commands and keywords and user-entered text appear in bold font.

Italic font Document titles, new or emphasized terms, and arguments for which you supply
values are in italic font.

Courier font Terminal sessions and information the system displays appear in courier font.
Bold Courier font Bold Courier font indicates text that the user must enter.
[x] Elements in square brackets are optional.

An ellipsis (three consecutive nonbolded periods without spaces) after a syntax
element indicates that the element can be repeated.

| A vertical line, called a pipe, indicates a choice within a set of keywords or

arguments.

[x]y] Optional alternative keywords are grouped in brackets and separated by vertical
bars.

{x|y} Required alternative keywords are grouped in braces and separated by vertical
bars.
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Convention Description

[x {y|z}] Nested set of square brackets or braces indicate optional or required choices within

optional or required elements. Braces and a vertical bar within square brackets
indicate a required choice within an optional element.

string A nonquoted set of characters. Do not use quotation marks around the string or

the string will include the quotation marks.

Nonprinting characters such as passwords are in angle brackets.

Default responses to system prompts are in square brackets.

An exclamation point (!) or a pound sign (#) at the beginning of a line of code
indicates a comment line.

Reader Alert Conventions

This document may use the following conventions for reader alerts:

Means reader take note. Notes contain helpful suggestions or references to material not covered in the manual.

Means the following information will help you solve a problem.

Caution

Means reader be careful. In this situation, you might do something that could result in equipment damage or
loss of data.

Timesaver

A

Means the described action savestime. You can save time by performing the action described in the paragraph.

Warning

IMPORTANT SAFETY INSTRUCTIONS

Before you work on any equipment, be aware of the hazards involved with electrical circuitry and be familiar
with standard practices for preventing accidents. Read the installation instructions before using, installing, or
connecting the system to the power source. Use the statement number provided at the end of each warning
statement to locate its translation in the translated safety warnings for this device. Statement 1071

SAVE THESE INSTRUCTIONS
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Note Before installing or upgrading the device, refer to the release notes at https://www.cisco.com/c/en/us/support/
wireless/catalyst-9800-series-wireless-controllers/products-release-notes-list.html.

* Cisco Catalyst 9800-40 Wireless Controller documentation, located at:

http://www.cisco.com/go/c9800

* Cisco Catalyst 9800-80 Wireless Controller documentation, located at:

http://www.cisco.com/go/c9800

* Cisco Catalyst 9800-L Wireless Controller documentation, located at:

http://www.cisco.com/go/c9800

Communications, Services, and Additional Information

* To receive timely, relevant information from Cisco, sign up at Cisco Profile Manager.
* To get the business impact you’re looking for with the technologies that matter, visit Cisco Services.
* To submit a service request, visit Cisco Support.

» To discover and browse secure, validated enterprise-class apps, products, solutions, and services, visit
Cisco DevNet.

* To obtain general networking, training, and certification titles, visit Cisco Press.

* To find warranty information for a specific product or product family, access Cisco Warranty Finder.

Cisco Bug Search Tool

Cisco Bug Search Tool (BST) is a gateway to the Cisco bug-tracking system, which maintains a comprehensive
list of defects and vulnerabilities in Cisco products and software. The BST provides you with detailed defect
information about your products and software.

Documentation Feedback

To provide feedback about Cisco technical documentation, use the feedback form available in the right pane
of every online document.
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* Information About Using the Command-Line Interface, on page 2
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Information About Using the Command-Line Interface
\Y

Note  Search options on the GUI and CLI are case sensitive.

Command Modes

The Cisco 10S user interface is divided into many different modes. The commands available to you depend
on which mode you are currently in. Enter a question mark (?) at the system prompt to obtain a list of commands
available for each command mode.

You can start a CLI session through a console connection, through Telnet, an SSH, or by using the browser.

When you start a session, you begin in user mode, often called user EXEC mode. Only a limited subset of
the commands are available in user EXEC mode. For example, most of the user EXEC commands are one-time
commands, such as show commands, which show the current configuration status, and clear commands,
which clear counters or interfaces. The user EXEC commands are not saved when the device reboots.

To have access to all commands, you must enter privileged EXEC mode. Normally, you must enter a password
to enter privileged EXEC mode. From this mode, you can enter any privileged EXEC command or enter
global configuration mode.

Using the configuration modes (global, interface, and line), you can make changes to the running configuration.
If you save the configuration, these commands are stored and used when the device reboots. To access the
various configuration modes, you must start at global configuration mode. From global configuration mode,
you can enter interface configuration mode and line configuration mode .

This table describes the main command modes, how to access each one, the prompt you see in that mode, and
how to exit the mode.

Table 1: Command Mode Summary

Mode Access Method Prompt Exit Method About This Mode
User EXEC Begin a session Enter logout or | Use this mode to
: Device> ;
using Telnet, SSH, quit. « Change
or console. .
terminal
settings.

 Perform basic
tests.

* Display system
information.
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Command Modes .

Mode Access Method Prompt Exit Method About This Mode

Privileged EXEC | While in user Enter disableto | Use this mode to
EXEC mode, enter |evicef exit. verify commands
the enable that you have
command. entered. Use a

password to protect
access to this mode.

Global While in privileged To exit to Use this mode to

configuration EXEC mode, enter | PeVice (config)# privileged configure parameters
the configure EXEC mode, |thatapply to the
command. enter exit or entire device.

end, or press
Ctrl-Z.

VLAN While in global To exit to Use this mode to

configuration configuration mode, | PVice (config=vian)# | o]ha] configure VLAN
enter the vlan configuration |parameters. When
vlan-id command. mode, enter the | VTP mode is

exit command. |transparent, you can
To return to create
.. extended-range
privileged VLANSs (VLAN IDs
EXEC mode,
greater than 1005)
press Ctrl-Z or
enter end. and save . .
configurations in the
device startup
configuration file.

Interface While in global To exit to Use this mode to

configuration configuration mode, | PSVice (config=if)# global configure parameters
enter the interface configuration | for the Ethernet
command (with a mode, enter ports.
specific interface). exit.

To return to
privileged
EXEC mode,
press Ctrl-Z or
enter end.

Line configuration | While in global To exit to Use this mode to
configuration mode, | P€Vice (config=line)# | o1qha] configure parameters
specify a line with configuration | for the terminal line.
the line vty or line mode, enter
console command. exit.

To return to
privileged
EXEC mode,
press Ctrl-Z or
enter end.
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Understanding Abbreviated Commands

You need to enter only enough characters for the device to recognize the command as unique.

This example shows how to enter the show configur ation privileged EXEC command in an abbreviated form:

Device# show conf

No and Default Forms of Commands

Almost every configuration command also has a no form. In general, use the no form to disable a feature or
function or reverse the action of a command. For example, the no shutdown interface configuration command
reverses the shutdown of an interface. Use the command without the keyword no to reenable a disabled feature
or to enable a feature that is disabled by default.

Configuration commands can also have a default form. The default form of a command returns the command
setting to its default. Most commands are disabled by default, so the default form is the same as the no form.
However, some commands are enabled by default and have variables set to certain default values. In these
cases, the default command enables the command and sets variables to their default values.

CLI Error Messages

This table lists some error messages that you might encounter while using the CLI to configure your device.

Table 2: Common CLI Error Messages

Error Message Meaning How to Get Help

% Ambiguous You did not enter enough Reenter the command followed by a question mark

ZZI;Ta“d’ show characters for your device to (?) without any space between the command and
recognize the command. the question mark.

The possible keywords that you can enter with the
command appear.

% Incomplete You did not enter all of the Reenter the command followed by a question mark
command. keywords or values required by | (?) with a space between the command and the
this command. question mark.

The possible keywords that you can enter with the
command appear.

o

$ Invalid input | You entered the command Enter a question mark (?) to display all of the
detected at incorrectly. The caret (*) marks | commands that are available in this command mode.

marker. the point of the error.
pot ’ The possible keywords that you can enter with the

command appear.
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Configuration Logging

You can log and view changes to the device configuration. You can use the Configuration Change Logging
and Notification feature to track changes on a per-session and per-user basis. The logger tracks each
configuration command that is applied, the user who entered the command, the time that the command was
entered, and the parser return code for the command. This feature includes a mechanism for asynchronous
notification to registered applications whenever the configuration changes. You can choose to have the

notifications sent to the syslog.

\}

Configuration Logging .

Note Only CLI or HTTP changes are logged.

Using the Help System

You can enter a question mark (?) at the system prompt to display a list of commands available for each
command mode. You can also obtain a list of associated keywords and arguments for any command.

SUMMARY STEPS
1. help
2. abbreviated-command-entry ?
3. abbreviated-command-entry <Tab>
4. ?
5. command ?
6. command keyword ?
DETAILED STEPS

Command or Action

Purpose

Step 1 help Obtains a brief description of the help system in any
Example: command mode.
Device# help
Step 2 abbreviated-command-entry ? Obtains a list of commands that begin with a particular
Example: character string.
Device# di?
dir disable disconnect
Step 3 abbreviated-command-entry <Tab> Completes a partial command name.
Example:
Device# sh conf<tab>
Device# show configuration
Step 4 ? Lists all commands available for a particular command
mode.
Example:
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Command or Action Purpose

Device> ?

Step 5 command ? Lists the associated keywords for a command.

Example:

Device> show ?

Step 6 command keyword ? Lists the associated arguments for a keyword.

Example:

Device (config) # wireless management ?
certificate Configure certificate details

interface Select an interface to configure
transfer Active transfer profiles
trustpoint Select a trustpoint to configure
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* 3gpp-info, on page 16

* aaa accounting identity, on page 17

* aaa accounting update periodic interval-in-minutes , on page 19
* aaa authentication dotlx, on page 20

* aaa authentication login, on page 21

* aaa authorization, on page 22

* aaa authorization credential download default, on page 26
* aaa group server ldap, on page 27

* aaa group server radius, on page 28

* aaa local authentication default authorization, on page 29
* aaa new-model, on page 30

* aaa server radius dynamic-author, on page 32

* aaa session-id, on page 34

* access-session wireless cui-enable, on page 36

* aaa-override, on page 37

* aaa-override vlan fallback, on page 38

* aaa-policy , on page 39

* aaa-realm enable , on page 40

* absolute-timer, on page 41

* access-list, on page 42

» access-list acl-ace-limit, on page 44

* accounting-list, on page 45

* acl-policy, on page 46

* action power-saving-mode power-profile, on page 47

* address, on page 48

* address, on page 50

* address prefix, on page 51

* advice-charge, on page 52

* airtime-fairness mode, on page 53

+ allow at-least min-number at-most max-number, on page 54
» amsdu (mesh), on page 55

* anqgp, on page 56

* anqp-domain-id, on page 57
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« antenna beam-selection, on page 58

* antenna count, on page 59

* antenna monitoring, on page 60

* ap, on page 62

* ap audit-report, on page 63

« ap auth-list, on page 64

* ap auth-list ap-cert-policy allow-mic-ap , on page 65

« ap auth-list ap-cert-policy allow-mic-ap trustpoint, on page 66

« ap auth-list ap-cert-policy mac-address MAC-address | serial-number AP-serial-number policy-type mic,
on page 67

« ap auth-list ap-policy, on page 68

* ap capwap multicast, on page 69

* ap capwap retransmit, on page 70

* ap capwap timers, on page 71

* ap cisco-dna token, on page 73

* ap country, on page 74

* ap dotl1 24ghz | 5ghz dotl1ax spatial-reuse obss-pd , on page 75

* ap dotl1 24ghz | S5ghz dotl1ax spatial-reuse obss-pd non-srg-max , on page 76

« ap dotl1 24ghz | 5ghz rrm ndp-mode, on page 77

* ap dotl1 24ghz cleanair, on page 78

* default ap dotl1 24ghz cleanair device, on page 79

« ap dotl1 24ghz dotl1g, on page 81

« ap dotl1 24ghz rate, on page 82

* ap dotl1 24ghz rrm channel cleanair-event, on page 84

* ap dotl1 24ghz rrm channel device, on page 85

« ap dotl1 24ghz rrm optimized-roam, on page 86

« ap dotl1 24ghz rx-sop threshold, on page 87

* ap dotl1 24ghz shutdown, on page 88

« ap dotl1 Sghz channelswitch quiet, on page 89

« ap dotl1 Sghz cleanair , on page 90

* default ap dot11 5ghz cleanair device, on page 91

* ap dotl1 5ghz power-constraint, on page 92

* ap dotl1 5ghz rate, on page 93

« ap dotl1 Sghz rrm channel cleanair-event, on page 94

 ap dotl1 5ghz rrm channel device, on page 95

* ap dotl1 5ghz rrm channel zero-wait-dfs, on page 96

* ap dotl1 5ghz rx-sop threshold, on page 97

* ap dotl1 Sghz shutdown, on page 98

 ap dotl1 5ghz smart-dfs, on page 99

* ap dotl1 6ghz cleanair, on page 100

* ap dotl1 6ghz rf-profile, on page 101

e ap dotll , on page 102

« ap dotl1 beaconperiod, on page 103

* ap dotl1 cac media-stream, on page 104

 ap dotl1 cac multimedia, on page 107

« ap dotl1 cac voice, on page 108
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* ap dotl1 cleanair, on page 111

« ap dotl1 cleanair alarm air-quality, on page 112

* ap dotl1 cleanair alarm air-quality threshold, on page 113
* ap dotl1 cleanair alarm device cont-tx, on page 114
* ap dotl1 cleanair alarm unclassified, on page 115

« ap dotl1 cleanair alarm unclassified threshold, on page 116
* ap dotl1 cleanair device, on page 117

« ap dotl1 dotl1n, on page 119

* ap dotl1 dtpc, on page 122

« ap dotl1 edca-parameters, on page 124

* ap dotl1 load-balancing denial, on page 126

* ap dotl1 load-balancing window, on page 127

« ap dotl1 rf-profile, on page 128

* ap dotl1 rrm, on page 129

* ap dotl1 rrm channel, on page 132

« ap dotl1 rrm channel cleanair-event, on page 133

* ap dotl1 rrm channel dca, on page 134

« ap dotl1 rrm channel-update mesh, on page 136

* ap dotl1 rrm channel-update mesh bridge-group, on page 137
 ap dotl1 rrm channel dca chan-width, on page 138
« ap dotl1 rrm coverage, on page 139

* ap dotl1 rrm group-member, on page 141

* ap dotl1 rrm group-mode, on page 142

* ap dotl1 rrm logging, on page 143

* ap dotl1 rrm monitor, on page 145

« ap dotl1 rrm ndp-type, on page 146

* ap dotl1 rrm tpc-threshold, on page 147

« ap dotl1 rrm txpower, on page 148

« ap dotl1 rrm txpower, on page 149

* ap dot15 shutdown, on page 150

» ap file-transfer https port, on page 151

« ap filter , on page 152

« ap fra, on page 153

« ap fra 5-6ghz, on page 154

* ap fra 5-6ghz freeze, on page 155

« ap fra 5-6ghz interval, on page 156

* ap geolocation derivation ranging, on page 157

* ap geolocation ranging all accurate, on page 158

* ap geolocation ranging site accurate, on page 159

* ap hyperlocation, on page 160

* ap image, on page 161

* ap image site-filter, on page 162

* ap image upgrade, on page 163

* ap link-encryption, on page 164

* ap name icap subscription ap rf spectrum, on page 165
* ap name antenna band mode, on page 166
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* ap name ble, on page 167

* ap name clear-personal-ssid, on page 168

* ap name controller, on page 169

* ap name core-dump, on page 170

* ap name country, on page 171

« ap name crash-file, on page 172

* ap name dot11 24ghz | 5ghz | 6ghz rrm channel update mesh, on page 173
« ap name dot11 24ghz slot 0 SI, on page 174

* ap name dot11 24ghz slot antenna , on page 175

» ap name dotl1 24ghz slot beamforming , on page 176

* ap name dot11 24ghz slot channel , on page 177

« ap name dot11 24ghz slot cleanair , on page 178

« ap name dot11 24ghz slot dotl1n antenna, on page 179

» ap name dotl1 24ghz slot dot11ax bss-color, on page 180

* ap name dot11 24ghz slot shutdown, on page 181

« ap name dot11 24ghz radio role manual sniffer channel, on page 182
« ap name dot11 5ghz radio role manual sniffer channel, on page 183
» ap name dotl1 5ghz slot 1 dual-radio mode, on page 184

* ap name dotl1 5ghz slot radio role, on page 185

« ap name dotl1 channel width, on page 186

« ap name dot11 dual-band cleanair, on page 187

 ap name dotl1 dual-band shutdown, on page 188

* ap name dot11 rrm profile, on page 189

* ap name export support-bundle mode, on page 191

« ap name floor, on page 192

 ap name hyperlocation, on page 193

* ap name image, on page 194

* ap name icap subscription client anomaly-detection report-individual enable aggregate, on page 195
* ap name icap subscription client anomaly-detection report-individual per-client throttle, on page 196
* ap name icap subscription client anomaly-detection report-individual per-type throttle, on page 197
* ap name indoor, on page 198

* ap name iot-radio firmware overwrite, on page 199

* ap name ipsla, on page 200

« ap name keepalive, on page 201

* ap name lan, on page 202

« ap name led, on page 203

« ap name led-brightness-level, on page 204

« ap name location, on page 205

* ap name mesh backhaul rate dot11abg, on page 206

* ap name mdsn-ap, on page 207

* ap name mesh backhaul rate dotl1ac, on page 208

» ap name name mesh backhaul rate dotllax , on page 209

* ap name name new-ap-name, on page 210

* ap name no, on page 211

* ap name mesh backhaul rate , on page 212

» ap name mesh backhaul rate dot11n, on page 213
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* ap name mesh block-child, on page 214

» ap name mesh daisy-chaining, on page 215

* ap name mesh ethernet mode access, on page 216
* ap name mesh ethernet mode trunk, on page 217
* ap name mesh linktest, on page 218

 ap name mesh parent preferred, on page 219

* ap name mesh security psk provisioning delete, on page 220
* ap name mesh vlan-trunking native, on page 221
* ap name mode, on page 222

» ap name mode bridge, on page 224

* ap name monitor-mode, on page 225

* ap name monitor-mode dotl1b, on page 226

* ap name management-mode meraki, on page 227
* ap name name, on page 228

* ap name network-diagnostics, on page 229

* ap name priority, on page 230

* ap name remote, on page 231

* ap name reset, on page 232

* ap name reset-button, on page 233

* ap name role, on page 234

* ap name sensor environment, on page 235

* ap name slot, on page 236

* ap name static-ip, on page 238

« ap name shutdown, on page 239

* ap name sniff, on page 240

* ap name tftp-downgrade, on page 241

* ap name usb-module, on page 242

* ap name vlan-tag, on page 243

* ap name write tag-config , on page 244

* ap name-regex , on page 245

* ap neighborhood calendar-profile, on page 246

« ap neighborhood load-balance, on page 247

* ap packet-capture, on page 248

« ap packet-capture profile, on page 249

* ap packet-capture start, on page 250

« ap profile, on page 251

* ap remote-lan profile-name, on page 252

« ap remote-lan shutdown, on page 253

* ap remote-lan-policy policy-name, on page 254

* ap reset site-tag, on page 255

* ap tag persistency enable, on page 256

« ap upgrade method https, on page 257

* ap upgrade staggered client-deauth, on page 258
* ap upgrade staggered iteration completion, on page 259
* ap upgrade staggered iteration error, on page 260
« ap upgrade staggered iteration timeout, on page 261
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* ap tag-source-priority , on page 262

* ap tag-sources revalidate , on page 263

* ap triradio, on page 264

* ap vlan-tag, on page 265

* arp-caching, on page 266

* assisted-roaming, on page 267

* association-limit, on page 268

» authentication-type, on page 269

* autoqos, on page 270

* avg-packet-size packetsize , on page 271

* avc sd-service, on page 272

* avoid label exhaustion error , on page 273
* awips, on page 274

* awips-syslog, on page 275

* backhaul (mesh), on page 276

* background-scanning (mesh), on page 277
* band-select client, on page 278

* band-select cycle, on page 279

* band-select expire, on page 280

* band-select probe-response, on page 281

* banner text, on page 282

* battery-state (mesh), on page 283

* boot system flash, on page 284

* bridge-group, on page 286

* bss-transition, on page 287

* bssid-stats bssid-stats frequency, on page 288
* bssid-neighbor-stats interval , on page 289
* cache timeout active value , on page 290

* cache timeout inactive value , on page 291
» call-snoop, on page 292

» calender-profile name, on page 293

* captive-bypass-portal, on page 294

* capwap-discovery, on page 295

* capwap backup, on page 296

* capwap window size , on page 297

* capwap udplite, on page 298

* ccn (mesh), on page 299

* ccx aironet-iesupport, on page 300

* cdp, on page 301

* central authentication, on page 302

« central dhcp, on page 303

» central switching, on page 304

* central-webauth, on page 305

* chassis redundancy ha-interface, on page 306
* chassis redundancy ha-interface GigabitEthernet, on page 307
» chassis redundancy keep-alive, on page 308

. Cisco Catalyst 9800 Series Wireless Controller Command Reference, Cisco 10S XE Dublin 17.12.x



| Configuration Commands: a to f

* chassis renumber, on page 309

» chassis priority, on page 310

» chassis transport, on page 311

* cisco-dna grpc, on page 312

* class, on page 313

« classify, on page 316

* class-map, on page 317

* clear aaa counters servers radius, on page 319

* clear ap config, on page 320

* clear ap meraki stats, on page 321

* clear ap sort statistics, on page 322

« clear chassis redundancy, on page 323

* clear ip nbar protocol-discovery wlan , on page 324

* clear mdns-sd statistics, on page 325

» clear platform condition all, on page 326

« clear platform hardware chassis active qfp feature wireless trace-buffer ingress, on page 327
* clear platform hardware chassis active qfp feature wireless trace-buffer punt-inject , on page 328
* clear platform software rif-mgr chassis active RO clear-lmp-counters, on page 329
* clear platform software rif-mgr chassis standby RO clear-lmp-counters, on page 330
« clear radius statistics, on page 331

* clear subscriber policy peer, on page 332

* clear wireless stats mobility, on page 333

» clear wireless stats mobility peer ip, on page 334

* clear wireless wps rogue ap, on page 335

* clear wireless wps rogue client, on page 336

* clear wireless wps rogue stats, on page 337

* clear wlan sort statistics, on page 338

« client-access (mesh), on page 339

* client association limit, on page 340

* client-aware-fra, on page 342

* channel foreign, on page 343

« channel chan-width, on page 344

* channel psc, on page 345

* client-12-vnid , on page 346

* client-steering, on page 347

« collect counter, on page 348

* collect wireless ap mac address (wireless), on page 349

« collect wireless client mac address (wireless), on page 350
» condition chan-width, on page 351

* connection-capability, on page 352

* consent activation-mode merge, on page 354

* console, on page 355

» controller, on page 356

 convergence, on page 357

* copy configuration download, on page 358

* copy configuration upload, on page 359
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* core-dump kernel limit, on page 360

* coverage, on page 361

* crypto key generate rsa, on page 362

* crypto pki trustpoint, on page 368

* crypto pki trust pool import terminal, on page 369
* crypto pki trustpool clean, on page 370

* cts inline-tagging, on page 371

* cts role-based enforcement, on page 372

* cts sgt, on page 373

* custom-page login device, on page 374

* default, on page 375

« daisychain-stp-redundancy, on page 378

* debug platform qos-acl-tcam, on page 379
* debug platform packet-trace, on page 380

* debug platform hardware chassis active qfp feature wireless datapath trace-buffer debug-level, on page
381

* debug platform hardware chassis active qfp feature wireless datapath trace-buffer ingress filtered-trace,
on page 382

* debug platform hardware chassis active qfp feature wireless datapath trace-buffer ingress global-trace,
on page 384

* debug platform hardware chassis active qfp feature wireless datapath trace-buffer punt-inject filtered-trace
, on page 385

* debug platform hardware chassis active qfp feature wireless datapath trace-buffer punt-inject global-trace,
on page 387

* debug qos-manager, on page 388

* debug wireless bundle client abort, on page 389

* debug wireless bundle client mac , on page 390

* debug wireless bundle client start, on page 391

* debug wireless bundle client stop-all collect, on page 392

* description, on page 393

* destination, on page 394

* device-role (IPv6 snooping), on page 395

« device-role (IPv6 nd inspection), on page 396

* device-tracking binding, on page 397

* device-tracking binding vlan, on page 398

* device-tracking policy, on page 399

* destination-ports, on page 401

* dhcp-server, on page 402

* dhcp-tlv-caching, on page 403

* dns-server (IPv6), on page 404

* dnscrypt, on page 405

» domain, on page 406

» domain-name (DHCP), on page 407

* dotl1 airtime-fairness, on page 408

* dotllax, on page 409

* dotl1ax bcast-probe-response, on page 410
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* dotllax bcast-probe-response time-interval, on page 411
* dotl1ax fils-discovery, on page 412

* dotl1ax multi-bssid-profile, on page 413

* dotllax spatial-reuse obss-pd, on page 414

* dotl1ax spatial-reuse obss-pd non-srg-max, on page 415
* dotllax target-waketime, on page 416

* dotllax twt-broadcast-support, on page 417

* dotl1 {24ghz slot0 | 5ghz {slotl | slot2} radio-profile, on page 418
* dotllbg 11g, on page 419

* dotl1 5ghz reporting-interval , on page 420

* dotl1 reporting-interval, on page 421

* dotlx system-auth-control, on page 422

* dotl1-tlv-accounting, on page 424

* dscp, on page 425

* ecap-method, on page 426

» eap profile, on page 428

* ct-analytics, on page 429

» ethernet-vlan-transparent (mesh), on page 430
» cthernet-bridging (mesh), on page 431

* event identity-update, on page 432

* exclusionlist, on page 433

* exec-character-bits , on page 434

* exec time-out, on page 435

» exporter default-flow-exporter, on page 436

« fabric control-plane, on page 437

» fast-teardown, on page 438

» fallback-radio-shut, on page 439

» fips authorization-key, on page 440

* flex , on page 441

* flow exporter, on page 442

+ flow monitor, on page 443

* flow record, on page 444

« full-sector-dfs (mesh), on page 445
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. 3gpp-info

3gpp-info

To configure a 802.11u 3rd Generation Partnership Project (3GPP) cellular network used by hotspots, use the
3gpp-info command. To remove the network, use the no form of the command.

3gpp-info country-code network-code

Syntax Description country-code  Mobile country code.

network-code Mobile network

code.
Command Default None
Command Modes Wireless ANQP Server Configuration (config-wireless-anqp-server)
Command History Release Modification

Cisco I0S XE Gibraltar 16.12.1 This command was
introduced.

Example

The following example shows how to configure a 802.11u 3GPP cellular network:

Device (config)# wireless hotspot angp-server my-server
Device (config-wireless-angp-server)# 3gpp-info us mcc
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aaa accounting identity .

aaa accounting identity

To enable authentication, authorization, and accounting (AAA) for IEEE 802.1x, MAC authentication bypass
(MAB), and web authentication sessions, use the aaa accounting identity command in global configuration
mode. To disable IEEE 802.1x accounting, use the no form of this command.

aaaaccountingidentity {name | default} start-stop {broadcastgroup {name | radius| tacacst+}
[group {name | radius | tacacst} ... 1 | group {name | radius | tacacst+} [group
{name | radius | tacacst}... ]}

no aaa accounting identity {name | default }

Syntax Description

Command Default

Command Modes

name Name of a server group. This is optional when you enter it after the broadcast group and group
keywords.
default Uses the accounting methods that follow as the default list for accounting services.

start-stop Sends a start accounting notice at the beginning of a process and a stop accounting notice at the
end of a process. The start accounting record is sent in the background. The requested-user
process begins regardless of whether or not the start accounting notice was received by the
accounting server.

broadcast Enables accounting records to be sent to multiple AAA servers and send accounting records to
the first server in each group. If the first server is unavailable, the device uses the list of backup
servers to identify the first server.

group Specifies the server group to be used for accounting services. These are valid server group
names:

* name — Name of a server group.
» radius— Lists of all RADIUS hosts.

« tacacst+ — Lists of all TACACS+ hosts.

The group keyword is optional when you enter it after the broadcast group and group keywords.
You can enter more than optional group keyword.

radius (Optional) Enables RADIUS authorization.

tacacs+ (Optional) Enables TACACS+ accounting.

AAA accounting is disabled.

Global configuration

Command History

Usage Guidelines

Release Modification

Cisco IOS XE Gibraltar 16.10.1 This command was introduced.

To enable AAA accounting identity, you need to enable policy mode. To enable policy mode, enter the
authentication display new-style command in privileged EXEC mode.
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This example shows how to configure IEEE 802.1x accounting identity:

Device# authentication display new-style

Please note that while you can revert to legacy style
configuration at any time unless you have explicitly
entered new-style configuration, the following caveats
should be carefully read and understood.

(1) If you save the config in this mode, it will be written
to NVRAM in NEW-style config, and if you subsequently
reload the router without reverting to legacy config and
saving that, you will no longer be able to revert.

(2) In this and legacy mode, Webauth is not IPvé6-capable. It
will only become IPv6-capable once you have entered new-
style config manually, or have reloaded with config saved
in 'authentication display new' mode.

Device# configure terminal
Device (config) # aaa accounting identity default start-stop group radius
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aaa accounting update periodic interval-in-minutes

To configure accounting update records intervals, use the aaa accounting update periodic command.

aaa accounting update periodic interval-in-minutes [jitter maximum jitter-max-value]

Syntax Description periodic Send accounting update records at regular intervals.

<1-71582> Periodic intervals to send accounting update records(in minutes)

jitter Set jitter parameters for periodic interval

maximum  Set maximum jitter value for periodic interval (in seconds)

<0-2147483> Maximum jitter value for periodic interval(in seconds). Default is 300 seconds.

Command Default None

Command Modes Global configuration (config)

Command History Release Modification

Cisco IOS XE Gibraltar 16.10.1 This command was introduced in a release earlier than Cisco I0S XE
Gibraltar 16.10.1.

Examples

The following example shows how to configure the interval to five minutes at which the accounting
records are updated:

Device# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Device (config) # aaa accounting update periodic 5
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aaa authentication dot1x

To specify the authentication, authorization, and accounting (AAA) method to use on ports complying with
the IEEE 802.1x authentication, use the aaa authentication dot1x command in global configuration mode .
To disable authentication, use the no form of this command.

aaa authentication dotlx {default} methodl
no aaa authentication dotlx {default} methodl

Syntax Description  default  The default method when a user logs in. Use the listed authentication method that follows this
argument.

methodl Specifies the server authentication. Enter the group radiuskeywords to use the list of all RADIUS
servers for authentication.

Note Though other keywords are visible in the command-line help strings, only the default
and group radius keywords are supported.

Command Default No authentication is performed.
Command Modes Global configuration
Command History Release Modification
Cisco I0S XE Gibraltar 16.10.1 This command was introduced.
Usage Guidelines The method argument identifies the method that the authentication algorithm tries in the specified sequence

to validate the password provided by the client. The only method that is IEEE 802.1x-compliant is the group
radius method, in which the client data is validated against a RADIUS authentication server.

If you specify group radius, you must configure the RADIUS server by entering the radius-server host
global configuration command.

Use the show running-config privileged EXEC command to display the configured lists of authentication
methods.

This example shows how to enable AAA and how to create an IEEE 802.1x-compliant authentication
list. This authentication first tries to contact a RADIUS server. If this action returns an error, the user
is not allowed access to the network.

Device (config) # aaa new-model
Device (config) # aaa authentication dotlx default group radius
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aaa authentication login

To set authentication, authorization, and accounting (AAA) at login, use the aaa authentication login command
in global configuration mode.

aaa authentication login authentication-list-name {group }group-name

Syntax Description

authentication-list-name  Character string used to name the list of authentication methods activated when
a user logs in.

group Uses a subset of RADIUS servers for authentication as defined by the server
group group-name.

group-name Server group name.
Command Default ~ None
Command Modes Global Configuration
Command History Release Modification

Examples

Cisco IOS XE Gibraltar 16.10.1 This command was introduced.

The following example shows how to set an authentication method list named local_webauth to the
group type named local in local web authentication:

Device (config) # aaa authentication login local_webauth local

The following example shows how to set an authentication method to RADIUS server group in local
web authentication:

Device (config) # aaa authentication login webauth_radius group ISE_group
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To set the parameters that restrict user access to a network, use the aaa authorization command in global
configuration mode. To remove the parameters, use the No form of this command.

Configuration Commands: a to f |

aaa authorization { auth-proxy | cache | commandslevel | config-commands | configuration
| console | credential-download | exec | multicast | network | onep | policy-if | prepaid
| radius-proxy | reverse-access | subscriber-service | template} {default | list_name }
[methodl [ method2 ...]]

Syntax Description

Command Default

auth-proxy Runs authorization for authentication proxy services.

cache Configures the authentication, authorization, and accounting (AAA) server.
commands Runs authorization for all commands at the specified privilege level.

level Specific command level that should be authorized. Valid entries are 0 through 15.

config-commands

Runs authorization to determine whether commands entered in configuration mode
are authorized.

configuration

Downloads the configuration from the AAA server.

console

Enables the console authorization for the AAA server.

credential-download

Downloads EAP credential from Local/ RADIUS/LDAP.

exec Enables the console authorization for the AAA server.

multicast Downloads the multicast configuration from the AAA server.

networ k Runs authorization for all network-related service requests, including Serial Line
Internet Protocol (SLIP), PPP, PPP Network Control Programs (NCPs), and
AppleTalk Remote Access (ARA).

onep Runs authorization for the ONEP service.

I eVer se-access Runs authorization for reverse access connections, such as reverse Telnet.

template Enables template authorization for the AAA server.

default Uses the listed authorization methods that follow this keyword as the default list of
methods for authorization.

list_name Character string used to name the list of authorization methods.

methodl [method2...]

(Optional) An authorization method or multiple authorization methods to be used
for authorization. A method may be any one of the keywords listed in the table
below.

Authorization is disabled for all actions (equivalent to the method keyword none).
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Command Modes

Global configuration

Command History

Release Modification

Cisco IOS XE Gibraltar 16.10.1 This command was introduced.

Usage Guidelines

Use the aaa authorization command to enable authorization and to create named methods lists, which define
authorization methods that can be used when a user accesses the specified function. Method lists for
authorization define the ways in which authorization will be performed and the sequence in which these
methods will be performed. A method list is a named list that describes the authorization methods (such as
RADIUS or TACACS+) that must be used in sequence. Method lists enable you to designate one or more
security protocols to be used for authorization, which ensures a backup system in case the initial method fails.
Cisco IOS software uses the first method listed to authorize users for specific network services; if that method
fails to respond, the Cisco 10S software selects the next method listed in the method list. This process continues
until there is successful communication with a listed authorization method, or until all the defined methods
are exhausted.

)

Note

The Cisco 1OS software attempts authorization with the next listed method only when there is no response
from the previous method. If authorization fails at any point in this cycle--meaning that the security server or
the local username database responds by denying the user services--the authorization process stops and no
other authorization methods are attempted.

If the aaa authorization command for a particular authorization type is issued without a specified named
method list, the default method list is automatically applied to all interfaces or lines (where this authorization
type applies) except those that have a named method list explicitly defined. (A defined method list overrides
the default method list.) If no default method list is defined, then no authorization takes place. The default
authorization method list must be used to perform outbound authorization, such as authorizing the download
of IP pools from the RADIUS server.

Use the aaa authorization command to create a list by entering the values for the list-name and the method
arguments, where list-name is any character string used to name this list (excluding all method names) and
method identifies the list of authorization methods tried in the given sequence.

\}

Note

In the table that follows, the groupgroup-name, group ldap, group radius, and group tacacs+ methods refer
to a set of previously defined RADIUS or TACACSH+ servers. Use the radius server and tacacs server
commands to configure the host servers. Use the aaa group server radius, aaa group server ldap, and aaa
group server tacacs+ commands to create a named group of s