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Preface

This document describes how to configure the Cisco Edge 340 Series in your network.

This guide does not describe how to install the Cisco Edge 340 Series. For information about how to
install the Cisco Edge 340 Series, see the hardware installation guide pertaining to your device.

Conventions

This publication uses these conventions to convey instructions and information.
For command descriptions:

e Commands and keywords are in boldface text.

e Arguments for which you supply values are in italic.

e Square brackets ([ ]) mean optional elements.

Braces ({ }) group required choices, and vertical bars ( | ) separate the alternative elements.

¢ Braces and vertical bars within square brackets ([{ | }]) mean a required choice within an optional
element.

For interactive examples:
e Terminal sessions and system displays are in screen font.
¢ Information that you enter is in boldface screen font.
e Nonprinting characters, such as passwords or tabs, are in angle brackets (< >).

Notes, cautions, and warnings use these conventions and symbols:

Means reader take note. Notes contain helpful suggestions or references to materials not contained in
this manual.

Caution

Means reader be careful. In this situation, you might do something that could result in equipment
damage or loss of data.

[ oL-31688-01
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Warning IMPORTANT SAFETY INSTRUCTIONS

This warning symbol means danger. You are in a situation that could cause bodily injury. Before you
work on any equipment, be aware of the hazards involved with electrical circuitry and be familiar
with standard practices for preventing accidents. Use the statement number provided at the end of
each warning to locate its translation in the translated safety warnings that accompanied this
device. Statement 1071

SAVE THESE INSTRUCTIONS

Related Publications

e C(Cisco Edge 340 Series Installation Guide
e Release Notes for the Cisco Edge 340 Series

Obtaining Documentation and Submitting a Service Request

For information on obtaining documentation, submitting a service request, and gathering additional
information, see What’s New in Cisco Product Documentation at:
http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html.

Subscribe to What’s New in Cisco Product Documentation, which lists all new and revised Cisco technical
documentation, as an RSS feed and deliver content directly to your desktop using a reader application. The
RSS feeds are a free service.

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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CHAPTER 1

Cisco Edge 340 Series Overview

e Cisco Edge 340 Series Overview
e Logging in to the System
e Management and Configuration Support

e System Installation and Upgrade

Cisco Edge 340 Series Overview

Cisco Edge 340 Series is the next-generation device for vertical and enterprise-connected room
deployments that provide rich media-enablement capabilities and vertical-specific application support.
It integrates rich connectivity to enable all the essential components of a digital connected room
experience with Ethernet LAN uplink, wireless access, rich media, and application computing. It is also
an open application platform that allows you to customize it to enable vertical solutions.

Digital Media Player

The Cisco Edge 340 Series device functions as a next-generation digital media player for the following
solutions:

¢ Digital media signage
¢ Sports and entertainment
e iServcies

In the digital media signage solution, the Cisco Edge 340 Series device acts as a Digital Media Player
(DMP) to provide the functions of both video and audio player. Additionally, it also provides high
computing capability and local storage for the content.

Application Support

The Cisco Edge 340 Series supports vertical applications and provides computing power, storage, and
simple connectivity functions.

Home Automation Gateway

The Cisco Edge 340 Series functions as a home service gateway that is deployed at homes, sitting behind
a residential gateway device, to provide home automation service through WiFi, to connect and control
smart electric appliances.

[ oL-31688-01
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Cisco Edge 340 Series Features and Application Support

The Cisco Edge 340 Series provides these features and application support:
e VLC player
e SM player
¢ Document viewer
* Visual Presenter
* Video conference
e Screen capture
e VPN client support
e SNMP support

For detailed information about these features and applications, refer to Release Notes for the Cisco Edge
340 Series for your version.

Logging in to the System

To power on and log in to the Cisco Edge 340 Series system, follow these steps:

Step 1 Connect the power cord of the Cisco Edge 340 Series to an electrical outlet.
Step 2 Connect the monitor, keyboard, and mouse to the Cisco Edge 340 Series.

Step3  Press the Power button to power on the Cisco Edge 340 Series. The following screen is displayed:

Figure 1-1 Log In Screen - User name

aillinifie
cisco

CE340
Username: useré

Log In

Wired IP: 192.168.20.106 Wireless IP: None

200643

Step4  Enter user in the Username field and click Log In. The following screen is displayed:

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
m. 0L-31688-01 |



| Chapter1 Cisco Edge 340 Series Overview

Management and Configuration Support

Figure 1-2 Log In Screen - User name

srlisifne
Cisco

CE340
Password: |[eeesesessee

Cancel Log In

Wired IP: 192.168.20.106 Wireless IP: None

200544

Enter User123! in the Password field and click the Log In button to log in to the system.

Change the default password immediately after you have successfully logged in to the system.

If you try to log in to the system with a wrong user name or password, the system will be locked for 15
seconds. During this period, although you use the correct user name and password, you still cannot log
in successfully. You must wait for 15 seconds and try again.

Management and Configuration Support

Web GUI

The Cisco Edge 340 Series supports the following management and configuration methods:
e Web GUI (Recommended)
e Local CLI—CLISH (Optional)

You are recommended to use the web GUI to configure the Cisco Edge 340 Series and monitor the status
locally or remotely. For more information, see Chapter 2, “Configuring the Web GUL”

Local CLI—CLISH

As an option, you can also use CLISH to configure the Cisco Edge 340 Series for the local CLI
configuration. The CLI uses only those commands that are specific to the Cisco Edge 340 Series.
Although the syntax is similar to the Cisco IOS CLI, the commands are incompatible with Cisco I0S
commands. For more information, see Chapter 3, “Configuring Local CLI - CLISH.”

[ oL-31688-01
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System Installation and Upgrade

The Cisco Edge 340 Series supports the following installation and upgrade types:
e USB Mode Installation and Upgrade
¢ Remote Upgrade from the Web GUI
e BIOS Upgrade

USB Mode Installation and Upgrade

Note

Prerequisites

Step 1
Step 2

Step 3

Step 4

Step 5

The Cisco Edge 340 Series software releases a self-extract installer. The file name of the self-extract
installer is Cisco-Edge-version-1386-DVD.bin, where version is the software release version. It is an
executive file that helps you to perform the installation automatically. When you execute the self-extract
installer, the installation-related files are extracted to the hard drive of the Cisco Edge 340 Series, and a
livecd is created in the internal USB. The system then boots from the internal USB (also known as the
factory mode) and performs the installation automatically.

If the internal USB has already been created as a livecd, you can press the factory mode pinhole on the
front panel of the Cisco Edge 340 Series to enter the factory mode and perform the installation procedure
automatically.

Usually, the internal USB is created as a livecd in the factory. Executing the self-extract installer will
overwrite the original livecd and create a new one.

Before you execute the self-extractor installer, perform the following steps to make sure that the
installation will be successful.

Locate your target self-extract installer (Cisco-Edge-xxx-i386-DVD.bin).

Make sure that the livecd-tools has been installed using the following command:

rpm -q livecd-tools

Make sure there is at least 1.5G free space on HOME or ROOT partition. If you execute the self-extractor

installer without enough space on the partition, you will see the either of the following message
displayed: o enough disk free space Or Failed to extract ISO!

e Use the following command to check the available space on the HOME partition:

df -h /home

e Use the following command to check the available space on the ROOT partition:
af -h /
If you want to use an external USB as the target USB, make sure the first partition of the USB has at
least 1.5G free space. The ext4 format is recommended, and ext3/fat32 format is also supported.

Make sure the self-extract-installer (Cisco-Edge-xxx-i386-DVD.bin) has the executable attribute. Set
the attribute with the following command:

chmod a+x /path/to/ Cisco-Edge-xxx-i386-DVD.bin

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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Step 6

Note

Note

System Installation and Upgrade ||

Make sure no other installation or upgrade process is ongoing.

If another installation or upgrade process is ongoing, and you execute the self-extractor installer, you
will see the following message displayed: an install process is ongoing. You can wait until the
ongoing upgrade process is finished, or you can reboot the system, and then execute the self-extractor
installer again.

When you select the internal USB as target livecd, if power failure happens during the process of
command execution, the old livecd on the internal USB will be wiped. You have to rebuild a livecd disk
on the internal USB.

Command Description

Note

You can use the Cisco-Edge-version-i386-DVD.bin command with different parameters to implement
installation or upgrade, print help, or create livecd only. In the command, version indicates the image
version, which will be 1.1 for this release. For the installation and upgrade of the releases other than 1.1,
refer to the software configuration guide of corresponding releases.

When you use this method to install or upgrade the system, make sure there is 1.5G free space at least.

1. To select the internal USB as a livecd disk and boot into factory mode to finish the installation
automatically, use the following command:

Cisco-Edge-1.1-i386-DVD.bin

2. To print help and then exit, use the following command:
Cisco-Edge-1.1-i386-DVD.bin --help|-h

3. To create livecd only, without entering factory mode nor executing the system installation program,
use the following command:
Cisco-Edge-1.1-i386-DVD.bin -t|--target <dev>
<dev> is the full path of the target u-disk into which the livecd will be burned, for example,
/dev/sdbl.

4. To wipe the home partition before the system is installed, use the following command:

Cisco-Edge-1.1-i386-DVD.bin -w|--wipe

~

Note  When the home partition is wiped, user data will be lost.

[ oL-31688-01

Cisco Edge 340 Series Software Configuration Guide, Release 1.2 g



Chapter 1 Cisco Edge 340 Series Overview |

Bl System Installation and Upgrade

Remote Upgrade from the Web GUI

You can perform a remote upgrade for the Cisco Edge 340 Series using the web GUI if you have the
address to download the self-extract installer. When you choose to perform the remove upgrade, the
system will automatically download the self-extract-installer from the URL that you provide and execute
the self-extract-installer to finish the installation.

BIOS Upgrade

BIOS upgrade can only be performed by manually installing the package and executing the commands
in the Linux environment. BIOS is a critical part of the system, and there is no software recovery method
if it crashes. To ensure successful BIOS upgrade, make sure that the external power supply is always
connected, and do not perform any power cycle action during the upgrade process.

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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Configuring the Web GUI

The web-based GUI is used to configure a Cisco Edge 340 Series device and monitor the status of the
Cisco Edge 340 Series locally or remotely.

To configure a Cisco Edge 340 Series device using the web-based GUI, follow the steps described in
these sections:

e Logging In to the Web GUI, page 2-1

e Language Setting, page 2-2

e System Configuration, page 2-3

e Network Configuration, page 2-17

e Monitoring the Status of System and Network, page 2-45
e Administration, page 2-47

Logging In to the Web GUI

There are two ways to access the Web GUI:

e Access the web-based GUI at https://[Cisco Edge 340’s IP address] and log in to the web portal
locally or remotely. A warning page is displayed, as shown in Figure 2-1. Click Proceed anyway to
continue. Enter the username and password of the system account (Figure 2-2). The default
username is admin, and the default password of the admin account is aDMIN123#.

Figure 2-1 Warning Page

This is probably not the site you are looking for!

You attempted to reach 10.140.28.30, but instead you actually reached a server identifying itself
as CE340, This may be caused by a misconfiguration on the server or by something more serious.
An attacker on your network could be trying to get you to visit & fake (and potentially harmful)
version of 10.140.28.30.

You should not proceed, especially if you have never seen this warning before for this site.

Proceed anyway | Back to safety

bHelp me understand

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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¢ Click Preference on desktop and log in by entering the username and password of system account
(Figure 2-2). The default username is admin, and the default password of the admin account is

aDMIN123#.

Note Change the default password immediately after you have successfully logged in to the system for the
first time. You can also refer to the steps in the “Configuring Account Information” section on page 2-47

to change the Web GUI login name.

Note  When the password of web GUI admin is changed, the password of system ROOT user (OS admin user)
is also changed. In fact, the web GUI admin account is exactly the ROOT user of the OS.

Figure 2-2 Log in Page

Cisco Edge 340 Series Configuration

Version: 1.2

Usarmame:

Passward:

B 2013 Connested Falonm Groop, Ssco Seslems, no 410 2ghls Pesered wl l el | I
Foe wore nfarmation nf Sscn Cige B340 Seres. prase s hnrepags CIScCO

bilt p drmasr CisLLL ne=rd S el spm 132450 ndes tor

i i cisrn coend=nd 15 e oruckaipa 13322 ades rm

Language Setting

After you log in, choose the language that you want to use with the web GUI. At the top of the GUI,
choose a language from the drop-down list (Figure 2-3).

Figure 2-3 Language Setting of the Web GUI

. Hmm
Welcome Admin | English » | Logout cisco

B

21337

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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System Configuration

System Configuration

After you log in to the web GUI, the System configuration window is displayed. You can configure the
basic system options, including hostname, auto-login, IR, Bluetooth, locale, grub screen message,
volume indicator and so on. You can also view the device model number, related operating system

version, and RPM version in this section.

Configuring Basic Information

You can configure the basic system options, such as hostname, auto-login, Bluetooth, and locale on the
Basic tab. This page also shows the device model number, related operating system version, and RPM

version (Figure 2-4).

Figure 2-4 Basic Information

4 System

| S—

Power Management

Basic

Resolution

Model: CS-E340W-G32-C-K3
Date And Time
Hostname: CE340
Syslog
Coredump Auto-login: Disable v
Frovy IR: on v
s U
Bluetooth:
DNS Off
Wired Locale en_US.utfa v
Vireleny, Grub screen message: Enable v
SNMP
ok Volume Indicator: Enable v
a4 Monitor 08 Version: Cisco-Edge 340 release 1.1.10162300
System RPM Version: 4813
MNetwork
R
& Administration e
Account
Radius

Image Upgrade

Configuration Archive

Follow these steps to configure the basic information:

Step 1 Click Basic under System in the left pane.

Step2  Enter a valid hostname in the Hostname field. Make sure the format is acceptable.
Step3  Choose Enable or Disable from the Auto-login drop-down list.

Step4  Choose Enable or Disable from the IR drop-down list.

Step5 Choose Off or On from the Bluetooth drop-down list.

Step6  Choose a locale for the system language from the Locale drop-down list.

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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System Configuration

S

Note

Step 7
Step 8
Step 9

Change of locale needs reboot of the device to take effect. The locale options are defined in the following
format: [language[_territory][.codeset][ @modifier]]. Each option represents a language. For example,
en_US.UTF-8 means U.S. English using the UTF-8 encoding.

Choose Enable or Disable from the Grub screen message drop-down list.
Choose Enable or Disable from the Volume Indicator drop-down list.

Click Apply to save the changes and Reset to restore the previous values.

Configuring Power Management

In the Power Management tab, you can obtain current power supply option and apply power in the Power
over Ethernet (PoE) mode. You can also enable or disable the USB ports in this page.

Upgrading Power Supply in the PoE Mode

Step 1
Step 2

In the PoE Mode, you can request more power supply.

Follow these steps to request upgrading the power supply in the PoE mode:

Click Power Management under System in the left pane.

Check whether the Current Power Mode is PoE, as shown in Figure 2-5. You can also get the current
power in the Current Power Supplied field.

Figure 2-5 Power Management Tab

Cisco Edge 340 Series Configuration elcome

4 System
Power Management
Basic
i Power Supply Options
Resolution
Date And Time Current Power Mode: PoE
Syslog e | Ly o | | | |
Power Request: ) | T T ' | L2 | 154 W 4 15430 W
Coredump 15 17 19 21 23 25 27
Proxy Current Power Supplied: 154
& Network
Step3  Drag the slide bar in the Power Request field, or input new power value in the input box at the end of the

Power Request field. For example, in Figure 2-6, the power is upgraded from 15.4 W to 19 W.

[l Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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Step 4

Step 5

System Configuration 1l

Figure 2-6 Upgrading Power Supply in the PoE Mode

Power Supply Options

Current Power Mode: PoE
[ . [ T T TR T TR TR T T T T T R T T T |

Power Request: | | | | i | 19 W A 154-30W
15 17 19 21 23 25 27 28 L

Current Power Supplied: 15.4

Click the Apply button. It may take about 90 seconds to complete a new power supply request, as shown
in Figure 2-7.

Figure 2-7 Power Upgrade in Process

Current Power Mode: PoE

Power Request: | T | | | | | 19w A 15430 W
15 17 19 21 23 25 27 29 -

Current Power Supplied: 15.4 o Requsting new power supply, please wait 90 seconds to get the result.

When the power upgrade request is completed, the result will be displayed on the screen, as shown in
Figure 2-8.

Figure 2-8 Power Upgrade Succeeded
Current Power Mode: PoE
I USRI ST TN R T TN RN TR R
Power Request: | T | | | e [ 19'W : 15.4-30 W

Current Power Supplied: 19 Power Request Succeed.

Downgrading Power Supply in the PoE Mode

Step 1
Step 2

Step 3

In the PoE Mode, you can request less power supply.

Follow these steps to request downgrading the power supply in the PoE mode:

Click Power Management under System in the left pane.

Check whether the Current Power Mode is PoE, as shown in Figure 2-5. You can also get the current
power in the Current Power Supplied field.

Drag the slide bar in Power Request, or input new power value in the input box at the end of the Power
Request item. For example, in Figure 2-9, the power is downgraded from 19 W to 17.5 W.

[ oL-31688-01
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Figure 2-9 Downgrading Power Supply in the PoE Mode

Current Power Mode: PoE
sy o | |y (OIS R0 O ST A T T TN ] LA MR AT 1y

Power Request: I ™1 LU O (L LN LN RO N DL NN B N O | L | 17.5'W : 15.4-30 W
15 17 19 21 23 25 27 29

Current Power Supplied: 19

Step4  Click the Apply button. An alert message box will be displayed, as shown in Figure 2-10. It may take
about 90 seconds to complete a new power supply request.

Figure 2-10 Power Downgrade Alert Message Box

Alert

Downgrade power supply may cause device shut down.
Please wait 54 seconds to get the resuilt.
If you don't want to wait and want to save to start config now, please

click "Force Saving" to save power requst to Start Config
immediately.

Force Saving = Cancel Request

Note  Downgrading power supply may cause the device to reboot. Only when the downgrade request succeeds,
the new power request will be stored in the Startup-Config. If you want to save the new power request
in the Startup-Config disregarding the result, click the Force Saving button in the alert message box. If
you want to cancel the request, click the Cancel Request button in the alert message box.

Step5  When the power downgrade request is completed, the result will be displayed on the screen, as shown in

Figure 2-11.

Figure 2-11 Power Downgrade Succeeded

Current Power Mode: PoE
| T | | | YT R Y W Loy g e g flay

Power Request: I#'l LS T WA S TS O W O S L A : L/ 175W A 154-30W
15 17 19 21 23 25 27 29 X

Current Power Supplied: 175 Power Request Succeed.

Configuring the USB Ports

You can enable or disable USB ports in the USB Ports Options section on the Power Management page.

Follow these steps to enable or disable a USB port:

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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Step 1

Step 2
Step 3

Note

System Configuration

Click Power Management under System in the left pane. The USB Ports Options section is displayed
in the right pane under the Power Supply Options section, as shown in Figure 2-12.

Figure 2-12 USB Ports Options

Cisco Edge 340 Series Configuration

4 Systemn
Basic
Resolution
Date And Time
Syslog
Coredump
Proxy

4 Network
DNS
Wired
Wireless
SNMP
VPN

4 Monitor
System
Network

4 Administration

Power Management

Power Supply Options

Current Power Mode: PoE
[ 4 | PP e SO Ul
Power Request: I ' o R I

Current Power Supplied: 17.5

USB Ports Options

tion allows you to manage USB Poris

USE Port-1:

USB Port-2:

USB Port-3:

USE Port-4:

Enable v
Enable v
Disable v
Disable v

Reset

Choose Enable or Disable from the drop-down list for each USB port.

Click Apply to save the changes and Reset to restore the previous values.

In PoE mode, USB port 3 and port 4 on the rear panel of the device are disabled. Figure 2-13 shows the
locations of the USB ports.

[ oL-31688-01
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Figure 2-13 USB Port Locations on the Panels
USB Port-1 US8 Porn-2
Clsco Edge 340 Series. ] ' [ ‘.'.' 0
- l
FRONT SIDE

USB Port- 4

REAR SIDE

USE Port-3

Configuring Resolution

In the Resolution tab, you can configure Display Auto detection, Resolution, Rotation, Reflection, and
Status of the connected monitor, and view the Screen model and Output port of the monitor. When two
monitors are connected, you can configure dual screen settings.

Configuring Single Monitor With Auto Detection Enabled

Follow these steps to configure the resolution information of single monitor when auto detection is
enabled:

Step1  Click Resolution under System in the left pane.
Step2  Choose Enable from the Display Autodetection drop-down list.

When you choose Enable to enable auto detection, you will see different page layout according to the
number of monitors that are connected to the Cisco Edge 340 Series. When one monitor is connected,
you will see the page as shown in Figure 2-14.
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Figure 2-14 Resolution Tab of One Connected Monitor
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Step3  You can view or configure the following information of the monitor:
¢ Display—Displays the name of the monitor. Cannot be configured in auto detection mode.

¢ Output Port—Displays the output port of the monitor: VGA or HDMI. Cannot be configured in auto
detection mode.

¢ Resolution—Displays the current resolution of the monitor. You can configure a different resolution
in this field.

e Rotation—Displays the current rotation mode of the monitor. You can configure a different rotation
value in this field.

e Status—Displays the current status of the monitor. You can turn on or turn off the monitor in this
field.

Step4  Click Apply to save the changes and Reset to discard the unsaved changes.

Configuring Dual Monitors With Auto Detection Enabled

Follow these steps to configure the resolution information of dual monitors when auto detection is
enabled:

Step1  Click Resolution under System in the left pane.
Step2  Choose Enable from the Display Autodetection drop-down list.

When you choose Enable to enable auto detection, you will see different page layout according to the
number of monitors that are connected to the Cisco Edge 340 Series. When two monitors are connected
to the Cisco Edge 340 Series, you will see the page as shown in Figure 2-15.

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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Figure 2-15 Resolution Tab of Two Connected Monitors
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Step3  You can view or configure the following information of the monitors:

Display Mode—Displays the current mode of the two monitors. You can configure a different mode
in this field. Valid values are Duplicate, Extend, Only Display On Screen 1, Only Display On Screen
2, and Turn Off Display.

Relation—Displays the relation of the two monitors by pictures. Monitor 1 represents the HDMI
monitor and monitor 2 represents the VGA monitor. If the value of Display Mode is Extend, you can
configure the relation of the two monitors by dragging them directly.

Main Display—Displays the current main monitor.

Output Port—Displays the output port of the monitor: VGA or HDMI. Cannot be configured in auto
detection mode.

Resolution—Displays the current resolution of each monitor. You can configure a different
resolution in this field.

Step4  Click Apply to save the changes and Reset to discard the unsaved changes.

Configuring Resolution With Auto Detection Disabled

When auto detection is disabled, all modes (single, duplicate, and extend) can be configured no matter
whether the monitors are connected or not. The resolution list is retrieved from the file
/usr/etc/.force_resolution_list.txt. There are four modes that you can choose with the options Display
Number and Display Mode.

Follow these steps to configure the resolution information when auto detection is disabled:

Step 1 Click Resolution under System in the left pane.

Step2  Choose Disable from the Display Autodetection drop-down list. You will see the page as shown in
Figure 2-16.
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Figure 2-16 Resolution Tab With Auto Detection Disabled
Resolution
Display Autodetection;  Disable
Display Number:  Dual Display
Display Mode:  Duplicate
Relation:
Display: 1&2
Qutput Port: HDOMI,VGA
Resolution: 640x480@60
Rotation: Normal*
Apply Reset g
&
Step3  You can view or configure the following information of the monitors:
e Display Number—Configures the number of monitors that are connected to the system. Valid values
are:
— No Display—Turns off both monitors.
— Single Display—Sets a specific monitor and turns off the other.
— Dual Display—Sets two monitors.
¢ Display Mode—Displays mode of dual screen when Dual Display is chosen for the Display Number
field. You can configure Duplicate or Extend in this field.
e Relation—Displays the relation of the two monitors by pictures.
¢ Output Port—Configures the output port of the monitor. If Single Display is chosen for the Display
Number field, there are three options, HDMI, VGA, and Any. Any means no matter what kind of
port the connected monitor has, the setting will take effect.
e Resolution—Configures the resolution of the monitor.
e Rotation—Configures the rotation mode of the monitor.
Step4  Click Apply to save the changes and Reset to discard the unsaved changes.
Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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Note  When you finish configuring the resolution information, click Apply at the bottom of the tab to save the
changes. After a few seconds, a dialog will pop up. Click OK to confirm the configuration to take effect.
If you click Cancel, or do not click in 15 seconds, the configuration will be discarded and the last
configuration will be restored, as shown in Figure 2-17.

Figure 2-17 Applying the Changes
Alert

Are you sure you want to save curent resolution settings? 14
seconds later all the changes will be discarded.

OK.  Cancel

301323

Configuring Date and Time

You can configure system date and time, NTP servers and time zone information in the Date and Time
tab.

Configuring System Time Manually

Follow these steps to configure system time manually:

Step1  Click Date and Time under System in the left pane. The Date and Time tab is displayed, as shown in

Figure 2-18.
Figure 2-18 Date and Time Information
Cisco Edge 340 Series Configuration
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Step2  Uncheck the NTP Synchronization option, as shown in Figure 2-19.
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Figure 2-19 Configuring Date and Time Manually
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Step3  In the Date field, enter a date in the format of mm/dd/yyyy, or choose a date by clicking the calendar
icon.

Step 4 In the Time field, enter the current hour and minute in turn, or choose the value of hour and minute by
clicking the arrows near the text box.

Step5 Choose a time zone from the Time Zone drop-down list.

Step6  Click Apply to save the changes or Reset to restore the previous values.

Configuring System Time by Auto-Sync With NTP Servers

Follow these steps to configure system time by auto-sync with NTP servers:

Step1  Click Date and Time under System in the left pane. The Date and Time tab is displayed as shown in
Figure 2-18.

Step2  Check the NTP Synchronization option, as shown in Figure 2-20.

Figure 2-20 Configuring Date and Time by Auto-Sync with NTP Servers

NTP Synchronization: ¥ Enable
Date: 41152014
Time: 14 2
MNTP Server: 0. fedora.pool.ntp.org
Time Zone: AsialShanghai v
Reset 8
®

Step3  In the NTP Server field, enter the NTP server addresses. Make sure each address is valid. Multiple
addresses should be separated by comma.

Step4  Choose a time zone from the Time Zone drop-down list.

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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Step5  Click Apply to save the changes or Reset to restore the previous values.

Configuring Syslog

Click Syslog under System in the left pane to configure the setting of syslog, as shown in Figure 2-21.

Figure 2-21
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Cisco Edge 340 Series Configuration

& Syslem
Basic
Fesoiubion

Daie &nd Time

Caredump

Proxy
& Matwork
ONS
Wirad
Wiraless
SNMWP
VPN
& Monitor
Systam
Mebwork
a Adrministration
Accopnt
Image Upgrade
Configuration Archive

Restan / Resat
i

Configuring Local Syslog

Log Settings

Options

Leval
Size

Rotate

Remote Log

Enable
Semver
Protacal
Part

Level

Ressl

Systems, Inc. Al Righls Ressrved

DEBLG v
1] MB v
Enable

ramote-host

UDP L

514

DEBUG v

321346

Follow these steps to configure local syslog. The syslog file is /var/log/messages.

Step 1 Choose the level of syslog from the Level drop-down list:

e Debug

¢ Info

¢ Notice

e Warning
e Error

e C(ritical

[l Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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Step 2

Step 3

Step 4
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e Alert

e Emergency

These options are listed in the order from low to high priority. When you specify a priority, the one you
choose and all the others that are higher than the one you choose are selected too.

In the Size field, enter the size of the syslog in the left column and choose the unit of the log size from
the right drop-down list.

Size has three units: KB, MB, and GB. The maximum log size is 50 MB, and the default size is 10 MB.
If the value you provide exceeds 50 MB, the change fails and the original size is retained.

In the Rotate field, enter the rotation number you want to set. If the log file size exceed the size you set
in Step 2, the old log file will be backed up as .tar.gz.1 file and a new file will be created to record syslog.
Next time, .tar.gz.1 will be renamed as .tar.gz.2, and the log file will be renamed as .tar.gz.1. The total
backup log file will not exceed the rotation number.

Click Apply to save the changes and Reset to restore the previous values.

Configuring Remote Syslog

Step 1
Step 2
Step 3
Step 4
Step 5

Note

Step 6

Follow these steps to configure remote syslog.

Check the Enable check box to enable remote syslog.
In the Server field, enter the IP address or hostname of the syslog server.
In the Protocol field, choose the protocol, UDP or TCP, that you will use to connect to the syslog server.
Set the port of syslog server in Port field.
Choose the level of syslog from the Level drop-down list:

e Debug

¢ Info

¢ Notice

e Warning

e Error

e (Critical

e Alert

e Emergency

These options are listed in the order from low to high priority. When you specify a priority, the one you
choose and all the others that are higher than the one you choose are selected too.

Click Apply to save the changes and Reset to restore the previous values.

[ oL-31688-01
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Configuring Coredump

Click Coredump under System in the left pane to configure the setting of core dump, as shown in
Figure 2-22.

Figure 2-22 Coredump Information

Cisco Edge 340 Series Configuration
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Follow these steps to configure Coredump.

Step 1 In the Size field, enter the size of the core dump in the left column and choose the unit of the core dump
size from the right drop-down list. Setting the size to 0 will disable Coredump. Setting the size to <o
means the Coredump file size is unlimited.

Step2  Click Apply to save the changes and Reset to restore the previous values. The setting will take effect
after you reboot the device.

Note  The existing coredump files are listed in the Coredump Files table. Click Download to download the
coredump file to your local drive. The download process may be different for different web browser.

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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Configuring Proxy

Step 1

Step 2

Step 3

Step 4

Step 5

Click Proxy under System in the left pane to configure HTTP, HTTPS, and FTP proxy, as shown in
Figure 2-23.

Figure 2-23 Proxy Information
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Follow these steps to configure the setting of proxy.

Enter the IP address or hostname and port of the proxy you want to set for an HTTP connection. The port
is mandatory when setting proxy. If the IP address or hostname filed is left empty, the HTTP Proxy
setting will be cleared. If the proxy requires authentication, the IP address or hostname filed should be
in the format: username:password @hostname.

Examples of Proxy address are as following:
e 10.14.40.14:8080
e http://username:password @ myproxy.com:80
e proxy.google.com:80

Enter the IP address or hostname and port of the proxy you want to set for an HTTPS connection. The
port is mandatory when setting proxy. If the IP address or hostname filed is left empty, the HTTPs proxy
setting will be cleared. If the proxy requires authentication, the IP address or hostname filed should be
in the format: username:password @ hostname.

Enter the IP address or hostname and port of the proxy you want to set for FTP connection. The port is
mandatory when setting proxy. If the IP address or hostname filed is left empty, the FTP proxy setting
will be cleared. If the proxy requires authentication, the IP address/hostname filed should be in the
format: username:password @hostname.

Enter the IP address or hostname in the Bypass Proxy field if you want to connect without proxy. Use a
comma to separate multiple proxies.

Click Apply to save the changes and Reset to restore the previous values. The setting will take effect
after you reboot the device.

Network Configuration

You can configure DNS, wired, wireless, SNMP, and VPN settings in the Network section.

[ oL-31688-01
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Configuring DNS

You can configure the primary and secondary name servers in the DNS tab. These two DNS servers have
the highest priorities of all DNS servers, including DHCP DNS, VPN DNS, and others.

Follow these steps to configure the DNS settings.

Step1  Click DNS under Network in the left pane. The DNS tab is displayed, as shown in Figure 2-24.

Figure 2-24 DNS Information
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Step2  Enter the IPv4 or IPv6 address of the primary and secondary name server in the Primary DNS and
Secondary DNS field.

Note = When the Primary DNS field is empty, the Secondary DNS must be Empty too.

Step3  Click Apply to save the changes and Reset to restore the previous values.

Configuring Wired Settings

Under the Network tab, click Wired in the left pane to configure Link Settings, enable or disable Wake
on Lan, configure the IPv4 mode and the IPv6 mode, and configure the 802.1x settings. See Figure 2-25.
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Figure 2-25
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Follow these steps to configure wired link and address settings.

(Optional) Configure wired link settings.

a. Choose a link negotiation mode from the Mode drop-down list. Valid options are:
— Auto—Auto negotiation on speed an duplex.
— Manual—Manually set speed and duplex.

b. If you choose Manual mode, choose speed and duplex mode from the Speed and Duplex drop-down
list.

¢. Choose Enable or Disable from the Wake on Lan drop-down list, to enable or disable the wake on
Lan function.

Set IPv4 address.
a. Choose the IPv4 mode from the Mode drop-down list. Valid options are:
— Automatic (DHCP)—Use DHCP to get IPv4 information and DNS information.

— Manual—Manually set IPv4 information. The Address and Netmask fields are mandatory. The
gateway and IP address must be in the same network.

b. If you choose Manual for the IPv4 mode, enter the IP address, netmask, and gateway address
manually.

[ oL-31688-01
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Step3  Set IPv6 address.
a. Choose the IPv6 mode from the Mode drop-down list. Valid options are:
- Automatic (DHCP)—Use DHCP to get IPv6 information and DNS information.

— Manual—Manually set IPv6 information. The Address and Netmask fields are mandatory. The
gateway and IP address must be in the same network.

b. If you choose Manual for the IPv6 mode, enter the IP address, netmask, and gateway address
manually.

Step4  Configure 802.1x settings—Choose Enable or Disable from the 802.1x status drop-down list.

a. If you choose Enable from the 802.1x status drop-down list, the screen is displayed as shown in
Figure 2-26.

Figure 2-26 Configuring 802.1x Settings
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You need to configure the following parameters,:
— Authentication Mode—EAP method. Valid values are Fast, and Protected EAP (PEAP).
— Username—Used for EAP authentication methods.
— Password—Used for EAP authentication methods.
— Anonymous Identity—Used for EAP authentication methods.
— Identity—Identity string for EAP authentication methods.
— User Certificate—Path of the specified file that contains the user certificate.
— CA Certificate—Path of the specified file that contains the CA certificate.
— Private Key—Path of the specified file that contains the private key.
— Private Key Password—Used to decrypt the private key specified in the Private Key file.

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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— Automatic PAC Provisioning—Valid value is Disable or Authenticated.
— PAC File—Path of the specified file that contains PAC for EAP-FAST.
— Inner Authentication—Phase two authentication.

A

Note  The fields displayed on the screen are different for each Authentication Mode field. When you
choose an authentication mode, the related fields will be displayed.

After you finish all the settings, click Apply to save the changes and make the current settings take
effect.

b. To disable the 802.1x function, choose Disable from the 802.1x status drop-down list and click
Apply.

Step5  Click Apply to save the changes and Reset to restore the previous values.

Configuring 802.1x - PEAP

Components Used
The information in this document is based on these software and hardware versions:

The Cisco Catalyst Switch 3750E (version 12.2(53) SE2), Cisco Edge 340 Series (version 1.2) and Cisco
ACS server (version 5.7) are used in this configuration.

Note  The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network is live, make
sure that you understand the potential impact of any command.

On the switch, enter the following commands:

interface GigabitEthernetl/0/4
switchport mode access
authentication event fail action next-method
authentication host-mode multi-auth
authentication order dotlx mab
authentication priority dotlx mab
authentication port-control auto
authentication violation restrict
mab

dotlx pae authenticator

dotlx timeout tx-period 10

Use the following steps to configure the CE340:

Step 1 Under the Network tab, click Wired in the left pane.
Step2  Choose Enable from the 802.1x status drop-down list.
Step 3 Choose Protected EAP (PEAP) from the Authentication Mode drop-down list.

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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Figure 2-27 Configuring 802.1x - PEAP Settings
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Step 4 Choose the Inner Authentication that you want, which should be enabled on the ACS server.

Figure 2-28 Inner Authentication Setting
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Step5 The device will get the DHCP IP address once the negotiation is successfully completed between ACS
and CE340. This can be confirmed on the ACS server by the menu Monitoring and Reports -> Radius
Authentication (see Figure 2-29 for example).

Figure 2-29 Configuring DHCP IP Address on ACS Server
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2015-08-12 07:01:35.367 2015-08-12 07:01:35.361 Qa userl 1C-AA-07-09-7D-E0 ACS-WIRED MSCHAPV2 switch 10.104.188.13  GigabitEthernet1

For CE340, choose Wired Information under Monitor, to check the wired IP information. See
Figure 2-30.
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Figure 2-30 Wired IP Information on CE340
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Configuring Wireless Settings

Network Configuration

IPv4 netmask: 255.255.255.0

Subnet prefix length:

The Cisco Edge 340 Series device supports the following wireless modes:

e Access Point (AP)—A device that allows wireless devices to connect to a wired network using

Wi-Fi.

e Station—A wireless connection to connect to the other networks.

e Off—The wireless function is disabled.

To select a desired wireless mode, click Wireless in the left pane and configure the settings for each

mode.

Configuring AP Mode

If you select Wi-Fi Access Point from the Wi-Fi Operating Mode drop-down list, you can configure
the SSID name, broadcast SSID, wireless mode, channel bandwidth, channel number, security settings,
and advanced settings for the AP mode. See Figure 2-31.

S

Note  The country and region for Wi-Fi AP cannot be selected.

[ oL-31688-01
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Figure 2-31 AP Mode Settings
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Follow these steps to configure the AP mode settings:

Step 1 Enter the SSID name in the SSID field. The length must be within 1-32.

Step 2 Choose ON or OFF from the Broadcast SSID drop-down list, to enable or disable the broadcast of SSID
information.

Step3  Choose one of the following mode from the Wireless mode drop-down list:
e 802.11 B/G mixed
e 802.11 B only
e 802.11 A only
e 802.11 G only
e 802.11 N only
e 802.11 G/N mixed
e 802.11 A/N mixed
e 802.11 B/G/N mixed
e 802.11 A/G/N mixed (not support)
e 802.11 N in 5G band only

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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Step 4

Step 5

Step 6

Step 7

Network Configuration

Choose 20MHz or 40MHz from the Channel bandwidth drop-down list.

A

Note  Some wireless mode does not support 40MHz channel bandwidth.

Choose a channel number from the Channel number drop-down list. 0 means automatically select
wireless channel.

Click the Advanced button in Figure 2-31 to configure the following settings:

e Transmit power—Wireless Tx power. Valid value is in the range of 1-100.

~

Note  The antenna transmission setting is not provided on WEB GUI. Use the Transmit power
drop-down list to set WLAN radio transmit power in percentage.

¢ Enable IGMP snooping—Enable or disable IGMP snooping.

e AP isolation—Enable or disable AP isolation function.

e Enable WMM APSD—Enable or disable Wi-Fi Multimedia Automatic Power Save Delivery (WMM

APSD) function.
¢ Enable WMM DLS—Enable or disable WMM DLS function.
e Beacon interval—Valid value is in the range of 20—-1000.
e DTIM Interval—Valid value is in the range of 1-255.
¢ Enable Transmit burst—Enable or disable the transmit burst function.
e Preamble Type—Choose one of the following types: Long, Short, and Auto.
Click Hide to get back to the simplified mode.
Configure the security settings in the Security Settings section:
a. Authentication mode and Encryption mode:
e OPEN
- NONE
- WEP
e SHARED
- WEP
e WPAPSK/WPA2PSK/WPAPSKWPAPSK2/WPA/WPA2/WPAWPA?2
- TKIP
- AES
- TKIPAES

N

Note  Some wireless mode may not support all encryption modes.

b. KeyType—ASCII or HEX. Only valid for OPEN/WEP and SHARED mode. Default key index 1.

c. Key—All printable ASCII. The length of key should follow these rules:
- WEP HEX length: 10 or 26
— WEP ASCII length: 5 or 13

[ oL-31688-01
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- WPAPSK/WPAP2PSK/WPAPASKWPA2PSK length: 8-63
- WPA/WPA2/WPAWPA? length: 0-64

d. Radius Server IP—Radius Server IP address.

e. Radius Server Port—Default value is 1812.

Step8  Click Apply to save the changes and Reset to restore the previous values.

Configuring Station Mode
If you select Wi-Fi Station from the Wi-Fi Operating Mode drop-down list, you can add, edit, remove,

connect, and refresh wireless connections in the Station mode, and configure the default route, as shown
in Figure 2-32.

Figure 2-32 Wi-Fi Station Settings
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Configuring Default Route
The Cisco Edge 340 Series has two uplink interfaces, wireless and wired Ethernet. Default route can be
either wireless or wired Ethernet.

To configure the default route, choose Wired or Wireless from the Default Route drop-down list, as
shown in Figure 2-32.

Note  The default route configuration is only applicable in Wi-Fi station mode. If you choose wireless for the
default route, the device can switch to a wired Ethernet automatically when wireless connection gets lost.
If you choose wired Ethernet for the default route, the device cannot detect whether the Ethernet gateway
is unreachable. The device will not switch to a wireless route.

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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Add a Wireless Connection

To add a wireless connection, follow these steps:

Step1  Click Join other network in the Network Site Survey tab (Figure 2-33), or click Add new profile in the
Network Connections tab (Figure 2-34).

Figure 2-33 Network Site Survey Tab

321319

Figure 2-34 Network Connections Tab

201320

Step2  The Network Connection Setting screen is displayed, as shown in Figure 2-35.
Figure 2-35 Network Connection Setting

Metwork Connection Setting x

Basic Settings IP Address

S5I0:
Security Type: Maone v

Connect autormatically

Connect  Cancel
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Step3  Under the Basic settings tab, enter the name of the wireless connection in the SSID field and choose a
security type from the Security Type drop-down list. According to the different security type, different
fields will be displayed. Detailed instructions are provided below:

a. None

b. WEP

e  WEP Encryption—Control the interpretation of WEP keys.
- HEX/ASCII—Interpret WEP keys as hexadecimal or ASCII keys.
— Passphrase—Interpret WEP keys as passphrase.

e Key—WEDP key.

e Key Index—WEP key index.

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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Step 4

Step 5

Step 6

e Authentication Mode—Open System/Shared Key.
¢c. WPA Personal/ WPA2 Personal/ WPA & WPA2 Personal

e Encryption Type—Set the pairwise encryption capabilities of the specified wireless network.

e Passphrase—Preshared key for WPA network. The key must be between 8 and 63 ASCII characters.

d. WPA Enterprise/WPA2 Enterprise/WPA & WPA2 Enterprise
¢ Encryption Type—Set the pairwise encryption capabilities of the specified wireless network.

e Authentication Mode—Phase1 authentication. Valid values are: TLS/ MSCHAPv2/ Fast/ Tunneled
TLS/ Protected EAP.

e Username—Username used for EAP authentication methods.

e Password—Password used for EAP authentication methods.

¢ Anonymous Identity—Used for EAP authentication methods.

¢ Identity—Identity string for EAP authentication methods.

e User Certificate—Path of the specified file containing the user certificate.
e CA Certificate—Path of the specified file containing the CA certificate.

e Private Key—Path of the specified file containing the private key.

e Private Key Password—The password used to decrypt the private key specified in the Private Key
field.

¢ Automatic PAC Provisioning—Disable/Anonymous/Authenticated/Both
e PAC File—Path of the specified file containing PAC for EAP-FAST.

¢ Inner Authentication—Phase2 authentication. The value of this field is related to the Authentication
Mode field.

(Optional) If you do not have a DHCP server, click the IP Address tab to enter [IPv4 or IPv6 address
information.

If you check the Connect automatically option, the wireless network will be connected automatically
when the wireless network is available.

Click Connect or Add to add the wireless network.

Edit a Wireless Connection

Step 1

Step 2

Note

To edit a wireless connection, follow these steps:

Choose the wireless connection that you want to edit and click Edit a profile in the Network
Connections tab (Figure 2-34). The Network Connection Setting screen is displayed.

Choose the Security Type option or edit the IP address information as required, then click Save.

For detailed information about security options, see the “Add a Wireless Connection” section on
page 2-27.
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Note If a wireless network is connected successfully, it cannot be edited or removed unless it is disconnected.

Remove a Wireless Connection

To remove a wireless connection, follow these steps:

Step1  Select the wireless connection that you want to remove from the Network Connections tab.

Step2  Click Delete to remove the wireless connection.

Note A connection that has been connected will not be deleted directly. It will be restored after rebooting.

Connect a Wireless Network

To connect a wireless network, follow these steps:

Step1  Select a wireless network in the Network Site Survey tab or select a network connection in the Network
Connections tab.

Step2  Click Connect to connect the wireless network.

If you have entered incorrect settings information when you add or edit wireless connections, the
message “connection failed” is displayed in red. The edit dialog box will also be displayed. Correct
the settings and click Connect to connect the wireless network again.

Step3  If the connection is successful, the Connected status will be displayed in the Status column of the
Network Site Survey table, as shown in Figure 2-36.

Figure 2-36 Network Connected Successfully

301345
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Refresh Network Site Survey

Click Refresh in the Network Site Survey tab to rescan the wireless networks.

Disconnect From Connected Wireless Network

To disconnect from a connected wireless network, follow these steps:

Step1  Select a connected wireless network in the Network Site Survey tab, or select the network connection
which is in use in the Network Connections tab.

Step2  Click Disconnect to disconnect the wireless network.

Disable the Wireless Function

To disable the wireless function, choose Wi-Fi off from the Wi-Fi Operating Mode drop-down list in
the Wireless tab.

Configuring SNMP

Cisco Edge 340 series supports SNMP v1,v2, and v3. By default, SNMP v1 or v2 support is disabled.
To configure the SNMP service, click SNMP in the left pane, as shown in Figure 2-37.

Figure 2-37 Enabling SNMP
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To enable SNMP, check the Enable check box next to the SNMP Option field in Figure 2-37.

Configuring SNMP Trap

Step 1
Step 2

Step 3
Step 4

Note

Step 5
Step 6
Step 7

Step 8

Note

Step 9

Step 10

Note
Step 11

Step 12

Note

Note

To configure an SNMP trap, follow these steps:

Click the SNMP Trap tab as shown in Figure 2-37.

Check or uncheck the Enable check box next to the Trap Option field. The check box is disabled by
default.

Enter the IP address or hostname in the Trap receiver field.

Choose v1, v2 or v3 from the Trap version drop-down list. Default is v2.

To enable SNMP v1 or v2, at least one community string should be added in the Community Strings tab.

Enter a CPU usage percentage in the CPU Usage Threshold field. Default is 50%, and the minimum is
10%.

Enter a CPU temperature threshold value in the Temperature Threshold field. Default is 50 C. The range
is from 50 C to 200 C.

Enter a memory usage threshold value in the Memory Threshold field. Default is 50%, and the minimum
is 10%.

Enter a disk use percentage in the Disk Usage Threshold field. Default is 50%, and the minimum is 10%.

Disk usage monitoring includes only / and /home usages.

Enter a trap monitor frequency value in the Monitor Frequency field. Default is 60 seconds. The range
is from 50 s to 200 s.

Choose a syslog severity level from the Syslog Severity field. Default is critical.

Syslog level sets the rsyslog level which will be sent over SNMP trap to the trap receiver.

Enable or disable HDMI/USB/SD card monitor by checking or unchecking the Enable check boxes next
to the HDMI or VGA, USB Device, and SD Card fields. Default is disabled.

Click Apply to save the changes and Reset to restore the previous values.

Enabling USB trap will cause SNMP service to restart a bit slowly. USB trap reports all attached internal
and external devices.

The SNMP trap configuration change will cause SNMP service to restart for changes to take effect.

[ oL-31688-01
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Adding an SNMP User

To add an SNMP user, follow these steps:

Step 1 Click the Users tab in Figure 2-37 and then click Add new user, as shown in Figure 2-38.

Figure 2-38 Configuring SNMP Users
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Step2  The Add snmp user screen is displayed, as shown in Figure 2-39.
Figure 2-39 Adding SNMP User
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Step3  Enter username, authentication password, and private key password with any strings which contain more
than 8 characters without space or tab.

Step4  Click Save to create the SNMP user. Now you can use any SNMP client which supports SNMP v3 to
access Cisco Edge 340 series.

Note For the adding SNMP user to take effect, the SNMP service need to be restarted.

Delete an SNMP User

To delete an SNMP user, follow these steps:

Step 1 Select the SNMP user that you want to delete.

Step2  Click Delete. A confirmation window is dispayed, as shown in Figure 2-40.

Figure 2-40 Deleting an SNMP User

Confirm X
Are you sure to delete the selected SNMP user?

Continue = Cancel

Step3  Click Continue to delete the SNMP user or Cancel to abort the deleting operation.

Note For the deleting SNMP user to take effect, the SNMP service need to be restarted.

Changing User Password

Cisco Edge 340 series does not support to change user password. However, you can delete the user from
the database, then add the user with the same user name but with a different password and private key.

Enabling SNMP V1 and V2

To enable SNMP V1 or V2, check the Enable check box next to the SNMP V1&V2 field as shown in
Figure 2-41.
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Figure 2-41 Enabling SNMP V1 and V2
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Adding Community Strings

Community string is used for SNMP version 1 and version 2. At least one community string should be
configured if you want to query SNMP MIB through v1 or v2.

To add an SNMP community string, follow these steps:

Step1  Click the Community Strings tab in the SNMP window and then click Add new SNMP community. The
Add new SNMP community screen is displayed, as shown in Figure 2-42.
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Figure 2-42 Adding Community Strings

Add new SNMP community

Commundy names: comauiliyl

Commundy prioty: reatonly

Add || Cancel

Step2  Enter a name in the Community name field.
Step3  Choose the priority from the Community priority drop-down list.
Step4  Click Add to save the new SNMP community.

Deleting an SNMP Community String

To delete an SNMP community string, follow these steps:

Step1  Select the SNMP community string that you want to delete from the Community Strings list.

Step2  Click Delete SNMP Community and then click Continue in the Confirm window as shown in
Figure 2-43.
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Figure 2-43 Deleting Community Strings
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Configuring VPN

Cisco Edge 340 Series supports the following types of VPN connections:
e PPTP
e [PSEC/L2TP/PSK
e [PSEC/L2TP/RSA
e CISCO (supports PSK and Hybrid for authentication mode)

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
m. 0L-31688-01 |



| Chapter2 Configuring the Web GUI

Network Configuration

To add, edit, and remove a VPN connection, or connect to a VPN, click VPN in the left pane. The VPN

information window is displayed, as shown in Figure 2-44.

Figure 2-44 VPN Information
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Adding a VPN connection of PPTP Type

To add a VPN connection of PPTP type, follow these steps:

& Comnact | ¥ Disconnesct

VPN Stalus

DISCONNECTED

Step 1 Click VPN in the left pane under the Network tab.

Step2  Click Add in the right pane. A new window is displayed, as shown in Figure 2-45.

[ oL-31688-01
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Figure 2-45 Add New VPN Connection

Add new VPN connection

Name: e.g.conn_567

Type: PPTP v
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Cisco

| Save || Cancel | PPTP

Step3  Enter the name of the VPN connection that you want to add in the Name field.

Step4  Choose the type of the VPN connection from the Type drop-down list.

Step5  Click Save to add the VPN connection.

Step6  The VPN connection table is updated to show the name and status of the new VPN connection.

Editing a VPN connection of PPTP Type

To edit a VPN connection of PPTP type, follow these steps:

Step 1 Click VPN in the left pane under the Network tab.

Step2  Select the target connection in the right pane and click Edit. The Edit a connection window is displayed,

as shown in Figure 2-46.
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Step 4

Step 5
Step 6
Step 7

Step 8
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Figure 2-46 Edit a VPN Connection of PPTP Type
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Save | Cancel
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If the type of the target connection is PPTP, enter the required VPN server address, username, and
password in the Server, Username, and Password fields. Check the Show password check box if you want
the password to be displayed in plain text.

The fields other than server, username, and password are optional. You can obtain the information from
your VPN service provider.

(Optional) Enter the value of the Maximum Transmission Unit (MTU) and the Maximum Receive Unit
(MRU).

(Optional) Choose the protocols that you want to use with this VPN connection.
(Optional) Choose the MPPE encryption type from the MPPE drop-down list.

Check the Connect automatically check box if you want the Cisco Edge 340 Series device to
automatically connect to this VPN.

Click Save to save the changes and Cancel to restore the previous values.

[ oL-31688-01
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Editing a VPN connection of IPSEC/L2TP/PSK Type
To edit a VPN connection of IPSEC/L2TP/PSK type, follow these steps:

Step 1 Click VPN in the left pane under the Network tab.

Step2  Select the target connection in the right pane and click Edit. The Edit a connection window is displayed,
as shown in Figure 2-47.

Figure 2-47 Edit a VPN Connection of IPSEC/L2TP/PSK Type
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Save | Cancel

Step3  Enter the name of the VPN connection in the Name field.

Step 4 Enter the VPN server address, username, and password in the Server, Username, and Password fields.
Check the Show password check box if you want the password to be displayed in plain text.

Step 5 (Optional) Enter the value of the MTU and the MRU.

Step6  (Optional) Choose the protocols that you want to use with this VPN connection.
Step7  (Optional) Choose the MPPE encryption type from the MPPE drop-down list.
Step8  Enter the preshared key in the Pre-shared Key field.

Step9  (Optional) Choose Yes or No from the Redial drop-down list. If you choose Yes, you should enter values
for the Timeout and Attempts fields (Figure 2-48).
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Figure 2-48 Redial Information
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¢ Timeout—The maximum time to connect the VPN server every time.
e Attempts—The maximum number of attempts made to connect the VPN server.
The value of Timeout multiplied by the value of Attempts is the time taken to connect the VPN server.

Step10 Check the Connect automatically check box if you want the Cisco Edge 340 Series device to
automatically connect to this VPN.

Step11  Click Save to save the changes and Cancel to restore the previous values.

Editing a VPN connection of IPSEC/L2TP/RSA Type

To edit a VPN connection of IPSEC/L2TP/RSA type, follow these steps:

Step1  Click VPN in the left pane under the Network tab.

Step2  Select the target connection in the right pane and click Edit. The Edit a connection window is displayed,
as shown in Figure 2-49.
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Step 3
Step 4

Step 5
Step 6
Step 7
Step 8
Step 9
Step 10

Figure 2-49 Edit a VPN Connection of IPSEC/L2TP/RSA Type
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Enter the name of the VPN connection in the Name field.
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Enter the VPN server address, username, and password in the Server, Username, and Password fields.
Check the Show password check box if you want the password to be displayed in plain text.

(Optional) Enter the value of the MTU and the MRU.

(Optional) Choose the protocols that you want to use with this VPN connection.

(Optional) Choose the MPPE encryption type from the MPPE drop-down list.

Enter the paths of the private key file, client certificate file, and server certificate file.

(Optional) Enter the path of CA certificate file.

Choose Yes or No from the Redial drop-down list. If you choose Yes, enter the relevant values in the
Timeout and Attempts fields. The value of Timeout multiplied by the value of Attempts is the time taken

to connect the VPN server.
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Click Save to save the changes and Cancel to restore the previous values.

Editing a VPN connection of CISCO Type

Step 1
Step 2

Step 3
Step 4

Step 5

To edit a VPN connection of CISCO type, follow these steps:

Click VPN in the left pane under the Network tab.

Network Configuration

Select the target connection in the right pane and click Edit. The Edit a connection window is displayed,
as shown in Figure 2-50.

Figure 2-50
Edit a connection
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Enter the name of the VPN connection in the Name field.

Edit a VPN Connection of CISCO Type

301353

Enter the VPN server address, group name, username, and password in the Server, Group name,
Username, and Password fields. Check the Show password check box if you want the password to be
displayed in plain text.

(Optional) Enter the value of the MTU and the MRU.
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Step 6

Step 7

Select PSK or Hybrid from the Authentication Mode drop-down list.
a. If you choose PSK, enter the group password.

b. If you choose Hybrid, enter the group password and add the certificate file (Figure 2-51).

Figure 2-51 Add Certificate File

Add certificate and key

Selectfiles..

oK

31317

Click Save to save the changes and Cancel to restore the previous values.

Connecting a VPN Connection

To connect a VPN connection, select the VPN connection that you want to connect from the connection
list in the VPN tab, and click Connect.

Disconnecting a VPN Connection

To disconnect a VPN connection, select the VPN connection that you want to disconnect from the
connection list in the VPN tab, and click Disconnect.

Deleting a VPN Connection

To delete a VPN connection, select the VPN connection that you want to delete from the connection list
in the VPN tab, and click Delete. You cannot delete a connection which is in connected or connecting
status. You must disconnect it from the VPN server at first, then delete it again.
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Monitoring the Status of System and Network

You can monitor the status of the Cisco Edge 340 Series system and the network using the Monitor tab.

Monitoring the System

Click System under Monitor in the left pane to monitor the system status. The System tab is displayed

as shown in Figure 2-52.

The System tab shows the basic device information, system status, software version information, current

resolution settings, and the proxy settings.

The three pie charts in the System Utilization section indicate the CPU, memory, and disk usage.

Figure 2-52
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Monitoring the Network

Click Network under Monitor in the left pane to monitor the network status. The Network tab is
displayed as shown in Figure 2-53.

Figure 2-53 Network Information
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The Network tab contains information about wired connection, wired IP, wireless mode, wireless
connection status, wireless IP, DNS information, and CDP in the following sections:

e  Wired section—Displays the basic wired link status, speed and duplex.

e Wired IP information section—Displays address related items for both IPv4 and IPv6.

e Wireless section—Displays different contents in different Wi-Fi mode: Off mode, Station mode, and

AP mode.

¢ CDP Information Section—Displays received information from the CDP PSE device(s).

e VPN Section—Displays VPN connection status. If connected, displays the connection profile name.
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Administration

You can manage the account information, perform image upgrade and configuration archive, and restart
or reset the Cisco Edge 340 Series device in the Administration section.

Configuring Account Information

You can configure the following account information on this page:
e Configuring System Account Information, page 2-47
e Configuring System Account Reimage Passcode, page 2-48

¢ Configuring Web GUI Account Information, page 2-48

Configuring System Account Information

Follow these steps to configure the system account information:

Step1  Click Account in the left pane. The Account page is displayed (Figure 2-54).

Figure 2-54 Account Information
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Step2  From the User Type drop-down list, choose the user type that you want to change the username or
password for it.

Maolica

Step 3 In the Current Root Password field, enter the password of root.
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Stepd  (Optional) In the Username field, enter a new username for the user account.

Note  Follow these rules when you change the username:
Username should start with alphabet, digit, “_" or “.”;
Other letters in username could be alphabet, digit, “_”, “-” or “.”;

_ Or b
Username should be less than 32 letters.

Step5  (Optional) In the New Password field, enter a new password. In the Confirm Password field, enter the
new password again.

Note  Follow these rules when you change the password:
Password should not be less than 8 characters;
The new password should contain characters from at least three of the following classes: lower case
letters, upper case letters, digits, and special characters;
No character in the new password should be repeated more than three times consecutively;
The new password should be neither the same as the associated username, nor the reversed username.

Step6  Click Apply to save the changes and Reset to restore the previous values.

Configuring System Account Reimage Passcode

Follow these steps to configure the Reimage Passcode information:

Step1  Click Account in the left pane.
Step2  From the User Type drop-down list, select the user type Root.
Step 3 In the Current Root Password field, enter the password of root.

Step4  In the Reimage Passcode field, enter a new passcode.

Note  Follow these rules when you configure Reimage Passcode:
Passcode should be 6 numbers.
When you click Show Passcode checkbox, the Passcode will be showed.

Step5  Click Apply to save the changes and Reset to restore the previous values.

Note  Reimage Passcode can be configured with other parts in this page.

Configuring Web GUI Account Information

In the Web GUI Account section, you can change the Web GUI login name.

Follow these steps to configure the Web GUI account information:

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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Note  The Web GUI login password is the same as the system root password.

Step1  Click Account in the left pane.
Step2 In the Web GUI Login Name field, enter a new login name.

Note  Follow these rules when you change the Web GUI login name:
The Web GUI login name should start with alphabet, digit, "." or '_".
Other letters in the Web GUI login name could be alphabet, digit, '_', '.' or '-'.
The Web GUI login name should be less than 32 letters.

Step3  Click Apply to save the changes and Reset to restore the previous values.

Configuring Radius Information

To configure the Radius information, click Radius in the left pane. The Radius information window is
displayed, as shown in Figure 2-55.

Figure 2-55 Radius Information
Cisco Edge 340 Series Conﬁguraﬂgn wielcorne Sorin | English w | Logol
¥ Systam Radius
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+ sudd newvy ssresr # Eita server « Diglat= P Moveup o Move dowm
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= == S ki = Por nzautis]
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Enabling Radius

To enable Radius service, check the Enable check box next to the Radius Option field as shown in
Figure 2-55.

Configuring Radius Server

To identify whether the Radius users have administrative permissions of the Cisco Edge 340 series,
Radius server admin should add a predefined authorization profile to the specific admin group in the
current system.

The profile should be configured as the specification shown in Figure 2-56.

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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Figure 2-56 Example of Radius Authorization Profile

Attribute-ID:. 26(Vendor-Specific)-
Vendor-1D:- 9(Cisco)-
Vendor-Type:-  1{Cisco-AV-Pairs)-
Vendor-Content:- ce340-admin-

Adding Radius Server

Follow these steps to add a Radius server:

Step1  Click Add new server as shown in Figure 2-55.

Step2  The Add new radius sever screen is displayed, as shown in Figure 2-57

Figure 2-57 Add New Radius Server

Add new radius server

Server IP/Comair

Fort

Timeout

Step 3 Enter values in the Sever IP/Domain, Port, Timeout and Key fields.

Step4  Click Save to create the radius server and the new server will be displayed in the server list in

Figure 2-55; Or click Cancel to exit the Add new radius server screen.

No_te The maximum number of Radius Server is 5. If you check the Show Key checkbox, the key will be

showed.

Editing Radius Server

Follow these steps to edit a Radius server:

Step1  Click Edit a server as shown in Figure 2-55.

Step2  The Edit a radius sever screen is displayed, as shown in Figure 2-58
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Figure 2-58 Edit Radius Server

Edit radius server

Server IP/Domain 182.168.21 21

Edit the Timeout and Key fields. The Server IP/Domain and Port fields cannot be changed.

Click Save to update the radius server or Cancel to exit the Edit radius server screen.

Deleting Radius Server

Step 1
Step 2

Step 3

Follow these steps to delete a Radius server:

Select the radius server that you want to delete in the server list in Figure 2-55.

Click Delete. A confirmation window is displayed, as shown in Figure 2-59.
Figure 2-59 Confirmation Message to Delete a Radius Server

Confirm

Are you sure to delete the selected radius server?

Continue  Cancel

Click Continue to delete the radius server or Cancel to abort the delete operation.

Changing the Priority of Radius Sever

Step 1
Step 2

Radius servers displayed in the server list in Figure 2-55 are sorted by priorities in descending order.

Follow these steps to change the priority of the a radius server:

Select the radius server that you want to change priority in Figure 2-55.

Click Move up or Move down to change the priority.

[ oL-31688-01
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Configuring Image Upgrade

Click Image Upgrade under Administration in the left pane to upgrade image version of the Cisco Edge
340 Series device. This page also shows the model number, current image version, and available disk
space on the device. You can choose whether to clear user data under /home directory or not, as shown
in Figure 2-60.

Figure 2-60 Image Upgrade

Cisco Edge 340 Series Configuration Welcoma Admn | Engish v | Logowt ‘ghece’

4 System
Image Upgrade
Basic
Resolution

Date And Time

Device Model: CS-E340W
Syslog
e ge Versic o-Edge 340 rele; 5
s Current Image Version Cisco-Edge 340 release 1.1rc5.1
Proxy Available disk space 7516M
¥ Network
Clear Uzer Data [ Enable
4 Monitor
= Destination Image Path ® Direct install from the device Uplaad from my computer Dawnload fram remote server
ystem
Network Path D Name Version
4 Administration 1 Cisco-Edge-1.1.04082300-i386-DVD .bin 1.1.04082300 Delete
Account
Upgrade
Image Upgrade:

Configuration Archive

Restart/ Reset Notice

391347

There are three ways to perform the image upgrade:
e Upgrade From the Device Locally
e Upgrade by Uploading the Image File From My Computer
e Upgrade by Downloading the Image File From a Remote Server

Upgrade From the Device Locally

Follow these steps to perform image upgrade from the device locally:

Step1  Click Image Upgrade under Administration in the left pane.

Step2  Choose Direct install from the device in the Destination Image Path section, as shown in Figure 2-61.

Figure 2-61 Image Upgrade From Device
Destination Image Path: ® Directinstall from the device Upload from my computer Download from remote server
Path: 1D Mame Version
1 Cisco-Edge-1.1.04082300-386-DVD.bin 1.1.04082300 Delete
Upgrade

391348

Step 3 In the Path section, click a row to select the image from the table. If there is no image file on the device,
upload or download one. The image files on the device can be removed by clicking Delete from the table.

Stepd  Click Upgrade. In the popup window, click Continue to install the selected image.

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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Step5  If no error happens in the installation preparing stage, a window as shown in Figure 2-62 will show up
to demonstrate the installation progress; otherwise, related error message will be printed under the
progress bar.

Figure 2-62 Image Upgrade Progress

Installing...

DO NOT power off your device during the upgrade process.

Cisco-Edge-1.1.02190000-1386-DVD.bin install status:
step:1/6 Extract script

3091335

Step6  If the installation is successful, a window as shown in Figure 2-63 is displayed.

Figure 2-63 Image Upgrade Successful

Installing

DO NOT power off your device during the upgrade process.

Install done! The device is rebooting to finish the upgrade, it might take a while.

oK

301336

After that, the device will reboot to finish the whole upgrade progress.

Upgrade by Uploading the Image File From My Computer

Follow these steps to perform image upgrade by uploading the image file from my computer:

Step1  Click Image Upgrade under Administration in the left pane.

Step2 Choose Upload from my computer in the Destination Image Path section, as shown in Figure 2-64.

Figure 2-64 Image Upgrade by Uploading the Image From My Computer

Destination Image Path: Direct install from the device ® Upload from my computer Download from remote server

Path: Selectafile

Upgrade

391349

Step3  Click Select a file to select an image file from my computer. Make sure that the file is properly named
in the form of Cisco-Edge-xxx-i386-DVD.bin, and is a valid image file.

Step4  Click Upgrade. If the file name is valid, a window as shown in Figure 2-65 will display, to demonstrate
the upload progress. Select or unselect the checkbox to decide whether or not to install after upload is
finished.

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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Figure 2-65 Uploading Image Progress
Uploading..

Keep your device connecting to your network while uploading!

Install automatically after upload done

-

Cancel

391351

Step5  When the image upload is completed, if you do not choose to install automatically, a confirmation
window will display. Click Continue to install the uploaded image.

Step6  If no error happens in the installation preparing stage, a window as shown in Figure 2-62 will show up
to demonstrate the installation progress; otherwise, related error message will be printed under the
progress bar.

Step7  If the installation is successful, a window as shown in Figure 2-63 is displayed. In the meantime, the
device will reboot to finish the whole upgrade progress.

Upgrade by Downloading the Image File From a Remote Server

Follow these steps to perform image upgrade by downloading the image file from a remote server:

Step 1 Click Image Upgrade under Administration in the left pane.

Step2  Choose Download from remote server in the Destination Image Path section, as shown in Figure 2-66.

Figure 2-66 Image Upgrade by Downloading the Image From a Remote Server
Destination Image Path: Direct install from the device Upload from my computer ®|Download from remate server
Path:
(=]
®
Upgrade o>
(4]

Step3  Enter the address of an image file on remote server in the Path field. Make sure that the file is properly
named in the form of Cisco-Edge-xxx-i386-DVD.bin.

Step4  Click Upgrade. If the file address is valid, a window as shown in Figure 2-67 will display, to
demonstrate the download progress. Select or unselect the checkbox to decide whether or not to install
after download is finished.
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Figure 2-67 Downloading Image Progress
Downloading

Keep your device connecting to your netwark while downloading!

Install automatically after download done

Cancel

a2

When the image download is complete, if you do not choose to install automatically, a confirmation
window will display. Click Continue to install the downloaded image.

If no error happens in the installation preparing stage, a window as shown in Figure 2-62 will show up
to demonstrate the installation progress; otherwise, related error message will be printed under the
progress bar.

If the installation is successful, a window as shown in Figure 2-63 is displayed. In the meantime, the
device will reboot to finish the whole upgrade progress.

Configuration Archive

Using the Configuration Archive pane, you can download the configuration file to a local directory by
clicking the Download Archive button, as shown in Figure 2-69. Two files will be downloaded. One is
the configuration file named CE340_Cfg_xxxxxx.xml, the other is MDS5 checksum of the configuration
file, named as CE340_Cfg_xxxxxxxx.xml.md5.

The browser may warn that multiple files are downloaded, click the allow button to allow this action, as
shown in Figure 2-68.

Figure 2-68 Popup Windows of Allowing Multiple Downloads

g% This site is attempting to download multiple files. Do you want 1o allow this? | Allow | | Deny

[ oL-31688-01

Cisco Edge 340 Series Software Configuration Guide, Release 1.2 g



Chapter2  Configuring the Web GUI

M Administration

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6
Step 7

Note

Figure 2-69 Configuration Archive Information

Cisco Edge 340 Series Configuration

Configuration Archive

Diece Model CEEMIW-GILE-KD

Browsa

& Anminisiraton

Accourt

image Upgrade

Restar/ Resel

301324

Systema, inc. AR Fights Reserved

To copy the configuration file from one Cisco Edge 340 Series device to another Cisco Edge 340 Series
device, follow these steps:

Click the Download Archive button to download the configuration file from the original Cisco Edge 340
Series device. Two files will be downloaded. One is XML file, the other is MDS5 file.

Save the configuration file to another Cisco Edge 340 Series device by copying the configuration file
locally or remotely.

Open the web GUI from the second Cisco Edge 340 Series device, and click Configuration Archive
under Administration in the left pane.

Click the Browse button next to the Restore configuration from field to select the configuration file with
suffix . XML that you have saved in Step 2. The file name is displayed in the text field to the left of the
Browse button.

Click Browse button next to the Configuration MDS5 file field to select the MDS5 checksum file with
suffix .md5 that you have saved in Step 2. The file name is displayed in the text field to the left of the
Browse button.

Click Apply.
Reboot the Cisco Edge 340 Series device.

Configurations can only be restored to the devices of the same model. For example, configurations from
a non-wifi model cannot be applied to a wifi model.
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Restart or Reset

Using the Restart/Reset pane, you can restart the Cisco Edge 340 Series device with its current settings,
or reset the Cisco Edge 340 Series device to factory defaults, and then reboot.

Figure 2-70 Restart/Reset Information
i, Restart / Reset
¥ Network
a Honitor
System ® Restart the device with its current settings
—— Resat the device to factory defaults configuration ( all user files will be resenved
4 Administration Apply Rese!
Accouni

Image Upgrade

Configuration Archive

Restarl | Reset

21342

Follow these steps to restart or reset the device:

Step1  Click Restart/Reset under Administration in the left pane. The Restart/Reset pane is displayed, as
shown in Figure 2-70.

Step2  Choose the restart or reset option.

Step3  Click Apply to apply the change or Reset to restore to the previous value.
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CHAPTER

Configuring Local CLI - CLISH

This chapter contains the following sections:

Configuration Guidelines

Command Reference

Configuration Guidelines

You can configure the Cisco Edge 340 Series in CLISH, which is used for the local CLI configuration.
The CLI uses only those commands that are specific to the Cisco Edge 340 Series. Although the syntax
is similar to the Cisco IOS CLI, these commands are incompatible with Cisco IOS commands.

You can use CLISH in two modes:

User mode—When you log in to the Cisco Edge 340 Series as an ordinary user, you enter the user
mode. To enter the privileged mode, enter the enable command and then enter the password of the
root user.

Global (privileged) mode—When you log in to the Cisco Edge 340 Series as root user, you enter the
global mode directly and do not have to enter the enable command.

Use the CLI to configure these device settings:

Basic device settings—Hostname, MAC address, bluetooth settings, password, Network Time
Protocol (NTP) server, and device language

Ethernet interface settings—Status, speed, and quality of service (QoS)

Wireless interface settings—Status, radio, wireless mode, channel, wireless separation,
transmission power, Wi-Fi Multimedia (WMM), and advanced wireless settings

Service Set Identifier (SSID) security settings—Broadcast, authentication, and encryption

Follow these configuration guidelines when using CLISH:

Enter ssh username@ip-address or ssh root@ip-address in the command prompt in your PC, and
enter the password in the welcome screen. Enter the mgtemd command to start the CLISH process.

If you log in as an ordinary user, enter the enable command and the password of the root user to
switch to the global mode.

Start a Cisco Edge configuration with the configure terminal global command. End the Cisco Edge
configuration file with the exit global command.

[ oL-31688-01
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S

Note

If you log in to the Cisco Edge 340 Series as ordinary user, and you want to enter CLISH as the
root user, use the Linux command su -, where - means to switch ordinary user to root user, and
use the environment variables of root. If more than 10 minutes passed by without any activity
after you enter the privileged mode, you will exit the privileged mode automatically. Notice the
prompt > and #; > means user mode, and # means privileged mode.

From the system configuration mode, you can enter these configuration modes:

— Ethernet configuration mode

Use the interface system configuration command to enter this mode. Use the exit global
configuration command to return to the system configuration mode.

— WiFi AP interface configuration mode

Use the interface system configuration command to enter this mode. We recommend that before
you configure any wireless settings, you use the wireless-mode WiFi configuration command
to set the 802.11 wireless mode. Use the exit global configuration command to return to the
system configuration mode.

SSID configuration mode

Use the ssid system configuration command to enter this mode. Use the exit global
configuration command to return to the system configuration mode.

All commands must be entered in lowercase letters. Arguments can include uppercase letters.

If there is a configuration conflict, the most recent configuration takes precedence. In this example,
the SSID is not broadcast:

ssid NEWAP1

broadcast ssid on
broadcast ssid off

exit
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Figure 3-1 shows the logic sequence of the CLISH functional structure.

Figure 3-1

Clish

Logic Sequence of the CLISH Functional Structure

Ethernet
Interface
Configuration
Mode

Y

Global
Configuration
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System
Configuration
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WiFi AP
Interface
Configuration
Mode

Configuration Guidelines

Configuration

390284
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Command Reference

This sections contains the commands of the following modes:
e User Configuration Mode Commands
¢ Global Configuration Mode Commands
e System Configuration Mode Commands
e FEthernet Interface Configuration Mode Commands
e WiFi AP Interface Configuration Mode Commands
e SSID Configuration Mode
¢ show Commands
)

Note  Syntax description, command default, command mode, usage guidelines, and examples are provided
only for commands that are not self-explanatory.

User Configuration Mode Commands

This section contains user configuration mode commands. Table 3-1 describes the functions these
commands perform.

Table 3-1 User Configuration Mode Commands

Command Function

enable Enters the global configuration mode.

exit Exits from the CLI.

help Shows the descriptions of the interactive help system.

ping Diagnoses basic network connectivity, and verifies if the remote
device is reachable.

show Shows running system information.

traceroute Prints the route packets trace to the network host.
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enable

To enter the global configuration mode, use the enable command in the user configuration mode.

enable
Command Modes User configuration
Usage Guidelines Use the enable command and enter the password of the root user to switch to the global configuration
mode.

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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To exit the configuration mode that you are in, use the exit command in any configuration mode.

exit

Command Modes User configuration
Global configuration
System configuration
Ethernet interface configuration
WiFi AP interface configuration

SSID configuration

Usage Guidelines Use exit to leave a configuration mode and return to the previous configuration mode.
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help

To display a brief description of the help system, use the help command in the user configuration mode.

help

Command Modes User configuration

Global configuration

Usage Guidelines The help command displays a list of available commands, along with a brief description of each. To
display additional details for a specific command, enter the command name followed by the -? option.

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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To diagnose basic network connectivity on a Cisco Edge 340 Series device, use the ping command in
the user configuration mode or the global configuration mode.

ping {[ip | ipv6 | arp] hostname | ip_address}

Syntax Description ip Sends Internet Control Message Protocol (ICMP) IPv4 messages to network
hosts (default).
ipv6 Sends ICMP IPv6 messages to network hosts.
arp Sends ARP requests to neighbor hosts.
hostname Hostname to ping.
ip_address IP address to ping.
Command Modes User configuration

Global configuration

Usage Guidelines The ping command sends an echo request packet to an address then waits for a reply. Ping output can
help you evaluate path-to-host reliability, delays over the path, and whether the host can be reached or
is functioning.
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traceroute .

To discover the routes that packets will pass through when traveling to their destination address, use the
traceroute command in the user configuration mode or the global configuration mode.

traceroute [protocol] destination [ [resolve] source ip_address | interface interface_name]

Syntax Description

Command Modes

Usage Guidelines

protocol (Optional) Protocol; either IP or IPv6. When not specified, the protocol
argument is based on an examination of the destination format by the software.
The default protocol is IP.

destination The destination address or hostname of the route that you want to trace.
resolve Resolves the hostname.

source ip_address Specifies the source IP address.

interface Specifies the source interface.

interface_name

User configuration

Global configuration

The traceroute command works by taking advantage of the error messages generated by devices when
a datagram exceeds its hop limit value.

The traceroute command first sends probe datagrams with a hop limit of 1. Including a hop limit of 1
with a probe datagram causes the neighboring devices to discard the probe datagram and send back an
error message. The traceroute command sends several probes with increasing hop limits and displays
the round-trip time for each.

The traceroute command sends out one probe at a time. Each outgoing packet might result in one or
more error messages. A time-exceeded error message indicates that an intermediate device has seen and
discarded the probe. A destination unreachable error message indicates that the destination node has
received and discarded the probe because the hop limit of the packet has reached a value of 0. If the timer
goes off before a response comes in, the traceroute command prints an asterisk (*).

The traceroute command is terminated when the destination responds, when the hop limit is exceeded,
or when the user interrupts the trace with the escape sequence. By default, to invoke the escape sequence,
simultaneously press and release the Ctrl, Shift, and 6 keys, and then press the X key.

[ oL-31688-01
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Global Configuration Mode Commands

This section contains global configuration mode commands. Table 3-2 describes the functions these
commands perform.

Table 3-2 Global Configuration Mode Commands

Command Function

configure terminal Starts the Cisco Edge configuration file, and enters the global
configuration mode.

copy running-config Saves the running configuration as the startup configuration file.

startup-config

exit Exits the global configuration mode.

export Exports the running-config or startup-config to a destination path.

help Shows the descriptions of the interactive help system.

import Imports a configuration file to running-config or startup-config.

ping Diagnoses the basic network connectivity, and verifies if the remote
device is reachable.

reboot Halts and performs a cold restart.

restore Restores the default factory configuration.

show Shows running system information.

traceroute Prints the route packets trace to the network host.
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configure terminal

To enter the global configuration mode, use the configure terminal in the global configuration mode.

configure terminal

Command Modes Global configuration

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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copy running-config startup-config

To save the running configuration as the startup configuration file, use the copy running-config
startup-config command in the global configuration mode.

copy running-config startup-config

Command Modes Global configuration

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
m. 0L-31688-01 |



| Chapter3 Configuring Local CLI - CLISH

export W

export

To export a configuration file to the USB storage or a local directory, use the export-config command
in the global configuration mode.

export startup-config to destination

Syntax Description destination Destination that you want to export the configuration file to. The destination
can be either a USB or a local directory.

Command Modes Global configuration

Usage Guidelines You can export a configuration file to either a USB or a local directory. If you choose to export a
configuration file to the USB, the configuration is automatically detected, mounted, and exported to the
USB.

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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import

To import a configuration file from a USB or a local directory, use the import-config command in the
global configuration mode.

import startup-config from source

Syntax Description source Location of the configuration file that you want to import. The source can be
either a USB or a local directory.

Command Modes Global configuration

Usage Guidelines You can import a configuration file from either a USB or a local directory. If you choose to import a
configuration file from a USB, the configuration is automatically detected, mounted, and imported from
the USB.
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reboot

To halt and perform a cold restart, use the reboot command in the global configuration mode.

reboot

Command Modes Global configuration

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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restore

To restore default factory configuration, use the restore command in the global configuration mode.

restore factory-default

Command Modes Global configuration mode
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show

To display running system information, use the show command in the global configuration mode.

show

Command Modes User configuration

Global configuration
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System Configuration Mode Commands

This section contains system configuration mode commands. Table 3-3 describes the functions these
commands perform.

Table 3-3 System Configuration Mode Commands

Command Function

auto-login Enables or disables auto login to the system.

bluetooth Enables or disables bluetooth on the device.

clock Configures the time zone.

display Configures the relation between HDMI and VGA when two
monitors are connected.

do Executes user EXEC or privileged EXEC commands from the
global configuration mode or other configuration modes or
submodes.

exit Exits the system configuration mode.

hdmi Configures HDMI resolution and rotation.

hostname Configures the hostname of the device.

interface Enters the Ethernet interface configuration mode to configure the

Gigabit Ethernet interface, or enters the WiFi AP interface
configuration mode to configure the wireless interface.

language support Configures the language of the device.

log Configures the log size.

monitor Enables or disables HDMI or VGA.

ntp Configures the NTP server that is used by the device.

proxy-server Configures the proxy server.

ssh Configures the SSH users.

ssid Configures the SSID name and enters the SSID configuration mode
to configure the security settings for the access point.

vga Configures VGA resolution and rotation.

wifi-mode Sets the WiFi mode.
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auto-login

To configure the auto login of the system, use the auto-login command in the system configuration
mode.

auto-login {enable | disable}

Syntax Description enable Enables auto login to the system.
disable Disables auto login to the system.

Command Default Auto login is disabled.

Command Modes System configuration
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bluetooth

To enable or disable bluetooth on the Cisco Edge 340 Series device, use the bluetooth command in the
system configuration mode.

bluetooth {on | off}

Command Default Bluetooth is on.

Command Modes System configuration

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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clock

To set the time zone for display purposes, use the clock command in the system configuration mode.

clock timezone timezone

Syntax Description timezone Continent or ocean. Valid values are Africa, America, Antarctica, Arctic,
Asia, Atlantic, Australia, Europe, Indian, Mideast, and Pacific.

Command Modes System configuration

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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display

To configure the relation between two monitors, use the display command in the system configuration
mode.

display type {hdmi | vga} relation rype {hdmi | vga}

Syntax Description type Selects monitor type, either HDMI or VGA.

relation type Configures relation between the two monitors. Valid values are same-as, right,
left, below, and above.

Command Modes System configuration

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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do

do H

To execute user configuration or global configuration commands in the global configuration mode or
other configuration modes, use the do command in any configuration mode.

do command

Syntax Description

Command Default

Command Modes

Usage Guidelines

command User configuration or global configuration command to be executed.

A user configuration or global configuration command is not executed from a configuration mode.

All configuration modes.

Use this command to execute user configuration or global configuration commands (such as show, copy,
and export) while configuring your routing device. After the command is executed, the system will
return to the configuration mode that you were using.

[ oL-31688-01
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W hdmi

hdmi

To configure high-definition multimedia (HDMI) resolution or rotation, use the hdmi command in the
system configuration mode.

hdmi {resolution resolution_value | rotation rotation_value}

Syntax Description resolution_value Resolution that you want to set, in the form xx@yy.
rotation_value Rotation that you want to set. Valid values are normal, right, inverted, and
left.
Command Modes System configuration

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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hostname

To configure the hostname of the Cisco Edge 340 Series device, use the hostname command in the
system configuration mode.

hostname name

Syntax Description name Name that you assign to the device.
Command Modes System configuration
Usage Guidelines Changing the hostname requires a reboot.

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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interface

To enter the Ethernet interface configuration mode to configure the Gigabit Ethernet interface, or to enter
WiFi AP interface configuration mode to configure the wireless interface, use the interface command
in the system configuration mode.

interface {ethernet ge | wireless bvil}

Syntax Description

Command Modes

Usage Guidelines

Related Commands

ethernet ge Configures the Gigabit Ethernet interface.

wireless bvil Configures the wireless interface.

System configuration

Use the interface command to enter the Ethernet interface configuration mode or the WiFi AP interface
configuration mode.

Use the exit command to leave the Ethernet interface configuration mode or the WiFi AP interface
configuration mode.

Table 3-4 on page 3-37 lists the Ethernet interface configuration mode commands.

Table 3-5 on page 3-44 lists the WiFi AP interface configuration mode commands.
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language support

To configure the device language, use the language support command in the system configuration
mode.

language support language_value

Syntax Description language_value Language for the device. Valid values are zh_ CH.utf8, en_US.utf8§,
ko_KR.utf8, and ja_JP.utf8.

Command Default The default is English (en_US.utf8).

Command Modes System configuration

Usage Guidelines Changing the language requires a reboot.

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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To set the log size, use the log command in the system configuration mode.

log size value

Syntax Description size value Sets the log size. Default unit is MB. The valid range is from 1 to 10000.
Default is 10 MB.

Command Modes System configuration

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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monitor

To enable or disable the monitor type of HDMI or VGA, use the monitor command in the system
configuration mode.

monitor type {hdmi | vga} {on | off}

Syntax Description  type Sets the monitor type.
hdmi Sets the monitor type to HDMI.
vga Sets the monitor type to VGA.
on Enables the monitor.
off Disables the monitor.

Command Modes System configuration

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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no

To remove the configuration for a command or set the command to default, use the no command in the
system configuration mode.

no

Command Modes System configuration

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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ntp M

To configure the Network Time Protocol (NTP) server that is used by the Cisco Edge 340 Series device,
use the ntp command in the system configuration mode.

ntp {refresh {on | off} | server ip_address}

Syntax Description refresh Configures auto sync of the NTP server.
on Enables auto sync of the NTP server.
off

Command Modes

Disables auto sync of the NTP server.

server ip_address

Configures the IP address of the NTP server

System configuration

[ oL-31688-01
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proxy-server

To configure the proxy server, use the proxy-server command in the system configuration mode.

proxy-server server [type] [port port_number]

Syntax Description server Hostname or IP address of the proxy server.
type (optional) Type of proxy server. Valid values are no_for, all, http, ftp, and
https.
port port_number (optional) Specifies the proxy port number. The range is from 0 to 65535.
Command Modes System configuration

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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ssh

To configure a Secure Shell (SSH) user, use the ssh command in the system configuration mode.

ssh {add user | delete user}

Syntax Description  add user Adds an SSH user.
delete user Deletes an SSH user.
Command Modes System configuration

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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To set the Service Set Identifier (SSID) name and enter the SSID configuration mode to configure the
security settings for the access point of the device, use the ssid command in the system configuration

mode.

ssid ssid

Syntax Description ssid SSID name for the access point. The name can include all the ASCII characters
except '\ " ? =, and space.

Command Default The default SSID name is CISCO_EDGE.

Command Modes System configuration

Related Commands  Use the exit command to leave the SSID configuration mode.

Table 3-6 on page 3-75 lists the SSID configuration mode commands.

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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vga

To configure the Video Graphics Array (VGA) resolution or rotation, use the vga command in the system
configuration mode.

vga {resolution resolution | rotation rotation}

Syntax Description resolution Resolution that you want to set, in the form xx@yy.
rotation Rotation that you want to set. Valid values are normal, right, inverted, and
left.
Command Modes System configuration

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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wifi-mode

To set the WiFi mode of the Cisco Edge 340 Series device, use the wifi-mode command in the global
configuration mode.

wifi-mode {WiFiAP | WiFiSta | NonWiFi}

Syntax Description WiFiAP Sets the WiFi mode to access point (AP) after reboot.
WiFiSta Sets the WiFi mode to client after reboot.
NonWiFi Sets the WiFi mode to off.

Command Modes System configuration

Usage Guidelines If you choose the AP mode, the Cisco Edge 340 Series device will work in the AP mode immediately,
and only the commands that are specific to the AP mode are visible. If you choose the client mode, the
Cisco Edge 340 series device will work in the client mode immediately, and only the commands that are
specific to the client mode are visible.

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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wifi-mode W

Ethernet Interface Configuration Mode Commands

This section contains Ethernet interface configuration mode commands. Table 3-4 describes the
functions these commands perform.

Table 3-4 Ethernet Interface Configuration Mode Commands

Command Function

do Executes user configuration or global configuration commands
from the global configuration mode or other configuration modes.

duplex Configures the duplex mode for the Gigabit Ethernet (GE) interface.

exit Exits the Ethernet interface configuration mode.

ip address Configures the IP address of an interface.

ip default-gateway Configures the default gateway.

ipv6 address Configures the IPv6 address of an interface.

ipv6 default-gateway Configures the IPv6 default gateway.

speed Configures the speed for the GE interface.

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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duplex

To configure the duplex mode for the Gigabit Ethernet (GE) interface, use the duplex command in the
Ethernet interface configuration mode.

duplex {auto | half | full}

Syntax Description auto Configures automatic duplex mode sensing.
half Configures half-duplex mode.
full Configures full-duplex mode.

Defaults The default is automatic duplex mode sensing.

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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ipaddress W

Ip address

To set the IP address for an interface, use the ip address command in the Ethernet interface configuration
mode.

ip address {dhcp | ip_address}

Syntax Description dhcp IP address negotiated through the Dynamic Host Configuration Protocol

(DHCP).

ip_address IP address of the interface.

Command Default The default is dhcp.

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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Ipv6 address

To set the IPv6 address for an interface, use the ipv6é address command in the Ethernet interface
configuration mode.

ipv6 address {dhcp | ipv6_address}

Syntax Description dhep IPv6 address negotiated through DHCP.
ipv6_address IPv6 address of the interface.

Command Default The default is dhcp.

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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ip default-gateway

To specify the default gateway for the Cisco Edge 340 Series device, use the ip default-gateway
command in the Ethernet interface configuration mode.

ip default-gateway ip_address

Syntax Description ip_address IP address of the default gateway.

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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ipv6 default-gateway

To specify the IPv6 default gateway for the Cisco Edge 340 Series device, use the ipv6 default-gateway
command in the Ethernet interface configuration mode.

ipv6 default-gateway ipv6_address

Syntax Description ip_address IPv6 address of the default gateway.

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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speed

To configure the speed for an interface, use the speed command in the Ethernet configuration mode.

speed {auto | 10 | 100 | 1000}

Syntax Description auto Configures automatic speed sensing.

10 Configures 10 Mbps speed.

100 Configures 100 Mbps speed.

1000 Configures 1000 Mbps speed and full-duplex mode.
Command Default The default is auto.

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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WiFi AP Interface Configuration Mode Commands

This section contains WiFi AP interface configuration mode commands. Table 3-5 describes the
functions these commands perform.

Table 3-5

WiFi AP Interface Configuration Mode Commands

Command

Function

aggregation-msdu

Enables or disables aggregation MAC Service Data Unit (MSDU).

ap-isolation

Configures wireless separation for clients that are connected to the
same SSID.

apsd Configures Wi-Fi Multimedia (WMM) power save mode for an
access point.

auto-block Enables or disables auto block.

ba-decline Enables or disables to decline a ba request.

beacon-interval

Configures the beacon interval for an access point.

bg-protection

Configures the CTS-to-self protection for an access point.

channel bandwidth

Configures the channel width when the access point functions in the
802.11n mode or the 802.11n mixed mode.

channel number

Configures the channel number (which sets the frequency) for an
access point.

data-beacon-rate

Configures the Delivery Traffic Indication Message (DTIM)
interval for an access point.

do Executes user configuration or global configuration commands
from the global configuration mode or other configuration modes.
exit Exits the WiFi AP interface configuration mode.

extension channel

Configures the control-side band that is used for the extension or
secondary channel when the access point functions in the 802.11n
mode or the 802.11n mixed mode.

frag-threshold

Configures the frag threshold.

guard-interval

Configures the period between packets when an access point
functions in the 802.11n mode or the 802.11n mixed mode.

igmp-snoop Enables or disables Internet Group Management Protocol IGMP)
snooping.
mes Configures the high throughput Modulation and Coding Schemes

(MCS) rate when the access point functions in 802.11n mode or
802.11n mixed mode.

multicast-mcs

Configures the high throughput MCS rate on multicast frames.

multicast-phy-mode

Configures PHY mode on multicast frames.

operating-mode

Configures greenfield or mixed mode when the access point
functions in the 802.11n mode.

packet aggregation

Configures Aggregate MAC Service Data Unit (A-MSDU) packet
aggregation when an access point functions in the 802.11n mode or
the 802.11n mixed mode.

[l Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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speed W
Table 3-5 WiFi AP Interface Configuration Mode Commands (continued)
Command Function
rdg Configures the Reverse Direction Grant (RDG) when an access
point functions in the 802.11n mode or the 802.11n mixed mode.
rts-threshold Sets the RTS threshold.
short-slot Configures the short-slot time when the access point functions in
the 802.11g mode or the 802.11g mixed mode.
stbe Configures the space time block coding (STBC).
transmit burst Configures the transmit burst (Tx burst) for an access point.
transmit preamble Configures the preamble for an access point.
transmit power Configures the power at which an access point radio transmits its
wireless signal.
wireless-mode Configures the 802.11 wireless mode for an access point.
wmm Configures Wi-Fi Multimedia (WMM) for an access point.
Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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aggregation-msdu

To enable or disable MAC Service Data Unit (MSDU) aggregation, use the aggregation-msdu command
in the WiFi AP interface configuration mode.

aggregation-msdu {on | off}

Syntax Description on Enables aggregation MSDU.
off Disables aggregation MSDU.
Command Modes WiFi AP interface configuration

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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ap-isolation

To configure wireless separation for clients that are connected to the same Service Set Identifier (SSID),
use the ap-isolation command in the WiFi AP interface configuration mode.

ap-isolation {on | off}

Syntax Description on Enables wireless separation. Wireless clients that are connected to the same
SSID are prevented from communicating with each other.

off Disables wireless separation. Wireless clients that are connected to the same
SSID can communicate with each other.

Command Default Wireless separation is disabled.

Related Commands  WiFi AP interface configuration

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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apsd

To configure Wi-Fi Multimedia (WMM) power save mode for an access point, use the apsd command
in the WiFi AP interface configuration mode.

apsd {on | off}

Syntax Description on Enables WMM power save mode.

off Disables WMM power save mode.

Command Default WMM power save mode is disabled.

Command Modes WiFi AP interface configuration

Usage Guidelines You can configure the apsd command only when the WMM is enabled.

Related Commands  Use the wmm command to enable WMM.

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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auto-block

To configure auto block, use the auto-block command in the WiFi AP interface configuration mode.

auto-block {on | off}

Syntax Description  on Enables auto block.
off Disables auto block.

Related Commands  WiFi AP interface configuration

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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ba-decline

To enable or disable the task of declining a BA request, use the ba-decline command in the WiFi AP
interface configuration mode.

ba-decline {on | off}

Syntax Description on Enables the task of declining a BA request.
off Disables the task of declining a BA request.
Command Modes WiFi AP interface configuration

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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beacon-interval

To configure the beacon interval for an access point, use the beacon-interval command in the WiFi AP
interface configuration mode.

beacon-interval interval

Syntax Description interval Period that you want to configure the beacon interval with. The range is
between 20 and 1000 milliseconds. The default is 100 milliseconds.

Command Default The default period is 100 milliseconds.
Command Modes WiFi AP interface configuration
Usage Guidelines The default setting should work well for most networks.

Configure a long interval to:
e Increase an access point’s throughput performance.
e Decrease the discovery time for clients and decrease the roaming efficiency.
e Decrease the power consumption of clients.

Configure a short interval to:
e Minimize the discovery time for clients and improve the roaming efficiency
e Decrease an access point’s throughput performance.

e Increase the power consumption of clients.

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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bg-protection

To configure CTS-to-self protection for an access point, use the bg-protection command in the WiFi AP
interface configuration mode.

bg-protection {auto | on | off}

Note  This command applies to the 802.11b/g mixed mode, 802.11n/g mixed mode, and 802.11b/g/n mixed

mode.
Syntax Description auto Configures automatic selection of CTS-to-self protection.
on Enables CTS-to-self protection.
off Disables CTS-to-self protection.
Command Default The default is automatic selection of CTS-to-self protection.
Command Modes WiFi AP interface configuration
Usage Guidelines CTS-to-self protection minimizes collisions among clients in a mixed mode environment, but reduces

throughput performance.

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
m. 0L-31688-01 |



| Chapter3 Configuring Local CLI - CLISH

channel bandwidth

channel bandwidth

Note

To configure the channel width in a scenario there an access point functions in the 802.11n mode, use
the channel bandwidth command in the WiFi AP interface configuration mode.

channel bandwidth {20 | 20/40}

This command applies to the 802.11n mode or the 802.11n mixed mode.

Syntax Description

Command Default

Command Modes

Usage Guidelines

Related Commands

20 Configures a 20-MHz channel width.
20/40 Configures automatic selection of a 20-MHz or a 40-MHz channel width.

The default is automatic selection of a 20-MHz or a 40-MHz channel width.

WiFi AP interface configuration

The default setting should work well for most networks.
A 40-MHz channel provides a higher throughput performance for 802.11n clients.
802.11b and 802.11g clients can function only with a 20-MHz channel.

The setting of the channel bandwidth command affects the options for the mes command.

[ oL-31688-01
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channel number

To configure a channel number, which sets the frequency for an access point, use the channel number
command in the WiFi AP interface configuration mode.

channel number {auto | number}

Syntax Description auto Configures automatic selection of a channel number.
number Channel number. The default is auto.
Command Default The default value is auto.
Command Modes WiFi AP interface configuration
Usage Guidelines We recommend that you either use the default channel number or the automatic selection of the channel

number and only change the channel number if you experience interference in the network.

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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data-beacon-rate

To configure the Delivery Traffic Indication Message (DTIM) interval for an access point, use the
data-beacon-rate command in the WiFi AP interface configuration.

data-beacon-rate rate

Syntax Description rate The range is between 1 and 255 milliseconds. The default is 1 millisecond.
Command Default The default rate is 1 millisecond.

Command Modes WiFi AP interface configuration

Usage Guidelines The DTIM interval is a multiple of the beacon interval. Before you change the DTIM interval, consider

the types of clients in the network: laptops might function better with a short interval, but mobile phones
might function better with a long interval.

A long interval allows clients to save power, but may delay multicast and broadcast traffic.

A short interval decreases the delivery time of multicast and broadcast traffic, but may increase power
consumption by clients.

Related Commands  The setting of the beacon-interval command affects the data-beacon-rate command.

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
[ oL-31688-01 .m



Chapter3  Configuring Local CLI - CLISH |

I extension channel

extension channel

To configure the control sideband that is used for the extension or secondary channel when an access
point functions in the 802.11n mode, use the extension channel command in the WiFi AP interface
configuration mode.

extension channel {upper | lower}

Note  This command applies to the 802.11n mode or the 802.11n mixed mode.

Syntax Description upper Configures the upper extension channel.
lower Configures the lower extension channel.
Command Default The lower extension channel is configured.
Command Modes WiFi AP interface configuration
Usage Guidelines This command takes effect only when you configure a 40-MHz channel width.

When the main channel number is in the lower range (for example, in the 1 to 4 range), use the upper
extension channel.

When the main channel number is in the upper range (for example, in the 10 to 13 range), use the lower
extension channel.

When the main channel number is in the middle range (for example, in the 5 to 9 range), use either the
upper extension channel or the lower extension channel.

Related Commands  Use the channel bandwidth command to configure the channel width.

Use the channel number command to configure the main channel number.

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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frag-threshold

To configure the Frag threshold, use the frag-threshold command in the WiFi AP interface
configuration mode.

frag-threshold value

Syntax Description value Configures the Frag threshold value. The range is from 256 to 2346.

Command Modes WiFi AP interface configuration

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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guard-interval

Note

To configure the guard interval period between packets when the access point functions in the 8§02.11n
mode, use the guard-interval command in the WiFi AP interface configuration mode.

guard-interval {400 | 800}

This command applies to the 802.11n mode or the 802.11n mixed mode.

Syntax Description

Command Default

Command Modes

Usage Guidelines

Related Commands

400 Configures a short guard interval of 400 nanoseconds (ns).

800 Configures a long guard interval of 800 ns.

The default is 400 ns.

WiFi AP interface configuration

Use a 400-ns interval to increase the throughput performance for 802.11n clients, but may result in some
packet errors and multipath interference.

Use an 800-ns interval to minimize packet errors and multipath interference, but decrease the throughput
performance for 802.11n clients.

The setting of the guard-interval command affects the options for the mes command.
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igmp-snoop
To enable or disable Internet Group Management Protocol (IGMP) snooping on a wireless interface, use
the igmp-snoop command in the WiFi AP interface configuration mode.

igmp-snoop {on | off}

Syntax Description  on IGMP snooping is on.
off IGMP snooping is off.

Command Default IGMP snooping is off.

Command Modes WiFi AP interface configuration

Cisco Edge 340 Series Software Configuration Guide, Release 1.2 g
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Note

To configure the high throughput Modulation and Coding Scheme (MCS) rate when an access point
functions in the 802.11n mode, use the mes command in the WiFi AP interface configuration mode.

mcs index_number

This command applies to the 802.11n mode or the 802.11n mixed mode.

Syntax Description

Command Default

Command Modes

Usage Guidelines

index_number The range is from O to 15, and 33 (automatic selection).

The default is 33 (automatic rate configuration).

WiFi AP interface configuration

This table shows the MCS index numbers with their potential data rates in Mbps based on MCS, guard
interval, and channel width.

Index Guard Interval of 800 nanoseconds Guard Interval of 400 nanoseconds
Number 20-MHz Channel Width |40-MHz Channel Width |20-MHz Channel Width |40-MHz Channel Width
0 6.5 13.5 7 2/9 15

1 13 27 14 4/9 30

2 19.5 40.5 21 2/3 45

3 26 54 28 8/9 60

4 39 81 43 1/3 90

5 52 109 57 5/9 120

6 58.5 121.5 65 135

11 52 108 57719 120

12 78 162 86 2/3 180

13 104 216 1155/9 240

14 117 243 130 270

15 130 270 144 4/9 300

33 Configures automatic selection of the MCS index number.

We recommend that you use automatic selection of the MCS index number. Change the MCS index to a

fixed number only if the Received Signal Strength Indication (RSSI) for the clients in the network can
support the selected MCS index number.

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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Related Commands  The setting of the channel bandwidth command affects the options for the mes command.

The setting of the guard-interval command affects the options for the mes command.

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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multicast-mcs

To configure the high throughput Modulation and Coding Scheme (MCS) rate on multicast frames when
an access point functions in the 802.11n mode, use the multicast-mecs command in the WiFi AP interface
configuration mode.

multicast-mcs index_number

Note  This command applies to the 802.11n mode or the 802.11n mixed mode.

Syntax Description index_number The range is from O to 15.

Command Default The default is 2.

Usage Guidelines This table shows the MCS index numbers with their potential data rates in Mbps based on MCS, guard
interval, and channel width.

Index Guard Interval of 800 ns Guard Interval of 400 ns
Number 20-MHz Channel Width |40-MHz Channel Width |20-MHz Channel Width |40-MHz Channel Width
0 6.5 13.5 72/9 15

1 13 27 14 4/9 30

2 19.5 40.5 212/3 45

3 26 54 28 8/9 60

4 39 81 43 1/3 90

5 52 109 57 5/9 120
6 58.5 121.5 65 135
7 65 135 72 2/9 152.5
8 13 27 14 4/9 30

9 26 54 28 8/9 60
10 39 81 43 1/3 90
11 52 108 5717/9 120
12 78 162 86 2/3 180
13 104 216 115 5/9 240
14 117 243 130 270
15 130 270 144 4/9 300
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multicast-phy-mode

To configure the PHY mode on multicast frames when an access point functions in the 802.11n mode,
use the multicast-phy-mode command in the WiFi AP interface configuration mode.

multicast-phy-mode {01123}

Syntax Description 0 Specifies that the mode is disabled.
1 Specifies Complementary Code Keying (CCK) (802.11b).
2 Specifies Orthogonal Frequency Division Multiplexing (OFDM) (802.11g).
This is the default.
3 Specifies HTMIX (802.11b/g/n).

Command Default The default is 2.

Command Modes WiFi AP interface configuration

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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operating-mode

To configure greenfield mode or the mixed mode when an access point functions in the 802.11n mode,
use the operating-mode command in the WiFi AP interface configuration mode.

operating-mode {greenfield | mixed}

Note  This command applies to the 802.11n mode.

Syntax Description greenfield Configures the greenfield mode, which improves 802.11n throughput
performance, but prevents 802.11b and 802.11g clients present in the coverage
area from recognizing the 802.11n traffic.

mixed Configures the mixed mode, which allows the 802.11b and 802.11g clients in
the coverage area to recognize the 802.11n traffic. This is the default.

Command Default The default is mixed.
Command Modes WiFi AP interface configuration
Usage Guidelines Use the greenfield mode if there are only 802.11n clients in the coverage area. If you use the greenfield

mode when 802.11b, 802.11g, and 802.11n clients coexist in the same coverage area, packet collisions
might occur.

Use the mixed mode when 802.11b, 802.11g, and 802.11n clients coexist in the same coverage area.

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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packet aggregation

To configure Aggregate MAC Service Data Unit (A-MSDU) packet aggregation when an access point
functions in the 802.11n mode, use the packet aggregation command in the WiFi AP interface
configuration mode.

packet aggregation {on | off}

Note  This command applies to the 802.11n mode or the 802.11n mixed mode.

Syntax Description on Enables packet aggregation.
off Disables packet aggregation.
Command Default Packet aggregation is off.
Command Modes WiFi AP interface configuration
Usage Guidelines Enable packet aggregration if network traffic consists primarily of data.

Disable packet aggregration if network traffic consists primarily of voice, video, or other multimedia
traffic.

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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rdg

Note

To configure the Reverse Direction Grant (RDG) when an access point functions in the 8§02.11n mode,
use the rdg command in the WiFi AP interface configuration mode.

rdg {on | off}

This command applies to the 802.11n mode or the 802.11n mixed mode.

Syntax Description

Command Default

Command Modes

Usage Guidelines

on Enables RDG.

off Disables RDG.

RDG is disabled.

WiFi AP interface configuration

When RDG is enabled, a transmitter that has reserved the channel transmission opportunity allows the
receiver to send packets in the reserved direction. When RDG is disabled, packets can be transmitted
only in one direction during the channel transmission opportunity reservation.

Enable RDG for better throughput performance of 802.11n traffic.
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rts-threshold

To configure the Request to Send (RTS) threshold, use the rts-threshold command in the WiFi AP
interface configuration mode.

rts-threshold value

Syntax Description value Sets the RTS threshold. The range is from 1 to 2347.

Command Modes WiFi AP interface configuration

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
[ oL-31688-01 .m



Chapter3  Configuring Local CLI - CLISH |

W short-slot

short-slot

Note

To configure the short-slot time when the access point functions in the 802.11g mode or the 802.11g
mixed mode, use the short-slot command in the WiFi AP interface configuration mode.

short-slot {on | off}

This command applies to the 802.11g mode or the 802.11g mixed mode.

Syntax Description

Command Default

Command Modes

Usage Guidelines

on Enables short-slot time.

off Disables short-slot time.

Short-slot time is enabled.

WiFi AP interface configuration

Enable the short-slot time for better throughput performance for 802.11g clients.

If there are mostly 802.11b clients in the network, disable the short-slot time.
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sthc

To configure the space time block coding (STBC), use the stbe command in the WiFi AP interface
configuration mode.

stbc {on | off}

Syntax Description  on Enables STBC.
off Disables STBC.

Related Commands  WiFi AP interface configuration

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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transmit burst

To configure the transmit burst (Tx burst) for an access point, use the transmit burst command in the
WiFi AP interface configuration mode.

transmit burst {on | off}

Syntax Description  on Enables Tx burst.
off Disables Tx burst.
Command Default Tx burst is enabled.
Command Modes WiFi AP interface configuration
Usage Guidelines Leave Tx burst on for better throughput performance.

Disable Tx burst if you notice wireless interference in the network.

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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transmit preamble

To configure the preamble for an access point, use the transmit preamble command in the WiFi AP
interface configuration mode.

transmit preamble {long | short | auto}

Syntax Description

Command Default

Command Modes

Usage Guidelines

long Configures a long preamble.
short Configures a short preamble.
auto Configures automatic preamble selection.

The default is a long preamble.

WiFi AP interface configuration

Use the long preamble setting for compatibility with legacy 802.11 systems operating at 1 and 2 Mb/s.

Configure a short preamble setting to improve throughput performance.

[ oL-31688-01
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transmit power

To configure the power at which an access point radio transmits its wireless signal, use the transmit
power command in the WiFi AP interface configuration mode.

transmit power percentage

Syntax Description percentage Percentage of transmit power. The range is from 1 to 100.

Command Default The default is 100 percent.

Command Modes WiFi AP interface configuration

Usage Guidelines For transmission of the wireless signal over a long distance, use the 100 percent setting.

For transmission of the wireless signal over a short distance, for example, when all the clients are in a
small room, lower the percentage.
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wireless-mode

To configure the 802.11 wireless mode for an access point, use the wireless-mode command in the WiFi
AP interface configuration mode.

wireless-mode {01 1121416171819111i}

Syntax Description

Command Default

Command Modes

Usage Guidelines

Configures the 802.11b/g mixed mode.
Configures the 802.11b mode.

Configures the 802.11a mode for SGHz only.
Configures the 802.11g mode.

Configures the 802.11n mode for 2GHz only.
Configures the 802.11n/g mixed mode.

Configures the 802.11a/n mixed mode for SGHz only.

ORI RN =D

Configures the 802.11b/g/n mixed mode.
11 Configures the 802.11n mode for 5SGHz only.

The default is the 802.11b/g/n mixed mode.

WiFi AP interface configuration

802.11b/g mixed mode—Select this mode if you have devices in the network that support 802.11b and
802.11g.

802.11b mode—Select this mode if all the devices in the wireless network only support 802.11b.

802.11a mode for SGHz only—Select this mode if all the devices in the wireless network only support
802.11a in the 5GHz band.

802.11g mode—Select this mode if all the devices in the wireless network only support 802.11g.

802.11n mode for 2GHz only—Select this mode if all the devices in the wireless network only support
802.11n in the 2GHz band.

802.11b/g/n mixed mode—Select this mode if you have devices in the network that support 802.11b,
802.11g, and 802.11n.

802.11b/g mixed mode—Select this mode if you have devices in the network that support 802.11b and
802.11g.

[ oL-31688-01
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wmm

To configure Wi-Fi Multimedia (WMM) for an access point, use the wmm command in the WiFi AP

interface configuration mode.

wmm {on | off}

Syntax Description

Command Default

Command Modes

Usage Guidelines

Related Commands

on Enables WMM.

off Disables WMM.

WMM is disabled.

WiFi AP interface configuration

WMM provides QoS for wireless traffic. If there is a lot of mixed media traffic (voice, video, data),

enable WMM.

Use the apsd command to configure WMM power save mode.

[l Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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SSID Configuration Mode

This section contains Service Set Identifier (SSID) configuration mode commands. Table 3-6 describes
the functions these commands perform.

Table 3-6 SSID Configuration Commands

Command Function

broadcast ssid Enables or disables broadcast of the Service Set Identifier (SSID)
name.

do Executes THE user EXEC or privileged EXEC commands from
global configuration mode or other configuration modes or
submodes.

encryption mode (open, Configures open, shared, Wi-Fi Protected Access (WPA),

shared, or WEP configuration) | WPA1WPA2, WPA2, WPA2PSK, WPAPSK, and
WPAPSKWPA2PSK authentication and associated encryption for
the access point.

encryption mode (WPA

configuration)

exit Exits the SSID configuration mode.

no Removes the configuration for a command or sets the command to
default.

radius-server Configures the name of a RADIUS server.

Note Configuration for SSID will take effect after exiting the SSID configuring mode.

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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broadcast ssid

To enable or disable broadcast of the SSID name, use the broadcast ssid command in the SSID
configuration mode.

broadcast ssid {on | off}

Syntax Description on Enables broadcast of the SSID name.
off Disables broadcast of the SSID name.

Command Default The SSID is broadcast.

Command Modes SSID configuration

Usage Guidelines Disable broadcast of the SSID for enhanced security. Only wireless clients who know the SSID can
connect to the access point.

Enable broadcast of the SSID for wider availability and easier access.

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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encryption mode (open, shared, or WEP configuration)

To configure open, shared, or Wired Equivalency Privacy (WEP) authentication and associated
encryption for an access point, use the encryption mode command in the SSID configuration mode.

encryption mode {open | shared} type {none | wep {key {1121314} {hex number | ascii

phrase}}}
Syntax Description open Configures open access without authentication.
shared Configures authentication with a shared key.
none Configures no encryption.
wep Configures WEP encryption.
key 1 Configures the key number for WEP encryption.
key 2 (You can use only one of the four keys.)
key 3
key 4
hex number Configures either authentication with a hexadecimal key or authentication and
encryption with a hexadecimal key:
e When you select the none keyword, configures authentication with a
hexadecimal key.
e When you select the wep keyword, configures authentication and
encryption with a hexadecimal key.
For number, enter either 10 or 26 hexadecimal digits.
ascii phrase Configures either authentication with a passphrase or authentication and
encryption with a passphrase:
¢ When you select the none keyword, configures authentication with a
passphrase.
e When you select the wep keyword, configures authentication and
encryption with a passphrase.
For phrase, enter either 5 or 13 alphanumerical characters. Dash (-) and
underscore (_) characters are supported.
Command Default The default is open access and no encryption.
Command Modes SSID configuration
Usage Guidelines For shared access without encryption, the WEP hexadecimal number or passphrase is used only for
authentication.

For shared access with WEP encryption, the WEP hexadecimal number or passphrase is used for both
authentication and encryption.

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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Examples This example shows how to configure shared authentication and WEP encryption, using key 3 and the
passphrase 3uifsfis-_0r5:

encryption mode shared type wep key 3 ascii 3uifsfis-_ 0r5

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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encryption mode (WPA configuration)

To configure Wi-Fi Protected Access (WPA) authentication and associated encryption for an access
point, use the encryption mode command in the SSID configuration mode.

encryption mode {wpapsk | wpa2psk | wpapskwpa2psk} type {tkip | aes | tkipaes}
pass-phrase phrase

Syntax Description wpapsk Configures WPA with preshared key (PSK) authentication.
wpa2psk Configures WPA2 with PSK authentication.
wpapskwpa2psk Configures combined WPA and WPA2 with PSK authentication.
tkip Configures Temporal Key Integrity Protocol (TKIP) encryption.
aes Configures Advanced Encryption Standard (AES) encryption.
tkipaes Configures combined TKIP and AES encryption.

pass-phrase phrase Configures a passphrase (password). For phrase, enter at least 8 and a maximum
of 63 alphanumerical characters. Dash (-) and underscore(_) characters are

supported.
Command Default The default is open access and no encryption.
Command Modes SSID configuration
Examples This example shows how to configure combined WPA and WPA2 authentication with combined TKIP

and AES encryption, using the passphrase safE478_Ty33Yep-:

encryption mode wpapskwpa2psk type tkipaes pass-phrase safE478_Ty33Yep-

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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encryption mode (802.1x)

To configure Wi-Fi Protected Access (WPA) authentication and associated encryption for an access
point, use the encryption mode command in the SSID configuration mode.

encryption mode {wpa | wpa2 | wpalwpa2} type {tkip | aes | tkipaes}

Note  The encryption mode (802.1x) should be used in combination with RADIUS server.

Syntax Description wpa Configures WPA with 802.1x authentication.
wpa2 Configures WPA2 with 802.1x authentication.
wpalwpa2 Configures combined WPA and WPA2 with 802.1x authentication.
tkip Configures Temporal Key Integrity Protocol (TKIP) encryption.
aes Configures Advanced Encryption Standard (AES) encryption.
tkipaes Configures combined TKIP and AES encryption.
Command Default The default mode is wpa2psk access, tkipaes encryption, and the password is Ciscol23.
Command Modes SSID configuration
Examples This example shows how to configure combined WPA and WPA2 authentication with combined TKIP

and AES encryption, using the 802.1x authentication method:

encryption mode wpalwpa2 type tkipaes
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radius-server

To configure the related information of a RADIUS server, use the radius-server in the SSID
configuration mode.

radius-server hostname [auth-port port_number] [key secret]

Syntax Description hostname Hostname or IP address of the RADIUS server.
auth-port Specifies the authentication port number of the RADIUS server.
port_number Authentication port number of the RADIUS server. The range is from 0 to
65535. The default is 1812.
key Specifies the password of the authentication service on the RADIUS server.
secret Password of the authentication service on the RADIUS server.
Command Default The default value for port_number is 1812.

The default value for secret is NULL.

Command Modes SSID configuration

Examples This example shows how to configure the related information of a RADIUS server:

radius-server 192.168.1.1 auth-port 1812 key passl234

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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show Commands

User Configuration Mode

Use the following show commands in the user configuration mode to display the configuration on a
Cisco Edge 340 Series device:

show cpu—Displays CPU information.

show mac—Displays MAC address.

show memory—Displays memory usage information.
show mount—Displays mount information.

show os-build-time—Displays release build time.
show os-version—Displays release version.

show os-install-time—Displays release installed time.

show storage—Displays storage information.

Global Configuration Mode

Use the following show commands in the global configuration mode to display the configuration on a
Cisco Edge 340 Series device:

show all-running-config—Displays all information about the running configuration.
show all-startup-config—Displays all information about the startup configuration.
show running-config—Displays the configuration saved in the RAM.

show startup-config—Displays the configuration saved in the database.

show bluetooth—Displays bluetooth information.

show hdmi dev-name—Displays the device name of the connected HDMI monitor.

show hdmi current-resolution—Displays the current resolution of the connected HDMI monitor.

show hdmi support-resolution—Displays the connected HDMI monitor support resolution.
show hostname—Displays the hostname.

show ip interface—Displays the status of interfaces configured for IP.

show log-size—Displays the log size.

show monitor-full—Displays all the current monitor information.

show ssid—Displays the AP wireless ssid setting.

show wifi-mode—Displays the WiFi mode.

show vga dev-name—Displays the device name of the connected VGA monitor.

show vga current-resolution—Displays the current resolution of the connected VGA monitor.

show vga support-resolution—Displays the connected VGA monitor support resolution.
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Troubleshooting

This appendix provides information about troubleshooting the Cisco Edge 340 Series device with the
following issues:

e Boot and Login, page A-1

e Reset and Upgrade, page A-2
e Display Issues, page A-4

e Network Issues, page A-4

e Power Issues, page A-5

~

Note  The end users are not encouraged to perform troubleshooting by themselves.

Boot and Login

This section provides troubleshooting information about boot and login issues.

Forget Root Password

If you forget the root password of a Cisco Edge 340 Series device, follow these steps to reset the
password to the factory default:

Step1  Plug in a USB external storage device to an Linux PC or VM, for example, a Kingston USB disk with
the partition of /dev/sdd1.

Step2  Execute the following commands to create a USB recovery disk and wait until the process is complete:

[user@CE340 root]$ su

[user@CE340 ~]# cd /home/user/Downloads/

[user@CE340 Downloads]# chmod 777 Cisco-Edge-1.1-i386-DVD.bin
[user@CE340 Downloads]# ./Cisco-Edge-1.1-i386-DVD.bin -t/dev/sddl -w

Step3  Plugin the USB recovery disk to your device. Press F12 when you start the Cisco Edge 340 Series device
to enter the privileged mode as shown in Figure A-1. Choose your USB device as the boot device, which
in this example is KingstonDataTraveler 2.0.1.00.

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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Figure A-1 Select Boot Device

Please select boot device:

SATA PM: SanDisk SSD U100 32G

Generic STORAGE DEWVICE 0208
SYSRecovery

Atheros Boot Agent

UEFI: Built-in EFI Shell
KingstonDataTraveler 2.01.00
Enter Setup

T and 1 to move selection
ENTER to select boot device
ESC to boot using defaults

31407

~

Note  This operation will wipe all the user data from the device.

System Starts Slowly

If the system takes more than one or two minutes to start, follow these steps:

Step 1 Plug in the console cable of the Cisco Edge 340 Series device.

Step2  Check the log printed on the terminal to verify if the problem is caused by the insufficient power support
from external devices.

Step3  If yes, disconnect the external devices and restart the system. Alternatively, power off the Cisco Edge
340 Series device and restart it.

Step 4

representative.

System Locked After Using Wrong Password Five Times

If the problem is not caused by external devices, record the system log and contact a Cisco support

If type the wrong password more than five times when you log in, the system is locked for 15 seconds.

After 15 seconds have lapsed, the system is unlocked and you can retype the password.

Reset and Upgrade

This section provides troubleshooting information about reset and upgrade issues.

[l Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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Having Trouble Updating the System

Able To Log In

Unable To Log In

Step 1
Step 2
Step 3

Step 4

If you have trouble updating the system of a Cisco Edge 340 Series device, perform one of the following
actions:

If you can log in to the system, use the following command to execute Cisco-Edge-1.1-i386-DVD.bin
file to update the system automatically:

[user@CE340 root]$ su

[user@CE340 ~]# cd /home/user/Downloads/

[user@CE340 Downloads]# chmod 777 Cisco-Edge-1.1-i386-DVD.bin
[user@CE340 Downloads]# ./Cisco-Edge-1.1-i386-DVD.bin

If you cannot log in to the system, perform the following steps to recover:

Press F12 when you start the Cisco Edge 340 Series device to enter the privileged mode.
Choose SYSRecovery PMAP as the boot device in Figure A-1.

You will see the following options:

¢ Install Cisco-Edge in Keep User Data Mode—Reimage your device with /home partition reserved.

¢ Install Cisco-Edge in Clean User Data Mode—Reimage your device with /home partition wiped. All
the configuration, user application, and data will be wiped out.

Choose the option that you want to install.

Creating USB Recovery Disk

Use the procedures in the “Forget Root Password” section on page A-1 to create a USB recovery disk.
However, this is not a recommended method. When you reimage your device using this method, the
SYSRecovery function will not refresh with your current installed version of image. The next time you
use the functions, they either cannot work or forces your system to roll back to the old version.

There is a work around to solve this problem. After your system is recovered by using the external USB
disk, run the following command to reimage the system again with normal process and refresh the
system recovery partition:

[user@CE340 root]$ su

[user@CE340 ~]# cd /home/user/Downloads/

[user@CE340 Downloads]# chmod 777 Cisco-Edge-1.1-i1i386-DVD.bin
[user@CE340 Downloads]# ./Cisco-Edge-1.1-i386-DVD.bin

Restore Factory Settings Action Fails in Web GUI

If you fail to restore the factory settings in the Web GUI, try again by clicking Restart/Reset in the left
pane under the Administration tab.

[ oL-31688-01
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Display Issues

This section provides troubleshooting information about display issues.

No Signal Output

If you do not find signal output after connecting a monitor, and the network status of the Cisco Edge 340
Series device is disconnected, follow these steps:

Step 1 Check if power is flowing to the monitor.
Step2  Check if the VGA or HDMI connector is correctly connected.

Step3  If both the power and connection are fine, use the console port to trouble shoot. Log in to the system
with root permission. Enter the DISPLAY:=0.0 xrandr command to check if the monitor is detected by
the Cisco Edge 340 Series device.

Note If the issue is not resolved, reboot the device.

Screen Blurred After Resolution is Changed

If you find the screen is blurred after changing the resolution, take one of the following actions:
e Check the connection of the Cisco Edge 340 Series device and the monitor, and restart the system.

e Change the current resolution to a new value in the web GUIL.

Network Issues

This section provides troubleshooting information about network issues.

Connection Status Not Refreshed in the WiFi Station Mode

In the WiFi station mode, if you find that the connection status is not refreshed to be connected after
connecting to an AP, click the Refresh button in the web GUI. If the issue still exists, click the Wireless
option on the left navigation pane to refresh the screen.

Wake On LAN Not Effective

If the Wake on LAN is not effective, take one of the following actions:
e Verify that the Wake on LAN function is enabled on the Cisco Edge 340 Series device.

e Verify that the remote devices and the Cisco Edge 340 Series device are in the same broadcast
domain.
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DNS Not Parsed

Cisco Edge 340 Series supports up to three DNS servers. If the top three DNS servers cannot be parsed,
other DNS servers can not be used although they are valid.

If the DNS cannot be parsed, edit the resolve.config file by entering the #vi /etc/resolve.config
command to replace the top three DNS servers with the other valid servers.

Third-Party Device Cannot be Connected

If a third-party device that is in the station mode cannot connect to the Cisco Edge 340 Series device that
is in the AP mode, take one of the following actions:

e Verify if the encryption and authentication mechanism between the third-party device and Cisco
Edge 340 Series are matched.

e Verify if the network card in the third-party device supports 5G. The network cannot be connected
unless this item is matched.

Unstable Connection Due to Multiple SSIDs

In the Wi-Fi station mode, when a Cisco Edge 340 series device connects to an AP (for example, a Cisco
Aironet series AP) with multiple hidden SSIDs on a single BSSID, the connection will be unstable and
even failed. In this case, you are recommended to enable multiple BSSIDs on the AP.

Wait Before Reconnecting

When you need to switch to another subnet, wait 5 to 8 seconds before you re-establish the network
connectivity.

For more information, see https://bugs.launchpad.net/ubuntu/+source/network-manager/+bug/894082.

Power Issues

This section provides troubleshooting information about power issues.

Power Shortage of Peripheral Equipment

If the peripheral equipment is suffering from a power shortage and the Cisco Edge 340 Series device is
powered by Power Over Ethernet (PoE), verify if the device is powered by PoE 802.3AF. If yes, change
it to the 802.3AT mode, because the power supported by 802.3AT is more stable than the power
supported by 802.3AF.

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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USB Ports on the Rear Panel Not Working

If only the two USB ports on the front panel are working, and the USB ports on the rear panel have no
power, verify if the Cisco Edge 340 Series device is powered by PoE. To enable the USB ports on the
rear panel, use external power supply.
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SNMP Information

Cisco Edge 340 Series supports Simple Network Management Protocol (SNMP), so that you can monitor
hundreds of Cisco Edge 340 Series devices in the same time.

This appendix provides information about the SNMP information with Cisco Edge 340 Series in the
following sections:

e Compatibility, page B-1
e Supported MIB Information, page B-1

Compatibility

Cisco Edge 340 Series supports only SNMP v3. The SNMPv3 authentication is performed by using a
users authKey to sign the message being sent. The authProtocol must be SHA, and the private key must
be AES. Both authKeys and privKeys are generated from a passphrase that must be at least 8 characters
in length.

Supported MIB Information

Table B-1 provides the MIB information that the Cisco Edge 340 Series supports using SNMP:

Table B-1 Supported MIB Information
Information Oid Name
CPU usage .1.3.6.1.4.1.2021.10 UCD-SNMP-MIB::1aTable

Load-1 (1 minute load): .1.3.6.1.4.1.2021.10.1.3.1
Load-5 (5 minute load): .1.3.6.1.4.1.2021.10.1.3.2
Load-15 (15 minutes load): .1.3.6.1.4.1.2021.10.1.3.3

.1.3.6.1.4.1.2021.11 UCD-SNMP-MIB:systemStats

Percentage of user CPU time: .1.3.6.1.4.1.2021.11.9.0
Percentages of system CPU time: .1.3.6.1.4.1.2021.11.10.0
Percentages of idle CPU time: .1.3.6.1.4.1.2021.11.11.0

Version information

.1.3.6.1.4.1.9.1.1095.4 —

Disk Utilization .1.3.6.1.4.1.2021.9 UCD-SNMP-MIB::dskTable
Hostname .1.3.6.1.2.1.1.5 SNMPv2-MIB::sysName
Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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B Supported MIB Information

Table B-1 Supported MIB Information

Information Oid Name

Interface status and .1.3.6.1.2.1.2.2 IF-MIB::ifTable

configuration

IP Address .1.3.6.1.2.1.4.20 IP-MIB::ipAddrTable

Wi-Fi AP .1.3.6.1.4.1.9.1.1095.2.1 CISCO-CE340-MIB:wifiAPMib

Wi-Fi Client .1.3.6.1.4.1.9.1.1095.2.2 CISCO-CE340-MIB:wifiClientMib

Wi-Fi .1.3.6.1.4.1.9.9.272.1.1.1.6 CISCO-DOT11-IF-MIB::cd111fAuxSsidTable
.1.3.6.1.4.1.9.9.272.1.1.2.5 CISCO-DOT11-IF-MIB::cd111fPhyDsssTable
.1.3.6.1.4.1.9.9.413.1.1.1 CISCO-DOT11-SSID-SECURITY-MIB:: cdotl1SecAuxSsidTable

USB Devices Name and |.1.3.6.1.4.1.9.1.1095.1 CISCO-CE340-MIB:usbMib

status

USB Devices Name and |.1.3.6.1.3.103.1.3 USB-MIB::usbDeviceTable

status

NTP server IP address  |.1.3.6.1.4.1.9.1.1095.5 CISCO-CE340-MIB:ntpMib

DHCP server IP address |.1.3.6.1.4.1.9.1.1095.3 CISCO-CE340-MIB:dhcpMib
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Note

Step 1
Step 2

Step 3

APPENDIX

Configuring SCEP and Obtaining and Enrolling
the Certificate

Cisco Edge 340 Series supports Simple Certificate Enrollment Protocol (SCEP) since software Release
1.2 patch 12.

Components Used

The information in this document is based on these software and hardware versions:
e Windows 2008 server
e Server with a Certificate Authority (CA) available
e Cisco Edge 340

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network is live, make
sure that you understand the potential impact of any commands.

For more information on the SCEP server configuration, see
http://social.technet.microsoft.com/wiki/contents/articles/9063.network-device-enrollment-service-nde
s-in-active-directory-certificate-services-ad-cs.aspx

To configure SCEP and obtain and enroll the certificate, follow these steps:

Establish a secure shell (SSH) connection with the CE340.

Apply the SCEP patch image.

For detailed information about applying the patch 1.2.0.12, see the release notes for patch 12.
Create a text file with SCEP server information as following:

[root@340 homel]# cat api.txt
{
"module": "http",
"managed": "true",
"url": "http://<SCEP_Server_IP>/CertSrv/mscep/mscep.dll",
"challenge_password": ""
"params": {
"keysize": 2048,

[ oL-31688-01
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"subject":

"/C=IN/ST=Bangalore/O=Example/CN=test.example.com/emailAddress=admin@example.com"

}

Parameter Description

module Specifies the module to be enabled. Currently, the only supported value is web
server: http.

managed Specifies whether or not need SCEP manage.

url Specifies CA server URL.

For example: http://10.75.212.202/CertSrv/mscep/mscep.dll”

challenge_password

(Optional) The value of this field depends on the server settings.
For example, if EnforcePassword=0, this field need to be empty.

params

CSR and private key related parameters.

Parameter Description
keysize The value is 2048, 4096, or 8192.
subject Certificate subject. For example,

/C=<Country Name>/ST=<State>/L=<Locality
Name>/0=<Organization Name>/CN=<Common Name>

Supported subjects are as following:

Subject Key Name Description
C Country name
ST State
L Locality name
o Organization name
CN Common name
ou Organization unit
emailAddress Email address
Return Value Description
“ Success.
Others Exceptions.

Step4  Set SCEP server information.

curl -X PUT -u root:aDMIN123# -H "Content-Type:application/json" -d @api.txt
http://127.0.0.1/api/v3/system/scep

Step 5 Call get_ca.

curl -X PUT -u root:aDMIN123# -H "Content-Type:application/json" -d
'"{"method":"getca", "module":"http"}' http://127.0.0.1/api/v3/system/scep/command

Step6  Call enroll.

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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Step 7

Step 8

Step 9

Step 10

curl -X PUT -u root:aDMIN123# -H "Content-Type:application/json" -d
"{"method":"enroll", "module":"http"}' http://127.0.0.1/api/v3/system/scep/command
Certificate will be saved.

# pwd
/usr/local/share/cpgmgt-service/scep/keystore/http
# 1ls cert/

server.crt

Check the certificate in CE340.

openssl x509 -in /usr/local/share/cpgmgt-service/scep/keystore/http/cert/server.crt -text

Restart the nginx server or reboot the device.

# service nginx restart

Certificate can be checked in the CE340 browser as well as in the NDES server issued certificates.

Table C-1 Supported Methods and SCEP Server
NDES (Windows 2008) NDES (Windows 2003)
getca Supported Supported
enroll Supported Supported
getcert Supported Supported
geterl Not supported Supported
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Cisco Edge 340 Series Software Configuration Guide, Release 1.2 g



Appendix C  Configuring SCEP and Obtaining and Enrolling the Certificate |

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
m. 0L-31688-01 |



APPENDIX D

Importing the SHA2 Certificate

This appendix describes importing the SHA?2 certificate to the Cisco Edge 340 Series. The details of
creating, getting, or generating the certificate are not provided in this document.

There are two ways to import the SHA?2 certificate in CE340:
e Certificate API, page D-1
e SCEP API, page D-3

Certificate API

The Cisco Edge 340 Series support certificate generated from Non-SCEP server as well.

Certificate API user should have key file of certificate with it.

Note  Make sure to provide hostname of CE340 in Common Name Field while creating or getting certificate.

Following are the steps to insert certificate using Certificate API:

Step 1 To generate the Key and CSR from the CE340 CLI:

1. # openssl genrsa -out key_name.key 2048

Example

ii. # openssl req -out sha256.csr -key key_name.key -new -sha256

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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Bl Certificate API

Example

Step2  Generate the certificate from the CA server using CE340 CSR.
Step3  To load the certificate from the local storage, use the following command:

# curl -k -X PUT -u root:aDMIN123# https://127.0.0.1/api/v3/import/certificate/nginx
--form key=@<path to certificate key file> --form crt=@<path to crt file>

Example
curl -k -X PUT -u root:aDMIN123# https://127.0.0.1/api/v3/import/certificate/nginx --form
key=@/home/tmp/server.key --form crt=@/home/tmp/server.crt

Upon success the # prompt will be shown on the screen after the above command is executed.

Upon failure the generic failure message will be shown on the screen and then the # prompt will be
shown.
Step 4 To load the certificate from a remote server, use the following command:

# curl -k -X PUT -u root:aDMIN123# https://127.0.0.1/api/v3/import/certificate/nginx
--form key=<link location of remote server key file> --form crt=<link location of remote
server crt file>

Example

curl -k -X PUT -u root:aDMIN123# https://127.0.0.1/api/v3/import/certificate/nginx --form
key=http://10.107.3.155:8080/server.key --form crt=http://10.107.3.155:8080/server.crt

Upon success the # prompt will be shown on the screen after the above command is executed.

Upon failure the generic failure message will be shown on the screen and then the # prompt will be
shown.

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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SCEP API

Step5  To verify that the newly loaded certificate is inserted, use the follow the command:
# curl -k -X GET -u root:aDMIN123# https://127.0.0.1/api/v3/import/certificate/nginx
This command will display the newly inserted certificate. Upon success the # prompt will be shown on
the screen after the above command is executed.
Step6  After loading the new certificate, restart the nginx server by executing the following command:
# service nginx restart
Step7  Check the certificate in GUI as following:
@ Page Info - https:// I 2 uth /2 next=52F Certificate Viewer240. N +2° .
Iy, — 'd —
& B 1 & [Geneml] Deta |
General  Media  Permissions  Security
Certificate Hierarchy
Websrte Identity 0. ——
Website: NN
Owner This website does not supply ownership if
Verified by:  CN-
Certificate Fields
o340 N -]
Privacy & History PO S |
o - 2 : ~Version
Have [ visited this website prior to today? Yeq -
Is this website storing information (cookies) on my ¥ Scna_I_Numi:.cr :
computer? b | __ Centificate Signature Algorithm
Have I saved any passwords for this website? Yeq =L
- aValidity
= _ = ~Not Before -
echnical Details Fiokd Vaoe E

SCEP API

Step 1
Step 2
Step 3

Connection Encrypted (TLS_ECDHE_RSA_WITH_AES_128
The page you are viewing was encrypted before being tran)

Encryption makes it difficult for unauthorized people to vig)
computers, It is therefore unlikely that anyone read this pal)

PKCS #1 SHA-256 With RSA Encryption

Follow these steps to get certificate from the NDES server:

Upgrade or reimage the device with the new 1.2.0.19 patch.

Connect to the CE340 via SSH.

Create a file named as api.txt by using the text editor present in CE340.

Following is a sample file. Please change the values in bold and ifalic according to your requirement.

[ oL-31688-01
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SCEP API

Note

Step 4

Step 5

Make sure to provide hostname of CE340 in Common Name Field while creating or getting certificate.

{

"module": "http",

"managed": "true",

"url": "http://<SCEP-Server-ip>/CertSrv/mscep/mscep.dll",
"challenge_password": "<SamplePassword>",

"params": {

"keysize": 2048,

"subject":

" /C=<country-name>/ST=<state-name>/0O=<organization-name>/CN=<device-hostname>/emailAddress
=email@yourcompnay.domain"

}

}

Execute the following command at the same location where api . txt was created to configure the SCEP
server information:

# curl -X PUT -u root:aDMIN123# -H "Content-Type:application/json" -d @api.txt
http://127.0.0.1/api/v3/system/scep

Upon success the # prompt will be shown on the screen after the above command is executed.

Upon failure the generic failure message will be shown on the screen and then the # prompt will be
shown.

Verify that the certificate request file and private key are generated:

# openssl reqg -in /usr/local/share/cpgmgt-service/scep/keystore/http/csr/server.csr -noout
- text

penasl req -in Susr/local/share/cpamgt-service/acep/kevactore/http/car/server.car -noout -tex

Step 6

Step 7

Call get_ca:

# curl -X PUT -u root:aDMIN123# -H "Content-Type:application/json" -d
"{"method":"getca", "module":"http"}' http://127.0.0.1/api/v3/system/scep/command

Upon success the # prompt will be shown on the screen after the above command is executed.

Upon failure the generic failure message will be shown on the screen and then the # prompt will be
shown.

Call enroll:

# curl -X PUT -u root:aDMIN123# -H "Content-Type:application/json" -d
"{"method":"enroll", "module":"http"}' http://127.0.0.1/api/v3/system/scep/command

Upon success the # prompt will be shown on the screen after the above command is executed.

Upon failure the generic failure message will be shown on the screen and then the # prompt will be
shown.

Cisco Edge 340 Series Software Configuration Guide, Release 1.2



| Appendix D  Importing the SHA2 Certificate

scerArl W

Step8  Make sure the certificate is generated and saved locally on CE340:

# 1ls /usr/local/share/cpgmgt-service/scep/keystore/http/cert server.crt

Step9  Make sure that relevant or valid details are present in the certificate:

# openssl x509 -in /usr/local/share/cpgmgtservice/scep/keystore/http/cert/server.crt -text

Step10 Restart the nginx server or reboot the device. This step will insert the SCEP certificate in CE340.

Cisco Edge 340 Series Software Configuration Guide, Release 1.2
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Il SCEPAPI

Step 11

@ Page Info - hitps// I s uth, Tnext="%2F

o B i

General Media  Permissions

Security

Website Identity

Website: [
Dwiner: This website does not supply ownership if
Verified by CN=

Privacy & History
Have [ vissted this website prior to todsy? Yid
I this website storing information (cookies) om my

compukes? b

Have | saved any passwords for this website? Yo

Technical Details

Centificate Viewer:240 I =2

E"'_"‘I'I Detads |

Check the certificate in GUI as well as in NDES server to ensure that the correct certificate is inserted.

Certificate Hierarchy
) —

o340 IR =}
aCemificate
~Version
Serial Mumber
Certificate Signature Algosithm
aValdiy
Not Before

Connection Encrypted (TLS_ECDHE_RSA WITH_AES 12
The page you are viewing was encrypted before being tra)

Encryption makes it difficult for unauthorized people to v
computers, It is therefore unfikely that ampone read thes p,

Field Yalue

PHCS 41 SHA-256 With RSA Encryption

B Actve Drectory Certhicate Sapvces
[ 4 Orline Responder:

53 Entespiiee PKT

g Cerlificate Tamglalos (I N (i)
= g I

_| Faled Requests
| Centificate Templates
? Active Directoey Doman Sorvices
7., DS Serves
[ =< FlaServces
C a‘—j Wed Server (115)
[ Ml Features

F

#

It

i) ter Name | Binary Cartificate | Cantificats

WINAUTH\WIN-.., ~—-BEGIN CERTL.. Damain Controller ..,
A WINAUTH sdmin.,, ——-BEGINCERTI.. Excharge Enrolmen,..
alt WINATH admin.,,  —-BEGIN CERTL.. CEP Encrypton (CE...
&ls WINAUTHadmif.,,  ~—-BEGIN CERTL.. Exchange Enralimen. ..
e WINAUTH| admin.,, —BEGINCERTI,... CEP Encryption (CE..,
g WINAITHWIN-..,  —eBEGINCERTL.. A Exchangs (CAEx, .
e WINAUTHWIN=..,  eBEGIN CERTL.. Creus Cestification A...
Eaho WINGUTHWIN- . —BEGINCERTL..  Cross Certificstion &
Sl WINAUTHWIN:, . e BEGINCERTL..  CA Exchange (CHEx, .
&2 WINALTH sdmi.,, BEGIN CERTL.. 1PSec (Cfflne reque. .

] Serial Numbas Cartificate Effactive Dabs

611EbIIS000,..  5{20/2005 9:35 AM
GLAIFEA0000, .. 512002005 10:16 &M
GI4IFR0000,..  SZ0/2005 10:16 AM
Gldetaasl00. ., GI20/2005 10:2E AM
614905000, S{20/2005 10:26 AM
1azfe447000,..  S/Z7/200S 8:32 AM
La2E33e000..,  S/E7/2005 B:40 AM
136830000, S27/2005 8:40 AM
138CTbI3000..,  SZ00S 10:14 AM
GI0F5326000...,

SYE7/2005 12:10 PH

o] ] An Tl | T rddra P
125723cB000,.. /282015 5119 AM
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