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CHAPTER 1

Introduction

Cisco Catalyst 9300 Series Switches are Cisco’s lead stackable access platforms for the next-generation
enterprise and have been purpose-built to address emerging trends of Security, IoT, Mobility, and Cloud.

They deliver complete convergence with the rest of the Cisco Catalyst 9000 Series Switches in terms of ASIC
architecture with a Unified Access Data Plane (UADP) 2.0. The platform runs an Open Cisco IOS XE that
supports model driven programmability, has the capacity to host containers, and run 3rd party applications
and scripts natively within the switch (by virtue of x86 CPU architecture, local storage, and a higher memory
footprint). This series forms the foundational building block for SD-Access, which is Cisco’s lead enterprise

architecture.

* Supported Hardware, on page 1

Supported Hardware

Cisco Catalyst 9300 Series Switches—Model Numbers

The following table lists the supported hardware models and the default license levels they are delivered with.
For information about the available license levels, see section License Levels.

Table 1: Cisco Catalyst 9300 Series Switches

Switch Model Default License | Description
Level'

C9300-24H-A Network Stackable 24 10/100/1000 Mbps UPOE+ ports; PoE budget of 830 W with 1100 WAC power
Advantage supply; supports StackWise-480 and StackPower

C9300-24H-E Network
Essentials

C9300-24P-A Network Stackable 24 10/100/1000 PoE+ ports; PoE budget of 437W; 715 WAC power supply;
Advantage supports StackWise-480 and StackPower

C9300-24P-E Network
Essentials
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. Cisco Catalyst 9300 Series Switches—Model Numbers

Switch Model Default License | Description
Level’

C9300-24S-A Network Stackable 24 1G SFP ports; two power supply slots with 715 WAC power supply installed
Advantage by default; supports StackWise-480 and StackPower.

C9300-24S-E Network
Essentials

C9300-24T-A Network Stackable 24 10/100/1000 Ethernet ports; 350 WAC power supply; supports Stack Wise-480
Advantage and StackPower

C9300-24T-E Network
Essentials

C9300-24U-A Network Stackable 24 10/100/1000 UPoE ports; PoE budget of 830W; 1100 WAC power supply;
Advantage supports StackWise-480 and StackPower

C9300-24U-E Network
Essentials

C9300-24UB-A | Network Stackable 24 10/100/1000 Mbps UPOE ports that provide deep buffers and higher scale;
Advantage PoE budget of 830W with 1100 WAC power supply; supports StackWise-480 and StackPower

C9300-24UB-E | Network
Essentials

C9300-24UX-A |Network Stackable 24 Multigigabit Ethernet 100/1000/2500/5000/10000 UPoE ports; PoE budget of
Advantage 490 W with 1100 WAC power supply; supports StackWise-480 and StackPower

C9300-24UX-E | Network
Essentials

C9300-24UXB-A | Network Stackable 24 Multigigabit Ethernet (100 Mbps or 1/2.5/5/10 Gbps) UPOE ports that provide
Advantage deep buffers and higher scale; PoE budget of 560 W with 1100 WAC power supply; supports

StackWise-480 and StackPower

C9300-24UXB-E |Network
Essentials

C9300-48H-A Network Stackable 48 10/100/1000 Mbps UPOE+ ports; PoE budget of 822 W with 1100 WAC power
Advantage supply; supports StackWise-480 and StackPower

C9300-48H-E Network
Essentials

C9300-48T-A Network Stackable 48 10/100/1000 Ethernet ports; 350 WAC power supply; supports StackWise-480
Advantage and StackPower

C9300-48T-E Network
Essentials
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Cisco Catalyst 9300 Series Switches—Model Numbers .

Switch Model Default License | Description
Level’

C9300-48P-A Network Stackable 48 10/100/1000 PoE+ ports; PoE budget of 437W; 715 WAC power supply;
Advantage supports StackWise-480 and StackPower

C9300-48P-E Network
Essentials

C9300-48S-A Network Stackable 48 1G SFP ports; two power supply slots with 715 WAC power supply installed
Advantage by default; supports StackWise-480 and StackPower.

C9300-48S-E Network
Essentials

C9300-48T-A Network Stackable 48 10/100/1000 Ethernet ports; 350 WAC power supply; supports StackWise-480
Advantage and StackPower

C9300-48T-E Network
Essentials

C9300-48U-A Network Stackable 48 10/100/1000 UPoE ports; PoE budget of 822 W; 1100 WAC power supply;
Advantage supports StackWise-480 and StackPower

C9300-48U-E Network
Essentials

C9300-48UB-A | Network Stackable 48 10/100/1000 Mbps UPOE ports that provide deep buffers and higher scale;
Advantage PoE budget of 822 W with 1100 WAC power supply; supports StackWise-480 and

StackPower

C9300-48UB-E | Network
Essentials

C9300-48UN-A | Network Stackable 48 Multigigabit Ethernet (100 Mbps or 1/2.5/5 Gbps) UPoE ports; PoE budget of
Advantage 610 W with 1100 WAC power supply; supports StackWise-480 and StackPower

C9300-48UN-E | Network
Essentials

C9300-48UXM-A | Network Stackable 48 (36 2.5G Multigigabit Ethernet and 12 10G Multigigabit Ethernet Universal
Advantage Power Over Ethernet (UPOE) ports)

C9300-48UXM-E | Network
Essentials

' See section Licens ng — Table: Permitted Combinations, in this document for information about the add-on licenses that you

can order.
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Table 2: Cisco Catalyst 9300L Series Switches

Switch Model Default License |Description
Level?

C9300L-24T4G-A | Network Stackable 24x10/100/1000M Ethernet ports; 4x1G SFP fixed uplink ports; 350 WAC power
Advantage supply; supports StackWise-320.

C9300L-24T-4G-E | Network
Essentials

C9300L-24P-4G-A | Network Stackable 24x10/100/1000M PoE+ ports; 4x1G SFP fixed uplink ports; PoE budget of SO5W
Advantage with 715 WAC power supply; supports StackWise-320.

C9300L-24P-4G-E | Network
Essentials

C9300L-24T-4X-A | Network Stackable 24x10/100/1000M Ethernet ports; 4x10G SFP+ fixed uplink ports; 350 WAC
Advantage power supply; supports StackWise-320.

C9300L-24T-4X-E | Network
Essentials

C9300L-24P-4X-A | Network Stackable 24x10/100/1000M PoE+ ports; 4x10G SFP+ fixed uplink ports; PoE budget of
Advantage 505W with 715 WAC power supply; supports StackWise-320.

C9300L-24P-4X-E | Network
Essentials

C9300L-48T-4G-A | Network Stackable 48x10/100/1000M Ethernet ports; 4x1G SFP fixed uplink ports; 350 WAC power
Advantage supply; supports StackWise-320.

C9300L-48T-4G-E | Network
Essentials

C9300L-48P-4G-A | Network Stackable 48x10/100/1000M PoE+ ports; 4x1G SFP fixed uplink ports; PoE budget of S05W
Advantage with 715 WAC power supply; supports StackWise-320.

C9300L-48P-4G-E | Network
Essentials

C9300L-48T-4X-A | Network Stackable 48x10/100/1000M Ethernet ports; 4x10G SFP+ fixed uplink ports; 350 WAC
Advantage power supply; supports StackWise-320.

C9300L-48T-4X-E | Network
Essentials

C9300L-48P-4X-A | Network Stackable 48x10/100/1000M PoE+ ports; 4x10G SFP+ fixed uplink ports; PoE budget of
Advantage 505W with 715 WAC power supply; supports StackWise-320.

C9300L-48P-4X-E | Network
Essentials
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Switch Model Default License |Description
Level?
C9300L48PF4G-A | Network Stackable 48 10/100/1000 Mbps PoE+ ports; 4x1G SFP+ fixed uplink ports; PoE budget of
Advantage 890 W with 1100 WAC power supply; supports StackWise-320.
C9300L48PF4G-E | Network
Essentials
C9300L48PF4X-A | Network Stackable 48 10/100/1000 Mbps PoE+ ports; 4x10G SFP+ fixed uplink ports; PoE budget
Advantage of 890 W with 1100 WAC power supply; supports StackWise-320.
C9300L48PF4X-E | Network
Essentials
CB0L24UXG4X-A | Network Stackable 16 10/100/1000 Mbps and 8 Multigigabit Ethernet (100 Mbps or 1/2.5/5/10 Gbps)
Advantage UPOE ports; 4x10G SFP+ fixed uplink ports; PoE budget of 880 W with 1100 WAC power
supply; supports StackWise-320.
CB00L24UXG4X-E | Network
Essentials
CBOOL-24UXG2QA | Network Stackable 16 10/100/1000 Mbps and 8 Multigigabit Ethernet (100 Mbps or 1/2.5/5/10 Gbps)
Advantage UPOE ports; 2x40G QSFP+ fixed uplink ports; PoE budget of 722 W with 1100 WAC
power supply; supports StackWise-320.
CB00L24UXG2QE | Network
Essentials
CO300LA8UXG4X-A | Network Stackable 36 10/100/1000 Mbps and 12 Multigigabit Ethernet (100 Mbps or 1/2.5/5/10
Advantage Gbps) UPOE ports; 4x10G SFP+ fixed uplink ports; PoE budget of 675 W with 1100 WAC
power supply; supports StackWise-320.
CO300L48UXG4XE | Network
Essentials
CB00L4BUXG2QA | Network Stackable 36 10/100/1000 Mbps and 12 Multigigabit Ethernet (100 Mbps or 1/2.5/5/10
Advantage Gbps) UPOE ports; 2x40G QSFP+ fixed uplink ports; PoE budget of 675 W with 1100
WAC power supply; supports StackWise-320.
CRB00L48UXG2QE | Network
Essentials

See section Licensing — Table: Permitted Combinations, in this document for information about the add-on licenses that you

can order.

Table 3: Cisco Catalyst 9300LM Series Switches

Switch Model Default License |Description
Level®

C9300LM48T4Y-A | Network Stackable 48 x 10/100/1000 M Ethernet ports; 4 x 25 GE SFP28 fixed uplink ports; 600
Advantage WAC power supply and fixed fans; supports StackWise-320.

C9300LM48T4Y-E | Network
Essentials
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Switch Model

Default License
Level3

Description

C9300LM-24U4Y-A | Network
Advantage

(C9300LM-24U4Y-E | Network
Essentials

Stackable 24 x 10/100/1000 M UPOE ports; 4 x 25 GE SFP28 fixed uplink ports; PoE budget
of 420 W with a single default 600 WAC power supply; supports StackWise-320.

(C9300LM-48U4Y-A | Network
Advantage

(C9300LM48U4Y-E | Network
Essentials

Stackable 48 x 10/100/1000 M UPOE ports; 4 x 25 GE SFP28 fixed uplink ports; PoE budget
of 790 W with a single default 1000 WAC power supply; supports StackWise-320.

CO300LMH4BUX4Y-A | Network
Advantage

CBOOLMH4RUX4Y-E | Network
Essentials

Stackable 40 x 10/100/1000 M and 8 Multigigabit Ethernet (100M/1000M/2.5GE/5GE/10GE)
UPOE ports; 4 x 25 GE SFP28 fixed uplink ports; PoE budget of 790 W with a single default
1000 WAC power supply; supports StackWise-320.

3 See section Licens ng — Table: Permitted Combinations, in this document for information about the add-on licenses that you

can order.

Table 4: Cisco Catalyst 9300X Series Switches

Switch Model

Default License Level®

Description

C9300X-12Y-A

Network Advantage

C9300X-12Y-E

Network Essentials

Stackable 12 1/10/25 GE SFP28 downlink ports; 715 WAC power supply;
supports StackPower+, StackWise-1T and C9300X-NM network modules.

C9300X-24Y-A

Network Advantage

C9300X-24Y-E

Network Essentials

Stackable 24 1/10/25 GE SFP28 downlink ports; 715 WAC power supply;
supports StackPower+, StackWise-1 and C9300X-NM network modules.

C9300X-24HX-A

Network Advantage

C9300X-24HX-E

Network Essentials

Stackable 24 Multigigabit Ethernet (100 Mbps or 1/2.5/5/10 Gbps) UPOE+
ports; PoE budget of 735W with 1100WAC power supply; supports
StackPower+, StackWise-1T and C9300X-NM network modules.

C9300X-48HX-A

Network Advantage

C9300X-48HX-E

Network Essentials

Stackable 48 Multigigabit Ethernet (100 Mbps or 1/2.5/5/10 Gbps)
UPOE+ports; PoE budget of 590W with 1100 WAC power supply; supports
StackPower+, StackWise-1T and C9300X-NM network modules.

C9300X-48TX-A

Network Advantage

C9300X-48TX-E

Network Essentials

Stackable 48 Multigigabit Ethernet (100 Mbps or 1/2.5/5/10 Gbps) ports;
715WAC powersupply; supports StackPower+, StackWise-1T and
C9300X-NM network modules.

C9300X-48HXN-A

Network Advantage

C9300X-48HXN-E

Network Essentials

Stackable 40 x 100/1000 M or 2.5/5 GE Multigigabit Ethernet and 8 x
100/1000 M or 2.5/5/10 GE Multigigabit Ethernet UPOE+ ports; PoE
budget of 690W with 1100WAC power supply; supports StackPower+,
StackWise-1T and C9300X-NM network modules
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* See section Licens ng — Table: Permitted Combinations, in this document for information about the add-on licenses that you
can order.

Network Modules

The following table lists the optional uplink network modules with 1-Gigabit, 10-Gigabit, 25-Gigabit, and
40-Gigabit slots. You should only operate the switch with either a network module or a blank module installed.

Network Module Description

C3850-NM-4-1G Four 1 Gigabit Ethernet SFP module slots

1

C3850-NM-2-10G Two 10 Gigabit Ethernet SFP module slots

1

C3850-NM-4-10G Four 10 Gigabit Ethernet SFP module slots

1

C3850-NM-8-10G Eight 10 Gigabit Ethernet SFP module slots

1

C3850-NM-2-40G Two 40 Gigabit Ethernet SFP module slots

1

C9300-NM-4G > Four 1 Gigabit Ethernet SFP module slots

C9300-NM-4M > Four MultiGigabit Ethernet slots

C9300-NM-8X > Eight 10 Gigabit Ethernet SFP+ module slots

C9300-NM-2Q 2 Two 40 Gigabit Ethernet QSFP+ module slots

C9300-NM-2Y 2 Two 25 Gigabit Ethernet SFP28 module slots

C9300X-NM-2C> Two 40 Gigabit Ethernet/100 Gigabit Ethernet QSFP+ module slots

C9300X-NM-4C * Four 40 Gigabit Ethernet/100 Gigabit Ethernet slots with a QSFP+ connector
ineach slot.

C9300X-NM-8M> Eight Multigigabit Ethernet slots

C9300X-NM-8Y> Eight 25 Gigabit Ethernet/10 Gigabit Ethernet/1 Gigabit Ethernet SFP+ module
slots
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Note 1.

These network modules are supported only on the C3850 and C9300 SKUs of the Cisco Catalyst 3850

Series Switches and Cisco Catalyst 9300 Series Switches respectively.

2. These network modules are supported only on the C9300 SKUSs of the Cisco Catalyst 9300 Series Switches.

3. These network modules are supported only on the C9300X SKUs of the Cisco Catalyst 9300 Series

Switches.

The following table lists the network modules that are supported on the Cisco Catalyst 9300X-HXN Series

Switches and the ports that are usable on each of these network module:

Table 5: Network Modules Supported on Catalyst 9300X-HXN Series Switches

Network Module

Cisco 10S XE Cupertino 17.7.1 and
Previous Releases

Cisco 10S XE Cupertino 17.8.1 and
Later Releases

C9300X-NM-8Y (8x25G)

Ports 1 to 4 usable.

Ports 1 to 6 usable. Ports 7 and 8
are permanently disabled.

C9300X-NM-8M (8xmGig)

Ports 1 to 4 usable.

Ports 1 to 6 usable. Ports 7 and 8
are permanently disabled.

C9300X-NM-2C (2x100G/2x40G)

Ports 1 to 2 usable. No breakout
cable support.

Ports 1 and 2 usable. Breakout
cable supported only on port 1. No

support for breakout cable on port
2.

Optics Modules

Cisco Catalyst Series Switches support a wide range of optics and the list of supported optics is updated on
a regular basis. Use the Transceiver Module Group (TMG) Compatibility Matrix tool, or consult the tables
at this URL for the latest transceiver module compatibility information: https://www.cisco.com/en/US/products/
hw/modules/ps5455/products_device support tables list.html

. Release Notes for Cisco Catalyst 9300 Series Switches, Cisco 10S XE Dublin 17.11.x
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CHAPTER 2

Whats New in Cisco 10S XE Dublin 17.11.x

» Hardware Features in Cisco IOS XE Dublin 17.11.99SW, on page 9

* Software Features in Cisco IOS XE Dublin 17.11.99SW, on page 9

» Hardware and Software Behavior Changes in Cisco IOS XE Dublin 17.11.99SW, on page 10
» Hardware Features in Cisco IOS XE Dublin 17.11.1, on page 10

* Software Features in Cisco IOS XE Dublin 17.11.1, on page 10

» Hardware and Software Behavior Changes in Cisco IOS XE Dublin 17.11.1, on page 13

Hardware Features in Cisco 10S XE Dublin 17.11.99SW

There are no new hardware features in this release.

Software Features in Cisco 10S XE Dublin 17.11.99SW

Feature Name Description

Tenant Routed Multicast over | Tenant Routed Multicast over BGP EVPN VXLANV6 enables the delivery of IPv4 and IPv6
BGP EVPN VXLANvV6 multicast host traffic in BGP EVPN overlay multi-tenant fabric in an efficient and resilient manner.
The new software capability enables IPv4 and IPv6 multicast in overlay with underlay network
infrastructure natively running single-stack IPv6. The Tenant Routed Multicast over BGP EVPN
VXLANVG is supported over IPv6 Default MDT group.

For more information, see Configuring Tenant Routed Multicast over BGP EVPN VXLANv6.

New on the WebUI

There are no new WebUI features in this release.
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Hardware and Software Behavior Changes in Cisco 10S XE
Dublin 17.11.99SW

There are no behavior changes in this release.

Hardware Features in Cisco 10S XE Dublin 17.11.1

Feature Name Description

Cisco 100GBASE QSFP-100G | Supported transceiver module product numbers:
Modules on Cisco Catalyst
9300X Series Switches QSFP-100G-FR-S

For information about the module, see Cisco 100GBASE QSFP-100G Modules. For information
about device compatibility, see the Transceiver Module Group (TMG) Compatibility Matrix.

Software Features in Cisco 10S XE Dublin 17.11.1

Feature Name Description

BGP EVPN VXLAN The following BGP EVPN VXLAN features are introduced in this release:

* Dynamic BGP Peering for * Dynamic BGP Peering for EVPN: Introduces support for BGP dynamic neighbor sessions to
EVPN the L2ZVPN EVPN address family.

* EVPN Microsegmentation * EVPN Microsegmentation: BGP EVPN VXLAN integrates Cisco TrustSec to provide
microsegmentation and end-to-end access control with the propagation of the security group
tag (SGT). Using security group-based access control lists (SGACLs), you can control the

« Multi-Homing in a BGP operations that a user can perform, based on the security group assignments and destination
EVPN VXLAN Fabric resources in a VXLAN campus fabric.

* EVPN Route Map Support

* EVPN Route Map Support: The Leaf, Spine, and Border nodes of a BGP EVPN fabric now
support route map for the L2ZVPN address-family. With route map support, the BGP attributes
and their values can be modified to customize the routing policy based on the requirement.
The routing policy can be applied for both inbound and outbound EVPN routes.

* Multi-Homing in a BGP EVPN VXLAN Fabric: BGP EVPN is enhanced to restrict the ethernet
segment operations to the EVPN-controlled VLANSs on the trunk port. This allows traditional
Layer 2 domains to co-exist with Layer 2 VNI-enabled VLANS at access layer. It also allows
selective VLAN migration to overlay VXLAN segmentation.
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| Whats New in Cisco 10S XE Dublin 17.11.x

Software Features in Cisco 10S XE Dublin 17.11.1 .

Feature Name

Description

Default Limits for redistributed
routes and LSA in OSPF

Default values have been assigned to the number of redistributed routes and LSAs in OSPF to
prevent the device being flooded with routes. The default values for redistributed routes is 10240
routes. The default value for LSAs is 50,000 LSAs. You can customize the default values.

Deprecation of Weak Ciphers

The minimum RSA key pair size must be 2048 bits. The compliance shield on the device must be
disabled using the crypto engine compliance shield disable command to use the weak RSA key.

Device Telemetry

Important: Cisco is constantly striving to advance our products and services. Knowing how you
use our products is key to accomplishing this goal. To that end, Cisco will collect device and
licensing systems information through Cisco Smart Software Manager (CSSM) for product and
customer experience improvement, analytics, and adoption. Cisco processes your data in accordance
with the Cisco End User License Agreement, the Cisco Privacy Statement and any other applicable
agreement with Cisco. To modify your organization’s preferences for device and licensing systems

information, use the pae command. See Network Management Commands — pae.

Introduces the support for device telemetry. This feature allows for the collection of non-personal
usage device systems information for Cisco products, which helps in continuous product
improvements. This feature is enabled by default. Use the no form of the pae command to disable
this feature.

Note Turning off Smart Licensing Device Systems Information does not impact other
systems information collection from Cisco DNA Center or vManage.

The following commands are introduced as part of this feature:
* pae
« show product-analytics kpi
« show product-analyticsreport

» show product-analytics stats

GRE over [Psec Introduces support for GRE over IPsec tunnel on Cisco Catalyst 9300X Series Switches. This
feature allows a GRE encapsulated payload to be transferred securely over an IPsec tunnel.
LAN MACsec over MPLS Introduces support for MACsec with MPLS. This feature allows MPLS packets to be encrypted

with a MACsec tag.

NETCONF support for PTPv2

Introduces support for configuring PTPv2 with NETCONF. NETCONF provides a mechanism to
install, manipulate, and delete the configuration of network devices.
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. Software Features in Cisco 10S XE Dublin 17.11.1

Feature Name

Description

Programmability

* gNMI Dial-Out Telemetry

» Multicast Routing Support
on the AppGigabitEthernet
Port

* PROTO Encoding

* Secure Zero-Touch
Provisioning

* YANG Data Models

The following programmability features are introduced in this release:

» gNMI Dial-Out Telemetry: This feature introduces a tunnel service for gNMI dial-out
connections. Using this feature, you can use the device (that acts as a tunnel client) to dial out
to a collector (that acts as a tunnel server). The tunnel server forwards requests from gNMI
or gNOI clients.

This feature is supported only on Cisco Catalyst 9300, Catalyst 9300L, and Catalyst 9300X
Series Switches.

Multicast Routing Support on the AppGigabitEthernet Port: Multicast traffic forwarding is
supported on the AppGigabitEthernet interface. Applications can select the networks that
allow multicast traffic.

This feature is supported only on Cisco Catalyst 9300, Catalyst 9300L, and Catalyst 9300X
Series Switches.

PROTO Encoding: gNMI protocol supports PROTO encoding. The gnmi.proto file represents
the blueprint for generating a complete set of client and server-side procedures that instantiate
the framework for the gNMI protocol.

This feature is supported only on Cisco Catalyst 9300, Catalyst 9300L, and Catalyst 9300X
Series Switches.

Secure Zero-Touch Provisioning: Secure ZTP is a technique to securely provision a device,
while it is booting in a factory-default state. The provisioning updates the boot image, commits
an initial configuration, and executes customer-specific scripts. The provisioned device can
establish secure connections with other systems.

This feature is supported only on Cisco Catalyst 9300, Catalyst 9300L, and Catalyst 9300X
Series Switches.

* YANG Data Models: For the list of Cisco IOS XE YANG models available with this release,
navigate to: https://github.com/YangModels/yang/tree/master/vendor/cisco/xe/17111.

show aaadead-criteriaradius
enhancement command

The show aaa dead-criteria radius enhancement command allows you to use the configured
radius server name as the input to identify the unique server in the server group and print the server
dead criteria configuration.

show access-session command

The info keyword was introduced for the show access-session command.
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| Whats New in Cisco 10S XE Dublin 17.11.x

Hardware and Software Behavior Changes in Cisco 10S XE Dublin 17.11.1 .

Feature Name

Description

Silent Host Handling

The silent-host-detection keyword was introduced for the following commands:
- database-mapping
« show lisp instance-id ipv4 database
« show lisp instance-id ipv6 database
* show lisp instance-id ipv4 server

« show lisp instance-id ipv6 server

Support for RFC8781 - PREF64
in [Pv6 RA

Introduces the ipv6 nd ra nat64-prefix command to configure NAT64 prefix information in an
IPv6 router advertisement (RA) on an interface. This feature can be enabled only if NAT64 is
already configured on the device.

TCN Flood

The no ip igmp snooping ten flood command was introduced to disable the flooding of multicast
traffic during a spanning-tree Topology Change Notification (TCN) event.

New on the WebUI

There are no new WebUI features in this release.

Hardware and Software Behavior Changes in Cisco 10S XE

Dublin 17.11.1

Behavior Change Description

Deprecation of The command was deprecated. The associated MIB,

snmp-server enable CISCO-LICENSE-MGMT-MIB, is also no longer supported. In place of the
traps license global deprecated command and unsupported MIB, use CISCO-SMART-LIC-MIB.

configuration command

New flag for the [Pv6 A new flag has been introduced for the [IPv6 SGACL monitor mode. This was
SGACL monitor mode | introduced to address hardware limitation of a single counter shared for IPv4 and

IPv6 traffic. The HW_Monitor counter gets incremented irrespective of the type
of traffic, which in turn updates the monitor mode flag. With a separate flag for
IPv6 and IPv4 SGACL monitor mode, only the corresponding protocol flag is
updated depending on the type of traffic.

output

show power and show | The show power and show power detail command outputs are modified to
power detail command | display the correct power information of the standby switch.
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CHAPTER 3

Important Notes

* Important Notes, on page 15

Important Notes

* Unsupported Features
» Complete List of Supported Features
* Accessing Hidden Commands

* Default Behaviour

Unsupported Features
* Cisco TrustSec
* Cisco TrustSec Network Device Admission Control (NDAC) on Uplinks

* Security
* MACsec switch-to-host connections in an overlay network.

* Virtual Routing and Forwarding (VRF)-Aware web authentication

» System M anagement

* Performance Monitoring (PerfMon)

* Converged Access for Branch Deployments

* Network Load Balancing (NLB)

Complete List of Supported Features

For the complete list of features supported on a platform, see the Cisco Feature Navigator.
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. Important Notes

Important Notes |

Accessing Hidden Commands

Starting with Cisco IOS XE Fuji 16.8.1a, as an improved security measure, the way in which hidden commands
can be accessed has changed.

Hidden commands have always been present in Cisco I0S XE, but were not equipped with CLI help. That
is, entering a question mark (?) at the system prompt did not display the list of available commands. These
commands were only meant to assist Cisco TAC in advanced troubleshooting and were not documented either.

Starting with Cisco 10S XE Fuji 16.8.1a, hidden commands are available under:

* Category 1—Hidden commands in privileged or User EXEC mode. Begin by entering the serviceinternal
command to access these commands.

* Category 2—Hidden commands in one of the configuration modes (global, interface and so on). These
commands do not require the service internal command.

Further, the following applies to hidden commands under Category 1 and 2:

» The commands have CLI help. Enter enter a question mark (?) at the system prompt to display the list
of available commands.

Note: For Category 1, enter the service internal command before you enter the question mark; you do
not have to do this for Category 2.

* The system generates a %PARSER-5-HIDDEN syslog message when a hidden command is used. For
example:
*Feb 14 10:44:37.917: $PARSER-5-HIDDEN: Warning!!! 'show processes memory old-header '

is a hidden command.
Use of this command is not recommended/supported and will be removed in future.

Apart from category 1 and 2, there remain internal commands displayed on the CLI, for which the system
does NOT generate the %PARSER-5-HIDDEN syslog message.

| A

Important  'We recommend that you use any hidden command only under TAC supervision.

If you find that you are using a hidden command, open a TAC case for help with finding another way of

collecting the same information as the hidden command (for a hidden EXEC mode command), or to configure

the same functionality (for a hidden configuration mode command) using non-hidden commands.

Default Behaviour

Beginning from Cisco I0S XE Gibraltar 16.12.5 and later, do not fragment bit (DF bit) in the IP packet is
always set to 0 for all outgoing RADIUS packets (packets that originate from the device towards the RADIUS
server).
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CHAPTER 4

Compatibility Matrix and Web Ul System
Requirements

» Compatibility Matrix, on page 17

» Web UI System Requirements, on page 25

Compatibility Matrix

The following table provides software compatibility information between Cisco Catalyst 9300 Series Switches,
Cisco Identity Services Engine, Cisco Access Control Server, and Cisco Prime Infrastructure.

Catalyst 9300

Cisco Identity
Services Engine

Cisco Access
Control Server

Cisco Prime Infrastructure

3.0 latest patch
2.7 latest patch
2.6 latest patch
2.4 latest patch

Dublin 17.12.1 3.2 - PI3.10 + PI 3.10 latest maintenance
31 + Patch 3 release + PI 3.10 latest device pack
3.0 + Patch 6 See Cisco Prime Infrastructure 3.10 —
Downloads.
2.7 + Patch 7
Dublin 17.11.1 32 - PI3.10 + PI 3.10 latest maintenance
3.1 + Patch 3 release + PI 3.10 latest device pack
3.0 + Patch 6 See Cisco Prime Infrastructure 3.10 —
Downloads.
2.7+ Patch 7
Dublin 17.10.1 32 - 9300, C9300L, and C9300X: P13.10 +
31 + Patch 1 PI 3.10 latest maintenance release + PI

3.10 latest device pack

See Cisco Prime Infrastructure 3.10 —
Downloads.
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Catalyst 9300

Cisco Identity
Services Engine

Cisco Access
Control Server

Cisco Prime Infrastructure

Cupertino 17.9.5

32

3.1 + Patch 1
3.0 latest patch
2.7 latest patch
2.6 latest patch
2.4 latest patch

C9300, C9300L, and C9300X: PI 3.10 +
PI 3.10 latest maintenance release + PI
3.10 latest device pack

See Cisco Prime Infrastructure 3.10 —
Downloads.

Cupertino 17.9.4

32

3.1 +Patch 1
3.0 latest patch
2.7 latest patch
2.6 latest patch
2.4 latest patch

C9300, C9300L, and C9300X: PI 3.10 +
PI 3.10 latest maintenance release + PI
3.10 latest device pack

See Cisco Prime Infrastructure 3.10 —
Downloads.

Cupertino 17.9.3

32

3.1 +Patch 1
3.0 latest patch
2.7 latest patch
2.6 latest patch
2.4 latest patch

C9300, C9300L, and C9300X: PI 3.10 +
PI 3.10 latest maintenance release + PI
3.10 latest device pack

See Cisco Prime Infrastructure 3.10 —
Downloads.

Cupertino 17.9.2

32

3.1+ Patch 1
3.0 latest patch
2.7 latest patch
2.6 latest patch
2.4 latest patch

C9300, C9300L, and C9300X: PI 3.10 +
PI 3.10 latest maintenance release + PI
3.10 latest device pack

See Cisco Prime Infrastructure 3.10 —
Downloads.

Cupertino 17.9.1

32

3.1 + Patch 1
3.0 latest patch
2.7 latest patch
2.6 latest patch
2.4 latest patch

9300, C9300L, C9300LM, and C9300X:
PI3.10 + PI 3.10 latest maintenance
release + PI 3.10 latest device pack

See Cisco Prime Infrastructure 3.10 —
Downloads.



https://www.cisco.com/c/en/us/support/cloud-systems-management/prime-infrastructure-3-10/model.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/prime-infrastructure-3-10/model.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/prime-infrastructure-3-10/model.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/prime-infrastructure-3-10/model.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/prime-infrastructure-3-10/model.html

| Compatibility Matrix and Web Ul System Requirements

Compatibility Matrix .

Catalyst 9300

Cisco Identity
Services Engine

Cisco Access
Control Server

Cisco Prime Infrastructure

Cupertino 17.8.1

3.1

3.0 latest patch
2.7 latest patch
2.6 latest patch
2.4 latest patch

C9300, C9300L, and C9300X: PI 3.10 +
PI 3.10 latest maintenance release + PI
3.10 latest device pack

See Cisco Prime Infrastructure 3.10 —
Downloads.

Cupertino 17.7.1

3.1

3.0 latest patch
2.7 latest patch
2.6 latest patch
2.4 latest patch

C9300, C9300L, and C9300X: PI 3.10 +
PI 3.10 latest maintenance release + PI
3.10 latest device pack

See Cisco Prime Infrastructure 3.10 —
Downloads.

Bengaluru 17.6.7

3.1
3.0 latest patch
2.7 latest patch

C9300, C9300L, and C9300X: PI 3.10 +
PI 3.10 latest maintenance release + PI
3.10 latest device pack

See Cisco Prime Infrastructure 3.10 —

3.0 latest patch
2.7 latest patch
2.6 latest patch
2.4 latest patch

2.6 latest patch Downloads.
2.4 latest patch
Bengaluru 17.6.6a 3.1 - C9300, C9300L, and C9300X: PI 3.10 +

PI 3.10 latest maintenance release + PI
3.10 latest device pack

See Cisco Prime Infrastructure 3.10 —
Downloads.

Bengaluru 17.6.6

3.1

3.0 latest patch
2.7 latest patch
2.6 latest patch
2.4 latest patch

C9300, C9300L, and C9300X: PI 3.10 +
PI 3.10 latest maintenance release + PI
3.10 latest device pack

See Cisco Prime Infrastructure 3.10 —
Downloads.

Bengaluru 17.6.5

3.1

3.0 latest patch
2.7 latest patch
2.6 latest patch
2.4 latest patch

C9300, C9300L, and C9300X: PI 3.10 +
PI 3.10 latest maintenance release + PI
3.10 latest device pack

See Cisco Prime Infrastructure 3.10 —
Downloads.
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Catalyst 9300

Cisco Identity
Services Engine

Cisco Access
Control Server

Cisco Prime Infrastructure

Bengaluru 17.6.4

3.1

3.0 latest patch
2.7 latest patch
2.6 latest patch
2.4 latest patch

C9300, C9300L, and C9300X: PI 3.10 +
PI 3.10 latest maintenance release + PI
3.10 latest device pack

See Cisco Prime Infrastructure 3.10 —
Downloads.

Bengaluru 17.6.3

3.1

3.0 latest patch
2.7 latest patch
2.6 latest patch
2.4 latest patch

C9300, C9300L, and C9300X: PI 3.10 +
PI 3.10 latest maintenance release + PI
3.10 latest device pack

See Cisco Prime Infrastructure 3.10 —
Downloads.

Bengaluru 17.6.2

3.1
3.0 latest patch
2.7 latest patch

C9300, C9300L, and C9300X: PI 3.10 +
PI 3.10 latest maintenance release + PI
3.10 latest device pack

See Cisco Prime Infrastructure 3.10 —

2.6 latest patch Downloads.
2.4 latest patch
Bengaluru 17.6.1 3.1 - C9300, C9300L, and C9300X: PI 3.9 +

3.0 latest patch
2.7 latest patch
2.6 latest patch
2.4 latest patch

PI 3.9 latest maintenance release + PI 3.9
latest device pack

See Cisco Prime Infrastructure 3.9 —
Downloads.

Bengaluru 17.5.1 3.0 Patch 1 - C9300, C9300L, and C9300X: PI1 3.9 +
27 Patch 2 PI3.9 lat§st maintenance release + P1 3.9
latest device pack
2.6 Patch 7 ) )
See Cisco Prime Infrastructure 3.9 —
2.4 Patch 13 Downloads.
Bengaluru 17.4.1 3.0 - C9300 and C9300L: P13.9 + PI 3.9 latest
maintenance release + PI 3.9 latest device
2.7 Patch 2

pack

See Cisco Prime Infrastructure 3.9 —
Downloads.
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Catalyst 9300 Cisco Identity Cisco Access Cisco Prime Infrastructure
Services Engine Control Server

Amsterdam 17.3.8a |[2.7 - C9300 and C9300L: PI 3.10 + PI 3.10
latest maintenance release + PI 3.10 latest
device pack

See Cisco Prime Infrastructure 3.10 —
Downloads.

Amsterdam 17.3.8 2.7 - C9300 and C9300L: PI13.10 + PI 3.10
latest maintenance release + PI 3.10 latest
device pack

See Cisco Prime Infrastructure 3.10 —
Downloads.

Amsterdam 17.3.7 2.7 - C9300 and C9300L: PI 3.10 + PI 3.10
latest maintenance release + PI 3.10 latest
device pack

See Cisco Prime Infrastructure 3.10 —
Downloads.

Amsterdam 17.3.6 2.7 - C9300 and C9300L: PI 3.10 + PI 3.10
latest maintenance release + PI 3.10 latest
device pack

See Cisco Prime Infrastructure 3.10 —

Downloads.

Amsterdam 17.3.5 2.7 - C9300 and C9300L: PI 3.9 + PI 3.9 latest
maintenance release + PI 3.9 latest device
pack
See Cisco Prime Infrastructure 3.9 —
Downloads.

Amsterdam 17.3.4 2.7 - C9300 and C9300L: PI 3.9 + PI 3.9 latest
maintenance release + PI 3.9 latest device
pack
See Cisco Prime Infrastructure 3.9 —
Downloads.

Amsterdam 17.3.3 2.7 - C9300 and C9300L: PI 3.9 + PI 3.9 latest
maintenance release + PI 3.9 latest device
pack

See Cisco Prime Infrastructure 3.9 —
Downloads.
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Catalyst 9300 Cisco Identity Cisco Access Cisco Prime Infrastructure
Services Engine Control Server

Amsterdam 17.3.2a |[2.7 - C9300 and C9300L: PI 3.8 + PI 3.8 latest
maintenance release + PI 3.8 latest device
pack

See Cisco Prime Infrastructure 3.8 —
Downloads.

Amsterdam 17.3.1 2.7 - C9300 and C9300L: PI 3.8 + PI 3.8 latest
maintenance release + PI 3.8 latest device
pack

See Cisco Prime Infrastructure 3.8 —
Downloads.

Amsterdam 17.2.1 2.7 - C9300 and C9300L: PI 3.7 + PI 3.7 latest
maintenance release + PI 3.7 latest device
pack

See Cisco Prime Infrastructure 3.7 —
Downloads.

Amsterdam 17.1.1 2.7 - C9300: P13.6 + PI 3.6 latest maintenance
release + PI 3.6 latest device pack

C9300L: -

See Cisco Prime Infrastructure 3.6 —
Downloads.

Gibraltar 16.12.8 2.6 - C9300: PI3.9 + PI 3.9 latest maintenance
release + PI 3.9 latest device pack

C9300L: -

See Cisco Prime Infrastructure 3.9 —
Downloads.

Gibraltar 16.12.7 2.6 - C9300: PI 3.9 + PI 3.9 latest maintenance
release + PI 3.9 latest device pack

C9300L: -

See Cisco Prime Infrastructure 3.9 —
Downloads.

Gibraltar 16.12.6 2.6 - C9300: PI 3.9 + PI 3.9 latest maintenance
release + PI 3.9 latest device pack

C9300L: -

See Cisco Prime Infrastructure 3.9 —
Downloads.
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Catalyst 9300

Cisco Identity
Services Engine

Cisco Access
Control Server

Cisco Prime Infrastructure

Gibraltar 16.12.5b

2.6

C9300: P13.9 + PI 3.9 latest maintenance
release + PI 3.9 latest device pack

C9300L: -

See Cisco Prime Infrastructure 3.9 —
Downloads.

Gibraltar 16.12.5

2.6

C9300: P13.9 + PI 3.9 latest maintenance
release + PI 3.9 latest device pack

C9300L: -

See Cisco Prime Infrastructure 3.9 —
Downloads.

Gibraltar 16.12.4

2.6

C9300: P1 3.8 + PI 3.8 latest maintenance
release + PI 3.8 latest device pack

C9300L: -

See Cisco Prime Infrastructure 3.8 —
Downloads.

Gibraltar 16.12.3a

2.6

C9300: PI 3.5 + PI 3.5 latest maintenance
release + PI 3.5 latest device pack

C9300L: -

See Cisco Prime Infrastructure 3.5 —
Downloads.

Gibraltar 16.12.3

2.6

C9300: PI13.5 + PI 3.5 latest maintenance
release + PI 3.5 latest device pack

C9300L: -

See Cisco Prime Infrastructure 3.5 —
Downloads.

Gibraltar 16.12.2

2.6

C9300: PI3.5 + PI 3.5 latest maintenance
release + PI 3.5 latest device pack

C9300L: -

See Cisco Prime Infrastructure 3.5 —
Downloads.

Gibraltar 16.12.1

2.6

C9300: P13.5 + PI 3.5 latest maintenance
release + PI 3.5 latest device pack

C9300L: -

See Cisco Prime Infrastructure 3.5 —
Downloads.
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Catalyst 9300

Cisco Identity
Services Engine

Cisco Access
Control Server

Cisco Prime Infrastructure

Gibraltar 16.11.1 2.6 5.4 PI 3.4 + PI 3.4 latest maintenance release
5 4 Patch 5 55 + PI 3.4 latest device pack
See Cisco Prime Infrastructure 3.4 —
Downloads.
Gibraltar 16.10.1 2.3 Patch 1 5.4 PI 3.4 + PI 3.4 latest maintenance release
2 4 Patch 1 55 + PI 3.4 latest device pack
See Cisco Prime Infrastructure 3.4—
Downloads.
Fuji 16.9.8 2.5 54 PI 3.9 + PI 3.9 latest maintenance release
21 55 + PI 3.9 latest device pack
See Cisco Prime Infrastructure 3.9 —
Downloads.
Fuji 16.9.7 2.5 5.4 PI 3.9 + PI 3.9 latest maintenance release
21 55 + PI 3.9 latest device pack
See Cisco Prime Infrastructure 3.9 —
Downloads.
Fuji 16.9.6 2.3 Patch 1 54 PI3.4 + PI 3.4 latest maintenance release
5 4 Patch 1 55 + PI 3.4 latest device pack
See Cisco Prime Infrastructure 3.4—
Downloads.
Fuji 16.9.5 2.3 Patch 1 54 PI 3.4 + PI 3.4 latest maintenance release
2 4 Patch 1 55 + PI 3.4 latest device pack
See Cisco Prime Infrastructure 3.4—
Downloads.
Fuji 16.9.4 2.3 Patch 1 54 PI3.4 + PI 3.4 latest maintenance release
2 4 Patch 1 55 + PI 3.4 latest device pack
See Cisco Prime Infrastructure 3.4—
Downloads.
Fuji 16.9.3 2.3 Patch 1 54 PI 3.4 + PI 3.4 latest maintenance release
2 4 Patch 1 55 + PI 3.4 latest device pack
See Cisco Prime Infrastructure 3.4—
Downloads.
Fuji 16.9.2 2.3 Patch 1 54 PI3.4 + PI 3.4 latest maintenance release
5 4 Patch 1 55 + PI 3.4 latest device pack

See Cisco Prime Infrastructure 3.4—
Downloads.
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Catalyst 9300 Cisco Identity Cisco Access Cisco Prime Infrastructure
Services Engine Control Server
Fuji 16.9.1 2.3 Patch 1 5.4 PI 3.4 + PI 3.4 latest device pack
2.4 Patch 1 5.5 See Cisco Prime Infrastructure 3.4—
Downloads.
Fuji 16.8.1a 2.3 Patch 1 54 PI 3.3 + PI 3.3 latest maintenance release
24 55 + PI 3.3 latest device pack
See Cisco Prime Infrastructure 3.3—
Downloads.
Everest 16.6.4a 2.2 54 PI 3.1.6 + Device Pack 13
2.3 5.5 See Cisco Prime Infrastructure 3.1 —
Downloads.
Everest 16.6.4 2.2 54 PI 3.1.6 + Device Pack 13
2.3 5.5 See Cisco Prime Infrastructure 3.1 —
Downloads.
Everest 16.6.3 2.2 5.4 PI 3.1.6 + Device Pack 13
2.3 5.5 See Cisco Prime Infrastructure 3.1 —
Downloads
Everest 16.6.2 2.2 5.4 PI 3.1.6 + Device Pack 13
2.3 5.5 See Cisco Prime Infrastructure 3.1 —
Downloads
Everest 16.6.1 2.2 5.4 PI 3.1.6 + Device Pack 13
5.5 See Cisco Prime Infrastructure 3.1 —
Downloads
Everest 16.5.1a 2.1 Patch 3 5.4 -
5.5

Web Ul System Requirements

The following subsections list the hardware and software required to access the Web UI:

Minimum Hardware Requirements

Processor Speed | DRAM Number of Colors | Resolution Font Size
233 MHz 512 MB® 256 1280 x 800 or Small
minimum? higher
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Compatibility Matrix and Web Ul System Requirements |
. Web Ul System Requirements

> We recommend 1 GHz
® We recommend 1 GB DRAM

Software Requirements
Operating Systems
* Windows 10 or later

* Mac OS X 10.9.5 or later

Browsers
* Google Chrome—Version 59 or later (On Windows and Mac)
* Microsoft Edge
* Mozilla Firefox—Version 54 or later (On Windows and Mac)

* Safari—Version 10 or later (On Mac)
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Licensing

CHAPTER 5

Licensing and Scaling Guidelines

* Licensing, on page 27
* Scaling Guidelines, on page 29

This section provides information about the licensing packages for features available on Cisco Catalyst 9000
Series Switches.

License Levels

The software features available on Cisco Catalyst 9300 Series Switches fall under these base or add-on license
levels.

Base Licenses

» Network Essentials

*» Network Advantage—Includes features available with the Network Essentials license and more.

Add-On Licenses

Add-On Licenses require a Network Essentials or Network Advantage as a pre-requisite. The features available
with add-on license levels provide Cisco innovations on the switch, as well as on the Cisco Digital Network
Architecture Center (Cisco DNA Center).

* DNA Essentials
* DNA Advantage— Includes features available with the DNA Essentials license and more.
To find information about platform support and to know which license levels a feature is available with, use

Cisco Feature Navigator. To access Cisco Feature Navigator, go to https://cfing.cisco.com. An account on
cisco.com is not required.
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Licensing and Scaling Guidelines |
. Available Licensing Models and Configuration Information

Available Licensing Models and Configuration Information

* Cisco IOS XE Fuji 16.8.x and earlier: RTU Licensing is the default and the only supported method to
manage licenses.

* Cisco IOS XE Fuji 16.9.1 to Cisco IOS XE Amsterdam 17.3.1: Smart Licensing is the default and the
only supported method to manage licenses.

In the software configuration guide of the required release, see System Management — Configuring
Smart Licensing.

* Cisco IOS XE Amsterdam 17.3.2a and later: Smart Licensing Using Policy, which is an enhanced version
of Smart Licensing, is the default and the only supported method to manage licenses.

In the software configuration guide of the required release (17.3.x onwards), see System M anagement
— Smart Licensing Using Palicy.

For a more detailed overview on Cisco Licensing, go to cisco.com/go/licensingguide.

License Levels - Usage Guidelines

* The duration or term for which a purchased license is valid:

Smart Licensing Using Policy Smart Licensing
* Perpetual: There is no expiration date for such * Permanent: for a license level, and without an
a license. expiration date.

* Subscription: The license is valid only until a e Term: for a license level, and for a three, five,
certain date (for a three, five, or seven year or seven year period.
period). . . . .
» Evaluation: a license that is not registered.

* Base licenses (Network Essentials and Network-Advantage) are ordered and fulfilled only with a perpetual
or permanent license type.

» Add-on licenses (DNA Essentials and DNA Advantage) are ordered and fulfilled only with a subscription
or term license type.

* An add-on license level is included when you choose a network license level. If you use DNA features,
renew the license before term expiry, to continue using it, or deactivate the add-on license and then reload
the switch to continue operating with the base license capabilities.

* When ordering an add-on license with a base license, note the combinations that are permitted and those
that are not permitted:

Table 6: Permitted Combinations

DNA Essentials DNA Advantage
Network Essentials Yes No
Network Advantage Yes! Yes
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| Licensing and Scaling Guidelines
Scaling Guidelines .

7 You will be able to purchase this combination only at the time of the DNA license renewal and not
when you purchase DNA-Essentials the first time.

+ Evaluation licenses cannot be ordered. They are not tracked via Cisco Smart Software Manager and
expire after a 90-day period. Evaluation licenses can be used only once on the switch and cannot be
regenerated. Warning system messages about an evaluation license expiry are generated only 275 days
after expiration and every week thereafter. An expired evaluation license cannot be reactivated after
reload. This applies only to Smart Licensing. The notion of evaluation licenses does not apply to Smart
Licensing Using Policy.

Scaling Guidelines

For information about feature scaling guidelines, see the Cisco Catalyst 9300 Series Switches datasheet at:

http://www.cisco.com/c/en/us/products/collateral/switches/catalyst-9300-series-switches/
datasheet-c78-738977.html
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