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Audience

Preface

This document lists and describes the system messages for Cisco Nexus 5500 and Nexus 2000 series
switches. The system software sends these messages to the console (and, optionally, to a logging server
on another system) during operation. Not all messages indicate a problem with your system. Some
messages are purely informational, while others might help diagnose problems with links, internal
hardware, or the system software.

This document includes system messages for all Cisco Nexus 5500 and Nexus 2000 series software
releases.

This preface describes the audience, organization, and conventions of this guide. It also provides
information on how to obtain related documentation.

This guide is for system administrators who are responsible for managing Cisco Nexus 5500 and Nexus
2000 series systems.

Organization

This guide is organized as follows:

Chapter Title Description

Chapter 1  |Introduction to System Messages for  |Describes the structure of system messages and
Cisco NX-OS the format of system log files.

Chapter 2 |System Messages and Recovery Lists the messages that may appear in log files,
Procedures for the Cisco Nexus 5500 |and indicates suggested remedies where
Family applicable for the Cisco Nexus 5500 and Nexus

2000 Series.

Document Conventions

Command descriptions use these conventions:

Convention Description

boldface font Commands and keywords are in boldface.
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M Document Conventions

italic font Arguments for which you supply values are in italics.

[ ] Elements in square brackets are optional.

[xlylz] Optional alternative keywords are grouped in brackets and separated by vertical
bars.

string A nonquoted set of characters. Do not use quotation marks around the string or
the string will include the quotation marks.

Screen examples use these conventions:

screen font Terminal sessions and information that the switch displays are in screen font.
boldface screen Information that you must enter is in boldface screen font.
font

italic screen font |Arguments for which you supply values are in italic screen font.

< > Nonprinting characters, such as passwords, are in angle brackets.
[ ] Default responses to system prompts are in square brackets.
I, # An exclamation point (!) or a pound sign (#) at the beginning of a line of code

indicates a comment line.

This document uses the following conventions:

A

Note = Means reader fake note. Notes contain helpful suggestions or references to material not covered in the
manual.

A

Caution = Means reader be careful. In this situation, you might do something that could result in equipment
damage or loss of data.

Obtaining Documentation and Submitting a Service Request

For information on obtaining documentation, submitting a service request, and gathering additional
information, see the monthly What’s New in Cisco Product Documentation, which also lists all new and
revised Cisco technical documentation, at:

http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html

Subscribe to the What’s New in Cisco Product Documentation as a Really Simple Syndication (RSS) feed
and set content to be delivered directly to your desktop using a reader application. The RSS feeds are a free
service and Cisco currently supports RSS version 2.0.
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CHAPTER

Introduction to System Messages for Cisco
NX-0S

This chapter describes system messages, as defined by the syslog protocol (RFC 3164). It describes how
to understand the syslog message format and how to capture system messages for review.

This chapter contains the following sections:
e System Log Message Format, page 1-1
e Capturing System Messages and History, page 1-5

System Log Message Format

System log messages begin with a percent sign (%) and are displayed in the following formats:

¢ Syslog Format On a Resident Switch, page 1-1
¢ Syslog Format On a Remote-Logging Server, page 1-3

Syslog Format On a Resident Switch

The format for a resident syslog is:
month dd hh:mm:ss switchname facility-severity-MNEMONIC description
or

month dd hh:mm:ss switchname facility-SLOTnumber-severity-MNEMONIC description
or

month dd hh:mm:ss switchname facility-STANDBY-severity-MNEMONIC description

For example:

Nov 1 14:07:58 excal-113 $MODULE-5-MOD_OK: Module 1 is online

Nov 1 14:07:58 excal-113 $PORT-3-IF_UNSUPPORTED_TRANSCEIVER: Transceiver for interface
fcl/13 is not supported

Table 1-1 System Log Message Format Description
Element Description

month dd The date and month of the error or event
hh:mm:ss The time of the error or event
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B System Log Message Format

Table 1-1 System Log Message Format Description (continued)

Element Description

switchname The name of the switch

facility The facility of the error or event (daemon, kernel, VSHD, or other facility)

severity Single-digit code from 0 to 7 that indicates the severity of the message

MNEMONIC Text string that uniquely describes the system message

%$VDC #%$ An optional virtual device context (VDC) ID that appears in the description for
messages requiring VDC IDs

%S$VRF #%$ An optional virtual routing and forwarding (VRF) ID that appears in the
description for messages requiring VRF IDs

description Text string containing detailed information about the event being reported

FACILITY is a code consisting of two or more uppercase letters that indicate the facility to which the
system message refers. A facility is a hardware device, a protocol, a feature, or a module of the system

software.

System message SEVERITY codes range from O to 7 and reflect the severity of the condition. The lower
the number, the more serious the situation. Table 1-2 lists the severity levels.

Table 1-2

System Message Severity Levels

Level

Description

0 — emergency

System unusable

1 — alert Immediate action needed
2 — critical Critical condition
3 — error Error condition

4 — warning

Warning condition

5 — notification

Normal but significant condition

6 — informational

Informational message only

7 — debugging

Appears during debugging only

MNEMONIC is a code that uniquely identifies the system message.

Message-text is a text string that describes the condition. This portion of the message might contain
detailed information about the event, including terminal port numbers, network addresses, or addresses
that correspond to locations in the system memory address space. Because the information in these
variable fields changes from message to message, it is represented here by short strings enclosed in
square brackets ([ ). A decimal number, for example, is represented as [dec].

Table 1-3 lists the representations of variable fields and the type of information in the fields.

Table 1-3

Representation of Variable Fields in System Messages

Representation

Type of Information

[dec]

Decimal number

[hex]

Hexadecimal number
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System Log Message Format W

Table 1-3 Representation of Variable Fields in System Messages
Representation Type of Information

[char] Single character

[chars] Character string

The following example system message shows how the variable field might be used:

$MODULE-5-MOD_MINORSWFAIL: Module [dec] reported a failure in service [chars]
In this example,

Facility code =MODULE (indicating that it is a module-specific error)

Severity =5 (notification)

Alarm/event code= MOD_MINORSWFAIL

Description of the problem= Module [dec] reported a failure in service [chars]
[dec] is the module slot number associated with this message.

[chars] is the service name that experienced this failure.

System log messages begin with a percent sign (%) and are displayed in the following format (see
Table 1-4).

Syslog Format On a Remote-Logging Server

The syslog format on a remote-logging server is:

month dd hh:mm:ss IP-addr-switch : year month day hh:mm:ss Timezone: facility-severity-MNEMONIC
description

or

month dd hh:mm:ss IP-addr-switch : year month day hh:mm:ssTimezone:
facility-SLOTnumber-severity-MNEMONIC description

or

month dd hh:mm:ss IP-addr-switch : year month day hh:mm:ss Timezone. facility-STANDBY-severity-MNEMONIC
description

For example:

sep 21 11:09:50 172.22.22.45 : 2005 Sep 04 18:18:22 UTC: $AUTHPRIV-3-SYSTEM MSG: ttySl:
togetattr: Input/output error - getty[28224]

switch resident syslog 2005 Sep 4 18:18:22 switch $AUTHPRIV-3-SYSTEM MSG: ttySl:
togetattr: Input/output error - getty[28224]

time on switch : 2005 Sep 4 18:18:22 time on Loggng Server : Sep 21 11:09:50

fcl/13 is not supported

Table 1-4 System Log Message Format Description

Element Description

month dd The date and month of the error or event

hh:mm:ss The time of the error or event

[P-addr-switch The IP address of the switch

facility The facility of the error or event (daemon, kernel, VSHD, or other facility)
severity Single-digit code from 0 to 3 that indicates the severity of the message
MNEMONIC Text string that uniquely describes the system message
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Table 1-4 System Log Message Format Description (continued)
Element Description
%$VDC #%$ An optional virtual device context (VDC) ID that appears in the description for

messages requiring VDC IDs

%S$VRF #%$ An optional virtual routing and forwarding (VRF) ID that appears in the
description for messages requiring VRF IDs

description Text string containing detailed information about the event being reported

FACILITY is a code consisting of two or more uppercase letters that indicate the facility to which the
system message refers. A facility is a hardware device, a protocol, a feature, or a module of the system
software.

System message SEVERITY codes range from O to 3 and reflect the severity of the condition. The lower
the number, the more serious the situation. Table 1-5 lists the severity levels.

Table 1-5 System Log Message Format description

Level Description

0 — emergency System unusable

1 — alert Immediate action needed

2 — critical Critical condition

3 — notification Normal but significant condition

MNEMONIC is a code that uniquely identifies the system message.

Message-text is a text string that describes the condition. This portion of the message might contain
detailed information about the event, including terminal port numbers, network addresses, or addresses
that correspond to locations in the system memory address space. Because the information in these
variable fields changes from message to message, it is represented here by short strings enclosed in
square brackets ([ J). A decimal number, for example, is represented as [dec].

Table 1-6 lists the representations of variable fields and the type of information in the fields.

Table 1-6 Representation of Variable Fields in System Messages
Representation Type of Information

[dec] Decimal number

[hex] Hexadecimal number

[char] Single character

[chars] Character string

The following example system message shows how the variable field might be used:

$AUTHPRIV-3-SYSTEM _MSG: AUTHPRIV [dec] reported a failure in service [chars]
In this example,

Facility code =AUTHPRIV (indicating that it is a authpriv-specific error)

Severity =3 (notification)
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Capturing System Messages and History ||

Alarm/event code= SYSTEM_MSG

Description of the problem= Authpriv [dec] reported a failure in service [chars]
[dec] is the module slot number associated with this message.

[chars] is the service name that experienced this failure.

Capturing System Messages and History

The system messages are displayed instantly on the console, by default, or are redirected to an internal
log file, or a syslog server. System message severity levels correspond to the keywords assigned by the
logging global configuration commands. These keywords define where and at what level these messages
appear (see to the Cisco NX-OS System Management Configuration Guide). Only system messages that
correspond to the configured logging level or higher severity messages are logged. As an example, if you
set the logging level to 3 (error), then you get error, critical, alerts, and emergency system messages, but
you do not get warning, notification, informational, or debugging system messages.

For complete information about handling system messages, see the Cisco NX-OS System Management
Configuration Guide, Release 4.1.

Saving the System Messages Log

The logging logfile global configuration command enables copying of system messages to an internal
log file and optionally sets the size of the file. To display the messages that are logged in the file, use the
show logging EXEC command. The first message displayed is the oldest message in the buffer. To clear
the current contents of the buffer, use the clear debug-logfile command.

Logging System Messages to a Syslog Server

The logging host-name command identifies a syslog server host to receive logging messages. The
host-name argument is the name or Internet address of the host. By issuing this command more than
once, you build a list of syslog servers that receive logging messages. The no logging host-name
command deletes the syslog server with the specified address from the list of syslog servers.
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CHAPTER

System Messages and Recovery Procedures for
the Cisco Nexus 5500 Family

This chapter includes system messages for the Cisco NX-OS Nexus 5500 and Nexus 2000 family of
switches. The messages are listed in alphabetical order by the system facility that produces them. Within
each system facility section, messages are listed alphabetically by severity and mnemonics. Each error
message is followed by an explanation and a recommended action.

AAA Messages

This section contains the AAA messages.

Error Message AAA-1-AAA_SESSION_LIMIT REJECT: aaa request rejected as maximum aaa
sessions are in progress
Explanation Aaa request rejected as the limit for maximum concurrent aaa sessions is reached
Recommended Action Please contact the Cisco reseller through which you procured the product for
support. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message AAA-2-AAA_NVRAM_UPGRADE_FAILURE: upgrading of accounting log failed.
[chars]

Explanation Upgrading of accounting log failed.

Recommended Action Please contact the Cisco reseller through which you procured the product for
support. If you have purchased a Cisco support contract please call Cisco TAC for support.

Nexus 5500 Series NX-0S System Message Reference
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AAA-6

Error Message AAA-2-AAA_PROGRAM_EXIT: aaa daemon exiting: [chars]
Explanation Aaa daemon is exiting.

Recommended Action Please contact the Cisco reseller through which you procured the product for
support. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message AAA-3-AAA_NVRAMFAILURE: nvram failure
Explanation Nvram can not be read/written to. Hence accounting log can not be stored there

Recommended Action Please contact the Cisco reseller through which you procured the product for
support. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message AAA-6-AAA_ ACCOUNTING_MESSAGE: [chars]
Explanation Accounting Message

Recommended Action No action is required.

AAM Messages

AAM-2

AAM-3

This section contains the AAM messages.

Error Message AAM-2-ELS_FC2_GL_SINDEX_ LOOKUP_FATLED: Failed to lookup global port
index for interface [[chars]]

Explanation Failed to lookup global port index for interface [chars]

Recommended Action No action is required.

Error Message AAM-3-ALLOC_FAILED: Failed in File:[chars] Line: [dec] for type [dec]
size [dec]

Explanation AAM process could not allocate heap memory in File:[chars], at line:[dec], for
memory-type:[dec] of Size:[dec]

Recommended Action No action is required.
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Error Message AAM-3-ASSERTION_FAILED: Failed in File:[chars] Line: [dec]
Explanation AAM Process assertion failed in File:[chars], at line:[dec]

Recommended Action No action is required.

ACLLOG Messages

This section contains the ACLLOG messages.

ACLLOG-4
Error Message ACLLOG-4-ACLLOG_MAXFLOW_REACHED: [chars]
Explanation Max flow reached in current interval: [chars]
Recommended Action No action is required.
Error Message ACLLOG-4-ACLLOG_THRESHOLD: [chars]
Explanation Threshold Reached for Flow: [chars]
Recommended Action No action is required.

Error Message ACLLOG-6-ACLLOG_FLOW_INTERVAL: [chars]
Explanation Flow info in current alert interval: [chars]

Recommended Action No action is required.

Error Message ACLLOG-6-ACLLOG_NEW_FLOW: [chars]
Explanation New Acllog Flow: [chars]

Recommended Action No action is required.

ACLMGR Messages

This section contains the ACLMGR messages.

Nexus 5500 Series NX-0S System Message Reference
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ACLMGR-2

Error Message ACLMGR-2-ACLMGR_COMMIT_FAIL: Commit failed: client %11X, [chars]
Explanation The PPF commit failed

Recommended Action No action is required.

Error Message ACLMGR-2-ACLMGR_NO_ERRDISABLED: [chars] event on interface [chars]
([hex]) allowed to succeed in spite of access-list failure

Explanation Although an access-list operation failed during a port event, the port event still finished
successfully because errdisable is disallowed

Recommended Action No action is required.

Error Message ACLMGR-2-EXITING: Exit reason: [chars]

Explanation The ACLMGR service process has exited due to [char]. The process has probably been
restarted automatically.

Recommended Action No action is required.

Error Message ACLMGR-2-INITFAIL: ACLMGR Service Init failed: [chars]
Explanation ACLMGR Service initialization failed. [chars] explains the reason for the failure.

Recommended Action No action is required.

Error Message ACLMGR-2-MALLOC_ERROR: Size [dec] bytes
Explanation The ACLMGR service could not allocate memory.

Recommended Action Please contact the Cisco reseller through which you procured the product for
support. If you have purchased a Cisco support contract please call Cisco TAC for support.

Error Message ACLMGR-2-PSS_ERROR: [chars]: PSS ret. val=[dec]

Explanation The ACLMGR service encountered error while operating on a persistent storage
database.

Recommended Action No action is required.
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Error Message ACLMGR-3-ACLMGR_ACL_ON_FAB_INACTIVE: ACL on FEX fabric interface not
activated
Explanation ACL applied to a FEX fabric port or port-channel is not activated
Recommended Action No action is required.
Error Message ACLMGR-3-ACLMGR_ACL_OVER_FAB_CHANNEL: ACL on FEX fabric port-channel
bound interface not activated
Explanation ACL applied to a FEX interface is not activated if the interface is bound to a FEX-fabric
portchannel
Recommended Action No action is required.
Error Message ACLMGR-3-ACLMGR_DB_LOCK_MSG: ACL database message, reason: [chars],
session 0x%11lx, type: [chars]
Explanation ACL PPF database lock acquire/release related message.
Recommended Action No action is required.
Error Message ACLMGR-3-ACLMGR_PPF_ERROR: PPF error: [chars]
Explanation The PPF generated error
Recommended Action No action is required.
Error Message ACLMGR-3-ACLMGR_PSS_CORRUPTED: [chars] PSS found corrupted
Explanation The ACLMGR service has detected corruption in one of its persistent information
database. The database would be recreated.
Recommended Action No action is required.
Error Message ACLMGR-3-ACLMGR_STAT_ CONSOLIDATION FAILURE: ACL statistic parsing or
consolidation failed
Explanation A statistic update failed during the parsing or consolidation step; statistics may have
been lost
Recommended Action No action is required.
Nexus 5500 Series NX-0S System Message Reference
I oL-27891-02 I



Chapter2  System Messages and Recovery Procedures for the Cisco Nexus 5500 Family |

|

Error Message ACLMGR-3-ACLMGR_VACL_REDIRECTION_DISABLED REMOVAL: VACL redirection

to interface [chars] ([hex]) disabled: the port has been removed
Explanation A VACL redirection to the port has been deactivated because the port has been removed
Recommended Action No action is required.

Error Message ACLMGR-3-ACLMGR_VERIFY_FATIL: Verify failed: client %11X, [chars]
Explanation The PPF Verify failed
Recommended Action No action is required.

Error Message ACLMGR-3-MTSERROR: [chars]
Explanation ACLMGR Service encountered an MTS error. [chars] specifies the context where the
error occured.
Recommended Action No action is required.

Error Message ACLMGR-4-ACLMGR_PPF_WARNING: PPF warning: [chars]
Explanation The PPF generated warning

Recommended Action No action is required.

Error Message ACLMGR-4-ACLMGR_VACL_REDIRECTION_DISABLED_PCM: VACL redirection to
interface [chars] ([hex]) disabled: the port became a portchannel member

Explanation A VACL redirection to the port has been temporarily deactivated because it is now a
member in a port channel

Recommended Action No action is required.

Error Message ACLMGR-4-PSS_VERSION_MISMATCH: PSS [dec] Code [dec]

Explanation There was a version mismatch between the ACLMGR service and one of its persistent
storage databases. The persistent information has been translated to the new format.

Recommended Action No action is required.
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ACLMGR-6

Error Message ACLMGR-6-ACLMGR_PPF_NOTIF: PPF notification: [chars]
Explanation The PPF generated notification

Recommended Action No action is required.

Error Message ACLMGR-6-BECAME_ACTIVE: Became ACTIVE from standby mode

Explanation The ACLMGR service on the standby supervisor became active and it is ready to serve
client requests.

Recommended Action No action is required.

Error Message ACLMGR-6-BECAME_STDBY: Became STANDBY from active mode
Explanation The ACLMGR service became standby from active mode.

Recommended Action No action is required.

Error Message ACLMGR-6-FAILED_TO_SEND_HEARTBEAT: Failed to send heartbeat to system
manager: Reason=[chars]

Explanation The ACLMGR service was unable to send heartbeat to the system manger

Recommended Action No action is required.

Error Message ACLMGR-6-SERVICE_UP: Initialized [chars]
Explanation The ACLMGR service is up and ready The service was initialized in [char] mode.

Recommended Action No action is required.

Error Message ACLMGR-6-SRVEXIT: ACLMGR Service shutting down gracefully
Explanation ACLMGR Service is shutting down gracefully. This is an informational message.

Recommended Action No action is required.

Error Message ACLMGR-6-SWITCHOVER: Switching Over to other Sup.
Explanation The ACLMGR service has successfully switched over to the standby supervisor card.

Recommended Action No action is required.
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ACLQOS Messages

This section contains the ACLQOS messages.

ACLQOS-SLOT#-2

Error Message ACLQOS-SLOT#-2-ACLQOS_FAILED: ACLQOS failure: [chars]
Explanation ACLQOS operation failed in the aclqos client

Recommended Action No DDTS.

ErrorMessage ACLQOS-SLOT#-2-ACLQOS_INBAND_INTERFACE_FAILURE: Inband interface 1if
lookup failed ([chars])

Explanation Inband interface lif lookup failed

Recommended Action No DDTS.

Error Message ACLQOS-SLOT#-2-ACLQOS_MALLOC_FAILED: Memory allocation failed.
[chars]

Explanation Memory allocation failed. This is a critical failure

Recommended Action No DDTS.

Error Message ACLQOS-SLOT#-2-ACLQOS_OOTR: Tcam resource exhausted: [chars]
Explanation Tcam resources to program acls exhausted

Recommended Action No DDTS.

Error Message ACLQOS-SLOT#-2-PPF_FAILED: Database failure: [chars]
Explanation Database operation failed in the aclqos client

Recommended Action No DDTS.

ACLQOS-SLOT#-3

Error Message ACLQOS-SLOT#-3-ACLQOS_CC_INVALID: Invalid Congestion Control
parameters

Explanation Invalid Congestion Control parameters

Recommended Action No DDTS.
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Error Message ACLQOS-SLOT#-3-ACLQOS_PAUSE_INVALID: Invalid Pause parameters
Explanation Invalid Pause parameters
Recommended Action No DDTS.

Error Message ACLQOS-SLOT#-3-ACLQOS_QUEUING_ERROR: ACL/QoS queuing error: [chars]

Explanation Internal error in ACL/QoS queuing config

Recommended Action No DDTS.

ACLQOS-SLOT#-4

Error Message ACLQOS-SLOT#-4-ACLQOS_ATOMIC_ERR: [chars]
Explanation Tcam will be overused, please turn off atomic update

Recommended Action No DDTS.

Error Message ACLQOS-SLOT#-4-ACLQOS_FC_WARNING: Found stale FCoE entry in instance
[dec]. VSAN: [dec], SID: [hex], DID: [hex], SI:[dec], SI_MASK:[dec], RW_VSAN:

[dec], RW_VSAN FLAG: [dec], RW_SID: [hex], RW_SID FLAG: [dec], RW_DID: [hex].
RW_DID_FLAG: [dec] Cleaning it up.

Explanation Found stale FCoE entry in instance [dec]. VSAN: [dec], SID: Ox[hex], DID: Ox[hex],
SI:[dec], SI_MASK:[dec], RW_VSAN:[dec], RW_VSAN_FLAG: [dec], RW_SID: Ox[hex],
RW_SID_FLAG:[dec], RW_DID: Ox[hex]. RW_DID_FLAG: [dec] Cleaning it up.

Recommended Action No DDTS.

Error Message

Error Message ACLQOS-SLOT#-4-ACLQOS_MATCH_ALL_MERGE_UPDATE: Warning (match_all
merging) : [chars]

Explanation Warning (match_all merging)

Recommended Action No DDTS.

Error Message ACLQOS-SLOT#-4-ACLQOS_OVER_THRESHOLD: Tcam [dec] Bank

[dec] 's usage
has reached its threshold

Explanation Tcam is almost full

Recommended Action No DDTS.
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ACLQOS-SLOT#-5

Error Message ACLQOS-SLOT#-4-ACLQOS_QUEUING_COS2Q_ INVALID: ACL/QoS invalid queuing
policy because of cos map change: [chars] queue [chars], interface [chars]

Explanation Attemped to configure an invalid queuing policy

Recommended Action No DDTS.

Error Message ACLQOS-SLOT#-4-ACLQOS_QUEUING_INVALID: ACL/QoS invalid queuing
policy: [chars]

Explanation Attemped to configure an invalid queuing policy

Recommended Action No DDTS.

Error Message ACLQOS-SLOT#-4-ACLQOS_UNDER_THRESHOLD: Tcam [dec] Bank [dec]'s usage
is below the threshold now

Explanation Tcam's usage is below the threshold

Recommended Action No DDTS.

Error Message ACLQOS-SLOT#-4-ACLQOS_WARNING: ACLQOS Warning: [chars]
Explanation ACLQOS Warnings

Recommended Action No DDTS.

Error Message ACLQOS-SLOT#-5-ACLQOS_DISRUPTIVE_IPv6_UPDATE: Disruptive update of
IPv6 compression entries

Explanation Disruptive IPv6 compression entries update

Recommended Action No DDTS.

Error Message ACLQOS-SLOT#-5-ACLQOS_NON_ATOMIC: Non atomic ACL/QoS policy update
done for [chars]

Explanation Non atomic ACL/QoS policy update was done

Recommended Action No DDTS.

ACLTCAM Messages

This section contains the ACLTCAM messages.
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ACLTCAM-2

Error Message ACLTCAM-2-ACL_TCAM_ADJ_EXHAUSTED: ACLTCAM failed to program route for
VSAN: [dec], SID: [chars] DID: [chars], error: [chars].

Explanation ACLTCAM process experienced a failure while programming route for VSAN [dec]
SID [chars] DID [chars] due to resource exhaustion. [chars] is the error code.

Recommended Action No action is required.

Error Message ACLTCAM-2-ACL_TCAM_ALMOST FULL: TCAM close to FULL. [chars] TCAM
Usage ([dec]/[dec]) exceeded [dec]% fwd-eng: [dec], [chars]

Explanation [chars] TCAM usage [dec]/[dec] exceeded [dec] percent on fwd-engine [dec], [chars]

Recommended Action No action is required.

Error Message ACLTCAM-2-ACL_TCAM_CONFIG_READ_FROM_DRIVER_FAILED: [chars] [dec],
Error: [hex].

Explanation Unable to read configuration from forwarding engine ASIC driver. [chars] [dec], Error:
Ox[hex].

Recommended Action No action is required.

Error Message ACLTCAM-2-ACL_TCAM_CONFIG_WRITE_TO_DRIVER_FAILED: [chars] [dec],
Error: [hex].

Explanation Unable to write configuration to forwarding engine ASIC driver. [chars] [dec], Error:
Ox[hex].

Recommended Action No action is required.

Error Message ACLTCAM-2-ACL_TCAM_FLOW_STATS_READ_FAILED: Hardware flow stats read
failed (ASIC: [dec], [chars] TCAM, Address: [dec], Num Entries: [dec], Error:
[chars]) .

Explanation Hardware flow stats read failed(ASIC: [dec], [chars] TCAM, Address: [dec], Num
Entries: [dec] Error: [chars]).

Recommended Action No action is required.

Error Message ACLTCAM-2-ACL_TCAM_INCONSISTENT DATABASE: Database found
inconsistent.

Explanation Database found inconsistent.

Recommended Action No action is required.
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Error Message ACLTCAM-2-ACL_TCAM_INCONSISTENT_TCAM CONTENTS: TCAM contents found
inconsistent.

Explanation TCAM contents are found inconsistent.

Recommended Action No action is required.

Error Message ACLTCAM-2-ACL_TCAM_ INIT FATLED: Initialization failed for forwarding
engine ASIC: [dec], [chars] TCAM.

Explanation Initialization failed for forwarding engine ASIC [dec], in [chars] TCAM.

Recommended Action No action is required.

Error Message ACLTCAM-2-ACL_TCAM_INIT REGIONS_FAILED: Initialization failed for
forwarding engine ASIC: [dec], [chars] TCAM, [chars] Region.

Explanation Initialization of regions failed for forwarding engine ASIC [dec], in [chars] TCAM, for
[chars] Region.

Recommended Action No action is required.

Error Message ACLTCAM-2-ACL_TCAM MALLOC_FAILURE: Memory allocation failed for size
[dec] .

Explanation Memory allocation is failed for size [dec] bytes.

Recommended Action Restart the process.

Error Message ACLTCAM-2-ACL_TCAM MTS_Q_FULL: MTS queue for SAP [dec] is full
Explanation MTS queue for SAP [dec] is full

Recommended Action No action is required.

Error Message ACLTCAM-2-ACL_TCAM_MTS_FAILURE: MTS operation failed: [chars].
Explanation MTS operation failed. [chars] is the reason.

Recommended Action No action is required.

Error Message ACLTCAM-2-ACL_TCAM_MTS_REGISTRATION_FAILED: MTS registration failed
for opCode: [dec].

Explanation MTS registration failed for opCode: [dec].

Recommended Action No action is required.
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Error Message ACLTCAM-2-ACL_TCAM_NO_ROUTE: ACLTCAM failed to get route for VSAN:
[dec], Rewrite: [chars] DID: [chars] DID MASK: [chars], error: [hex].

Explanation ACLTCAM process experienced a failure while getting route for VSAN [dec] Rewrite
[chars] DID [chars] DID Mask [chars]. [hex] is the error code.

Recommended Action No action is required.

Error Message ACLTCAM-2-ACL_TCAM_NO_TCAM LEFT: ACLTCAM resource exhausted for
interface : [chars]

Explanation ACLTCAM hardware resource is completely used.

Recommended Action No action is required.

Error Message ACLTCAM-2-ACI_TCAM_PHY_ TCAM READ_FATILED: [chars] read from hardware
TCAM failed(ASIC: [dec], [chars] TCAM, Address: [dec], Num Entries: [dec], Error:
[chars]) .

Explanation [chars] read from hardware TCAM failed(ASIC: [dec], [chars] TCAM, Address: [dec],
Num Entries: [dec] Error: [chars]).

Recommended Action No action is required.

Error Message ACLTCAM-2-ACL_TCAM_PHY TCAM_READ_ INVALID: Invalid([chars], value:
[dec]) TCAM entry read from hardware TCAM (FWD-Engine: [dec], [chars] TCAM,
Address: [dec]), Ignoring this entry.

Explanation Invalid([chars], value: [dec]) TCAM entry from hardware TCAM(FWD-Engine: [dec],
[chars] TCAM, Address: [dec]) Ignoring this entry

Recommended Action No action is required.

Error Message ACLTCAM-2-ACI_TCAM_PHY_ TCAM WRITE_FAILED: [chars] write to hardware
TCAM failed(ASIC: [dec], [chars] TCAM, Address: [dec], Num Entries: [dec], Error:
[chars]) .

Explanation [chars] write to hardware TCAM failed(ASIC: [dec], [chars] TCAM, Address: [dec],
Num Entries: [dec] Error: [chars]).

Recommended Action No action is required.

Error Message ACLTCAM-2-ACI_TCAM_PSS_FAILURE: Failed to do PSS operation: [chars],
reason: [hex].

Explanation Failed to do PSS operation [chars]. [hex] is the reason.

Recommended Action No action is required.
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Error Message ACLTCAM-2-PSS_OPEN_FAILED: PSS open failed - [hex].
Explanation Persistent database handle could not obtained for ACLTCAM. [hex] is the error.
Recommended Action No action is required.

Error Message ACLTCAM-2-RECONS_FAILED: Reconstruction of TCAM contents failed

during upgrade - [hex].
Explanation During non-disruptive upgrade, the ACLTCAM contents are not properly
reconstructed. [hex] is the error.
Recommended Action No action is required.

Error Message ACLTCAM-3-ACL_TCAM_INV_TCAM_SYNC_ATTEMPT: Attempt to write invalid
shadow entry: [dec] ([dec]l/[dec]) to TCAM, fwd-engine: [dec] ([chars]),
change-array: [dec]/[dec], <MSG_EXPL

Explanation TL Port Manager initialization failed. [chars] explains the reason for the failure.

Recommended Action No action is required.

Error Message ACLTCAM-3-ACL_TCAM_MTS_Q_LEAK: Possible MTS buffer leak for SAP [dec]
Explanation Possible MTS buffer leak for SAP [dec]

Recommended Action No action is required.

Error Message ACLTCAM-3-ALLOCFAIL: Heap Memory allocation failed: [chars]

Explanation TL Port Manager is out of dynamic memory. [chars] specifies the context where the
failure occured.

Recommended Action No action is required.

Error Message ACLTCAM-3-FC2ERROR: [chars]

Explanation TL Port Manager encountered an FC2 error. [chars] specifies the context where the
error occured.

Recommended Action No action is required.
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Error Message ACLTCAM-3-GENERROR: [chars]

Explanation TL Port Manager encountered a general error, one that does not fall in any of the above
categories. [chars] describes the error and its context.

Recommended Action No action is required.

Error Message ACLTCAM-3-MTSERROR: [chars]

Explanation TL Port Manager encountered an MTS error. [chars] specifies the context where the
error occured.

Recommended Action No action is required.

Error Message ACLTCAM-3-PSSERROR: [chars]

Explanation TL Port Manager encountered a PSS error. [chars] specifies the context where the
failure occured.

Recommended Action No action is required.

Error Message ACLTCAM-3-REGISTER_FAILED: Could not register to MTS opcode [chars]
- error [hex].

Explanation ACLTCAM process could not register to the notifications mentioned by [chars]. [hex]
is the error.

Recommended Action No action is required.

ACLTCAM-4
Error Message ACLTCAM-4-ACL_TCAM_BELOW_THRESHOLD: [chars] TCAM usage ([dec]/[dec])
fell below [dec]% fwd-eng: [dec], [chars]
Explanation [chars] TCAM usage [dec]/[dec] fell below [dec] percent on fwd-engine [dec], [chars]
Recommended Action No action is required.
ErrorMessage ACLTCAM-4-ACL_TCAM_BEYOND_THRESHOLD: [chars] TCAM usage ([dec]/[dec])
exceeded [dec]% fwd-eng: [dec], [chars]
Explanation [chars] TCAM usage [dec]/[dec] exceeded [dec] percent on fwd-engine [dec], [chars]
Recommended Action No action is required.
Nexus 5500 Series NX-0S System Message Reference
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Error Message ACLTCAM-4-ACL_TCAM_FLOW_COUNTER_INVALIDATED: Flow counter for flow:

vsan: [dec], sid: [hex], did: [hex] with statistics: frames = %1lu & bytes = $11lu
was invalidated due to: [chars]

Explanation ACLTCAM process invalidated the flow counter for flow VSAN [dec] SID [hex] DID

[hex] with collected stats of [dec] frames and [dev] bytes was invalidated because of reason
[[chars]].

Recommended Action No action is required.

Error Message ACLTCAM-4-ACL_TCAM_FLOW_COUNTER_VALIDATED: Flow counter for flow:
vsan: [dec], sid: [hex], did: [hex] is now valid

Explanation ACLTCAM process validated the flow counter for flow VSAN [dec] SID [hex] DID
[hex].

Recommended Action No action is required.

Error Message ACLTCAM-4-ACIL_TCAM_MTS_Q HIGH: MTS queue for SAP [dec] is close to full
Explanation MTS queue for SAP [dec] is close to full

Recommended Action No action is required.

Error Message ACLTCAM-4-TLPM_ALPA_CACHE_FULL: Translation Port ALPA cache is full.
Some new entries may not be cached

Explanation TL Port cache is currently fully populated with active entries. Hence, there is no

available cache space to be assigned any newly created alpa entry on a TL Port. This is an
informational message.

Recommended Action No action is required.

ACLTCAM-6

Error Message ACLTCAM-6-ACL_TCAM_STATUS: Status: [chars].
Explanation ACLTCAM status is reported as: [chars].

Recommended Action No action is required.

Error Message ACLTCAM-6-MGRCREATED: Translation Port Manager created.

Explanation TL Port Manager was created successfully and is up and running. This is an
informational message.

Recommended Action No action is required.
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Error Message ACLTCAM-6-MGREXIT: Translation Port Manager shutting down gracefully.
Explanation TL Port Manager is shutting down gracefully. This is an informational message.

Recommended Action No action is required.

Error Message ACLTCAM-6-PORTDOWN: Translation Port [chars] DOWN.

Explanation A port configured as TL Port is DOWN and out of operation. [chars] is the interface-id
string that identifies the TL Port. This is an informational message.

Recommended Action No action is required.

Error Message ACLTCAM-6-PORTUP: Translation Port [chars] UP.

Explanation A port configured as TL Port is UP and operational. [chars] is the interface-id string
that identifies the TL Port. This is an informational message.

Recommended Action No action is required.

ACL Messages

This section contains the ACL messages.

ACL-2

Error Message ACL-2-ACL_HA_FAILURE: Failed to do high availability operation:
[chars].

Explanation Failed to do high availability operation. [chars] is the reason.

Recommended Action No action is required.

Error Message ACL-2-ACL_INIT_FAILED: Initialization failed for ACL: [chars],
reason: [hex].

Explanation Initialization failed for ACL due to [chars], reason: [hex].

Recommended Action No action is required.

Error Message ACL-2-ACL_LINECARD_STATUS: Status from linecard: [dec], for module:
[chars] (ID: [dec]), status : [dec], error_id: [hex], catastrophic: [chars],
restart count: [dec].

Explanation Status from linecard: [dec], for module: [chars](ID: [dec]), status : [dec], error_id:
[hex], catastrophic: [chars], restart count: [dec].

Recommended Action No action is required.
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Error Message ACL-2-ACL_MTS_FAILURE: Failed to do MTS operation: [chars].
Explanation Failed to do MTS operation. [chars] is the reason.

Recommended Action No action is required.

Error Message ACL-2-ACL_MTS_Q_FULL: MTS queue for SAP [dec] is full
Explanation MTS queue for SAP [dec] is full

Recommended Action No action is required.

Error Message ACL-2-ACL_MTS_REGISTRATION_FAILED: MTS options setting to [hex]
failed for opCode: [dec].

Explanation MTS options setting to [hex] failed for opCode: [dec].

Recommended Action No action is required.

Error Message ACL-2-ACL_PENDING_MSG_ARR_FULL: ACL Upgrade Pending Messages Array is
Full with [dec] messages. Failing the MTS message with Opc: [dec], RR_TOKEN: [hex]

Explanation ACL Upgrade Pending Messages Array is Full with [dec] messages. Failing the MTS
message with Opc: [dec], RR_TOKEN: [hex]

Recommended Action No action is required.

Error Message ACL-2-ACL_PSS_FAILURE: Failed to do PSS operation: [chars], reason:
[hex] .

Explanation Failed to do PSS operation [chars]. [hex] is the reason.

Recommended Action No action is required.

Error Message ACL-2-ACL_PSS_VER_FAIL: PSS file [chars] has version
[dec] . [dec].[dec], expected version [dec].[dec].[dec].

Explanation There was a mismatch in the PSS version. [chars] indicates the PSS service,
[dec].[dec].[dec] its current version number and [dec].[dec].[dec] the expected version.

Recommended Action No action is required.

Error Message ACL-2-ACL_RUNTIME_FATILURE: [chars] [dec], Error: [hex]
Explanation ACL runtime failure is reported as [chars] [dec], reason: [hex].

Recommended Action No action is required.
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Error Message ACL-2-ACL_TCAM_FAILURE: Failed to do TCAM operation: [chars].
Explanation Failed to do TCAM operation. [chars] is the reason.

Recommended Action No action is required.

ACL-3

Error Message ACL-3-ACL_MTS_Q LEAK: Possible MTS buffer leak for SAP [dec]
Explanation Possible MTS buffer leak for SAP [dec]

Recommended Action No action is required.

ACL-4

Error Message ACL-4-ACL_MTS_Q HIGH: MTS queue for SAP [dec] is close to full
Explanation MTS queue for SAP [dec] is close to full

Recommended Action No action is required.

Error Message ACL-4-ACL_WARNING: [chars] [dec]
Explanation ACL warning messages is reported as [chars] [dec].

Recommended Action No action is required.

ACL-5

Error Message ACL-5-ACL_ADJ_SHARING_STATUS: Successfully completed [chars] on
Generation 2 linecards.

Explanation Successfully completed the command \[chars]\ on Generation 2 linecards.

Recommended Action No action is required.

ACL-6

Error Message ACL-6-ACL_DIAG_EVENT_ STATUS: [chars] [hex].
Explanation ACL system health management event status is reported as [chars] [hex].

Recommended Action No action is required.
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Error Message ACL-6-ACL_E_PORT_EVENT_STATUS: [chars] [chars].
Explanation ACL xEport event status is reported as [chars] [chars].

Recommended Action No action is required.

Error Message ACL-6-ACL_FCC_EVENT_STATUS: [chars] [chars].
Explanation ACL FCC event status is reported as [chars] [chars].

Recommended Action No action is required.

Error Message ACL-6-ACL_LINECARD_EVENT_STATUS: [chars] [hex].
Explanation ACL linecard event status is reported as [chars] [dec].

Recommended Action No action is required.

Error Message ACL-6-ACL_MCAST_EVENT_STATUS: [chars] [chars].
Explanation ACL multicast event status is reported as [chars] [chars].

Recommended Action No action is required.

Error Message ACL-6-ACL_NX_PORT_EVENT_STATUS: [chars] [chars].
Explanation ACL Nx Port event status is reported as [chars] [chars].

Recommended Action No action is required.

Error Message ACL-6-ACL_PORT MODE_EVENT_STATUS: [chars] [chars].
Explanation ACL portmode event status is reported as [chars] [chars].

Recommended Action No action is required.

Error Message ACL-6-ACL_RUNTIME_STATUS: [chars] [dec]
Explanation ACL runtime status is reported as [chars] [dec].

Recommended Action No action is required.

Error Message ACL-6-ACL_SPAN_DEST_CONFIG_STATUS: [chars] [chars].
Explanation ACL SPAN destination config event status is reported as [chars] [chars].

Recommended Action No action is required.
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Error Message ACL-6-ACL_SPAN_SRC_CONFIG_STATUS: [chars] [chars].
Explanation ACL SPAN source config event status is reported as [chars] [chars].

Recommended Action No action is required.

Error Message ACL-6-ACL_STATUS: ACL Status: [chars].
Explanation ACL status is reported as [chars].

Recommended Action No action is required.

Error Message ACL-6-ACL_UPDATE_SSRAM QOS_EVENT_STATUS: [chars] [chars].
Explanation ACL update SSRAM for QoS event status is reported as [chars] [chars].

Recommended Action No action is required.

ASCII-CFG Messages

This section contains the ASCII-CFG messages.

ASCII-CFG-2

Error Message ASCII-CFG-2-ACFG_CONFIGURATION_APPLY_ERROR: Error encountered while
Ascii configuration was being applied. Please use show startup-config log to view
details

Explanation At least one command failed while Ascii configuration was being applied

Recommended Action No action is required.

Error Message ASCII-CFG-2-ACFG_LIB_INVOKE_ERR: Ascii config library invocation
error: [chars]

Explanation Error encountered while library function was being invoked to display Ascii
configuration

Recommended Action No action is required.

Error Message ASCII-CFG-2-ACFG_OPER_FAIL: Operation failed because of [chars]
Explanation Operation failed

Recommended Action No action is required.
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Error Message ASCII-CFG-2-ACFG_ROLLBACK_FAILED: Rollback to checkpoint [chars]
Failed, Going to undo the changes (atomic option)

Explanation Rollback operation failed for atomic option

Recommended Action No action is required.

Error Message ASCITI-CFG-2-ACFG_ROLLBACK_UNDO_FAILED: Undo failed for atomic
Rollback, Please correct the error manually and retry rollback

Explanation Undoing the rollback changes (for atomic behavior) Failed

Recommended Action No action is required.

Error Message ASCIT-CFG-2-ACFG_SYSLOG_INIT_FAILED: Ascii config Syslog Init Error
Explanation Error encountered while Initializing Syslog for Ascii Config

Recommended Action No action is required.

Error Message ASCII-CFG-2-PSS_VER_FAIL: PSS file [chars] has version
[dec].[dec].[dec], expected version [dec].[dec]. [dec]

Explanation There was a mismatch in the PSS version. [chars] indicates the PSS service,
[dec].[dec].[dec] its current version number and [dec].[dec].[dec] the expected version

Recommended Action Please contact the Cisco reseller through which you procured the product for
support. If you have purchased a Cisco support contract please call Cisco TAC for support.

ASCII-CFG-3

Error Message ASCII-CFG-3-ACFG_MTSERROR: [chars]

Explanation Ascii-cfg-server (rollback process) encountered an MTS error. [chars] specifies the
context where the error occurred.

Recommended Action No action is required.

ASCII-CFG-6

Error Message ASCITI-CFG-6-ACFG_CHECKPOINT_CLEAR_DATABASE: cleared all the
configuration checkpoints

Explanation Cleared all the configuration checkpoints

Recommended Action No action is required.
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Error Message ASCII-CFG-6-ACFG_CHECKPOINT_CREATED: Created configuration
checkpoint [chars]

Explanation Created configuration checkpoint

Recommended Action No action is required.

Error Message ASCIT-CFG-6-ACFG_CHECKPOINT_DELETED: Deleted configuration
checkpoint [chars]

Explanation Deleted configuration checkpoint

Recommended Action No action is required.

Error Message ASCITI-CFG-6-ACFG_MAX_CHECKPOINTS: Maximum no of checpoints reached,
Removing the oldest checkpoint

Explanation Maximum no.of checkpoints reached, removing the oldest checkpoint

Recommended Action No action is required.

Error Message ASCII-CFG-6-ACFG_ROLLBACK_ATOMIC: Performing configuration rollback
to checkpoint [chars] (with atomic option)

Explanation Performing configuration rollback with atomic option

Recommended Action No action is required.

Error Message ASCII-CFG-6-ACFG_ROLLBACK_BEST: Performing configuration rollback to
checkpoint [chars] (with best-effort option)

Explanation Performing configuration rollback with best-effort option

Recommended Action No action is required.

Error Message ASCII-CFG-6-ACFG_ROLLBACK_FIRST_ERR: Performing configuration
rollback to checkpoint [chars] (with stop-at-first failure option)

Explanation Performing configuration rollback with stop-at-first-failure option

Recommended Action No action is required.

Error Message ASCII-CFG-6-INFORMATION: [chars]
Explanation An event happend that affects Acfg-Rollback. [chars] indicates the event

Recommended Action No action is required.
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Error Message ASCII-CFG-6-PSS_ERR: [chars]

Explanation An error occurred during an Acfg PSS operation. [chars] indicates the PSS operation
that caused the error

Recommended Action Please contact the Cisco reseller through which you procured the product for
support. If you have purchased a Cisco support contract please call Cisco TAC for support.

ASSOC MGR Messages

This section contains the ASSOC MGR messages.

ASSOC MGR-0

Error Message ASSOC_MGR-0-EMERGENCY_MSG: [chars]
Explanation Association Manager Emergency Message

Recommended Action Please file the bug for Association Manager Component thro' CDETS

ASSOC_MGR-1

Error Message ASSOC_MGR-1-ALERT _MSG: [chars]
Explanation Association Manager Alert Message

Recommended Action Association Manager Internal Operation Alert

ASSOC_MGR-2

Error Message ASSOC_MGR-2-CRITICAI_MSG: [chars]
Explanation Association Manager Critical Message

Recommended Action No action is required.

ASSOC_MGR-3

Error Message ASSOC_MGR-3-ERROR_MSG: [chars]
Explanation Association Manager Error Message

Recommended Action No action is required.
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ASSOC_MGR-4
Error Message ASSOC_MGR-4-WARN_MSG: [chars]
Explanation Association Manager Warning Message
Recommended Action No action is required.
Error Message ASSOC_MGR-5-NOTIF_MSG: [chars]
Explanation Association Manager Notification Message
Recommended Action No action is required.
Error Message ASSOC_MGR-6-ASSOC_ACTIVATED: Association Activated for vlan id: [dec]
<--> vsan id: [dec]
Explanation Association Activated
Recommended Action No action is required.
Error Message ASSOC_MGR-6-ASSOC_CREATED: Association Created for vlan id:[dec] <-->
vsan id: [dec]
Explanation Association Created
Recommended Action No action is required.
Error Message ASSOC_MGR-6-ASSOC_DEACTIVATED: Association Deactivated for vlan id:
[dec] <--> vsan id: [dec]
Explanation Association Deactivated
Recommended Action No action is required.
Error Message ASSOC_MGR-6-ASSOC_DELETED: Association Deleted for vlan id: [dec]
<--> vsan id: [dec]
Explanation Association Deleted
Recommended Action No action is required.
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Error Message ASSOC_MGR-6-ASSOC_MGR_STATEFULL_RESTART: Association Manager

Statefull Restart
Explanation Association Manager Stateful Restart

Recommended Action No action is required.

Error Message ASSOC_MGR-6-ASSOC_MGR_STATELESS_RESTART: Association Manager

Stateless Restart
Explanation Association Manager Stateless Restart

Recommended Action No action is required.

Error Message ASSOC_MGR-6-ASSOC_OPER_STATUS_CHG: Association status for vlan id:

[dec] <--> vsan id: [dec] changed from [chars]

Explanation Association Operational State Change

Recommended Action No action is required.

Error Message ASSOC_MGR-6-INFO_MSG: [chars]
Explanation ASSOC Manager Informational Message

Recommended Action No action is required.

ASSOC_MGR-7

Error Message ASSOC_MGR-7-DEBUG_MSG: [chars]
Explanation Association Manager Debug Message

Recommended Action No action is required.

BFDC Messages

This section contains the BFDC messages.

BFDC-SLOT#-2

Error Message BFDC-SLOT#-2-BFDC_GENERAL_FAILURE:
Explanation General failure. This is a critical failure

Recommended Action No DDTS.

to [chars]

General failure.

[chars]
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Error Message BFDC-SLOT#-2-BFDC_MALLOC_FAILED: Memory allocation failed. [chars]
Explanation Memory allocation failed. This is a critical failure

Recommended Action No DDTS.

Error Message BFDC-SLOT#-2-BFDC_MTS_FAILURE: MTS failure. [chars]
Explanation MTS related failure. This is a critical failure

Recommended Action No DDTS.

BFD Messages

BFD-3

This section contains the BFD messages.

Error Message BFD-3-SESSION_ACL_INSTALL_GAVE_UP: BFD session [chars] installation
failed due to ACL installation failure interface [chars]

Explanation BFD session [chars] installation failed due to ACL installation failure interface [chars

Recommended Action Maximum acl install retries exceeded. Please to free up acl resources

Error Message BFD-3-SESSION_ACI,_REMOVE_GAVE_UP: BFD session [chars] removal failed
due to ACL removal failure interface [chars]

Explanation BFD session [chars] removal failed due to ACL removal failure interface [chars

Recommended Action Maximum acl removal retries exceeded. Please manually remove bfd sessions

Error Message BFD-3-SESSION_CREATE_FAIL: Failed to create BFD session to neighbor
[chars] over intertface [chars]. Reason [chars]

Explanation Failed to create BFD session to neighbor [chars] over intertface [chars] Reason [chars]

Recommended Action SYSLOGDPC_NO_ACTION

Error Message BFD-3-REACHED_CAPACITY_LIMIT: BFD session [chars] creation on
interface [chars] failed due to capacity limit [dec]

Explanation BFD session [chars] creation on interface [chars] failed due to current capacity limit
[dec]

Recommended Action Please remove current bfd sessions to make room for new ones
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BFD-4
Error Message BFD-4-INVALID_NBR: Attempt to register BFD session on invalid
neighbor: [chars], by application=[chars]
Explanation Attempt to register BFD session on invalid neighbor: [chars] type that is not supported
by BFD for application [chars].
Recommended Action No action is required.
Error Messag