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Preface

This Preface contains these sections:

* Changes to This Document, on page ix
» Communications, Services, and Additional Information, on page x

Changes to This Document

This table lists technical changes made to this document since it was first released.

Date Summary
September 2013 Initial release of this document.
January 2014 Republished with documentation updates for Cisco
IOS XR Release 5.0.1 features.
January 2015 Republished with documentation updates for Cisco
IOS XR Release 5.2.3 features:
« ISSU

* Dynamic slice reset

July 2017 Republished with documentation updates for Cisco
IOS XRRelease 6.2.2 features.

September 2017 Republished with documentation updates for Cisco
IOS XR Release 6.3.1 features.

March 2018 Republished with documentation updates for Cisco
IOS XR Release 6.3.2 features.

March 2018 Republished with documentation updates for Cisco
IOS XR Release 6.4.1 features.

July 2018 Republished with documentation updates for Cisco
IOS XR Release 6.5.1 features.
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. Communications, Services, and Additional Information

Preface |

Date Summary

July 2018 Republished with documentation updates for Cisco
IOS XR Release 6.4.2 features.

December 2018 Republished with documentation updates for Cisco
IOS XR Release 6.6.1 features.

Communications, Services, and Additional Information

* To receive timely, relevant information from Cisco, sign up at Cisco Profile Manager.

* To get the business impact you’re looking for with the technologies that matter, visit Cisco Services.

* To submit a service request, visit Cisco Support.

* To discover and browse secure, validated enterprise-class apps, products, solutions and services, visit

Cisco Marketplace.

* To obtain general networking, training, and certification titles, visit Cisco Press.

* To find warranty information for a specific product or product family, access Cisco Warranty Finder.

Cisco Bug Search Tool

Cisco Bug Search Tool (BST) is a web-based tool that acts as a gateway to the Cisco bug tracking system
that maintains a comprehensive list of defects and vulnerabilities in Cisco products and software. BST provides
you with detailed defect information about your products and software.
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AAA Commands

To use these commands in System Admin VM, you must be in a user group associated with appropriate
command rules and data rules. If the user group assignment is preventing you from using a command, contact
your AAA administrator for assistance.

* aaa authentication, on page 2

* aaa authentication login group tacacs , on page 3

* aaa authorization, on page 4

* aaa authorization commands group tacacs , on page 6

* aaa disaster-recovery, on page 7

* aaa accounting commands group tacacs , on page 8

+ confdConfig aaa authOrder , on page 9

+ confdConfig aaa authorization callback enabled , on page 10
» confdConfig aaa authorization enabled , on page 11

+ confdConfig aaa external Authentication enabled , on page 12
+ confdConfig aaa external Authentication executable , on page 13
» show tacacs-server request , on page 14

» show tacacs-server trace , on page 15

* show aaa, on page 16

* tacacs-server host, on page 17

* tacacs-server key, on page 18

* tacacs-server timeout, on page 19
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AAA Commands |
. aaa authentication

aaa authentication

To create users and user-groups for the System Admin VM, use the aaa authentication command in the
System Admin Config mode. To delete users and user-groups, use the Nno form of this command.

aaa authentication {groups group group-name [{gid | users}]| users user user-name [{gid |
homedir | password | ssh_keydir | uid}]}

Syntax Description  groups Configures access groups.

group Specifies a group.

group-name Name of the group.

gid Specifies a numeric value.
users Configures users.
user Specifies a user.

user-name Name of the user.

homedir  Specifies an alphanumeric value.

password Specifies a password for user authentication.

ssh_keydir Specifies an alphanumeric value.

uid Specifies a numeric value.

Command Default None

Command Modes System Admin Config

Command History Release Modification
Release This command was introduced.
5.0.0

This example shows how to create a new user- userl:

sysadmin-vm:0_ RPO#config
sysadmin-vm:0 RPO (config)# aaa authentication users user userl gid 20 homedir dir password
pwd ssh_keydir dir uid 10

This example shows how to create a new group- groupl:

sysadmin-vm:0_ RPO#config
sysadmin-vm:0 RPO (config)# aaa authentication groups group groupl gid 10 users userl
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aaa authentication login group tacacs .

aaa authentication login group tacacs

To enable remote authentication support using TACACS+ protocol, use the aaa authentication login group
tacacs command. To disable remote authentication , use the no form of this command.

aaa authentication login group tacacs

This command has no keywords or arguments.

Command Default AAA authentication is disabled.

Command Modes System Admin Config

Command History Release Modification

Release 6.1.2 This command is introduced.

Examples The following example shows how to use this command:

sysadmin-vm:0 RPO# configure
sysadmin-vm:0 RPO (config)# aaa authentication login group tacacs
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. aaa authorization

aaa authorization

To create command rules and data rules for authorization, use the aaa authorization command in the System
Admin Config mode. To delete the command rules and data rules, use the no form of this command.

AAA Commands |

aaa authorization {cmdrules cmdrule [{integer | range integer}] [{action | command | context |
group | ops}]| datarules datarule [{integer | range integer}] [{action| context | group | keypath
| namespace | ops}]}

Syntax Description

Command Default

Command Modes

cmdrules

Configures command rules.

cmdrule integer

Specifies the command rule number. The integer value ranges from 1 to 2,147,483,647.

Note Numbers between 1 and 1000 are reserved for internal use. Specify an

integer value that is greater than 1000.

range integer Specifies the range of the command rules or data rules to be configured. The integer
value ranges from 1 to 2,147,483,647.

action Specifies whether the users are permitted or refrained from performing the operation
specified for the ops keyword.

command Specifies the command to which the command rule applies to. The command should be
entered within double-quotes.

context Specifies which type of connection the command rule or data rule applies to. The
connection type can be netconf, cli, or xml.

group Specifies the group to which the command rule or data rule applies to.

ops Specifies whether the user has read, execute, or read and execute permission for the
command.

datarules Configures data rules.

datarule integer

Specifies the data rule number. The integer value ranges from 1 to 2,147,483,647.

Note Numbers between 1 and 1000 are reserved for internal use. Specify an

integer value that is greater than 1000.

keypath Specifies the keypath of the data element. If you enter an asterisk "*' for keypath, it
indicates that the command rule is applicable to all the configuration data.
namespace Enter asterisk "*" to indicate that the data rule is applicable for all namespace values.
None
System Admin Config
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| AAA Commands
aaa authorization .

Command History Release Modification
Release This command was introduced.
5.0.0

This example shows how to create a command rule:

sysadmin-vm:0 RPO#config
sysadmin-vm:0 RPO (config)#aaa authorization cmdrules cmdrule 10 action accept command "show
platform" context cli group groupl ops rx

This example shows how to create a data rule:

sysadmin-vm:0 RPO#config
sysadmin-vm:0 RPO (config)#aaa authorization datarules datarule 20 action accept context cli
group groupl0 keypath * namespace * ops rwx

System Administration Command Reference for the Cisco NCS 6000 Series Routers .



AAA Commands |
. aaa authorization commands group tacacs

aaa authorization commands group tacacs

To enable remote authorization support using TACACS+ protocol, use the aaa authorization commands
group tacacs command. To disable authorization for a function, use the no form of this command.

aaa authorization command group {tacacs|none}

Syntax Description  tacacs Specifies that authorization has to be performed using TACACS+ protocol.

none (Optional) Specifies that no authorization has to be performed.

Command Default Authorization is disabled for all actions.

Command Modes System Admin Config

Command History Release Modification

Release 6.1.2 This command is introduced.

Examples The following example shows how to use this command to specify that TACACS+ authorization

has to be performed:

sysadmin-vm:0_RPO# configure
sysadmin-vm:0 RPO (config)# aaa authorization commands group tacacs

Examples The following example shows how to use this command to specify that no authorization should be

performed:

sysadmin-vm:0_RPO# configure
sysadmin-vm:0 RPO (config)# aaa authorization commands group none

Examples The following example shows how to use this command to specify that first TACACS+ authorization

has to be performed and if it fails, no authorization should be performed:

sysadmin-vm:0_RPO# configure
sysadmin-vm:0 RPO (config)# aaa authorization commands group tacacs none
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aaa disaster-recovery .

aaa disaster-recovery

To configure a disaster-recovery user and password, use the aaa disaster-recovery command in the System
Admin Config mode. To delete the disaster-recovery user and password, use the no form of this command.

aaa disaster-recovery username username password password

Syntax Description username Configures the username for the disaster-recovery user.

username  Specifies the username for the disaster-recovery user.

password Configures the password for the disaster-recovery user.

password  Password for the disaster-recovery user.

Command Default None

Command Modes System Admin Config

Command History Release Modification
Release This command was introduced.
5.0.0
Usage Guidelines Only an already existing user can be specified as a disaster-recovery user.

This example shows how to configure a disaster-recovery user:

sysadmin-vm:0 RPO#config
sysadmin-vm:0 RPO (config) ## aaa disaster-recovery username root userl password pwd
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. aaa accounting commands group tacacs

aaa accounting commands group tacacs

To enable remote accounting support using TACACS+ protocol, use the aaa accounting commands group
tacacs command. To disable remote accounting , use the no form of this command.

aaa accounting commands group tacacs

This command has no keywords or arguments.

Command Default Authorization is disabled for all actions (equivalent to the method none keyword).

Command Modes System Admin Config

Command History Release Modification

Release 6.1.2 This command was introduced.

Examples The following example shows how to use this command:

sysadmin-vm:0 RPO# configure
sysadmin-vm:0 RPO (config)# aaa accounting commands group tacacs
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confdConfig aaa authOrder .

confdConfig aaa authOrder

To specify an order of authentication for AAA systems, use the confdConfig aaa authOr der command.

confdConfig aaa authOrder {externalAuthentication | localAuthentication}

Syntax Description

Command Default

Command Modes

externalAuthentication Specifies that external authentication should be performed based on the configured
executable.

local Authentication Specifies that local authentication should be performed.

By default the user is authenticated by using local authentication methods.

System Admin Config

Command History

Examples

Release Modification

Release 6.1.2 This command was introduced.

The following example shows how to define external authentication as the primary authentication
mechanism:

sysadmin-vm:0 RPO# configure
sysadmin-vm:0 RPO (config)# confdConfig aaa authOrder externalAuthentication
localAuthentication
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. confdConfig aaa authorization callback enabled

confdConfig aaa authorization callback enabled

To enable application callbacks for authorization, use the confdConfig aaa authorization callback
enabledcommand.

confdConfig aaa authorization callback enabled

This command has no keywords or arguments.

Command Modes System Admin Config

Command History Release Modification

Release 6.1.2 This command was introduced.

Examples The following example shows how use this command:

sysadmin-vm:0 RPO# configure
sysadmin-vm:0 RPO (config)# confdConfig aaa authorization callback enabled
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confdConfig aaa authorization enabled .

confdConfig aaa authorization enabled

To enable external authorization, use the confdConfig aaa authorization enabledcommand.

confdConfig aaa authorization enabled

This command has no keywords or arguments.

Command Modes System Admin Config

Command History Release Modification

Release 6.1.2 This command was introduced.

Examples The following example shows how use this command:

sysadmin-vm:0_RPO# configure
sysadmin-vm:0 RPO (config)# confdConfig aaa authorization enabled
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. confdConfig aaa externalAuthentication enabled

confdConfig aaa externalAuthentication enabled

To enable external authentication, use the confdConfig aaa external Authentication enabledcommand. To
disable external authentication, use the no form of the command.

confdConfig aaa externalAuthentication enabled

This command has no keywords or arguments.

Command Default By default the user is authenticated by using external authentication method.

Command Modes System Admin Config

Command History Release Modification

Release 6.1.2 This command was introduced.

Examples The following example shows how to use this command:

sysadmin-vm:0 RPO# configure
sysadmin-vm:0 RPO (config)# confdConfig aaa externalAuthentication enabled
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confdConfig aaa externalAuthentication executable .

confdConfig aaa externalAuthentication executable

To enable external authentication using an executable configured on the local host, use the confdConfig aaa
external Authentication enabledcommand.

confdConfig aaa externalAuthentication enabled chvrfO
/opt/cisco/calvados/bin/calvados login_aaa_proxy

Syntax Description  chwrf O File name and path of the executable configured on the
/opt/cisco/calvados/bin/calvados login_aaa proxy local host that is used to enable external authentication.

Command Modes System Admin Config

Command History Release Modification

Release 6.1.2 This command was introduced.

Examples The following example shows how use this command:

sysadmin-vm:0_RPO# configure
sysadmin-vm:0 RPO (config)# confdConfig aaa externalAuthentication executable chvrf 0
/opt/cisco/calvados/bin/calvados_login_aaa_proxy
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show tacacs-server request

To display information of send/receive/pending request information of TACACS+ servers, use the show

tacacs-server request command in the System Admin EXEC mode.

show tacacs-server request

This command has no keywords or arguments.

Command Default None

cOmmand Modes System Admin EXEC

Command History Release Modification
Release This command was introduced.
6.1.2

Usage Guidelines

This command is used for diagnostics purpose only.

The following example shows the output of the show tacacs-server request command:

sysadmin-vm:0 RPO#show tacacs-server request

sysadmin-vm:0 RPO# tacacs-server requests ipv4 10.1.1.1 59
Server: 10.1.1.1/59 opens=0 closes=0 aborts=0 errors=0
packets in=0 packets out=0 family=IPv4
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show tacacs-server trace

To display TACACS+ server and client process information, use the show tacacs-server trace command in
the System Admin EXEC mode.

show tacacs-server trace location [all | node-id]

Syntax Description  |ocationall |node-id Specifies the target location. The node-id argument
is expressed in the rack/slot notation.

The allargument displays trace details of all the
TACACS+ servers and client processes.

Command Default None

Command Modes System Admin EXEC

Command History Release Modification
Release This command was introduced.
6.1.2
Usage Guidelines This command is used for diagnostics purpose only.

The following example shows the output of the show tacacs-server tracelocationnode-id command:

sysadmin-vm:0 RPO#show tacacs-server trace location 0/RPO

The following example shows the output of the show tacacs-server trace location all command:

sysadmin-vm:0_RPO#show tacacs-server trace location all
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. show aaa

show aaa

To display information about a privileged user and aaa trace details, use the show aaa command in System
Admin EXEC mode.

show aaa {privileged-access | trace {login | sync} location node-id}

Syntax Description privileged-access Displays access data.

trace Displays the trace data.
login Displays login trace.
sync Displays aaa sync trace.

location node-id Specifies the target location. The node-id argument is expressed in the rack/ ot notation.

Command Default None

Command Modes System Admin EXEC

Command History Release Modification
Release This command was introduced.
5.0.0
Usage Guidelines The show aaa privileged-access command displays information about the first user, current disaster-recovery

user, who accessed the disaster-recovery account, and when was it last accessed.

The show aaa trace command is used only for diagnostics.

This example shows how to view privileged access user details:

sysadmin-vm:0 RPO#show aaa privileged-access
Fri Aug 30 10:27:24.170 UTC

Privileged-user, shell access and disaster-recovery user information
Last access to shell via disaster-recovery account : None

Privileged-user : root
Privileged-user attributes changed via admin CLI : Yes
Current disaster-recovery user : root
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tacacs-server host .

tacacs-server host

To specify a TACACS+ server and TCP port number, use the tacacs-server host command. To delete the
specified name or address, use the no form of this command.

tacacs-server host host-name port number

Syntax Description

Command Default

Command Modes

host ipaddressor host-name Host or domain name or IP address of the TACACS+ server.

port-number Specifies a server port number. Valid port numbers range from 1 to 65535.

No TACACS+ host is specified.

System Admin Config

Command History

Usage Guidelines

Examples

Release Modification

Release 6.1.2 This command was introduced.

To use this command, you must be in a user group associated with a task group that includes appropriate task
IDs. If the user group assignment is preventing you from using a command, contact your AAA administrator
for assistance.

You can use multiple tacacs-server host commands to specify additional hosts. Cisco IOS XR software
searches for hosts in the order in which you specify them.

The following example shows how to specify a TACACS+ host with the IP address 209.165.200.226:

sysadmin-vm:0 RPO (config)# tacacs-server host 209.165.200.226
sysadmin-vm:0 RPO (config-tacacs-host)#

The following example shows that the default values from the tacacs-server host command are
displayed from the show run command:

sysadmin-vm:0 RPO# show run

Building configuration...

!'! Last configuration change at 13:51:56 UTC Mon Nov 14 2005 by lab
|

tacacs-server host 209.165.200.226 port 49

timeout 5
|
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AAA Commands |

tacacs-server key

To set the authentication encryption key used for all TACACS+ communications between the router and the
TACACS+ daemon, use the tacacs-server key command. To disable the key, use the no form of this
command.

tacacs-server key {clear-text-key}

Syntax Description

clear-text-key  Specifies an unencrypted (cleartext) shared key.

Command Default None
Command Modes System Admin Config
Command History Release Modification

Usage Guidelines

Examples

Release 6.1.2 This command was introduced.

To use this command, you must be in a user group associated with a task group that includes appropriate task
IDs. If the user group assignment is preventing you from using a command, contact your AAA administrator
for assistance.

The key name entered must match the key used on the TACACS+ daemon. The key name applies to all servers
that have no individual keys specified. All leading spaces are ignored; spaces within and after the key are not.
If you use spaces in your key, do not enclose the key in quotation marks unless the quotation marks themselves
are part of the key.

The key name is valid only when the following guidelines are followed:

The TACACS server key is used only if no key is configured for an individual TACACS server. Keys
configured for an individual TACACS server always override this global key configuration.

The following example sets the authentication and encryption key to keyl1:

sysadmin-vm:0 RPO (config)# tacacs-server key keyl
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tacacs-server timeout .

tacacs-server timeout

To set the interval that the server waits for a server host to reply, use the tacacs-server timeout command.
To restore the default, use the no form of this command.

tacacs-server timeout seconds
no tacacs-server timeout seconds

Syntax Description

seoonds  Integer that specifies the timeout interval (in seconds) from 1 to 1000.

Command Default 5 seconds
Command Modes System Admin Config
Command History Release Modification

Usage Guidelines

Examples

Release 6.1.2 This command was introduced.

To use this command, you must be in a user group associated with a task group that includes appropriate task
IDs. If the user group assignment is preventing you from using a command, contact your AAA administrator
for assistance.

The TACACS+ server timeout is used only if no timeout is configured for an individual TACACS+ server.
Timeout intervals configured for an individual TACACS+ server always override this global timeout
configuration.

The following example shows the interval timer being changed to 10 seconds:

RP/0/RP0O/CPUO:router (config) # tacacs-server timeout 10
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To use these commands in System Admin VM, you must be in a user group associated with appropriate
command rules and data rules. If the user group assignment is preventing you from using a command, contact
your AAA administrator for assistance.

* show alarms, on page 22
* show alarms trace, on page 24
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show alarms

To display alarms related to System Admin in brief or detail, use the show alarms command in the System
Admin EXEC mode.

show alarms [{brief [{card]| rack | system}] [location node-id] [{active | history }]| detail [{card
| rack | system}] [location node-id] [{active| clients | history | stats}]}]

Syntax Description brief Displays alarms in brief.
card Displays card scope alarms related data.
rack Displays rack scope alarms related data.
system Displays system scope alarms related data.
location node-id Specifies the target location. The node-id argument

is expressed in the rack/slot notation.

active Displays active alarms.
history Displays alarm history.
detail Displays alarms in detail.
clients Displays clients associated with the service.
stats Displays service statistics.

Command Default ~ None

Command Modes System Admin EXEC

Command History Release Modification
Release This command was introduced.
5.0.0

This example displays the output of the show alarms brief command:

sysadmin-vm:0 RPO#show alarms brief card location 0/1

Tue Aug 20 00:35:30.442 UTC

Location Severity Group Set time Description
Clear time
0/1 critical environ 08/19/13 21:35:29 Vctrll-VP1P2: ENVMON detects

high voltage alarm from a sensor
08/19/13 21:35:29
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0/1 minor environ 08/19/13 21:35:29 MB Inlet: ENVMON detects an I2C
access error

08/19/13 21:35:29
0/1 major environ 08/19/13 21:35:29 multiple sensors: ENVMON detects
a sensor fault

08/19/13 21:35:29
0/1 minor environ 08/19/13 21:35:29 PCIe Die: ENVMON detects an I2C

access error
08/19/13 21:35:29
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show alarms trace

To display debug trace information, use the show alar mstrace command in the System Admin EXEC mode.

show alarms trace {all trace-name} location node-id [{all trace-attribute}]

Syntax Description all Displays trace information for all the trace buffers in
the system.
trace-name Displays trace information for a specific trace buffer
name.
location node-id Specifies the target location. The node-id argument

is expressed in the rack/slot notation.

trace-attribute Specifies the trace attribute.

Command Default None

Command Modes System Admin EXEC

Command History Release Modification
Release This command was introduced.
5.0.0
Usage Guidelines This command displays the alarm traces per card and is used for diagnostics only.

The following example shows the output of the show alarmstrace command:

sysadmin-vm:0_RPO#show alarms trace info location 0/RPO all

Fri Sep 13 08:01:03.901 UTC

02.58.38.585741952:alarm mgr: starting CAPI NM service initialization.
02.58.38.585762688:alarm mgr: CAPI client (base) service initialization.
02.58.38.621692800:alarm mgr: pm connect request completed normally.
02.58.38.690578432:alarm mgr: starting CAPI client service <calv_alarm nm> activation.
02.58.38.746492160:alarm mgr: alarm service <calv_alarm nm> activated.
02.58.39.459840512:calv_alarm ds: connected to DS service.

02.58.41.340024832:alarm mgr: connected to platform local service.
02.58.41.420551040:alarm mgr: IP addres registration succeded.
02.58.41.420573568:alarm mgr: pl nodeid registration succeded.
02.58.52.128728192:alarm mgr: node IP address: 0xc0000001

02.58.52.128778240:alarm mgr: starting CAPI client service <calv_alarm nm> activation.
02.58.52.129173632:alarm mgr: alarm service <calv_alarm nm> activated.
02.58.52.341911808:alarm mgr: service<calv alarm nm> client connection detected,hndl:
0x23b£f380 me: 0x23290e0

02.58.52.341925760:alarm mgr: new client detected service <calv_alarm nm>, hndl: 0x23b£f380
02.58.52.361801344:alarm mgr: service<calv alarm nm> client connection detected, hndl:
0x23d16a0 me: 0x23290e0

02.58.52.361802752:alarm mgr: new client detected service <calv_alarm nm>, hndl:0x23d16a0

02.58.52.382194688:alarm mgr: service <calv_alarm nm> client registering
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—--More--
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To use these commands in System Admin VM, you must be in a user group associated with appropriate
command rules and data rules. If the user group assignment is preventing you from using a command, contact
your AAA administrator for assistance.

* clear controller fabric, on page 29

* clear controller switch, on page 31

* show controller ccc ethernet, on page 33

* show controller ccc event-history, on page 35

* show controller ccc inventory, on page 38

* show controller ccc notif-history, on page 40

* show controller ccc oir-history, on page 42

* show controller ccc power, on page 43

* show controller ccc reset-history, on page 44

* show controller ccc register, on page 45

* show controller ccc trace, on page 47

* show controller fabric fgid information, on page 49
* show controller fabric fgid program-error, on page 51
* show controller fabric fgid resource, on page 52

* show controller fabric fgid statistics, on page 54

* show controller fabric fgid trace, on page 56

* show controller fabric fsdb-aggregator trace, on page 58
* show controller fabric fsdb-pla, on page 60

* show controller fabric fsdb-server trace, on page 62
* show controller fabric health, on page 64

* show controller fabric link port, on page 66

* show controller fabric plane, on page 68

* show controller fabric sfe, on page 69

* show controller fabric standby plane, on page 71

* show controller sfe driver, on page 72

* show controller sfe link-info rx, on page 73

* show controller sfe link-info tx, on page 75

* show controller sfe statistics, on page 77

* show controller sfe trace, on page 79

* show controllers slice, on page 81
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* show controller slice control FPGA, on page 82

* show controller slice control context-info, on page 93
* show controller slice_control location, on page 94

* show controller switch fdb, on page 105

* show controller switch mlap, on page 119

* show controller switch reachable, on page 121

* show controller switch sdr, on page 122

» show controller switch sdr global-statistics, on page 124
* show controller switch sdr policers, on page 125

* show controller switch sdr port-statistics, on page 126
* show controller switch sfp, on page 127

* show controller switch statistics, on page 130

* show controller switch summary, on page 132

* show controller switch trace, on page 133

* show controller switch vlan, on page 135
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clear controller fabric

To clear fabric plane information, use the clear controller fabric command in the System Admin EXEC
mode.

clear controller fabric {counter | statistics} plane {plane-id | all}

Syntax Description counter Clears the fabric up-down counters information.
statistics Clears the fabric statistics counters information.
plane Clears the fabric plane.
plane-id Specifies the fabric plane number. Range is from 0

to 5.
all Clears the fabric information for all planes
Command Default Information for all planes is cleared.

Command Modes System Admin EXEC

Command History Release Modification
Release This command was introduced.
5.0.0
Usage Guidelines To view the current status of the counters, execute the show controller fabric plane all command. Later,

execute the clear controller fabric command to clear the necessary counter. To view the result of the clear
controller fabric command, again execute the show controller fabric plane all command and notice the
change.

This example shows how to view and clear the counters and later verify the result:

sysadmin-vm:0_RPO#show controller fabric plane all

Mon Jul 16 18:57:15.733 UTC

Plane Admin Plane up->dn up->mcast
Id State State counter counter
0 UuPp DN 0 0
1 UP UP 0 23
2 UP UP 0 22
3 UP UP 0 19
4 UuPp DN 0 0
5 UuPp DN 0 0

sysadmin-vm:0 RPO# clear controller fabric counter plane 2
Mon Jul 16 18:58:08.122 UTC

sysadmin-vm:0_RPO# show controller fabric plane all

Mon Jul 16 18:58:18.654 UTC
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. clear controller fabric

Plane Admin Plane up->dn up->mcast
Id State State counter counter
0 9)% DN 0 0
1 9)% 9)% 0 23
2 9)% 9)% 0 0
3 9)% 9)% 0 19
4 9)% DN 0 0
5 9)% DN 0 0
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clear controller switch

To clear control plane Ethernet switch statistics, use the clear controller switch command in the System
Admin EXEC mode.

clear controller switch {{fdb | statistics} location node-id | {mlap | sdr} statistics location
node-id}

Syntax Description

Command Default

Command Modes

fdb Commands for clearing switch forwarding database

statistics Clears the Ethernet switch, MLAP, or SDR interface
statistics.

location node-id Specifies the target location. The node-id argument

is expressed in the rack/slot/switch notation.

mlap Clears MLAP statistics

sdr Clears SDR packet statistics

None

System Admin EXEC

Command History

Usage Guidelines

Release Modification

Release This command was introduced.
5.0.0

Even after clearing the counters, users may not be able to view the counter with zero entry. This is because
the system is dynamic and the counters increment instantly.

To view the current status of the counters, execute the show controller switch statistics command. Later,
execute the clear controller switch command to clear the necessary counter. To view the result of the clear
controller switch command, again execute the show controller switch statistics command and notice the
change.

The following example shows how to view and clear the counters, and then verify the result:

sysadmin-vm:0 RPO#show controller switch statistics location 0/LCO/LC-SW

Wed Aug 28 22:36:03.160 UTC
Rack Card Switch Rack Serial Number

0 LCO LC-SW ABCDEFGHIJK

Phys State Tx Rx Tx Rx
Port State Changes Packets Packets Errors Errors Connects To

0 Up 1 359550 135059 0 0 LC CPU (O
2 Up 5 167398 349026 0 0 RPO

4 Up 5 23392 23460 0 0 RP1

6 Down 1 0 0 0 0 Slice 4
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sysadmin-vm:0 RPO# clear controller switch statistics location 0/LCO/LC-SW all

Wed Aug

28 22:36:32.358 UTC
Clear all switch port statistics ?

[yes, no]

result Switch statistics cleared successfully.

sysadmin-vm:0_RPO# show controller switch statistics location 0/LCO/LC-SW
28 22:36:44.457 UTC
Switch Rack Serial Number

Wed Aug
Rack Card
0 LCO
Phys
Port State
0 Up
2 Up
4 Up
6 Down
8 Up
9 Up
34 Down
36 Down
38 Down
39 Down
40 Down
41 Up
42 Up

LC-SW

State
Changes

ABCDEFGHIJK

Tx

Packets

Rx
Packets

yes

Rx
Errors
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show controller ccc ethernet

To display ethernet status information from the ethernet registers, use the show controller ccc ethernet
command in the System Admin EXEC mode.

show controller ccc ethernet {counters|status} [location node id]

Syntax Description counters Displays ethernet information from the ethernet counters related registers.
status Displays ethernet information from the ETHERNET STATUS register.
location Specifies the target location. The node-id argument is expressed in the rack/ slot notation.
node-id

Command Default None

cOmmand Modes System Admin EXEC mode

Command History Release Modification
Release This command was introduced.
523
Usage Guidelines This command provides status for the internal control plane CCC Ethernet connections. Each CCC on the

line card (LC) or fabric card (FC) has two dedicated backplane Ethernet connections, one each to the RP0
and RP1 slots. Each connection pass through an Ethernet switch. Hence, there are two segments for each
connection, namely, LC/FC to switch, and switch to RP. The counters and link status are related for specific
segment of the connection helping in precisely identifying the fault location. For instance, if Ethernet status
of CCC on the LCO does not report any problem (that is, no connectivity issues between LC and the Ethernet
switch) but the "Uplink Connection Status" is "Not Available", it indicates that the issue for lack of Ethernet
connectivity between CCC driver on RP and LCO is on the segment connecting the switch and RP.

Example

This example shows how to view the ccc inventory details:

sysadmin-vm:0 RPO# show controller ccc ethernet status location 0/0
Thu Nov 6 15:40:19.177 UTC

CCC Ethernet Status Information For Location: 0/0

Uplink Connection Status to Master CCC Driver on 0/RP1l: Available

CCC Ethernet Port O
LINK STATUS : Link Valid
LINK SYNC : Link Sync obtained
RUDI_C : NOT SET
RUDI I : The core is receiving /I/ ordered sets
RUDI_INVLD : NOT SET
RXDISPERR : NOT SET
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RX
CCC Ethern

L

RX

NOTINTABLE

et Port 1
INK_STATUS
LINK_SYNC
RUDI C
RUDI I
RUDI_INVLD
RXDISPERR
NOTINTABLE

NOT

Lin
Lin
NOT
The
NOT
NOT
NOT
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SET

k Valid

k Sync obtained

SET

core is receiving /I/ ordered sets
SET

SET

SET

sysadmin-vm:0 RPO# show controller ccc ethernet counters location 0/0

CCC Ethernet Counters Detail For Location: 0/0

RX packe
RX bytes
RX size
RX CRC e
TX packe
TX bytes

CCC-to-CCC
Incoming
Incoming
Incoming
Outgoing
Outgoing

Other Coun
Ethernet
Header e
Request
CCC-to-C
Unknown

ort 0 Ethernet Port 1
ts : 1796109 RX packets : 1820809
: 265125327 RX bytes : 266179825
errors: O RX size errors: 0
rrors : O RX CRC errors : 0
ts : 1793201 TX packets : 1818744
: 168747236 TX bytes : 170262340
Counter Response Packet Counters
local 4 Sent : 3611922
packet errors: 0 Resent: 0
filtered 2122 Errors: 0
sent 11
resent 20
ters Push Packet Counters
runt errors 0 Sent 0
rrors 1552 Resent: 0
received 3611918 Errors: 0
CC received 3456 Acks 0
type received: 0 Nacks 0
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show controller ccc event-history

To display card state transition and event information from the CCC (card control chip), use the show controller
ccc event-history command in the System Admin EXEC mode.

show controller ccc [dave] event-history {brief|detail} location [node-id]

Syntax Description  gdave Displays card state transitions tracked from the slave CCC driver.

Do not use if only one RP is installed in the chassis.

Command Default

detail Displays detailed information about CCC event history.

brief Displays brief information about CCC event history.

location Specifies the target location. The node-id argument is expressed in the rack/slot notation.
node-id

If node-id is not specified, the output is displayed for all nodes.

Displays event history for master CCC driver.

Command Modes System Admin EXEC mode

Command History Release Modification
Release This command was introduced.
52.3
Example

This example shows ccc inventory details with some failure notifications:

sysadmin-vm:0_RPO# show controller ccc event-history brief location 0/2

Tue Aug 5 15:05:00.821 UTC
CCC Card Event History for: 0/2
Current State: POWER UP_FAILED

DATE TIME (UTC) STATE

08/05 14:55:17.449 POWER UP_FAILED
08/05 14:45:31.265 CCC_DRIVER INIT
08/05 14:45:31.260 CHECK CCC_STATUS
08/05 14:45:31.258 GET CCC_INFO
08/05 14:45:31.223 WAIT ETH READY
08/05 14:45:31.157 CHECK_UBLAZE_ BOOT
08/05 14:45:31.124 PON_UP_WARM
08/05 14:45:17.489 CCC_IN RESET
08/05 14:45:08.921 POWER UP_FAILED
08/05 14:35:07.152 POWER UP_FAILED
08/05 14:25:20.946 CCC_DRIVER INIT
08/05 14:25:20.941 CHECK CCC_STATUS
08/05 14:25:20.939 GET CCC_INFO

ev_wdog_ timeout

if pwr up failed

if pwr up failed again
ev_get ccc_info done
ev_eth ready
ev_ublaze boot ok
ev_ccc_reset done
ev_pon_up warm
ev_pon_down warm
ev_wdog_ timeout

if pwr up failed

if pwr up failed again
ev_get ccc_info done
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08/05 14:25:20.923 WAIT_ETH READY ev_eth ready
08/05 14:25:20.887 CHECK_UBLAZE BOOT ev_ublaze boot ok
08/05 14:25:20.830 PON_UP_WARM ev_ccc_reset done

sysadmin-vm:0 RPO# show controller ccc event-history detail location 0/2
Tue Aug 5 15:04:07.478 UTC

CCC Card Event History for: 0/2
Event buffer info:
Total number of events recorded: 692
Number of events available for display: 255

Current State: POWER UP FAILED

EVENT #:
TIMESTAMP:
STATE:
EVENT :
EVENT DESC:
ERROR INFO:

EVENT #:
TIMESTAMP:
STATE:
EVENT :
ERROR INFO:

EVENT #:
TIMESTAMP:
STATE:
EVENT :
ERROR INFO:

EVENT #:
TIMESTAMP:
STATE:
EVENT :
EVENT DESC:

EVENT #:
TIMESTAMP:
STATE:
EVENT :
EVENT DESC:

EVENT #:
TIMESTAMP:
STATE:
EVENT :
EVENT DESC:

EVENT #:
TIMESTAMP:
STATE:
EVENT :
EVENT DESC:

EVENT #:
TIMESTAMP:
STATE:
EVENT :

691 (record index = 179)

2014/08/05 14:55:17.449979 UTC

POWER _UP_FAILED

ev_wdog_ timeout

CCC watchdog timeout event

wdog 0 SysAdmin VM Watchdog stagel:0

690 (record index = 178)

2014/08/05 14:45:31.265829 UTC

CCC_DRIVER INIT

if pwr up failed

Failed to enable main power zone:

failure detected in devices CPU VCC, DB main power

689 (record index = 177)

2014/08/05 14:45:31.260310 UTC

CHECK CCC_STATUS

if pwr up failed again

Failed to enable main power zone:

failure detected in devices CPU VCC, DB main power

688 (record index = 176)
2014/08/05 14:45:31.258124 UTC
GET_CCC_INFO

ev_get ccc_info done

Retrieval of CCC info is completed

687 (record index = 175)
2014/08/05 14:45:31.223783 UTC
WAIT _ETH READY

ev_eth ready

Card Ethernet connection is ready

686 (record index = 174)

2014/08/05 14:45:31.157299 UTC
CHECK_UBLAZE_BOOT

ev_ublaze boot ok

CCC MicroBlaze completed boot operation

685 (record index = 173)
2014/08/05 14:45:31.124094 UTC
PON_UP_WARM

ev_ccc_reset done

CCC RESET operation is completed

684 (record index = 172)
2014/08/05 14:45:17.489647 UTC
CCC_IN RESET

ev_pon_up_ warm
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show controller ccc event-history .

EVENT DESC: PON executing up_warm reset entry code

EVENT #: 683 (record index = 171)
TIMESTAMP: 2014/08/05 14:45:08.921444 UTC
STATE: POWER_UP_ FAILED
EVENT: ev_pon_down_warm
EVENT DESC: PON executing down warm reset entry code

EVENT #: 682 (record index = 170)
TIMESTAMP: 2014/08/05 14:35:07.152959 UTC
STATE: POWER _UP_ FAILED
EVENT: ev_wdog_ timeout
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. show controller ccc inventory

show controller ccc inventory

To display the CCC (card control chip) inventory information, use the show controller cccinventory command
in the System Admin EXEC mode.

show controller ccc inventory [{detail | summary | status| version}] [location node-id]

Syntax Description

Command Default

detail Displays CCC inventory detailed information
summary Displays the card inventory summary.

status Displays CCC status related information.
version Displays CCC version information.

location node-id Specifies the target location. The node-id argument is

expressed in the rack/slot notation.

Displays all the inventory information for all the nodes.

Command Modes System Admin EXEC mode
Command History Release Modification
Release This command was introduced.
5.0.0
Release The command output for the summary keyword was enhanced to display the card state
523 information.

This example shows how to view the ccc inventory information:

sysadmin-vm:0_RPO#show controller ccc inventory detail

Inventory detail information for 0/RPO:

Card Type =1

Platform =4

Board Type = 0x001e0800
Board HW Version = 0.2

Card PID = NC6-RP (master)

Card Backplane Slot ID
Card Serial Number
CCC FPGA Version

CCC HW Version

CCC Core Version

CCC PON Version

CCC Firmware Version
CCC FPGA Image type
CCC Mac Address 0
CCC Mac Address 1
Reboot Reason

Bios Version

0

SAD160801NP

1.0.0

0x201

1.17

1.30

1.18

WORKING
e0:50:72:£f4:e8:00
e0:50:72:f4:e8:01
WARM START

9.9 PRIMARY
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Zen FPGA Version 0.6.3
SDR/VF Mac address start e0:50:72:£4:e8:03
SDR/VF Mac address end = e0:50:72:f4:e8:14

sysadmin-vm:0 RPO#show controller ccc inventory summary

CCC Inventory Summary

BP HW
Location Card Type ID Serial Number Ver
0/RPO NC6-RP (master) 0 SAD15270129 0.1
0/RP1 NC6-RP (slave) 1 SAD1527012P 0.1
0/FCO NC6-FC 8 SAD1618002F 0.2
0/FC1 NC6-FC 9 SAD153901ZT 0.2
0/FC4 NC6-FC 12 SAL1803KQEY 1.0
0/FC5 NC6-FC 13 SAD16180043 0.2
0/0 NC6-10X100G-M-K 16 SAL1650UCN9 0.4
0/4 NC6-10X100G-M-K 20 SAD154502XU 0.1

)

show controller ccc inventory .

Card State

CARD READY
CARD_READY
WAIT DEV INIT
WAIT DEV INIT
PON_POWERING UP
WAIT DEV INIT
PXE_BOOTING
CARD_READY

Note The terms "master" and "slave" listed in the Card Type column is indicative of the CCC driver role,
and not the active or stand-by state of the RP. On the router, CCC drivers on both RPs actively
monitor all the modules in the system at the same time. Either of the CCC drivers can be elected as
the master, and the other as the slave. However, only the CCC driver that has the "master" role

performs the CCC FPD upgrade on the fabric cards.
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show controller ccc notif-history

To display the card notification history from the CCC (card control chip), use the show controller ccc
notif-history command in the System Admin EXEC mode.

show controller ccc [dave] notif-history {brief | detail} location [node-id]

Syntax Description  gdave Displays card notification history for the slave CCC driver.

Do not use if only one RP is installed in the chassis.

detail Displays detailed information about CCC notification history.

brief Displays brief information about CCC notification history.

location Specifies the target location. The node-id argument is expressed in the rack/slot notation.
node-id

If node-id is not specified, the output is displayed for all nodes.

Command Default Displays notification history for master CCC driver.

Command Modes System Admin EXEC mode

Command History Release Modification
Release This command was introduced.
52.3
Example

This example shows how to view the ccc inventory details:

sysadmin-vm:0_RPO# show controller ccc notif-history brief location 0/4
Thu Nov 6 16:26:56.829 UTC

CCC Card State Notification History for: 0/4

Card State Notification History as seen by Master (0/RP1)

DATE TIME (UTC) NOTIF TYPE EVENT TYPE

11/06 16:24:53.319 CARD _STATE CHANGE HW EVENT OK

11/06 16:24:36.467 CARD _STATE CHANGE HW EVENT POWERED ON
11/06 16:24:12.294 CARD _STATE CHANGE HW EVENT RESET
11/06 05:53:36.568 CARD_INSERTED HW EVENT OK

sysadmin-vm:0 RPO# show controller ccc slave notif-history brief location 0/4
Thu Nov 6 16:27:04.280 UTC

CCC Card State Notification History for: 0/4

Card Satate Notification History as seen by Slave (0/RPO)
DATE TIME (UTC) NOTIF TYPE EVENT TYPE

11/06 16:24:53.349 CARD STATE CHANGE HW EVENT OK
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11/06 16:24:36.453 CARD STATE CHANGE HW EVENT POWERED ON
11/06 16:24:13.437 CARD STATE CHANGE HW EVENT RESET
11/06 15:37:53.674 CARD INSERTED HW EVENT OK
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show controller ccc oir-history

To display the (online insertion and removal) OIR events on the chassis, use the show controller cccoir-history
command in the System Admin EXEC mode.

show controller ccc [dave] oir-history rack rack number

Syntax Description  dave Displays card OIR history as tracked from the slave CCC driver.

Do not use if only one RP is installed in the chassis.

rack rack_number The OIR information is displayed for the cards on the specified rack.

Command Default Displays OIR history from the master CCC driver.

Command Modes System Admin EXEC mode

Command History Release Modification
Release This command was introduced.
523
Example

This example shows how to view the ccc inventory details:

sysadmin-vm:0_RPO# show controller ccc oir-history rack 0
Cards OIR History of rack: 0

OIR Events as seen by Master (0/RPO)-

DATE TIME (UTC) EVENT LOC CARD TYPE SERIAL NO

10/09 16:59:14.280 INSERTED 0/0 NC6-10X100G-M-K SAL1650UCN9
10/09 16:58:49.064 REMOVED 0/0 NC6-10X100G-M-K SAL1650UCN9
10/09 16:58:40.215 INSERTED 0/FCO NC6-FC SAD1618002F
10/09 16:58:18.158 REMOVED 0/FCO NC6-FC SAD1618002F
10/09 16:52:38.251 DISCOVERED 0/FCO NC6-FC SAD1618002F
10/09 16:52:38.129 DISCOVERED 0/0 NC6-10X100G-M-K SAL1650UCN9
10/09 16:52:37.990 DISCOVERED 0/FC4 NC6-FC SAL1803KQEY
10/09 16:52:37.865 DISCOVERED 0/FC1 NC6-FC SAD153901ZT
10/09 16:52:37.745 DISCOVERED 0/FC3 NC6-FC SAL1803KQG3
10/09 16:52:37.518 DISCOVERED 0/RP1 NC6-RP SAD15270129
10/09 16:52:26.256 DISCOVERED 0/RPO NC6-RP SAL171636WW
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show controller ccc power

To display the card power information, use the show controller ccc power command in the System Admin
EXEC mode.

show controller ccc power [{detail | summary}] [location node-id]

Syntax Description detail Displays the card power details.
summary Displays the card power summary.
location node-id Specifies the target location. The node-id argument is

expressed in the rack/slot notation.

Command Default Displays the power summary followed by the detailed power information for all nodes.

Command History Release Modification
Release This command was introduced.
5.0.0

This example shows how to view the ccc (card control chip) power detailed information:

sysadmin-vm:0_RPO#show controller ccc power detail

Fri Jan 15 23:10:58.567 UTC

Power detail : Zone information for 0/RPO:

| Power Zone | Power Status | Power Contrl | Power Fault |
| 1 | OK | SET | -=

I 2 | OK | SET I - I
I 3 I - I - I - I
I 4 I - I - I - I
I 5 I - I - I - I
I 6 I - I - I - I
Power detail Zone information for 0/RP1

| Power Zone | Power Status | Power Contrl | Power Fault |
| 1 | OK | SET | -=

| 2 | OK | SET | -=

I3 I I I |
|4 I I I |
I 5 I I I |
|6 I I I |
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show controller ccc reset-history

To display the CCC (card control chip) reset-history information, use the show controller ccc reset-history
command in the System Admin EXEC mode.

show controller ccc reset-history [{onboard | onchip}] [location node-id]

Syntax Description onboard Displays CCC reset history in onboard EEPROM.
onchip Displays on-chip reset history entries since last CCC
cold reset.
location node-id Specifies the target location. The node-id argument is

expressed in the rack/slot notation.

Command Default Displays on-chip reset history followed by on-board reset history for all nodes.

Command History Release Modification
Release This command was introduced.
5.0.0

This example shows how to view the controller ccc onchip reset-history:

sysadmin-vm:0 RPO#show controller ccc reset-history onchip location 0/1
Fri Jan 15 23:14:13.758 UTC

--location 0/1--

TimeofDay : Sat Jan 1 17:11:29 2011
Uptime : 17:11:50
Resets )
proc Reset Reset Register Register Reset
idx IDX Source Command WORDO WORD1 Time
0 0 uBlaze AssrtHR 0x00000B10 0x00000000 Thu Jan 1 00:00:00 1970
1 0 uBlaze DeAssrtHR 0x00000B32 0x00000006 Thu Jan 1 00:00:06 1970
-More--
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show controller ccc register

To display controller CCC (card control chip) register information, use the show controller ccc register
command in System Admin EXEC mode.

show controller ccc register {group | offset address [location node-id] | range start-address
end-address [location node-id]}

Syntax Description

group Specifies the register group ID for ccc register information.

offset address Specifies the offset address for ccc register information. Specify the address
as a hexadecimal value. Range is from 0x0 to Ox17FFF.

range start-address Specifies the range for ccc register information. Specify a start address in
end-address hexadecimal format and an end address in hexadecimal format. Range for
start address and end address is from 0x0 to Ox17FFF.

location node-id Specifies the target location. The node-id argument is expressed in the
rack/slot notation.
Command Default ~ None
Command Modes System Admin EXEC
Command History Release Modification
Release This command was introduced.
5.0.0

This example shows how to display controller ccc register range information.

sysadmin-vm:0 RPO#show controller ccc register range 0x0 0x4 location 0/RPO
Fri Jan 15 23:17:42.492 UTC

Register Register
Location Offset Value
0/rp0 0x0 0x111
0x4 0x0

This example shows how to display controller ccc register group information.

sysadmin-vm:0 RPO# show controller ccc register group 0 location 0/RPO
Fri Jan 15 23:18:05.697 UTC

LOCATION IDX REGISTER NAME OFFSET VALUE
0/RPO 0 HW_REVISION 0x0 0x111
1 GLOBAL_RESET STATUS 0x4 0x0
2 GLOBAL_RESET COMMAND 0x8 0x0
3 CARD_AND_SLOT 0xC 0x100
4 ALPHA MESSAGE 0x10 0x30304642
5 CARD_PRESENCE 0x14 0x6C3FA2
6 CARD_ALERT 0x18 0x0
7 HW_JUMPERS 0x1C 0x0
8 GPIO_INPUT 15 0 0x20 0x0
9 GPIO_INPUT 31 16 0x24 0x0
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10
11
12
13
14
15
16
17
18
19
20
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GPIO INPUT 47 32
GPIO OUTPUT 15 0

GPIO OUTPUT 31 16

GPIO OUTPUT 47 32

GPIO OUTPUT ENABLE 15 0
GPIO OUTPUT ENABLE 31 16
GPIO OUTPUT ENABLE 47 32
GP_INTERRUPTS
CPU_SIGNALS
POWER ZONE STATUS

POWER ZONE_CONTROL

0x28
0x2C
0x30
0x34
0x38
0x3C
0x40
0x44
0x48
0x4C
0x50

0x0
0x0
0x0
0x0
0x0
0x0
0x0
0xC049
0x40
0x3
0x3
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show controller ccc trace

To display the CCC (card control chip) trace information, use the show controller ccc trace command in the
System Admin EXEC mode.

show controller ccc trace {all trace-name} location node-id [{all trace-attribute}]

Syntax Description trace-name

Trace name.

location node-id

Specifies the target location. The node-id argument
is expressed in the rack/slot notation.

trace-attributes

Trace attribute.

all

Displays all the details.

Command Default None

Command Modes System Admin EXEC mode

Command History Release

Modification

Release
5.0.0

This command was introduced.

Release
523

New trace names were added.

This example shows how to view the controller ccc trace details:

sysadmin-vm:0 RPO#show controller ccc fpdmgr location 0/3

12.

15

.56

12 11:06:13.956 UTC

.012602880
.012882560
.551802880
.551987712
.552092032
.552096384
.552121600
.552123392
.558257152

:Passing board hw version is 0.2 for fpd CCC FPGA
:Creating instagt handle rc = 0

:SUCCESS: connected to sm

:FPD register done 0x18362c0

:Passing board hw version is 0.2 for fpd CCC Power-On
:FPD register done 0x18aa630

:Passing board hw version is 0.2 for fpd Ethernet Switch
:FPD register done 0x18aa7el

:Connected to platform service successful,

saying hellol2.15.56.558303488:Requesting nodeidl2.15.56.558320512:Requesting
local ip addressl2.15.56.603181568:SM CONNECT CB returns O
15.56.644174464:Platform nodeid registration response callbackl2.15.56.644229888:Got

12.
my

12.
12.
12.
12.
12.
12.

Nodeid 0/3
.727861888
.727969024
.728066176
.785868288
.785995264
.791157376

15
15
15
15
15
15

.56
.56
.56
.56
.56
.56

(R/S/1)12.15.56.727803264:ds_connect () returned success
:Got ip address registration response

:Got ip address callback

:Activating fpd server with ip 0xc0004cO01

:SDORM init success

:Set FPD Ethernet Switch state READY after SDROM ready
:CLR FPD Ethernet Switch status GOLDEN
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12.15.56.791162880:Get fpd Ethernet Switch image version 1.32
12.15.56.815722752:Set FPD CCC Power-On state READY after SDROM ready
12.15.56.815745536:CLR FPD CCC Power-On status GOLDEN
12.15.56.815746432:Get fpd CCC Power-On image version 1.30
12.15.56.816411392:Set FPD CCC FPGA state READY after SDROM ready
12.15.56.816432384:CLR FPD CCC FPGA status GOLDEN
12.15.56.816433280:Get fpd CCC FPGA image version 1.14
12.15.56.817161472:Connected to DS, searching for confd
12.15.56.862450048:ds_registered service cb called
12.15.56.862451328:ds_registered service cb: Status is 0
12.15.56.862451968:Checking has_spinfo

12.15.56.862452608:DS entry found
12.15.56.862453504:fpd client connect confd called
12.15.56.862475520:No service info available for confd
12.15.56.862476160:Return from ds_registered service cb
12.15.56.862498048:Confd DS entry found notification
12.15.56.862498688:fpd client connect confd called
12.15.56.862564480: fpd client connect confd(362): DS entry(0) svc confd, ip=192.0.0.1,
port=4565, ha role=ACTIVE issu role=UNKNOWN, scope=SYSTEM
12.15.56.862585216:setup_fpd confd connection called on node location =
0/312.15.56.863445632:Registering Subscription Socket
12.15.56.894000000:Subscription point = 35
12.15.56.920322048:read conf: return tmp is 1, (return code = 0)
12.15.56.920324096:FPD auto-upgrade DISABLED
12.15.59.492183808:successful connection to Instagt service
12.15.59.492184448:Start Install Agt Notification Registeration
12.15.59.492334336:instagt_register for notif rc=0
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show controller fabric fgid information

To display the controller fabric FGID information, use the show controller fabricfgid infor mation command
in the System Admin EXEC mode.

show controller fabric fgid information {all | id fgid} [{brief | detail | diagnostics}]

Syntax Description

Command Default

all Displays all FGID information.

id fgid Specifies the FGID number.

brief Displays brief information.

detail Displays information in detail.

diagnostics Compares and displays FGID bitmap and SFE bitmap

information

Brief information is displayed.

Command Modes System Admin EXEC
Command History Release Modification
Release This command was introduced.

Usage Guidelines

5.0.0

When the diagnostics keyword is used and if there is a mismatch between information present in the FGID
manager and the SFE driver hardware, an error is displayed.

This example shows how to view the controller fabric fgid information:

sysadmin-vm:0 RPO#show controller fabric fgid information id 32240 diagnostics

Starting FGID: 32240
The requested number of FGIDs to display: 1

FGID Information:

FGID number: 32240

FGID Hex bitmap:

0x0000000001000111
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000

FGID Binary bitmap:

0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000

0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000

0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000

0000000000000000000000000000000000000001000000000000000100010001
0000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000
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0000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000

FGID associated fabricg Ids:

[4]

o/0/0, 0/0/4, 0/1/2, 0/4/0,

FGID associated client application:
client id = 2, client name = Jabed, SDR name = default-sdr

FGID
s123:

FGID
s123:

FGID
s123:

FGID
s123:

bitmap at location 0/SM1/0, Status: ERR

0000000000000000000000000000000000000000000000000000000000000000

-0000000000000000000000000000000000000001000000000000000000000000

bitmap at location 0/SM1/1, Status: ERR

0000000000000000000000000000000000000000000000000000000000000000

-0000000000000000000000000000000000000001000000000000000000000000

bitmap at location 0/SM4/0, Status: ERR

0000000000000000000000000000000000000000000000000000000000000000

-0000000000000000000000000000000000000001000000000000000000000000

bitmap at location 0/SM4/1, Status: ERR

0000000000000000000000000000000000000000000000000000000000000000

-0000000000000000000000000000000000000001000000000000000000000000
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show controller fabric fgid program-error

To display the controller fabric FGID program-error, use the show controller fabric fgid program-error
command in the System Admin EXEC mode.

show controller fabric fgid program-error {all | startfgid endfgid}

Syntax Description all Displays all FGID program-error.
startfgid Specifies the start FGID id. Range is from 0 to
524287.
endfgid Specifies the end FGID id. Range is from 0 to
524287.

Command Default None

Command Modes System Admin EXEC

Command History Release Modification
Release This command was introduced.
5.0.0
Usage Guidelines Use this command for diagnostics. Execution time of the command depends on the number of FGIDs. The

total number of erroneous FGIDs are displayed. However, only 10 FGIDs that have errors are displayed. To
identify if a particular FGID has an error, update the range of the FGID in the command.

This example shows how to view the controller fabric fgid program-error:

sysadmin-vm:0 RPO# show controller fabric fgid program-error 0 524287

Rack 0:
Fgids: 32240 32241 32242 32243 32244 32245 32246 32247 32248 32249 ...
Total: 14
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show controller fabric fgid resource

To display the controller fabric FGID allocated resource information, use the show controller fabric fgid
resour ce command in the System Admin EXEC mode.

show controller fabric fgid resource {all | sdr sdr-name {all | application application-name id
fgid-id elements num-elements} }

Syntax Description  all Displays FGID resource information for all SDRs on

the current system.

sdr Name of the SDR. The default-sdr is the only
available option.

sdr-name Specifies the name of the SDR. The default-sdr is
the only available option.

all Specifies all secure domain routers.

application Specifies the allocated FGID resource per application.

application-name Specifies the application name. The default available

options are:

* MRIB-ipv4-default
* MRIB-ipv6-default

Note The applications created by the users
are also listed.

id fgid-id Indicates the starting fgid number. Range is from 0
to 524288

elements num-elements Indicates the fabric FGIDs. The number ranges from
0 to 524288.

Command Default None

Command Modes System Admin EXEC

Command History Release Modification
Release This command was introduced.
5.0.0

Usage Guidelines Only if FGIDs are used by the application, the information is displayed.

This example shows how to view the controller fabric fgid resource information:
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sysadmin-vm:0_ RPO# show controller fabric fgid resource sdr default-sdr application some_app
id 0 elements 524287

Displaying FGID Info for:
SDR: default-sdr APPLICATION : some app
32240, 32241, 32242, 32243, 32244, 32245, 32246, 32247, 32248, 32249
32250, 32251, 32252, 32253, 32254, 32255, 32256, 32257, 32258, 32259
32260, 32261, 32262, 32263, 32264, 32265, 32266, 32267, 32268, 32269
32270, 32271, 32272, 32273, 32274, 32275, 32276, 32277, 32278, 32279
32280, 32281, 32282, 32283, 32284, 32285, 32286, 32287, 32288, 32289
32290, 32291, 32292, 32293, 32294, 32295, 32296, 32297, 32298, 32299
32300, 32301, 32302, 32303, 32304, 32305, 32306, 32307, 32308, 32309
32310, 32311, 32312, 32313, 32314, 32315, 32316, 32317, 32318, 32319
32320, 32321, 32322, 32323, 32324, 32325, 32326, 32327, 32328, 32329
32330, 32331, 32332, 32333, 32334, 32335, 32336, 32337, 32338, 32339
32340, 32341, 32342, 32343, 32344, 32345, 32346, 32347, 32348, 32349
32350, 32351, 32352, 32353, 32354, 32355, 32356, 32357, 32358, 32359
32360, 32361, 32362, 32363, 32364, 32365, 32366, 32367, 32368, 32369
32370, 32371, 32372, 32373, 32374, 32375, 32376, 32377, 32378, 32379
32380, 32381, 32382, 32383, 32384, 32385, 32386, 32387, 32388, 32389
32390, 32391, 32392, 32393, 32394, 32395, 32396, 32397, 32398, 32399
32400, 32401, 32402, 32403, 32404, 32405, 32406, 32407, 32408, 32409
32410, 32411, 32412, 32413, 32414, 32415, 32416, 32417, 32418, 32419
32420, 32421, 32422, 32423, 32424, 32425, 32426, 32427, 32428, 32429
32430, 32431, 32432, 32433, 32434, 32435, 32436, 32437, 32438, 32439
32440, 32441, 32442, 32443, 32444, 32445, 32446, 32447, 32448, 32449
32450, 32451, 32452, 32453, 32454, 32455, 32456, 32457, 32458, 32459
32460, 32461, 32462, 32463, 32464, 32465, 32466, 32467, 32468, 32469
32470, 32471, 32472, 32473, 32474, 32475, 32476, 32477, 32478, 32479
32480, 32481, 32482, 32483, 32484, 32485, 32486, 32487, 32488, 32489
32490, 32491, 32492, 32493, 32494, 32495, 32496, 32497, 32498, 32499
32500, 32501, 32502, 32503, 32504, 32505, 32506, 32507, 32508, 32509
32510, 32511, 32512, 32513, 32514, 32515, 32516, 32517, 32518, 32519
32520, 32521, 32522, 32523, 32524, 32525, 32526, 32527, 32528, 32529
32530, 32531, 32532, 32533, 32534, 32535, 32536, 32537, 32538, 32539
32540, 32541, 32542, 32543, 32544, 32545, 32546, 32547, 32548, 32549
32550, 32551, 32552, 32553, 32554, 32555, 32556, 32557, 32558, 32559
32560, 32561, 32562, 32563, 32564, 32565, 32566, 32567, 32568, 32569
32570, 32571, 32572, 32573, 32574, 32575, 32576, 32577, 32578, 32579
32580, 32581, 32582, 32583, 32584, 32585, 32586, 32587, 32588, 32589
32590, 32591, 32592, 32593, 32594, 32595, 32596, 32597, 32598, 32599
32600, 32601, 32602, 32603, 32604, 32605, 32606, 32607, 32608, 32609
32610, 32611, 32612, 32613, 32614, 32615, 32616, 32617, 32618, 32619
32620, 32621, 32622, 32623, 32624, 32625, 32626, 32627, 32628, 32629
32630, 32631, 32632, 32633, 32634, 32635, 32636, 32637, 32638, 32639
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show controller fabric fgid statistics

To display resource statistical information for the fabric group ID (FGID), use the show controller fabric
fgid statistics command in the System Admin EXEC mode.

show controller fabric fgid statistics {all | pool | sdr | system } [{brief| detail}]

Syntax Description all Specifies all FGID resource statistical information
for the logical router and FGID resource pools.

sdr Specifies FGID resource statistics about the secure
domain router (SDR).
pool Specifies FGID statistical information about the

resource pool.

system Specifies FGID resource statistics for the entire
physical router.

brief Specifies brief information about FGIDs.
detail Specifies detailed information about FGIDs.
Command Default Brief information is displayed.

Command Modes System Admin EXEC

Command History Release Modification
Release This command was introduced.
5.0.0

This example shows how to view the controller fabric fgid resource statistical information:

sysadmin-vm:0_RPO#show controller fabric fgid statistics all
Fabric FGID Resource Statistics Information:
System wide Fabric multicast resource statistics:
Total number of FGIDS in the system is 524288
Current number of InUse FGIDS in the system is 0

High Water Mark of InUse FGIDS in the system is 0

Per SDR basis Fabric multicast resource statistics:

SDR Current HighWater Mark
Name FGIDs InUse FGIDs
default-sdr 0 0

Per pool basis Fabric multicast resource statistics:

Pool Pool Pool Total Current High Water Mark
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ID Name Type FGIDs FGIDs InUse FGIDs
0 SDR Shared 514048 0 0
1 NON_SDR Dedicated 10240 0
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show controller fabric fgid trace

To display the FGID trace information, use the show controller fabric fgid trace command in the System
Admin EXEC mode.

show controller fabric fgid trace {alltrace-name} location node-id [{alltrace-attribute}]

Syntax Description trace-name Trace name.
location node-id Specifies the target location. The node-id argument
is expressed in the rack/slot notation.
Note Specify only the Route Processor (RP)
location.
trace-attribute Trace attribute.
all Displays all the details.
Command Default =~ None
Command Modes System Admin EXEC
Command History Release Modification
Release This command was introduced.
5.0.0
Usage Guidelines Use this command for FGID process diagnostics. This command displays information only from the Route
Processor (RP).

This example shows how to view the controller fabric fgid trace information:

sysadmin-vm:0 RPO#show controller fabric fgid trace all location 0/RPO

Fri Aug 23 10:17:49.373 UTC

19.49.04.359137280:FGID Server CTRACE init done

19.49.04.409993216: @msc_entity id="0/2123" display name="fgid"
19.49.04.437780480:@msc_event entity id="0/2123/2123" time="1376077744439000000"
label="connecting to pm lib with endpoint (0x0, 2020) (hdl1=0x0x27983c0)"
type="Connection" completed="false" @msc_source pairing id="0/2123/con_ 0x27983c0"
type="Lane"

19.49.04.452984832:CIPC:CONN (hdl1=0x2798810) :cipc_connect () :invoked on endpoint
(0.0.0.0, 2020)

19.49.04.454033408:FGID Server PM init done

19.49.04.541065216: @msc_entity id="0/2123" display name="fgid"
19.49.04.541065216:@msc_event entity id="0/2123/2123" time="1376077744542000000"
label="requesting connection to platform local (CAPI hdl=0x27b48f0, CIPC hdl = 0x27b5130)"

type="Connection" completed="false"

19.49.04.541065216:DS handle 0x27b48f0 instantiated for platform local client handle
19.49.04.573046784: @msc_entity id="0/2123" display name="fgid"

. System Administration Command Reference for the Cisco NCS 6000 Series Routers



| ASIC Commands
show controller fabric fgid trace .

19.49.04.583008256:@msc_event entity id="0/2123/2123" time="1376077744584000000"
label="requesting connection to calvados ds (CAPI hdl=0x27d7acO, CIPC hdl = 0x27d7ef0)"
type="Connection" completed="false"

19.49.04.583008256:@msc_event entity id="0/2123/2123" time="1376077744584000000"
label="connecting to calvados_ds with endpoint (0x7£000001, 7400) (hdl=0x0x27d7acO)"
type="Connection" completed="false" @msc_source pairing id="0/2123/con_0x2

—--More--
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show controller fabric fsdb-aggregator trace

To display the FSDB-aggregator trace information, use the show controller fabric fsdb-aggregator trace
command in the System Admin EXEC mode.

show controller fabric fsdb-aggregator trace trace-name location node-id trace-attribute

Syntax Description trace-name Trace name.
location node-id Specifies the target location. The node-id argument
is expressed in the rack/slot notation.
Note Specify only the Route Processor (RP)
location.
trace-attribute Trace attribute.
Command Default ~ None
Command Modes System Admin EXEC
Command History Release Modification
Release This command was introduced.
5.0.0
Usage Guidelines Use this command for FSDB (fabric system database) aggregator functionality diagnostics. This command

displays information only from the Route Processor (RP).
This example shows how to view the controller fabric fsdb-aggregator trace information:

sysadmin-vm:0 RPO#show controller fabric fsdb-aggregator trace all location 0/RPO

Fri Aug 23 10:41:12.553 UTC

19.49.03.688914432:FSDB Aggregator CTRACE init done

19.49.03.767557632: @msc_en