atfran]n
CISCO.

Cisco 1C3000 Industrial Compute Gateway with
Cisco Cyber Vision

First Published: 2019-12-12
Last Modified: 2019-12-12

Cisco 1C3000 Industrial Compute Gateway with Cisco Cyber Vision

Introduction

The purpose of this document is to describe the procedures to successfully deploy the Cisco Cyber Vision
Application on the IC3000.

This guide only discusses the interaction of the Cisco Cyber Vision Application on the IC3000. You must
have a working knowledge of installation and deployment of the device, which can be found here:

https:/www.cisco.com/c/en/us/support/routers/3000-series-industrial-compute-gateways/tsd-products-support-series-home.html

The IC3000 Industrial Compute Gateway (IC3000) is an edge computing platform which extends the cloud
computing paradigm to the edge of the network. Instead of hosting applications in a remote data center,
applications can now be hosted on the edge itself. Imagine, if we can host specific applications in the field
close to the sensors, meters or the things. whatever may be the IOT use case, IC3000 serves the purpose by
allowing us to deploy applications that need more cores and memory.

The IC3000 is a mid-range, low-power, fanless, edge server ruggedized for Industrial Applications. It is
powered by a 4 core 1.2GHz Intel Rangeley CPU with 8 GB of 1333MHz DDR3 memory, and a 100GB
mSATA drive (internal). For connectivity it supports 2x1GbE SFP and 2x10/100/1000Base-T with a
management port.

Note

\}

Examples shown in this document use IP addresses that are from a lab environment and should not be used
on a typical customer installation.

Note

The documentation set for this product strives to use bias-free language. For purposes of this documentation
set, bias-free is defined as language that does not imply discrimination based on age, disability, gender, racial
identity, ethnic identity, sexual orientation, socioeconomic status, and intersectionality. Exceptions may be
present in the documentation due to language that is hardcoded in the user interfaces of the product software,
language used based on RFP documentation, or language that is used by a referenced third-party product.
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Unboxing, Installing and Connecting to the 1C3000 Device

Unboxing the 1C3000

Complete details for the hardware installation of the product are covered in the IC3000 Hardware Configuration
Guide. The following steps are a high level overview.

Installing the 1C3000
1. Review the general description of the unit in the Product Overview section of the hardware installation
guide.

2. Check the Equipment, Tools, and Connections section of the hardware installation guide to ensure you
have everything you need for the installation.

3. Review the procedures for Mounting, Grounding, Connecting to DC Power and Connecting to the IC3000
in the hardware installation guide.

4. If you are installing the device in a Hazloc location, follow the printed instructions that came inside the
box with the device.

5. Power on the device.

Reset Button Options

The device can be returned to the original factory configuration by using the reset button. The reset button is
a small button accessed through a pinhole located on the front of the device. For the location, see the IC3000
Hardware Configuration Guide .

The reset button options are:

* Press 10 to 15 seconds - Device is reloaded.

* Press 30 to 35 seconds - All user configurations (apps, network details) are removed and device is
reloaded.

* Press 60 to 65 seconds - All user configurations are removed, all images are cleared except for the factory
image, and the device is reloaded with the factory image.

Cisco Cyber Vision Sensor Application

The IC3000 can be ordered with the Cisco Cyber Vision sensor application, which will come pre-installed at
manufacturing. The Cisco Cyber Vision sensor app allows traffic from a network to be captured in oftline or
online mode. This captured data can be viewed from Cisco Cyber Vision. For more information on how to
explore the captured data and to navigate the Cisco Cyber Vision GUI please refer to the Cisco Cyber Vision
GUI User Guide.

Note: The IC3000 contains 4 independent data capture ports (2 RJ45 copper ports & 2 SFP fiber ports) in
SPAN mode, each of which can be connected to an on-site switch. The IC3000's data capture ports are to be
connected to switches with SPAN configured.

Cyber Vision Sensor Application in Offline Mode

Cisco Cyber Vision sensor offline mode allows SPAN traffic to be captured from the 4 data ports onto a USB
stick. This offline traffic can then be manually added to Cisco Cyber Vision, to provide visibility to the
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Procedure

Step 1
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Step 3
Step 4
Step 5
Step 6

Step 7

Cyber Vision Sensor Application in Offline Mode .

collected network traffic. To collect SPAN traffic onto a USB, and to manually add it to the CVC, follow the
instructions below:

Obtain an IC3000 with Cyber Vision sensor app pre-installed at manufacturing.
Plug a USB device in USB slot 1 of the IC3000.

Note Ext2/Ext3/Ext4 and FAT32 formats are supported.

Power on the unit.

Connect any of the 4 data ports to on-site switches you wish to capture SPAN traffic.
Allow for the SPAN traffic to be collected for a day or two

Unplug the USB, connect it to a PC and verify that a .dat file is present.

Note Hot plug of a USB device is not supported. In the case where a USB is unplugged, the plugged back
into the USB slot 1, the device will not recognize the USB. To resume offline mode capture, the
USB needs to be plugged back in and the device must be rebooted (powered OFF and ON).

Note A new offline capture session will create a new .dat file. See the following graphic.

Figure 1: Data File on a USB

. offline-data-20191106-000608.dat Yesterday at 1:09 AM 30KB Sd

sensor.log Yesterday at 12:06 AM 230 bytes Lo
stats.log Yesterday at 1:09 AM 526 KB Lo

Upload the .dat file to CVC by going to CVC home page > System Administration (cog icon on the top
right) > Sensors > Import Offline File.

Figure 2: Import Offline Capture

its Offline USB port, Unplug

Capture starting date is embedded in the upload offline data file.

KEEP DEFAULT, IMPORT FILE

Cancel
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Step 8 If desired, you can manually change the date and time for the offline data file.

Cyber Vision Sensor Application in Online Mode

Before you begin

Cyber Vision sensor online mode allows SPAN traffic to be sent continuously to the Cisco Cyber Vision's
Collection Network for real-time visualization of industrial networks. To add a device and pass SPAN traffic
to the Collection Network follow the instructions below:

Procedure

Step 1 Login to Cisco Cyber Vision.

Figure 3: Cisco Cyber Vision Login Window

Cyber Vision

Cybersecurity for loT

== English (US)

Step 2 Go to the System administration tab by clicking the cog icon on the top right corner. See the following graphic.
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Figure 4: System Administration Window

\* CYBER VISION © Home

Explore

Welcome to Cis

Start to @ Explore >
Reports

Components Group Activities Vulnerabilities Variable
Events

0

361 0 8.7k 1.5k r—

73 vulnerable components

Monitor

+361in the last 30 days +0inthe last 30 days +8675 in the last 30 days +1533in the last 30 days +Ointhelast 30days

Last Events (30 Days)

18.2k = o [ 7

Step 3 Click Install Sensor Manually by going to System administration > Sensor s> M anagement > I nstall Sensor
Manually.

Figure 5: Install Sensor Manually

&y cBeR v @ W @
®  Explor < System
Sensors
8 Sensors . B i . - .
B Reports From this page, you can in online and offl des and g packages to deploy Cisco Cyber Vision on remote sensors.
» Management | Sensors can also be remotely and securely rebooted, shut down, and erased. When a sensor connects for the first time, you must authorize it so the Center
» Capture canreceive its data.
& Users IMPORTANT: the Cisco IC3000 Industrial Compute Gateway device should always be installed manually. To complete the installation click the "Install
sensor manually” button below.
m Events
a APl
Name P Version Status Processingstatus  CaptureMode®  Uptime
@ License
92.168.69.37 3.0,0+201910212100 Con Waiting for Al edint
& LDAP Settings » FCH2307Y02W 192.168.6 30.0+20191 00 Conn Vaiting for data i ds
@ pxGrid 8d 50m
» FCH2314Y166 192.168.69.50 30.0+201910212100 4 Waiting for data Al 15
55
20d 20
» FCH2309Y00U 192.168.69.27 3.0.0+201910212100 ¢ All h31m
24s
» OFFLINE SENSOR N/A N/A Unknown N/A N/A
5d 20h
» FCH2307Y02C 192.168.69.44 3.0,0+201910212100 Conn Waiting for data Al 25m5
2s

+INSTALL SENSOR MANUALLY ‘ [j\wom OFFLINEFILE

Step 4 Select Cisco IC3000 as hardware model from the drop-down list.
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Step 5
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Figure 6: Select Hardware Model

Manual sensor installation

The manual sensor i is provided to nstall Cisco IC: ial Compy y that are not allowed to access
the Center's DHCP server for automatic configuration. Please fllthe fields below to configure your sensor and generate a provisioning
package.

© This package should be iin the root directory of USB ge, and plugged in the IC3000/ Sensor before powering it up.

Select an hardware model: ~ Cisco IC3000

Sentryo SENSOR3

Sentryo SENSORS

Sentryo SENSOR7

Cancel

Fill out the Cisco IC3000 and Sensor configuration fields. Refer to the Filled Out Form and the Sensor
Configuration Window.

Caution: Make sure the network information entered is correct and will not result in a network conflict. Any
mistake will require a device reset to be performed, resulting in the device returning to factory defaults. This
will lead to a complete deletion of the inner system, which will require a special procedure to install the Cyber
Vision Application manually via Local Manager. Refer to Installing the Cyber Vision Sensor Application
Using Local Manager after a Configuration Reset, on page 10 for more details if a reset must be performed
on the IC3000 device. Refer to Reset Button Options, on page 2 for details.

Figure 7: Filled Out Form

Manual sensor installation

The manual sensor installation is provided to install Cisco IC3000 Industrial Compute Gateway and sensors that are not allowed to access

the Center's DHCP server for automatic configuration. Please fill the fields below to configure your sensor and generate a provisioning
package.

@ This package should be placed in the root directory of USB mass storage, and plugged in the IC3000 / Sensor before powering it up.

Select an hardware model: = Cisco IC3000 w

Cisco IC3000 configuration

Serial number: Host management IP address: *
FCH2314Y166 10.10.10.7
Host management Netmask: * Host management Gateway: "

Like 255.255.255.0 or 255.255.0.0

255.255.255.0 10.10.10.1

Local manager user name:

[admin|
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Note: The serial number for the IC3000 device can be found in the front view of the chassis. See Serial
Number L ocation. The Local Manager default credentials are (username:admin/password:cisco123) for a
device that was shipped from the factory. Enter “admin” for local manager username field.

Figure 8: Serial Number Location

atfean]r,
CISCO
1C3000

+12— 48 = X.0A MAX

SERIAL LABEL

/]
>
o
&>
o
>
o

L/

Note The Cisco IC3000 configuration is to be able to access Local Manager for troubleshooting purposes.

Figure 9: Sensor Configuration Window

Sensor configuration

IP address: Subnet Mask: *
Like 24,16 0r 8

192.168.68.77 16

Center IP: Gateway:

Optional, leave blank to use current Center IP address Optional

Capture mode:
Optional

O All: analyze all the flows

@ Optimal (Default): analyze the most relevant flows

O Industrial only: analyze industrial flows

O Custom: you set your filter using a packet filter in tcpdump-compatible syntax

Step 6 Click Create Sensor. Once created, the sensor will appear in the sensor list with “New” as its status. Expand
the sensor and click the Get Provisioning Package icon to download the sensor provisioning zip file. See
the following graphic.
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Step 7

Step 8

Step 9

Figure 10: Get Provisioning Window

v FCH2314Y166 192.168.69.77 N/A Optimal N/A

S/N: FCH23I4Y166
Name: FCH2314Y166 ¢
IP address: 192.168.69.77 m =4 -ts! y(' (.l)

Status: Remove E Get Provisioni... : M utdowr

Q

Processing status:
Capture mode: Optimal

The Get Provisioning Package window opens. You are required to create a password.

Figure 11: Get Provisioning Package

Get provisioning package

isco IC3000 local manager password.

Enter a new password. The default password for the admin account will be replaced with this new password.
In order to access the Local Manager, you will need to use this new password for the “admin" account. Make
sure to keep this information stored and secured. Follow these password rules:

* Minimum length = 6

* Must not be based upon a dictionary word

* Must not be a combination of dictionary words

* Must not be composed of common string patterns like “qwerty”, “asdfgh” etc...
* Must not be a combination of common string patterns and dictionary words

Click OK. A serialNumber.zip file will be generated and downloaded on the laptop. Unzip the .zip file and
copy the serialNumber folder to the root directory of the USB.

Figure 12: Example Zip File

v FCH2314Y166
device_config.cfg
v appconfigs
J cybervision-sensor-config.zip

Note These next steps are performed on the IC3000 with the Sensor Application installed from
manufacturing.
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Step 10 Prepare your IC3000 by making sure you have proper power, console, and data connections available.

Step 11 Connect the USB stick you have prepared to USB slot 2, and plug the MGMT cable into the Collection
Network. Also, connect any on-site switches that have SPAN configured to data ports 1 - 4 to pass SPAN
traffic. See the following example setup.

Figure 13: Example of an 13000 Setup

ol | Wil ‘ L)
Cisco MGMT
1C3000

Step 12 Power on the device. Once the device powers on the configurations on the USB are copied to the device and
application. Cisco Cyber Vision sensor will register to Cisco Cyber Vision. Wait up to 5 min for the Cisco
Cyber Vision sensor app to register.

Step 13 The Cyber Vision Sensor should show as “connected” under the Sensor status. The IC3000 status should
quickly change to connected. The provisioning package has been installed successfully on the IC3000 and
traffic starts to appear in Cisco Cyber Vision.
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Figure 14: Cyber Vision Sensors

@« Q-
& System
Sensors
8 Sensors " . . e : -
From this page, you can manage sensors in online and offline modes and generate provisioning packages to deploy Cisco Cyber Vision on remote sensors.
» Mar | Sensors can also be remotely and securely rebooted, shut down, and erased. When a sensor connects for the first time, you must authorize it so the Center
» Capture canreceive its data.
& Users IMPORTANT: the Cisco IC3000 Industrial Compute Gateway device should always be installed manually. To complete the installation click the "Install
sensor manually” button below.
I Events
a APl
Name P Version Status Processingstatus ~ Capture Mode © Uptime
@ License
» 192.168.69.37 30.0+201910212100 Waiting for dat. Al odan2
8 LDAP Settings FCH2307Y02W 2 +2 i Waiting for data by
@ pxGrid 8d2h5
» FCH2314Y166 192.168.69.50 30.0+201910212100 N Al
7m25s
20d22
» FCH2309Y00U 192.168.69.27 30.0+201910212100 Waiting for data Al h38m
34s
» OFFLINE SENSOR N/A N/A Unkno N/A N/A
5d22h
» FCH2307Y02C 192.168.69.44 30.0+201910212100 Al

33m2s

[+\N§VAHths{)RMANHAHV [)IMPORT OFFLINE FILE

Installing the Cyber Vision Sensor Application Using Local Manager after a Configuration Reset

Performing a reset results in a factory default of the device. When this occurs, the Cisco Cyber Vision Sensor
Application will be deleted and needs to be installed by using the LM. Refer to Reset Button Options, on page
2 for details.

To re-install the application, perform the following steps:

Procedure

Step 1

Step 2

Step 3

Step 4

Step 5

Perform reset. Press the physical reset button on the IC3000 device for 30 - 35 seconds and make sure the
MGMT cable is not connected.

Follow steps 1- 8 from the Cyber Vision Sensor Application in Online Mode, on page 4 section. Also follow
step 10, where you connect the USB stick in USB slot 2.

Note: Make sure any old sensor installations using this IC3000 device have been erased. Go to Cisco Cyber
Vision > System Administration > Sensors > Management to confirm the IC3000 serial number does not
appear.

Access the LM GUI using the IP address configured in the Host Management IP address field found in step
5 under the Cyber Vision Sensor Application in Online Mode, on page 4 section. Type the following URL
in a web browser: https://< Host-MGMT-1P-Address >:8443 Make sure your MGMT cable has access to the
Host Management Subnet.

Login to the LM GUI using the credentials admin/newPassword, where new password is the password set in
step 7 under the Cyber Vision Sensor Application in Online Mode, on page 4 section.

Download the latest version of signed Cisco Cyber Vision’s Sensor Application from the Cisco download
site. Go to Applications> Add New > Browse > OK. See the following graphic.
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Figure 15: Add New Application

Deploy application x

Application Id: CiscoCyberVision

Select Application Archive  Browse...  No file .lected.

(o =8

Step 6 Press Activate on the Cisco Cyber Vision Sensor Application.
Figure 16: Activate the Application
aliali Cisco Systes i sl 2 e
€ISCO  Cisco 10x Local Manager
Applications Remote Docker Workflow Docker Layers System Info System Setting System Troubleshoot Device Config User Config
CiscoCyberVision
Cyber Vision Sensor Image for 1C3000
H OaddNen || 3 Refesh
T
Step 7

Add the Network Configurations. Click Edit on each interface. Each interface name should be mapped exactly
in this format, ethO > iox-bridge0, eth1 > intl, eth2 > int2, eth3 > int3, and eth4 > int4.
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Figure 17: Network Configuration

v Network Configuration

Name Network Config Description Action
eth0 iox-bridge0 none edit
ethl intl none edit
eth2 int2 none edit
eth3 int3 none edit
eth4 int4 none edit
ethl | intl Data interface via intl j Interface Setting

Description (optional): | |

« OK ® Cancel

Step 8 Next, ethl - eth4 should be configured with Mirror mode Enabled. To enable Mirror mode, go to Edit >
I nterface Setting > Enable > OK for ethl - eth4.

Figure 18: Interface Setting

Interface Setting
IPv4 Setting
() Static () Dynamic () Disable
IPv6 Setting
(") Static () Dynamic () Disable
DHCP Client
D
Mirror Mode
Mirror Mode Enabled
m | Cancel |
Step 9 Add the Peripheral Configuration. Go to Peripheral Configuration > edit > Port:1usbl > OK.
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Figure 19: Peripheral Configuration

v Peripheral Configuration

Device Type Name Label Status Action
USB_port UsB1 Not present edit
Device Type: [usB_port |
(®) Port:1usb1
Label: USB1
pid: Not available
vid: Not available
' 0K ® Cancel

The following shows an example of the Added Peripheral Configuration.
Figure 20: Added Peripheral Configuration

v Peripheral Configuration
Device Type Name Label Status Action
USB_port Port:1usbl USB1 Present edit

© Add Peripheral

Step 10 From the Cisco Cyber Vision Resources Tab, click Activate App to activate the application.
Figure 21: Activate Application

Hell, admin | LogOut | About
aliili, Cisco Systems
€IS€0  Cisco I0x Local Manager

Applications Remote Docker Workflow Docker Layers System Info System Setting System Troubleshoot Device Config User Config  CiscoCyberVision

Resources App-info App-Config App-DataDir Logs.

v Re
esources + Activate App
v Resource Profile

~ Network Configuration
profie

Name Network Config Description Acton
o 10260 cpuunits etho ioxnato none edit
Memary 6400 e etht Not Configured none et
Disk e etz Not Configured none adit
vem 4 eth3 Not Configured none adit
Avail. CPU (cpu-units) 10260 Avail. Memory (MB) 6400 Avail. Disk (MB) 81010 o pv— e =
Max VCPU/App 4
ethl intl _Data interface viaintl 7] Interface Setting

Description (optional):

v oK X Cancel

~ Peripheral Configuration
Device Type Name Label Status Action
USB_port Port:1usbl uss1 Present edit

© Add perpheral

Step 11 The next step is to start up the application. Go to Applications> Start App.
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Figure 22: Start Application

Helo, admin | LogOut | About
aluiln Cisco Systems
€IS€0  Cisco I0x Local Manager

Applications Remote Docker Workflow Docker Layers System Info System Setting System Troubleshoot Device Config User Config ~ CiscoCyberVision

CiscoCyberVision
Cyber Vision Sensor Image for 1C3000

Tvee VERSION PROFILE
v 10 exlusive

| » Start | @ Deactivate ¥ Manage

100.0% | OAddNew O Refresh

Step 12 The application is now in a running state.

Step 13 Plug in the MGMT cable so that it has access to the Collection Network. The Cyber Vision sensor should
show as “connected” under the Sensor status.

Figure 23: Cyber Vision Sensors

Sl SRR EE) v
el CYBER VISION e W @
& System
Sensors
& Sensors : - ) ) ) .
From this page, you can manage sensors in online and offline modes and generate provisioning packages to deploy Cisco Cyber Vision on remote sensors.
» Management | Sensors can also be remotely and securely rebooted, shut down, and erased. When a sensor connects for the first time, you must authorize it so the Center
» Capture can receive its data.
& Users IMPORTANT: the Cisco IC3000 Industrial Compute Gateway device should always be installed manually. To complete the installation click the “Install
sensor manually” button below.
/™ Events
a APl
Name P Version Status Processing status  Capture Mode © Uptime
@ License
21 192.168.69.37 30.0+201910212100 Waiting for dat Al odsnz
o LDAP Settings % ECHZ307¥02W, s d e S : P 3m53s
@ pGrid 8d2h5
» FCH2314Y166 192.168.69.50 30.0+201910212100 Al s
7m 255
20d22
» FCH2309Y00U 192.168.69.27 30.0+201910212100 ¢ rdata Al h38m
34s
» OFFLINE SENSOR N/A N/A Unknown N/A N/A
5d22h
» FCH2307Y02C 192.168.69.44 30.0+201910212100 Al o
3m2s

+INSTALL SENSOR MANUALLY | | (3IMPORT OFFLINE FILE

Step 14 Connect any on-site switches that have SPAN configured to data ports 1-4 to begin passing traffic to the Cisco
Cyber Vision

. Cisco 13000 Industrial Compute Gateway with Cisco Cyber Vision



©2019-2021 Cisco Systems, Inc. All rights reserved.



	Cisco IC3000 Industrial Compute Gateway with Cisco Cyber Vision
	Cisco IC3000 Industrial Compute Gateway with Cisco Cyber Vision
	Introduction
	Unboxing, Installing and Connecting to the IC3000 Device
	Unboxing the IC3000
	Installing the IC3000
	Reset Button Options

	Cisco Cyber Vision Sensor Application
	Cyber Vision Sensor Application in Offline Mode
	Cyber Vision Sensor Application in Online Mode
	Installing the Cyber Vision Sensor Application Using Local Manager after a Configuration Reset



