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CHAPTER 1

Overview of Cisco loT Device Manager

This chapter provides an overview of the Cisco IoT Device Manager (Device Manager or [oT-DM) for Cisco
1000 Series Connected Grid Routers (CGR 1000 or router) running Cisco 10S, Cisco 809 Industrial Integrated
Services Routers (IR800), and Cisco 500 Series WPAN Industrial Routers (IR500).

Note

\}

The documentation set for this product strives to use bias-free language. For purposes of this documentation
set, bias-free is defined as language that does not imply discrimination based on age, disability, gender, racial
identity, ethnic identity, sexual orientation, socioeconomic status, and intersectionality. Exceptions may be
present in the documentation due to language that is hardcoded in the user interfaces of the product software,
language used based on RFP documentation, or language that is used by a referenced third-party product.

Note

You must uninstall any instance of CG-DM 4.x or earlier, before you install loT-DM on your laptop. The
installer will not recognize the older installation given that the product name has changed from Cisco Connected
Grid Device Manager (CG-DM) to Cisco IoT Device Manager (IoT-DM). As [oT-DM does not support CGR
1000 routers running CG-0S, do not uninstall CG-DM if you still need to manage CGR 1000 routers running
CG-OS.

* Application, on page 1

* Device Manager and CGR 1000, on page 2
* Device Manager and IR800, on page 7

* Device Manager and IR500, on page 10

* Certificates, on page 14

» Work Orders, on page 14

» User Accounts, on page 14

 Additional Information, on page 15

* Feature History, on page 16

Application

Device Manager is a Windows-based application that field technicians can use to manage the CGR 1000
running Cisco IOS over WiFi or Ethernet. Beginning with Release 4.1, Device Manager supports management
of the IR509, which supplies RF mesh connectivity to IPv4 and serial Internet of Things (IoT) devices (for
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. Device Manager and CGR 1000

example, recloser controls, capacitor bank controls, voltage regulator controls, and other remote terminal
units). From Release 5.1, Device Manager supports management of the Cisco 800 Series Industria Integrated
Services Routers (IR800) and IR510.

Cisco IoT Field Network Director (Cisco IoT-FND) manages multiple CGR 1000, IR800, and IR500 devices,
whereas Device Manager connects and manages a single device at a time.

* Device Manager can manage CGR 1000 routers in Connected Grid field deployments operating with or
without [oT-FND:

* When operating with [oT-FND, a Device Manager user can retrieve work orders from the system
as well as perform all supported tasks on the main page (see Figure 2: Device Manager Common
Page Elements and Controls (CGR 1000), on page 4) except as limited by the privilege level that
the administrator configures on the router for that user.

* When operating without [oT-FND, the Device Manager user does not have access to work orders;
however, the user can perform all supported tasks on the main page except as limited by the user’s
privilege level.

* Device Manager can manage IR800 routers in Connected Grid field deployments operating with or
without [oT-FND:

* When operating with [oT-FND, a Device Manager user can retrieve work orders from the system
as well as perform all supported tasks on the main page (see Device Manager and IR800, on page
7) except as limited by the privilege level that the administrator configures on the router for that
user.

* When operating without IoT-FND, the Device Manager user does not have access to work orders;
however, the user can perform all supported tasks on the main page except as limited by the user’s
privilege level.

* Device Manager can manage IR500 gateways in Connected Grid field deployments operating with or
without [oT-FND:

* When operating with [oT-FND, a Device Manager user can retrieve work orders from the system
as well as perform all supported tasks on the main page (see Figure 6: Device Manager Common
Page Elements and Controls (IR500), on page 12).

IR500 devices use CoAP Simple Management Protocol (CSMP) for communicating with [oT-FND.
The IR500 gateways regularly report inventory metrics to IoT-FND using CSMP. IoT-FND stores
the reported properties and metrics.

* When operating without [oT-FND, the Device Manager user does not have access to work orders.
The user can view device settings and status but cannot make configuration changes or send data
to IoT-FND.

Device Manager and CGR 1000

CGR 1000 routers are multi-service communications platforms designed for use in a field area network (FAN).
The portfolio consists of two models—CGR 1240 and CGR 1120-both ruggedized to varying degrees for
outdoor and indoor deployments. Both models are modular and support a wide-range of communications
interfaces such as 2G/3G, 4G LTE, Ethernet, and WiFi.

. Cisco loT Device Manager Installation and User Guide, Release 5.x
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Device Manager connects to the CGR 1000 by using a secure Ethernet or WiFi link. (See the following figure.)

Figure 1: Device Manager Application Within a Connected Grid Network
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User Interface

When you first start Device Manager, it displays the Device Manager opening page with a list of work orders,
if any are available. From this page, you can connect to the CGR 1000 either with or without a work order.
(See Connecting to the CGR 1000.)

After connecting to the router, Device Manager displays the Dashboard. On the left-hand side of the Dashboard,
you can view the router and any installed Connected Grid modules. LEDs indicate the current state of the
router and modules. You can also view the status of Ethernet ports and modules while hovering over them.

On the right-hand side of the Dashboard, you can view a graph of CPU and memory utilization. For the CGR
1240, you can view battery information.

At the top of the screen, a mini-dashboard provides additional details on the router as detailed in Table 1:
Mini-dashboard information (CGR 1000) , on page 5.

For an overview of all the tasks that you can perform with Device Manager, refer to Table 2: Device Manager
Tasks (CGR 1000) , on page 6.

The following figure shows the common page elements and controls for the Device Manager pages.

Cisco loT Device Manager Installation and User Guide, Release 5.x .
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Figure 2: Device Manager Common Page Elements and Controls (CGR 1000)

_— -

B

P

@ 16T D |vice Manager 5. = ﬁ
RSB corizac-24f- B wrimiseion | T 26 0 **-u—{é\:.
6‘» o[ [ 1550011 = 10297.73.200 M 4= B e ,._.:’ﬁ“j
g i A1 S0 Auto Detect g Friday, hagst 120 [ ity
Firnmware
s
d4—
e 1)
Pt Appheable
;I:L::-‘.u:ﬁw. ';:&- <tlim—ﬁ L:um:r .L'Ih'al'\-d'\-
u il B Lt n Hu) s Lalale: H a1 fepialde
T
3™ e
7.
2 e
, <« 19
EN e
1| Mini-dashboard 8 |Refresh button for mini-dashboard
2 Disconnect from device 9 |IoT-DM application log file
3 Menu tabs Troubleshooting wizard
4 Power status (CGR 1240 only) Battery information (CGR1240 only)

9]

Door status (CGR 1240 only)

Graph of CPU and memory utilization

Device temperature

View of device

~)

Battery Information (CGR 1240 only)

Refresh button for Dashboard

\}

Note

mini-dashboard also have tooltips.

Point to an active LED or module in the front or rear view of the device to display a tooltip. Items on the

The mini-dashboard (see Figure 2: Device Manager Common Page Elements and Controls (CGR 1000), on
page 4) appears at the top of every Device Manager page, and provides the information listed in the following
table.
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Table 1: Mini-dashboard information (CGR 1000)

Field Description
Name Name of the router
Version Cisco IOS version

Hypervisor Version

Hypervisor (virtual machine monitor) version

Model Model number of the device

Serial Serial number of the device

IP Address Device IP address

Connection Connection method—Ethernet, WiFi, or Auto Detect

Device User

User logged in to device

Power status (plug icon)

AC ON (green) or AC OFF (red) (CGR 1240 only)

Temperature Temperature of the router

Door Displays whether door to router is open or not (CGR 1240 only)

Battery Displays status of the optional Battery Backup Unit (BBU) when installed (CGR 1240 only)

Storage Amount of used and total space on the SD Flash Memory Module (hover the cursor over the Storage icon
to view the amount of free space)

Up Time Length of time that the device has been up

Last Login Time that the user last logged in to Device Manager

Work Order Work order number, work order name, and time remaining to complete the work (Device Manager is

connected to a router using IoT-FND and an active work order exists).

If you have not synchronized with [oT-FND to download the work orders, No Work Order is displayed in
this field.

Tasks

Device Manager displays the main page (see Figure 2: Device Manager Common Page Elements and Controls
(CGR 1000), on page 4) after securely connecting to the CGR 1000. From the Menu tabs on the main page,
you can perform the following tasks as determined by your privilege level. (See User Accounts, on page 14
for more information about user accounts and privilege levels.) The following table lists all the tasks that a
user with privilege level 15 (default privileged EXEC mode) can perform with Device Manager and provides
an example of when to perform each task.

Cisco loT Device Manager Installation and User Guide, Release 5.x .
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Task

Example of When to Perform Task

Use the Dashboard to check the status of router hardware,
such as BBU (CGR 1240 option only), power, and
modules.

(See User Interface, on page 3.)

* Newly deployed CGR 1000s do not appear in the back-end system.
Start the Device Manager and review the router graphic on the
Dashboard.

* Check the installed modules and their LEDs to verify their operation.
When the LEDs are not flashing, check the installation status of the
modules.

* (CGR 1240 only) The door of the CGR 1240 is open. Start the Device
Manager and check the status of the door (top of the main page).
When the door status indicates a status of System Casing Open , you
must physically access the CGR 1240 to verify the status of the door.
After closing the door, click the Refresh icon (upper right) on the
Device Manager and verify that the door status displays System Casing
Closed .

Verify access to a device (IP address) from the CGR
1000 by using ping to check link connectivity and
quality, and initiate a traceroute for an inaccessible IP
address.

(See Testing Connectivity.)

* Devices connected to a CGR 1000 cannot be reached. Start the Device
Manager, connect to the router, and then check connectivity to the
device.

Bring up or shut down a CGR 1000 interface and view
details for an interface.

(See Managing Interfaces.)

* When there are issues related to WiMAX connectivity, (for instance,
after a storm, the WiMAX antenna may not be pointing in the right
direction, which can cause RSSI/CINR values to drop), view details
for the WiMAX module to help troubleshoot the issue. If the issue
involves a directional antenna, you can change the direction of the
antenna and watch RSSI/CINR values change accordingly.

* You can check the details of 4G LTE interfaces like the status of
modem.

Update the CGR 1000 configuration with a provided
configuration file, and then reboot the router with the
new configuration.

(See Changing the Configuration.)

* When the configuration information is incorrect, update the
configuration by adding a configuration file to the Device Manager
and then installing the configuration file on the CGR 1000.

After you install the configuration file, the router automatically reboots
with the new configuration.

Upload a copy of a software image onto the CGR 1000
for immediate installation or for a deferred update of the
image.

(See Updating the Firmware Image.)

* A firmware image update must be uploaded and installed on the CGR
1000. Start the Device Manager, upload the new image file, and then
update the router with the new image.

The router automatically reboots after you update the software image.

Download and view the CGR 1000 system logs.
(See Retrieving Logs.)

* You need to review the CGR 1000 system logs to troubleshoot the
CGR 1000. Start Device Manager and click the L og tab.

. Cisco loT Device Manager Installation and User Guide, Release 5.x
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Task

Example of When to Perform Task

Insert and Remove Modules from the CGR 1000 by
employing a wizard that guides you through the process.

(See Managing Modules.)

* A 4G LTE module is being added to a CGR 1240. Start Device
Manager and click the M odules tab.

Execute CLI commands using a console-like interface
to view system information. Supported queries include
verifying the system time, viewing the current router
configuration, saving the current configuration, viewing
the current file directory, rebooting the router, or saving
the window output to a file.

(See Executing Commands.)

* You need to review the CGR 1000 configuration information to
troubleshoot the CGR 1000. Start Device Manager and click the
Advanced tab.

Device Manager and IR800

The Cisco 800 Series Industrial Integrated Services Routers are compact, ruggedized, Cisco IOS Softwar
routers. They offer support for integrated 4G LTE wireless WAN (both 809 and 829 models) and wireles
LAN capabilities (829 model only). Device Manager connects to the IR809 by using a secure Ethernet link
and to the IR829 by using a secure Ethernet or WiFi link. The IR809 must have IPv6 option enabled to connec
with work order.

User Interface

When you first start Device Manager, it displays the Device Manager opening page with a list of work orders,
if any are available. From this page, you can connect to the IR800 router either with or without a work order.

After connecting to the router, Device Manager displays the Dashboard (see the following figure for an
example of IR809 dashboard). On the left-hand side of the Dashboard, you can view the front and rear of the
router. LEDs indicate the current state of the router and ports. You can also view the status of ports while
hovering over them.

On the right-hand side of the Dashboard, you can view details about the router settings and status.

Cisco loT Device Manager Installation and User Guide, Release 5.x .
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Figure 3: IR809 DashBoard in the Device Manager

Overview of Cisco loT Device Manager |

Note

Point to an active LED or port in the front or rear view of the device to display a tooltip. Items on the

mini-dashboard also have tooltips.

At the top of the screen, a mini-dashboard provides additional details on the router as shown in the following

figure.

Figure 4: IR800 Mini-DashBoard in the Device Manager
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The mini-dashboard appears at the top of every Device Manager page, and provides the information listed in

the following table.

Table 3: Mini-dashboard information (IR800)

Field Description
Name Name of the router
Version Cisco IOS version

Hypervisor Version

Hypervisor (virtual machine monitor) version

Model Model number of the device

Serial Serial number of the device

IP Address Device IP address

Connection Connection method—Ethernet, WiFi, or Auto Detect

. Cisco loT Device Manager Installation and User Guide, Release 5.x
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Field Description

Device User User logged in to device

this field.

Power status (plug icon) | AC ON (green) or AC OFF (red)

Temperature Temperature of the router

Storage Amount of used and total space on the SD Flash Memory Module (hover the cursor over the Storage icon
to view the amount of free space)

Up Time Length of time that the device has been up

Last Login Time that the user last logged in to Device Manager

Work Order Work order number, work order name, and time remaining to complete the work (Device Manager is

connected to a router using IoT-FND and an active work order exists).

If you have not synchronized with [oT-FND to download the work orders, No Work Order is displayed in

Tasks

Device Manager displays the main page after securely connecting to the IR800. From the Menu tabs on the
main page, you can perform the tasks listed in the following table.

Table 4: Device Manager Tasks (IR800)

Task

Example of When to Perform Task

Use the Dashboard to check the status of the IR800 hardware,
such as power and device ports.

(See User Interface, on page 7 and Viewing Settings and Status.)

* You need to monitor the IR800 status, activity, and
performance.

Use the Ethernet and Serial interface popup menus to view
interface details.

(See Viewing Details for an Interface, on page 73.)

* You need to check statistics for the Ethernet and Serial ports.

Use the Ethernet interface popup menu to manage the interface.

(See Managing Interfaces, on page 72.)

* You need to bring up, shutdown, or reset the Ethernet
interface.

Configure or modify general, MAP-T, and serial interface settings.

(See Changing the Configuration, on page 75.)

* The IR800 needs to transfer serial data between RTUs and
a utility management system across an IP network. Use the
Config page to configure TCP raw socket session settings
for the serial interface.

Upload, install, and back up a copy of a software image.

(See Updating the Firmware Image.)

* A firmware image update must be uploaded and installed on
the IR800. Use the Firmware page to upload the new image
file, and then update the device with the new image.

Cisco loT Device Manager Installation and User Guide, Release 5.x .
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Task

Example of When to Perform Task

Verify access to a device (IPv6 address) from the IR800 by using * Devices connected to an IR800 over the Ethernet or
the Ping option to check link connectivity and quality. 6LoWPAN interface cannot be reached. Connect to the

(See Testing Connectivity, on page 68.)

IR800 and then check connectivity to the device.

Device Manager and IR500

The IR500 is a distribution automation (DA) gateway that provides secure IPv4/IPv6 connectivity to DA
devices such as capacitor bank controllers, reclosers, or other SCADA devices. The IRS00 connects to DA
devices using serial ports (RS232/RS485) and/or an Ethernet port using IPv4. The IR500 provides remote
connectivity to serial DA devices over Cisco Resilient Mesh (formerly known as CG-Mesh) by transporting
serial data over TCP/IP. The IR500 also provides remote connectivity to [Pv4 DA devices over the IPv6-based
Resilient Mesh by using Mapping of Address and Port using Translation (MAP-T). The IR500 performs
NAT44 translation to translate private IPv4 addresses used by DA devices connected to the Ethernet port to
public IPv4 addresses used with MAP-T.

For more information about MAP-T, see Cisco IR 500 Series WPAN Gateway and Range Extender Installation
and Configuration Guide. For more information about IR500, see http://www.cisco.com/go/ir500 .

The following figure shows the IR500 in a Cisco Resilient Mesh deployment.

. Cisco loT Device Manager Installation and User Guide, Release 5.x
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Figure 5: IR500 in a Resilient Mesh Network
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User Interface

When you first start Device Manager, it displays the Device Manager opening page with a list of work orders,
if any are available. From this page, you can connect to the IR500 after physically connecting the IR500 to
the laptop (see Connecting to the IR500).

After connecting to the IR500, Device Manager displays the Dashboard. On the left-hand side of the Dashboard,
you can view the front and rear of the IR500. LEDs indicate the current state of the device and ports. You can
also view the status of ports while hovering over them. The Ethernet port has a popup menu with options for
managing the interface and viewing interface details. The two serial ports also have popup menus with the
option to view interface details.

On the right-hand side of the Dashboard, you can view details about the device settings and status (see Viewing
Settings and Status).

At the top of the screen, a mini-dashboard provides additional details on the device as detailed in Table 5:
Mini-dashboard information (IR500) , on page 13.
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For an overview of all the tasks that you can perform with Device Manager, refer to Table 6: Device Manager

Tasks (IR500) , on page 13.

The following figure shows the common page elements and controls for the Device Manager pages.

Figure 6: Device Manager Common Page Elements and Controls (IR500)
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Note Point to an active LED or port in the front or rear view of the device to display a tooltip. Items on the

mini-dashboard also have tooltips.
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The min-dashboard (see above figure) appears at the top of every Device Manager page, and provides the
information listed in the following table.

Table 5: Mini-dashboard information (IR500)

Field Description

Name Name of the device
Version Firmware version

Serial Serial number of the device

COM Port | Communication port to which the device is connected

Hardware |Hardware identification number of the device
ID

Work Order | Work order number, work order name, and time remaining to complete the work

Model Model number of the device

Uptime Length of time that the device has been up

Tasks

Device Manager displays the main page (see Figure 6: Device Manager Common Page Elements and Controls
(IR500), on page 12) after securely connecting to the IR500. From the Menu tabs on the main page, you can
perform the tasks listed in the following table.

Table 6: Device Manager Tasks (IR500)

Task Example of When to Perform Task

Use the Dashboard to check the status of the IR500 hardware, * You need to monitor the IR500 status, activity, and performance.
such as power and device ports.

(See User Interface, on page 11 and Viewing Settings and
Status.)

Use the Ethernet and Serial interface popup menus to view * You need to check statistics for the Ethernet and Serial ports.
interface details.

(See Viewing Interface Details.)

Use the Ethernet interface popup menu to manage the interface. * You need to bring up, shutdown, or reset the Ethernet interface.

(See Managing the Ethernet Interface.)

View details about IR500 settings and status. * You need to view details for MAP-T, TCP raw socket, WPAN,
RPL, and other protocols used by the IR500 to verify
performance of the Cisco Resilient Mesh network and
troubleshoot issues.

(See Viewing Settings and Status.)
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Task

Example of When to Perform Task

Configure or modify general, MAP-T, and serial interface
settings.

(See Changing the Configuration.)

* The IR500 needs to transfer serial data between RTUs and a
utility management system across an IP network. Use the Config
page to configure TCP raw socket session settings for the serial
interface.

Upload, install, and back up a copy of a software image.

(See Updating the Firmware Image.)

* A firmware image update must be uploaded and installed on
the IR500. Use the Firmware page to upload the new image
file, and then update the device with the new image.

Verify access to a device (IPv6 address) from the IR500 by
using the Ping option to check link connectivity and quality.

(See Testing Connectivity.)

 Devices connected to an IR500 over the Ethernet or 6LoWPAN
interface cannot be reached. Connect to the IR500 and then
check connectivity to the device.

Certificates

A valid X.509 certificate is required for Device Manager to connect to the routers and DA gateways.

You can import certificates through the Device Manager opening page. (See Importing Certificates.)

Work Orders

When you first start Device Manager, it displays the Device Manager opening page, which lists available
work orders. On this page, you can view and select work orders for the CGR 1000 routers and IR500 DA
gateways, and synchronize with Cisco [oT-FND to download work orders. (See Managing Work Orders.)
Device Manager needs to be connected to IoT-FND only to download and update the work orders.

User Accounts

The IoT-FND administrator creates user accounts for the field technicians who use Device Manager to
download work orders from IoT-FND. For more information, see Cisco Connected Grid Network Management

System User Guide, Release 2.1.

The user privilege level configured on the CGR 1000 also authorizes the user to perform tasks on the CGR
1000 using Device Manager. The default configuration for Cisco 10S software-based networking devices
uses privilege level 1 for user EXEC mode and privilege level 15 for privileged EXEC. The commands that
you can run in user EXEC mode at privilege level 1 are a subset of the commands that you can run in privileged
EXEC mode at privilege 15. (See Configuring Security with Passwords Privileges and Logins for more

information.)

The following user accounts are provisioned at the factory:

* username cgdm-viewer-t privilege 2 token

» username cgdm-admin-t privilege 15 token
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* username cgdm-viewer privilege 2

* username cgdm-admin privilege 15

The following table shows the required privilege level for the listed tasks.

Table 7: Privilege Levels for Device Manager Tasks

Task Privilege
Level
View interfaces, run ping/traceroute, view logs, view directory contents. 2

Bring up or shut down a CGR 1000 interface, upload files, add or remove modules, and execute commands. | 15

Additional Information

For more information about Connected Grid devices and features, refer to the documents listed in the table
below.

Device |Related Documents
or
Feature

Cisco Configuration and Installation Guides: http://www.cisco.com/go/cgr1000-docs
1000
Series
Connected
Grid
Routers

Cisco http://www.cisco.com/c/en/us/support/routers/800-series-industrial-routers/tsd-products-support-series-hor
800
Series
Industrial
Integrated
Services
Routers
(IR800)

IR500 Cisco IR 500 Series WPAN Gateway and Range Extender Installation and Configuration Guide

IoT-FND | Cisco IoT Field Network Director User Guide
North Bound API User Guide for the Cisco IoT Field Network Director 3.0

WPAN | Cisco Connected Grid WPAN Module for CGR 1000 Series Installation and Cisco Resilient Mesh Config
and Guide (Cisco 10S)

Cisco
Resilient
Mesh
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Device |Related Documents
or
Feature

Raw Raw Socket Transport Software Configuration Guide for Cisco 1000 Series Connected Grid Routers (Cisco I
Socket

Configuring Raw Socket Protocol on the CGR 2010 Router

Feature History

Platform Release Feature Information

Cisco IoT Device Cisco IoT Device * Support for Windows 10.

Manager (DM) for Cisco | Manager Release 5.1.0

10S * Supports for TLS v1.2 - IoTDM can connect to FnD

running TLS v1.2.

* Support for IR809 and IR829 routers and IR510
gateways. Minimum Cisco [0S release 15.6(3)M2.

* Support for Get TLVs and Post TLVs operations on
the IR509 and IR510 routers.

* Modulation support on IR510.

Cisco IoT Device Cisco IoT Device * Support for 4G LTE module for CGR 1000.
Manager (DM) for Cisco | Manager Release Minimum Cisco IOS release 15.5(3)M.
I0S 5.0.0.16

» Compatible with IoT Field Network Director 3.0 and
Industrial Operations Kit 2.0. Minimum Cisco [0S
Release 15.5(3)M.
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CHAPTER 2

Installation

This chapter explains how to install the Device Manager software.

* Required Expertise, on page 17

* System Requirements, on page 17

* Device Manager Installation, on page 18
* Device Manager Removal, on page 22

Required Expertise

This guide is intended for Field Technicians who have basic experience operating a computer laptop.

System Requirements

This section lists the system requirements for Device Manager Release 5.1.

Laptop
The laptop running Device Manager must have the following:
* Microsoft Windows 10, Microsoft Windows 7 Enterprise, or Microsoft Windows Professional.
* 2 GHz or faster processor recommended
* 2 GB RAM minimum (for potential large log file processing)
» WiFi or Ethernet interface
* 4 GB disk storage space
* Windows login enabled

» Utility-signed Certificate Authority (CA) and Client Certificate for router authentication (obtained from
your IT department)

* Customer-specific IT security hardening to keep the Device Manager laptop secure
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CGR 1000

See Feature History, on page 16 for CGR 1000 software requirements.

IR809

See Feature History, on page 16 for IR800 firmware requirements.

IR500

See Feature History, on page 16 for IRS00 firmware requirements.

loT-FND

To work with Device Manager, [oT-FND must be Release 4.0 or greater.

Device Manager Installation
~

Note Note: You must uninstall any instance of CG-DM 4.x or earlier, before you install [oT-DM on your laptop.
The installer will not recognize the older installation given that the product name has changed from Cisco
Connected Grid Device Manager (CG-DM) to Cisco IoT Device Manager (IoT-DM).

To install the Device Manager:

SUMMARY STEPS

1. Double-click the Device Manager installer executable to start installation.

DETAILED STEPS

Double-click the Device Manager installer executable to start installation.
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=

ﬁ' Setup
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? Setup

Beady to Install

@

on your computer.

Setup is now ready to begin installing lIoT Device Manager

< Back

Next >

Cancel
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’ @ Setup Ei‘g

Completing the IoT Device Manager Setup
Hizard

Setup has finished installing IoT Device
Manager on your computer.

< Back Finish E| | Cancel

Device Manager Removal

To remove the Device Manager application, click Start > All Programs > Cisco | oT Device Manager >
Uninstall Cisco |oT Device Manager, or use Uninstall or change a program from Control Panel >
Programs and Features.
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CHAPTER 3

Managing Work Orders

The chapter describes using the Device Manager opening page with the CGR 1000, IR800, or IR500 to connect
to IoT-FND and manage work orders.

» Work Orders, on page 23

* Importing Certificates, on page 25

* Setting Up the [oT-FND Connection, on page 27

* Synchronizing With IoT-FND, on page 28

* Updating Work Order Status, on page 29

* Override Work Order, on page 30

* Managing Notes and Assets of Work Order, on page 30

Work Orders

When you first start Device Manager, the opening page displays a list of work orders, if any are available.
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Whenever work or direct inspection of a CGR 1000 or IR500 is necessary by a field technician, an administrator
generates a work order in IoT-FND. Work orders include the encrypted credentials necessary for the technician
to connect to the router.

You must synchronize Device Manager with IoT-FND to download the latest work orders from IoT-FND
and upload status of the work orders to [oT-FND. See Synchronizing With [oT-FND, on page 28.

Each work order shows the following information:

* Work order number

* Description

* Device model

« Start date

 Time remaining on the work order

N

Note When no time remains on the work order, Time Remaining displays “Expired”. If you attempt to connect to
the router with an Expired work order, Device Manager displays an error message.

* Status of the work order: New, In Service, Completed, or Incomplete
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* Device name

Importing Certificates

[0T-DM can connect with FND by FND’s web UI cert SHA256 fingerprint or CA certificate and connect
with IOS devices by CA certificate.

As admin, you can import certificates through the Device Manager opening page. You need to know the path
to the certificate (.pfx). Generally, the admin downloads the .pfx file and password to the Device Manager
laptop. All these certificates will be verified when being imported to IoT-DM.

To import a certificate:

SUMMARY STEPS
1. On the Device Manager opening page, select Import Certificate from the drop-down menu on the upper
right.
2. Inthe Import Certificate dialog box, browse to the location of the certificate file on your laptop and enter
the password for the pfx certificate file.
3. Choose the certificate type.
 If FND and device are using the CA certificates issued from different CA, choose FND while
importing certificate to communicate with FND, and choose Device while importing certificate for
device.
« If FND and Device are both using the CA certificate issued from the same CA, choose Common.
The certificate will be available for the verification for both FND and Device certificate.
4. Click Import. A dialog box displays a success message and informs you to restart Device Manager.
5. Restart Device Manager.
6. To view the certificate details, select View Certificate from the Device Manager opening page drop-down
menu on the upper right.
7. Click the tab for the certificate details you want to view.
DETAILED STEPS
Step 1 On the Device Manager opening page, select Import Certificate from the drop-down menu on the upper right.

Step 2

[ -
& IaT Device Manager 50013 frm . -
loT Device Manager =
5.0012 ;
Import Cerbilicate
- Lat Spaced e Certificate
Mot synchranized yet! Change 1oT-FN D Connection Settings
D Sy i ol -Fl Wiew Log File
— e !
WWark Orders Ui S N I

In the Import Certificate dialog box, browse to the location of the certificate file on your laptop and enter the password
for the pfx certificate file.
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@ Import Centificate e

Q Import Certificate

® Import [OT-DM Certificates
Location || Q

Password

Certificate Type ®) Device FND Common

mport FTT Keystore

Cancel

Step 3 Choose the certificate type.

« If FND and device are using the CA certificates issued from different CA, choose FND while importing certificate
to communicate with FND, and choose Device while importing certificate for device.

* If FND and Device are both using the CA certificate issued from the same CA, choose Common. The certificate
will be available for the verification for both FND and Device certificate.

Note If you choose the FND option and import a device certificate instead of an FND certificate, the FND certificate
will be replace with the device certificate. In that case, 2 copies of device certificates will be present, and you
cannot connect to FND and will get an error. To connect with FND again, you need to properly choose the
FND option and import the FND certificate.

If you upload a new certificate, the old certificate will be replaced, for both FND and devices.

Step 4 Click Import. A dialog box displays a success message and informs you to restart Device Manager.

Step 5 Restart Device Manager.

Step 6 To view the certificate details, select View Certificate from the Device Manager opening page drop-down menu on the
upper right.
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Expires Manday, March 1, 2027 11:07:52 AM 15T
Please connect te FTT to view CA and DTLS Certificates el
Step 7 Click the tab for the certificate details you want to view.

Setting Up the loT-FND Connection

Before synchronizing with [oT-FND for the first time, configure Device Manager to connect to the [oT-FND
application server.

SUMMARY STEPS
1.  Onthe Device Manager opening page, click Sync with |0T-FND, or select Change | oT-FND Connection
Settings from the drop-down menu on the upper right of the page.
2. Inthe IoT-FND Connection Settings dialog box, enter the username, password, and IP address for
connecting to the [oT-FND application server.
3. Confirm or change the server port number.
4. Click Save.
5. Click Test Connectivity to test connecting to the IoT-FND server.
DETAILED STEPS

Step 1 On the Device Manager opening page, click Sync with 10T-FND, or select Change | 0T-FND Connection Settings
from the drop-down menu on the upper right of the page.

Step 2 In the IoT-FND Connection Settings dialog box, enter the username, password, and IP address for connecting to the
[oT-FND application server.
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Cancel

Step 3 Confirm or change the server port number.
Step 4 Click Save.
Step 5 Click Test Connectivity to test connecting to the IoT-FND server.

Synchronizing With loT-FND

Synchronizing with IoT-FND is a two-way operation. All assigned work orders are downloaded from IoT-FND
to CG-DM, and CG-DM updates [oT-FND with the status of complete and incomplete work orders.

N

Note  You can only download assigned work orders from IoT-FND.

To download the latest work orders from [oT-FND and upload the status of the work orders to IoT-FND:

SUMMARY STEPS

1. Onthe Device Manager opening page, click Syncwith | 0T-FND. Device Manager verifies the authorization
for connecting to the IoT-FND application server. If the connection is successful, a dialog box displays
the message Sync Successful and the number of downloaded work orders.

2. Click Closeto close the dialog box and display the list of work orders. Proceed to Connecting to the
Router with a Work Order or Connecting to the IR500 with a Work Order.
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DETAILED STEPS

Step 1

Step 2

On the Device Manager opening page, click Syncwith loT-FND. Device Manager verifies the authorization for connecting
to the IoT-FND application server. If the connection is successful, a dialog box displays the message Sync Successful
and the number of downloaded work orders.

Click Closeto close the dialog box and display the list of work orders. Proceed to Connecting to the Router with a Work
Order or Connecting to the IR500 with a Work Order.

Updating Work Order Status

The work order number on the left of the Device Manager opening page corresponds to an existing work order
within a utility management or operations system that the technician can access to get additional details on
the work order.

Generally, a technician synchronizes with [oT-FND at the beginning of the day to download work orders
before heading to the field and then again at the end of the day when back at the office to update IoT-FND
with the changes.

The work order status can be New, Complete, or Incomplete.

To update the status of a work order:

SUMMARY STEPS
1. Using the Order number that appears on the left of the Device Manager opening page, locate the specific
work details from the appropriate system and then do one of the following:
2. Click Sync with 10T-FND to update [oT-FND.
DETAILED STEPS
Step 1 Using the Order number that appears on the left of the Device Manager opening page, locate the specific work details

Step 2

from the appropriate system and then do one of the following:

» When you complete the work order, select Complete from the Status drop-down menu.
« If you are not able to complete the work order, select | ncomplete from the Status drop-down menu.

The work order reflects the status change.
Click Sync with 10T-FND to update IoT-FND.

After synchronization with [oT-FND, all Complete, Incomplete, and Expired work orders are removed from the Device
Manager display.
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Override Work Order

Use the Override Work Order option when you need to use different login information than that provided in
the work order.

For example, for connecting to the CGR 1000, the SSID or passphrase for a WiFi connection might have
changed since the work order was first created, but a new work order was not issued. In this case, the field
technician might call the administrator for that information and use Override Work Order to enter that new
information to log in to the router. Optionally, the field technician can directly connect to the router over
Ethernet with the Auto Discover IP address option.

To change the login information:

SUMMARY STEPS
1.  On the Device Manager opening page, click Override Work Order.
2. Follow the steps in Manually Connecting to the Router for the CGR 1000 or Connecting to the IR500
Without a Work Order for the IR500.
DETAILED STEPS

Step 1 On the Device Manager opening page, click Override Work Order.

Step 2 Follow the steps in Manually Connecting to the Router for the CGR 1000 or Connecting to the IRS00 Without a Work
Order for the IR500.

Managing Notes and Assets of Work Order

From IoT Device Manager Release 5.2, you can display the assets and notes created in FND in [oT-DM, and
add new notes to the work order. The added notes will be updated in FND via NB API. The assets created in
FND cannot be modified in IoT-DM.

Follow these steps to add notes to the work order.

Step 1 Click the Sync with 10T-FND button to download work orders from FND.
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Step 2 When the work orders are displayed, click the View buttonn in the Notes & Assets column.
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Step 3

The Notes and Assets window displays, which contains two tabs: Notes and Assets.
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Step 4 On the Assets tab,click View Filesto display the files for the assets. Files can be downloaded either by clicking on the

file or clicking the download button.
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descripho Samg
descriptio Samg Iil Close
descriptio Samy
descriptio Samg
descriptio
Close
Step 5 On the Notes tab, click the file name to download the notes.
GHZHBETHP
001 73 BOB00ZCO04C
Lahamas
Sample02 (1lipg
Chrmanthemum.ipg
Add Noles Clorse

Step 6 Click Add Noteson the Notestab. The Add Notes pop-up window appears. Add note description and upload a file, then
click the Save button. Either Description or File is mandatory. The notes added on IoT-DM can be deleted before the
sync with IoT FND, by clicking the Recycle Bin icon.
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Managing Notes and Assets of Work Order .

& Motes and Ascets L&
Notes and Assets
Workorder Humber GHIHBZKP
Device Id 001 TIE0E0IC00C
Technici

@ Add Netes @I
= E{f Add Notes

Sample not Descrpion of Fie any one is mandatory

Sample note ag Description

Lecation Max Fila Size SMB | Q

iy | e

(@ Notes and Assets =

Notes and Assets

Workorder Number GHZHETKF

Device D0173B0E003 C00AC
Technician bahamas

Hates Assets

Sampie note Sample2 (11ipg

Sample note added in loT-08M Chresanthemumapg o

iy o=
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. Managing Notes and Assets of Work Order

@ Notes and Assets =)
Notes and Assets
Wi karder Number GHIHEIEF

Davice W 00173B0B003CO04C

Motes
Delete Note
Sample nate Are you sure you want to delete the note ?
Sample note s =

mdlilEse @ O

Step 7 Click Sync with 10T FND to sync work orders with [oT-FND.

& Sync with loT-FND

Buccess

Details:

Dewnlaaded 0 work arders, uploaded 1" wark arders.

Save Resulls W
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CHAPTER 4

Performing Tasks on the CGR 1000

The chapter explains how to use the Device Manager to perform tasks on the CGR 1000.

* Connecting to the CGR 1000, on page 37

* Testing Connectivity, on page 39

* Managing Interfaces, on page 44

* Changing the Configuration, on page 48

* Updating the Firmware Image, on page 52

* Retrieving Logs, on page 55

* Managing Modules, on page 57

 Executing Commands, on page 62

* Disconnecting from the CGR 1000, on page 64

Connecting to the CGR 1000

You can use Device Manager in the following ways:

* Operating with [oT-FND——When you have [oT-FND operating in the network, you can connect to that
system with Device Manager to download and update work orders. Work orders allow Device Manager
to view status and perform tasks on the CGR 1000. To operate in conjunction with IoT-FND, follow the
steps in Setting Up the IoT-FND Connection.

* Operating without IoT-FND—When you do not have [oT-FND operating in the network or do not want
to connect to that system, use Device Manager to connect directly to a CGR 1000 by either WiFi (with
valid SSID and passphrase) or Ethernet to view status and perform tasks on the CGR 1000.

Connecting to the Router with a Work Order

Before connecting to the router with a work order, you should be familiar with the information in Managing
Work Orders.

To connect to the router with a work order, select a work order from the list on the Device Manager opening
page and click Connect.

\}

Note The IR809 must have IPv6 option enabled to connect with work order.
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Manually Connecting to the Router

You can connect to a CGR 1000 by either Ethernet or WiFi. WiFi connectivity ensures WPA Layer 2 security
on data traffic between Device Manager and the router, after association and the key handshake complete.
The Ethernet connection is secured by HTTPS only.

Connect to the Device Manager by employing one of the following methods:
* Auto Discovered IPv6 address (preferred method for the field)
* [Pv4 address (such as 128.128.128.128)
* [Pv6 address (such as fe80::d811:6402:2ac4:4¢cal)

To connect to the Device Manager manually:

SUMMARY STEPS

On the Device Manager opening page, click Connect Without Work Order.

In the Connect to Device dialog box, select the Device Type: CGR1120 or CGR1240.
Select the Connection Type: Over WiFi, Over Ethernet, or Auto Detect.

Enter the router IP address and port, or select the check box to auto-discover the IP address.
. (WiFi only) Enter the SSID and pass phrase.

Enter the user name and password.

NOO A WN

Click Connect. The Device Manager main page appears.

DETAILED STEPS

Step 1 On the Device Manager opening page, click Connect Without Work Order.
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Testing Connectivity .

Connect To Device

Device Type CGR11.20 - l
Connection Type = Cher W E: Choer Ethernet ‘ <

i
IF Addraess 10.77.245.15 Port 443

[] muto-discover 1PvE Address

ViFi 551D WiF i Pass Phrase

Device Wser Name admin Device Fassword

Cancel  Connect

- 5
w3
Step 2 In the Connect to Device dialog box, select the Device Type: CGR1120 or CGR1240.
Step 3 Select the Connection Type: Over WiFi, Over Ethernet, or Auto Detect.
Step 4 Enter the router IP address and port, or select the check box to auto-discover the IP address.
Note To Auto Discover an IPv6 address, the laptop running Device Manager must be directly connected to the CGR

1000 via Ethernet or WiFi. By design, the Auto Discover function works when there is only one active router
within the same network.

Step 5 (WiF1i only) Enter the SSID and pass phrase.
Step 6 Enter the user name and password.

Step 7 Click Connect. The Device Manager main page appears.

Testing Connectivity

You can confirm connectivity to a device from the CGR 1000 through the Connectivity page.

Before you can check a device connection or route to a CGR 1000, you must add the IPv4 or IPv6 address or
hostname of the device (connection target) to Device Manager. All work orders have connection targets.
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Adding a Device IP Address

To add a device IP address:

SUMMARY STEPS
1. On the Device Manager main page, click the Connectivity tab.
2. On the Connectivity page, click Add Target to create a new target.
3. In the Description field, enter a description for the device.
4. In the IP Address field, enter the IP address (IPv4 or IPv6) of the device.
5. Click Save. You can now test the connectivity to the device you just added
DETAILED STEPS
Step 1 On the Device Manager main page, click the Connectivity tab.

Step 2 On the Connectivity page, click Add Target to create a new target.
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Pinging a Device IP Address .

@ soscomsrenrose M leabde

Add Connection Target

Description

IP Address

[fx)
&
3

Step 3 In the Description field, enter a description for the device.

Step 4 In the IP Address field, enter the IP address (IPv4 or IPv6) of the device.

Step 5 Click Save. You can now test the connectivity to the device you just added to the Device Manager.

Pinging a Device IP Address

The Ping feature allows you to verify connectivity to a device by querying the target IP address.

To test connectivity between the router and the device:

SUMMARY STEPS
1.  On the Connectivity page, select the connection target and click Ping. A dialog box appears indicating
that the router is attempting to ping the target IP address.
2. Click OK to close the Ping dialog box.
DETAILED STEPS
Step 1 On the Connectivity page, select the connection target and click Ping. A dialog box appears indicating that the router is

attempting to ping the target IP address.
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B railed Ping

Retrieving information from the device. Please wait ..

301533

When the system successfully pings the device, a dialog box appears indicating that the ping was successful.

If the system does not successfully ping a device, refer to Failed Ping, on page 42.

Step 2 Click OK to close the Ping dialog box.

Failed Ping

If the system does not successfully ping a device, a message appears showing the details of the failed ping
attempt.

Details:

Type escope sequence o abort.
Sendmg 5, 100-byte KOMP Echos to 1045670, timeout is 2 seconds:

Success rate is 0 percent (0/5)

Save Resuits W

391534
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SUMMARY STEPS
1. In the Ping error dialog box, review the reason for the error, then click OK or Save Results to save the
output to a file on the laptop.
2. Proceed to Tracing the Route of a Device IP Address, on page 43.
DETAILED STEPS
Step 1 In the Ping error dialog box, review the reason for the error, then click OK or Save Results to save the output to a file

on the laptop.
Step 2 Proceed to Tracing the Route of a Device IP Address, on page 43.

Tracing the Route of a Device IP Address

When an [P address cannot be reached using Ping, you can use the Trace Route feature to check the route
taken to reach the device IP address.

To trace the route of the IP address:

SUMMARY STEPS
1. On the Connectivity page, click Trace Route for the listed connection target.
2. Ifthe trace route is successful, review the details and click Save Results or OK in the Trace Route dialog
box.
3. If'the trace route is unsuccessful, proceed to Deleting or Editing a Device IP Address, on page 43.
DETAILED STEPS
Step 1 On the Connectivity page, click Trace Route for the listed connection target.
Step 2 If the trace route is successful, review the details and click Save Results or OK in the Trace Route dialog box.
Step 3 If the trace route is unsuccessful, proceed to Deleting or Editing a Device IP Address, on page 43.

Deleting or Editing a Device IP Address

After you have tested a target IP address and verified its connectivity, you can delete the device entry from
the Device Manager. You can also delete or edit an IP address that the application identifies as incorrect during
failed pings and trace route attempts.

To delete or edit a target IP address:

SUMMARY STEPS

1. On the Connectivity page, select the listed connection target, and click Delete to remove the device from
the list.

2. To edit the device’s IP address, click M odify Tar get.
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3. In the Modify Connection Target dialog box, edit the IP address and click Save.

DETAILED STEPS

Step 1 On the Connectivity page, select the listed connection target, and click Delete to remove the device from the list.
Step 2 To edit the device’s IP address, click M odify Tar get.
Step 3 In the Modify Connection Target dialog box, edit the IP address and click Save

Managing Interfaces

You can bring up or shut down an interface on the Interfaces page. You can also reset an interface and view
interface details.

* When the line protocol for an interface is up (a green check mark), the line protocol is currently active.
When the line protocol for an interface is down (a red cross), it means the line protocol is not active.

* When the administrative status for an interface is Up (a green check mark), the administrator brought up
the interface. When the administrative status for an interface is down (a red cross), the administrator took
down the interface.

All interfaces installed within the CGR 1000 display automatically.
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Resetting an Interface .
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Resetting an Interface

Resetting an interface shuts it down and then brings it up. To reset an interface:

SUMMARY STEPS

1. On the Device Manager main page, click the | nterfaces tab.

2. On the Interfaces page, select an interface and click Reset.

3. In the Reset Interface dialog box, click Yesto confirm the reset.
DETAILED STEPS
Step 1 On the Device Manager main page, click the I nterfaces tab.

Step 2 On the Interfaces page, select an interface and click Reset.
Step 3 In the Reset Interface dialog box, click Yesto confirm the reset.
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Viewing Details for an Interface

N

Select an interface and click View Details to display information including interface status, settings, and
dynamic statistics. Information is updated every 5 seconds.

Note

SUMMARY STEPS

DETAILED STEPS

In this release, details are available for the 3G (cellularx/1), 4G LTE (cellularx /1), and WiMAX (Dot16Radiox
/1) interfaces.

The following details are available for the cellular interface:
* Received Signal Strength Indicator (RSSI) (chart)
* Modem status
* Settings (IMSI, IMEI, Cell ID, and APN)

The following details are available for the WIMAX interface:
* RSSI (chart)
* Carrier to Interference-plus-Noise Ratio (CINR) (chart)

* Settings (Hardware Address, Hardware Version, Microcode Version, Firmware Version, Device Name,
Link State, Frequency, and Bandwidth)

To view details for an interface:

1. On the Device Manager main page, click the Interfaces tab.
2. On the Interfaces page, select an interface and click View Details.

Step 1 On the Device Manager main page, click the I nterfaces tab.

Step 2 On the Interfaces page, select an interface and click View Details.
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Bringing Up an Interface .
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Bringing Up an Interface

When an interface is shut down for any reason, you can attempt to bring up the interface.

SUMMARY STEPS

1. On the Device Manager main page, click the | nterfaces tab.
2. On the Interfaces page, select an interface and click Bring Up.

Cisco loT Device Manager Installation and User Guide, Release 5.x .



Performing Tasks on the CGR 1000 |
. Shutting Down an Interface

3. In the Bring Up interface dialog box, click Yesto confirm bringing up the interface.
DETAILED STEPS
Step 1 On the Device Manager main page, click the I nterfaces tab.

Step 2 On the Interfaces page, select an interface and click Bring Up.
Step 3 In the Bring Up interface dialog box, click Yesto confirm bringing up the interface.

Shutting Down an Interface

\)

Note  You cannot shut down the interface on which the Device Manager communicates with the CGR 1000 because
the connection would be lost.

To shut down an interface:

SUMMARY STEPS
1. On the Device Manager main page, click the | nterfaces tab.
2. On the Interfaces page, select an interface and click Shut Down.
3. In the Shut Down interface dialog box, click Yesto confirm shutting down the interface.
DETAILED STEPS
Step 1 On the Device Manager main page, click the I nterfaces tab.
Step 2 On the Interfaces page, select an interface and click Shut Down.
Step 3 In the Shut Down interface dialog box, click Yesto confirm shutting down the interface.

Changing the Configuration

You can upload a router configuration file to the Device Manager and then use that file to replace the startup
configuration or the express setup (factory configuration) of the CGR 1000. (For more information about the
configuration file, see Managing Configuration Files Configuration Guide, Cisco I0S Release I15SM&T .)

\}

Note In NMS mode, you can replace only the factory configuration. In non-NMS mode, you can replace both the
startup and factory configuration.

You can also download the factory or startup configuration file from the router to your laptop.
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Adding a Configuration File

To add a configuration file to Device Manager:

SUMMARY STEPS
1. On the Device Manager main page, click the Config tab.
2. Click Add Configuration File.
3. Inthe Add Configuration File dialog box:

DETAILED STEPS

Step 1 On the Device Manager main page, click the Config tab.
Step 2 Click Add Configuration File.
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Step 3 In the Add Configuration File dialog box:

a) Enter a description for the configuration file that you are going to upload.
b) Click Search to navigate to the configuration file location and select the file.
¢) Click Save.

391526

The file you selected is listed on the Config page.

Downloading a Configuration File

To download the factory configuration file or the startup configuration file to the Device Manager laptop:

SUMMARY STEPS
1.  On the Device Manager main page, click the Config tab.
2. Click Download Factory Configuration or Download Startup Configuration.
3. Inthe Save As dialog box, enter a file name and click Save. A message appears indicating that the output
was saved successfully.
DETAILED STEPS

Step 1 On the Device Manager main page, click the Config tab.
Step 2 Click Download Factory Configuration or Download Startup Configuration.
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Step 3 In the Save As dialog box, enter a file name and click Save. A message appears indicating that the output was saved
successfully.

Replacing a Configuration File

After you add a configuration file to Device Manager (see Adding a Configuration File, on page 49), you can
find the file name listed on the Config page. You can use the file to update the startup configuration or the
express setup (factory configuration).

A

Caution Replacing the configuration file causes the router to reboot. All connections to the router are lost during the
update. After this task starts, there is no way to cancel the event. Be careful when using this feature.

To replace the configuration file on the router:

SUMMARY STEPS
1. On the Config page, select the configuration file that you want to install and click Replace Startup
Configuration or Replace Factory Configuration.
2. In the confirmation dialog box, click Yesto begin installing the router configuration file.
DETAILED STEPS
Step 1 On the Config page, select the configuration file that you want to install and click Replace Startup Configuration or

Replace Factory Configuration.

Step 2 In the confirmation dialog box, click Yesto begin installing the router configuration file.

If an error message appears, the file did not upload to the router. Proceed to Removing a Configuration File, on page 51.

Removing a Configuration File

After you update the router with the new configuration file, you can remove the file from Device Manager.
You can also use this function to remove unwanted or duplicate configuration files.

To remove a configuration file:

SUMMARY STEPS

1. On the Config page, select the configuration file you want to remove from the list.
2. Click Remove Configuration File.
3. In the dialog box that appears, click Yesto remove the file.
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DETAILED STEPS

Step 1 On the Config page, select the configuration file you want to remove from the list.
Step 2 Click Remove Configuration File.
Step 3 In the dialog box that appears, click Yes to remove the file.

Updating the Firmware Image

The CGR 1000 image bundle contains information that the router uses when starting up and operating. The
information in the image contains information on FPGA, 3G, 4G LTE, wireless drivers, and so on. The only
acceptable file format for the Cisco CGR 1000 image file is a zip bundle, which contains a manifest file with
information on versioning and files. Any missing files in the zip bundle cancels the update. You can find the
official Cisco CGR 1000 zip bundle on Cisco.com:

https://www.cisco.com/c/en/us/support/routers/1 000-series-connected-grid-routers/tsd-products-support-series-home. html
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Adding an Image

To add an image file to Device Manager:
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SUMMARY STEPS
1. On the Device Manager main page, click the Firmware tab.
2. Click Add Image.
3. Inthe Add Image dialog box:

DETAILED STEPS

Step 1 On the Device Manager main page, click the Firmware tab.

Step 2 Click Add I mage.

e ooaamme

Add Image

Description

Location

391524

Step 3 In the Add Image dialog box:

a) Enter a description for the image that you are going to upload.
b) Click Search to navigate to the image file location and select the file.
¢) Click Save.

The file you select appears on the Firmware page.

Uploading an Image to the Router

The Upload to Device option allows you to upload and store a copy of a firmware image on the router without
initiating an immediate image install. This capability allows operations personnel to use IoT-FND or a utility
management tool to install and reboot the router when network conditions allow.
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To upload an image to the router:

SUMMARY STEPS
1.  On the Device Manager main page, click the Firmware tab.
2. Ifthe firmware image that you want to install on the router is not listed on the Firmware page, add the
image (see Adding an Image, on page 52).
3. On the Firmware page, select the router firmware image that you want to upload and click Upload to
Device. The new image is stored on the router until you are ready to install the image on the router. (See
Installing an Image, on page 54.)
DETAILED STEPS
Step 1 On the Device Manager main page, click the Firmwar e tab.
Step 2 If the firmware image that you want to install on the router is not listed on the Firmware page, add the image (see Adding

an Image, on page 52).

Step 3 On the Firmware page, select the router firmware image that you want to upload and click Upload to Device. The new
image is stored on the router until you are ready to install the image on the router. (See Installing an Image, on page 54.)

Installing an Image
A\

Caution  Be careful when using this feature. After this tasks starts, there is no way to cancel the event. Updating the
router firmware image might take a while to complete and requires a reboot. All connections to the router are
unavailable during the image update.

To install an image:

SUMMARY STEPS
1. On the Firmware page, select the image file to install and click I nstall on Device.
2. In the dialog box that appears, click Yesto exclude Guest OS from the installation.
3. Ifyou click Yes, Guest OS will not be upgraded.
4. If the firmware image already exists in the router, you are prompted to confirm reinstalling the same
image.
5. In the confirmation dialog box, click Yesto begin the install process. After the router firmware update
completes, the router reboots.
DETAILED STEPS
Step 1 On the Firmware page, select the image file to install and click I nstall on Device.

Step 2 In the dialog box that appears, click Yes to exclude Guest OS from the installation.
Step 3 If you click Yes, Guest OS will not be upgraded.

Step 4 If the firmware image already exists in the router, you are prompted to confirm reinstalling the same image.
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Step 5 In the confirmation dialog box, click YeSto begin the install process. After the router firmware update completes, the
router reboots.

Removing an Image

After you install an image, you can remove the image file from the Device Manager. You can also use the
Remove image option to remove an image file.

To remove an image file:

SUMMARY STEPS
1. On the Update Image page, select a image.
Click Remove Image.
3. In the dialog box that appears, click Yesto remove the image. A message warns you if the image has not
yet been installed on the router.
DETAILED STEPS

Step 1 On the Update Image page, select a image.
Step 2 Click Remove Image.

Step 3 In the dialog box that appears, click Yesto remove the image. A message warns you if the image has not yet been installed
on the router.

Retrieving Logs

You can retrieve real-time log events from the CGR 1000 and view them on the Log page or save the
information to a file.

You can specify either the system log or the tech support log for retrieval.
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Retrieving and Saving Logs

To retrieve real-time log events from the router:

SUMMARY STEPS

On the Device Manager main page, click the L og tab.
On the Log page, select the report retrieval task from the Select Task drop-down menu:
To save a copy of the retrieved log events displayed on the page, click Save.

PN

In the Save As dialog box, enter a file name and click Save. A message appears indicating that the output
was saved successfully.

5. To clear the output, click the black cross.

DETAILED STEPS

Step 1 On the Device Manager main page, click the Log tab.
Step 2 On the Log page, select the report retrieval task from the Select Task drop-down menu:

* Fetch Log—Retrieves the output from the show logging command.

* Fetch Tech-Support—Retrieves the output from the show tech-support command.
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Step 3 To save a copy of the retrieved log events displayed on the page, click Save.

Step 4 In the Save As dialog box, enter a file name and click Save. A message appears indicating that the output was saved
successfully.

Step 5 To clear the output, click the black cross.

Managing Modules

The Modules page guides you through the process of inserting or removing modules on the CGR 1000.
You can determine the slot availability as follows:

* A green module with the plus sign (+) indicates an available slot.
* A yellow module with the minus sign (-) indicates an occupied slot.

* A gray module with the minus sign (-) indicates that module status is not UP (for example, power down).

N

Note Hover the pointer over an occupied slot to display module details.
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For the modules of CGR 1240 series with firmware version 15.8 and above, when High Availability (HA)
information is supported, CGR activation status and its peer address will be displayed in the Dashboard tab,
as the following figure shows.
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BRI Za0ES e e 013 charged 1 35 Ha ek Cioe @

Intarisces Canlig Lime: Atvancad

O Heuris), 00 Binuteis)

BATTERY 2 BATTEEY

';l'ﬂsi:mc 1224 Version:  Unicscsm Wersiore  Unknown

)
ﬁ Bad cell E Mot Available Mot Available |
0 %

Status ACTIVE i

Peer IP 10,104, 188175
100

- |

o [

S m |

If you hover the curser on the WPAN slots under Dashboard and Modules tab, HA status will appear in the
tooltip, as the following figure shows.
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Note

For details on opening the chassis door of the CGR 1240, please refer to the “Opening the Router Chassis”
chapter in the Cisco 1240 Connected Grid Router Hardware Installation Guide . For details on installing a
specific module, refer to the Installation and Configuration Guide for that module at:
http://www.cisco.com/go/cgr1000-docs .

Inserting a Module

SUMMARY STEPS

To insert a module:

On the Modules page, click the module slot that corresponds to the target destination for your module.
To continue inserting the module, click Yes in the Insert Module confirmation dialog box.

When the Insert module into SLOT message appears, insert the module in the physical slot of the router.
Click Finish.

In the Insert Module dialog box, click Save Results or OK. The slot where you physically inserted the
module appears in yellow with a minus (-) sign, indicating an occupied slot.

apwd-=
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DETAILED STEPS
Step 1 On the Modules page, click the module slot that corresponds to the target destination for your module.
Note Empty slots are in green and display a plus sign.
Step 2 To continue inserting the module, click Yes in the Insert Module confirmation dialog box.
@& laT Device Manager 5.0.0.12 = =
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4 = (w] > Q &%

Dashboard Connectivity Interfaces Canfig Firrmware als Madules

o

Step 3 When the Insert module into SLOT message appears, insert the module in the physical slot of the router.
Step 4 Click Finish.

Step 5 In the Insert Module dialog box, click Save Results or OK. The slot where you physically inserted the module appears
in yellow with a minus (-) sign, indicating an occupied slot.

Removing a Module

N

Note Before starting the removal process, ensure that no traffic is active or destined for the module. You cannot
run any other operations when removing a module.
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To remove a module:

SUMMARY STEPS
1. On the Modules page, click the module slot corresponding to the location of the module that you want to
remove.
2. To continue the removal, click Yesin the Remove Module confirmation dialog box.
3. When the Remove module from SLOT message appears, remove the module from the physical slot of the
router.
4. Click Finish.
5. Click Save Resultsor OK in the Remove Module dialog box. The slot where you physically removed
the module appears in green with a plus (+) sign, indicating an empty slot.
DETAILED STEPS
Step 1 On the Modules page, click the module slot corresponding to the location of the module that you want to remove.
Note Populated slots are in yellow and display a minus sign.
Step 2 To continue the removal, click Yesin the Remove Module confirmation dialog box.

Caution Do not physically remove the module until a message prompts you to do so.
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Remove module from SLOT 3
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Step 3 When the Remove module from SLOT message appears, remove the module from the physical slot of the router.
Step 4 Click Finish.

Step 5 Click Save Resultsor OK in the Remove Module dialog box. The slot where you physically removed the module appears
in green with a plus (+) sign, indicating an empty slot.

Executing Commands

The Advanced page provides access to the CGR 1000 CLI to fine-tune or troubleshoot the router. You must
have admin privilege and be familiar with Cisco IOS commands. For details on supported commands, refer
to the CGR 1000 software configuration guides at: www.cisco.com/go/cgr1000-docs
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cgna exec-profile cg-nms-register

|

event manager environment ZT0_SCEP_ CGNA_Profile og-nms-tunnel
event manager environment ZT0_SCEP LDevID trustpoint_name LDevID
event manager directory user policy "flashyfeem”

!

end

SUMMARY STEPS

On the Device Manager main page, click the Advanced tab.

Enter Cisco IOS commands in the text input area at the bottom of the page as follows:
Use the buttons above the output area for the following common commands:

To save a copy of the output, click Save.

In the Save As dialog box, enter a file name and click Save. A message appears indicating that the output
was saved successfully.

apwbd-R
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6. To clear the output, click the black cross.

DETAILED STEPS

Step 1 On the Device Manager main page, click the Advanced tab.
Step 2 Enter Cisco IOS commands in the text input area at the bottom of the page as follows:

* To execute an exec command (for example, show version), type the command and click the execute button.
* To execute multiple exec commands, type one command per line and click the execute button.

* Use the up arrow to display the previous command.

* Use the down arrow to display the next command.

» To execute config commands, enclose all of the config commands between configureter minal and end commands,
and click the execute button, for example:

Example:

configure terminal

interface gigabitethernet 2/1
description management interface
interface gigabitethernet 2/2
description not used

end

Command output appears in the output area above the text input area.

Step 3 Use the buttons above the output area for the following common commands:
* Upload File

—Upload a new image file to the router.
* File Directory—Display the router file directory.

» System Time—Display the current setting of the system clock for the router.

« Reboot—Reboot the router.

You can also select a command from the M ore Actions drop-down menu, then click Go. The following commands are
available:

» Show Running Configuration

* Show Startup Configuration

* Save Running to Startup

* Reset to Factory Configuration

» Show Factory Configuration

» Show Before Tunnel Configuration

» Show Before Registration Configuration

» Show All CGNA Profiles
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* Trigger Registration Request to [oT-FND

* Trigger Tunnel Provisioning Request to IoT-FND

Step 4 To save a copy of the output, click Save.

Step 5 In the Save As dialog box, enter a file name and click Save. A message appears indicating that the output was saved
successfully.

Step 6 To clear the output, click the black cross.

Disconnecting from the CGR 1000

After finishing your work on the CGR 1000, click the left arrow on the left side of the menu tabs area on the
main page to disconnect Device Manager from the router. Click Yes to confirm that you want to disconnect
from the device. Device Manager disconnects and displays the Device Manager opening page.
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CHAPTER 5

Performing Tasks on the IR800

The chapter explains how to use the Device Manager to perform tasks on the IR800.

* Connecting to the IR800, on page 65

* Testing Connectivity, on page 68

* Managing Interfaces, on page 72

* Changing the Configuration, on page 75

* Updating the Firmware Image, on page 78
* Retrieving Logs, on page 81

* Executing Commands, on page 82

* Disconnecting from the IR800, on page 84

Connecting to the IR800

You can use Device Manager in the following ways:

* Operating with [oT-FND——When you have IoT-FND operating in the network, you can connect to that
system with Device Manager to download and update work orders. Work orders allow Device Manager
to view status and perform tasks on the IR800. To operate in conjunction with IoT-FND, follow the steps
in Setting Up the IoT-FND Connection.

* Operating without [oT-FND—When you do not have [oT-FND operating in the network or do not want
to connect to that system, use Device Manager to connect directly to a IR800 by either WiFi (with valid
SSID and passphrase) or Ethernet to view status and perform tasks on the IR800.

Connecting to the Router with a Work Order

Before connecting to the router with a work order, you should be familiar with the information in Managing
Work Orders.

To connect to the router with a work order, select a work order from the list on the Device Manager opening
page and click Connect.

\}

Note The IR809 must have IPv6 option enabled to connect with work order.
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Manually Connecting to the Router

You can connect to an IR809 by Ethernet, and connect to an IR829 by Ethernet or WiFi.
Connect to the Device Manager by employing one of the following methods:

* Auto Discovered IPv6 address (preferred method for the field)

* [Pv4 address (such as 128.128.128.128)

* [Pv6 address (such as fe80::d811:6402:2ac4:4¢cal)

To connect to the Device Manager manually:

SUMMARY STEPS
1. On the Device Manager opening page, click Connect Without Work Order.
2. In the Connect to Device dialog box, select the Device Type: |R809 or | R829.
3. Select the Connection Type: Over WiFi, Over Ethernet, or Auto Detect.
4. Enter the router IP address and port, or select the check box to auto-discover the IP address.
5. (WiFi only) Enter the SSID and pass phrase.
6. Enter the user name and password.
7. Click Connect. The Device Manager main page appears.
DETAILED STEPS

Step 1 On the Device Manager opening page, click Connect Without Work Order.
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Step 2 In the Connect to Device dialog box, select the Device Type: |R809 or | R829.
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Step 3 Select the Connection Type: Over WiFi, Over Ethernet, or Auto Detect.

Step 4 Enter the router IP address and port, or select the check box to auto-discover the IP address.
Step 5 (WiFi only) Enter the SSID and pass phrase.
Step 6 Enter the user name and password.

Step 7 Click Connect. The Device Manager main page appears.

Testing Connectivity

You can confirm connectivity to a device from the IR800 through the Connectivity page.

Before you can check a device connection or route to a IR800, you must add the IPv4 or IPv6 address or
hostname of the device (connection target) to Device Manager. All work orders have connection targets.

Adding a Device IP Address

To add a device IP address:

SUMMARY STEPS

1.  On the Device Manager main page, click the Connectivity tab.
2. On the Connectivity page, click Add Target to create a new target.
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3. In the Description field, enter a description for the device.
4. In the IP Address field, enter the IP address (IPv4 or IPv6) of the device.
5. Click Save. You can now test the connectivity to the device you just added to the Device Manager.

DETAILED STEPS

Step 1 On the Device Manager main page, click the Connectivity tab.
Step 2 On the Connectivity page, click Add Target to create a new target.
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Add Connection Target
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IP Address | |
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Step 3 In the Description field, enter a description for the device.

Step 4 In the IP Address field, enter the IP address (IPv4 or IPv6) of the device.

Step 5 Click Save. You can now test the connectivity to the device you just added to the Device Manager.

Pinging a Device IP Address

The Ping feature allows you to verify connectivity to a device by querying the target IP address.

To test connectivity between the router and the device:

SUMMARY STEPS

1.  On the Connectivity page, select the connection target and click Ping. A dialog box appears indicating
that the router is attempting to ping the target IP address.

2. Click OK to close the Ping dialog box.
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DETAILED STEPS

Step 1 On the Connectivity page, select the connection target and click Ping. A dialog box appears indicating that the router is
attempting to ping the target IP address.

Ping

" Retrieving information from the device. Please wait ..

391533

[

When the system successfully pings the device, a dialog box appears indicating that the ping was successful.

If the system does not successfully ping a device, refer to Failed Ping, on page 42.

Step 2 Click OK to close the Ping dialog box.

Failed Ping

If the system does not successfully ping a device, a message appears showing the details of the failed ping
attempt.
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Details:

Type escape sequence bo abort.
Sending 5, L00-byte ICMF Echos to 1043670, timegut is 2 seconds:

Success rate is 0 percent (0/5)

Save Results Ok 3
A
2
SUMMARY STEPS
1. In the Ping error dialog box, review the reason for the error, then click OK or Save Resultsto save the
output to a file on the laptop.
2. Proceed to Tracing the Route of a Device IP Address, on page 43.
DETAILED STEPS
Step 1 In the Ping error dialog box, review the reason for the error, then click OK or Save Results to save the output to a file
on the laptop.

Step 2 Proceed to Tracing the Route of a Device IP Address, on page 43.

Tracing the Route of a Device IP Address

When an IP address cannot be reached using Ping, you can use the Trace Route feature to check the route
taken to reach the device IP address.

To trace the route of the IP address:

SUMMARY STEPS

1. On the Connectivity page, click Trace Route for the listed connection target.

2. Ifthe trace route is successful, review the details and click Save Resultsor OK in the Trace Route dialog
box.

3. If'the trace route is unsuccessful, proceed to Deleting or Editing a Device IP Address, on page 43.
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DETAILED STEPS

Step 1 On the Connectivity page, click Trace Route for the listed connection target.

Step 2 If the trace route is successful, review the details and click Save Results or OK in the Trace Route dialog box.
Step 3 If the trace route is unsuccessful, proceed to Deleting or Editing a Device IP Address, on page 43.

Deleting or Editing a Device IP Address

After you have tested a target IP address and verified its connectivity, you can delete the device entry from
the Device Manager. You can also delete or edit an IP address that the application identifies as incorrect during
failed pings and trace route attempts.

To delete or edit a target IP address:

SUMMARY STEPS
1. On the Connectivity page, select the listed connection target, and click Delete to remove the device from
the list.
2. To edit the device’s IP address, click M odify Tar get.
3. In the Modify Connection Target dialog box, edit the IP address and click Save.
DETAILED STEPS
Step 1 On the Connectivity page, select the listed connection target, and click Delete to remove the device from the list.

Step 2 To edit the device’s IP address, click M odify Tar get.
Step 3 In the Modify Connection Target dialog box, edit the IP address and click Save.

Managing Interfaces

You can bring up or shut down an interface on the Interfaces page. You can also reset an interface and view
interface details.

» When the line protocol for an interface is up (a green check mark), the line protocol is currently active.
When the line protocol for an interface is down (a red cross), it means the line protocol is not active.

* When the administrative status for an interface is up (a green check mark), the administrator brought up
the interface. When the administrative status for an interface is down (a red cross), the administrator took
down the interface.

All interfaces installed within the IR800 display automatically.

. Cisco loT Device Manager Installation and User Guide, Release 5.x



| Performing Tasks on the IR800
Resetting an Interface .

e, [
f o
o
o Q
o o
.......... o =]
13 Rosat 4 S Down

Resetting an Interface

Resetting an interface shuts it down and then brings it up. To reset an interface:

SUMMARY STEPS

1. On the Device Manager main page, click the | nterfaces tab.

2. On the Interfaces page, select an interface and click Reset.

3. In the Reset Interface dialog box, click Yesto confirm the reset.
DETAILED STEPS
Step 1 On the Device Manager main page, click the I nterfaces tab.

Step 2 On the Interfaces page, select an interface and click Reset.
Step 3 In the Reset Interface dialog box, click Yesto confirm the reset.

Viewing Details for an Interface

Select an interface and click View Details to display information including interface status, settings, and
dynamic statistics. Information is updated every 5 seconds.

To view details for an interface:

SUMMARY STEPS

1. On the Device Manager main page, click the I nterfaces tab.
2. On the Interfaces page, select an interface and click View Details.
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DETAILED STEPS
Step 1 On the Device Manager main page, click the I nterfaces tab.
Step 2 On the Interfaces page, select an interface and click View Details.

Bringing Up an Interface

When an interface is shut down for any reason, you can attempt to bring up the interface.

SUMMARY STEPS

1. On the Device Manager main page, click the | nterfaces tab.

2. On the Interfaces page, select an interface and click Bring Up.

3. In the Bring Up interface dialog box, click Yesto confirm bringing up the interface.
DETAILED STEPS
Step 1 On the Device Manager main page, click the | nterfaces tab.

Step 2 On the Interfaces page, select an interface and click Bring Up.
Step 3 In the Bring Up interface dialog box, click Yesto confirm bringing up the interface.

Shutting Down an Interface

)

Note  You cannot shut down the interface on which the Device Manager communicates with the CGR 1000 because
the connection would be lost.

To shut down an interface:

SUMMARY STEPS

1. On the Device Manager main page, click the | nterfaces tab.
2. On the Interfaces page, select an interface and click Shut Down.
3. In the Shut Down interface dialog box, click Yesto confirm shutting down the interface.

DETAILED STEPS

Step 1 On the Device Manager main page, click the I nterfaces tab.
Step 2 On the Interfaces page, select an interface and click Shut Down.
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Step 3 In the Shut Down interface dialog box, click Yes to confirm shutting down the interface.

Changing the Configuration

You can upload a router configuration file to the Device Manager and then use that file to replace the startup
configuration or the express setup (factory configuration) of the IR800.

)

Note In NMS mode, you can replace only the factory configuration. In non-NMS mode, you can replace both the
startup and factory configuration.

You can also download the factory or startup configuration file from the router to your laptop.
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Adding a Configuration File

To add a configuration file to Device Manager:

SUMMARY STEPS
1. On the Device Manager main page, click the Config tab.
2. Click Add Configuration File.
3. Inthe Add Configuration File dialog box:

DETAILED STEPS

Step 1 On the Device Manager main page, click the Config tab.
Step 2 Click Add Configuration File.
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Step 3

| |

Add Configuration File

Description

Location Q

Cancel Save

In the Add Configuration File dialog box:

a) Enter a description for the configuration file that you are going to upload.
b) Click Search to navigate to the configuration file location and select the file.
¢) Click Save.

The file you selected is listed on the Config page.

Downloading a Configuration File

To download the factory configuration file or the startup configuration file to the Device Manager laptop:

SUMMARY STEPS
1.  On the Device Manager main page, click the Config tab.
2. Click Download Factory Configuration or Download Startup Configuration.
3. Inthe Save As dialog box, enter a file name and click Save. A message appears indicating that the output
was saved successfully.
DETAILED STEPS
Step 1 On the Device Manager main page, click the Config tab.

Step 2

Click Download Factory Configuration or Download Startup Configuration.
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Step 3 In the Save As dialog box, enter a file name and click Save. A message appears indicating that the output was saved
successfully.

Replacing a Configuration File

After you add a configuration file to Device Manager (see Adding a Configuration File, on page 49), you can
find the file name listed on the Config page. You can use the file to update the startup configuration or the
express setup (factory configuration).

A

Caution Replacing the configuration file causes the router to reboot. All connections to the router are lost during the
update. After this task starts, there is no way to cancel the event. Be careful when using this feature.

To replace the configuration file on the router:

SUMMARY STEPS
1. On the Config page, select the configuration file that you want to install and click Replace Startup
Configuration or Replace Factory Configuration.
2. In the confirmation dialog box, click Yesto begin installing the router configuration file.
DETAILED STEPS
Step 1 On the Config page, select the configuration file that you want to install and click Replace Startup Configuration or

Replace Factory Configuration.

Step 2 In the confirmation dialog box, click Yesto begin installing the router configuration file.

If an error message appears, the file did not upload to the router. Proceed to Removing a Configuration File, on page 51.

Removing a Configuration File

After you update the router with the new configuration file, you can remove the file from Device Manager.
You can also use this function to remove unwanted or duplicate configuration files.

To remove a configuration file:

SUMMARY STEPS

1. On the Config page, select the configuration file you want to remove from the list.
2. Click Remove Configuration File.
3. In the dialog box that appears, click Yesto remove the file.
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DETAILED STEPS

Step 1 On the Config page, select the configuration file you want to remove from the list.
Step 2 Click Remove Configuration File.
Step 3 In the dialog box that appears, click Yes to remove the file.

Updating the Firmware Image

The IR800 image bundle contains information that the router uses when starting up and operating. The only
acceptable file format for the Cisco IR800 image file is a zip bundle, which contains a manifest file with
information on versioning and files. Any missing files in the zip bundle cancels the update. You can find the
official Cisco IR800 zip bundle on Cisco.com:

https://www.cisco.com/c/en/us/support/routers/800-series-industrial-routers/tsd-products-support-series-home.html

Mo ciuviend in lable

Adding an Image

To add an image file to Device Manager:

SUMMARY STEPS
1. On the Device Manager main page, click the Firmware tab.
2. Click Add Image.
3. Inthe Add Image dialog box:

DETAILED STEPS

Step 1 On the Device Manager main page, click the Firmware tab.

Step 2 Click Add Image.
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Description

Location Q

391524

Step 3 In the Add Image dialog box:
a) Enter a description for the image that you are going to upload.
b) Click Search to navigate to the image file location and select the file.
¢) Click Save.

The file you select appears on the Firmware page.

Uploading an Image to the Router

The Upload to Device option allows you to upload and store a copy of a firmware image on the router without
initiating an immediate image install. This capability allows operations personnel to use IoT-FND or a utility
management tool to install and reboot the router when network conditions allow.

To upload an image to the router:

SUMMARY STEPS

1. On the Device Manager main page, click the Firmware tab.

2. If the firmware image that you want to install on the router is not listed on the Firmware page, add the
image (see Adding an Image, on page 52).

3. On the Firmware page, select the router firmware image that you want to upload and click Upload to
Device. The new image is stored on the router until you are ready to install the image on the router. (See
Installing an Image, on page 54.)

Cisco loT Device Manager Installation and User Guide, Release 5.x .



Performing Tasks on the IR800 |
. Installing an Image

DETAILED STEPS
Step 1 On the Device Manager main page, click the Firmware tab.
Step 2 If the firmware image that you want to install on the router is not listed on the Firmware page, add the image (see Adding

an Image, on page 52).

Step 3 On the Firmware page, select the router firmware image that you want to upload and click Upload to Device. The new
image is stored on the router until you are ready to install the image on the router. (See Installing an Image, on page 54.)

Installing an Image
A\

Caution Be careful when using this feature. After this tasks starts, there is no way to cancel the event. Updating the
router firmware image might take a while to complete and requires a reboot. All connections to the router are
unavailable during the image update.

To install an image:

SUMMARY STEPS
1. On the Firmware page, select the image file to install and click Install on Device.
2. In the dialog box that appears, click Yesto exclude Guest OS from the installation.
3. Ifyou click Yes, Guest OS will not be upgraded.
4. If the firmware image already exists in the router, you are prompted to confirm reinstalling the same
image.
5. In the confirmation dialog box, click Yesto begin the install process. After the router firmware update
completes, the router reboots.
DETAILED STEPS
Step 1 On the Firmware page, select the image file to install and click I nstall on Device.

Step 2 In the dialog box that appears, click Yesto exclude Guest OS from the installation.
Step 3 If you click Yes, Guest OS will not be upgraded.

Step 4 If the firmware image already exists in the router, you are prompted to confirm reinstalling the same image.
Step 5 In the confirmation dialog box, click Yesto begin the install process. After the router firmware update completes, the
router reboots.

Removing an Image

After you install an image, you can remove the image file from the Device Manager. You can also use the
Remove image option to remove an image file.

To remove an image file:
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SUMMARY STEPS
1. On the Update Image page, select a image.
2. Click Remove Image.
3. In the dialog box that appears, click Yesto remove the image. A message warns you if the image has not
yet been installed on the router.
DETAILED STEPS

Step 1 On the Update Image page, select a image.
Step 2 Click Remove Image.

Step 3 In the dialog box that appears, click Yesto remove the image. A message warns you if the image has not yet been installed
on the router.

Retrieving Logs

You can retrieve real-time log events from the IR800 and view them on the Log page or save the information
to a file.

You can specify either the system log or the tech support log for retrieval.

a1 Tk

Retrieving and Saving Logs

To retrieve real-time log events from the router:

SUMMARY STEPS

1.  On the Device Manager main page, click the L og tab.
2. On the Log page, select the report retrieval task from the Select Task drop-down menu:
3. To save a copy of the retrieved log events displayed on the page, click Save.
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4. Inthe Save As dialog box, enter a file name and click Save. A message appears indicating that the output
was saved successfully.

5. To clear the output, click the black cross.

DETAILED STEPS
Step 1 On the Device Manager main page, click the L og tab.
Step 2 On the Log page, select the report retrieval task from the Select Task drop-down menu:
* Fetch Log—Retrieves the output from the show logging command.
* Fetch Tech-Support—Retrieves the output from the show tech-support command.
Step 3 To save a copy of the retrieved log events displayed on the page, click Save.
Step 4 In the Save As dialog box, enter a file name and click Save. A message appears indicating that the output was saved
successfully.
Step 5 To clear the output, click the black cross.

Executing Commands

The Advanced page provides access to the IR800 CLI to fine-tune or troubleshoot the router. You must have
admin privilege and be familiar with Cisco IOS commands. For details on supported commands, refer to the
IR800 software configuration guides

at:https://www.cisco.com/c/en/us/td/docs/routers/access/800/829/software/configuration/guide/b _IR800config.html.

LHEa00 ¥

SUMMARY STEPS

1.  On the Device Manager main page, click the Advanced tab.
2. Enter Cisco IOS commands in the text input area at the bottom of the page as follows:
3. Use the buttons above the output area for the following common commands:
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4. To save a copy of the output, click Save.

5. Inthe Save As dialog box, enter a file name and click Save. A message appears indicating that the output
was saved successfully.

6. To clear the output, click the black cross.

DETAILED STEPS

Step 1 On the Device Manager main page, click the Advanced tab.

Step 2 Enter Cisco IOS commands in the text input area at the bottom of the page as follows:

* To execute an exec command (for example, show Running Configuration), type the command and click the execute
button.

* To execute multiple exec commands, type one command per line and click the execute button.
* Use the up arrow to display the previous command.
* Use the down arrow to display the next command.

* To execute config commands, enclose all of the config commands between configureter minal and end commands,
and click the execute button.

Command output appears in the output area above the text input area.

Step 3 Use the buttons above the output area for the following common commands:
* Upload File

—Upload a new image file to the router.
* File Directory—Display the router file directory.

» System Time—Display the current setting of the system clock for the router.

» Reboot—Reboot the router.

You can also select a command from the M ore Actions drop-down menu, then click Go. The following commands are
available:

» Show Running Configuration

* Show Startup Configuration

* Save Running to Startup

* Reset to Factory Configuration

* Show Factory Configuration

» Show Before Tunnel Configuration

» Show Before Registration Configuration

» Show All CGNA Profiles

* Trigger Registration Request to [oT-FND

* Trigger Tunnel Provisioning Request to IoT-FND
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Step 4 To save a copy of the output, click Save.

Step 5 In the Save As dialog box, enter a file name and click Save. A message appears indicating that the output was saved
successfully.

Step 6 To clear the output, click the black cross.

Disconnecting from the IR800

After finishing your work on the IR800, click the left arrow on the left side of the menu tabs area on the main
page to disconnect Device Manager from the router. Click Yes to confirm that you want to disconnect from
the device. Device Manager disconnects and displays the Device Manager opening page.
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CHAPTER 6

Performing Tasks on the IR500

This chapter explains how to use the Device Manager to perform tasks on the Cisco 500 WPAN Industrial
Router (IR500).

* Connecting to the IR500, on page 85

* Viewing Settings and Status, on page 89

* Viewing Interface Details, on page 108

* Managing the Ethernet Interface, on page 112

* Registering with [oT-FND, on page 112

* Rebooting the IR500, on page 112

* Changing the Configuration, on page 112

 Updating the Firmware Image, on page 126

* Testing Connectivity, on page 128

* Offline Authorization—FTT Secured Wireless Console for IR510, on page 130
* Running Point to Point Test Between Two IR510s, on page 148
* Raw TLV Support on IR510, on page 149

* Disconnecting from the IR500, on page 150

» Managing 10x Nodes on IR510, on page 150

* Diagnostic Operations on IR510, on page 152

Connecting to the IR500

You can use Device Manager in the following ways:

* Operating with [oT-FND—When you have IoT-FND operating in the network, you can connect to that
system with Device Manager to download and update work orders. Work orders allow Device Manager
to view status and perform tasks on the IR500. To operate in conjunction with IoT-FND, follow the steps
in Setting Up the IoT-FND Connection.

* Operating without [oT-FND—When you do not have [oT-FND operating in the network or do not want
to connect to that system, use Device Manager to connect directly to an IR500 to view status.

N

Note When connecting to the IR500 without a work order, you cannot change the device configuration or send data
to IoT-FND.
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Note  The laptop running Device Manager must be directly connected to the IR500.

For more information about the IR500 guides, see http://www.cisco.com/go/ir500 .

Connecting the Laptop to the IR500

To connect the laptop to the IR500, first ensure that you meet these prerequisites:
* You have installed the Device Manager software as described in Installation.
* You are familiar with the information in Managing Work Orders.

* You have a valid work order if you plan on changing any IR500 settings.

To connect the laptop to the IR500:

SUMMARY STEPS
1. Attach a serial-to-USB adapter to a serial cable. The serial-to-USB adapter and serial cable are not supplied
with the IR500.
2. Connect the serial cable to the IR500 console port.
3. Connect the serial-to-USB adapter to the Windows 7 USB port on the laptop.
4. Launch IoT-Device Manager 5.0.
5. Connect to the IR500 as described in Connecting to the IR500 with a Work Order, on page 88 or
Connecting to the IR500 Without a Work Order, on page 88.
DETAILED STEPS
Step 1 Attach a serial-to-USB adapter to a serial cable. The serial-to-USB adapter and serial cable are not supplied with the
IR500.
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Figure 7: Serial-to-USB Adapter Cable

ARALTE

Step 2 Connect the serial cable to the IR500 console port.
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Figure 8: IR500 Rear Panel

3[mm

1 console port

Step 3 Connect the serial-to-USB adapter to the Windows 7 USB port on the laptop.
Step 4 Launch IoT-Device Manager 5.0.

Step5 Connect to the IR500 as described in Connecting to the IRS00 with a Work Order, on page 88 or Connecting to the IR500
Without a Work Order, on page 88.

For details about IR500 hardware, see the Cisco IR 500 Series WPAN Gateway and Range Extender Installation and
Configuration Guide .

Connecting to the IR500 with a Work Order

Before connecting to the router with a work order, you should be familiar with the information in Managing
Work Orders.

To connect to the router with a work order, select a work order from the list on the Device Manager opening
page and click Connect.

Connecting to the IR500 Without a Work Order

SUMMARY STEPS

1. On the Device Manager opening page, click Connect Without Work Order.
2. In the Connect to Device dialog box, select the Device Type: | R500.

Cisco loT Device Manager Installation and User Guide, Release 5.x
88


http://www.cisco.com/c/en/us/support/routers/500-series-wpan-industrial-routers/products-installation-guides-list.html
http://www.cisco.com/c/en/us/support/routers/500-series-wpan-industrial-routers/products-installation-guides-list.html

| Performing Tasks on the IR500
Viewing Settings and Status .

3. Select the Over COM port or Over Ethernet.
4. Click Connect. The Device Manager main page appears.

DETAILED STEPS

Step 1 On the Device Manager opening page, click Connect Without Work Order.

¥, Connect To Device =
ﬁ Connect To Device
Device Type IR510 = é5 & D X
Connection Type Over COM Port
COM Port Auto Detect -
Cancel Connect

Step 2 In the Connect to Device dialog box, select the Device Type: | R500.
Step 3 Select the Over COM port or Over Ethernet.
Step 4 Click Connect. The Device Manager main page appears.

Viewing Settings and Status

You can view details about IR500 settings and status from the subtabs of the Dashboard.

General Details

To view General Details:

SUMMARY STEPS

1. On the Device Manager main page (Dashboard), click the General Details sub-tab.
2. View the General Details:
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DETAILED STEPS

Step 1 On the Device Manager main page (Dashboard), click the General Details sub-tab.
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Step 2 View the General Details:

» Firmware Group Info: The name of the firmware group that IoT-FND uses to upload and install firmware images
on member devices.

» Config Group Info: The configuration group that [oT-FND uses to manage devices in bulk. The default config group
for the DA Gateway is default-ir500.

» Hardware Version: The hardware version of the device.

* Boot Loader Version: The boot loader image version.

 Function: The function of the device in the Resilient Mesh network. The function of the IR500 is DA Gateway.
* Vendor: The manufacturer of this device.

¢ Current Time: The current date and time. The IR500 has a real-time clock that maintains the current time.

* Report Interval: The number of seconds between data updates. By default, Mesh Endpoints (MEs) send a new set
of metrics to IoT-FND every 28,800 seconds (8 hours).

. Cisco loT Device Manager Installation and User Guide, Release 5.x



| Performing Tasks on the IR500

var-T i

MAP-T

To view MAP-T information:

SUMMARY STEPS

1. On the Device Manager main page (Dashboard), click the MAP-T sub-tab.
2. View the MAP-T settings and statistics:

DETAILED STEPS

Step 1 On the Device Manager main page (Dashboard), click the MAP-T sub-tab.
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Step 2 View the MAP-T settings and statistics:

* MAP-T IPv6 Address: Contains the IPv4 address used by devices external to the MAP-T domain to communicate
with the IR500 Raw Socket over Serial and Ethernet ports.

* MAP-T PSID: The port-set ID (PSID) that algorithmically identifies a set of ports exclusively assigned to the IR500.
* Number of IPv6 to IPv4 Transactions: The number of IPv6 to IPv4 address translations.

* MAP-T IPv4 Address: IPv4 address used by IPv4 devices and applications outside the MAP-T domain to communicate
with Raw Socket over Serial and Ethernet attached devices.
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¢ Number of IPv4 to IPv6 Transactions: The number of IPv4 to IPv6 address translations.

Network Interfaces

To view information for Network Interfaces:

SUMMARY STEPS
1. On the Device Manager main page (Dashboard), click the Network | nterfaces sub-tab.
In the Network Interfaces area, view the settings and status for the IR500 interfaces:
3. Inthe IP Route area, view the IP route information. This table describes a particular IP route (identified
by the index) attached to an interface.
4. Inthe IP Route Metrics area, view the IP Route IPv6 Routing Protocol for Low-Power and Lossy Networks
(RPL) metrics. The Route Index corresponds to the same index in the IP Route table.
DETAILED STEPS

Step 1 On the Device Manager main page (Dashboard), click the Network Interfaces sub-tab.
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Step 2 In the Network Interfaces area, view the settings and status for the IR500 interfaces:
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* Index: Identifies the interface.
* Interface: Name of the IR500 interface.
* [P Address: IP address assigned to the interface.

» Administrative Status: When the administrative status for an interface is administratively up , the interface was
brought up by the administrator. When the administrative status for an interface is down , the interface was taken
down by the administrator.

* Line Protocol: When the line protocol for an interface is up , the line protocol is currently active. When the line
protocol for an interface is down , it means the line protocol is not active.

* Tx Speed: Transmit speed.
* Rx Speed: Receive speed.

Step 3 In the IP Route area, view the IP route information. This table describes a particular IP route (identified by the index)
attached to an interface.

* Route Index

* Route Destination Type

* Route Destination

* Route PfxLen: Route Prefix Length
* Route Next Hop Type

* Route Next Hop

* Route Interface Index

* Route Type

* Route Proto

* Route Age

Step 4 In the IP Route Metrics area, view the IP Route IPv6 Routing Protocol for Low-Power and Lossy Networks (RPL) metrics.
The Route Index corresponds to the same index in the IP Route table.

* Route Index: Identifies the route.
« Instance Index: Identifies the instance.

» Rank: The node's individual position relative to other nodes with respect to a DODAG root. Rank is computed based
on the Objective Function (OF) of the Directed Acyclic Graph (DAG). The Rank may analogously track a simple
topological distance, be calculated as a function of link metrics, and consider other properties such as constraints.
[rfc6550]

* Hops: Hop count.
* PathEtx: Expected transmission count of the path. [rfc6550 and rfc6719]
* LinkEtx: Expected transmission count of the link. [rfc6550 and rfc6719]

* RSSI Forward: Forward Received Signal Strength Indicator (RSSI) value.
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» RSSI Reverse: Reverse RSSI value.

* LQI Forward: Forward Link Quality Indicator (LQI) value.
* LQI Reverse: Reverse LQI value.

* Dag Size: Size of the DAG. [rfc6550]

* Phase: Electric power phase.

Raw Sockets

To view information about Raw Sockets:

SUMMARY STEPS

1.  On the Device Manager main page (Dashboard), click the Raw Sockets sub-tab.
2. View the raw socket settings and statistics:

DETAILED STEPS

Step 1 On the Device Manager main page (Dashboard), click the Raw Sockets sub-tab.
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View the raw socket settings and statistics:

« Session Index: Identifies the session.

WEAR

0000

20004

« Status: The status of the raw socket connection.

weriall

sevialtl

» Uptime: The length of time that the connection has been up.

¢ Peer Address: IP address of the host connected to the device.
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* Peer Port: The port number of the client/server connected to the device.

Raw Sockets .

ti

* Local Port: The port that either the server listens to for connections (in Server Socket Mode), or to which the client

binds to initiate connections to the server (in Client Socket Mode).

* Serial Interface: The name of the serial interface configured for raw socket encapsulation.

» Tx Bytes: Number of bytes sent over the raw socket connection.

* Rx Bytes: Number of bytes received over the raw socket connection.

 Connection Attempts: Number of times that a raw socket client attempted a connection.

Click Reset to reset counters to zero.
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WPAN

To view information about WPAN:

SUMMARY STEPS
1. On the Device Manager main page (Dashboard), click the WPAN sub-tab.
2. View the following information in the WPAN Status area:
3. View the following information in the WPAN Settings area:

DETAILED STEPS

Step 1 On the Device Manager main page (Dashboard), click the WPAN sub-tab.
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Step 2 View the following information in the WPAN Status area:
* Interface Index: Identifies the WPAN interface.
» SSID: Service Set Identifier (SSID) used to differentiate networks.
* PAN ID: Personal Area Network Identifier (PAN ID) used to differentiate WPANSs.
* Master: Whether the endpoint is master (yes/no).

* DotlxEnabled: Whether the 802.1x protocol is enabled.
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* Security Level: Level of security corresponding to the protection offered (0-2).

» Rank: The node's individual position relative to other nodes with respect to a DODAG root. Rank is computed based
on the DAG's Objective Function (OF). The Rank may analogously track a simple topological distance, be calculated
as a function of link metrics, and consider other properties such as constraints. [RFC6550]

* Beacon Valid: The validity of the beacon according to the beacon's age.

* Beacon Version: The beacon's version from the FAR.

* Beacon Age: Parameter related to the time interval received beacon.

» Tx Power: The device current transmission power.

* Metric: The value calculated by rank / the weight value of the rank + size / the weight value of the PAN size.
* Last Changed: The time (in hundredths of a second) since the device changed the PAN.

* LastChangedReason: The reason that the device updated the PAN.

* Demo Mode Enabled: Whether enable demo mode is enabled.

» TxFec: Whether forward error correction (FEC) is enabled.

Step 3 View the following information in the WPAN Settings area:
* Interface Index: Identifies the WPAN interface.

* PAN ID: Personal Area Network Identifier (PAN ID) used to differentiate WPANSs.
* Short Address: 16-bit node identifier.

* Broadcast Slot Size: Slot size of the broadcast.

* Broadcast Period: Period of the broadcast.

* Neighbor Probe Rate:

* Back Off Timer: Timer for back off algorithm.

* SSID: Service Set Identifier (SSID) used to differentiate networks.

* Mode: Security mode. 0=no security, 1=802.1x security.

* Dwell: Dwell window in IEEE802.15.4g protocol.

* Notch: List of disabled channels.

RPL

To view information about RPL:

SUMMARY STEPS

1. On the Device Manager main page (Dashboard), click the RPL sub-tab.
2. View the following information in the RPL Settings area:
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3. View the following information in the RPL Instance area:
4. View the following information in the RPL Parent area:

DETAILED STEPS

Step 1 On the Device Manager main page (Dashboard), click the RPL sub-tab.
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Step 2 View the following information in the RPL Settings area:

* Interface Index: Identifies the interface.

* Enabled: Whether the RPL protocol is enabled.

* Dio Min Interval: Minimum DODAG Information Object (DIO) interval in RPL protocol.

* Dio Max Interval: Maximum DIO interval in RPL protocol.

* Dao Min Interval: Minimum Destination Advertisement Object (DAO) interval in RPL protocol.

* Dao Max Interval: Maximum DAOQ interval in RPL protocol.

Step 3 View the following information in the RPL Instance area:
* Instance Index: Identifies the RPL instance.

* Instance Id: Identifies an RPL instance, which is a set of one or more DODAGS. [RFC6550]
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* Dodag Id: Identifies the DODAG root. The DODAGID is unique within the scope of a RPL instance in the LLN.
* Dodag VersionNo: A sequential counter that is incremented by the root to form a new DODAG version.

 Rank: The node's individual position relative to other nodes with respect to a DODAG root. Rank is computed based
on the DAG's Objective Function (OF). The Rank may analogously track a simple topological distance, be calculated
as a function of link metrics, and consider other properties such as constraints. [RFC6550]

* Parent Count:

Step 4 View the following information in the RPL Parent area:

* Parent Index: Identifies the parent.

* Instance Index: Identifies the instance.

* Route Index: Identifies the route.

* [Pv6 Address Local: Unique local IPv6 address of the parent.

* [Pv6 Address Global: IPv6 global unicast address of the parent.

» Dodag VersionNo: A sequential counter that is incremented by the root to form a new DODAG version.
* PathEtx: Expected transmission count of the path. [rfc6550]

 LinkEtx: Expected transmission count of the link. [rfc6550]

* RSSI Forward: Forward Received Signal Strength Indicator (RSSI) value.
» RSSI Reverse: Reverse RSSI value.

* LQI Forward: Forward Link Quality Indicator (LQI) value.

* LQI Reverse: Reverse LQI value.

* Hops: Hop count.

Security
To view information about IEEE 802.1x for WPAN authentication and encryption:
SUMMARY STEPS
1. On the Device Manager main page (Dashboard), click the Security sub-tab.
2. View the information in the Ieee8021x Status area:
3. View the information in the Ieee8021x Settings area:
4. View the information in the Ieee80211i Status area:
DETAILED STEPS

Step 1 On the Device Manager main page (Dashboard), click the Security sub-tab.
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. Security
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Step 2 View the information in the leee8021x Status area:

* Index: Identifies the network.

* Enabled: Whether 802.1x authentication is enabled.

« Identity: Subject of the X.509 digital certificate.

* State: Current state of Transport Layer Security (TLS).
* PMK Id: Pairwise Master Key identifier.

* Client Certificate:

* CA Certificate: Certificate Authority (CA) certificate

* Private Key: Encryption/decryption key.

* Rly Pan Id: Reply PAN ID.

* Rly Address: Reply address.

* Rly Last Heard: Time of last heard reply.

Step 3 View the information in the leee8021x Settings area:

 Index: Identifies the network.

» SecMode: The security mode in use.
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e Minimum Auth Interval: The minimum authentication interval.
* Maximum Auth Interval: The maximum authentication interval.

» Immediate: Request authentication immediately.

Step 4 View the information in the leee80211i Status area:

* Interface Index: Identifies the interface.

* Enabled: Whether the 802111 protocol is enabled.
* Pmk Id: Pairwise Master Key identifier.

* Ptk Id: Pairwise Transient Key identifier.

* Gtk Index: Identifies the Group Temporal Key.

* Gtk Refresh:

* Gtk List: Group Temporal Key list.

* Gtk Lifetimes:

» Auth Address: Authenticator server address.

DHCP

To view information about DHCPv6 for IPv6 address allocation:

SUMMARY STEPS

1. On the Device Manager main page (Dashboard), click the DHCP sub-tab.
2. View the DHCP Client Status:

DETAILED STEPS

Step 1 On the Device Manager main page (Dashboard), click the DHCP sub-tab.
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Step 2 View the DHCP Client Status:

« Index: Identifies the network.
« analAID: Interface Association Identifier.
e anaTl: Preferred-lifetime.

¢ anaT?2: Valid-lifetime.

Neighbors

To view 802.15.4g neighbor information:

SUMMARY STEPS

1. On the Device Manager main page (Dashboard), click the Neighbor s sub-tab.
2. View the neighbors settings and statistics:
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loT-fND [

DETAILED STEPS

Step 1 On the Device Manager main page (Dashboard), click the Neighbor s sub-tab.
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Step 2 View the neighbors settings and statistics:

* Neighbor Index: Identifies the neighbor

* Physical Address: The 64-bit Extended Unique Identifier (EUI-64) of the device.

* Last Changed: The time (in hundredths of a second) since hearing from the neighbor.
* RSSI Forward: Forward Received Signal Strength Indicator (RSSI) value.

* RSSI Reverse: Reverse RSSI value.

* LQI Forward: Forward Link Quality Indicator (LQI) value.

* LQI Reverse: Reverse LQI value.

loT-FND

To view information about IoT-FND:
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SUMMARY STEPS

On the Device Manager main page (Dashboard), click the |0T-FND sub-tab.
View the information in the CGMS notification area:

View CGMS Status information:

View CGMS Stats:

View Signature Cert information:

o0k wNnN-=

View the Signature Settings information:

DETAILED STEPS

Step 1 On the Device Manager main page (Dashboard), click the |0T-FND sub-tab.
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Step 2 View the information in the CGMS notification area:
Code Values:
* 1 = COAP Error

* 2 = Signature Error

3 = Registration Processing Error

Step 3 View CGMS Status information:
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* Registered: Whether the end point is registered with NMS.
* NMSAddr: Address of NMS.

* NMSAddrOrigin: Origin of NMS address.

* LastReg: Last registration time.

* LastRegReason: Reason for last registration.

» NextReg: Time of next registration.

* NMSCertValid: Whether the certificate is valid.

Step 4 View CGMS Stats:

» SigOk: Count of verified signatures.

» SigBadAuth: Count of bad authorized signatures.

* SigBadValidity: Count of bad validity signatures.

* SigNoSync: Count of signatures that are not synchronized.
* RegSucceed: Count of successful registrations.

» RegAttempts: Count of registration attempts.

* RegHolds: Count of registration holds.

*» RegFails: Count of registration failures.

* NmsErrors: Count of NMS errors.

Step 5 View Signature Cert information:
* CertSubj: Certificate subject.
* CertValidNotBefore: Certificate valid.
* CertValidNotAfter: Certificate not valid.

* CertFingerprint: Fingerprint of the certificate.

Step 6 View the Signature Settings information:
* ReqSignedPost: Whether request signed post.
* ReqValidCheckPost: Whether request valid check post.
* ReqTimeSyncPost: Whether request time synchronization post.
* ReqSecLocalPost: Whether request security local post.
* ReqSignedResp: Whether request signed response.
* ReqValidCheckResp: Whether valid check response.

* ReqTimeSyncResp: Whether time synchronization response.
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* RegSecLocalResp: Whether request security local response.

ACL

To view Access Control List (ACL) information:

SUMMARY STEPS
On the Device Manager main page (Dashboard), click the ACL sub-tab.

1.
2. View the ACL settings and statistics:

DETAILED STEPS

Step 1 On the Device Manager main page (Dashboard), click the ACL sub-tab.
@ 1oT Device Manzger 5.3.0.1 - x
FOWZ 1320002 IRS10A.0/210 : IRS10-0FDM-FCCK o
2 weeis from now T

QONT3B0S00MENDED

G019 M3
P ® %

Nibeanced

Cashboard Canfig

Interface ACL Config
4 Y PERMIT DEMY DERY DENY
Interface Event Deny Message
EENY 6 6

View the ACL settings and statistics:

Step 2
* Interface ACL Config
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* Interface Event Deny Message

EST

To view Enrollment settings (EST) information:

SUMMARY STEPS

1. On the Device Manager main page (Dashboard), click the EST sub-tab.
2. View the EST settings and statistics:

DETAILED STEPS

Step 1 On the Device Manager main page (Dashboard), click the EST sub-tab.
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Step 2 View the EST settings and statistics:

* Details Relay Settings
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* Cert Re Enrollment Settings

Viewing Interface Details

You can view details for the Ethernet and the two serial interfaces from the Device Manager main page
(Dashboard).

Ethernet Interface Details

To view details for the Ethernet interface:

SUMMARY STEPS
1. On the Device Manager main page, click the Ethernet port to display the popup menu and select View
Details.
2. To refresh the display, click the refresh icon in the upper right corner of the View Details window.
DETAILED STEPS
Step 1 On the Device Manager main page, click the Ethernet port to display the popup menu and select View Details.
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Ethernet Interface Details .
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The View Details window displays the Ethernet metrics.
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Step 2 To refresh the display, click the refresh icon in the upper right corner of the View Details window.

Serial Interface Details

To view details for serial interface 0 (DCE) or serial interface 1 (DTE):

SUMMARY STEPS
1. On the On the Device Manager main page, click a serial port to display the popup menu and select View
Details.
2. To refresh the display, click the refresh icon in the upper right corner of the View Details window.
DETAILED STEPS
Step 1 On the On the Device Manager main page, click a serial port to display the popup menu and select View Details.
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Step 2

Serial Interface Details .
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To refresh the display, click the refresh icon in the upper right corner of the View Details window.
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Managing the Ethernet Interface

To bring up, shut down, or reset the Ethernet interface:

SUMMARY STEPS
1. On the Device Manager main page, click the Ethernet port to display the popup menu and select the
operation you want to perform on the interface: Bring Up, Shut Down, or Reset.
2. In the confirmation dialog box that appears, click Yesto continue the operation.
DETAILED STEPS
Step 1 On the Device Manager main page, click the Ethernet port to display the popup menu and select the operation you want

to perform on the interface: Bring Up, Shut Down, or Reset.

Step 2 In the confirmation dialog box that appears, click Yesto continue the operation.

Registering with loT-FND

When you connect to the IR500 with a work order, the IR500 registers with IoT-FND. Registration notifies
[IoT-FND that the device is on the network and provides a mechanism for pushing management configuration
information to the device.

You can also manually cause the IR500 to re-register with [oT-FND for load balancing or delegation to specific
sites. In this case, [oT-FND redirects the IR500 to re-register with an alternate [oT-FND.

To register with IoT-FND, on the Device Manager main page (Dashboard), click Register with 10T-FND.
Device Manager displays messages to inform you of the redirection status.

Rebooting the IR500

To immediately reboot the IR500, on the Device Manager main page (Dashboard), click Reboot. Device
Manager displays messages to inform you of the reboot status.

Changing the Configuration

You can view or change the following IR500 settings from the Config page:

\}

Note For detailed information about IR500 operation and configuration, including Raw Socket and MAP-T
information, refer to the Cisco IR 500 Series WPAN Gateway and Range Extender Installation and
Configuration Guide .
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Changing General Settings

To view or change general IRS00 configuration settings:

SUMMARY STEPS
1. On the Device Manager main page, click the Config tab.
2. View or modify General settings:
3. Click Save.

DETAILED STEPS

Step 1 On the Device Manager main page, click the Config tab.
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Step 2 View or modify General settings:

+ Config Group Info: The configuration group that IoT-FND uses to manage devices in bulk. The default config
group for the DA Gateway is default-ir 500.

* Report Interval: The number of seconds between data updates. By default, Mesh Endpoints (MEs) send a new set
of metrics to IoT-FND every 28,800 seconds (8 hours).

» Enable Ethernet: Select this check box for IPv4 connectivity to devices and to enable NAT44 configuration.

Cisco loT Device Manager Installation and User Guide, Release 5.x .



Performing Tasks on the IR500 |
. Changing MAP-T Settings

* NAT 44 Settings:
* Map Index: Identifies the map.
* Internal IP Address: The internal address of the NAT 44 configured device.
* Internal Port: The internal port number of the NAT 44 configured device.

« External Port: The external port number of the NAT 44 configured device.

Step 3 Click Save.

Changing MAP-T Settings

To view or change MAP-T configuration settings:

SUMMARY STEPS
1.  On the Device Manager main page, click the Config tab.
2. Click MAP-T Settings and view or modify these settings:
3. Click Save.

DETAILED STEPS

Step 1 On the Device Manager main page, click the Config tab.
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Step 2 Click MAP-T Settingsand view or modify these settings:

* Default Mapping Rule: These fields specify an IPv6 prefix used to address all destinations outside the MAP-T
domain.

* IPV6 Prefix: IPv6 prefix used to embed any IPv4 addresses outside the MAP-T domain.
* IPV6 Prefix Length: Length of the IPv6 prefix used to embed any IPv4 addresses outside the MAP-T domain.
* Basic Mapping Rule: These fields specify the IPv6 and IPv4 prefixes used to address MAP-T nodes inside the
MAP-T domain.

* IPV6 Prefix: MAP-T IPv6 End-user prefix, which contains the MAP-T Basic Mapping Rule or MAP-T IPv6
prefix + the IPv4 suffix of the assigned IPv4 address.

* |PV4 Prefix: IPv4 prefix that specifies the IPv4 subnet selected to address all IPv4 nodes in a MAP-T domain.

» EA BitsLength: Length of the IPv4 Embedded Address (EA) bits that indicates the length of the IPv4 suffix
embedded in the MAP-T IPv6 End-user IPv6 prefix.

* IPV6 Prefix Length: Length of the IPv6 prefix used to embed the IPv4 address of nodes inside the MAP-T
domain.

* IPV4 Prefix Length: Length of the IPv4 prefix that specifies the IPv4 subnet selected to address all IPv4 nodes
in a MAP-T domain.
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Step 3 Click Save.

Changing Serial Interface 0 Settings (DCE)

To view or change the configuration for Serial Interface 0 (DCE):

SUMMARY STEPS
1.  On the Device Manager main page, click the Config tab.
2. Click Serial Interface 0 Settings (DCE) and view or modify these settings:
3. View or modify settings for TCP Raw Socket Sessions:
4. Click Save.
DETAILED STEPS

Step 1 On the Device Manager main page, click the Config tab.
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Step 2 Click Serial Interface 0 Settings (DCE) and view or modify these settings:
» Media Type: The serial interface type.
* Disable
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» LoopBack

* RS232

* RS485 Full Duplex
* RS485 Half Duplex

« Data Bits: Number of data bits per character. Default value is 8.

* Parity: Odd or even parity for error detection. Default value is None.

* Flow Control: The use of flow control on the line. Default value is None.
 Baud Rate: Data transmission rate in bits per second. Default value is 115200.

« Stop Bit: The asynchronous line stop bit. Default value is 1.

Step 3 View or modify settings for TCP Raw Socket Sessions:

» TCP Idle Time Out: The time to maintain an idle connection.

» Connect Time Out: TCP client connect timeout for Initiator DA Gateway devices.
* Peer | P Address: IP address of the host connected to the device.

* Peer Port: Port number of the client/server connected to the device.

* Local Port: Port number of the device.

* Packet Length: Maximum length of serial data to convert into the TCP packet.

« Packet Timer (ms): The time interval between each TCP packet creation.

* Special Character: The delimiter for TCP packet creation.

* Initiator: Designates the device as the client/server.

Step 4 Click Save.

Changing Serial Interface 1 Settings (DTE)

To view or change the configuration for Serial Interface 1 (DTE):

SUMMARY STEPS

On the Device Manager main page, click the Config tab.

Click Serial Interface 1 Settings (DTE) and view or modify these settings:
View or modify settings for TCP Raw Socket Sessions.

Click Save.

b=
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DETAILED STEPS

Step 1 On the Device Manager main page, click the Config tab.
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Step 2 Click Serial Interface 1 Settings (DTE) and view or modify these settings:
» Medial Type: The serial interface type.
* Disable

* LoopBack

* RS232

* RS485 Full Duplex
* RS485 Half Duplex

 Data bits: The number of data bits per character. Default value is 8.

* Parity: Odd or even parity for error detection. Default value is None.

* Flow Control: The use of flow control on the line. Default value is None.

» Baud Rate: The data transmission rate in bits per second. Default value is 115200.

* Stop Bit: The asynchronous line stop bit. Default value is 1.
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Step 3

Step 4

View or modify settings for TCP Raw Socket Sessions.

* TCP Idle Time Out: The time to maintain an idle connection.

» Connect Time Out: TCP client connect timeout for Initiator DA Gateway devices.
* Peer 1P Address: 1P address of the host connected to the device.

* Peer Port: Port number of the client/server connected to the device.

* Local Port: Port number of the device.

« Packet L ength: Maximum length of serial data to convert into the TCP packet.

* Packet Timer (ms): The time interval between each TCP packet creation.

* Special Character: The delimiter for TCP packet creation.

* Initiator: Designates the device as the client/server.

Click Save.

Changing ACL Settings

To view or change ACL configuration settings:

SUMMARY STEPS
1. On the Device Manager main page, click the Config tab.
2. Click the ACL tab and view or modify the settings.
3. Click Save.

DETAILED STEPS

Step 1 On the Device Manager main page, click the Config tab.

Step 2

Click the ACL tab and view or modify the settings.

Changing ACL Settings .
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Step 3 Click Save.

Changing EST Settings

To view or change EST settings:

SUMMARY STEPS
1. On the Device Manager main page, click the Config tab.
2. Click the EST tab and view or modify the settings.
3. Click Save.

DETAILED STEPS

Step 1 On the Device Manager main page, click the Config tab.
Step 2 Click the EST tab and view or modify the settings.
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Step 3 Click Save.

Generating and Uploading Bootstrap Configuration

To generate and upload bootstrap configuration files, follow these steps:

Before you begin

From IoT Device Manager Release 5.5, you can generate and upload bootstrap configuration files to one or
more IR510 devices with Cisco Resilient Mesh Release 6.0 and later.

Step 1 On the Device Manager main page, click the Config tab.
Step 2 Click the BootStrap Config tab and then click the Generate Config subtab.

a) To generate non security bootstrap configurations, choose Non Security from the Config Bin Type Option drop-down
list, enter the filename of the configuration bin to be generated, and browse to choose the XML configuration file to
be provided as input, as shown in the following figure.
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b) To generate security bootstrap configurations, choose Security from the Config Bin Type Option drop-down list,
enter the filename of the configuration bin to be generated, browse to choose the XML configuration file to be provided
as input, the CA certificate file and PFX file, and enter the password for the PFX file, as shown in the following
figure.
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¢) To generate bootstrap configuration with NMS CSMP certificate, choose NM S CSM P Certificate from the Config
Bin Type Option drop-down list, enter the filename of the configuration bin to be generated, browse to choose the
XML configuration file to be provided as input and the NMS certificate file for connecting to FND, as shown in the

following figure.
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d) To generate bootstrap configuration with trustanchor for EST, choose Trust Anchor from the Config Bin Type
Option drop-down list, enter the filename of the configuration bin to be generated, browse to choose the XML
configuration file to be provided as input and the Trust Anchor certificate file for EST, as shown in the following
figure.
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Step 3 Click the Generating Config button. The configuration bin file is created and a dialog box appears showing the location
of the created configuration bin file. If there are errors while creating the configuration bin file, the error is shown in the

dialog box.
Step 4 Click the Uplooad Config subtab.
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Step 5 Browse to choose the location of the config bin file in the Open Config File field.

Step 6 Click the Upload Config button. The configuration bin file is executed in the device and a dialog box appears with a
success message. If there are any errors while executing the configuration bin file, the error is shown to in the dialog box.

Updating the Firmware Image

Use the Firmware page to perform these tasks: upload an image, install an image, and set the backup.

Uploading an Image
To upload an image to the IR500:

SUMMARY STEPS

1.  On the Device Manager main page, click the Firmware tab.
2. On the left of the Firmware page, click the Upload icon and select an image to upload. The new image is
stored on the IR500 until you are ready to install the image on the IR500. (See Installing an Image, on

page 127.)
3. In the dialog box that appears, click Yesto upload the selected image.
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Installing an Image .

DETAILED STEPS

Step 1 On the Device Manager main page, click the Firmwar e tab.
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Step 2 On the left of the Firmware page, click the Upload icon and select an image to upload. The new image is stored on the

IR500 until you are ready to install the image on the IR500. (See Installing an Image, on page 127.)
Step 3 In the dialog box that appears, click Yes to upload the selected image.

Installing an Image

To install an uploaded image on the IR500:

SUMMARY STEPS

On the Device Manager main page, click the Firmware tab.

In the middle of the Firmware page, click the Install icon.

In the dialog box that appears, click Yesto install the image on the IR500.

In the dialog box that appears after the installation is completed, click Save Results or OK.

Wb
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DETAILED STEPS

Step 1 On the Device Manager main page, click the Firmware tab.
Step 2 In the middle of the Firmware page, click the Install icon.
Step 3 In the dialog box that appears, click YeSto install the image on the IR500.

If you did not previously upload an image to install, Device Manager displays the Upload to Device dialog box for you
to upload an image.

After you confirm the installation, the image installs automatically on the device. No manual reboot is required.

Step 4 In the dialog box that appears after the installation is completed, click Save Results or OK.

Setting the Backup

To set the running image as the backup image:

SUMMARY STEPS
1. On the Device Manager main page, click the Firmware tab.
2. On the right of the Firmware page, click the Set Backup icon.
3. In the dialog box that appears, click Yes.

DETAILED STEPS

Step 1 On the Device Manager main page, click the Firmwar e tab.

Step 2 On the right of the Firmware page, click the Set Backup icon.
Step 3 In the dialog box that appears, click Yes.

Testing Connectivity

Use the Connectivity page to test connectivity to a target with an IPv6 address. You can test connectivity of
the Ethernet or 6LoOWPAN interface.

To test connectivity:

SUMMARY STEPS

1. On the Device Manager main page, click the Connectivity tab.
2. Configure the Ping Request settings:
3. Click Ping Target.
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Testing Connectivity .

DETAILED STEPS

Step 1

Step 2

Step 3

On the Device Manager main page, click the Connectivity tab.
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Configure the Ping Request settings:
* Destination | Pv6 Address: IPv6 address of the ping target

« | nterface:

« eth: Ethernet.
* lowpan: 6LoWPAN.

» Count: Number of ping requests to send (0 to 9).

» Delay: Number of seconds to wait between sending each request (0 to 9).

Click Ping Tar get.

A dialog box appears indicating that the IR500 is attempting to ping the target [Pv6 address. When the IR500 successfully
pings the target, the Ping Response area of the Connectivity page displays a green check mark. If the ping is unsuccessful,
the response area displays a red X.
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To see the contents of the ping response message as a tooltip, hover over the icon for the target device.

Ping Test Enhancement on IR510

Under Connectivity tab, Show Ping Statisticsis supported for IR510. On clicking this button, a dialog box
will be displayed to show the details of the ping operation performed. This function is disabled by default.
Once the Ping operation is completed, the Show Ping Statistics button will be enabled.

0017380500470024 FOWZ 1290:0GH R310/1072.10 IRSBD-OF DA FOCAK :
g
5736 CoM2 1wk age +

Carnectity O Disgrcatics Achianzed

Destiration IFvE Address T0AA T2 55 Intetace e -

Count i Dhtay

x

Show Ping Stalistics.

Offline Authorization—FTT Secured Wireless Console for IR510

In IoT-Device Manager Release 5.6, an authorization security procedure is introduced between IoT-DM FTT
wireless console and target node (IR510) by using wireless console authorize TLV 342. Currently, FTT
wireless console session with target nodes from IoT-DM is validating the connection by following an
authentication procedure through DTLS certificates. However, DTLS channel is suspectable for various
security attacks (man-in-the-middle, Denial of Service attacks, and so on) as well as security vulnerabilities.
This feature will ensure the target node to connect and process the request from a legible source. As part of
this feature, IoT-DM will receive signed authorization TLV 342 message byte array from FND through work
order. [oT-DM will send the authorization message to target after the successful post operation of TLV 341
to the neighboring target node and DTLS secure channel establishment. Based on the authorization response
received from target node, [oT-DM will process the same and start the wireless console session with supported
authorized TLV's. This way the device node will execute only the communicated authorize TLV commands.
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\}

Note

* This feature cannot work when IR510 is connected to COM port or connected without work order option.
* [PV4 connectivity from IoT-DM to relay node is not supported.

* Management command is not supported.

As shown in the following figures, the FND admin creates the work order with authorization message which
contains wireless authorize console TLV and FND signature TLV and the same will be assigned to loT-DM.
You need to connect to the device through the respective work order. While starting the wireless console,
[oT-DM will transfer the authorization message to the target after establishing the DTLS channel. Target node
validates the same and send the response to the [oT-DM and IoT-DM process the response. If it is a successful
response, [oT-DM will perform a get TLV 342 operation and based on the get response TLV command
execution session start with supported TLV's list received as part of TLV 342 get request.

Figure 9: Authorization TLV Message Procedure
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Figure 10: Authorization Message Request Procedure Between loT-DM and Target Node
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FND will send a work order with its type, whether it is FTT or Non-FTT work order. After Sync up with
FND, IoT-DM will list the work order with the type parameter in the work order table. If you want to enable
the FTT feature, you need to choose the respective work order type.

Prerequisites

* SSM[CSMP] service should be up and running in FND. You should be able to download CSMP certificate
from UI [Admin -> certificates -> certificate for CSMP].

* Target node EID should be present in the FND endpoint.
* Configure IPv6 address on relay node ethernet interface and then program it with security mode enabled.

 Sample Relay node configuration: decxu_sec.xml
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Import FTT.keystoreinto IOT-DM which contains the following three certificates with alias of ca_cert,
server_cert, server.key:

1. root_ca_ec.crt—Root CA’s public key, for verifying the client certificate.

2. server_ec.crt—DTLS server’s certificate signed by root CA’s private key for TLS handshake. Client
will use the root CA’s public key to verify it.

3. server_pk8.key—DTLS server’s private key, for representing himself in TLS handshake.
Program the Target node with following certificates, keys and config.xml:

1. root_ca_ec.der—Root CA’s public key. (Same Root CA certificate is used, but it is converted in to
der format.)

2. client_ec.der —Generate CSR in any linux and get it signed by root CA’s private key and convert into
der format.

3. client_pk8.der—Generate private key in pkcs8 standard and convert into der format.
4. nms_ec.der— Export the CSMP certificate (SSM cert) from FND and convert into der format.

5. decxu_sec.xml—Same as relay node enable security mode and config.xml properties should be the
same as relay xml config SSID, phy-mode, TX power ReqSignedPost, and ReqValidCheckPost

6. Sample Target node configuration: decxu_sec.xml

From Relay node to target node, RSSI strength should be good. To verify this, you can use TLV - 52
[Neighbor802154G].

1.-90 <=-60 - Good

2.-100 <=-90 - Fair

3.-110 <=-100 - Poor

FND should be release 4.6.115 and later

IOT-DM should be Release 5.6.0.25 and later

Mesh (IR510) should be Release 6.2.19 and later. Target and Relay should have the same firmware.

N

Note FTT is not supported when IR510 is connected to COM Port. IPV4 connectivity
from [oT-DM to relay node is not supported.

Stepsto Install Custom Certificates (jboss) in the Browser Client for FND

Export the custom certificate from CA server in *.pfx format and keep in below directory,

cd /opt/cgms/server/cgms/conf/

Rename the following files to keep as backup jbossas.keystore, vault.keystore and VAULT.dat
Delete existing jbossas.keystore, vault.keystore and VAULT.dat

To view the certificate in pfx format:

keytool -list -v -keystore <BGL CA.pfx> -storetype pkcsl2

Copy the alias <lab-win-bhl6pvc7ngu-ca> to import it into the new jbossas.keystore file.
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* Import the certificate into jbossas.keystore with the alias name of jboss:

keytool -importkeystore -v -srckeystore <BGL_CA.pfx> -srcstoretype pkcsl2 -destkeystore
/opt/cgms/server/cgms/conf/jbossas.keystore -deststoretype jks -srcalias

<lab-win-bhlépvc7ngu-ca> -destalias jboss -destkeypass <your keystore password>

Enter destination keystore password: <keystore>

Enter source keystore password: <keystore>

[Storing /opt/cgms/server/cgms/conf/jbossas.keystore]

Create a new vault.keystore file:

keytool -genseckey -alias vault -storetype jceks -keyalg AES -keysize 128 -storepass
<your keystore password> -keypass <your_ keystore password> -keystore
/opt/cgms/server/cgms/conf/vault.keystore

Update the VAULT.dat file with the new password: [/opt/cgms/server/cgms/conf/VAULT.dat file -
Keystore password is stored]
/opt/cgms/bin/vault.sh -k /opt/cgms/server/cgms/conf/vault.keystore -p

<your keystore password> -e /opt/cgms/server/cgms/conf -i 50 -s 12345678 -v vault -b
keystore pass -a password -x <your keystore password>

Example:

Vault Configuration in AS7 config file:

R R R R R I I S S S S

</extensions>

<vault>

<vault-option name="KEYSTORE URL" value="/opt/cgms/server/cgms/conf/vault.keystore"/>
<vault-option name="KEYSTORE PASSWORD" value="MASK-VKsAwH928fwt.3H2qUwOG"/>
<vault-option name="KEYSTORE ALIAS" value="vault"/>

<vault-option name="SALT" value="12345678"/>

<vault-option name="ITERATION COUNT" value="50"/>

<vault-option name="ENC FILE DIR" value="/opt/cgms/server/cgms/conf/"/>
</vault><management>

Take backup of following two files: /opt/cgms/standalone/configuration/standalone.xml and
standalone-cluster.xml

Update the generated vault tags in /opt/cgms/standalone/configuration/standalone.xml or
standalone-cluster.xml file.

* service cgms restart

» When FND comes up, check for the updated custom certificate either through browser view certificate
or through login to FND and choose Admin — Certificate — Certificate For Web.
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P Cerfficale for Aouters  Gertificate for Web

Aligs: jbass
Certilicate|o]:
Dta

Mersion: 3
Serial Mumbar: 10610265E0637541 11 205653500081 13209345
Sigrature Algorithr: SHAZSEwithRSA
Isguer: CAl=iabT-WIN-113JFKE4SEE-CA, DE=lab1, DE=cisoo, DG=cam
ity
Mot Bafore: Sat May 28 03:06:44 UTC 2018
ot Attar - Wed May 25 03:16:43 UTC 2022
Subject; GN=labl-WIN-114JFKEISGE-CA, DC=lab1, DG=cacn, Do=som
i

TP
MADS: FA4E-A8/ET CD-3F-83:00-54:51 .02 EQENAFAT.CC
SHAL: BEAETE: &
SHAZSS: {E4:28: 1A4643:CEADD5
Subiject Public Key Info:
Eublic Ky Algorithm: REA
30

4CB8.OF 5137081437 AF:AD:TE: AB:DS D2:EB:
AncAC: |

TAATACIAT REBSAT

SEAZOFBO203010001
HSD93 extonsions:

Signature Algorithm: SHAZSBwithASA

O Enary
Basefid

SSM Certificate Installation Stepsfor FND (Import jboss Certificate Into SSM Web Keystore)

FHEHH A
Default SSM Passwords and alias name:-

ssm_csmp_ keystore password : ciscossm

csmp alias name : ssm_csmp

key password : ciscossm

ssm_web keystore password: ssmweb

FHEHH A

* Download and install the ssm rpm in your FND server:

rpm -ivh <cgms-ssm-4.6.0-*.x86 64.rpm>

Login to FND GUI:

Admin -> certificates -> certificate for web

Download the Binary version of "Certificate for Web" from the FND GUI. Save the downloaded file in
CGMS under the following path /opt/certForWeb.bin.

Stop the CGMS and SSM service:

service ssm stop
service cgms stop

Copy the ssm port and password in cgms.properties:

cd /opt/cgms-ssm/bin/
./ssm_setup.sh

Enter your choice : 5. [Print CG-NMS configuration for SSM]
Enter current ssm csmp keystore password : <ciscossm>
Enter alias name : <ssm_csmp>

Enter key password : <ciscossm>

Example:

security-module=ssm
ssm-host=<Replace with IPv4 address of SSM server>
ssm-port=8445
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ssm-keystore-alias=ssm csmp
ssm-keystore-password=NQ1l/zokip4gtUeUyQnUuNw==
ssm-key-password=NQ1l/zokip4gtUeUyQnUuNw==

Update the generated ssm properties in vim /opt/cgms/server/cgms/conf/cgms.properties.

Add the FND jboss certificate (Certificate for Web) in to ssm_web_keystore.

cd /opt/cgms-ssm/bin/

./ssm_setup.sh

Enter your choice : 8

Enter current ssm web keystore password : <ssmweb>
Enter the alias for import: fnd

Certificate file name: /opt/certForWeb.bin

Trust this certificate? [no]: yes

Certificate was added to keystore

Start the SSM and CGMS service.

service ssm start
service cgms start

* Login to FND and choose Admin -> certificates -> Certificate for CSMP. The CSMP certificate will be
displayed.

v~ COnFIG v EANINEY

Cortificate for CSMP  Cortificate for Routers  Cartificate for Wb Cestiicate Se

Certificate:

ata:
Versicn: 3
Serial Number: 1911174027
Signature Algorithm: SHA258withECDSA
Issuer: CN=SSM_CSMP. OUsCENBU, O=Cisco, LuSan Jose, ST=CA, GsUS
Validity
Mot Before: Tue Jul 22 23:32:52 UTC 2014
Mot After : Thu Jul 21 23:32:52 UTG 2044
Subject: CN=SSM_CSMP, OU=CENBU, 0=Cisca, L=San Jose, ST=CA, C=US

AB:ABBE:33: 1F:1E:

09:80:29

- :50:A0:FF
16:52:0C: AB:40:80:EB:46:50:71:01 :EE:D1:BB:15:7F-0E: 1 B:32:9E:99:20:36:72:62:47:10:49

1:85:98:CB:80:E1:FT:98:F4;
:69:98:4F:DC:42:7F:EB:C2:99:

1:1:
14:01:50:56:83, BE:E
5:

33:5A:4B:29:AD:3!

A5
X508v3 extensions:
X50945 Baslc Constraints: fffttf
Signature Algorithm;: SHAZ56wIthECDSA

48:33BA:A6:F6:26:AB:E2:T2 8T 16:3A:31:B5:B4:TD:AABE:
02:21:00:88:6C:AA: D7 6F 50:08:C3:F0:87:2E:4F 27:
D3:96:682:EA:DF:CO:ET:46:88:FE:D2:E0:0F 4C:08:88:AC:00

e
SSM debug log: /opt/cgms-ssm/log/ssm.log - SSM logs

Stepsto Generate Certificates and Keysfor Relay and Target Node
To use FTT wireless console, you need to import CA certificate and IOT-DM certificate into ftt.keystore.

Before you generate certificates and keys for relay and target node, make sure you have the following
prerequisites met:

1. Openssl is installed
2. Java JDK is installed for Keytool

3. openssl.cnf
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fwubl win732bit x.x.x.exe
cfgwriter-x.x.xx.jar

decxu_sec.xml

Follow these steps to generate certificates and keys for relay and target node:

1.

2.

On Linux1, generate Root CA and key with self-signed certificate, using the following commands:

mkdir CA

mkdir CA/{newcerts,certregs,crl,private}
touch CA/index.txt

touch CA/serial

echo 01 > serial

cd CA

Then copy the openssl.cnf file into the CA directory.
* Generate root CA ECC private key.

openssl ecparam -genkey -name prime256vl -out root ca ec.key

Use root CA private key to generate Self-signed SHA-256 root_ca.crt.

openssl req -new -sha256 -x509 -days 1095 -config openssl.cnf -extensions v3 ca -key

root ca ec.key -out root ca ec.crt >>> DTLS server Root certificate
Domain Component []:cisco

Domain Component []:com

Common Name (e.g. server FQDN or YOUR name) []:root ca cert

Convert root_ca cert from PEM to DER.

openssl x509 -in root ca ec.crt -outform der -out root ca ec.der >>> Target Node
Root certificate

On Linux2, the IoT-DM DTLS server,
* Generate DTLS server ECC private key.

openssl ecparam -genkey -name prime256vl -out server ec.key

Generate CSR from DTLS server.

openssl req -new -sha256 -key server ec.key -out server.csr -extensions v3 req -config

openssl.cnf

Domain Component []:cisco
Domain Component []:com
Common Name (e.g. server FQDN or YOUR name) []:server cert

Copy the above server_ec.key and server.csr files to Linux1 CA directory, then execute the following

commands from Linux1:

Use the Root CA cert, Root CA key, and Server CSR to give the signed certificate of
root CA[server.crt].

openssl ca -days 365 -cert root ca ec.crt -keyfile root ca ec.key -md sha256
-extensions v3_req

-config openssl.cnf -in server.csr -out server ec.crt >>> DTLS server
certificate

* Convert the DTLS server ECC key to PKCSS standard.
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openssl pkcs8 -topk8 -nocrypt -in server_ ec.key -outform PEM -out server pk8.key >>>
DTLS server Private key

3. On Linux3, the target node IR510,
* Generate ECC private key for the target node.

openssl ecparam -genkey -name prime256vl -out client ec.key

Generate CSR from the target node.

openssl req -new -sha256 -key client ec.key -out client.csr -extensions v3 req -config
openssl.cnf

Domain Component []:cisco
Domain Component []:com
Common Name (e.g. server FQDN or YOUR name) []:client cert

Copy the above client_ec.key and client.csr files to Linux1 CA directory, then execute the following
commands from Linux1:

Use the Root CA cert, Root CA key and Server CSR to give the signed certificate of
root_ CA[client.crt].
openssl ca -days 365 -cert root ca ec.crt -keyfile root ca ec.key -md sha256

-extensions v3_req
-config openssl.cnf -in client.csr -out client ec.crt

Convert the target node ECC key to PKCSS standard.

openssl pkcs8 -topk8 -nocrypt -in client ec.key -outform PEM -out client pk8.key

Convert the PKCS8 PEM to DER.

openssl pkcs8 -topk8 -nocrypt -in client pk8.key -outform DER
-out client pk8.der >>> Target Node Private key

Convert client cert from PEM to DER.

openssl x509 -in client ec.crt -outform der -out client ec.der >>> Target Node
certificate

4. Download CSMP certificate from FND

* Login to FND and navigate to Admin -> certificates -> certificate for CSMP. Download the Base64
version of "Certificate for CSMP" from the FND GUI.

e Convert CSMP cert from PEM to DER.

openssl x509 -inform PEM -in certForCsmp.pem -outform DER -out cert ssm.der >>>
Target Node CSMP certificate

Generate ftt.keystore for 10T-DM
Before you generate ftt.keystore for [oT-DM, copy the following 3 files in a directory:

e root_ca_ec.crt
* server_ec.crt
* server_pk8.key

In that directory where you copied the above files, follow these steps to generate ftt.keystore for [oT-DM:
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1. Import server private key into server.crt and generate ftt.keystore:

openssl pkcsl2 -export -in server ec.crt -inkey server pk8.key -out ftt.keystore
-name server.key

2. Import server_ec.crt in to ftt.keystore:

keytool -import -alias server cert -keystore ftt.keystore -file server ec.crt

3. Importroot_ca.crt in to ftt.keystore:

keytool -import -alias ca cert -keystore ftt.keystore -file root ca ec.crt
>>> ftt.keystore for IOT-DM

Configuring Target Node with Generated Certificatesand Keys
1. Create a folder and keep the following 7 files in Target node windows machine.

a. root ca ec.der

b. client pk8.der

C. client _ec.der

d. cert_ssm.der

e. fwubl win732bit x.x.x.exe
f. cfgwriter-x.x.xx.jar

g. decxu_sec.xml

2. Open cmd prompt and go to the folder where all 7 files were copied:

* Execute the below command to generate bin file for target IR510

java -jar cfgwriter-6.1.24.jar -v --ca root ca ec.der -c client ec.der -k
client pk8.der -nc cert ssm.der -w decxu sec.xml target node.bin

* Connect to IR510 with below command:

fwubl win732bit 1.0.5.exe coml
« Hard reboot the IR510.

* Push the generated bin into IR510 with following command:

fwubl win732bit 1.0.5.exe -w target node.bin -a 0x80e0000 coml

* Hard reboot the IR510 again.

To verify the applied configuration:
» TLV - 35 WPANStatus

* TLV - 33 Ieee802.1xStatus

Secured Wireless Connection to Target Node

To import the keystore containing these certificates, on the Device Manager opening page, select Import
Certificate from the drop-down menu on the upper right.
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.l loT Device Manager =& -

l 56035 Impon Certificate

Wiew Cartificate

Change I0T-FND Connection Semings
In the Import Certificate dialog box, browse to the location of the certificate file on your laptop.

View Lo Fil

Select Import FTT keystore radio button. Then choose the ftt.keystore file and click on Import.

7, IoT Device Manager S.6.0.25 ===

loT Device Manager = -

SE0.15

b Import Centificate

ﬁ Import Certificate

- Import POT-DM Certficaies

Work Order - Q -
Farmal M
termal i

& Impat FIT Ky —

I fearmal gt L] —
Mol Location | C'Shaned_foderganeshissm_cer_13340T-DRLkeysione | Q M
Hrmal i
sl View
FT

| cancel Import M=
T — PP
AT rre=
Kormal M

| Harmal EELEE] st RELD ‘edneday, Marc...  Expined L ZEDORDFFFESEIEFL Vi
Formal ADENIKH o2 EELIH ‘Wednesday, Mart., 15 Davls) W New CGRLIH KB+ T, M
Haormal IO 205 ] wednesday, Marc... 19 Dav(s) » New IREDSGLTE AL, fro

| ot nanfns £ 201 . 1 Connect Without Work Order e Connect B | S# Override Work Order
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A\

Note  After importing ftt.keystore, you need to connect to FTT to view the certificates; otherwise you will see the
warning message to connect to FTT in the View Certificate page as shown below.

"7y IoT Device Manager 56.0.25

loT Device Manager = -
REDIS
T View Certificate
-nn View Certificate
W
T 0 Saff Sen Certifice PO Cartifiate Davice Cartifate
L]
" Common Hame CN=CGDM, OU=5GB1,0 = Cisco Systems Inc, L=5an Jose, ST=CA,C=US
" Fetier Mame CH=CGDMOU=5G01,0 = Cisco Systems Inc,L=35an Jose, ST=CA.C=US
™ Serial Mumber 1794620519
W Effeciive Date Wednesday, June 26, 2019 10:17:52 AM UTC
W Expires Saturday, June 25, 2022 10:17:52 AM UTC
i M
A Please connect to FTT to view CA and DTLS
~ Cerificates
fFia A T.a - e
sewtval VEFPIEE s test 0GR1120 Watnsdiry, Marc...  Expingd & hew CGRIIH KR JAF... e
el R fmst RE ‘Wadnanday, Mar.,  Eepirad [ 1 2E002 0 FFFESEDER W
Hormal oSN 1 ORI Wesnesday, Marc.. 18 Dayls) @ N OGR4 KB FTX... e
teeemal ARIOTNEF i £ ‘Weednesdey, Harc., 18 Days) i e TRBOSGLTE-HA K. el
alvan]es 8 ! : . Connact Without Work Crder Connect b = e K
CIsco [T EERR |

« If ftt.keystore is not imported while connecting to FTT, you will get an error as shown below.

T Device Manager 5.6.0.2%

loT Device Manager

560,25

nection Over IPVG Address

9 Connection Over IPv6 Address

Faied

Wark Order: Details: =

Eeror with FTT heystones FTT Keystone doesnt esit. Misase imgart & valid kevsiore and bry again.

Fermal

Pearmal Save Results QK

=
T FEURTIE T _wr_temt TS0 Wednesday, Marc.. |18 Day(z) ® few TOLTIB0SIIIEIHD

iad KWPQSE b _test 1RS0 Widnmdlay, Mare._ | 18 Day[s) & e DNTIBSH01EN0
FIT TAIDATC gan i i=st IR500 Wedinesday, Marc.. 1B Day(s) i Rew DI TIB0S001EN

FiFFFFFFFFFFAR

afiei]ie pright 241 4 n Connect Wathout Wark Qrder e Comnect EMTUEWOMEI
€I5CO PSS-S PR WU
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* [f a wrong password is provided while connecting to FTT, you will get an error as shown below.

™, BT Device Hanager 5.6 0.35

n

loT Device Manager

56,0325

W Connection Over IPw6 Address

° Connection Over IPv6 Address

i

Work Order: Details: x

Erver wath FTT liyibong- FTT Eyitons doaia iodt Plaiss impoct & wald biiters 0d By aghis.

i Save Results OK

AT o e _r_test TREDD Wegnesiny, Harc.. 18 Dayis) [T DOEF3E0SD0LENCHS
RIS

T UNKIRGSE narre te BREn0 fainaduy, Mar.. 18 Dayls) W N 00 PIE0S00L EOO40
T YaTLER garn_ftt_test 500 Wednasday, Mar., 18 Dayls) W New DOLYIBOS0OLEO0ES

g
PFRFEFERERRER

"isco. R e SRR WS = 0o oo
CI5CO

« [f the certificate is expired while connecting to FTT, you will get an error as shown below.

54 1o Device Manager 5.6.0.25

i loT Device Manager

55035

B Conmection Over IPvG Address

9 Connection Over IPv6 Address

Work Order: Details: =

Ervor with FTT kayshone- Mottfter: Mon Jun 24 03045043 UTC 209

‘ prrral e

tomal Save Resulls %

T FRETS Bt _wr_test =500 ‘Wednesay, Mam., 18 Duls) & he=s 00L7ID0SI0LEDNHS
| FTIT WNEWPOSE =mp_test RE00 Wecnesday, Marc.. 18 Day(s) W New QOLTIE0S0OLEND49
‘ FTT VAZDEM] an_fit_best 2 ‘Wednesday, Marc... 18 Diy(s) [ B 0L TIBOSONLENHS

]
FRFFFFRFEFENE

| afialn g ¥ 4 Cisco 5 a Reseny mmimunmlcmu= Connect 54 Cvernioe WWork Qrder
‘ CISCO U

« If the server key alias is missing while connecting to FTT, you will get an error as shown below.
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loT Device Manager

5025

Connection Over [Pt Address

o Connection Over IPv6 Address

Fasiad

Work Order: Details:

st g
CI5CO

Error with FTT keystore- Server key Is missing in keystone,

[ ]

e,

[

[

e

[

L]

smermuts Lo —

e,

ey

FRETIS Et_pr_tmst TR0 ‘Wechesdmy, Mar.. 18 Dmds) B new 0017305001 BO0S5 e
NATIEOSE feme_test IREDD ‘Wechesday, Marc... 15 Davis) B New 00173505008 B4 e
FAZDER gon_fit_test PRI ‘Wednesdey, Harc.,, 18 Diayils) [ BT 003 TIE0500E B0 e

BRSO MRl oo

Create a work order from FND. Enter DTLS server Common Name, give permissions to GET and POST
TLVs.

stlinilne b

oT
€isco  FIELD NETW

Work Ordar Nama:

Fiald Davice Namas/ElDs:

FTT Type:
Tachnician User Mame:
Status:

Start Date:

End Date:

Device Time Zona:

Craatad At

2020-03-11 05:24

< DIRECTOR

Ttl_wr_test
D0173B05001 EDD48

Enter comma-separated values

P
root
Assigned
2020-03-11
2020-03-31

utc

Note

test

OTLS Server GN;

GET TLVs Selection
Solocted TLVs
T:Session ID

11:Hardwara Daseription
0 Herdware Setlings

:Ping Reapanss

POST TLVs Selection
Selectad TLVa
30:Ping Reguest
SO:WPAN Settings

326:Noise Stats

Titgerver

Availabla TLVs
cr il e

(%) 22:6h0 Besponse
30:Ping Requast
52:Reboot Request
534EEE B02.1x Status
S44EEE BO2.11i Status
SSINPAN Status
SEDHCPYG Cliant Status
aT:Fadio Link Siats
SBAEEE BOZ.15.4 Device Link Stats

SHIEEE BIZ,15.4 Link Stats

Avalilable TLVS
32Reboot Request

325:Scan Noise Setfings.
327:0RaANe] Noisas
32BLINk Test Sattings

S4EETX Algorithm Settings
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sl b
e Fl

B sour
Dirplaying 1- 10 01 10 Paga 1 a1 = B
Work Crder  Work Orcer ™ ericaType | FAR Kama Technician L e, DAL Laz: Updatn s
s : Aol OwicaTypa  FARSamwED  (EMMEIT i 2 Start Dst End Cat K Sta
JFFURTIE Hiwitest  odmin IRS00 CO173B0S00...  reet

20200811 POEUAI3E1 20200511
000000, a0

Cooedinaten
Uriversal Time  00:00:00 Aasignad

Use one of the following ways to sync the created WR from FND to IOT-DM:

1. Import the FND custom web certificate in to [OT-DM: IOT-DM Application — Settings — Import

Certificate — Select Import IOT-DM certificates — Select FND radio button — choose the *.pfx file —
enter password and click on Import.

@ Impert Certificate

Q Import Certificate

& Import 1OT-DM Certificates

Lecation || Q J

Password | ]

Certificate Type @) Device . FND Common

J Import FTT Keystore

Cancel

2. Enter the fingerprint of web certificate in IOT-FND Connection Settings.

) [=]

loT-FND Connection Settings

Usemame  root Password seerenes

IPAddress  10.104.1588.138 Port 443

Fingerprint for
Sell.Sign certificate 07 TEEASI.CEAT.08: 3 E4.02:44.91:AD0B: FC.FF.41,0E: TE. BC:25:25.75. 88 33:02.7F.56.0C. BE 52:37]

Test Connectivity

Cancel Save

Click on Sync with IOT-FND.
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) Sync with ToT-FND

" Sync with loT-FND

Syctess

Details:

Downloaded *1" work orders, uploaded 0" work ordars.

Save Results OK
A .

Viewing the Imported FTT keystorein IOT-DM

Select the downloaded FTT type work order and click the Connect button. Select IR510 as device type, enter
Relay node IPv6 address, and provide FTT password, then click on connect. Once the dashboard page is
launched, disconnect from device.

Note The feature will only be enabled when you connect to the device with work order which has TLV 342 message.
If the work order is non FTT type, the IR510 device connected com port. If the work order type is FTT, the
Connect button redirects to another screen and you need to provide IPV6 address of the relay node and FTT
password. Connect to IR510 via IPV6. Once the connection to IR510 is established through IPV6 Address,
the DTLS server 1.2 will be started. [oT-DM uses port number 5556 for DTLS server.

» Connectivity to Relay Node With Work Order

% ToT Device Manager 5.6.0.25 o[ =]

loT Device Manager =

@ Connect To Device

Work Orders IR510 [

Device Typs [ IR510 - ﬂ m

date Siaus -

mEAn e o
2 BTN Connection Type:  CopmectOverEihermsl et e,
T o — [ s
Mormal HEIPFISE *14F... haw,
Pigrmal YEELSBX] [ SEDEF e
i Pyb Addreas | TET:10 FTT Passwor] | sessmass p— =
Pezrimal ERITNEE M e
Normel — Cancel Connect i, ;;
Mormal [l i i SEIER e
Pirmal THYGRESH SEDEF hew
FTT FRETS Tet_wr_tet IRS00 Wadrazcay, Marc., |19 Dayje) o Mew 0017305001 E005 e
FTT LVEMPOSE termg_test RS0 Wiechescay, Marc.. | 19 Dawls) e 00173305001 EOO4 ey,
FrT YAFDETC) gan_f2_test 1R50 Wednesday, Marc., 19 Doylz) o New COLTS00N B0 e
afualr 2 In. Connect Without Work Order i Connect B = Override Wark Orer
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* Once the ftt.keystore is imported, they can be viewed in the View Certificate tab as shown below,

"3 ToT Device Manager 5.6.0.25

loT Device Manager

560,28

“Cy e Certificate

Q View Certificate

W
[T S8 5ign Cartificate D Certficabe Dewice Caraficate Ca Cartficats DTLS Server Cerbficate

b Common Name CH=fitsarvar, [0 = com, DC=cisca

W Insaar N CM= 000te, I =com, DC= ciscn

i Serial Kamber a

F Effective Date Tussday, January 21, F020 10:3107 PM UTE

™ Expires Sunday, Janisary 23, 2050 10:32:07 PM UTC

: Chose:
™

Marmal CFPLNS ) IREX Wesnassyy, Marc.. 19 Daps) & Flew IREZOGWLTEGA:... e,
Hormal QEHDRTPN 510 dowm 1500 Wechaday, Harc.., 19 Dis) ® e 2EXIDFFESENEF .
Marmal DR 510 test WE0 Weshesday, Marc., 13 Dayls) B New 260020 FFFESEDEF] ;
FIT FRUETS RE_wr_twst IRS00 Wadnasdary, Mare.. 19 Das) B Mo 00173505001 BI04 e
aluals Gonnect Without Work Order Comnect B 54 Override Work Order
CISCO

 Login again with the same work order and navigate to PToPTest tab. You need to choose neighbour
target node from "Neighbour List table" (populated based on TLV 52), enter the lifetime (in seconds)
and click on Start Session. It will post TLV 341 and connect to the respective target node and establish
DTLS channel. IoT-DM will send authorization message to the connected target node. If the target node
address is not matching with the target node EUI ID mentioned in the authorization message, target node

will reject the request. Otherwise, it will establish the connection.

) IoT Device Manager 5.6.0.25

Heighir List Tabie:

[ meemew

Seareh Neighbors

FOW2040041

o ]

Wireless Console Screen
¢ GET Authorized TLV Tab

IR510/1.0/2.0

YAZDETK] - gan_fie t... BFCREHREE
| 590w ey h

Start Session

LR Y
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Connecied to taget node: 00173005001 o0043 ot ‘. H m i
T
] o
I : (Samwien I w Hardware Description
O e Hardware Settings
[¥] 1 Harwane Diescrghion
O | Fing Riesponz enhyzicalindex
WELD
el T medul %)
eniFtysicaliare lowpen
evitsicalkaduane i 10
nhysicallimnarae 6.2(6.2.19)
enstysicalSerialium FOWI1320032
TR
Get Selected TLVE Get ALL TLVS
P e SR
» POST Authorized TLV Tab
Connected to target node:  (017300500160088 e
cer  POST
[T - wran settings
30 - Fing Recuest
326 - Channel Rast Stots ¥ motckihy
» suliTitle
startChel 11
shopChrl 12
v dwell
FOST 2 RESET

* To terminate the session, click the Stop Session button.

N

Note

As part of this feature, management command support via FTT wireless console
is removed, hence the "wireless management console screen" supported by starting
the wireless console session will be removed from IOT-DM Release 5.6 and later.
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Running Point to Point Test Between Two IR510s

Use the PToPTest page to run point to point test between two IR510s.

Step 1 Connect to IR 510 via IOT-DM.

Step 2 Click the PToPTest tab, select a neighbour, choose a channel option, and click the Run Tests button. If you do not
choose a channel option, the test will be running with the default of "All Channels."

Use the Select channel drop-down menu to select one of the following channel options.

* All Channels: the default selection
* Single Channel: choose from 0 to 32
* Channel Range: choose the start channel and the end channel

* Multi Channels: enter channel numbers seperated by commas (for example, "1,5,23,") in the text box

JED0ADFFFEGE0ER FOW2 2040061 3 RSB0 ; IRS10-CFDM-FCOK | P
a

[ Com < ) ! 1 day ago +

> G =

Crashinoand Conhg ST T Conr Ay

PT=PTait

Search Meighbors |

Heaghbor List Tabla

D07 3e0500Te0052

GPE
Timaslamp

Efx
Ma oonlent i lable

Meodulaticn

[ ETE
Step 3 (Optional) If you want to search a specific neighbor, enter the physical address in the Search Neighbour s text box.

The function of searching a specific neighbor is only supported on firmware version CG-Mesh 6.0 and later.

Step 4 After the test is completed, the results are dispalyed for RSSI, Error Rate, ETX, Noise, Modulation, GPS, and Timestamp.
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Raw TLV Support on IR510

\}

The RAW TLV tab was introduced for IR510 on the Advanced tab. When you click the RAW TLV tab, all
TLVs (including newly added TLVs) will be displayed as a list. Select TLVs from the list and click the Get
Selected TLVsbutton will display the information about the selected TLVs. Click the Get ALL TLVsbutton
will display information of all TLVs in the list. To change the TLV attribute values, click the POST button.

& 10T Dewice Manager 5300 - kY
P 320 M0 ERDEE | B 4 FONE13 2002 | E IRFI0 10020 F IR0 OF DM -FO0 :
| | g |
L ARES CORA P . T " | 3 . 1 week aga +
Dashiead Conlig Firitrware e Advaroed
GET FOST AW TLV

[ 1 4

E ¥ Sessonll

| 8

|w T id

I_ E -

N 10

Il 1

[ 12

R 1

Il 1

[ 17

| ] i

_ 19

| 2

— -

Ged Selected TLVS | GELALL TLVE | FOET e RESET

Warning! use with caution, invalid input may damage the router

Note

If you change the field value and click the POST button, the data will be posted to the IR510 device WITHOUT
ANY VALIDATION.

Note

On the RAW TLYV tab, every fields of a TLV will be displayed. If some fields are not postable, the post
operation will fail.
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Disconnecting from the IR500

After finishing your work on the IR500, click the left arrow on the left side of the menu tabs area on the main
page to disconnect Device Manager from the IR500. Click Yesto confirm that you want to disconnect from
the device. Device Manager disconnects and displays the Device Manager opening page.

Managing I0x Nodes on IR510

From IoT Device Manager Release 5.2, you can perform management operations on the Linux/IOx nodes on
the IR510 device. You can also view the current information of the IOx nodes.

\}

Note The IOx node on IR510 should already have been setup via FND or manually, so that you can perform the
management operations on it from IOT-DM.

The following image shows the IOx tab which contains 4 management operation buttons and and a text area
showing the details of IOx node in the device.

Figure 11: 10x Tab

@ T Dwace Marage 5101 - x
DONTIBOS0ZBO0 9 FOWZ 129000GF IR0 020 FE30-CFDM-F00K :
]
A ) COM3 15 Pariats S0 i

0017 3805002 30080100

202381173
B4l

140233

o

4477 -5704D-16.07.8

(=]

2 dupnaga

Dizable 10 Mode Re=stait 10 Made Resta CAF

You can perform the following actions

* Enable I0x Node - This operation only takes effect if the IOx Node was in disabled state.
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* Disable IOx Node - This operation only takes effect if the [Ox Node was in enabled state.
* Restart IOx - This operation only takes effect if the IOx Node was in enabled state.

* Restart CAF - This operation only takes effect if the IOx Node was in enabled state.

Using the 10x Terminal

You can connect to the Linux/IOx nodes on the IR510 device and execute commands or troubleshoot issues
locally by using the IOx terminal on the [Ox tab.

N

Note Linux node on the IR500 device should have UDP server running on 8335 port which will be used to connect
via IOT-DM Client over PPP.

To access the IOx Terminal, click the IOx tab and choose Terminal as the following figure shows. An interactive
command prompt will display where you can execute the commands on Linux/IOx terminal.

Figure 12: 10x Terminal

@ IoT Cirvice Manager 5.L01 = W
|
1
| D01 TIBOINEAN0S FOWZ 1250 0GF REI0LOED IRH-OFpM-FCCK | 28
9
4718 il : 3 days a0 n

Termrinal

b
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Diagnostic Operations on IR510

From IoT Device Manager Release 5.3, you can run diagnostic operations on IR510. Once completed, a simple
report will be disaplayed to indicate overall health status of the device which includes any issues with the
device, suggestions to correct those issues, and possible troubleshooting steps.

The following figure shows the Diagnostics tab.

Figure 13: Diagnostics Tah

@ 16T Device Manager 550255 B i
D01 TIELE00ATO034 FOWZ 1250:05H L IRS10FLO20 IRS10-0FDM-FCK :
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To run diagnostics, click the Diagnostics tab. Then click the Run Diagnostics button, a message dialog box
showing "Diagnostic operation is under progress, please wait." will be displayed. Other operations will not
be allowed until the diagnostic operation is completed.

After all diagnostics are completed, successful operations will be shown as green and failed ones will be
shown as red. Failed operation will have the suggestions shown when a mouse is hovered on it.

The following diagnostic operations are supported:

* Image Validation - Identifies whether the image (ROMMON or LINUX) installed on the device is in a
good state.

Error messages:

» LINUX image is either not installed or it is corrupt. Please re-install LINUX image and try again.
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* ROMMON is up and running. Please load LINUX and try again.
+ Authentication Check - Checks if the device has completed 802.1x and 802.11i authentications in the
network.
* 802.1x

Error message: Seems like 802.1x is disabled. Please follow the instructions to configure 802.1x
authentication correctly.

* 802.111
Error messages:
+ 802.11i is disabled. Please follow the instructions to configure 802.111 authentication correctly.
* Seems like pmkId is not set. Please carryout 802.1x authentication.
* Device should have at least one gtkld to participate in 802.11i authentication process.

« gtkid is expired. Please renew it.

* DHCP Check - Verifies whether the device has the DHCP lease period and got IPV6 address assigned.

Error message: DHCP lease is expired. Please renew it.

* FND Registration Check - Identifies whether the device is successfully registered with FND server. The
following checks will be performed:

* Time synchronization issue - [oT-DM compares the time of IR510 with the time of FND to check
if the time is synchronized. If their is a time sync issue then below error message is shown:

Error message: Device time is not synched properly. Please correct the device time and try again.
* Registration process issue - Displays the registration failure cause.

Error message: There seems to be issue with registration process. Error Code: xxx.
* Certificate validity

Error message: NMS Certificate is invalid. Please load the valid NMS certificate and try again.

Default message: Check if the device is added in FND DB.

N

Note  As part of the FND registration diagnostic operation , there will be an FND API
call to get the Current Time. Credentials will be taken from the CGMS Settings
page if field technician had entered it before. If not, a seperate screen would be
shown to you to enter the details of FND Server with which the time sync
operation will be performed. You may choose to skip it if you do not want to
enter the details of the FND server. In that case, the Time synchronization check
will be ignored while performing diagnostic operations.

+ Connectivity Diagnostic operations - Identifies whether the device connectivity is up to the mark with
other interfaces on the field.

* RF Health Check - Status of WPAN LED will be displayed.
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* Ethernet Link Check - Status of Ethernet will be displayed.

* FND connectivity Check

* [Ox Health Check - Performs the diagnostic operations on the IOx module installed in the device.

* [Ox Host Status - The status of the host on which IOx runs will be displayed.

* [Ox Status - The status of IOx process will be displayed.

» GPS Status Check
¢ GPS enabled or not

¢ GPS locked or not

» EST Status Check

« Certificate downloaded or not

* Trust anchor present or not
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