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FU&IC

FU&HIC

CORF a1 AY Tl Cisco Network Services Orchestrator (NSO) T Cisco Crosswork Change
Automation (CA) #EENy 2% FIvO—R, 1Y A=), BLURETEHEICOVTHBALE

9, 5. TDKRFa2 A kTIE, Cisco Crosswork TD Crosswork Change Automation [CWHERER
EICDOWTHEFALET,

B&Y
CDHARTIE., UTICDOWTERALET,

e cw-na-fp-ca-5.0.0-nso-6.1.tar.gz #8E/\y & @ Cisco NSO 6.1 ADA VA M=)l &, HEE/INY U
[CEEE L 7258 E D Cisco NSO ADA VX b—)L,

+ Change Automation HD—ED1—H%—<v 7 (umap) Z{EMY %7/-hD authgroup FZE,
o« DLM D&% &. Cisco Crosswork 5.0.0 TWER Change Automation 77 /U4 —2 3 Y DERE.
ARE Y

BTDY X k&, Crosswork Change Automation #gE/\y 7 v5.0 &L BE#E M3 % Cisco NSO & &L U
Cisco Crosswork Dfg/N\—YavERLTVWET,

e CiscoNSO :v6.1 VAT AL VAM—=IL

¢ Cisco Crosswork : v5.0.0

© 2023 Cisco and/or its affiliates. All rights reserved. 3/10 R—Y



1TVAR=ILERR
1A VAM—ILERTE

UTotsoayTik,. YAFAAL YA RM—)L Cisco NSO 6.1 BLIf&IC cw-device-auth #EE/Cy 2 & 1
VAR=ILTBAEERLVLET,

BENXY DAV XM=

1. URIY kUHS Cisco NSO [ cw-device-auth v5.0.0 #5 VY O—KULET,

2. FovO—RUEBENY VD targz 7—HA T Z)\yr—JYRI MNYICOAE-LET,
F: NvTr—I74LI MR AVAM—LUKICEBRUACREICEIDVWTRESNSDT, BB
BENHDET., YATAICA VA M—ILENTFEA ED Cisco NSO DIFHE., Ny T—ITF4 LY

NUIET 7 # )Lk TIE T/var/opt/ncs/packages) ICHDETF, 1A M—)LD ncs.conf ZHEFEL
T. \yor—=IF74LIRMNVERDIIZEY,

3. NCSCLI ZiEg L. RDIAYY RZERITLET,
admin@nsol:~$ ncs_cli -C -u admin
admin connected from 2003:10:11::50 using ssh on nsol

admin@ncs# packages reload

4. VO—RMPETUES, NyT—IDEBICAVAM—ILENcIEZHRBLET,
admin@ncs# show packages package cw-device-auth
packages package cw-device-auth
package-version 5.0.0
description "Crosswork device authorization actions pack"
ncs-min-version [ 6.0]
python-package vm-name cw-device-auth
directory /var/opt/ncs/state/packages-in-use/1/cw-device-auth
component action
application python-class-name cw_device auth.action.App
application start-phase phase?2

oper-status up

Cisco NSO TO¥RI7 V7 XA 1 —HF—DERL

Cisco Crosswork Change Automation (&, I XTOFREZEICEAL T, FAl7 /R 1—F—%FEAL
T Cisco NSO [CHEHELET. 2FED. DIMH—EXPPNEY—EXERUI—Y—%EHL T Cisco
NSO L7V tRTBLFTEERA. OBV Y3 VTR, I—F—DEBICLERIHREHFICONT
AL XY,

F: UTOFEEF. Cisco NSO A' Ubuntu VM TERITEShTWSZ E%RREELTWVWEY, Cisco NSO
DAVAR=IDBRDARL —F 4 VI VAT ATEITENTWBIERIE. ZRICKHUTFIEZZELT
-1
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https://engci-maven-master.cisco.com/artifactory/robot-dev-snapshot/nca/nso/fp/6.1/cw-na-fp-ca-5.0.0-nso-6.1.tar.gz

1Y Ab—=ILERR

1. Ubuntu VM T#L L) sudo 1—H—Z{EELE Y. FINCESICRENTVEYT. UTOFIEIE. Ubuntu
VM T1—4%— Tcwuser] Z{E T 2AEERLTVWET, COHLLWI—F—ZICIE. EFEORFIEME
ATEET,
root@nso:/home/admin# adduser cwuser
Adding user ~cwuser'

Adding new group cwuser' (1004)
Adding new user “cwuser' (1002) with group “cwuser'
Creating home directory °/home/cwuser'
Copying files from °/etc/skel'
Enter new UNIX password:
Retype new UNIX password:
passwd: password updated successfully
Changing the user information for cwuser
Enter the new value, or press ENTER for the default
Full Name []:
Room Number []:
Work Phone []:
Home Phone []:
Other [1]:
Is the information correct? [Y/n] y
root@nso:/home/admin# usermod -aG sudo cwuser

root@nso:/home/admin# usermod -a -G ncsadmin cwuser

2. #EBUEFHFLWI—H—A Cisco NSO H—/N\—IC HTTP 7YV L AB LUV HTTPS POV LA TEB I L5
BULET, BERIE. UTICRT VY7L RESTCONF APl #FAL TEITTE XY,

curl -u <USERNAME>: <PASSWORD> --location --request
GET 'https://<IP>:8888/restconf/data/tailf-ncs:packages/package=cw-device-auth' \

--header 'Accept: application/yang-data+json' \
--header 'Content-Type: application/yang-data+json' \

--data-raw ''

LD curl ARV FZHUHT & UTOLSBIGENBESNET. ThENDINERF. Ch& D)
DHI 1 DDREHIEELEN >/ EZRELET,
{
"tailf-ncs:package": [
{
"name": "cw-device-auth",
"package-version": "1.0.0",
"description": "Crosswork device authorization actions pack",
"ncs-min-version": ["6.0"],

"python-package": {

"vm-name": "cw-device-auth"
b
"directory": "/var/opt/ncs/state/packages-in-use/1l/cw-device-auth",
"component": [

{
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https://www.digitalocean.com/community/tutorials/how-to-create-a-sudo-user-on-ubuntu-quickstart
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"name": "action",

"application": {
"python-class-name": "cw device auth.action.App",
"start-phase": "phase2"

}
1,

"oper-status": {

up": [null]

}

Cisco NSO authgroup A® usermap (umap) DEHN

Cisco NSO TlE, HIRNIYR FNA R 7V ZAAOOT A VigHR%ZIEET 5 7-5 D authgroup % i
ETZ XY, authgroup [CI. default-map £7-ld usermap (umap) ZEHZENTEET, &5
IC. umap % authgroup TEZ LU T. default-map X7/=EZDMD umaps hS5DOF7 )L 0O A v
BHRZEA—IN—F1IRTBIEHLTEZXT,

Crosswork Change Automation @ loverride credentials passthrough #gEl%. T ® umap ZERAL
9, Crosswork Change Automation ZfERY %(C(E. 7 /84 A ®D authgroup IC umap B %= 1EKT %W
BEHAHOET,

fceE 2. FTINA R Txrv9k-11 A Cisco NSO [CEFESINTWRELET ., DT /N1 X(d. authgroup
lcrosswork] Z#fERALUET.

cwuser@ncs# show running-config devices device xrv9k-1 authgroup
devices device xrv9k-1

authgroup crosswork

!
authgroup lcrosswork] DIBREITXDEE D TT,

cwuser@ncs# show running-config devices authgroups group crosswork
devices authgroups group crosswork
umap admin
remote-name cisco
remote-password $9$Lzskzrvzd7LeWwVNGZTJdUBDAKN7IgVV/UkJebwMleKg=
!

!

ERLI=FHLWI—— (ZOFITIE cwuser) (Cumap ZEMUET., ZDEBER. XOLDICEFTT
%9,

cwuser@ncs# config

cwuser@ncs (config) # devices authgroups group crosswork umap cwuser callback-node /cw-creds-
get action-name get

cwuser@ncs (config-umap-cwuser) # commit dry-run
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cli {
local-node {
data devices {
authgroups {
group crosswork {
umap cwuser {
callback-node /cw-creds-get;

action-name get;

+ o+ o+ o+

}
cwuser@ncs (config-umap-cwuser) # commit

Commit complete.
HR#&. authgroup XD &L S ICRRINET,

cwuser@ncs# show running-config devices authgroups group crosswork
devices authgroups group crosswork

umap admin

remote-name cisco

remote-password $9$Lzskzrvzd7LeWwVNGZTdAUBDIKN7IgVV/UkJebwMleKg=
!

umap cwuser

callback-node /cw-creds-get

action-name get
|

ROABZHERLTLLLEEL,
e umap AAHRT/INA ZADEEFED authgroup [CEEMS TS,

e umap TIELWIA—HY—ZEFEHLTLS,
EROVWIThMHAIEL K BWNEE. RITHICEENRELZXT,
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Cisco Crosswork T® DLM D&%

Cisco Crosswork ©® DLM DE&E

Cisco NSO THERE/Nw V%A1 Y A M—)L U TERE L7=1&. Cisco Crosswork @ DLM TR ZRET %u
EAHDET., TNOSDEHREICELD. Change Automation A%, LK EREShic1—H—%2NLT
CiscoNSO IC7 VA L. BEILIHULTA—N—514 REn/icOJ 1 VigHeEFERLUTHRETESLDIC
BOET,

ca_device_auth_nso OJ 14 VIR 707 7 1 JLDIERR

ZDHA KD Cisco NSO TORHNF7 VAL —HF—DEMI £V Y a v THER LIS 77X —
H—DHLWLWOY A ViEER IO 7 74 )% Cisco NSO TERLET., coOy«s viER7O7 71l

I, A—Y—@ HTTP OY 4 ViEHRE HTTPS OV 1 VIEHRZEBMULE T, TOA A—=ViE, 1—H—

lcwuser] D1—H—ZENAT—RZEZIEEITDEECTI .,

Profile Name * ca_device_auth_nso

Add Credential Protocols

Connectivity Type User Name * Password * Confirm Password *

HTTPS N~ cwuser  eesessese ©  secesccee o ]
Connectivity Type User Name * Password * Confirm Password *

HTTP / cwuser  eesessese ©  |ecececces o ]
+ Add Another

ca_device_auth_nso O 1 VIEHR7O7 7L EH(IC, DLM [CRIOOY 1 ViEHRT7O7 71 ILHH
D, ZO7O77A4ILICED. Cisco Crosswork Dfid eIV R—K > MMIBIL T. Cisco NSO AD
A—Y—Z/NAT—RERIEEINXT. UTOFITRE., coOdsvEHR7O07 74 I)LH Tnso-
creds] EEFNTWVWET,

BE: BEODIM OV VIER7O7 74 ILOI1—F—%MH. ca_device_auth_nso 7O 7 71 I)LD
A—H—RERRDBEZERLTLIEZL,
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Cisco Crosswork T® DLM D&%

Profile Name * nso-creds

This username should
be different from the username of the
ca_device_auth_nso cred profile

Connectivity Type User Name v Confirm Password *

Add Credential Protocols

SSH v admin csenee o coeses o

Enable Password

e o
Connectivity Type User Name * Password * Confirm Password *
TELNET Vv | |admin [ [ eeeeee © [ oooee o
Enable Password
e o
Connectivity Type User Name * Password * Confirm Password *
NETCONF v admin esccce o eoccee o ]
Connectivity Type User Name * Password * Confirm Password *
HTTP v admin scccce P soseee P i

+ Add Another

DLM Z7O/\« ¥ —70/\F 1« OEM

DLM TO% 4 VIEHR70O07 71 )L E{ER L 7=%%. Crosswork CA TEA3I N2 DLM DI T®D Cisco
NSO Z7ONA ¥ —IC7ONT 4« ZEBIMT Z2DEBELAHD XTI, TOA A=V, 7O/NT« %2IEET HEE
T9,

Properties for nso X
Property Key Property Value
ca_device_auth_nso ca_device_auth_nso

Make sure that property key and property value are both set to
“ca_device_auth_nso”
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NSTNYa—FTavd
ROFIC, RESHARMOSHH—BNBIS—0U R FERLET,

nso umap user must also be a nso ca_device_auth_nso 1—H—&A" 1. umap ZEBM/{EELET,
credential profile user ED umap 1 —H—ICH—KL

B0, 2. ca device_auth_nso O % 4 Vi ~70O
FAINERELET,
2. empty auth group umap from nso  Cisco NSO authgroup T umap A* umap ZEMU X9,
BOn SR,
3. failed to retrieve RESTCONF Crosswork CA H' RESTCONF #2F cw_device_auth_.nso O % 1 Y iE#H 7 O
resource root. please verify NSO T Cisco NSO IC##H TE R J7r7MITEESNI—F—8&//IXXT—RK
<IP> is reachable via RESTCONF ho7z. % {#F L T RESTCONF #£H T Cisco NSO [C
BERTE5 L5 EELET,
4, Failed to set device override nso config K& L TL\%, tm-tcfp nso non-cisco E— R TXD 2 DDHREEE
credentials in NSO, access denied (&, cliNED /X4 X & Crosswork FAUX 9,
(3): access denied TEET B,
set cisco-tm-tc-fp:cfp-configurations

dynamic-device-mapping cisco-iosxr-cli-
7.33:cisco-iosxr-cli-7.33 python-impl-
class-name tm_tc_multi_vendors.losXR

set cisco-tm-tc-fp:cfp-configurations
stacked-service-enabled

CORFaIAVNI, KEBVZAOARITRF 2 AV FDEEMERTY,

DY OBRICOESEL T, BABRIBERRT. RERICT Y 7T7—bAHD. VY IRDOR-—INBH/EES
NTWBIZEENHDET I EZTERLLESL,

HLETHEEMREBDEITDOT, EXBABICOVWTIEHKREY A FDORF a2 AV M ESRLEE N,

The documentation set for this product strives to use bias-free language. For purposes of this documentation set, bias-free is defined
as language that does not imply discrimination based on age, disability, gender, racial identity, ethnic identity, sexual orientation,
socioeconomic status, and intersectionality. Exceptions may be present in the documentation due to language that is hardcoded in the
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third-party product.
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