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Service Description: Cisco Optimization Service for Security Enterprise 
License Agreement     

 
This document describes Cisco Optimization Service for Security Enterprise License Agreement (ELAs). 

 
Related Documents: This document should be read in conjunction with the following documents also posted at 
www.cisco.com/go/servicedescriptions/: (1) Glossary of Terms; (2) List of Services Not Covered; and (3) Severity and Escalation 
Guidelines. All capitalized terms in this description have the meaning ascribed to them in the Glossary of Terms. 

 
Direct Sale from Cisco. If you have purchased these Services directly from Cisco, this document is incorporated into your Master 
Services Agreement (MSA) with Cisco. In the event of a conflict between this Service Description and your MSA, this Service 
Description shall govern. 

 
Sale via Cisco-Authorized Reseller. If you have purchased these Services through a Cisco-Authorized Reseller, this document is 
for description purposes only; is not a contract between you and Cisco. The contract, if any, governing the provision of this Service 
will be the one between you and your Cisco Authorized Reseller. Your Cisco Authorized Reseller should provide this document to 
you, or you can obtain a copy of this and other Cisco service descriptions at www.cisco.com/go/servicedescriptions/. 

 
Service Summary 
 
The Cisco Optimization Service for Security ELA is intended to supplement a current support agreement for Cisco products. Cisco 
shall provide the Optimization Service for Security ELA described below as selected and detailed on the Purchase Order for which 
Cisco has been paid the appropriate fee. The services described below are indicative of the services that available to Customer. Cisco 
shall provide a Quote for Services (“Quote”) setting out the extent of the Services and duration that Cisco shall provide such 
Services based on this Service Description. Cisco shall receive a Purchase Order that references the Quote agreed upon between 
the parties and that, additionally, acknowledges and agrees to the terms contained therein. 

General Service Responsibilities 
 
Cisco and the Customer shall have general responsibilities found in this section below. 

General Service Responsibilities of Cisco 
 

Cisco shall provide the following General Service provisions for any Optimization Service for Security ELA specified in the Quote: 
 
 
• Provide a single point of contact ("Cisco Project Manager") for all issues relating to the Services. 

 
• Participate in regularly scheduled meetings with the Customer to discuss the status of the Services. 

• Provide that Cisco employees (including Cisco subcontractors) conform to Customer’s reasonable workplace policies, conditions 
and safety regulations that are consistent with Cisco’s obligations herein and the Agreement and that are provided to Cisco in 
writing prior to commencement of the Services; provided, however, that Cisco’s personnel or subcontractors shall not be required 
to sign individual agreements with Customer or waive any personal rights. 

 
• Supply Cisco project team personnel with a displayable form of identification to be worn at all times during services activities at 

Customer’s facility. 
 
• Cisco reserves the right to determine which of its personnel shall be assigned to a particular project, to replace or reassign 

such personnel and/or subcontract to qualified third persons part or all of the performance of any Security Optimization Service 
hereunder. Should Customer request the removal or reassignment of any Cisco personnel at any time; however Customer shall 
be responsible for extra costs relating to such removal or reassignment of Cisco personnel. Cisco shall not have any liability for 
any costs, which may occur due to project delays due to such removal or reassignment of Cisco personnel. 

 

http://www.cisco.com/go/servicedescriptions/
http://www.cisco.com/go/servicedescriptions/
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General Responsibilities of Customer 
 
General Services 
 
Customer shall comply with the following obligations for General Services for any Optimization Service for Security ELA specified in 
the Quote: 

 
• Designate at least two (2) but not more than six (6) technical representatives, who must be Customer's employees in a security 

engineer or administrator role, to act as the primary technical interface to the Cisco designated engineer(s). Customer will 
designate as contacts senior engineers with the authority to make any necessary changes to the Network configuration. One 
individual, who is a senior member of management or technical staff, will be designated as Customer’s primary point of 
contact to manage the implementation of the Services under this Service Description (e.g., chair the weekly conference calls, 
assist with prioritization of projects and activities). 

 
• Ensure key engineering, networking and operational personnel are available to participate in interview sessions and review reports 

as required by Cisco in support of Service. 
 
• Customer's technical assistance center shall maintain centralized network and security management for its Network supported 

under this Service Description, capable of providing Level 1 and Level 2 support to its users. 
 
• Provide Cisco reasonable electronic access to Customer's Network to allow the Cisco designated engineer to provide support. 

 
• Customer agrees to make its production, and if applicable, test Network environment available for installation of Data Collection 

Tools. Customer shall ensure that Cisco has all relevant Product information needed for an assessment. 
 
• If Cisco provides Data Collection Tools or scripts located at Customer's site, Customer shall ensure that such Data Collection 

Tools or scripts have appropriate rackspace, power, cooling, etc.,  are located in a secure area, within a Network environment 
protected within a firewall and on a secure LAN, under lock and key and with access restricted to those Customer employee(s) 
or contractor(s) who have a need to access the Data Collection Tools and/or a need to know the contents of the output of 
Data Collection Tools. In the event Data Collection Tool provided by Cisco is Software, Customer agrees to make appropriate 
computers available and download Software as needed. Customer shall remain responsible for  any damage to or loss or theft 
of the Data Collection Tools while in Customer’s custody. 

 
• Provide a Network topology map, configuration information, and information of new features being implemented as needed. 

 
• Provide requirements documentation, low-level and high- level designs, implementations plans, and test plans as required for 

specific services. 
 
• Notify Cisco promptly of any major security policy (e.g. firewall rule change; Cisco ISE policy change) o r  Network changes (e.g. 

topology; configuration; new IOS releases; moves, adds, changes and deletes of devices). 
• In the event the Network or  Secur i ty composition is altered, after this Service Description is in effect, Customer is responsible to 

notify Cisco in writing within ten days (10) of the change. Cisco may require modifications to the fee if the Network composition 
has increased beyond the original pricing quote for Services. 

 
• Create and manage an internal email alias for communication with Cisco. 

 
• Retain overall responsibility for any business process impact and any process change implementations. 

 
• Supply the workplace policies, conditions and environment in effect at the Customer’s facility. 

 
• Provide proper security clearances and/or escorts as required to access the Customer’s facility. 

 
• Customer agrees that it will not hire a current or former employee of Cisco, who is involved in the Services under this Service 

Description, during the term of the Service and for a period of one (1) year after the termination of the Service. As liquidated 
damages, and not as a penalty, should Customer hire a current or former Cisco employee who is involved in the Services 
under this Service Description, Customer shall pay to Cisco three (3) times the annual compensation of such employee on the 
date the employee is hired. If payment is not made on such date, the liquidated damage payment shall be six (6) times the 
annual compensation of such employee. 

 
In addition to the General Responsibilities, Cisco and the Customer each shall comply with obligations as required for specific Integration 
(CON-AS-SELA) and Advisory (CON-AS-SELAADV) security services as shown below.   

Specific Integration Service Details (CON-AS-SELA) 
  

This section provides the service details for the following services: 
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• Security Advanced Change Support (Security Advanced CS) 
• Security Change Support (Security CS) 
• Security Design Assessment (SDA) 
• Security Design Development Support (Security DDS) 
• Security Health Check (Security HC) 
• Security Issue Resolution and Planning Support (Security IRPS) 
• Security Kick-Start Support (SKSS) 
• Security Ongoing Flexible Support (Security OFS) 
• Security Performance Tuning Support (Security PTS) 
• Security Proactive Software Recommendations (Security PSR) 
• Security Validation and Testing Premier Support (Security VTPS) 
• Software Security Alert (SSA) 

 

Security Advanced Change Support (OPT-SOS-ACS) 
Specific Service Responsibilities of Cisco 

 
Security Advanced Change Support consists of a Cisco Security Consulting Engineer to support design of Customer plans (network 
drawings, implementation plan, test plan rollback plan), and configuration changes (device configurations and cabling changes). 
 
Emergency Changes. Cisco’s ability to support an emergency change is dependent on availability of resources. Cisco has no 
obligation to support an emergency change if Cisco is unable to assign a Cisco Security Consulting Engineer to support the change. 
 
Planned Changes. For planned changes (scheduled twenty-one (21) calendar days in advance), Cisco will have a Cisco Security 
Consulting Engineer assigned.   
 
During the change window, the Cisco Security Consulting Engineer will observe, provide input and feedback, and will engage directly 
when authorized.  In the case of a a change rollback, the Cisco Security Consulting Engineer will support de-briefing activities, 
lessons-learned, and moving forward planning.  The Cisco Security Consulting Engineer will support post-change efforts to validate 
stability and operational functionality. Other Cisco responsibilities include: 
 
o Plan development and review of existing plans (e.g., network drawings, implementation plan, test plan, rollback plan). 
o Review with customer for input, recommendations and feedback on plans. 
o Plan development and review of planned changes (e.g., device configurations, cabling changes). 
o Provide Change Plan and Device Configurations Report. 
o Change support window (e.g., troubleshooting support, implementation support, support relevant Customer opened TAC 

cases). 
o Post- Change implementation support (e.g., troubleshooting support, performance review, stabilization efforts). 

 
Limitations: 
o Changes may not include more than two (2) security devices or two (2) pairs of security devices (e.g., active-standby firewall 

pairs). 
o Changes may not include more than ten (10) network devices. 
o Cisco will determine the content and format of the deliverable.  
o A change support window may not be longer than eight (8) hours.  There may be no more than two (2) change support 

windows.  Change support windows may be after Standard Business Hours. 
 

Specific Service Responsibilities of the Customer 
Customer responsibilities include: 
o Designate person(s) from within its technical support organization to serve as a liaison to the Cisco designated engineer. 
o Provide its designated person(s) with instructions on process and procedure to engage the Cisco designated engineer. 
o Provide Schedule, Change Window Information, change control process, escalation process, standard operating 

procedures, relevant nomenclature, and any other known, relevant constraints. 
o Support development and review change plans (e.g., network drawings, implementation plan, test plan, rollback plan) with Cisco 

designated engineer. 
o Provide recommendations and feedback on plans; provide explicit acceptance and rejections of recommendations. 
o Support development and review planned changes (e.g., device configurations, cabling changes) with Cisco security engineer. 
o Provide recommendations and feedback on planned changes; provide explicit acceptance and rejections of recommendations. 
o Provide reasonable electronic access to Customer's Network and security devices to enable Cisco in providing the Services. 
o Customer is responsible for migrating any content to a Customer template or any customizations.   
o Customer is responsible for any Customer-specific forms, documents, scheduling responsibilities, Customer internal processes, 

etc. 
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o Customer is responsible for opening any cases with vendor’s technical assistance center during change window (e.g. Cisco 
TAC) 

o Customer is responsible for making configuration changes to devices. 

Security Change Support (OPT-SOS-CS) 
Specific Service Responsibilities of Cisco 

 
Under Security Change Support (Security CS), Cisco will provide a Cisco designated engineer available during scheduled (planned 
or emergency) changes to the network, security devices, and security policies for the production environments.   
 
Emergency Changes. Cisco’s ability to support an emergency change is dependent on availability of resource. Cisco has no 
obligation to support an emergency change if Cisco is unable to assign a Cisco designated engineer to support the change. 
 
Planned Changes. For planned changes (scheduled twenty-one (21) calendar days in advance), Cisco will have a Cisco designated 
engineer assigned.   

 
During the change window, the Cisco designated engineer will observe, as the plan is executed, provide recommendations and 
feedback as needed, and will engage directly when authorized.  In the case of a change rollback, the Cisco designated engineer will 
support de-briefing activities, lessons-learned, and moving forward planning.  The Cisco designated engineer will support post-
implementation efforts to check the stability and operational functionality. The activities associated with this service should not 
exceed a period of seven (7) calendar days and will consist of the following:   
 
o Review of Customer plans (e.g., network drawings, implementation plan, test plan, rollback plan). 
o Provide recommendations and feedback on Customer plans. 
o Reviewing Customer planned changes (e.g., device configurations, cabling changes). 
o Provide recommendations and feedback on Customer planned changes. 
o Change Window Support (e.g., troubleshooting support, implementation support, support relevant Customer opened TAC 

cases). 
o Support of Post-Implementation Plan (e.g., troubleshooting support, performance review, stabilization efforts). 

 
 

Reactive Support:  Security Change Support is intended for planned changes.  However, Customers may leverage/apply 
entitlement for this service for reactive situations that are unrelated to planned changes.  In these instances, Cisco would provide the 
following: 
 
o Provide technical evaluation of initial TAC problem diagnosis based on knowledge of Customer’s network, 
o Provide technical evaluation of proposed unscheduled change to Network, and, 
o Provide technical representation in regularly scheduled conference calls. 
 
For reactive situations (e.g., device failure, network outage), Customer may leverage the Security Change Support service for lifeline 
support; however, the following conditions apply: 
o Customer must open a service request with the vendor’s technical assistance center (e.g. Cisco TAC) prior to requesting 

support under Security Change Support. 
o Entitlement for 1 unit of change support may not exceed forty (40) hours of support. 
o Entitlement for 1 unit of change support may not exceed seven (7) calendar days. 
o Root cause analysis is explicitly excluded; the Security Issue Resolution and Planning Support offers support for root cause 

analysis. 
 

Limitations: 
o A change support window may not be longer than eight (8) hours.  There may be no more than two (2) change support 

windows.  Change support windows may be after Standard Business Hours. 

Specific Service Responsibilities of the Customer 
Customer responsibilities include: 
o Designate person(s) from within its technical support organization to serve as a liaison to the Cisco designated engineer. 
o Provide its designated person(s) with instructions on process and procedure to engage the Cisco designated engineer. 
o Provide Schedule, Change Window Information, change control process, escalation process, standard operating 

procedures, relevant nomenclature, and any other known, relevant constraints. 
o Provide and Review Customer changes plans (e.g., network drawings, implementation plan, test plan, rollback plan) with Cisco 

security engineer. 
o Consider Cisco’s recommendations and feedback on Customer plans; provide explicit acceptance and rejections of 

recommendations. 
o Provide Customer planned changes (e.g., device configurations, cabling changes) with Cisco security engineer. 
o Consider recommendations and feedback on Customer planned changes; provide explicit acceptance and rejections of 
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recommendations. 
o Provide reasonable electronic access to Customer's Network and security devices to enable Cisco in providing support. 
o Making configuration changes to devices. 

 
 
For Reactive Support (e.g., device failure, network outage) unrelated to planned changes, Customers may leverage entitlement for 
Security Change Support to request assistance.  Customer responsibilities in such cases include: 
o Opening a service request with the vendor’s technical assistance center (e.g. Cisco TAC) prior to requesting entitlement for 

reactive support.  
o Ensure that Cisco security engineer has access to TAC case and notes, if non-Cisco TAC. 
o Ensure that Cisco security engineer is included on all calls and discussions with TAC. 
o Review with Cisco security engineer any proposed changes. 

 

Security Design Assessment (OPT-SOS-SDA) 
 
The Security Design Assessment evaluates the capabilities of the network infrastructure to help protect an identified business critical 
asset and provide a set of recommendations to remediate and or mitigate the identified security gaps for that business critical asset. 
The recommendations include improvements to topology, protocols, device configurations and security controls and is limited to one 
business critical asset and sampling of devices from one each of the following network areas: data center, internal network, perimeter 
network.   
 

Specific Service Responsibilities of the Customer 
Customer responsibilities include: 
o Provide access to the appropriate resources with knowledge and authority to provide Cisco with the following information: 

• Key business critical assets list. 
• Assess specific threats to identified business critical assets. 
• Physical and logical network topology diagrams, including the location of the devices included in assessment. 
• Network architecture description. 
• Security policies, standards, and procedures. 
• Services that traverse the perimeter network. 
• Applications and services running over   the network  (VoIP,  video  streaming,  terminal emulation, http, ftp, etc.). 
• High-level architecture of data center, internal servers, user host connectivity and Internet connectivity. 
• Network Management System architecture. 
• Empirical data necessary to develop Cisco Security Control Framework metrics. 

 
Further details on the Security Design Assessment are described in the SDA specific Service Description at 
www.cisco.com/go/servicedescriptions/, incorporated herein by reference. 

 

Security Design Development Support (OPT-SOS-DDS) 
Specific Service Responsibilities of Cisco 

 
Cisco responsibilities under Security Design Development Support are limited up to one (1) complex solution set (e.g., Cisco ISE, 
Cisco Secure ACS, 802.1x deployments) or one (1) non-complex solution set up to forty (40) devices and include the following: 
o Provide a Design Development Questionnaire  
o Assist with or create Customer Requirements Document, as identified in the Quote  
o Review Customer’s requirements documentation and re-validate the requirements with Customer. 
o Assist with either the High-Level Design Document or the Low-Level Design Document. 

Specific Service Responsibilities of the Customer 
Customer responsibilities include: 
o Provide a completed Design Development Questionnaire, which will capture information such as the existing network 

infrastructure design, existing security infrastructure designs, planned designs, further growth requirements and additional 
customer requirements. 

o Provide either the low-level or high-level design document describing the specific set of technical requirements and design goals 
and specifying the resulting Customer Network architecture and build-out plans to meet those requirements. The level of details 
must be sufficient to be used as input to an implementation plan. 

http://www.cisco.com/go/servicedescriptions/
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o Provide or extract additional information required in the design effort (e.g., current and planned traffic characteristics). 
o Provide documentation of any business requirements and technical requirements for the new design. 
o Ensure all relevant customer stakeholders attend the Cisco interactive presentation of the Design Document recommendations. 
o Review and submit comments and requests for revisions within 10 business-days of the Cisco interactive presentation of the 

Design Document. 

 

Security Health Check (OPT-SOS-HC) 
Specific Service Responsibilities of Cisco 

 
Cisco will perform a Security Health Check, limited to up to one (1) solution set or one (1) complex system (e.g., Cisco ISE, Cisco 
Secure ACS, 802.1x deployments) and up to twenty (20) devices responsibilities. Responsibilities will include: 
o Review Customer’s Security Health Check Request Questionnaire. 
o Establish health check requirements, strategies, and schedules with Customer. 
o Analyze configuration and policy implementations and align them with corporate security policies and procedures, and Cisco 

best practices, 
o Analyze security devices. 
o Recommend tuning changes to policy and devices configurations. 
o Recommend design or architecture reviews, if needed. 
o Identify relevant under-utilized product and solution capabilities. 
o Conduct an Informal Knowledge Transfer on identified, relevant under-utilized capabilities (up to 2 hours in duration). 
o Perform one (1) interactive tuning session with Customer to implement tuning recommendations. 
o Provide a Security Health Check Report 

 
Limitations: 
o Performance tuning may be after Standard Business Hours. 

Specific Service Responsibilities of the Customer 
Customer responsibilities include: 
o Complete the Security Health Check Request Questionnaire. 
o Review completed Security Health Check Request Questionnaire with Cisco. 
o Establish health check requirements, strategies, and schedule with Cisco. 
o Provide electronic access to Cisco to devices such that analysis and tuning may be completed. 
o Review and authorize Cisco’s recommendations for tuning. 
o Change management and scheduling of performance tuning. 
o Assisting with interactive tuning session with Cisco to implement tuning recommendations. 

 

Security Issue Resolution and Planning Support (OPT-SOS-ISUPP) 
Specific Service Responsibilities of Cisco 

 
Cisco will review the security issues, identify the cause, and test and validate to confirm the issues have been identified with a 
proposed plan to address the issues.  Cisco responsibilities include: 
o Collect all relevant information regarding the issue. 
o Analyze information. 
o Review of Customer’s device security goals and requirements. 
o Provide secure, encrypted method for the Customer to provide device configurations and policies. 
o Interactive presentation of findings, analysis, and recommendations. 

 
Limitations:   
Given the variety of situations and issues that may be encountered in production environments, issues may require a variety of 
services to compliment this service.  For example: 
o Security VTS or Security VTPS may be required to test and confirm causes in a lab environment.   
o Design-related issues may require design-related services to produce a viable plan. 
o Security IRPS provide insight in causes and a plan for resolving; however, executing the plan may require follow-on services. 
 
Other limitations include: 
o There is no guarantee that the root-cause analysis will result in a root-cause being identified or confirmed.   
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o Reasonable efforts will be made to provide conclusive findings and an issue resolution plan.  Regardless, entitlement of an 
appropriate number of service units will be retired.  For example, after a reasonable effort, including a Security VTPS lab re-
create, to deduce the root-cause failure of one (1) security device that results in no-problem found, entitlement to one (1) unit 
of Security IRPS and one (1) unit of Security VTPS will be retired. 

o Cisco Services may have to defer to product development engineering. 
o Work may occur after Standard Business Hours. 
 
Each unit of Security IRPS includes:  
o Up to one (1) root-cause analysis; although, there may be multiple contributing causes.   
o Up to six (6) security and/or network devices. 
o Limited up to 80 hours. 

Specific Service Responsibilities of the Customer 
Customer responsibilities include: 
o Supply all listed device configurations and versions in a secure, encrypted manner. 
o Ensure all device configurations and versions are accurate and up-to-date. 
o Ensure all relevant customer stakeholders attend the Cisco interactive presentation of findings, analysis, and 

recommendations. 
o Designate person(s) from within its technical support organization to serve as a liaison to the Cisco designated engineer. 
o Provide reasonable electronic access to Customer's Network and security devices to enable Cisco in providing support. 
o Open any necessary cases with vendor’s technical assistance center (e.g. Cisco TAC). 

 

Security Kick-Start Support (OPT-SOS-KICK) 
Kick-Start Support is generally initiated following the completion of a Security Health Check where Cisco has identified product or 
solution capabilities that the Customer may be under-utilizing.  Cisco will consult with the Customer to establish a plan and schedule 
for the Security Remote Knowledge Transfer, Security Design Review and Support, Security Change Support, and Security 
Performance Tuning further defined in this Service Description. 

 

Security Ongoing Flexible Support (OPT-SOS-OFS) 
Specific Service Responsibilities of Cisco 

 
Cisco will provide informal, Ongoing Flexible Support for incremental changes to the network security architecture. This flexible 
support may be applied to other work items within Security Optimization Service and 1 Unit is limited to 40 hours (in aggregate) of 
assigned engineer’s time. Cisco engineers will be assigned as work items are selected throughout the term of the service contract. 

Specific Service Responsibilities of the Customer 
Customer responsibilities include: 
o Provide Cisco with details around what type of support is needed when a request is made. 

 

Security Performance Tuning Support (OPT-SOS-PTS) 
Specific Service Responsibilities of Cisco 

 
Cisco will provide Security Performance Tuning Support, consisting of the following:  
o Meet with Customer to review Security Performance Tuning Support Questionnaire. 
o Meet with Customer to establish performance tuning requirements, strategies, and schedule. 
o Analyze configuration and policy implementations and align them with corporate security policies and procedures, and Cisco 

‘best’ practices, 
o Analyze security devices. 
o Recommend tuning changes to policy and devices configurations. 
o Recommend design or architecture reviews, if needed. 
o Perform one (1) interactive tuning session with Customer to implement tuning recommendations. 
o Provide an informal (email) summary of key findings, tuning recommendations, and tuning performed. An additional unit of 

Security Performance Tuning Support will be charged to the Customer in the event formal documentation is requested.   
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Limitations: 
Security Performance Tuning Support is not intended for complex-systems and solutions, such as: 
o Cisco ISE environments 
o Cisco Secure ACS deployments 
o Network devices supporting complex 802.1x deployments 

 
Each unit of Security Performance Tuning and Support includes: 
o Up to one (1) solution set (e.g. firewall solution, VPN solution, intrusion prevention system) OR up to one (1) security device 

type (e.g. multi-purpose security devices supporting firewall, VPN, and IPS. 
o For solution sets:  Up to five (5) devices within given solution set for the first Security PTS unit. 
o For solution sets: Up to five (5) additional devices for additional Security PTS units IF a new solution set is added.  For example, 

if the Security PTS includes firewall and VPN solutions then two Security PTS units allows up to ten (10) firewall and/or VPN 
devices to be analyzed and tuned. 

o For solution sets:  Up to fifteen (15) additional devices for additional Security PTS units IF the solution set does not change.  For 
example, if the Security PTS includes a VPN solution then two Security PTS units allows up to twenty (20) VPN devices to be 
analyzed and tuned. 

o For security device type:  up to two (2) security devices.  
o Work may occur after Standard Business Hours. 

Specific Service Responsibilities of the Customer 
Customer is responsible for the following: 
o Complete the Security Performance Tuning Support Questionnaire. 
o Meet with Cisco to review Security Performance Tuning Support Request Form 
o Meet with Cisco to establish performance tuning requirements, strategies, and schedule. 
o Provide electronic access to Cisco to devices such that analysis and tuning may be completed. 
o Reviewing and authorizing Cisco’s recommendations for tuning. 
o Change management and scheduling of performance tuning. 
o Assisting with interactive tuning session with Cisco to implement tuning recommendations. 
o Act on Cisco recommendations. 

 

Security Proactive Software Recommendations (OPT-SOS-PSR) 
Specific Service Responsibilities of Cisco 

 
Cisco will provide proactive software recommendations that evaluate the various Security Software versions against internal Cisco 
caveat databases.  Cisco will be responsible for the following: 
o Provide the Security PSR Questionnaire. 
o Gather Customer provided Security Software information, feature, functionality and capability requirements. 
o Review the new Security Software features requested by the Customer. 
o Document all features to be included in the Security Software Recommendation 
o Evaluate the installed Software releases and new versions for interoperability issues and the ability to support current 

and future business and technical requirements. 
o Provide detailed report including known caveats to which Customer may be exposed and if possible, appropriate workarounds 

for current and future business and technical objectives. 
 
Limitations: 
Each unit of the Security Proactive Software Recommendation includes: 
o Up to one (1) software recommendation for one (1) Cisco product. 
o Up to three (3) feature set profiles, based on up to five (5) sample configurations for each profile, provided by customer as 

representatives of deployed products.  

Specific Service Responsibilities of the Customer 
Customer is responsible for the following: 
o Complete the Security PSR questionnaire. 
o Provide Cisco with sample configurations for the Software being reviewed. 
o Provide Cisco with a network diagram showing the devices and their relationship to other equipment in the Customer network. 
o Provide Cisco with a list of required new features that need to be supported by the software to be reviewed. 
o Review and accept the list of features to be included in the recommendation as provide by Cisco. 
o Review and approve the recommendation results if it meets all requirements of the customer. 
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Security Validation and Testing Premier Support (OPT-SOS-PVTS) 
Specific Service Responsibilities of Cisco 

 
Cisco will consult with Customer via a series of meetings to develop a thorough understanding of Customer’s solution-oriented 
testing goals and requirements Cisco will execute networking tests and report findings to Customer. Support may include, among 
other information, the following:  
 
o Provide Customer with Request for Validation and Testing Support Questionnaire, and a sample report. 
o Review the Request for Validation and Testing Support Questionnaire. 
o Meet with Customer to discuss responses to the Request for Validation and Testing Support Questionnaire, which may 

include the goals, business and technical requirements, testing methodology, Cisco standard validation and testing deliverable 
document format. 

o Create and review the Test Plan with Customer. 
o Provide Customer with requirements including lab facility, equipment, software, cabling, and interface requirements. 
o Execute Test Plan upon Customer acceptance of Test Plan and Testing Schedule. 
o Perform and document Test Results Analysis. 
o Review Validation and Testing Report with customer. 
o Review Customer feedback. 
o Finalize and submit Validation and Testing Report to Customer. 
o Provide local support at the Cisco lab facility, as needed, during remote testing.  For example:  in the event of a cable or 

connector failing during testing, then Cisco is responsible for providing replacement cable or connector. 
o Provide Lab facility, equipment, software, cables, connectors, etc. required to perform testing. 

Set-up Lab, including rack and stack of equipment, cabling of power and network connections, confirmation of power-on self-
test of equipment, confirmation of software version, and initial device configurations. 
 

 Cisco will utilize the following services and lab equipment to deliver Security VTPS 
o Up to 320 to 400 hours of Expertise, Test Engineer 
o Up to 80 Hours of Program management 
o Up to $1.5M GPL List of HW (Included) 

 
Limitations:   
Each unit of Security Validation and Testing Support includes: 
o Up to two (2) weeks for methodology development 
o Up to two (2) weeks for test plan development. 
o Up to one (1) week for Cisco site test lab setup 
o Up to two (2) weeks design validation testing. 
o Up to one (1) week results analysis. 
 
Most engagements are between eight (8) and ten (10) weeks. 

Specific Service Responsibilities of the Customer 
Customer is responsible for the following: 
o Complete the Request for Validation and Testing Support Questionnaire, which may include information such as goals, 

business and technical requirements, desired features and functionality, network diagrams, desired test plan and success 
criteria, and desired testing methodology. 

o Provide appropriate production device configurations, if needed, for testing. 
o Provide a designated single point of contact with authority to approve decisions. 
o Provide Customer support as needed for third-party or Cisco competitor products. 
o Provide equipment (including shipping to Cisco lab) some third-party or Cisco competitor products. 
 

 

Software Security Alert (OPT-SOS-SA) 
Cisco will provide proactive analysis of the security advisories (PSIRTs) that Cisco generates when security issues are uncovered that 
may impact networks in which Cisco products operate and the necessary action to repair and/or protect the network from these 
issues. After Cisco publicly releases the security advisory, the assessment is delivered to the Customer via the Software Security Alert 
(SSA). Cisco will provide an analysis of the vulnerability and its resolution with regard to its possible impact on the Customer’s 
Security solution.  
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o Analysis of how a Cisco Security Advisory may or may not affect Customer’s Network,  
o Recommendations to mitigate risk, and,  
o List of affected or potentially affected Networking devices. 

Specific Service Responsibilities of the Customer 
Customer is responsible for the following: 
o Provide Cisco with a designated contact to handle all Security related announcements. 
o Act on Cisco recommendations. 

 
 

Specific Advisory Service Details (CON-AS-SELAADV) 
 

This section provides the service details for the following services: 
 

Incident Response Retainer (OPT-SOS ADV-SELA IR) 
Enterprise Security Advisor (OPT-SOS ADV-SELA SAA) 

Incident Response Retainer (OPT-SOS ADV-SELA IR) 
Cisco Incident Response Retainer service provides review & evaluation of Customer’s incident readiness program. 

Specific Service Responsibilities of Cisco 
Cisco may provide any or all of the following Incident Response (IR) deliverables as part of the retainer: incident readiness activities, 
incident response strategy and planning, tabletop exercises, proactive threat hunting, and emergency incident response which can 
include triage, coordination, investigation (e.g. analysis and forensics), containment, and remediation. Cisco responsibilities include: 

o Working with Customer to define how to leverage subscription hours. 
o Provide emergency access to Incident Response services for the duration of the subscription. 
o Provide an Incident Response resource within four (4) hours remotely via telephone. 
o As requested, begin deployment of personnel to Customer location within 24 hours. 
o Monthly status update specific to the Customer’s environment. 

 
Limitations:   
Given the variety of situations and issues that may be encountered, incidents may require a variety of services to compliment this 
service.  For example, incidents may require specialized tools to provide deeper visibility or access into the network. 
 
Other limitations include: 

o There is no guarantee that root-cause analysis will result in a root-cause being identified or confirmed for an Incident 
o Reasonable efforts will be made to provide conclusive findings and an issue resolution plan.  
o IR services can provide insight into deficiencies of an IR strategy and a plan for resolving; however, executing the plan 

may require follow-on services. 
o Work may occur after Standard Business Hours. 
o Any hours not used during the term of the subscription retainer will be forfeited. 

 
Each unit of Security IR Service includes:  
o 160 hours, including two (2) trips with eight (8) hours of travel each 

 

Specific Service Responsibilities of the Customer 
Customer responsibilities include: 
o Designate person(s) from within its organization to serve as a liaison to Cisco. 
o Provide reasonable electronic access to Customer's Network and security devices to enable Cisco in providing the Services. 
o Ensure access to Incident Response strategy information, to include processes and workflows, is made available to Cisco. 

 

Enterprise Security Advisor (OPT-SOS ADV-SELA SAA) 
Specific Service Responsibilities of the Cisco 

Cisco will provide a part time, technology neutral, Enterprise Security Advisor to support Customer’s security strategy and planning 
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to facilitate efficient rollout and alignment of security products and services with Customer’s wider security, risk and compliance 
program.  This service is delivered flexibly, as agreed by the parties, with the intention of enabling the Customer to better achieve 
business objectives.  Initial delivery includes 2-4 weeks to review initiatives, in-flight projects, security objectives, identify initial 
deliverables and set the cadence of ongoing meetings and communications as agreed by the parties.  As the Customer 
environment evolves, the Security Architect will participate and support in the evolution of the corresponding security, risk and 
compliance programs, which may include the following main activities:  

 
• Review and facilitate alignment of business requirements to security objectives, policies, and technology implementations 
• According to a cadence agreed by the parties, lead regular planning and status meetings to agree engagement activities, 

deliverables, and timelines 
• According to a cadence agreed by the parties, participate in a regular meetings concerning the portfolio of active/planned and 

planned projects to provide recommendations on timing, integration activities, dependencies, policy, processes and procedure 
requirements 

• Work with customer and other Cisco subject matter experts to support the planning and implementation of target security 
architecture to achieve security objectives 

• Provide oversight of high-level design production for Cisco technology in collaboration with Customer and Cisco teams and 
facilitate alignment to Customer’s enterprise security architecture  

• Review low level designs for alignment to agreed high-level designs as well as customers architectural and engineering 
requirements.  As required and agreed, assist client with production of architectural and engineering requirements 

• Support the development of policies and standards for security, risk and compliance programs as necessary to support security 
operations and technology improvements  

• Assist Customer in creation of business processes to appropriately manage implemented technology 
• Support and supplement the Customer with leading practices, industry trends, reference materials, and knowledge available 

through Cisco 
• Provide services through a mix of remote and onsite collaboration according to a schedule agreed by the parties 
• Support customer ad hoc requests for security architecture support according to schedules agreed by the parties 
• Provide Cisco security architect and customer with subject matter expert support, as required and as are available to be 

scheduled, as agreed by the parties 

Specific Service Responsibilities of the Customer 
• Assign a project sponsor with the authority to make decisions concerning execution of the project  
• Assign a client project manager to schedule stakeholder meetings and fulfill information requests 
• Timely access to key individuals for interviews and technical questions 
• Timely access to available documentation, as required, which may include: company business goals and strategies; existing IT 

and security strategy, policies, and procedures; any relevant regulatory considerations; previous security or audit assessments 
• Agree with Cisco schedule of regular meetings as well as engagement objectives, deliverables, and timelines 
• Schedule meetings as agreed 
• Provide timely input and reviews of agreed deliverables 
• Communicate ad hoc requests for activities and deliverables in a timely manner.  Customer understands and acknowledges that 

assigned architect is not a dedicated resource.  The parties will mutually agree to ad hoc activities, timing, and deliverables. 
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