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Co n tro l l ed D o c . # 34 5 116  V er: 1.1 L ast M o dif ied:6 / 5 / 20 0 9  4 :35 :22 PM  CI S CO  CO N F I D E N T I A L  
 D ata Cen ter S A N  H eal th  Ch ec k S erv ic e D esc rip tio n   

  
 
Service Description: Da ta  C enter SA N  H ea l th  C h eck  Service
T h is do c u men t desc rib es Cisc o ’ s D ata Cen ter S A N  H eal th  
Ch ec k S erv ic e. 
 
R e l a t e d  D o c u m e n t s:  T h is do c u men t sh o u l d b e read in  
c o n j u n c tio n  w ith  th e f o l l o w in g do c u men ts al so  p o sted at 
w w w .c isc o .c o m/ go / serv ic edesc rip tio n s/  : ( 1) G l o ssary  o f  
T erms;  ( 2) L ist o f  S erv ic es N o t Co v ered;  an d ( 3) S ev erity  an d 
E sc al atio n  G u idel in es.  A l l  c ap ital iz ed terms in  th is desc rip tio n  
h av e th e mean in g asc rib ed to  th em in  th e G l o ssary  o f  T erms. 
 
D i r e c t  S a l e  f r o m  C i sc o .   I f  y o u  h av e p u rc h ased th ese 
S erv ic es direc tl y  f ro m Cisc o ,  th is do c u men t is in c o rp o rated in to  
y o u r M aster S erv ic es A greemen t ( M S A ) o r eq u iv al en t serv ic es 
agreemen t ex ec u ted b etw een  y o u  an d Cisc o .  I n  th e ev en t o f  a 
c o n f l ic t b etw een  th is S erv ic e D esc rip tio n  an d y o u r M S A  o r 
eq u iv al en t serv ic es agreemen t,  th is S erv ic e D esc rip tio n  sh al l  
go v ern . 
 
S a l e  v i a  C i sc o  A u t h o r i z e d  R e se l l e r .   I f  y o u  h av e p u rc h ased 
th ese S erv ic es th ro u gh  a Cisc o  A u th o riz ed R esel l er,  th is 
do c u men t is f o r desc rip tio n  p u rp o ses o n l y ;  is n o t a c o n trac t 
b etw een  y o u  an d Cisc o .  T h e c o n trac t,  if  an y ,  go v ern in g th e 
p ro v isio n  o f  th is S erv ic e w il l  b e th e o n e b etw een  y o u  an d y o u r 
Cisc o  A u th o riz ed R esel l er.  Y o u r Cisc o  A u th o riz ed R esel l er 
sh o u l d p ro v ide th is do c u men t to  y o u ,  o r y o u  c an  o b tain  a c o p y  
o f  th is an d o th er Cisc o  serv ic e desc rip tio n s at   
w w w .c isc o .c o m/ go / serv ic edesc rip tio n s/ .   
 
Cisc o  sh al l  p ro v ide th e D ata S A N  H eal th  Ch ec k S erv ic e 
desc rib ed b el o w  as sel ec ted an d detail ed o n  th e Pu rc h ase 
O rder f o r w h ic h  Cisc o  h as b een  p aid th e ap p ro p riate f ee. Cisc o  
sh al l  p ro v ide a Q u o te f o r S erv ic es ( “ Q u o te” ) settin g o u t th e 
ex ten t o f  th e S erv ic es an d du ratio n  th at Cisc o  sh al l  p ro v ide 
su c h  S erv ic es. Cisc o  sh al l  rec eiv e a Pu rc h ase O rder th at 
ref eren c es th e Q u o te agreed b etw een  th e p arties an d th at,  
additio n al l y ,  ac kn o w l edges an d agrees to  th e terms c o n tain ed 
th erein . 
 
D a t a  C e n t e r  S A N  H e a l t h  C h e c k  S e r v i c e   
 
S e r v i c e  S u m m a r y   
 
T h e S A N  H eal th  Ch ec k S erv ic e in c l u des a S A N  A ssessmen t   
addressin g th e b ase M D S  F eatu reset an d th en  o p tio n al  
o f f erin gs addressin g F ab ric  M an ager S erv er,  S A N  ap p l ic atio n s 
an d adv an c ed f eatu res.  
 
T h e f o l l o w in g tec h n o l o gies are su p p o rted u n der th is S erv ic e 
D esc rip tio n : 
 

• S A N  Pro du c ts: M D S  p l atf o rm 9 0 0 0 ,  9 10 0 , 9 216 , 9 5 0 0 ;  
F ab ric  M an ager S erv er 

Cisc o ’ s D ata Cen ter S A N  H eal th  Ch ec k S erv ic e c o n sists o f  th e 
p ro v isio n  o f ,  at a min imu m,  th e B ase M D S  F eatu reset,  f ro m th e 
S erv ic es desc rib ed b el o w ,  w h ic h  Cisc o  sh al l  p ro v ide f o r du rin g 
S tan dard B u sin ess H o u rs ( u n l ess stated o th erw ise). Cisc o  w il l  
al so  p ro v ide an y  o f  th e o p tio n s n o ted b el o w  as sel ec ted an d 
detail ed o n  th e Pu rc h ase O rder p ro v ided b y  Cu sto mer. 
 
S A N  A sse ssm e n t  o f  B a si c  F e a t u r e s 
 
 B a se  M D S  F e a t u r e se t  ( R e q u i r e d )  
 

� Cisc o  w il l  p ro v ide assessmen t w h ic h  c o v ers an al y sis 
o f  th e f eatu res an d ab il ities o f  th e M D S  p l atf o rm f o r 
o p timal  dep l o y men t an d c o n f igu ratio n  f o r th o se th at 
do  n o t req u ire additio n al  l ic en sin g.  M aj o r areas 
in c l u de: 

 
� S w itc h  M an agemen t: 

o S ec u rity  ( A A A ) 
o E v en t N o tif ic atio n  ( Cal l H o me,  S y sl o g,  

S N M P) 
o S c h edu l er an d Co n f igu ratio n  

M ain ten an c e 
� D ev ic e M an agemen t: 

o V S A N s 
o Z o n in g  
o D o main I D  al l o c atio n  
o D ev ic eA l iases 

� T o p o l o gy  M an agemen t 
•  Po rtCh an n el s 
•  T ru n kin g 
 

• Cisc o  w il l  p ro v ide a H eal th  Ch ec k R ep o rt w h ic h  
in c l u des an  ex ec u tiv e su mmary ,  c u rren t statu s o f  
en v iro n men t,  Cu sto mer req u iremen ts an al y sis,  
f in din gs an d c o n c l u sio n s.  

 
F a b r i c  M a n a g e r  S e r v e r  ( O p t i o n a l )  

 
� I f  sel ec ted f ro m th e S A N  A ssessmen t o f  B asic  

F eatu res,  Cisc o  w il l  in v estigate an d v al idate 
Cu sto mer’ s F ab ric  M an ager S erv er. T y p ic al  ac tiv ities 
in c l u de: 

o F ab ric  M an ager S erv er siz in g 
o A p p l ic atio n  o p timiz atio n  
o A c c ess c o n tro l  &  S ec u rity  
o R ep o rtin g 
o B ac kin g u p  th e F ab ric  M an ager S erv er 
 

 
• Cisc o  w il l  p ro v ide a H eal th  Ch ec k R ep o rt w h ic h  

in c l u des an  ex ec u tiv e su mmary ,  c u rren t statu s o f  
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en v iro n men t,  Cu sto mer req u iremen ts an al y sis,  
f in din gs an d c o n c l u sio n s.  

 
A sse ssm e n t  o f  S A N  A p p l i c a t i o n s ( O p t i o n a l ) . U n der th is 
o p tio n al  assessmen t o f  S A N  ap p l ic atio n s,  Cisc o  w il l  p ro v ide 
th e f o l l o w in g assessmen ts: 
 

 D a t a  M i g r a t i o n  M a n a g e r  ( O p t i o n a l )  
 
• Cisc o  w il l  gath er req u iremen ts in  o rder to  p erf o rm th e 

assessmen t. 
 
• A ssessmen t in c l u des: 
 

o D etermin e ideal  l o c atio n s to  in sert D M M  
o I den tif y  migratio n  b o ttl en ec ks 
o O p timiz e D M M  c o n f igu ratio n  an d strategy  
o I den tif y  ap p ro p riate D M M  meth o d f o r th e 

Cu sto mer’ s req u iremen ts 
 

• Cisc o  w il l  p ro v ide a H eal th  Ch ec k R ep o rt,  b ased o n  
Cu sto mer’ s stated req u iremen ts,  w h ic h  in c l u des an  
ex ec u tiv e su mmary ,  c u rren t statu s o f  en v iro n men t,  
Cu sto mer req u iremen ts,  an al y sis,  Cisc o ’ s f in din gs 
an d c o n c l u sio n s. 

 
S t o r a g e  M e d i a  E n c r y p t i o n  (  O p t i o n a l )  
 

• Cisc o  w il l  gath er req u iremen ts in  o rder to  p erf o rm 
assessmen t. 

 
• A ssessmen t in c l u des: 

 
o E v al u ate key  man agemen t strategy   
o D etermin e ideal  l o c atio n s f o r en c ry p tio n  

en gin es 
o Co mp are su b j ec t matter ex p ert ( S M E ) 

c o n f igu ratio n  again st Cisc o  an d in du stry  
b est p rac tic es 

 
• Cisc o  w il l  p ro v ide a H eal th  Ch ec k R ep o rt,  b ased o n  

Cu sto mer’ s stated req u iremen ts,  w h ic h  in c l u des an  
ex ec u tiv e su mmary ,  c u rren t statu s o f  en v iro n men t,  
Cu sto mer req u iremen ts,  an al y sis,  Cisc o ’ s f in din gs 
an d c o n c l u sio n s. 

 
 
S A N  A sse ssm e n t  o f  A d v a n c e d  F e a t u r e s ( O p t i o n a l ) . U n der 
th is o p tio n al  assessmen t o f  S A N  adv an c ed f eatu res,  Cisc o  w il l  
p ro v ide th e f o l l o w in g assessmen ts: 
 

E n t e r p r i se  P a c k a g e  ( O p t i o n a l )  
 

 
• Cisc o  w il l  gath er o p eratio n al ,  b u sin ess an d tec h n ic al  

req u iremen ts f o r th e S A N . 
 
• Cisc o  w il l  an al y z e th e l ic en sab l e adv an c ed traf f ic  

en gin eerin g an d sec u rity  f eatu res o f  th e M D S  p l atf o rm 
in c l u din g th o se l isted b el o w . A dditio n al l y ,  Cisc o  w il l  
gath er an d rev iew  c o n f igu ratio n s again st Cisc o  b est 
p rac tic es.  

 
o T raf f ic  E n gin eerin g: 

o  I n terV S A N  R o u tin g 
o Q u al ity  o f  S erv ic e 
o  I P S ec u rity  ( I Psec )  
o  L U N  o r R ead-O n l y  Z o n in g 
o  F ib reCh an n el  W rite A c c el eratio n  

o S ec u rity : 
o  F C-S P A u th en tic atio n  
o  D H -CH A P A u th en tic atio n   
o  Po rt-S ec u rity   
o  V S A N  B ased A c c ess Co n tro l  
o  F ab ric  B in din g f o r O p en  S y stems 

 
• Cisc o  w il l  p ro v ide H eal th  Ch ec k R ep o rt,  b ased o n  

Cu sto mer’ s stated req u iremen ts,  w h ic h  in c l u des an  
ex ec u tiv e su mmary ,  c u rren t statu s o f  en v iro n men t,  
Cu sto mer req u iremen ts,  an al y sis,  Cisc o ’ s f in din gs 
an d c o n c l u sio n s 

 
 

M a i n f r a m e  P a c k a g e  ( O p t i o n a l )  
 

• Cisc o  w il l  gath er o p eratio n al ,  b u sin ess an d tec h n ic al  
req u iremen ts f o r th e S A N . 

 
• Cisc o  w il l  an al y z e F I CO N  imp l emen ted f eatu res to  

su p p o rt Cu sto mer main f rame en v iro n men t in c l u din g 
items l isted b el o w . Cisc o  w il l  al so  c o l l ec t an d rev iew  
c o n f igu ratio n s again st Cisc o  b est p rac tic es 

 
o F I CO N  b ased V S A N s 
o Po rt-Ch an n el  an d I S L  l o ad-

b al an c in g f o r F I CO N  f l o w s 
o F I CO N  Co n tro l  U n it Po rt ( CU P) 
o F ab ric  B in din g 
o S w itc h  Casc adin g 
o I PL  F il e U sage 
o F I CO N  Po rt N u mb er A ssign men t 

 
• Cisc o  w il l  p ro v ide H eal th  Ch ec k R ep o rt,  b ased o n  

Cu sto mer’ s stated req u iremen ts,  w h ic h  in c l u des an  
ex ec u tiv e su mmary ,  c u rren t statu s o f  en v iro n men t,  
Cu sto mer req u iremen ts,  an al y sis,  Cisc o ’ s f in din gs 
an d c o n c l u sio n s 

 
 S A N  E x t e n si o n  P a c k a g e  ( O p t i o n a l )  
 

 
• Cisc o  w il l  gath er o p eratio n al ,  b u sin ess an d tec h n ic al  

req u iremen ts f o r th e S A N . 
 

• Cisc o  w il l  rev iew  F CI P f u n c tio n al ity  to  ex ten d S A N  to  
mu l tip l e datac en ters an d/ o r imp l emen tatio n  o f  
disaster rec o v ery  o r rep l ic atio n  en v iro n men ts.  T h is 
w o u l d ty p ic al l y  in c l u de: 

 
o F CI P D esign  O p timiz atio n  
o F CI P T u n n el  Perf o rman c e O p timiz atio n  
o W rite an d T ap e A c c el eratio n  
o I n ter-V S A N  R o u tin g ( I V R ) o v er F CI P 
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• Cisc o  w il l  p ro v ide a H eal th  Ch ec k R ep o rt w h ic h  
in c l u des an  ex ec u tiv e su mmary ,  c u rren t statu s o f  
en v iro n men t,  Cu sto mer req u iremen ts an al y sis,  
f in din gs an d c o n c l u sio n s. 

 
 
S e r v i c e  R e sp o n si b i l i t i e s o f  C u st o m e r    
 
Cu sto mer sh al l  c o mp l y  w ith  th e f o l l o w in g o b l igatio n s: 
  

• Cu sto mer sh al l  design ate a p erso n  to  w h o m al l  Cisc o  
c o mmu n ic atio n s may  b e addressed an d w h o  h as th e 
au th o rity  to  ac t o n  al l  asp ec ts o f  th e S erv ic es. 

 
• Cu sto mer sh al l  p ro v ide reaso n ab l e ac c ess to  

c o mp u ter eq u ip men t,  f ac il ities,  w o rk sp ac e an d 
tel ep h o n e f o r Cisc o ’ s u se du rin g th e S erv ic e. 

 
• U n l ess o th erw ise agreed to  b y  th e p arties,  Cu sto mer 

sh al l  resp o n d w ith in  tw o  ( 2) b u sin ess day s o f  Cisc o ’ s 
req u est f o r do c u men tatio n  o r in f o rmatio n  n eeded f o r 
th e S erv ic e. 

  
• Cu sto mer sh al l  en su re th at c o n trac ts w ith  its o w n  

v en do rs an d th ird p arties are f u l l y  ex ec u ted an d 
ref l ec t th e c o rrec t terms to  en ab l e Cu sto mer’ s 
b u sin ess req u iremen ts to  b e met in  f u l l .  I n  A dditio n ,  
Cu sto mer sh al l  b e resp o n sib l e f o r al l  p ay men ts to ,  
an d th e w o rk p erf o rman c e o f ,  al l  n o n -Cisc o  en tities 
assign ed to ,  o r w o rkin g o n  th is S erv ic e u n der th is 
S erv ic e D esc rip tio n . 

 
• Cu sto mer ac kn o w l edges th at Cisc o ’ s o b l igatio n  is to  

o n l y  p ro v ide assistan c e to  Cu sto mer w ith  resp ec t to  
th e tasks detail ed in  th is S erv ic e D esc rip tio n ,  an d th at 
su c h  assistan c e may  n o t resu l t in  so me o r al l  o f  th e 
tasks b ein g c o mp l eted. 

 
• Cu sto mer ac kn o w l edges th at Cisc o  is p ro v idin g 

S erv ic es to  assist Cu sto mer in  su p p o rt o f  th e 
in itiativ es an d ac tiv ities desc rib ed h erein  an d sh al l  n o t 
assu me an y  c o st o r sc h edu l e l iab il ity .  Cu sto mer is 
th e go v ern in g au th o rity  o f  al l  ac tiv ities an d p ro j ec t 
direc tiv es an d retain s f u l l  resp o n sib il ity  f o r th e 
l eadersh ip ,  rev iew ,  an d ap p ro v al  o f  ac tio n s taken  an d 
del iv erab l es c o mp l eted b y  Cisc o  in  su p p o rt o f  
Cu sto mer. 

 
• Cu sto mer mu st q u al if y  th e W ide A rea A p p l ic atio n  

S erv ic es ( W A A S ) c o n f igu ratio n  p rio r to  Cisc o ’ s 
v erif ic atio n  o f  c o mp l ian c e o f  Cu sto mer’ s l in k to  th e 
c o n f igu ratio n .  Cu sto mer o r th e rep l ic atio n  ap p l ic atio n  
v en do r,  as ap p l ic ab l e,  mu st set th e p arameters u n der 
w h ic h  th e rep l ic atio n  ap p l ic atio n  is c ertif ied.  

 
• Cu sto mer ac kn o w l edges th at Cisc o  do es n o t c o n tain  

a serv ic e u n der th is S erv ic e D esc rip tio n  w h ereb y  
Cisc o  p ro v ides a traf f ic  gen erato r an d an al y z er,  
c o l l ec ts in f o rmatio n ,  an d p ro du c es an  assessmen t. 

 
 

 


