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Welcome to Enterprise Chat and Email, multichannel interaction software used by businesses all over the world
to build and sustain customer relationships. A unified suite of the industry’s best applications for chat and email
interaction management, it is the backbone of many innovative contact centers and customer service
organizations.

About This Guide

Enterprise Chat and Email Browser Settings Guide helps you set up your web browser, and Java for Enterprise
Chat and Email (ECE). Users must configure their desktops according to the procedures described in this guide
before logging in to the system.

>\ Important; Agents always access the Agent Console through Finesse. Tasks listed in this guide
: do not need to be performed on agent desktops.

Related Documents

The latest versions of all Cisco documentation can be found online at https://www.cisco.com

Subject Link
Complete documentation for Enterprise https://www.cisco.com/c/en/us/support/customer-
Chat and Email, for both Cisco Unified collaboration/enterprise-chat-email-12-0-1/model.html

Contact Center Enterprise (UCCE) and Cisco
Packaged Contact Center Enterprise (PCCE)

Communications, Services, and Additional
Information

» To receive timely, relevant information from Cisco, sign up at Cisco Profile Manager.
» To get the business impact you’re looking for with the technologies that matter, visit Cisco Services.
» To submit a service request, visit Cisco Support.

» To discover and browse secure, validated enterprise-class apps, products, solutions and services, visit Cisco
Marketplace.

» To obtain general networking, training, and certification titles, visit Cisco Press.

» To find warranty information for a specific product or product family, access Cisco Warranty Finder.
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Cisco Bug Search Tool

Cisco Bug Search Tool (BST) is a web-based tool that acts as a gateway to the Cisco bug tracking system that
maintains a comprehensive list of defects and vulnerabilities in Cisco products and software. BST provides you
with detailed defect information about your products and software.

Field Alerts and Field Notices

Cisco products may be modified or key processes may be determined to be important. These are announced
through use of the Cisco Field Alerts and Cisco Field Notices. You can register to receive Field Alerts and Field
Notices through the Product Alert Tool on Cisco.com. This tool enables you to create a profile to receive
announcements by selecting all products of interest.

Log into www.cisco.com and then access the tool at https://www.cisco.com/cisco/support/notifications.html

Documentation Feedback

To provide comments about this document, send an email message to the following address:
contactcenterproducts_docfeedback @cisco.com

We appreciate your comments.

Document Conventions

This guide uses the following typographical conventions.

Convention Indicates

Italic Emphasis, or the title of a published document.

Bold Labels of items on the user interface, such as buttons, boxes, and lists.
Or, text that must be typed by the user.

Monospace A file name or command.
Or, text that must be typed by the user.

Variable User-specific text, provided by the user.

Document conventions
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Configuring Your Browser

You can use a 32-bit or 64-bit version of Internet Explorer to access the ECE application.
This section describes the procedures for configuring the web browser. It includes:
» “Configuring Internet Explorer 11 on page 6

» “Configuring Pop-Up Blockers” on page 14

7\ Important: Agents always access the Agent Console through Finesse. These tasks do not need to
Y be performed on agent desktops.

Configuring Internet Explorer 11

To configure your browser for ECE:
1. Open Internet Explorer.
2. On the Internet Explorer toolbar, click the Help button and select About Internet Explorer.

3. In the About Internet Explorer window, verify that the version number is 11.0.x. If you need to get the
correct version, download it from the Microsoft web site.

4. On the Internet Explorer toolbar, click the Tools button and select Compatibility View Settings.
5. In the Compatibility View Settings window that appears, do the following:

a. Uncheck the following options to turn off the compatibility view mode.
e Display intranet sites in Compatibility View

e Use Microsoft compatibility lists

Compatibility WView Settings @

l/_\/q Change Compatibility View Settings

Add this website:

Websites you've added to Compatibility Yiew:

Remove

Display intranet sites in Compatibility Yies

Use Microsoft compatibility lists

Close

Turn off the compatibility view settings
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On the Internet Explorer toolbar, click the Tools button and select Internet Options.
The Internet Options window appears.

On the General tab, do the following:

a. In the Browsing history section, click the Delete button.

. B

General |E‘.ec|‘|rit\|I I Privacy I Content I Connections I Programs I Advanoed|

Home page
l/? To create home page tabs, type each address on its own line.
"
= about:blank| "

[ Use current ] [ Use default ][ Use new tab

Startup
() Start with tabs from the last session

(@ Start with home page

Tabs

Change how webpages are displayed in tabs.

< Browsing history >

Delete temporary files, history, cookies, saved passwords, and web
form information.

|| Delete browsing history on exit

q Delete... ‘D Settings ]

Appearance
Colors ][ Languages H Fonts ][ Accessibility ]

[ ok [ cancel |[ apoy |

Click the Delete button

b. In the Delete Browsing History window, do the following:

i. Uncheck the Preserve Favorites website data option.



ii. Select the Temporary Internet files and Website files option and click the Delete button.

Delete Browssing History @

| Preserve Favorites website data

R T per=rr-ITernet files that enable your Favorite
websites to retain preferences and display faster,

Temporary Internet files and website files
CopiEs of-mrebres iffrege-are e That are saved for Faster
viewing,

["| cookies and website data
Files or databases stored on your computer by websites to save
preferences or improve website performance,

|:| History
List of websites you have visited,

[ pownload History
List of files you have downloaded.

["]Form data
Saved information that you have typed into Forms,

[ Passwords
Saved passwords that are automatically filled in when you sign in
to a website you've previously visited,

["] Tracking Protection, ActiveX Filtering and Do Mot Track
A list of websites excluded From filkering, data used by Tracking
Protection ko detect where sites might automatically be sharing details
about your visit, and exceptions to Do Mot Track requests,

About deleting browsing history ’ Delete ] [ Cancel

Delete temporary internet files

c. In the Browsing history section, click the Settings button.

7~ B
Internet Options l B e S

General |Securit5-I I Privacy I Content I Connections | Programs I Advanced|

Home page
/’ To create home page tabs, type each address on its own line.
.
— about:blank| -
[ Use current ] [ Use default ] [ Use new tab
Startup

(7 Start with tabs from the last session
(@) Start with home page
Tabs

Change how webpages are displayed in tabs.

Browsing histor

Delete temporary files, history, cookies, saved passwords, and web
form information.

|| Delete browsing history on exit

[ Delete... KL Settings j)

Appearance

Colors ][ Languages H Fonts ][ Accessibility ]

o) (e ) oo

L =

Click the Settings button

d. In the Settings window, in the Temporary Internet files section, set the following options and click OK.
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i. Select Every time I start Internet Explorer as the option for checking newer versions of stored
pages.
ii. Specify at least 512 MB as the disk space to use for temporary internet files.

Temporary Internet Files |Hishory I Caches and datat |

Internet Explorer stores copies of webpages, images, and media
for faster viewing later,

Check for newer versions of stored pages:

) Every time webpage
| Every time I start Internet Explorer
() Automatically

() Never
Disk space to use (8-1024MB)
(Recommended: 50-250MB) lZI
Current location:

C:\Wsers\gkaur\AppDataLocal\Microsoft\Windows \Temporary
Internet Files\,

[ Move folder... ][ View objects ][ View files ]

[ ok ][ cancel

Configure temporary internet file settings

e. In the Tabs section, click the Tabs button.

. B

General |E‘.ec|‘|rit\|I I Privacy I Content I Connections I Programs I Advanoed|

Home page
@ To create home page tabs, type each address on its own line.

-
about:blanld -

[ Use current ] [ Use default ][ Use new tab

Startup
() Start with tabs from the last session

(@) Start with home page

Tabs

—

Change how webpages are displayed in tabs. "

Browsing history

Delete temporary files, history, cookies, saved passwords, and web
form information.

Delete browsing history on exit

[ Delete... ] [ Settings ]

Appearance
Colors ][ Languages H Fonts ][ Accessibility ]

o) (o ] [ooms

Click the Settings button



f.  In the Settings window, in the When a pop up is encountered: section, select the Let Internet Explorer

decide how pop-ups should open option and click OK.

Tabbed Browsing Settings @

Tabbed Browsing

[ Always switch to new tabs when they are created
Show previews For individual tabs in the taskbar*
Enable Tab Groups*

Open each new tab next ko the current tab

[~] Open only the first home page when Internst Explarer skarks

‘Wwhen a new tab is opened, open:

[The new tab page v]

When a pop-Lp is enceurbad:

@ Let Internet Explorer decide how pop-ups should o

() Always open pop-ups in a new windaw

() Always open pop-ups in a new kab
Open links from other programs in:

(0 A new windaw

@) A new kab in the current window

() The current tab or window

* Takes effect after you restart your computer

[ Restore defaulks ] [ OF ] [ Cancel ]

Configure the When a pop up is encountered: setting

8. On the Security tab, perform the following tasks:

a. Select the Trusted sites zone, and restore default settings by clicking the Default level button.

If the Default level button is disabled, then default settings are already in use.

Internet Options ? PS

| General | Security |Pri\c'ac5-I I Content I Connections I Programs I Advanced|

Restricted
sites

Select a zone to view or change security settings.

¢ .

Internet  Local intranet \ Trusted sites

Internet

0 This zone is for Internet websites, e
except those listed in trusted and
restricted zones.

Security level for this zone

Custom
Custom settings.
- To change the settings, dick Custom level,
- To use the recommended settings, dick Default level.

Enable Protected Mode (requires restarting Inte

[ Custom level... ]Q Default level D

[ Reset all zones to default level ]

[ oK ][ Cancel ][ Apply ]

Configure trusted sites settings

10 Enterprise Chat and Email Browser Settings Guide



b. Then, in the Trusted sites zone and click the Sites button.
c. In the Trusted sites window, perform the following tasks:
i. Clear the Require server verification (https:) for all sites in this zone option.

ii. In the Add this website to the zone text box, type the Internet address for the application and click
the Add button. Click Close.

<

Trusted sites RS

Yfou can add and remove websites from this zone. All websites in
\':i'( this zone will use the zone's security settings.

Add this website to the zone: 7~ O\
https://server_name.company.com m
SN——
Websites:
Remove

@riﬁaﬁon (https:) for all sites in this zone

e

Cane )

~—————

Add the URL for the application to the trusted web sites list

9. On the Privacy tab, perform the following tasks:

a. In the Settings section, set the Cookies setting to Medium.

Internet Options | ? 2|

| General I Security | Privacy |Conhent I Connections | Programs I Advanoed|

Settings

Select a setting-ferthe Internet zone.

- Blocks third-party cookies that do not have a compact
privacy policy
- Blocks third-party cookies that save information that can
T be used to contact you without your explicit consent
- Restricts first-party cookies that save information that
can be used to contact you without your implicit consent

[ Sites ][ Import ][ Advanced ] Default

Location

B Eﬁ:;;;ll;\:'ag::sihes to request your
Pop-up Blocker

[ Turn on Pop-up Blocker Settings
InPrivate

Disable toolbars and extensions when InPrivate Browsing starts

[ QK ] [ Cancel Apply

Configure cookie setting



b. In the Pop-up Blocker section, check if the pop-up blocker is turned on. If the pop-up blocker is on,
click the Settings button and in the Pop-up Blocker Settings window, add the link of the ECE
application. Alternatively, you can clear the Turn on Pop-up Blocker option.

Important: If you use additional pop-up blockers, you must configure them to allow pop-up
> windows for the ECE URL (see “Configuring Pop-Up Blockers” on page 14).

Internet Options | ? RS

| General I Security | Privacy |Conhent I Connections | Programs I Advanoed|

Settings
Select a setting for the Internet zone.
Medium

- Blocks third-party cookies that do not have a compact

privacy policy

- Blocks third-party cookies that save information that can
T be used to contact you without your explicit consent

- Restricts first-party cookies that save information that

can be used to contact you without your implicit consent

[ Sites ] [ Import ] [ Advanced ] Default
Location

] Eﬁ;’;;;lll?c\;goe:sihes to request your
Pop-up Blocke
Qunmrer-oas
InPrivate

Disable toolbars and extensions when InPrivate Browsing starts

[ oK ] [ Cancel Apply

Configure pop-up blocker setting

10. On the Advanced tab, perform the following tasks:
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a.

In the HTTP Settings section, ensure that the Use HTTP 1.1 option is selected. If you cannot use HTTP
1.1 on your desktop, IIS compression settings must be modified on the web server. Contact your system

administrator for help.

Internet Options @

| General I Security I Privacy I Content I Connections | Programs | Advanced [

Settings
[ Underling links -
@ Always
() Hover
) Mever

[ use infine AutoComplete in File Explorer and Run Dialog

Use inline AutoComplete in the Internet Explorer Address E|
[ Use most recent order when switching tabs with Ctel4+Tab L
Use Passive FTP (for firewall and DSL modem compatibility

[ Use HTTP 1.1 through prosy connections
[ nternational*

[T Ahways show encoded addresses
4 | 1 r

*Takes effect after you restart your computer

Restore advanced settings
Reset Internet Explorer settings
Resets Internet Explorer's settings to their default
condition.

‘fou should only use this if your browser is in an unusable state,

[ OF ][ Cancel ][ Apply

Verify HTTP 1.1 setting

In the Security section, ensure that the Enable Native xmIHTTP support option is selected.

Internet Opticns ? RS

| General I Security I Privacy I Content I Connections | Programs | Advanced [

Settings

Check for signatures on downloaded programs -
[7] Do not save encrypted pages to disk
[] Emply Tempaorary Internet Files Folder when browser is clc
Enable DOM Storage
[] Enable Enhanced Protected Mode*

T s Lthentication®
tive XMLHTTP suppor

[ Enable Strict P3P validation®
[ usessLz.0
Use 55L 3.0
Use TLS 1.0
[ useTLS 1.1

[ Use TLS 1.2
4 | 1 b

|.m

1

*Takes effect after you restart your computer

Restore advanced settings
Reset Internet Explorer settings
Resets Internet Explarer's settings to their default
condition.

‘fou should only use this if your browser is in an unusable state,

[ oK H Cancel ] Apply

Verify the Native xmIHTTP support setting



11. Click OK in the Internet Options window to close it.

Configuring Pop-Up Blockers

» If you use external pop-up blockers such as those available in the Google and Yahoo toolbars, configure
them to allow pop-up windows for your ECE installation URL.

Configuring Java on Your Desktop

o\ Important; Java needs to installed only on user desktops that will be used for administering
: Workflows (from the Administration Console).

From the user desktop, ensure that the supported version of Java 1.8 is being used. For the list of supported
versions, see the System Requirements for Enterprise Chat and Email.

For 64-bit browser, you must have the 64-bit JRE enabled on your system. If you are using a 32-bit browser, you
must have the 32-bit JRE (x86) enabled on your system. In 64-bit Operating Systems, the Java Control Panel
does not display 32-bit versions of JRE. Follow the steps on page 15 to ensure that you have the correct 32-bit
JRE version.

To configure Java on your desktop:

—

Close all open Internet Explorer browsers.

2. Go to Start > Control Panel.

3. Double-click Java.

4. In the Java Control Panel window, go to the Java tab and click the View button.
5

In the Java Runtime Environment Settings window, verify that the supported version of Java 1.8 is enabled.

| £/ Java Runtime Environment Settings RS

User | System

Platform  Product  Location Path Runtime Parameters  Enabled

1.8 1.8.0_45 |http:/fjava.s... |C:\Program File...
1.7 1.7.0_71 |http:/fjava.s... |C:\Program File... [}

Verify that the correct version of Java is enabled

6. Click OK to close the window.
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To configure Java on desktops that have 32-bit Internet Explorer browsers installed on
64-bit Operating Systems:

1.

2
3
4,
5

6.

Close all open Internet Explorer browsers.

Go to C:\Program Files (x86)\Java\jre1.8.0_45\bin

Double-click javacpl.exe.

In the Java Control Panel window, go to the Java tab and click the View button.

In the Java Runtime Settings window that opens, verify that the supported version of Java 1.8 is enabled.

| £/ Java Runtime Environment Settings RS _|
User | System
Platform  Product  Location Path Runtime Parameters  Enabled
1.8 1.8.0_45 |http:/fjava.s... |C:\Program File...
1.7 1.7.0_71 |http:/fjava.s... |C:\Program File... [}

Verify that the correct version of Java is enabled

Click OK to close the window.

Logging In

The application allows administrators to log in to the application using the same user account from different
browser sessions and desktops.

To log in to the business partition from your browser window:

1.

Type the URL provided by your system administrator in the browser. The URL is typically in the following
format: https:// Web_ Server Name or Load, Balancer Nawme/Partition, Name

Click the section where you want to go. Options are:

O Management and Authoring Consoles

O Services and Hosts

In the Login window, type your user name and password.

Click the Log In button.
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