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Introduction

It is possible to considera fully virtualized Cisco Expressway remote and mobile access collaboration solution
using a common Cisco Business Edition server.

The Cisco Expressway solution comprises of Core and Edge components thatallow remote video and mobile
clients to communicate with a private communications platformwithoutthe need for virtual private networks.
To achieve this, an Expressway Edge serveris typically installed in a firewall DMZ where it may be reached
from the public Internetand can communicate securely with an Expressway Core server in the private domain
(Figure 1). When installed on a common Business Edition virtualized host, it is imperative that this secure
network topology is maintained. This document illustrates a number of approaches thatcould be considered to
achieve these goals.

Figure 1 Target Expressway Topology
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Deployment Options

When planning a co-residentdeploymentof Expressway Core and Edge, the Business Edition server has the
flexibility to accommodate a number of different network design requirements.

Firewall Topology

The strategyused by a business to implement a firewall demilitarized zone (DMZ)and to protect the private
domain will determine the connectivity requirements for the virtualised Expressway Edge. Two ofthe most
common approaches to firewall design are illustrated in figure 2. Inthe case ofthe single firewall design,
Expressway Edge uses a single network connection to the firewall which is responsible for controlling the flow
of traffic between thethreesecurity domains. In the dual firewall design, Expressway Edge requires separate
network connections to access the public and private domains via the outside and inside firewalls respectively.
Licensing for Virtualized Expressway Edge includes the right to usea second network interface, allowing
deploymentwith eitherarchitecture.
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Figure 2 Firewall Designs
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Layer Two Network Connectivity

When implementing the security domains shown in Figure 2, a business may choose to ensure the separation of
network segments either physically orlogically. This might mean that dedicated Ethernet switches are used for
each network segment, or thatvirtual LAN (VLAN) features are used to maintain separation within a common
device. Whenusing VLANs, connections to servers may use dedicated ports to ensurethatthe volume of'traffic
in one domain is not allowed to impact that in another. Alternatively, VLAN trunks may be usedto optimise
portusage.

The Business Edition server, together with the bundled Virtualization Hypervisor, provide network connectivity
and configuration options to accommodate any ofthese connectivity scenarios.

Connection Resiliency

The LAN architectures described above may als o0 be made more resilient through the use of secondary network
connections. The Business Edition server offers support for interfaceteaming allowing both improved
performance and protectionagainst theloss ofan individual link. Furtherinformation on interfaceteaming is
provided in AppendixA.

Introduction to VMware Hypervisor Networking

The Cisco Virtualization Hypervisor (VMware vSphere Hypervisor) includes the following networking concepts
that may be usedto implement the firewall designs discussed in the previous section.

WSwitch: A virtualimplementation ofa VLAN capable layer 2 switch within ahostserver. A vSwitch may, or
may not, be connected to an external network.

Virtual Machine Port Group: Defines a template of port configuration options that may be assigned to and
therefore group, vSwitch “ports”. Forthe purposes ofthis document, each port group will essentially definea
VLAN and its port members hip.

Virtual Machine Network Adaptor: A virtualmachine Ethernet interface. Each Network Adaptormay be
associated with one Virtual Machine Port Group (and therefore one VLAN). Each Cisco application includes
one ormore Network Adapters.

Physical Adapter: A physicalhostnetwork interface which may be associated with a vSwitch to connect it with
an externalnetwork. The physical adapter willautomatically be configured as an 802.1q VLAN trunk (VLAN
Switch Tagging mode) when multiple VLA NS are created for its associated vSwitch.

Network Interface Card Teaming: Multiple physical adaptors may be associated with a vSwitch to increase
connection bandwidth and protect againstlink loss. When teaming interfaces for improved throughput, all
connections mustbe with the same switch. Further information oninterfaceteaming is provided in AppendixA.
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Configuration Procedure using Virtualized Networking

The following steps detailhow to configure the Virtualization Hypervisor and the switched network to meet the
needs ofasingle firewall solution with VLAN trunking as illustrated in Figure 3. Refer to Appendix A for steps
to add multiple physical connections to the server.
Figure 3: Example solution
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Configure the firewall to include a DMZ context or sub-network. Ensure that traffic policy rules are
created to permit Expressway Edge communication with both inside and outside networks. Fulldetails
of Expressway Edge IP Port use across Inside/DMZ and Outside/DMZ boundaries are included in the
following guide:

http: //www.cisco.com/en/US/docs/telepresence/infrastructure/vcs/config guide/X8-1/Cisco-
VCS-IP-Port-Usage-for-Firewall-Traversal-Deployment-Guide-X8-1.pdf

Configure the layer 2 switch network to includea VLAN for DMZ traffic and ensure that this is
mapped appropriately to the firewall DMZ port.

Configure the switchport assigned to the Business Edition serveras a VLAN trunk, ensuring that
internal and DMZ networks only are allowed and connect it to the Business Edition server network
interface 1. The following example illustrates how this may be configured using a Cisco Catalyst
switch:

vlian 1

name default
1

vlan 30

name DMZ
1

interface GigabitEthernetl/1
description BE Server Network Interface 1 (Internal/DMZ trunk)

switchport trunk allowed vlan 1,30
switchport mode trunk

spanning-tree portfast trunk
|

Note: This example assumes thatthe native (untagged) VLAN is used forthe inside network to
correspond with the default hypervisor configuration. The use of VLAN 30 for the DMZ is for
illustration purposes only. Any VLANID may be used for this purpose.

Use the vSphere client to configure the hypervisor networking features as follows:

a. Access the network configurationscreen by clicking the host icon in the left hand inventory
panel, then selecting the Networking option fromthe Configuration tab. Note that core
applications havebeen configuredto use thedefault virtualmachine port group. Clickon
properties for vSwitch0to access theswitch configuration screen.
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{3 VM Network e D vmnic0 1000 Full |2
3 |4 virtual machine(s)
Cisco Expressway Core &
Cisco Unified Communications Manager (CU... (5
Cisco Unity Connection &
Cisco Prime Collaboration Provisioning &
WWkeme! Port
3 Management Network g-o-
vmkO0 : 10.30.27.83
b. Click Add... to startthe Add Network Wizard.
(&) vSwitchO Properties P —— ESE™X™
Ports INetwotk Adapters I
Configuration | Summary | [ phiexs Stardard Seitch Sroparties =
vSwitch 120 Ports ] Number of Ports: 120
© VMNetwork Virtual Machine ...
@ ManagementNet... vMotionandIP... —Advanced Properties
MTU: 1500
r—Default Policies
Security
Promiscuous Mode: Reject
MAC Address Changes: Accept =
Forged Transmits: Accept
Traffic Shaping
Average Bandwidth: -
Peak Bandwidth: -
Burst Size: -
Failover and Load Balancing
Load Balancing: Port ID
Network Failure Detection: Link status only
Notify Switches: Yes Tl
Failback: Yes
| Add... | Edit... Remove | e ] |

C.

View: |vSphere Standard Switch
Networking

Standard Switch: vSwitch0
Virtual Machine Port Group

Refresh Add Networking...

Remove...

Physical Adapters

Properties...

Properties...

Close

Help

Accept the default settingto add a virtual machine network and click Next.
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— — e — —
(@ Add Network Wizard — =8
— — —
Connection Type
Networking hardware can be partitioned to accommodate each service that requires connectivity.
Connection Type
Connection Settings [~ Connection Types
Summary
@ virtual Machine
Add a labeled network to handle virtual machine network traffic.
" VMkernel
The VMMkernel TCP/IP stack handles traffic for the following ESXi services: vSphere vMotion, iSCSI, NFS,
and host management.

Help | <ok [ next> cancel |

d. AddaNetwork Label and VLANID to suit yournetwork designand click Next. Note that
the VLAN ID should be typed in directly instead ofusing the dropdownbox.
(@ Add Network Wizard

—— e

Virtual Machines - Connection Settings
Use network labels to identify migration compatible connections common to two or more hosts.

Connection Type

—Port Group Properties
Connection Settings
Summary Network Label: DMZ
VLAN ID (Optional): 30| v
Preview:
Virtual Machine Port Group Physical Adapters
DMZ e B vmnico
VLAN ID: 30
Virtual Machine Port Group
VM Netwiork 0.
WMkemel Port
Management Network g

vmk0 : 10.30.27.83

_ b | <gack [ hextz | cancel |

Zs

e. Checkyoursettings forthe new virtualmachine port group and click Finish.
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S ————————
(%) Add Network Wizard e ————

Ready to Complete

e

—Q.El.

Verify that all new and modified vSphere standard switches are configured appropriately.

Connection Type
Connection Settings
Summary

Host networking will include the following new and modified standard switches:

Preview:

Virtual Machine Port Group
DMZ

VLAN ID: 30

Virtual Machine Port Group
VM Network

VMkerne! Port
Management Network
vmko0 : 10.30.27.83

Physical Adaprers

. B vmnico

e

Help I

Z)

f.  Deploy the OVA forthe Expressway Edge application, ensuring that thenew DMZ port group

is selected forthe primary virtual machine network adaptor.

@ Deploy OVF Template

B

Network Mapping

What networks should the deployed template use?

Source

OVF Template Details
Name and Location
Deployment Configuration
Storage

Disk Format

Network Mapping
Ready to Complete

Map the networks used in this OVF template to networks in your inventory

Source Networks | DestinationNetworks |
VM Network | omz |
Description:
The ¥M Network network -
8
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g. Having deployed the Expressway Edge application, it will be seen usingthe DMZ VLAN in

the new port group.
View: | vSphere Standard Switch
Networking Refresh Add Metworking... Properties...
Standard Switch: wSwitchi Remove... Properties...
Wirtual Machine Port Group — - Phiyzical Adapters
L VM Network B@ vmnic0 1000 Full | E3

B |4 virtual machine(s) i
Cisco Expressway Core @
Cisco Unified Communications Manager (CU... &
Cisco Unity Connection Eh

&

Cisco Prime Collaboration Provisioning

Larmel Por

L1 Management Netwark Q—n—
wvmkd : 10.30.27.53
Wirtuzl Machine Port Group
i3 DMz Q o
[ |1 virtual machine(s) | VLAN ID: 30
Cisco Expressway Edge ﬂl

Configuration Procedure using Dedicated Network
Connections

The following steps detail how to configure the Virtualization Hypervisor and the switched network to meet the
needs ofasingle firewall solution with dedicated network connections for each security domain as illustrated in
Figure 4.

Figure 4: Example solution
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1. Configure the firewallto include a DMZ context or sub-network. Ensure that traffic policy rules are
created to permit Expressway Edge communication with both inside and outside networks. Full details
of Expressway Edge IP Port use between Inside/DMZ and Outside/DMZ boundaries are included in the
following guide:

http: //www.cisco.com/en/US/docs/telepresence/infrastructure/vcs/config _guide/X8-1/Cisco-
VCS-IP-Port-Usage-for-Firewall-Traversal-Deployment-Guide-X8-1.pdf

2. Configure the layer 2 switch network to includea VLAN for DMZ traffic and ensure that this is
mapped appropriately to the firewall DMZ port. Alternatively, separate physical switches may be used
to achieve this separation.
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Configure the switch ports assigned to the Business Edition server foraccess to the internaland DMZ
networks and connectthemto the separate Business Edition server network interfaces. The following
example illustrates how this may be configured using a Cisco Catalystswitch when separating traffic
using VLANSs (default port configurations would typically be sufficient when using separate switches
for each security domain):

vlian 1

name default
1

vlan 30

name DMZ
|

interface GigabitEthernetl/1
description BE Server Network Interface 1 (Internal Network)

spanning-tree portfast
!

interface GigabitEthernetl/2
description BE Server Network Interface 2 (DMZ Network)
switchport access vlan 30

spanning-tree portfast
|

Note: This example assumes thatthe native (untagged) VLAN is used for the internal network to
correspond with the default hypervisor configuration. The use of VLAN 30 for the DMZ s for
illustration purposes only. Any VLANID may be used for this purpose.

Use the vSphere client to configure the hypervisor networking features as follows:

a. Access the network configurationscreen by clicking the host icon in the left hand panel, then
selecting the Networking option fromthe Configuration tab. Note that core collaboration
applications havebeen configuredto use thedefault virtualmachine port group. Clickon
Add Networking... to startthe Add Network Wizard.

View: vSphere Standard Switch
Networking Refresh | Add Networking...

Standard Switch: vSwitch0 Remove... Propertes...

£3 VM Network
—

Adapters

b—o BB vmnic0 1000 Full G

i@

4 virtual machine(s

Cisco Expressway Core

Cisco Unified Communications Manager (CU...
Cisco Unity Connection

Cisco Prime Collaboration Provisioning

£3 Management Network

o

® PPPD

b. Acceptthe default settingto adda virtual machine network and click Next.
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C.

d.

-
(%) Add Network Wizard =B

Connection Type
Networking hardware can be partitioned to accommodate each service that requires connectivity.

Connection Type

Network Access —Connection Types
Connection Settings e
Summary

Add a labeled network to handle virtual machine network traffic.

" VMkernel

The VMkernel TCP/IP stack handles traffic for the following ESXi services: vSphere vMotion, iSCSI, NFS,
and host management.

Help < Back “ Next > | Cancel U

Select the option to create a new vSphere standard s witch with an unused physical network
interface (vmnic1 in this case) and click Next.

r -
(%) Add Network Wizard [ESE

Virtual Machines - Network Access
Virtual machines reach networks through uplink adapters attached to vSphere standard switches.

Connection Type Select which vSphere standard switch will handle the network traffic for this connection. You may also create a new
Network Access vSphere standard switch using the undaimed network adapters listed below.
Connection Settings
Summary | create a vSphere standard switch Spee Networks |
Intel Corporation 1350 Gigabit Network Connection
[F @ vmict 1000Ful _ None |

" Use vSwitcho pee Ne
Intel Corporation 1350 Gigabit Network Connection
[~ @ vmnico 1000 Full 10.30.27.1-10.30.27.127

Preview:

Virtual Machine Port Group Physical Adapters
VM Network 2 gg—o B vmnicl

Help < Back ] Next > | Cancel g

Add alabelforthe new switch, but leavethe VLANID as zero. Click Next to review your
changes, then click Finish.
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-
(%) Add Network Wizard . oufuE)

Virtual Machines - Connection Settings
Use network labels to identify migration compatible connections common to two or more hosts.

Connection Type ~Port Group Properties
Network Access
Connection Settings Network Label: DMZ Network I
f Ry VLAN ID (Optional): None (0) :l
Preview:
Virtual Machine Port Group Physical Adapters
DMZ Network . B vmnic1

Help I

e. Deploy the OVA forthe Expressway Edge application, ensuring that thenew DMZ switch is
selected for the primary virtual machine network adaptor.
@ Deploy OVF Templa!‘e —— e — @I'_@"E

Network Mapping
What networks should the deployed template use?

Source |
OVF Template Details Map the networks used in this OVF template to networks in your inventory

Name and Location

Deployment Confiquration Source Networks " Destination Networks

storage WM Network | DMz Network |
Disk Format
Network Mapping
Ready to Complete

The ¥M Network network ~

12
Copyright © 2013 Cisco Systems Inc. All rights reserved.



f.  Having deployed the Expressway Edge application, it will be seen connected to thenew
vSwitch.

View: |vSphere Standard Switch
Metworking Refresh Add Metworking... Properties...

Standard Switch: vSwitchd Remove... Properties..,
Virtual Machine Port Group = — Physical Adapters
53 WM Network o B vmnic0 1000 Full | G3
= |4 virtual machine(s)
Cisco Expressway Core
Cisco Unified Communications Manager (CU...
Cisco Unity Connection
Cisco Prime Collaboration Pravisianing
WMozl Port
t3 |Management Netwark
wvmk0 : 10.30.27.83

@ ppEm @

Standard Switch: vSwitchl Remove...  Properties...

Wirtua| Machine Port Group Phiysics 5

61 DMZ Netwark e o BB vmnici 1000 Full | §3
[ |1 virtual machine(s)

Adapters

Cisco Expressway Edge Ej

Configuration for Dual Firewall Solutions

When deploying a dual firewall solution, configuration largely follows thesteps detailed in the previous
sections, in this caseassuming thatthe first DMZ connection s to the external firewall. Repeat the steps to
create anew virtual machine port group (VLAN) or vSwitch for connection to the inside firewall, then edit the
Expressway Edge virtual machine to assign its second network adapter to this new network. Finally, add anew
VLAN orphysical switchto the external network for the inside firewall sub -network.
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Appendix A — Network Interface Card
Teaming

Introduction

The solutions presented in the main body ofthis document focus on maintaining an appropriate separation of
DMZ and inside networks within a virtualized Business Edition server. In additionto this separation, the
hypervisor NIC teaming feature allows multiple physical adapters to be associated with a vSwitch to provide
load sharing and failover connectivity to the external network.

Failover and Load Balancing

When additional physical adapters are assignedto a vSwitch, they may be assignedas eitheractiveor standby.
Depending on the way in which the serveris connected to the physical network, traffic from virtualmachines
may be load balanced across active connections and in the event ofa link failure a standby adapter will be made
active to take over.

Switched Network Topologies

To maximise resiliency to failure, teamed interfaces are typically connected to differentswitching equipment.
This might involve connecting to separate line cards in a chassis, switches in a stack, orto completely
independentdevices.

Where independent physical switches are used, teamed interfaces should besetto active, allowing the Ethernet
Spanning Tree protocolto block connections that create a loop. In the event ofa link or switch failure, the
Spanning Tree protocol will reconvergeto use a serviceable connectionto theserver. Where VLAN trunking is
used, the Spanning Tree protocol can typically be configured per VLAN to prefer different connections for
DMZ and internal network traffic under normal operation.

If connections are made to a common logical switch (i.e. chassis or cluster) that supports IEEE 802.3ad link
aggregation, it is possible to load balance traffic across allactive members ofthe link group under normal
operation. Link aggregation can accommodate link failures more quickly than Spanning Tree and is transparent
to VLANSs, so may be used with either dedicated network, or VLAN trunk connections.

The following table illustrates how Business Edition servers may accommodate network separation and NIC
teaming. Note specifically that the Medium Density server only has sufficient interfaces to use NIC teaming
when links are configuredto use VLAN trunking.

Server BE6000 MD BE6000 HD BE7000

Link Type 2 NICs 6 NICs 12 NICs
VLAN Trunk v v v
Dedicated Links x v v

Configuration

The following steps describehow to extend the configurations fromthis document to include NIC teaming.

Switch Configuration

When aggregating server interfaces, the switch ports to which they are connected must be configured to use
802.3ad link aggregation. The following example illustrates how this may be configured using VLAN trunking
to a Cisco Catalystswitch:

vlian 1

name default
|

vlan 30

name DMZ

!

interface GigabitEthernetl/1

description BE Server Network Interface 1 (Internal/DMZ trunk group)
switchport trunk allowed vlan 1,30

14
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switchport mode trunk
spanning-tree portfast trunk

channel-group 1 mode passive
|

interface GigabitEthernetl/5

description BE Server Network Interface 2 (Internal/DMZ trunk group)
switchport trunk allowed vlan 1,30

switchport mode trunk
spanning-tree portfast trunk
channel-group 1 mode passive

When connecting server interfaces to separate switches, switch port configurationis the same as the single link

examples earlier in this document. The exceptionbeingthat Spanning Tree Portfast mustnotbe used.
vlan 1

name default
|

vlan 30

name DMZ
|

interface GigabitEthernetl/1

description BE Server Network Interface 1 (Internal/DMZ trunk)
switchport trunk allowed vlan 1,30

switchport mode trunk
|

The Spanning Tree VLAN cost command may be used balancetraffic between links ifrequired. See references
for more details.

Hypervisor Configuration
Use the vSphere client to configure hypervisor networking features as follows:
1. Access the network configurationscreen by clicking the host icon in the left hand inventory panel, then

selecting the Networking option fromthe Configuration tab. Click on properties for vSwitchOto access
the switch configuration screen.

View: vSphere Standard Switch
Networking Refresh Add Networking... Pr

Standard Switch: vSwitch0 Remove...

Adap

vmnicd 1000 Full ©3

§3 VM Network o

B |4 virtual machine(s)
Cisco Expressway Core
Cisco Unified Communications Manager (CU...
Cisco Unity Connection
Cisco Prime Collaboration Provisioning
£ Management Network

® PPE® @

é
L

2. Select the Physical Adapters that should be addedto the switch. It is recommended that a mix of
motherboard and PCI card network adapters are teamed. Click Next.
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3.

-
(&) Add Adapter Wizard [EE

Adapter Selection
New adapters may be taken from a pool of unused ones, or transferred from an existing
vSphere standard switch.
Adapter
NIC Order Select one or more adapters from the following list. If you select an adapter thatis
Summary attached to another vSphere standard switch, it will be removed from that vSphere
standard switch and added to this one.
| Name | Speed | Network
Unclaimed Adapters
Intel Corporation I350 Gigabit Network Connection
|8 ® vmiict  1000Ful None |

Help I < Back |I Next > l Cancel I

4
Adjustthe failover policy forthe addedports. Move Down the newly added adapterto standby if vSphere
shouldmanagelink failover. Otherwise leave adapters active and click Next. Review the addition and
click Finish.
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(&) Add Adapter Wizard &@M

Failover Order
New adapters will carry traffic for the vSphere standard switch and its port groups unless
specified otherwise.
Adapter Policy Failover Order:
NIC Order Select active and standby adapters for this port group. During a
Summary fallover, standby adapters activate in the order specified below.
Configuration | Summary |
vSwitch 128 Ports ]
Management Network vMotion andIP StoragePort
Name | Speed | Networks |
Active Adapters
B vmnic0 1000 Full 10.30.27.1-10.30.27.127 | _Move Down |
EB vmnict 1000 Full None
StandbyAdapters

veb | <iack |[ nextz | caneel |

A4

4. IfIEEE 802.3ad link aggregationis not required, close the vSwitch properties page to complete the process.
To configure the vSwitch forlink aggregation, select the Ports tab, fromthe vSwitch0 Properties page,

then Edit the vSwitch object.

@ vSwitchO Properties : l cn|ulE) u
|Por_t5| Network Adapters |
Configuration | Summary g eSS Sencibropeics =
vSwitch 120 Ports Number of Ports: 120
@  VMNetwork Virtual Machine ...
g Management Net... vMotionandIP... r—Advanced Properties
@ omz Virtual Machine ... MTU: 1500
—Default Policies
Security
Promiscuous Mode: Reject
MAC Address Changes: Accept 2
Forged Transmits: Accept 1
Traffic Shaping
Average Bandwidth: -
Peak Bandwidth:
Burst Size: -
Failover and Load Balancing
Load Balancing: Port ID
Network Failure Detection: Link status only
Notify Switches: Yes i
Failback: Yes
Add... I Edit... Remove Active Adapters: vmnic0, vmnicl o
Close Help
17
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5. Fromthe vSwitch Properties dialogue, selectthe NIC Teaming tab, then select Route based on IP hash

for the load balancing policy. Click OK to close the dialogue and close the vSwitchQ properties screen to
complete the configuration.

- - " B _JEEEEEEE———
(&) vSwitchO Properties
General ] Security ] Traffic Shaping NIC Teaming |
Policy Exceptions
Load Balancng: @ Rowtebasedonhash |
Network Failover Detection: ILmk status only L]
Notify Switches: IYes L]
Faiback: IYes _'_]
Failover Order:
Select active and standby adapters for this port group. In a failover situation, standby
adapters activate in the order specified below.
Name Speed Networks
Active Adapters
B vmnic0 1000 Full 10.30.27.64-10.30.27.127 Q
@ vmnicl 1000 Full None
Standby Adapters
Unused Adapters
Adapter Details
Name:
Location:
Driver:
OK I Cancel Help
|
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http://www.cisco.com/en/US/docs/telepresence/infrastructure/vcs/config guide/X8-1/Cisco-VCS-SIP-
Trunk-to-Unified-CM-Deployment-Guide-CUCM-8-9-and-X8-1.pdf

VCS Control with Expressway Deployment Guide:

http: //www.cisco.com/en/US/docs/telepresence/infrastructure/vcs/config guide/X8-1/Cisco-VCS-
Basic-Configuration-Control-with-Expressway-Deployment-Guide-X8-1.pdf
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