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d) Firepower4100 Series ] Z2}o] 122 2] B oF ol 7 &= 3= Firepower 9300 Appliance©l] A2
State(¥+2] 2 El)7F 0k ("8 ) ©] 3L Oper State(2-& & Bl)7F Online (22F31) 14 2

e) show app-instanceE ¢ = 1t}

) AjAll AR E BE =24 tuto] €] Oper State(2& A Hl)7F online (22FQ1) 914 g1 gt

da ﬁ
O

E?l'

o

o
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Firepower o] Z&}o] 2~ 1 go| = I
B xoscuz 41g51e) = 29 Firepower 4100/9300 A1 4] ofl 4] FX0S ¢ L] o] =

o] 7] A = TS tlubo] 4 S8 of )8 FXOS ¢ 1#| o]l = Z 2 A4~ A g

* Firepower Threat Defense T=2] 4] t]r}o] A2 A & o] 9l o H A Q¥ Ao} AfA] IF S~
Ej o] & F-H o] o} Firepower 4100 Series A A]

Hd oW Boluf A A] 7F E ] 2~ 9] AH-Fo] ofd &5 ¥ Firepower Threat Defense T HF0] 2~
3kt o] o = -4 ¥ Firepower 9300 A A]

« AJA] W] 2] 2~ ol| A Firepower Threat Defense 2] %] t]u}o] =2 -4 ¥ Firepower 9300 A A]

SEEHEE
Qoo =8 A &ay] Aol the A4S ofv

s o] = A FX0S ZHE HE 2T E g o] 97| 4] & v} Z =3 U}, Firepower 4100/9300
M AE FXOS the 2=, 16 Hl o] A & FZ23H4 A 2.

o
bt
e
rlr
By
K

o,
ot
ol
fivad
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fo

* FXOS Y Firepower Threat Defense 71 3] Z18] o] -8 W ¢} g o},

* Firepower 4100/9300 A Alol] 2L Ego] ojn| X & T2 3= o] 3t AWE =3
A=

olW A& JHAFSHAL Q= A A O IP 4 B /1S A A

ojnA] ut<d o] At 3k o]

Z

23 Qrrgo]s TA| 2ol AulE 0 2 20-30%0] 22Utk Erf =& 9 reo] =5 1 gl tin}
~% BoelA e,

T 1 FXOS CLIo| AZ g},
A 2 A ZFE HE o] 1] X = Firepower 4100/9300 2| 4] o] T} 2 =3t o},
a) Fo] L=E dHI Y
Firepower-chassis-a # scope firmware
b) FXOS ZYE W5 2T E o] o] A & e zEg),
Firepower-chassis-a /firmware # download image URL
g T F 84S ALEste] 744 & 519 o] URLS A4 o,

* ftp://username@hostname/ path/image name

* scp://username@hostname/ path/image _name

. Firepower Management Center & “12 0] = 7}o] =



| Firepower o] Z2to] o1 gl 10| =

FXO0S CLIE 218314 =9

* sftp://username@hostname/ path/image name
* tftp://hostname : port-num/ path/image_name
©) U HWH S AMESt] R E T EA|AE RUE PP
Firepower-chassis-a /firmware # scope download-task image name

Firepower-chassis-a /firmware/download-task # show detail

3 Firepower 4100/9300 A| A] o] A] FX0S & L& o] =

of A
E}sL
j
Firepower-chassis-a
Firepower-chassis-a
Firepower-chassis-a
Firepower-chassis-a

do A= SCP LREEZS

A}g-5ho]
# scope firmware
/firmware # download image scp://user@192.168.1.1/images/fxos-k9.2.3.1.58.SPA
/firmware # scope download-task fxos-k9.2.3.1.58.SPA

/firmware/download-task # show detail

ol vl x| & ARG T,

A3

A 4

A5

7 6

oA 7

oA 8

Download task:
File Name: fxos-k9.2.3.1.58.SPA
Protocol: scp
Server: 192.168.1.1
Userid:
Path:
Downloaded Image Size
State: Downloading
Current Task: downloading image fxos-k9.2.3.1.58.SPA from
192.168.1.1 (FSM-STAGE:sam:dme:FirmwareDownloaderDownload:Local)

(KB) : 853688

2od 49 Fdo RuE oA AT

Firepower-chassis-a /firmware/download-task # up

AE Az Re2 olEdh)

Firepower-chassis-a /firmware # scopeauto-install

42 g o

Firepower-chassis-a /firmware/auto-install # installplatformplatform-vers version number
HE o] B Wl Z Ay vkl 2.3(1.58)).

A2 8 o] 3718 WA HAF A 25e WA 225 o Fel A0 ot 4 FXOs E
%iiEJﬂﬁﬂﬂﬂﬂmg%él R LN MR ED RS EER EC R BEE R

55 A e ¥ o] of hehal A g o

HES 4

FXOS Z¥ &

version_numbert "2 %] <1 FX0S &% ¥

Aagols T2 AAS RUE YW
a) scope systems o 9 9o}

b) show firmware monitors ¢} 2
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. Firepower Threat Defense 1 7]-8-4 *3o| A FX0S Y 10| =

¢) E& 74 82 (FPRM, Fabric Interconnect % M| A)7} Upgrade-Status: Ready (J1#o]= ZEf: &H])
2 3AE w7k 71 H Y o,
Fi FPRM T4 847 dadel=s i Y Al ~doe] 2|3 ge & o A 24 g el =t Ay
e
of A

FP9300-A# scope systems
FP9300-A /system # show firmware monitor
FPRM:
Package-Vers: 2.3(1.58)
Upgrade-Status: Ready

Fabric Interconnect A:
Package-Vers: 2.3(1.58)
Upgrade-Status: Ready

Chassis 1:
Server 1:
Package-Vers: 2.3(1.58)
Upgrade-Status: Ready
Server 2:
Package-Vers: 2.3(1.58)
Upgrade-Status: Ready

FP9300-A /system #
w7 9 T4 a7t dadol=s vy HE S YEste] el RE/EE X A of Zel Aol o] dHE &
Y.

a) top= Ik

b) scope ssas ¢ = T}

c) show slot= ¢ = 3T}

d) Firepower4100 Series ] = 2}©] 91 222] 1 ¢F ¢l 21 5= 3= Firepower 9300 Appliance®l] A
State(¥H2] % El)7F 0k (A7) ©] 3L Oper State(2}-& 7 Bl)7F online (2F3]) ¢14] £

e) show app-instanceS ¢ & &1t}

) Aol A E BE =4 tuko] 2~ 9] Oper State(21E % Bl)7F online (24<1) Q1A gl gt}

ro o
o [

b 3

1o A
O
E?l'
k3
o

Firepower Threat Defense 327}-8-4] *4-ol| A FX0S 4 —L8l| o] =
FXOS CLI %= Firepower Chassis Managers AH8-3Fo] 117184 % S 2 +/J % Firepower Threat

Defense %ﬂ A t]ufo] 2~ & 3 g3} = Firepower 4100/9300 Series K.t o] &} 0] A 2ol 4] FXOS =3
T HES dagel =gk
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Firepower Chassis Manager= A3} <] Firepower Threat Defense 11.7}-8-4 ol 4] FX0S ¢ 28] o] = .

Firepower Chassis Manager= A}-8-5} <] Firepower Threat Defense 117187 *&-ol 4 FX0S ¢

ayeol=
Firepower Threat Defense =2 4 t] H]-O] "7} 3784 o2 -4 ¥ Firepower 9300 5=+ Firepower
4100 Series K.+ o] Z2Fo| A 2~7} 9= 7 9 th A Al whe} Firepower 9300 H-+= Firepower 4100
Series H.¢F o] Z2}o]A 20 A FXOS ZHF HES U0l ESIA A L.
Al AFsE7] el
Jag ol == X 7tatr] Aol vk 2 S ol n] R P A elata] Al L.
« ol = U FX0S EHFE W E AZE o 71X & th- 2= =3 th. Firepower 4100/9300
AJA]-E FXOS th-2 =, 16 7| o] 2| & F23H4 Al 2
» FXOS % Firepower Threat Defense 71 ] “1¢] o] A4S ¥ ] gt T},
)
Fu Jad o= TR A 2o E Uk 02 AJAIF 20~30 0] AU
@Al1 2~¥ln}o] Firepower Threat Defense 1=2] % t]#}o] 27} 3 34 Firepower H.QF o] &2} 0] 91 2~ )| A] Firepower Chassis
Manager®l] 17431t}
@A 2 Firepower Chassis Manager©l| 4] System(*] 2~&1) > Updates(] ] ©] E)E A 813t T},
Available Updates(A}-8 7153+ @ Hl o] E) o] o] 2] = A Al o] A AF-&- 7}5-3F Firepower eXtensible -3 | Al & 2%
HE ol m x| ¢} off ZE] Al o] A o] H A B5 S HojF U
GA3 A EHFHE oV A E JEEF Y
a) Upload Image(°] V] %] ¢} 2 =)E &2 5}o] Upload Image(©] " A Y= =) B3} JAHE du ot
b) Choose File(¥} % A &)& S5t R o|H| A & o] 58 U5 & o] v A& A8 g Th
¢) Upload(Y ZX)E gy}
A B3} o] 1] x| = Firepower 4100/9300 Af Al ol ¢ 2 = Ut}
d) oA & JREZ Fof 578 AT E o] o|u|x|ol] gt HF A&} eho] 2 Al oFo] FAIH U Al 2~H]
T FEE et HF AREAL o] 2 A oFol st
A4 A ZHEHE oA HEEHH o] =8 FXOS 2 #F W E2] Upgrade(§] 180l =)E S8 Y t)
Al 2]l A A3 A E Qo] 7| A& WA G Al 2R A A A ofE 2] Alo] A3 2 g ¥ FXOS &
AE A EQJo] g 7]A] Fhol| vl E 3 o] d=A] dElmuth 3 7]E Aol FRE AL A[AF o] ol =
o] dF-= A F-gEojof ghrhal A gt
GAI5  Yes(e)E S8l A E ALEEA st A No(ohH 8)& S 938t AA& HALFHTH
Firepower eXtensible % A Ao = HES] 4FS T3 74 245 Jago|=3stAY A 23Ut 41
o= Z2AAE dnsted H o 300 A89 T AFUTH
@A 6 ¢ 1 o] = F ol = Firepower Chassis Managers AH&-3F 4= §l5 Ut FXOS CLIE AH&-3to] ¢ 1dlo] = T2 A

28 RUE P S 5 A
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. Firepower Chassis Manager= A1-8-5} ] Firepower Threat Defense 317184 #-oll A FX0S ¢ & o] =

oA 7

w7 8

A9

7 10

a) scope system= ¢ =T
b) show firmware monitor= ¢ 2 &1t}
c) E+ 74 8.4 (FPRM, Fabric Interconnect 2 A} A])7} Upgrade-Status: Ready (F1#e]= AFH): &H])
=2 A E wj7hA 71 gEy o
i FPRM T4 Q.47F  1efo] =5 i yp A 2=Flo] 2] F & ¥
Ayt

_4

=

T4 84 dadel =Tt A%

il

o A

FP9300-A# scope systems
FP9300-A /system # show firmware monitor
FPRM:
Package-Vers: 2.3(1.58)
Upgrade-Status: Ready

Fabric Interconnect A:
Package-Vers: 2.3(1.58)
Upgrade-Status: Ready

Chassis 1:
Server 1:
Package-Vers: 2.3(1.58)
Upgrade-Status: Ready
Server 2:
Package-Vers: 2.3(1.58)
Upgrade-Status: Ready

b) scope ssa =

c) showslot2 &gt}

d) Firepower 4100 Series © & E}O] ?jZ:J
Admin State(Z-2] AE7}F ok (A7) ©]

¢) show app-instance=S ¢} & ‘3}

f) AHAlOll A A K= =84 t]ulo] 2 9] Oper State(2}5 7 El)7F online (=2F%1) Q1#] &3

Wa dadel =3 35S dE B fFylom whao] Edgo] adel=4 3l o= o] F st gyt

a) Firepower Management Center®l <143t}

b) Devices(t]H}°] 2~) > Device Management(t] ¥}-o] 2~ 2]y 5 A 8l gt}

HQF ol X B+ Firepower 9300 Appliance®l] A X H & H o 259
a1 Oper State(2H5 “JE])7} online (<2}Q1) 21#] &2l gc},

) ONE|B ¥]o] 2 WAT 17F8A 4 o]l 9= Switch Active Peer(9 E] B 3 o] A 3h) o} o] 2(H) S Fe g},

d) Yes(cl)E FH3sto] Zminfo] tyuto] 25 17F-8A] o] AE B tulo] 22 SA| AA Gt

A} Z~®¥huto] Firepower Threat Defense v=2] 2] tlufo] 27} Z31¥ Firepower 1.9t o] &2}o] 1 220 A Firepower
Chassis Manager®l| 91743t t}.

Firepower Chassis Manager©l] 4] System(*] 2~&]) > Updates(3] t] ] E)S A & g},

Available Updates(AH-8 715 & ¢l vl o] E) o)) o] x| = A Al o] A AF-&- 715 Firepower eXtensible <% | #l]
HE olm x| ¢} o ZE] Al o] A o] A] 55 HojF T

mlu
P
ot
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A1

o712

o713

o714

&7 15

Firepower Chassis Manager= A3} <] Firepower Threat Defense 11.7}-8-4 ol 4] FX0S ¢ 28] o] = .

A EREHE oW A E dE=F U

a) Upload Image(°] V| A 4 Z=)E &3} Upload Image(®] V| A F=2=) )3} AAE GUt

b) Choose File(7Y A &)& S8 eto] JRET o|n A & o] 58 o 3 d o] v A& A &g}

¢) Upload(Q 2E)= ZY3yu}.
A ¥} o] 1] ] = Firepower 4100/9300 | Al ol ¢ 2 = Ut}

d) olWAE JREg T 5A AZE o] oju| Ao tf g FF ARG} 2fo] A 2 Al 2Fo] A YT Al ~H
T FEE et HF AFEAL o] 2 Al kel T T

A ZPEHE o|n] A7 2 =5 g o] =38 FXO0S = & HE 2] Upgrade(Y 18 0] =)= Z8 gt}
AN 2='2 HX & LT Eo] 7|25 HA 3y A~ &) ] of 2] Al o] A2 A A ¥ FXO0S =
AF 2L E ] 7] %] Fhel vz g o] =4 dEFUTh B 7]E A o] FEE I A ~Ho] o=
o] JH-2 A F-g ] ofof shrha 7 mFH T},

Yes(s)E Felokol M E AL B FA5AL No(oh] £)& Fe o] MAF H 2 g ok

Firepower eXtensible &% A Ao = HEQ 4FS 1L T4 245 Jado=3tAY A 2 =3ttt 1
o= T2 AAE dnstedH H 304 0] ~8E T AFUTH

A 19 o] = ol = Firepower Chassis ManagerS AF-8& 5= ¢l5 U th FXOS CLIE AF8-31o] 8ol = 2 A4

28 RUHI T dFHh

a) scope system= ¢ & 3Lt}

b) show firmware monitorS- ¢} = 1t}

¢) EE 74 8.4 (FPRM, Fabric Interconnect 3 A} A])7} Upgrade-Status: Ready (F1#o]= AE: FH])

2 3AE 74 71ek gy o
23 FPRM 74 8. 47F g ago] =5 i v A A~glo] gl g5 5 o}

Huyoh
=] .

TA 8 dagoel=rt AL

i

o Al

FP9300-A# scope systems
FP9300-A /system # show firmware monitor
FPRM:
Package-Vers: 2.3(1.58)
Upgrade-Status: Ready

Fabric Interconnect A:
Package-Vers: 2.3(1.58)
Upgrade-Status: Ready

Chassis 1:
Server 1:
Package-Vers: 2.3(1.58)
Upgrade-Status: Ready
Server 2:
Package-Vers: 2.3(1.58)
Upgrade-Status: Ready
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Firepower o] Z2}o] 912~ ¢l 10| = |
. FXO0S CLI= A}-8-3} <] Firepower Threat Defense 1.71-8-4 *-oll 4] FX0S ¢ 18| o] =

b) scope ssas ¢ = 3T}

c) show slotS- 1 &3t}

d) Firepower 4100 Series ©] Z2}©] 912 2] K ot 9l 7 H+= Firepower 9300 Appliance®l] A 2| ¥ & H ol 259

Admin State(Z2] 2 Hl)7F ok (% 4) ©] 3L Oper State(2}5 4 Hl)7F online (<2 2FS1) 91%] &3+,

e) show app-instanceS ¢ & gt}

f) Aol AxH BE =24 tfuko] 2 9] Oper State(2}5 “FE)7F online (=2F1) 14| 213y oh
GA16 W AadolEd Y dadolE oA AE HEH FYloZ vk

a) Firepower Management Centerol] <172 311t}

b) Devices(t]H}©] ) > Device Management(t] ¥}-o] 2~ 2]y &5 A &l gt}

c) NEIH v 5 WA 37184 A Aol 9= Switch Active Peer() E] B 31 o] 3} ofo] F( ”)% S i=

d) Yes(cl)E FE3sto] Zminfo] tyuto| 25 17}-8A] o] NE B o]~ SA| AA G

FX0S CLI= A}-8-5}<] Firepower Threat Defense 17184 #8ol 4] FX0S ¢ 18| o] =
Firepower Threat Defense =2 4 tju}o] 27} 217F-84 %o 2 524 % Firepower 9300 H=+= Firepower
4100 Series K.+ o] Z2Fo| A 2=7} 9= A 9 th A Al whe} Firepower 9300 H-+= Firepower 4100
Series H.QF o] Z2}ol A 2o A FXO0S ZHF HES QJHlo| EStAAl &
Al 287 Aol
dad ol =& A Ast7] doll b A o v SR A Gl L.

«Jagol= A FXOS ZHE HE AZE Y o] 37| X = t}-$ Z =3 T}, Firepower 4100/9300
A AR FXOS tHE- 2=, 16 7| 0] A & 234 A .

* FXOS % Firepower Threat Defense 71 9] “1¢] o] A4S W] ] gt T},

* Firepower 4100/9300 A Alol] 22X Ego] ojn X & U235 o] 2R3t AW E 53§

e,
oA & HARS L G AR A [P AR AF LU

« o m] ) el o] A t8H o

alf

Hi gagol= TR A A= AukA 0 2 AFA|H 20~3050] A QFH YT}

A1 el H}o] Firepower Threat Defense t=2] %] t]H}o] 27} L 8LH Firepower K.t o] Z2} o] A 2ol 4] FXOS CLId| 1

GAl2 A ZYE HE o|u] A = Firepower 4100/9300 A Al ol o} 2 =gt}

Firepower-chassis-a # scope firmware

. Firepower Management Center & “12 0] = 7}o] =



| Firepower o] Z2to] o1 gl 10| =
FXO0S CLI= A}-8-3} <] Firepower Threat Defense 127184 %ol 4] FX0S 1 18 o] = .

b) FXOS ZHFE HE LZE o] o|u|A] & T2 =3}
Firepower-chassis-a /firmware # download image URL
the TR % shbE Abgstel b4 & 519 e] URLS 44 Eth.
* ftp://username@hostname/ path/image name
* scp://username@hostname/ path /image name
* sftp://username@hostname/ path/image_name

* tftp://hostname : port-num/path/image_name

O T HHL Aol e RE TR A AE RUHI T,
Firepower-chassis-a /firmware # scope download-task image name

Firepower-chassis-a /firmware/download-task # show detail

of A
t}& ool A= SCP R E S ALE5}o] o n] x| & BALg )

Firepower-chassis-a # scope firmware
Firepower-chassis-a /firmware # download image scp://user@192.168.1.1/images/fxos-k9.2.3.1.58.SPA
Firepower-chassis-a /firmware # scope download-task fxos-k9.2.3.1.58.SPA
Firepower-chassis-a /firmware/download-task # show detail
Download task:

File Name: fxo0s-k9.2.3.1.58.SPA

Protocol: scp

Server: 192.168.1.1

Userid:

Path:

Downloaded Image Size (KB): 853688

State: Downloading

Current Task: downloading image fxos-k9.2.3.1.58.SPA from
192.168.1.1(FSM-STAGE:sam:dme:FirmwareDownloaderDownload:Local)

oA 3

<)

23 75 Fello) LES tha] Mg,
Firepower-chassis-a /firmware/download-task # up

G4 AE AN REE Egyn
Firepower-chassis-a /firmware # scopeauto-install

@A 5 FXOS ZHE HES ARt}

Firepower-chassis-a /firmware/auto-install # installplatformplatform-vers version _number
version_number<= "3 X %21 FXOS Z A& W59 ¥ HE Y th(el: 2.3(1.58)).

glof 71 A& HA FAFUTh Al =82 A A A X o Ea Al o] 2 A1 g ¥ FXO0S =
A

A6 AaRe X 2 g
= sado] SlEA e FUTE Ee 7| Aol FrEw Al2wo] §1ee]=
al
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. FXO0S CLI= A}-8-3} <] Firepower Threat Defense 317184 *3-ol] 4] FX0S ¢ 12| o] =

GAT yesE YT AAE AELD AJA Gl AU noE A H sk AAE HLFUH
Firepower eXtensible % A Aol A& HME9] ¢45& F3L 74 845 g adol=
A8 Jadols TRAMAE RUEH st W thg3 2ol

a) scope system= ¢ & 3},

b) show firmware monitorS ¢} & 1t}

c) EE T4 QA (FPRM, Fabric Interconnect 2 AJA])7} Upgrade-Status: Ready (QLH o= AH: &H

2 EA19 W74 7 gy e,

AL FPRM 74 847k gaeo] =5 al v Al ~glo] 2 e & v
o

]

o A

FP9300-A# scope system
FP9300-A /system # show firmware monitor
FPRM:
Package-Vers: 2.3(1.58)
Upgrade-Status: Ready

Fabric Interconnect A:
Package-Vers: 2.3(1.58)
Upgrade-Status: Ready

Chassis 1:
Server 1:
Package-Vers: 2.3(1.58)
Upgrade-Status: Ready
Server 2:
Package-Vers: 2.3(1.58)
Upgrade-Status: Ready

FP9300-A /system #

A9

b) scopessasS ¢} =T}
c) show slotS- 1 &3t}

d) Firepower 4100 Series ©] & 2}0] 122 ¢] K 9k ol X H+= Firepower 9300 Appliance®l] A2 x| ¥ B H ol B 59
Admin State(Z+2] A7} ok (4 4F) ©] 3L Ope tate(XLE A7} online (<=28H%1) AA] &1},

e) show app-instance= ¢} 2 3t}

) AfA]o AXH BE =24 tyulo] 29] Oper State(2H5 A E)7F online (289) 14] &<lgh
A0 e el =g 5l dEHE fRlo® wheo] EdFo] adel=d 5l o= o] F st T

a) Firepower Management Center®l] 174 31t}

b) Devices(t] 1}°]22) > Device Management(E] Hlo] 2 #e))E Ao

o) NEIH o]Z W E 17184 4 2ol = Switch Active Peer( 2 E] H. 31 o] A 8F) ofo] ()L 22

d) Yes(el) 2ol Zunte] tlubo] 2% 17k84 Aol BB Tluho] 22 ZA] AR FU .

. Firepower Management Center & “12 0] = 7}o] =

A oA e,

T4 ek gadelst A%

T8 847 Aol =W v HE S g ste] Bt E/H etz A o FeAle] o] FHE
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A1

oA 12

%A 13

oA 14

oA 15

FXO0S CLI= A}-8-3} <] Firepower Threat Defense 127184 %ol 4] FX0S 1 18 o] = .

A} 2~ElH}o] Firepower Threat Defense +=2] 2 t]H}o] =7} ¥ 3F% Firepower H.¢F o] Z2}o] 91 2 0] 4] FXOS CLI
1

Firepower 4100/9300 A A o] T} 2 =3H ]t}

Firepower-chassis-a # scope firmware
b) FXOS ZHE HE AT EY o] o|n] A= th 23T}
Firepower-chassis-a /firmware # download image URL
ohe FE F e AHgste] b & whelel URLE A4 v,
* ftp://username@hostname / path/image name
* scp://username@hostname/ path /image name
* sftp://username@hostname/ path/image_name

* tftp://hostname : port-num /path/image name

0 The HH S AgEte] the R R A ag Ry
Firepower-chassis-a /firmware # scope download-task image name

Firepower-chassis-a /firmware/download-task # show detail

o A
ThS of o A= SCP Z 2 E 22 AF83}0] o] u] %] 2 H AL o},

Firepower-chassis-a # scope firmware
Firepower-chassis-a /firmware # download image scp://user@192.168.1.1/images/fxos-k9.2.3.1.58.SPA
Firepower-chassis-a /firmware # scope download-task fxos-k9.2.3.1.58.SPA
Firepower-chassis-a /firmware/download-task # show detail
Download task:

File Name: fxo0s-k9.2.3.1.58.SPA

Protocol: scp

Server: 192.168.1.1

Userid:

Path:

Downloaded Image Size (KB): 853688

State: Downloading

Current Task: downloading image fxos-k9.2.3.1.58.SPA from
192.168.1.1(FSM-STAGE:sam:dme:FirmwareDownloaderDownload:Local)

23 45 Hol RuE oA A g

Firepower-chassis-a /firmware/download-task # up

A5 42 BEE Qe g,

Firepower-chassis-a /firmware # scopeauto-install

FXO0S =39 #F &S AA gy

Firepower-chassis-a /firmware/auto-install # installplatformplatform-vers version _number

version_number= "3 2| %1 FXOS & & HE29] ¥ HE Y th(el: 2.3(1.58)).

Firepower Management Center 3] 22| = 7o = ]



. FXO0S CLI= A}-8-3} <] Firepower Threat Defense 317184 *3-ol] 4] FX0S ¢ 12| o] =

ghol el g e o] =

Firepower ©1 =

GAI16 A =FS A X A E o] H7) A& WA SAFYTE A ~FS A A X5 o E] Aol A 4 H FX0S &+
AT AT EY o sj7]A 3ol Blz o] QleA delFunh B3 7]E Al o] TR EH AL A 2H o] o]l =
o Q¥ AP wofof g 7w v,
vesE el AFS ALT A4 FAF
GAMT yesE A= St A S AHT ANA &Qlet A nos Yt AAE FHATUT
Firepower eXtensible =% A Ao A= HEQ] &S 3L 74 45 Jad o] =3tAY tA] 2=y}
GA18 Jawlol= ZEAAE U H s A tha) 2ol Tt
a) scope system= ¢ =3t}
b) show firmware monitorS ¢ 2 31t}
¢) X+ 779 82 (FPRM, Fabric Interconnect 2 A A])7} Upgrade-Status: Ready (YJ1#Eo]= AE]: FH)
= FAE w7k Z1gE Yo
3% FPRM 74 827t adel =53 b Alzswo] PP E F e T4 84 dadol st A%
Y},
o A:
FP9300-A# scope systems
FP9300-A /system # show firmware monitor
FPRM:
Package-Vers: 2.3(1.58)
Upgrade-Status: Ready
Fabric Interconnect A:
Package-Vers: 2.3(1.58)
Upgrade-Status: Ready
Chassis 1:
Server 1:
Package-Vers: 2.3(1.58)
Upgrade-Status: Ready
Server 2:
Package-Vers: 2.3(1.58)
Upgrade-Status: Ready
FP9300-A /system #
G119 BE Y a4V dadeleHy e BE S Y Este] Bk BE/H e X A A H of Sl Aol o] FElE
she) g},
a) top= €T
b) scope ssas §) = 3T}
¢) show slot= & gt
d) Firepower 4100 Series ©] & 2}0] 122 9] 1. QF Q% B+ Firepower 9300 Appliance®l] A %] H K& Kl BE 9
Admin State(¥2] e 7}F ok (%87) ©] I Oper State(2}-5 73 El)7F online (<==2F<1) A A] g3t}
¢) show app-instance= ¢} 2 g1t}
) AfAJel A = =] 4 tuke] 2 9] Oper State(2Hs 4 Hl)7F online (22FS1) 914 g1y th
A2 e dadel=d F3S dadol= o] dA Y A H FYl o R vyt

. Firepower Management Center & “12 0] = 7}o] =



| Firepower o] Z2to] o1 gl 10| =

Firepower Management Center®l] 172 34t}

b) Devices(t] H}©] 22) > Device Management(T] B} 0] 2~ T2y & A
K CEERESEE
d) Yes(<hE 24

1 7F8A 4 ol 2= Switch Active Peer( ) E] B 3] o] 3}y ofo] & ;(1“)
3to] ~uinto] tuto] 22 1784 4] HEH tlupo] 27 ZA] AA G o)

Firepower Threat Defense A A] 7+ 2 2] 2~E] o] A] FX0S 18] ©] =

B g o),

[e)
=

g,

Firepower Threat Defense Al A] 7+ 2 2] 2~ E] o] 4| FX0S & 18] o] =

FXOS CLI ¥+ Firepower Chassis Managers
Defense =
& WHee fdadel =gyt

Ab&-3to] AfA] 7F &2 2~ H 2 -4 ¥ Firepower Threat

=214 t]ufo] 25 ¥E 33} Firepower 4100/9300 Series H.¢F o] Zg}Fo] 9l 2o A FXOS &

Firepower Chassis Manager= A}-8- 5} ] Firepower Threat Defense Al A] 7+ =& 2~F] ol A4 FX0S

Hagol=
Firepower Threat Defense ¥= 2] 2] T] o} o] 2~ 7} AfA] 31 5 2] ~H & -] ¥ Firepower 9300 %=+ Firepower
4100 Series X .9t o Fgto| A 27} Q)= 79 th A 2fel| uh2} Firepower 9300 5=+ Firepower 4100
Series H.QF o] Z 2ol A 2o A FXO0S ZHF HES Qo] EstAAl &
Al AFsE7] ol
Aol =& A Zst7] doll b A o v SR A=A Sl L.
e Jdaol= g FX0S ZHE HE AZ E Yo} 971X 5 v} 2 =8t Firepower 4100/9300
MG FXOS th =, 16 0] A & 23 Al 2
* FXOS % Firepower Threat Defense 71 9] “1¢] o] A4 S ] J gt o},

o]

ATglo] = LR A 2ol = JukA o

R |

2 XA 20~3050] A8

A4},

GA1 O HES YEete] Bk RE/RHek i AR o E2] Aol e AHIE gl
a) A #2712 o] ghi= A1) ] FXOS CLIOl A2 ¢yt
b) top= Y FTh
c) scope ssas = T}
d) show slot2 ) &gt}
e) Firepower 4100 Series ] =2}o] 12~ 2] H 9t ol 7 I+ Firepower 9300 Applianceol] A X X E Hol R 5o
Admin State(Z-2] A El)7}F ok (Z37d) ©] 2L Oper State(2H5 A E])7F online (=831 A A &3},

show app-instanceE | SRR gy

SREREER:

T

H 7 ©] Running Version(3 & Q1 H #) S 2 A &

T E =24 tulo] 2 9] Oper State(2Hs A E]) 7} online (2F3])
AE)7F In Cluster (F82H U)X gelgtyc), e i

=4 Sgn,

o] aL

1 %3 83} Firepower Threat Defense

Cluster State(Z 2] 2~H

AT E Yo

Firepower Management Center 3] 22| = 7o = ]



Firepower o] Z2}o] 912~ ¢l 10| = |

. Firepower Chassis Manager=- A1-8-5} ] Firepower Threat Defense A A] 7+ 5 2] 2~ E] ol A] FX0S ] 18 o] =

L 712 frule] o] AjAell §les
% Firepower Threat Defense Q1 2~® 27} glof of gt

[o

h) U 8% S A3} Firepower 9300 Appliance©l] A %] ¥ E& K QF B35 4= Firepower 4100 Series ] &

O‘j’\«] Heb lzleo] sl FXOS ¥ & o] 4 &hghA] &l gt
scope server 1/slot_id. ©1 71 4| slot_id+= Firepower 4100 Series H.QF <l %1 9] 79~ 1944 T}

show version.

9Al 2 AA #2713 o] §li= Al AT)C] Firepower Chassis Manager©ll 17434t}
@73 Firepower Chassis Manager©l| 4] System(*] 2~&l) > Updates($] t] ©] E)ES A &gt}
Available Updates(A}-8- 715 3+ Q Hl o] E) 5| o] X| = A Aol A AF-& 7}5- 3 Firepower eXtensible =<3 A A =

HE olm| x| ¢} of ZE] Al o] A o] A] HHS HojF Ut
A 4 ZAE HE oA & YR/
a) Upload Image(°] 7| A A Z=)E &3} Upload Image(®] V| A A=2=) th 3} AAE Ut
b) Choose File(Zt A )& S sto] Y23 o|n| A & o] 53 th5 | o] W] A& A& g o)
¢) Upload(Y ZX)E St
1 &3} o] 1] x| = Firepower 4100/9300 A} 4] o] ¢ ==t}

= A

13Ut} Cluster Role(E 2] 2~ F 9 &h)o] Master (WFAE) 2 A H

e}o]

ol

d) olAE dREZ ol 54 Az Eg o] ojujA| o] 3k 2T ARE-AF 2ol d & A ofo] FAH YT A AH

s g ubeh AF ALG A ghol A2 Al ool o] o,

A5 A FHEAE o u A7 R EHH Jage] =g FXOS & H % WM E2 Upgrade(d 18 o] =)E S8 Yt}
Al 2]l A A8 AT E Qo] F 7| A& WA GAF T Al 282 A A A E ofE 2] Alo] A3 4] E FXOS &
A& A ES o] 5 7]A] Fhol| vl Z gk o] A=A delF Tk 3 7]E Al o] FEE AL A 2F o] (1ol =
o] A= A ofof ghrhar gt

A6 Yes(ol)E St A E AETA] 15 No(ehH 8)E S8lste] A& FHAFH T
Firepower eXtensible = A Al A= HE] 45E F3L 74 848 Jaeol=stAY A 223U 1

H
gol= Z2AlAE EstdH Ho 30i20] 222 5 AFH T

SGA 7 P1Y o] = Fol = Firepower Chassis ManagerS AH-8& 5= ¢l5 U th FXOS CLIE AF8-310] 180l = X 2 A4

25 RUHAEE 5 A5
a) scope system= ¢ = 31}

b) show firmware monitorS ¢ = &1t}

c) EE T4 QA (FPRM, Fabric Interconnect 2 A A])7} Upgrade-Status: Ready (P o= AH: &H

= FAE w7 7)ok e,

B3 FPRM T4 8.7k el o] S5 3 b A do] - gE F v
AUt

i

d) top= =3
[e]

e) scopessas =T}
f) show slot3 §1 =3t

. Firepower Management Center & “12 0] = 7}o] =

T4 92 el =k A%



| Firepower o] Z2to] o1 gl 10| =

o) 8

A9

Firepower Chassis Manager= A3} <] Firepower Threat Defense A} A] 7+ £ 2] 2~E] ol 4] FX0S ] g o] = .

g) Firepower 4100 Series ©] Z}o] A2~ 9] B %] B = Firepower 9300 Appliancedl] A %] ¥ & B3l &9
Admin State(Z+2] % EN)7F 0k (%47) ©] 3L Oper State(2}s & E)7F online (<==2FQ1) 1A gl o}

h) show app-instanceS ¢} & 1t}

i) AAle A2 H BE =24 t]ufo] 2~ 2] Oper State(XHs % E)7} online (= 2F<1) ©] AL Cluster State(Z 2] ~E]
AFEN7FIn cluster (F2]122E] W) o] ™ Cluster Role(F 2] 2~E] & 3ho] slave (£ o] H) 212 gelght],

o Al

FP9300-A# scope system
FP9300-A /system # show firmware monitor
FPRM:
Package-Vers: 2.3(1.58)
Upgrade-Status: Ready

Fabric Interconnect A:
Package-Vers: 2.3(1.58)
Upgrade-Status: Ready

Chassis 1:
Server 1:
Package-Vers: 2.3(1.58)
Upgrade-Status: Ready
Server 2:
Package-Vers: 2.3(1.58)
Upgrade-Status: Ready

FP9300-A /system #
FP9300-A /system # top
FP9300-A# scope ssa
FP9300-A /ssa # show slot

Slot:
Slot ID Log Level Admin State Oper State
1 Info Ok Online
2 Info Ok Online
3 Info Ok Not Available

FP9300-A /ssa #

FP9300-A /ssa # show app-instance
App Name Slot ID Admin State Oper State Running Version Startup Version Profile Name Cluster
State Cluster Role

ftd 1 Enabled Online 6.2.2.81 6.2.2.81 In
Cluster Slave
ftd 2 Enabled Online 6.2.2.81 6.2.2.81 In
Cluster Slave
ftd 3 Disabled Not Available 6.2.2.81 Not

Applicable None
FP9300-A /ssa #

MA #28] Bt BE T sluE 7R EREE AU

MA #290] HQE Hg F 3luE 7] RER AASH A #12 U] o] 7 RS 2ESHA] Fen 2 ¢ 1
o]cﬂ 2~ 01-{:,2141:}

Zel o) g mE A g8 -7 S e

Firepower Management Center 3] 22| = 7o = ]



. FXO0S CLI= A}-8-3}<] Firepower Threat Defense Al A| 7} S 2] 2~ E] | A FX0S &) 18] o] =

Firepower o] Z2}o] 912~ ¢l 10| = |

GAI10 7] GES A #HIZ FHFowdl A #19] Bt BE F SUE 7E REE A EY T

FXO0S CLI= A}-8-3} <] Firepower Threat Defense A A| 7+ = 2] 2~ Ef ol 4] FX0S & 28| o] =

A1
oA 2

Firepower Threat Defense =2 4 T] H}-0] /\7} AA] 7FE 2 22 H 2 -4 9 Firepower 9300 5= Firepower
4100 Series X.9F o] Z2Fo| A =7} 9= 7 o’T 5 A=A} u}g} Firepower 9300 H=+= Firepower 4100
Series H.¢F o] Z2}o] A 20 A FXOS ZP & HES o] Ed A &

Al ZFat7] Zd el

Jad ol =& Al &sl7] Holl b A o n] Su A FRIsHIA L.

s gl = g FX0S 2R E WM E AZE o] 9712 & th 2 =G} Firepower 4100/9300
A€ FXOS ThE& 25 16 F o] A & FH23H4] A L.

* FXOS ¥ Firepower Threat Defense 3 aglo) S Mg

* Firepower 4100/9300 2| A o] 2ZE o] o]u|x| & T2 =dlE o B3 v ARE 4T
Sh=3

olW A& FHAFSHAL Q= A A O IP T4 B /1S A A,

ojnA] ut<d o] At 3k o]

Z

4

Fa JaEol= T RA A= URkH o & AJAE 20~304%-0] AL FH Ut

ARA] #2(7132 o] gl A AL 9] FXOS CLICl 172 9yt

2

U RS desho] Bl Ra/mH el Iy AA of E2l7lold el s S Ak
o

scope ssa
show slot<- 1‘?':‘ 14‘:]-

Firepower 4100 Series ©] & F/}O] Odi/]
Admin State(Z2] A E)7}F ok (A7) ©]
show app-instance= <] & $H D}.
Aol A x]H BE =2 4 t]ulo] 22 9] Oper State(2Hs 3 El)7F online (<22FS1) ©] 3L Cluster State(E & ~F
A7} In Cluster (E82H W) A4 &3t} 18] 22 A 83} Firepower Threat Defense 42X E ] o]
H % o] Running Version(& 3 F<1 W )0 &2 FA| ¥ =4 gl gt

i 71 o] o] AfAloll Y15 FQ1 Y T Cluster Role(E 8 2= 9 &)0] Master (WF2H) 2 A4
% Firepower Threat Defense 91 228 27} §lof of ghu o},

top% H a
E
=
o

oF ¢l 2 B = Firepower 9300 Appliance®] A X ¥ =& H ol X5 9]
Oper State(2H5 )7} Online (<=2kQ0) 1%] &1 T},

o2 & S AF-8-31] Firepower 9300 Appliance®l] A ] ¥ X & B OF B 5 W= Firepower 4100 Series ©] & 2}©]
o1 9o] ot Ao thall FXOS ¥ A o] A &3k ghelgyr},

. Firepower Management Center & “12 0] = 7}o] =



| Firepower o] Z2to] o1 gl 10| =

oA 3

oA 4

oA 5

<7 6

FX0S CLI= A}-8-31] Firepower Threat Defense A} 4] 7+ 2] 2~ E] ol A FX0S 4 L] o] = .

scope server 1/slot_id. © 71~ slot_id+= Firepower 4100 Series H.QF el 2] 7 ¢ 1944t}

show version.

Firepower-chassis-a # scope firmware

¢) FXOS ZHF HE AL EY o] o|u|x & t}2 =g},

Firepower-chassis-a /firmware # download image URL

b T F ShbE AbESte] 744 & ko) URLE A H g e,

* ftp://username@hostname/ path/image name
* scp://username@hostname/ path /image_name
* sftp://username@hostname/ path/image _name

* tftp://hostname : port-num/path/image_name

d) & BEE AR s ZeAAS BYE YL

Firepower-chassis-a /firmware # scope download-task image name

Firepower-chassis-a /firmware/download-task # show detail

o A

t}& ool A= SCP LR E 28 ALE-5}o] on| x| & BALg )

Firepower-chassis-a # scope firmware

Firepower-chassis-a /firmware # download image scp://user@192.168.1.1/images/fxos-k9.2.3.1.58.SPA
Firepower-chassis-a /firmware # scope download-task fxos-k9.2.3.1.58.SPA
Firepower-chassis-a /firmware/download-task # show detail

Download task:
File Name: fxo0s-k9.2.3.1.58.SPA
Protocol: scp
Server: 192.168.1.1
Userid:
Path:
Downloaded Image Size (KB): 853688
State: Downloading

Current Task: downloading image fxos-k9.2.3.1.58.SPA from
192.168.1.1 (FSM-STAGE:sam:dme:FirmwareDownloaderDownload:Local)

e e 49 Aol LES A 44T,

Firepower-chassis-a /firmware/download-task # up

A5 44 weg g,
Firepower-chassis /firmware # scope auto-install

FXOS =& HES AX YT}

Firepower Management Center 3] 22| = 7o = ]



Firepower ©1 =

. FXO0S CLI= A}-8-3}<] Firepower Threat Defense Al A| 7} S 2] 2~ E] | A FX0S &) 18] o] =

Firepower-chassis /firmware/auto-install # install platform platform-vers version number

Zol 9l

sqagols |

version_numbert A *] < FXOS =& HES M HEJYTh(l: 2.3(1.58)).
AT AR AR A E O 7| A& WA ST A 2B A A X o Z2] Al o] A A H FXOS &
AE A2 E o] g 7]A] Fhol| vl E 8k o] =A] delFHth 3 7]E A o] FEE AL A[AF o] (o]l =
o] R A F-d = ojof grhar A gt
yesE dHote] A5S ASE ANA FAF
T8 yesE dE st AAE AL AJA FRI5HA Y noE st AAE HALFHTH
Firepower eXtensible % A Aol A &= HE9] 58S F1L 74 845 Jado| =AY oA 2 =39y
GAl9 fadels Z2AAE RYHH W 2 o]
a) scope system=- ¢ & 3T}
b) show firmware monitor= ¢ 2 &1t}
c) EE T4 QA (FPRM, Fabric Interconnect 2! A A])7} Upgrade-Status: Ready (Y2do]= AH: £H])
= 322 f7HA] 71 Hy v
L FPRM 74 &.47F iado] =5l v A =glo] 2" & t& 4 84 fadel=rt Al
Hu .
d) top= FE T
e) scope ssas ¢ = T},
f) show slot2 gt}
g) Firepower 4100 Series ] =}o] o1 2~ 9] H 9t ol 7 T+ Firepower 9300 Appliancel] A X ¥ X E H ol 5 9]
Admin State(Z+2] AHEN)7F ok (%4 4F) ©] AL Oper State(2H5 AHE)7F online (=2FS1) 91#] &2lgh o},
h) show app-instanceS ¢ & &1t}
i) Aol A E BE =2] 4 ko] 29| Oper State(2}5 3 Hl)7F Online (2}2]) ©] AL Cluster State(Z 2] 2~

A7} In cluster (F 81 2H W) o] M Cluster Role(Z 2] 22 ¢ 3ho] slave (&80 H)

o Al

FP9300-A# scope system
FP9300-A /system # show firmware monitor
FPRM:
Package-Vers: 2.3(1.58)
Upgrade-Status: Ready

Fabric Interconnect A:
Package-Vers: 2.3(1.58)
Upgrade-Status: Ready

Chassis 1:
Server 1:
Package-Vers: 2.3(1.58)
Upgrade-Status: Ready
Server 2:
Package-Vers: 2.3(1.58)
Upgrade-Status: Ready

FP9300-A /system #

FP9300-A /system # top
FP9300-A# scope ssa

. Firepower Management Center & “12 0] = 7}o] =

914 FHel g},
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Firepower Threat Defense 2~ 3 E ¢]| o] ¢} 1.7 o] = - Firepower 4100/9300 A} ] .

FP9300-A /ssa # show slot

Slot:
Slot ID Log Level Admin State Oper State
1 Info Ok Online
2 Info Ok Online
3 Info Ok Not Available

FP9300-A /ssa #

FP9300-A /ssa # show app-instance

App Name Slot ID Admin State Oper State
State Cluster Role

ftd 1 Enabled Online
Cluster Slave
ftd 2 Enabled Online
Cluster Slave
ftd 3 Disabled Not Available
Applicable None
FP9300-A /ssa #

G710 AN #29] Bt BE F ahE /)% 4%

%_
AMA #29] HF R E £ 3
o= = HFY

S 2H o v ZE A g3l 1~ A & vEEF
7]H AsS AA #1 2 S FoEd A A #19] Bot

4A 1
oA 12

FirepowerThreatDefense 4~ >t
4100/9300 A ]

Firepower 4100/9300 A} A| &] Firepower Threat Defense 2~ E g0} &
|3 Ut of g Hufo] 25 g el o] =8 5= syt Hule] = S 2 3

.
BEF

Edol g1l

Running Version Startup Version Profile Name Cluster

6.2.2.81 6.2.2.81 In
6.2.2.81 6.2.2.81 In
6.2.2.81 Not

HA] #12 0 ] 7] WS 238 gonw ¢

QL
i
il
N
re
[l
il
i
il
o
i)
T
v

™ -Firepower

ol =atel o] AAE A}

TL7HE 4 (HA)

o] wlH] = 5 Aol ¢ el o] = of gt

ol = =l o Eefeld

0] Foll =
gl o]

L RRE

g relo] = 24 27}

<2 2@ AU, 5502 g Ryt A, sl o Zato] o
oAz A WA ALEHS T 31A] whA Al
]

o ZA(E 2ol = A B

ESS=yl

©. QY F QGaeol =B AN A5 vhAIA 6. A 3
e EAE 4 9lov] ol A At g

= T RS
i ol Zeboldl 2 LI AL B

<- Cisco TAC9]|
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. Firepower Threat Defense 2~ < E ¢J| o] ¢} 1.7 o] = - Firepower 4100/9300 A} 4]

A1

7| 2

oA 3

A 4
A 5

7 6

A 2a7] Aol

A1g o]l = 7 Z(FXO0S % Firepower Management Center ¢ 12| o] = X 8hol| A & A YA & &213+
Uttt o] @A E kst Al gl stal | dl=A] gl ok

Aol =sty &= tute] 2o A3 2 o] d-S FEFU T
Firepower Management Center W7 B}l A Deploy(T-5)E =€
Al E8 33U A5 28l dufe] 2o F581A] o

o] o o u| x| & A A sl ofF & 4= 5T
Al a2 QR Qe ke g Zlo] AAL glo] AbAlE = JdFUTh Ed Uy Ay g oS 55
Snort X2 A A7} A A ZHE o] EE HAF ST ‘:]H}O]/\ﬂ Egg-S& A sk el ‘I}F)r"i A A 2ol
dad vz EdEE FoE = d5Y T 2L FlrepowerThreatDefenseod:L | o] = &2} — Firepower
4100/9300 A Al, 125 Fl o] A & FZ23HA Al &

Gy} Huto] 2 & A4 B Ekal Deploy(7-55)E U

ﬂ§ﬁ1ﬂ1tﬂﬂmﬂ P REENE

dadel= d HF IS FAF U
« 2B 891 - Message CenterS AF-8-3HU Th(W] 37 H}oll 4] System Status(A 228 A El) o}o] 2 28). 52| o] &
glolAxrt A d oz BN A, A ZUE oA Bashs #4171 gl Fgy
« 29 A3 - 9 A| Message Centerol| 4] B 24 o] 5 ¥ A=A] It  1eo] =& A 2He wf A3
S AAL TAE o] A g 2hg o] Hm ThA] A &S 5= gl ok el WA A H A A = el E 2
2 A g dF Y

CU 2T ERE B0l HFE U2 7 A FAGUT AL e Ul aT F1ke] RESH g rdol =
3

ol

(A8 AL, 37kg Aol w SR 37k Tukel 2 o) §4 /2 wuto] o 2 AR v,

S17h83 Ao o] Hutol 27k WA gl 1el o] =El U T tluto] 2ol A o e 7R F ] 8lufo] o]
el adel =gy gl ael o] =7k SR Fo)w tlute] & o g AgE AH R £ H U th o E B/ Aol
g FA sl g elo] = Aol TG $EOR AV 9. o] 2 S el = Tz A Lol A AT

Devices(T] H}-0] /\) > Device Management(t] H}-o] 2~ ))& A &5} a1 %4 & 9] Switch Active Peer(2) E] B 3] o] %
3h ofol F& S thg A8 S Sl

System(*] 2~ &) > Updates($ t] ©] E) S A &1 gk o},

AFgslE = g ago) = 7] A Qo] x| ofo]|Ze Zeslal g o]l =E tlulo] A S Meg)
o] =5te = tute] vt i o] QA & A9 Jadel= 7 A& 2 AEE 39y
Fa 67l o] tiuto] 2 E Al o] =akA] G Aol EHUTE A g BE tupo] 2o A LA

225 ¢+ 53 w7} 4] Firepower Management Centerol| A = Tl Hlo] 2~ o] = FX] & & 8814 &5
U tjuke] & shpo] ff ore o] ol A E A 7F A 8= A BE Hule] AT e o] =5 g R ok &
Assdd 5 ds5uh
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oA 7

o7 8

A9
@A 10

AN
oA 12

Firepower Threat Defense 2~ 3 E ¢]| o] ¢} 1.7 o] = - Firepower 4100/9300 A} ] .

gulo]l 27F A 2 E5E HA o uel EYE 2 dagol= A Ao 2 A E AU HAAF o]l MIEYIE B
3o} ApA|$F W82 Firepower Threat Defense ¢ “12] ©] = ‘5 2} — Firepower 4100/9300 A} A], 125 o] A & 3
A Al L.

Message Centerol| A ¢} 1@ o] = 218 kS ®uE & gh o
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asdm image diskn:/[path/lasdm_image name

AH§E ASDM o]l A = shibal T4 @ 5 gtk mebd WA 71 E A9 e o] AL A 2 B
of| Al

gl H

o

ciscoasa(config)# asdm image diskO:/asdm-771791.bin

A AR E AR ] e o] Aol A7 o
write memory

ASAE A 2=t

reload

ASA FirePOWER 255 ¢ 18| 0] =3} 79 ASA REST APIZ H| &4 313t} o] & A 8} %] ko™ ¢ 19 o]
Tof| Al Aol 7} Ay gy o,

no rest-api agent
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rest-api agent

Za FirePOWER 2.5 B A 6.0 o] A2 21 3] %21 79 ASA 5506-X Seriesi= ASA REST APIS A U 3&}A] &5
[Bh=

@7 11 ASA FirePOWER E5S ¢ 13 o] =38t}

ASDMS AL &30 27 FHFE M 598 49 el =

Upgrade Software from Local Computer(Z7 737 E | 4] 2ZE o] 1golE) &5 AHE-3tH 7
FH | oln A FdE ZeA Y Al 2glol] YR E=sto] ASAE H1d ol =8 F FUTh

A1 7] ASDM off &2 A o] A ol A Tools(E) > Upgrade Software from Local Computer(27 JFE] A AXZE
flo] 1ol =)E e
Upgrade Software(AZ E ¢j|o] & 18| o] =) tf &} A7t e Yt

T2 Image to Upload(§] 2 =8t o] 1| ) =B 0}-$ 2 Zof| A] ASDMS A Bl 31 T},

A3 Local File Path(Z7Z 3} 7 2) d =o|| A Browse Local Files(Z7 3% 2ol 1 7)) Z8slo] pCo] vt S 2h5
e,

©7 4 Flash File System Path(Z 2] A] 3} A ~®l] 7 &) I = o] A Browse Flash(Z 2] 4] 2ol B 7)E Zslo] S 4]
T Al gl fEEy e 9 Y-S 25U T

75 Upload Image(°] "] A 4 ==)E ST

F4Yoh

@Al 6 o] o]u| A= ASDM o] v X 2 A A shA] EHU T Yes(<l)S 28 Ut

@A 7 ASDMS F83dla Ay g ol dS AAstet= WA A 7F Al EAIE YU OK(Ee)HE 8 gyt

Upgrade(3] 1801 =) 55 TR @ th il ASA 2 ZE )& o] =3 thg Ao e o] S A gskaL
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78  Image to Upload($ = =8 o] M X)) =5 ThE 50 4 ASAE A El5to] o] 2]t A& vhE syttt o & 9

G719 Tools(E) > System Reload(A] =8 T}A] 2 2)& A8 slo] ASAE THA] 2 =FFL T},
A ol b thA] ZEsh7) 93 Al ALeHS Fel g
a) Save the running configuration at the time of reload(ThA] 2 =8 o A &) F<l 73] 18 o] A7) gt 2 ¥
S1EhE 9 YUTh
b) THA] 2= AIZH(e]: 71232 Now (A =)= A& g ot
¢) Schedule Reload(t}x] = ¢ °h) = Z2) gt}
Al 2 =61 34 o] X8 & H Reload Status(THA] = 7 El) o] YEY ThA| 2 =381 21 o] =8 ¥ a1 9l &
S ¢HYTE ASDM 8 S %= Aleg Yt

A 10 ASA7F UHA] 2 =8 S ASDMS A A ZFehu o),
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ASDM Cisco.com "} HALE AF&-8te] 5318 13 1ol = .

& LEO| A thal ZE FEE HSAL E B 59k 7|tk ASDME AHgehel 43T WA 92 E A
=% 5 &y

ASAFirePOWER X &2 §] 18| o] =&} = 7§ Tools(E) > Command Line Interface(CLI(Command Line Interface))
& 193} 31 no rest-api agentE ] = 3}©] ASA REST APIE H| &/d 8} 3 T},

REST APIE H] &4 313} %] & © 1 ASA FirePOWER =5 ¢ 1o =0l A&} A4] ). d 12 o] = Fof] REST

APIE U] &4 31e = 9l F YT

rest-api agent

Za FirePOWER 2.5 W A 6.0 o] & 28 =21 7 9- ASA 5506-X Series™ ASA REST APIS A Y 3&}#] &5
[Rh=

ASA FirePOWER 255 ¢ 19| o] =gt}

ASDM Cisco.com " H A} S AL&-5lo] m 93 {9 fadol=

A1

oA 2

Upgrade Software from Cisco.com Wizard(Cisco.com©]| 4] 2232 E 9] o] ¢ 718 o] = npH Ao A =
ASDM 7} ASAE 4l A o2 A ol =3 & lFHth

o] T Abel A= The- & A T S gl T

s o] = ASA o] #| 3 Bl/E = ASDM o] v A] 3kl & A Bl g v

i ASDM2 W= WS 7 X3y 4*1 oA HA& thE 2 =gt o &
£0],94)S TR a8 4 $9.4(1.2)7}F u}fizlg T AUAFUT o] =
43A0 FAol g oA H Jade| =& A& WSt Huh

AT H R HH ASAE AA|Asto] Ayl age] S Adstal dadol =5 ¢hn
Furt
Tools() > Check for ASA/ASDM Updates(ASA/ASDM ¢ Hlo] E gel)E A el g},

U AY2E B A= System(A] 2= §)ol A o] w570l A~}
Cisco.com Authentication(Cisco.com €15 th3} A=}7} yEE U o}
Cisco.com AF-&-%} o] 53} A H 5.5 ¢ 2 3}31 Login(Z1¢)<S &2 Ut

isco.com Upgrade Wizard(Cisco.com 3 “12] o] = v} Ahy 7} e L Tt}
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B Asomcisco.com mhEALE AbESle] S Y U el =

oA 3

oA 4

@A 5
7 6

A7

o) 8

A9

<7110

A1

B AR bR o) =k Low sk 347} eIk OK(EH9)E S s vhi AL
o,

il
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Next(Th2)E 2251 Select Software(xZE ¢ o] A8 sl o] A g Yt}
A ASA B 5L ASDM B o] e T

ASA W3} ASDM H & g e o] =&t el ¥ vt WA & 3 .
a) ASA % 9o 4] Upgrade to(d 18| 0] =& ¥ ) & ehS H g thg EF T H5o A o H ASA o2
Aol =& Mgt
b) ASDM < ol 4] Upgrade to(5] Lef| o] =& W) Sl &5 A8 3 th 5 =5tk 55004 o] ASDM ¥ H
o7 ool =dA] A
Next(th)E 22 51 Review Changes(H 7 A& A &) s o] AU
o FES 1Yt

« TF& 2231 ASA o)1 #] 3 9/5%= ASDM o 1] #] 3}l o] A &gt}
. O}jiEo}E:] ASA o] "] %] Jlro1 /e = ASDM o] ) %) rﬂroe]ol 2 Q—@-b}]:]—

« 83 ASA H-E o1 2|7} A e gl o).

Next(The)E S8 8t 1#ol= AX & A2 o

a9 v gade]l= Ax e W& S gl

Results(Z2 7}) st o] Yebd Ut o 7|4 = f 2dlo| = E 2] AEl(d s e Aok 28 F7H AT AFES Al
Pyt

Aadgeol= AX7FAdEs A dad ol = M-S 48512 Save configuration and reload device now(7-"3
A7 2 A= HHpe] 2= ThA i‘:) S A E ko] ASAE A A A8kl ASDM = A A 2§

PFRARS SR kAl Ay ol WA ALY }ale] ¥ Finish(PH)E 2= F U

A7
$n I 0goE Fe Mol 9o T MACE Qaelol = shel W rhEALE A Al dafof Pl o,

ASA7} THA] =¥ T ASDM< A A 4§ o

ZE LEA A ZE GHE Gl AU H & 53t 71T E T ASDM S ARS8k A E 3 w7k A S A
E% T AFHTL

ASAFirePOWER 2.5 2 ¢ 18| o] =3}+= 7% Tools(E) > Command Line Interface(CLI(Command Line Interface))
5 A 93} 3l no rest-api agentS ¢} 2 3}o] ASA REST APIE H] &4 8} 3t}

REST APIE H| &/ 5}514] 22 ¥ ASA FirePOWER X5 ¢ 18 o] =of A sjs} A H Ut} 18 o] = $-of REST
APIE THA] &4 813t = 9l

rest-api agent

Zhar FirePOWER =5 B Z 6.0 o] 4= 23 21 7d9- ASA 5506-X Series= ASA REST APIE A Q3514 &<
[Rh=
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712 ASA FirePOWER E5S ¢ 19 o] =3t}

NE]H/~wlvlo] Hd W 4 ¢ 1o =

A% THEERS) Q11801 =% 43 el W CLI T ASDM S AR&-3}o] o] 12 wlnfo] 52 9] 4
& o =gk

CLIS AH-E-8ho] B B/AwInko] Hd o n & g Lol =
o u/zlibo] A 0w 4g foielol Eale W v vAE AT,

EjH 3ol tha @A S gtk SSH A& A9 24 1P 54
E

N B S -
5 iz ek ol Sl S AAF f2E Selehis o] f8 31 oh prompt W H S B2 A
A1 9., S show failover 3% 912 5te] o] f119] Feish 4 F91(7) B B ) HAG

o o] Ax}ol| A= FTPE AF£-3UTh TFTP, HTTP (= 7B} A 8] 53 9] 79 ASA & 230 A
copy ¥ H S FEHA A Q.

A1 5 e REo] HEH fuloA] ASA AZE oS NEH 5 FEA] vl el o HARRY T
copy ftp://[[user[:password|@]server|/path]lasa_image namediskn:/[path/lasa_image name
of A

asa/act# copy ftp://jcrichton:aeryn@l10.1.1.1/asa%991-smp-k8.bin disk0:/asa991-smp-k8.bin
W2 2mEdolS 2uilo] fulo] AT olE n fuln e w4 G slok g,

failover exec mate copy /noconfirm ftp://[[user[:password|@]server{/path)lasa_image namediskn:/[path/lasa_image name

o A

asa/act# failover exec mate copy /noconfirm ftp://jcrichton:aeryn@l0.1.1.1/asa991-smp-k8.bin
disk0:/asa991-smp-k8.bin

SGA3 NEH F5 S A] v B2 ol ASDM o] 1A & HAF Y T
copy ftp://[[user[:password|@]server|/path]/asdm_image namediskn:/[path/lasdm_image name
of A

asa/act# copy ftp://jcrichton:aeryn@10.1.1.1/asdm-771791.bin disk0:/asdm-771791.bin

Firepower Management Center 3] 22| = 7o = ]


https://www.cisco.com/c/en/us/td/docs/security/asa/asa-command-reference/I-R/cmdref2/p3.html#pgfId-2206447
https://www.cisco.com/c/en/us/td/docs/security/asa/asa-command-reference/A-H/cmdref1/c4.html#pgfId-2171368

Firepower o] Z2}o] 912~ ¢l 10| = |
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oA 9

ASDM oW A & 2wiuto] f-5lo] ALtk N B FHl 3 5A 3 A= E A g sfoF Fh

failover exec mate copy /noconfirm
ftp://[[user[:password|@]server|/pathllasdm_image namediskn:/[path/lasdm_image name

o Al

asa/act# failover exec mate copy /noconfirm ftp://jcrichton:aeryn@l0.1.1.1/asdm-771791.bin
disk0O:/asdm-771791.bin

ofzl o Ay weo]d REVobd A5 A Ay 2ol REd A A
configure terminal

A A FE o|mA S FAIFH TR 471).

show running-config boot system

o Al

asa/act (config)# show running-config boot system
boot system diskO:/cdisk.bin
boot system disk0:/asa931l-smp-k8.bin

ASASI A= L E A o) 2 o] v A & AL§-FIeh 3 Al o] 0] A8 AL T 5§10 T Tk o] v 4 & AL
= AU Tk Al o]91 4 URLE %% 2] 9 §lo] 491 5 gt th Al o] w A7} vl gholl 71 shelwl 7] @
2 Al The ek AR o] WX URLS Sl alof fhthehe vl #2),

83
o
1=
A BE ou A g R WA AE Ao e JES 7]E BE ojn A A 2el o] H e AAGY

no boot system diskn:/[path/lasa_image name

o Al

asa/act (config) # no boot system disk0O:/cdisk.bin
asa/act (config)# no boot system diskO:/asa931-smp-k8.bin

FB e ASA oW A (E Y RE3 o] n A)E AAF U
boot system diskn:/[path/lasa_image name

o Al

asa/act (config) # boot system diskO://asa991-smp-k8.bin

o] o] H| A & AFE-E = & 5ol AREetE = BE W] ou| Ao el o] HEH S WYt o & 5o o] A
of AAZ oW A& A T 5 AFH T

A& ASDM o v A (5 2 =3 o] mA)E A F

asdm image diskn:/[path/lasdm_image name

o A
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ASDMS: AF8-3ko] oE] B/ elnto] w2l on) 4 o elo = ]

asa/act (config)# asdm image disk0:/asdm-771791.bin

AHgE ASDM ]| A = shibah 4 2 5 QUi oh meba] WA 7] & A9 e ol Mg A B e gl o
SA0 A A A2 e g o] el ARt T
write memory

ol g A 1ol o] A WA AFEHE o] fle] 50w AT

A 11 ASA FirePOWER EE-$ ¢ 18 0] =31 7 -9- ASA REST APIZ v &4 313t} o] 2 A a1 %] o ¢ 1 o]
Tof Ao
no rest-api agent

9A 12 2Enlo] Yo A ASA FirePOWER 25 ¢ 1# ol =gt}

ASDM O 2 2] 5] = ASA FirePOWER X5 2] 7 9-ol &= 2~ ¥ln}o] 2] [P 40 ASDM= A3t} 14 o]
=7t g5E w7hA] 7 g gy o

SAM3 A oju[A S FRSH] fl8) 2uinke] S thA] 2=
failover reload-standby

2®vto] §-ulo A 298 vl w742 7]tk g Y T}, show failover W & S AF-8-5Fo] 2~ gln}o] -1 o] Standby Ready
FH e Sy

GA14 e H 513 2inbo] il o ZhA] # U QW gt

no failover active

SSH Al Aol A 1 o] #7117 9- o] Al Al &d/o] 7 z~'hnto] FHlel A F [P =40 ThA] AZ )
@A 15 o] A AE B F-Y o] 4 ASA FirePOWER 252 ¢ 18 o] =gt}

ASDM 2.2 #2] ¥ = ASA FirePOWER 2.5 9] 7 90| &= 2 elin}lo] 2] [P 49| ASDMS A A gt} ¢ 14 o]
=7t s kA 7l Ey e

W16 A e H el A o A el m (@A A 2 Evte] )& Al =g
failover reload-standby

o Al

asa/act# failover reload-standby

B old A 1l @ L] o] 9= 4ol YAl reload W& 9 she] o] 4 AE B fu]

2 tpA) ZEaok gt

ASDM - AH-E-8fef B H/2~glinfo] v e W & ¢ Tref o] =
o e 1/ glnto] A o n] 48 g relol = ke v ohg v S F
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B Asome Apgstet el n/ainte] Qo 4 g aeol =

A1
oA 2

oA 3
oA 4

A5

) 6

A7

o7 8

A9

A 10
S4A N

oA 12

oA 13

o714

N 25)7] Aol
27 ) AHE o] ASA @ ASDM o] ¥ 42 A gt}

2~eibfo] [P 4ol A ko] 2~'inlo] -yl o A ASDM< A s 3t T},

713 ASDM ol = 2] Al o] A ol A Tools(¥) > Upgrade Software from Local Computer(Z7Z 757 Ejo| - AXE
glol g el 5)E A e,

Upgrade Software(Z:~Z E ¢ o] ¢ 1o =) o 8} 2427} el Y T}

Image to Upload(Q 2 =8 o] 1] %)) = F T} 2o 4] ASDM-S A & g o},

Local File Path(Z7Z 3t Z 2) =9 HAFH Jd= A2 =27 7 25 2517 L Browse Local Files(Z7Z
<l Frol B 7))E S5t PCO 9t & 5t

Flash File System Path(= 2| A| 3} A <8l 7 2) D = of] ZefjA] 9} A| =8l o] Z 2 & 9] 2 3} 7 L} Browse Flash(Z
oA Btoln ) Zelshol TohA] 94 Al wle] vele Y] Ei Bl S ST

Upload Image(°| V| 4] Y12 5)E S8 PUTH Q25 Z&2A 20 B o] 2 35Ut

o] oW A & ASDM oA = A A = THFIZETF EAE W No(olH 8)F 8t Upgrade(H L ©]

FIP F20l A 23] ASDMS B fylol] AA3sta 2~elinto] fFyloA] ALE-dld A} 22 3t X & A}
83} ASDM AZE o] & ‘”EC% Y
oln] x| Z ASDM ©o| 1| A & A A x| Bi= T =L E7} TA|HH Yes(o)S 23}
ASDM<S F 5313 719 Z1glo] A —% VJ’E}E}% Al A 7} thA] A E U T OK (&) E Z8 3 o). Upgrade($
agelx) 5& Tyt Fal AT EYOIE J o]l =3 vhg A gl o] A& A 33l ASDMS th
Al 2=
2Ello] Fulo A AR E Ay} 2 9l $ 22 AR o] ASA AZE Yol S R =3t
o] 1] X 2 ASA o] H| A & A A EA] Hi= TZIET FAEE Yes(d)S F )

A olm] 2] & ALE-8E ASAE thA] R WA=
o) ES TEFYTH

S5 22014 Save(x 9) obol 2-& Feste] 23 relol M WA AHFL AF T
o2l A3 e o] 4 W AbaRe uhubel fule] A5 o A4

AN

7F Al FAE YU E OK(EDE 38 Yt Upgrade(d L

ay

ASA FirePOWER =55 ¢ 719 ©] =3}+= 7 9- Tools(%¥) > Command Line Interface(CLI(Command Line Interface))
£ 41 93} 31 no rest-api enable> ) 23} ASA REST APIE H| &4 3} T}

REST APIE H]| &4 3}3} %] 98 ©H ASA FirePOWER 5.5 ¢ 18| o] = A 33} A g ).

2~Elrlo] f-41o] A ASA FirePOWER 55 ¢ 1 o] =3t}
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SEEEEEEEERRTEE DN

ASDM 2.2 2] & = ASA FirePOWER R 5 9| 73 §-o| = 2~ elln}o] #-2] [P F4 0 ASDM= A A2t} o 14 o]
=7l 5= w7x] 7)th o7 ASDMS HE]H §Y o thA] A A3 o}

A1 15 Monitoring(X U E] %) > Properties(5-73) > Failover(H & 2. 1) > Status(*J El)E 4 & 5} 1L Reload Standby(Z~ ¥
vho] b =y A sho] Zavko] f518 thA] 2 g,

System(A| 2= 8) -5 A& TAI G G EHl 2 2lvto] fylo] Al =5 = A7 & BUEH P Y

@A 16 2Einlo] -1 o] thA] 2= 5] 31 L} Monitoring(X- 1 E] %) > Properties(5574]) > Failover(¥] & 2. ) > Status(’y
E)E A ¥ 5} 31 Make Standby(Z=Elv}o] 2 WHE7))E S8 5lo] AEHH {F3 S 2uivle] -yl o2 7hA| 3 d o H
Py

ASDMo| A5 0 2 A NE]H f-Ylof thA] A A g}
GA 17 o] d HEJH o A] ASA FirePOWER 5S¢ 18 o] =3 o},

ASDM O 2 #2] 5] = ASA FirePOWER T 5 2] 7 %o = ~ulnlo] #2] [P F4 0 ASDMS o A3t} o 19 o]
7t 95" w74 7)o o7 ASDMS HEl B -yl o) thA] A s}

7] 18 Monitoring(%. 1 E] %) > Properties(%:7d) > Failover(¥] & 2. 1) > Status(’ B)E 4 € 5} 3L Reload Standby(Z~ ¥
vho] ThA] =) Helsto] A ~eiubo] 5318 thA] 2 =3t}

NE|H/AE H A D™ L o) =
A= Terd 2ol =5 82 W CLI E3= ASDMS AF8-3fo] fE] B/l B 3| o 1] -5
Aol =y .
CLIS AF-g-8ho] HE]H/NE B 5| 0¥ 2¢ Y 1| o] =
NE H/NE| B oD ew Ay el o] F fE o] By v @S Ay
Al2at7] Ao
71 ANt AlE
A=) A8 Gl A tha A TR

« o] Ao H = FTPS A}%E YUt TFTP, HTTP 5= 71 B AW 3 9] -9 ASA W& 2ol 4]

A SA ALY B2 7] 5ol A ASA AL E oS FA] v R o HA T
copy ftp://[[user|:password|@]server[/path]lasa_image namediskn:/[path/lasa_image name
of A

asa/act/pri# copy ftp://jcrichton:aeryn@10.1.1.1/asa991-smp-k8.bin disk0:/asa991-smp-k8.bin
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@A 5

) 6
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AT EQOE B FY0 BEAE UL 7 E Y3 U8 AR E 2 A ok ).
failover exec mate copy /noconfirm ftp://[[user|:password|@]server[/path]lasa_image namediskn:/[path/lasa_image name
of A

asa/act/pri# failover exec mate copy /noconfirm ftp://jcrichton:aeryn@l10.1.1.1/asa991-smp-k8.bin
disk0O:/asa991-smp-k8.bin

718 R Al v g ol ASDM o] ] A& HAF Y T},
copy ftp://[[user[:password|@]server[/path]lasdm_image namediskn:/[path/lasdm_image name
o A:

asa/act/pri# ciscoasa# copy ftp://jcrichton:aeryn@10.1.1.1/asdm-771791.bin disk0:/asdm-771791.bin

ASDM °| A5 B2 FYlo] HAG YT 7] 3 sd 3 =S A oF it

failover exec mate copy /noconfirm
ftp://[[user[:password|@]server|/path)lasdm_image namediskn:/[path/lasdm_image name

o A

asa/act/pri# failover exec mate copy /noconfirm ftp://jcrichton:aeryn@l10.1.1.1/asdm-771791.bin
disk0:/asdm-771791.bin

o} 719 713] e o] M BLE T} obd 7§ Ao 73] e o] Ml ol o] g
configure terminal

A 3 F-E oln A& FAIFYTHE W 470).

show running-config boot system

o Al

asa/act/pri(config)# show running-config boot system
boot system diskO:/cdisk.bin
boot system disk0:/asa931l-smp-k8.bin

ASA M= UL E AR o] m A = ALE- gt A
= Alolyt) A o]u]A] URLS E=29] Wl ¢ AFel&r
R AR g O 3HE SA W R oMK URLE 949

WA o] m A& AFEE 5 glow 1ok ol m A B
G S A ol AP kol A S 1 e
shoF FLithehe wA 22).

A HE oA g A A AE Aoz JEE S QRS /& RE olnA A9 2w ol d e A G

¢

no boot system diskn:/[path/lasa_image name

o Al

asa/act/pri(config) # no boot system diskO:/cdisk.bin
asa/act/pri(config)# no boot system disk0:/asa931l-smp-k8.bin
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B ASA oW A (W= JmEF o A)E AT
boot system diskn:/[path/lasa_image name

o Al

asa/act/pri(config)# boot system disk0://asa991-smp-k8.bin

o] oW A& A 4= gl AF-ol ARSshe = s W]] ofv] Ao tief o] HE& v o 5] ol
of AAZ oA E Al 4 & 5= hFH T

AR-E-8F ASDM o] WA (5 Y= =3 o] A)E A F
asdm image diskn:/[path/lasdm_image name

o Al

asa/act/pri(config)# asdm image diskO:/asdm-771791.bin

ARS8 ASDM o] 1A= st rt A S =l whEb A WA V] ] ee] A S A A d
A A7 S AR ] o] ol A ek o
write memory
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ASA FirePOWER ®5-5 ] Le] o] =&} 73 -9- ASA REST APIS H| &2/ 8}t Lt}. o] 27 8}«] ¢ o ¢ 1e o]
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no rest-api agent
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failover active group 2

o Al

asa/act/pri(config)# failover active group 1
asa/act/pri(config)# failover active group 2

HZ Y54 ASA FirePOWER 25S ¢ 2d o] =g},

AS M 2 78] 3= ASA FirePOWER 5.5 9] 7 $-oll &= # D on] 15 1 3= 2 2 8info] 2] 1P 40| ASDM
AUk gaeel =7t kg wjzbA] 7ivk gy o

A oA S FEEH] flel BxE e v 2=y
failover reload-standby

B2 fuloA 29 b w74 71tk | Ut show failover ™ &6 & AF8-3He] 5 7Y @ 8] T4 B Standby
Ready & 8] 9= &l gty ot

Ao ® B fFRlolA 5 Hd oW o] RE B e 7F H A gyt
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no failover active group 1

no failover active group 2

o A

asa/act/pri(config)# no failover active group 1
asa/act/pri(config)# no failover active group 2
asa/stby/pri (config) #

SSH M| Aol ] AZ o] 271 5 o] Al & oA e 15 1 1P 4ol A AA3 o

718 F Yol A ASA FirePOWER 252 ] 18] o] =g o).

ASDM 2 = 2] %)= ASA FirePOWER 59| 4ol &= dd oW T1F 1 T2 Z~wivlo] #g] IP F4:9] ASDM
2 Aaguh @orelel =t 988 wx ZldEy o,

Reload the primary unit:

failover reload-standby

o Al

asa/act/sec# failover reload-standby

dn 71 Yl 28 EE) ARH o] Qi 4 9ol Ul reload BH S A ste] 7% ful & vhA] 2=
oF ek,
SSH AN A 7o) 2ol d 4 ginh
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+ 271 whe] FFEI o ASA L ASDM ©| 1| 4| & A ek,

A eH 24529 #he] Fael AAse] BE 5ol A ASDMS A g
7] ASDM of| Z 2] A o] A 7ol A Tools(E) > Upgrade Software from Local Computer(Z7 HFE A AT E
ol el =)E Ae .

Upgrade Software(A~Z E $j|o] & 18| o] =) tf &} A7t e Yt

Image to Upload(3] = =8 o] 1| A]) =F T} &S0 A ASDMS A 8l gt
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Image to Upload(] 253 o] 1] A) SFTLS B2 o A ASAS HElste] o] o] & ¢/ 2 Wk ge).

] o] 1] X & ASA o] A & A A TR Hi= ZEZES} A E W No(ohH 2) 2 T v}, Upgrade(Q L7 0] =)
ES TP

HA QW 18 19 B IP T4 AA5I] ASDME 71 8§50l AAs Al B2 §Y oA AFE e Ry} e

79 9% & A}-85te] ASDM AT E 9ol S g2 =3t}

ol u] A & ASDM o] 1] X & A A &A| B TELES} ZA Y Yes(el)Z 2 g oh

ASDM & 581 23] 1 o) & A shehiz A A 7k e A1V e, OK(SFe)E 2 23 ek Upgrade(§)
adol=) B8 Fu gtk Tl ASA AT E9 O] E g ado] =8 the Ay o] S AHE3L ASDMS o}
A 2Egho)

FIE7} A5 Noeh £)8

o

rr
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B2 5ol A AR E At 22 3k 912 & AHESHe] ASA X E oS =t
oJ ] A & ASA oW X &= A A A Fi= TEZETF FAHY Yes(o) S F T
A ol A& AFEE ASAE tHA] ZESIEE WAIA 7 Al ZAEH UYL OK () E 3 FH . Upgrade(d 2

dols) 55 T

T 5ol A Save(A ) ofol & S8 sle] Ay ool M AFES Aok

o] #3t Ay zeo] A WA AFFL BZ FYlo s o2 AU

ASA FirePOWER =55 ¢ 719 ©] =3}+= 7 9- Tools(%) > Command Line Interface(CLI(Command Line Interface))

= 41813} 3L no rest-api enableS- ¢ 2] 5} ASA REST APIS H| &4 33t}

REST APIE H| &4 315} #] % 0™ ASA FirePOWER 25 ¢l 1| o] =of A3} 7 gt

Monitoring(=- 1 E] ) > Failover(¥ ¥ 2.1]) > Failover Group #(3| ¥ 2.8 1E #S AE#S 7| FH 02 o]
o) =

o
T d L T WE)e U Make Active(27d 0.2 H)E S8k} 7] flol A Fold e 15
W= g4 o AT}

HZ {510 A ASA FirePOWER 252 ¢ 1 o] =3t}

ASDM O 2 2] 5= ASA FirePOWER B 52| 9ol = U o 1% 1 =5 2 2 elvlo] 2] [P 49 ASDM
= A2 ol =7 ks d WA 75 T ASDM < 7] el thAl A g o
Monitoring(=. 1 1 %) > Failover(Z] & 2. 1) > System(A] 2=5))S- 4 B 5} 31 Reload Standby(Z= i H}o] T}A] 2 =)
E ddste] Hx fF9S oA 2=

System(A| =8l & A& A GHE X fylo] OA| REE = A7 & BRYHE FH L
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o] 253}l YH Monitoring(2 U B ®) > Failover(¥] 2 2. 1) > Failover Group #(¥| ¥ ¥ 15 #)<
RE FHo = o]5a U o 152 H5)3% th3 Make Standby(Z=¥Hvlo] 2 THE 7)) & 28] 3lo] 1
oA F Ao 1FS 7 S o E AAgYn

ASDMO| A5 o2 B2 59 HUd oW 15 1 1P 540 thA] dAg Yt

23

N
Jo a8 BN

P

715 f-H o 4] ASA FirePOWER B 52 g 1d o] =3t}

ASDM O ¥2] %] = ASA FirePOWER 25 9] 7 -f-ofl = 3| @1 145 1 B3 2 Z~’iuto] 2] IP 54:9 ASDM
& 9AFY ol =7t ehnd W7hA] 7 H R E T ASDME B 5ol v A gk

Monitoring(=- U E]¥) > Failover(¥] ¥ 2.1 > System(*] 2~§1)S- A B 5} 11 Reload Standby(2>ElH} o] T}A] £ =)
& AdEste 712 FUs oA mE T
WY @ W Z135°] Preempt Enabled = 74 8 7%, $-414 21 A7) x]u}uq =

a4 A=
FE7F Ytk ASDMe] AbE 0.2 7]t 1 9] A e n] T 1P Al thA] A

Fel ] AE o e n
A

5
SISIch

ASA S| 2~FH Py ol=

A= Y dadlo] =2 =3 st W CLI B ASDMS AF&-3lo] ASA S8l AHE ¢agol=
.

CLIZ A}-&3}o] ASA S2| ~F g o=

A1

gt of Aol A= FTPE At

ASA e 2H Y BE Y S gl =ste ¥ thy dAE 73
79 ASA T Zxo A copy HH S FFEEAIAI L

#FVITh TFTR, HTTP 5= 716 A ¥ 73 9]
REEMEL

e vk A FHo A TS G A S 38t ASA FirelPOWER EE % ¢ 1g o] =3} 7 $-o &=
Edy *Eﬂ o|H fFlo| Al £4& = ASDMO| A 23 oF Ut F8 2 FY 3 JE(vE

T 2ol H)E BABIE S ASA ZE I ES A gyt ol 9 s A E il o
A3k bl 8- T prompt T8 EH S 2354 Al 2. E1= show cluster info '8 %S ¢ & 8ko] 7F
T S FAgy
cZE ZTEE Ao YT 94 CLIA A = SH2HE S S S st A v g5t e
fEH

colg] AEAE REo] A9 Al A A QoA thy GAE A F

SU A REo vkAH R0l 4 ASA oW A& S AF O] B F5l HARg Y
cluster exec copy /noconfirm ftp://[[user[:password|@]server|/path]lasa_image namediskn:/[path/lasa_image name

o A

asa/unitl/master# cluster exec copy /noconfirm
ftp://jcrichton:aeryn@l0.1.1.1/asa991-smp-k8.bin disk0:/asa991l-smp-k8.bin
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https://www.cisco.com/c/en/us/td/docs/security/asa/asa-command-reference/A-H/cmdref1/c4.html#pgfId-2171368
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| Firepower o] Z2to] o1 gl 10| =
CLIZ A}-4-31o ASA FEl~FH gl = .

GAI2  ASDM o|M A& F2| A o B 5ol HA U
cluster exec copy /noconfirm ftp://[[user[:password|@]server[/pathllasdm_image namediskn:/[path/lasdm image name

o Al

asa/unitl/master# cluster exec copy /noconfirm ftp://jcrichton:aeryn@10.1.1.1/asdm-771791.bin
disk0O:/asdm-771791.bin

WA3 b A A3 aeold Bt okl A% A F P Bl oA g,
configure terminal

o Al

asa/unitl/master# configure terminal
asa/unitl/master (config) #

SA4 A A E FE oju A& BAFHTHE T 47h).
show running-config boot system

o Al

asa/unitl/master (config) # show running-config boot system
boot system diskO:/cdisk.bin
boot system disk0:/asa931l-smp-k8.bin

ASASIA = bl A o) 2 o] w4 & AL FU Th 3 WA o] M| A AFE 8 glom T Tk ol A E AL S
= AUtk Al o] 914 URLE %5 9] 9§10 21 & 5 g th Al o w47k wl kol 270 sl /1% g 5e
2 b g e flahs AR o] v A URLE lelalof futhehe v #%).

GAs A FE oju A E A WA A ARF o R 1S = Q) V]E FE om A Av| o] dS AT
no boot system diskn:/[path/lasa_image name

o Al

asa/unitl/master (config) # no boot system disk0O:/cdisk.bin
asa/unitl/master (config)# no boot system diskO:/asa931l-smp-k8.bin

G716 F-EEASA oA (BE GREF oW A)E Ay
boot system diskn:/[path/lasa_image name
of A

asa/unitl/master (config) # boot system disk0://asa991-smp-k8.bin

o] o] A5 AFE S < Q1S AF-oll AFEetE = e WY ov Ao tiaf o] ¥ ST o F 50 ol
of AAZ oA E A & 5= AhFH T

SGA 7 AREE ASDM o] A (L QR =S o] n X)) E A A T}
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asdm image diskn:/[path/lasdm_image name

o Al

asa/unitl/master (config)# asdm image diskO:/asdm-771791.bin

A8 ASDM o] 1A= st Rt A S =l Utk whebA] WA 7]E A o] d S A A
A A2 S A ] e o] el A% o
write memory

olef & A5 Leo] A W7 AL

o
g2
¥
A
O

rlo
>

o

—_

B fle] A5 o Ay e,

ASA FirePOWER F5-& ¢ 712 ] =314= 7 9- ASA REST APIE H| &4 3} g1t} o] & 7] 31%] 2k o ASA
FirePOWER 5.5 ¢ ZLef o] =ol| A o 7} A e o},

no rest-api agent

ASDM 2.2 3] 5] &= ASA FirePOWER 255 ¢ 712 0] =3}i= 4 $-o = ASDMS 71" 2] 1P 240 A A3 oF
St Zb fulo] IP FAE Felsf o fhth

show running-config interface management interface id

A}-8-3}1= cluster-pool poolnameS- 9151 T},

show ip[v6] local pool poolname

Ze2H FH P FAE GG

o A

asa/unit2/slave# show running-config interface gigabitethernet0/0
|

interface GigabitEthernet0/0

management-only

nameif inside

security-level 100

ip address 10.86.118.1 255.255.252.0 cluster-pool inside-pool
asa/unit2/slave# show ip local pool inside-pool

Begin End Mask Free Held In use
10.86.118.16 10.86.118.17 255.255.252.0 0 0 2
Cluster Unit IP Address Allocated

unit2 10.86.118.16

unitl 10.86.118.17

asal/unit2/slave#

SdolB fyls ol =gyt

ASA FirePOWER 2 5% ¢ 18 o] E8}=X] o] i whi} o} o] A A2 A el gt} ASA FirePOWER A x}&
=313} ASA FirePOWER 25 = 9 18 o] =3l 79 ASA UFA] 2 E 342 A 438t 4= 9l ) o] 3k &
2ol = EHl o] B 2& = ASDMS AFE-St 5 A B el S QI Uth BE 2& X Ed SA]| QA 23 4= gl
U EIE Sl ASDM| AT = U= A 25 A ASDM S AR 5 s U T
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B
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CLIS A}-&3}o] ASA Z2| ~F ¢ ado]= .

Solol B FUS vh2E 2 24 A4
W EAZL ST 5 g A
RS A% A ste] A vk f10

A ol = Z A~ Foll &= cluster master unit *H &2 A&
aHA A Al Q. o] B A SHH U E9 A 1A Bl F 82 ¢4
o8 RS WA el =sta g =3 S o
A A v~ H R o2 AEsHA A3k oF gt

ASA FirePOWER 2.5< g o] =35} &= 39

a)
b)

w2~ Yo A wlE] o] 58 W W cluster exec unit 2= ¢ 2 517 1} show cluster info & & S ¢ = st}
ZYolH F5 S Al =3

cluster exec unit s/lave-unitreload noconfirm

o A:

asa/unitl/master# cluster exec unit unit2 reload noconfirm

7y ol B fylof tia] 99 GAE W

AA &4 8 A5k EEH"JO] St stE 4 A F ZF FYlo] tA] AHE = AL S8 2H ol thA] & w7k
A 5+ AE 7R Y7 o ol g3 o] 2l s SAIE vEES YT f5l o] A A ¥ 2o YA e
A ®. 2™ show cluster info= ¢ 2 g1t}

Z o]l H Z45 AL-83}o] ASA FirePOWER E 5% ¢ 1¢ o] =5t 79

a)

b)

EHlolB Yo & L E A4 of A1 A Reg AA T
enable

configure terminal

o A:

asa/unit2/slave> enable

Password:

asa/unit2/slave# configure terminal
asa/unit2/slave (config) #

H=HY S 25yt
cluster group name
no enable
o] 1% 12l o] A& A el vl A . ThA] = Alo] ¢ B w o] sl ofof I Qe = me
A2 5ol ofel W15) FoI} 5 s AN ol el B sk . o ol wE
Teol= Bl Al eV R E Sl v Rl oF Ut
of| Al:
asa/unit2/slave (config)# cluster group clusterl
asa/unit2/slave (cfg-cluster)# no enable
Cluster disable is performing cleanup..done.

All data interfaces have been shutdown due to clustering being disabled. To recover either enable
clustering or remove cluster group configuration.

Cluster unit unit2 transitioned from SLAVE to DISABLED
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asa/unit2/ClusterDisabled (cfg-cluster) #

¢) ol &@lo] B 5104 ASA FirePOWER 253 ¢l -Le o] =3t}
ASDMO.2 32| 5] 1= ASA FirePOWER S5 2] 7 $-ofl &= ol A &18k 7| 3] [P 40 ASDM S ¢
Ytk ol =7 ud wW7hA] 7 d Yo
d) SeolH F5S oA 2=y
reload noconfirm
e) ZF &elolB fyleol thel] 9]¢ @A S nh vk
WA skl B o] b shd 4= w5 7 frulo] A 2 s Al S Ao v 2 w7t

A 5+ AE 7RG o ol giE) o] gl s SAIE RS YT Yl o] A A 8 22H o YA e
A W2 show cluster info= ¢ 2 g1t}

re
N
oo

ASDM<S A}-8-310] ASA FirePOWER 2.5 & ¢ 19 o] E &+ 4 9

a) Sl A FRIg o] Eejlo] B 5] 7 yhe] IP 540l ASDMa A2 Y.

b)  Configuration(71 3] 12| ©] A1) > Device ManagementHigh Availability and Scalability(T] 9} o] »~ 32 1718
A 2 8A) > ASA Cluster(ASA £ 2 2~F]) > Cluster Configuration(Z &1 2~ 13| 18| 0] ) > S A &g}
Sh=

c) Participate in ASA cluster(ASA 2] ~E | 7} &Qlghe] AelS F 45}

a0l = T Al s Foll ole] el Aol o) Al FFE WA s W e 2E WS v 8 shal of T,
o] fRl e WE gdo]= Wl thAl ZEh shiEl ol 9 vhAl R alof Fy

Configure ASA cluster settings(ASA S 2] ~FH A F4) &Rlghe] e & =
= 22y Ay el o] A A ASDMO] AAH BE OJEi | 0] 2E Hl%?‘& EL% 1E ) o]
= FERYM ol A5 dAS Fddted Z& £ E 9 CLIO| fA 28] oF

i A5 o] M ASDME] 3¢ o] st oA S8 2HE v 23 = JlsU T o] Aol
Tools(E) > Command Line Interface(CLI(Command Line Interface)) % A}-8-3} o] Multiple Line(%]
2 &) Zht] & HES 223} cluster group name 2 no enableS- ¢} 2 31 t}. Home(<-) > Device
Dashboard(t] B} 0] = EH Al B =) > Device Informatlon(ﬂ Hlo] 2 A 1) > ASA Cluster(ASA =&~
Eﬂ) aﬂoioﬂ}ﬂ 2131}\E1:1f3 O]u < Lo]sl»*~ol}\14[+

=

e

d) Apply(;< )E I
e) ASDM= ‘S}E‘r% AL A 7F EAE Y T 22 TP 40 ASDMS THA] A ot
f)  ASA FirePOWER 2E5& ¢ 18 o] =g},

Areol =7t gkmd w7hx] 71ty o)

g)  ASDMCOl 4| Tools() > System Reload(A| =¥l ThA] 2 5)E A &gt}
h)  Reload without saving the running configuration( & <1 713 18 o] & A 438}A] el thA] 2 E) gt

o WES 2T
A9 2ol M e A48 ehobok Itk o] Fulo] thal R u) fulo] A Se 28 Yo] 245 ofof
e,

i) Schedule Reload(tHA] 2= o ¢H)E S gt}
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Yes(o)E = 8lsto] thA| 2 =5 AlS S
Zh Zeo] B frylol tisl ¢ o Tl & vHE ey o
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N

a4+ 7y frlo] oAl 2bs s AL 22 2 E ol thA] g w7t

AE W As AL Egl T o] )b st 4 = 7
A 5% A% 7105 T o el sl ol 2l g GAlE REE U T o] A Al S 2~E el Al st
=4 B b ~F 4 o) 4] Monitoring(X.1 E] 3) > ASA Cluster(ASA Z 2] 2~E]) > Cluster Summary(Z
g2y 9ohE AP

WA 12 whaE $9E ool =F Y

a)

b)

Zel2E 9 S v 2 s,
cluster group name

no enable

A kel fyle] AEE 3 E el o] ey shE Wb sk Bt 7 kgL ch

ol Ayl el ol & AHSHA m A Q. ThAl ZE Aol F 2 2E o] 24 5FE of oF gt

A okl frulol Hfe S sk mbE s AeE S QS shs et vhaE foldA 2 sEE SEoR
H) 24 8h5H o] 5L

o A|:

asa/unitl/master (config)# cluster group clusterl

asa/unitl/master (cfg-cluster)# no enable

Cluster disable is performing cleanup..done.

All data interfaces have been shutdown due to clustering being disabled. To recover either enable
clustering or remove cluster group configuration.

Cluster unit unitl transitioned from MASTER to DISABLED
asa/unitl/ClusterDisabled (cfg-cluster) #
o] 20| A ASA FirePOWER 2E& ¢ 1eo] =gt}

ASDM ©. & 2] 5] = ASA FirePOWER X5 ¢] 7 9-0]| = ¢koj| A &<l &t 7)) #e] [P F4 0] ASDMS 23
Utk = Y 2H 1P T4 o)Al Al vh=H fylel 3y /I el 1P T2 A= o] o] A vp~H {4
off Alg MA|s 4= A5

Qzelol=s} gud WA 7Py
o] fr5l & thA] 2=t
reload noconfirm

olid el mtAH 2 thA] S| &F o et Sl B flo] Hutt
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ASA ZE=H o B il

o
2
u
o
o
iy
ol
)
e
i)
o
(2
X
ft
+
og(::‘
it
i
O

Firepower Management Center 3] 22| = 7o = ]



Firepower o] Z2}o] 912~ ¢l 10| = |

B asome gctol asa 2o 2 gl =

A1

7| 2

A3

w4
A 5

A 6

oA 7
o7 8
A9

710
AN

w712

oA 13
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c vl 2E U oA e @A S 38 T ASA FirePOWER 25 = §] 180 =38t 7 $-o =
7} Zglo] B frylo A ASDMe] o Al 2~ 3ff oF U T,

« Yy AY1E BEo] A9 Al 2wl A of ol A o TAE el gt

« 27 ¥ H3FE ol ASA B ASDM o] 1A S A

F el 28 1P T2 A2 ] vhaE fulo] 4 ASDME A @ g,
o) Ip 4t A4k phE] ol aaE Abel 2 S o,

713 ASDM off =] Ao
flo] feol =)

Upgrade Software from Local Computer(Z7Z 7 5FE o] A AZ E glo] ] 1glo] =) t 3} A7} ey o
All devices in the cluster(Z 2] ~F o] &= B tjufo] ) glr] @ HES S8
Upgrade Software(XZ E ¢o] ¢ 18 o] =) tf 3} A=}7} Lrebdy o
Image to Upload(] & =3 o] 1] x]) =5 Th B ol A ASDMS A &3 o}
=

Local File Path(Z7Z 3} 72 2) Z /] Browse Local Files(Z7Z 3 2bol B 7))E &8 35lo] #HAFFE o A&
Bl

(*1¥ AL3}) Flash File System Path(Z 2 A 9} A28 F2) o SeA] 9t A/ =88] F2E5 A5t
Browse Flash(Z 2] 4] Ztol 7)) E S=lste] ZejA] 9t A28 9] b e g g = 9 d S Zh5y

7134 o 7 o] A of = disk0:/filename 74 7} 1] 2] Y H = o] F Y]

Upload Image(°| 7| A 12 5)E SEFYTE 25 T2 A 20 2 Fo] 2 5 3 H5Y

o] o] 2| & ASDM ©|H| A 2 A 32| 5T Yes(ol)E S8 F Yo

ASDM< F85taL 9] 18 o] /d & A st et WA A 7} thA] AR YT OK(E ) E 29 F Y Th
Upgrade(d 22]0]=) &5 T2 Fal: ASA AL E Qo] E Padglo] =3t & 7y 1w o] S A skl
ASDM =S thA] 2 =3t}

Image to Upload(Y] ==& | F] A]) =5 TS S50 4 ASAE A Eleto] o] &k WA & W3 o

g Bl A Save(H 9 otol & Fshe] A eol M WA AL A FI T

ol gt Ay 1g o) M A2 Edlol B frilol AE o2 A YT
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6.2.2.x 2.2.2.x 2.2.2.x 2.2.2.x
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