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E 9] CLIE= ¥4} Firepower Threat Defense CLIYI Y T}

H
by
H~l

* ASA Series t] B0}~ — &

» Firepower Series T W} o] 2~ — 4 ¥ E o] CLIE= FXOSY Yt} connect ftd ™ & 2 AF-8-3} ¢
Firepower Threat Defense CLIO 44|28t 9= 915U th FXOS CLIZ A A] 2l Ay o)A &
LA A g o m T AR U T 7] A o], RUE E R Auk A28 A A Aol =
Firepower Threat Defense CLIE AF-8-3H T FXOS ™ & ol o] 3k 2FA| gk U]-8-2 FXOS A A&
s A 2

Firepower Threat Defense U] H}-0] 2~ 9] CLI|| = th<F A gags
Revholye Mo CLIYHM BHE ZEZES delsto] Ao R=& :rL%i*ﬁaL T 9)\%‘4'3]'-
< Wk Firepower Threat Defense CLI
Firepower Threat Defense ¥2] 3] 18| o] 2 #A4| | 22 93] o] CLIE A&t

>
ek CLI

A FA) AR 07 o] CLIZ A& th o] CLIE ASA 5506W-Xol| Al -4 el A~ L E
€ CLIE A 23+ 9] & 2 3l session wlan console & & 2 ¥ 3+3}o] 3714 Q1 show % 7]14 ™
w5 Eskg ) o] CLIO = 2709 819 =7 = o %S & S Privileged EXEC &

e User EXEC &=

firepower>

Privileged EXEC B, o] 2. =2 A 2}5}2 ' enable ™ 123
Stef= WA A 7 A H W B A H S5 9] 2814 2l Enters FE Y .

firepower#
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I CLI(Command Line Interface) A}-&

3444 W
Expert &=
A A H o 9l = A Afel| ) Expert =7 H Q30 Y = A —°r I = Cisco Technical
Assistance Centerl| A A}-8-3 =5 Q7 3} 7 9-oll 7k Expert ==& ARSI T} o] REE A

25121 ¥ Firepower Threat Defense CLI®I A1 expert ™ 3 & AF&-3u o)

admin AF& A2 2 1913}= 79 X F 3 E = username@hostname ¢ Y T, TF& A8 A2 271
o135l A5, =2E o] EW A FH Yt} hostnames #-2] Q1 E o] 2o tfs] A= o] EUY
oo & =W o3 25U

admin@firepower:~$

FXOS(Firepower eXtensible Operating System) CLI

Firepower 4100, 9300 Series U] H}- o] 220l A FXOSE A A AA] S Aofsl= =9 AAJUh &
dof upz} Ay 1 o)A 2 A4 3423 98l FXOSE A&t} FXOS A connect ftd ™ &
S A}-8-3} 9 Firepower Threat Defense CLIE- A| 218 4= 915Ut}

FXOS ¥ ¥ TR I E= g3 o BEof m} X F X EVE 7% FH Y Th FXOS CLI AF&-<ll
o) 8k 2F A 8 A 1= FXOS B A 2 sl ¢lo] 2o o) 8k Cisco FXOS CLI 13 718 o] A 7}o]l =

g B2 &

Firepower-module2>
Firepower-module2#

Rk

W T A v 7] 93 S AR T

7] 13 A

command BE YAEE A 22 AR gE9d HE 9 7)) LERA Y
ct.

variable HF Y EE s Algd AFE veEbd Y

[x] A 2 27]9E BEF)E dEes Fedn

[x]y] 23 ko] AR S R 7] 9= T Qs AuAreS YERY
Ut

x]y} TET O AR TR Y 7Y s me Qe 5 Ay 35S
Eby Y o}

[x {ylz}] THIE LS = TS AT Y 242 EE I 24 o] AEa)
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show command | {grep| include| exclude| begin} regular expression
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T} o] = insidel 2 QVE] 3|0 o]l A 88} A HAIB
Aot WS Bols Yyt

> show access-list | include insidel_2

access-list NGFW ONBOX ACL line 3 advanced trust ip
rule-id 268435458

event-log both (hitcnt=0) 0x2c7£5801

access-list NGFW ONBOX ACL line 4 advanced trust ip
rule-id 268435458

event-log both (hitcnt=0) 0xf170cl5b

access-list NGFW _ONBOX ACL line 5 advanced trust ip
rule-id 268435458

event-log both (hitcnt=0) 0xce627c77

access-list NGFW ONBOX ACL line 6 advanced trust ip
rule-id 268435458

event-log both (hitcnt=0) 0xe37dcdd2

access-list NGFW _ONBOX ACL line 7 advanced trust ip
rule-id 268435458

event-log both (hitcnt=0) 0x65347856

access-list NGFW ONBOX ACL line 8 advanced trust ip
rule-id 268435458

event-log both (hitcnt=0) 0x6d622775

access-list NGFW ONBOX ACL line 9 advanced trust ip

rule-id 268435458

event-log both (hitcnt=0) 0xcl579ed7

ifc

ifc

ifc

ifc

ifc

ifc

ifc

insidel 2

insidel 2

insidel 2

insidel 2

insidel 2

insidel 2

insidel 3

any

any

any

any

any

any

any

ifc

ifc

ifc

ifc

ifc

ifc

ifc

insidel 3 any

insidel 4 any
insidel 5 any
insidel 6 any
insidel 7 any
insidel 8

any

insidel 2 any

access-list NGFW _ONBOX ACL line 15 advanced trust ip ifc insidel 4 any ifc insidel 2 any
rule-id 268435458
event-log both (hitcnt=0) 0x1d1a8032
access-list NGFW ONBOX ACL line 21 advanced trust ip ifc insidel 5 any ifc insidel 2 any
rule-id 268435458
event-log both (hitcnt=0) 0xf508bbd8
access-list NGFW ONBOX ACL line 27 advanced trust ip ifc insidel 6 any ifc insidel 2 any
rule-id 268435458
event-log both (hitcnt=0) Oxat6be4e58
access-list NGFW ONBOX ACL line 33 advanced trust ip ifc insidel 7 any ifc insidel 2 any
rule-id 268435458
event-log both (hitcnt=0) 0x699725ea
access-list NGFW ONBOX ACL line 39 advanced trust ip ifc insidel 8 any ifc insidel 2 any
rule-id 268435458
event-log both (hitcnt=0) 0xd2014e58
access-list NGFW ONBOX ACL line 47 advanced trust ip ifc insidel 2 any ifc outside any
rule-id 268435457
event-log both (hitcnt=0) Oxeabbddée
o}
=
) [e) =] o] =) 2~ 2~
T WH S st AWM gelolA E3d AR E AR F Ad5H T
7. RE WY BES TAFYE
 command_name ? - 4 7 5A-S A F YT} o show ?.
o String?? - ‘- AME Y A= HH B 7] EE FAIRUY ol & 59, n? T A no 2 A FF
ot BE HEs A
* help command_name - 8 3tk 7= B AN AHE RS FAIGU T ofH o =52
#H o] A 7F A=A] 2Ql et help 25 Y= F U
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* a-cleare, 9 ¥|o]]

* clear f-clearz, 67 3[o]X]
* clf-cz, 123 ¥o]X|

« d-r, 227 o)A






a-cleare

« app-agent heartbeat, 11 ] ©]#]

« asp load-balance per-packet, 13 | ©] %]
* blocks, 15 ]|

e capture, 17 ¥|o]X]

* capture-traffic, 23 ¥ ©]~]

¢ cd, 29 ¥o]X]

* clear access-list, 30 3| o]#]

e cleararp, 31 #|o]X|

* clearasp, 32 ¥|°]~]

* clear bgp, 34 #|o]#|

* clear blocks, 37 #|o]#]

* clear capture, 39 ¥|o]#|

* clear cluster info, 40 3| ]

* clear conn, 41 ¥o]X]

* clear console-output, 43 3] °] %]

* clear counters, 44 ¥|o]X]

* clear cpu profile, 46 3| °] 4]

* clear crashinfo, 47 #o] %

« clear crypto accelerator statistics, 48 | 0] %]
* clear crypto ca crls, 49 ¥ ©]#]

« clear crypto ca trustpool, 50 | o] %]

* clear crypto ikevl, 51 ¥|o]X]

Firepower Threat Defense-& 5= 7= i



* clear crypto ikev2, 52 #|°]X]

* clear crypto ipsec sa, 53 ¥|©]#]

* clear crypto isakmp, 55 H|©]#]

« clear crypto protocol statistics, 56 | ©] %]
* clear crypto ssl, 58 o] X]

* clear dhepd, 59 #|o]A|

« clear dhcprelay statistics, 60 | ©]#|
* cleardns, 61 ¥°]#|

» clear dns-hosts cache, 62 ¥ ©] A

* clear eigrp events, 63 ¥ °]#|

* clear eigrp neighbors, 64 ¥ °]=]

* clear eigrp topology, 66 ¥|©]~]

[l Firepower Threat Defense§- 7 % 3=



app-agent heartbeat .

app-agent heartbeat

Firepower Threat Defense T H} o] =0 A A s =] = Y o o] ZI E (o] Z 2] Al o] A ol o] A E)o| T3] SIE
H|E WA X] 2+ & -2 312 ™ app-agent heartbeat ™ & & A}-8-3 Ut}

app-agent heartbeat [interval milliseconds] [retry-count integer]

intervalmilliseconds S}EH)E wWA]A] 719] A 7F 71AE dE] = @9 2 30090 4] 6000712 #] A
o 71 6k 3004 U Tk 370 9] A SFEH E vA[X] 7} EAE A5, Al 2 E
o Aol Aol & EAGUTE o] 145 1002 2 24 S7HAA H
60002 2l 2714 248 & Ak 3008 29 @A) V| Egre e A
#Q) o) B4 Aol Fol 8 w0l grinh.

=R
retry-countinteger -2tto] 9l AL} H o] A EJ}SFEH E w A A of )3 0. F SHS 31002 F
ek 7% 9 ool A E7} S =N E WA A 55 A A Ealof Sz A5 A8 g
o 7] &3k 3 Yo

718 304 k& 3008 E 2 Y T

71 AN & S 39yt

ECES T A

6.1 ol B@ o] EAHAFYTH

ARE 7Fe =T
Firepower Threat Defense T] H}-0] 2ol 4| A ) & = g of o] A E o] 7] 1L 2}¢] 2 Firepower Threat Defense
557} Firepower 9300 3 4100 Series FXOS A A] —rvﬂ Hpo] A 1he] A4 3 FAlS Tt AYH

SFEH] E F21 Al 92 FXOS Al A] ¢} Firepower Threat Defense ol & 2] A 0] A ol o] 1 E 712] & 71 - El

& XY HH k= 9 S YT Firepower Threat Defense ol & 2] 7| o] A2 57 g 112 0. 2 FXOS A
A G ulo] Aol Al 4 WA A2 A% FXOS A A A ZEE A e S9L 5228 w7}X|

AR 352 QA=Y

Firepower Threat Defense i ol o] 1 E ¢} FXOS A A =3 nfo] 4] 1ke] S} EH] E w AU &2 7 7ol

o] tfj &+ Hardware Bypass( O}E%] o} vlo]ufj ) 7] 5& .LL] B ¥ 3+ t}. Firepower 9300 2 4100 Series

o] 54 Qe H o] 2 K5 9] 7%, Hardware Bypass 7|52 24 88 4= 9)55 1 U}, Hardware Bypassi=
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app-agent heartbeat

Zol =25 0] Qletel QE o] 2 A Afolo] A A% 5 2
=atego] oFe] A9 UEN D AANS 4 Pelshs o AHgE

U o= 9 o] E SHERE 1A 3 6002 2] 2= A A

> app-agent heartbeat interval 600 retry-count 6

aFaL A Al 5= 3k

ik Ay
show app-agent A o o] M E A E T AT},
show inline-set olglel X3 AR E T AT},
show interface o1 H o] A~ AE] AKX E FA ST}
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asp load-balance per-packet .

asp load-balance per-packet

Abg 7Fol =l

U5 Fojol| A == WA 5218 vl 71 520 2 W 7 512 ™ asp load-balance per-packet ™ & 2
AR U T 2E A AU S 7 Eaks FdstelH o] Y no A& AHE Y T

asp load-balance per-packet

no asp load-balance per-packet

2 WA ) o H91e WG CPU olol ME 3k A7 A& f4 Bhelshs ANt 72
o2, 178 glol shje] mol & M T A2l 5 Azt o] B 2la) o]

WP o) 5L 2] QB o] RX Fo] AHE F1 A% 3ole] g Fo| it o) E 5
Firepower Threat Defense T] Hfo] =] 4 27 €] 7| 7FR] E o] T Yl QIE] & o] 21 AR F%1 7 -5-, 271 <]
ol AREH Ut (1071748 E o] Ul Q1E | o] 20l = 470 o] RX & 3} 7] 7FH] E o] B Yl (17] ¢ RX
B) A FH o] 27F AFU k) A7 me i A S @dstels o R e XS & A sleto]

F7 ;o) AFER 5 AU
Z|E 2e Wy =210 o] QlE H o] A8 AR FQ A, AubA 2l A| A A5 H A slstE b
W, 8 25 N AL OlE 1 el el o A 59l SIE| o] 28 Abg ) Ak el 4|28 A

5g A4 sk,

=)
m

2 25 W% AT A, o] S0/} lEl ol 0l 20 Aol U W) e s0l = 5
A Q1es o] <ol A e A& A ALl T QI wheb, 2 e} £ g
o] 2s0 A] IR E F Aol A 2] e S

=
S PEEEE ERERSE R D
€

* show cpu ™8 & CPU AF&-3F0] 100%K.tF B4 1 2 b= A4S BojF Utk CPU A S dn}
U @3 o7 AREE AL A=A HER = E5 8 AXYUT dE 501, 8520 Al Z=Fol A 2
TNl Z A7} AFE-E = 7 -F, show cpui 25% %, 4711 9] o= 50%E, 6719 Zo = 75%S K o]

e AL Z0] Ago] oE Ho| AV Y= H G-
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asp load-balance per-packet

%
#a AukA O F Firepower Threat Defense T] 1} 0] 2~ 0| A 647 v qke] FA] 2297} = 45, 9| 71
2 H

el B sabe ol gut o

we oms =k g

U deldes7E 2=

g

> asp load-balance per-packet

B4g WY

b

o

WS ol Fu e

Ek EE
clear asp load-balance history | 3|71 ASp 2 = W& 7| = 242 A A 8} A4 A gt} OK
show asp load-balance z2=

WA F A7) S AEIRORE
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blocks

blocks .

(show blocks & 0. & T A ¥ &) E5 Aot 271 v 2e] S &332 A blocks H &S AH-&3HU T},
o] #a ThAl 7] @t o= At o] W o] no A= At

blocks queue history enable [memory size]

no blocks queue history enable [memory_size]

memory_size (e AV 25 ek v Re] 27]0) B4 ghe A 8544 ghaL o] E
92 AP of ghol AHg b vlE e nT F 3% 2.5 A4
vhebibe ghol #8514 22tk o] gho] Abg 7bs vl o] 5%t

2 749 A3 W A7 FER A B ghe A 8T

5 g F4o) &= 7@ vl g = 21361kl EIY T

Yol 54 A
6.1 SR EBETEREE

A & v =22 E 22 show blocks queue history 8 %S ¢ = gt}
Firepower Threat Defense U] H}FO]| A5 ThA] 2 =3 79 o 18] stdo] 7|2 d g o 2 Holgtt}

5
S ol m e o] e Ao 150KBol A v, AHS s Wl m e o] 50%E 238 S gl th A9
oz 2718 A8 A4 F AHh

¢ (

U2 dlel A= B 1] vie] A7]E sy
> blocks queue history enable
s ool A= Wl i) =17] & 30008k EE S HY

> blocks queue history enable 3000

Firepower Threat Defense-8- 5% = i



. blocks

o de A& wEe] 275 300080l ER S8 1A Tk o] gho] AL 7t w2 e Rt FU T

> blocks queue history enable 3000
ERROR: memory size exceeds current free memory

UhE ool A= vl 2] 715 30008k ER S e AWk, o] gho] AR 7he W] o] 50%E.t F T

> blocks queue history enable 3000
WARNING: memory size exceeds 50% of current free memory

g%

S
=

>
o

clear blocks

A 2-¥ ] 7] BA S A gL,

show blocks

A28 W AR RS A

.

I
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capture

capture .

765 &/ 85t ¥ capture W H S AHS-FY
5

capture capture_name [type {asp-drop [all | drop-code] | raw-data | isakmp [ikev1 | ikev2] | inline-tag
[tag] }] {interface {interface name | asa_mgmt _plane} } [buffer buf size] [ethernet-type type]
[headers-only] [packet-length bytes] [circular-buffer] [trace [trace-count number] [match protocol {host
source_ip | source_ip mask | any} [operator src_port] {hestdest ip | dest ip mask|any} [operator dest port]]

e 2H Aol A EdE A

capture capture_name type lacp interface interface_id [buffer buf size] [packet-length bytes]
[circular-buffer] [real-time [dump] [detail]]

capture capture_name interface cluster [buffer buf size] [ethernet-type type] [packet-length bytes]
[circular-buffer] [trace [trace-count number]] [real-time [dump] [detail]] [trace] [match protocol {host
source_ip | source_ip mask | any} [operator src_port] {host dest _ip | dest_ip mask | any} [operator dest_port]]

)7 2ol 28 A A

cluster exec capture capture_name arguments
7 A FA = A A:

no capture capture _name [arguments]

any R R  REE EEFE SR P L

all 7hE: Bt AR A EFste BE HES AAF Y

asp-dropdrop-code (A8 A} Eh 74 B
7}* Helt A= 1
S CLIEES FEAHA L. packet-length, c1rcular-buffer, buffer 7] H
= 9‘r 7 o] 719 =5 4 HE 5 AFYTh L2t interface ==
ethernet-type 7] 9] == &7 AF&31A] g5 UTH 8] 2H oA &= 4 79
S5 A doly 7 = A

bufferbuf size (A8 AL HZlE AR E B A7)kl E)E Aot uho] E 1l 7}
A 7 A S SA U SR AEAM AR = B o]
7h et el iy 2719y ek
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. capture

capture_name

|71 74 A o] o] & A B F Ut o o EH T 13 = A1 A4 512 ™ o 2 capture
543k o] 55 AHE- T show capture”é = A3t A 2 9]
gy oS B A BE Ao g o Aty

circular-buffer

(8 Abad) )37k ARe A & 6 B el % v,

ethernet-typerype

(A" AR A oYl 8-S AUk AdE = ot 82
8021Q, ARP, IP, IP6, IPX, LACP, PPPOED, PPPOES, RARP, VLAN &4t
802.1Q B VLAN & ol = o] €] A}gre] 215U th 802.1Q Bl 1= A5 &
212499, f5 oyl 382 v ol AF&-g Yt

headers-only

(18 ALah) HlolH glo] A & ool Aole] 2 ool 34 dH = A
e,

hostsource_ip, dest ip 7)1 BU| AL} 7[A 0= T AEQ T [P F4E X AT YT
inline-tagiag 54 SGT # 9 Bl 1& A A st mAA FH &2 Fo] 9199 SGT #h= 2%t
=g 9EARne Ay

interfaceinterface name

| 7 A& AR QIE o] 2~ 9] o] 55 A A 3 Tt type asp-drop= A 9
a} < A2 Al ske= AE H ol 2 & g EfoF . of 2
Yo F i’\}*o“o}oﬁ ol 2] <18 ¥ ]*E?”‘é%}/\ﬂ
syt #e Sl 7S A &kl interface 719 =
asa_mgmt_plane©| 2= Q1 #| o] 2~ o] &3} A AL 5= 3)\,’;141:}, e
2] Alo] H A 1 E H| o] 2~ o] EI S WA 3H7] 9130 clusterE Q1E 3 o] =~
o F o2 AL 4 A5 YT type lacp 24 A 7} -3 ¥ 75 1B | o] 2 ©]
2 =584 olg gy Th

ikevl, ikev2

IKEvl £ IKEV T2 EZ AR E 3o},

isakmp (A= AFa}) VPN 1ol o 3] ISAKMP = 22 & 747 g1 T ISAKMP 3}9)
Mi%‘ﬁ &9l dlolo] ZREF gigk AA 2~ fgte] gliyth o] A=
O AL X 24 PCAP B & 5%317] 98] B2 4, 1P, UDP #lo]oj& A%
ok 9o A5 SA WA Do 1P ¥ Moﬂ A7t

lacp (A= A LACP E & AAFU T 748 A5 g ol s ol 52 &
214 QlE]H o]~ o] F YTt

mask IP 540 B Y npA3dUt o2 50, Class C F2==19] 29
255.255.255.04 Lt}

matchprotocol AAT N7l o] HE S 818317 913l 5-F-Z 3 vl A ob= s 2l & A A Y

2
-
o

o} & gl A o] 7] =5 H o 3 AREE 4 2l
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%

capture .

operator src_port,
dest_port

packet-lengthbyzes

raw-data

(A8 ALa) Stk o] o] QI s o] 2ol 4] Qb= 8l o} kg 921 7

Ago.

tracetrace_count

2 %53} 3l ALgste] ol Aol 54 37
o T A2 A o ¥ sl e 4 gl T

type

CERSEELE REREE EREE A

o
kd

S 71 ¥ =+ 9bA ol A 5 A 9, Firepower Threat Defense©l] 4] #| 9 5| X] ¢2+= asa_dataplane,
cplane, webvpn 5 ¢] 7|53 ## o] QlEU T

18 GBS gy

+ 715 type> raw-data] U U}

o 7] & buffersizes 512KB Y T}

« 7] & Ethernet -+ 2 1P # 7l Yo}

* 7] packet-length+= 1518H}°] EQI U T},

e
ACh
P>

o
—
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capture

7 WA= A AL A i 2GS RUEHP S o & v AAE A
A dsUH capture RS A Tl Ay o] ol AE ] o, 7HEA o] & AH

o A= Zgiubo] fFulof] FALE ] k5T

Firepower Threat Defense T H}0] 2= Z}4l & A vh= B [P E S F4 810 A& HA X2 &)
cEEPEHRI S AAT F AFHH A7]d &= e #g EHF(d: SSH 2 €Yl Egjd) = 23}

Huoh

Firepower Threat Defense o}7] €1 2= 3| 2] A 2] & 913 A & o} & 37H4] Z2A4 JFo = 745

o} o] o} 7| ;A = A 7] 5ol L3 A S 7MY th Y WHA © & Firepower Threat Defense T H}-©]

29l 7l A 75 2 2700 ZRENE YEY T TR A o3 A2 H, o] ZEAA
ANA efEg Aol AALE BAE o= B AES < HE ZEA A j7 & BT

b AR 2 AA Y A o] S A Fol vt A Bl AR UEY A T2 A 7S B

U,

Firepower Threat Defense T] H}-0] 2~ 0] Al &3} A HFole e gFlo] 27)o] ZERELE Y EY
SRS AR A WA A o] MENA A A, S Firepower

Threat Defense T]H}o] 25 A Lp= RE 971 & o] TR EQIE 2 A Ao A 4 & = g5 th o
o] =23 QUE] il o] 2ol T3 B A7k 74 5l o] of ). Q118 (ingress)ol A= 170l 2

B o] 2o =2}e o 7l o] A YT} o] 1| 2 (egress)oll A= FFlo] o & HEH 7] A Aol
Ao

A B7]

37! 742 & B show capturename 8 %= AHE U TE 3Fd ol A& #7432 copy capture
B S AFEFU T ¢ Bepbg-A oA 37 A FRE HelH

s

https://FTP-ip-address/admin/capture/capture_name[/pcap] 8 & & A&t T} peap 7| =& A AT
7 9- libpcap-format 3 2] 2] 9} o] 41 B E}9-A o g2 =5 ) B gt9-Hol| A o] & Ak 4= 9]
H YT} libcap 3} -2 TCPDUMP &+ Ethereal 2 & 5= 15Ut}

W3 8-S ASCI & 2] O & TFTP AW ol FHALE 7§ &t vt & 4= A5 U o) 7 o A5 ALe 2
1675 Hxe 2 5 g}guu} AT A R 1631 H2ES B B35 PCAP 4 0.2 dFsta
TCPDUMP 5+ Ethereal 2 2] o] of $Ht}.

A A A
7191 = gl°] no captureE ¢} = 3HH A7} AHAIH YT WA & f- 4512 A interface 7] ¥ =& A A

IABIEN 7uqu R onzM] o] oA Bl E o] HEFH YT

S Ea=

capture " & Skl cluster execS AF-8-51] capture 8 %S 3hUHe] Ul ol A A @ 3LaL o] 9f F Ao 7]
R #yeA ol i e Add 5 syt S212H A AAE AT v S22 o

ERE Y =93 A FDE TFTP Ao BA)d BEAFstEE vl2~E G A cluster exec

copy BE S o=}t

cluster exec capturecapture_namearguments



%

capture .

cluster exec copy /pcap capture:cap _nametftp://location/pathlfilename.pcap
W b Q1 o & PCAP 3t o] TFTP A H ol HARE U T 544 313 9hd o] Foll = 14 ol &
o] A5 o & F7FE U th(4l: filename A.pcap, filename B.pcap ). ©] ool A= A2} B7F 28 2H
SETIEICE

e
=

2> WA 715 2 A Als AR Yt} o] 2] g Al $F o H- -2 Firepower Threat Defense ©}7] &)
7 o] {4F 544 B Firepower Threat Defense T H}-0] 220l X AR-8-8}<= Sh= 9 o] 7F&:7] ol A v A

+ Q12491 SGT Bl A2 9 9319 25, WA H 9212 PCAP Holol A o] 8544 %3 F7FcMD
R

Az s AF o] 27F AL a9 IEH| o] 271 gle A5 W Z el el A A H 2L Ao
AR oz gk o] WAL A& 55 HAME duUHER 3 WA Y

* show capture ™ & 2 574 asp—drop% HA g o) gk o] & HolFU Tk T2 Y show capture
2 TE asp-drop F

o 4
e
By
o
=)
2,
ot
o
o,

N2 e AR e g B U

> capture captest interface inside
> capture captest interface outside

Bk Aol A v A= o] &5t A3 F capture H & 2 “captest” o] &= & F AFHTL
https://171.69.38.95/admin/capture/captest

(§) Bef-g-A ol A ALE-8F=) libpeap 99 & =4 A 280l 2=t vhg HE S A9y
https://171.69.38.95/capture/http/pcap

U2 ool A= ARP 21 S A A ok WS ol y

> capture arp ethernet-type arp interface outside

22692 98 A

Zejeo] BE fulol A BA S B35 9 24 W o] ol cluster exce 7| 91 £ 8 F7HT 5
0]51L4E+

]

Firepower Threat Defense-8- 5% = i




capture

U ool M= AT 7400 LACP A& B/ sk ¥ilE Bolsyth
> capture lacp type lacp interface gigabitEthernet0/0
U ol S22 F oM Ao A= ali7le] A& Aot S HojFy

> capture cp interface cluster match udp any eq 49495 any
> capture cp interface cluster match udp any any eq 49495

el 2o aEE AU dolE A 2dn e A E e wel U

> capture abc interface inside match tcp host 1.1.1.1 host 2.2.2.2 eq www
> capture abc interface inside match dup host 1.1.1.1 any

EE )

clear capture W2 W3 E 25}

copy capture Aulel] A DL BALGL T

Show capture TS AAEA 2 Ao WA Aol AE FAF Y

[l Firepower Threat Defense§- 7 % 3=



capture-traffic

capture-traffic

Firepower Threat Defense Q1 Bl #| 0| 25 538l = 9| 7 & 7} 2 2] 22 7] X 3} & A capture-traffic ™ & =

ARE Y T e JIE H o] 2~ (brl) T EE JIH H o] 2~ Foll A A E = 5 H5o Fr

& %] 5}+= A A ¥ Firepower Threat Defense = Q1 o] A EH S A& 4= HF U T}

capture-traffic

Ll 2 TCP {22 Sl tigh ZFZETL A YT

domain EgfFe] A= E AA 9] mrd& AF P ch

«0—brl, ¥ QNE]F o] =9 EjI & A Y
o1 — 2B, 73 E dlolH Sl o] =9 E & A F T

-A 7+ 2 (D DA 52 3y A L) ASCIE 3t ) o o] x| & 7 x5}
+ ul " Fuot

-B £ A A 73 W3 A7]E buffer size® AT}

-c count I % & FAlgE Sof] TR T}

-C saveﬁleoﬂ *J/\] 7S 22 7] Aof|, st o] & A file sizeH T} ZA| A H-E &2}

3L, 2 A5 E A savefileS 2 3L A savefileS U oF A H A savefile TF2-2]

saveﬁlet wEH IR AGH o] B ZHA H a1 o] Fofl &= A= 19014 Al A}
3 =& 2 AP U file size T4 5= 1k vlo] E 911 th(1,000,0001}
o] E o] 1,048,5761} 0] E o}4).

-d AREAZE 1S o A A A HRdE R Y 25 E 2E EY 2 A
o] Yy o

-dd AR ] I=EECZE2 O 2702 gt

-ddd ARFE A2 My 2= GZFY (Sl THETL )
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. capture-traffic

-D

A2 A8 7H5 2 M A Q1 0] 2 554 lsatan o] 8ol
ol A tepdump7h T2 A T 2 vl 912 Q1B 3 o] ol 3l Ve o]
o) B Ao] o]0 d 91 ¥ 1 Q1E Ho] 2 o] Fol A Hth <)

Blallo] 2 o] g EE HEE AAS F4T dEF o] 22 A AQst7] 98 -i S
19 Zﬂl% T AFH

] ]/\E“(Windows }\]Z\_Eﬂ L= = ifconfig - a7]' 9] = UNIX }\] /‘\Eﬂ).__ 14,011
i H 3k o] gl Al o A 88 5= 2l ) o] 5= Windows 2000
o] el Al =Eel A &8 4 QLo o] -5 QlE H| o] 2 o] F-2 oFXF 33t
EAE YU o
tepdump”} peap_findaclldevs() 37} 1+ libpcap2] o] W o2 F-55 74 -$-
-DZH 1= AL HA OLA‘/]‘ﬂr

-

[H

ZF 2 gl FA = dTE Ay

addr= =47} A A ¥ IPsec ESP #| %! 9] ¢+ 3l 55 93l spi@ipaddr algo:secret
= AbEshal Bet SEb B Qe gl epis FdF UL ol 2R PR EEE
vh I 3 vk 5= Qls U T

-f

1% Ipva 4% 7155 Q1sh B4l S QAT The] $4 Sunc)
NIS A oA 7§55 kg sk A% Aol v wEe 220 ohu

AEI W5 o) WSk -4 o7 T,

Q) FIPv4 T4 HAEE A7 A E = O1dd QIE H| o] 29 [Pv4 T4
U ke B e A R A=

WA 7} = o) A | o] 2o T4 T vk~ A7)F LAY A 7
Linux 2] ' &' AE g o] 20| A =8 & 7] wfjiT-of [P 4 H= v AH 5 AFS
5 gl A S o)t QEH o) 2o A X E 5 9l o o] S A=
25 5HA] e

Y @4l e 4oz dS AT AME 2Rloll M A g 5

-G

o] FAol A 7%, -w S AFE-3Fo] XA H 3 912 o] rotate_seconds

ok ot -w A AW

H

Savefiles+= strftime(3)9ll 4] &€ = A F A& 23
ol F& AH Utk AIRE P A o] A A G2 -G, ZHzhe] A ghdo] o] d 1k

2 gojzyu.

C &AL S AR AP, 52l o] B2 “file<count’ A& AHEF T

AEH ol ~2E ‘RYUY RE'2 A4t} o] 52 IEEE 802.11 Wi-Fi 1 E 7]
o] zof Mt A x| X 2o A A of| Ak 2] Y YT}
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capture-traffic .

-K

TCP A 415 S ehe] oL A &=8h+] @5yt

=ofell A TCP A A4 ALHS S8 8k Q1E] 3] o] 20 F-&-51
716} 7§ 2= HA TCP Al Al o] &7 o s T 17 A gy

Stdout 2}¢1& W H B & Al U th A A st st HolH & gRlatd = 45
33Ut} o “tepdump -1 | tee dat” == “tepdump -1 > dat & tail -f dat”.

e FHo] 2o A HolH HA #¥ S Wdstal FRFUH

Eo| A SMIMIB 25 A2l 2 =gt}

o 5
A2 o8 MIB 285 tepdumpel] 238171 9]l of 2] W A8 4= 35

-M

9} % & TCP-MDS5 41 (RFC 2385)% AF-8-3H= TCP Al L Eoll A 22 ¥ o]
ALEE ATSE7] A% &f FE2 AR FUTHEZ7E A= 2B9).

|

EWs s

~—

>

o] &9 mHel o] & A AL QA EA k&)

o, o] Z Y 1E A4 3 79 tepdumpi= “nic.ddn.mil” tHA “nic” S <12

-0

-q

wE ZEdUrh U e TREF YRS M nz 29 2ol o &5y
o},

ESP/AH 3| #l o] 7]& A}Ok(Rchzs ~RFC1829)0l 7|¥ts}= A o = 7Hd §y
t}, o] FA o] A H A4S, tepdumpi= A4 WA BEZ A 5HA] kUt
ESP/AH A}o¥oll 22 E5 W d F=7} 910 B 2 tecpdump”} ESP/AH 2 &2 E 3
HAS F22 T glsHh

-r

(-w & AHEske] A )l A AR S F U B AE 2 ool v

]’o Huoh

AU A TCP A2~ HE tial A4 TCP Al E 2 WMo & ATyt
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. capture-traffic

=S 7132521 68(SunOS 2] NIT, & 23k A A 2 96) th A1 7} #ll %] €] Snarfs snaplen
Hlo] E do] ¥ ] U t}. 688} o] E= P, ICMP, TCP 2 UDP9] 739 2 & 3} %] ut o]
B AW ENFS HZl(obel 2ol N ZREZ AR E AE F dFyh Alg
H 2y AE wf ol 2 72 F = A “[proto]” = A =W o] W] protoi=
Zgo] WA S TRES 529 o] YUt}
o2 2~ aEs &85t A7l S
W3 g Fo] Ao A o] 4
A7 BAE 7H 2R EZ ARE AT
Ut} snaplenS 00. 2 A A= A2 A A
& AH&-3he AE om gy

-T ARE oz A ‘gl oA A d 7ls APgueh dA &zl
8 -2 aodv(Ad-hoc On-demand Distance Vector protocol), cnfp(Cisco NetFlow

protocol), rpc(Remote Procedure Call), rtp(Real-Time Applications protocol),

rtcp(Real-Time Applications control protocol), snmp(Simple Network Management

Protocol), tftp(Trivial File Transfer Protocol), vat(Visual Audio Tool), wb(distributed

White Board) ¥ Y t}.

-t 7 Q% ghelol A Bl @ g <l ahA) ek o

-tt 7} E s ehelo) A g4 5hE A e Bl SR E S Qg

-ttt 7} 932 ehelo] A @A) 2 o 4l ehel Zhol Weh(vhol AR 2 sl A E)E A4 F
o}

-ttt 2} g ehelel Qi A7k ool @ 71 WA o] Bl AR E Qg T

-ttt 7} whelo] A @A) 2 3wl 2ol gkl Wek(rhe] A2k A E)E AT
Y.

-u O 29 57 % NFS #1523 <2tk

-U -w A “packet-buffered” & &3l =4S AGF U S 2 H7lo] AHAE =
2 )37} 2S w gk 0] X %] 91 Z e shelel] o] H Tk
tepdump”| pcap _dump_flush() &7} §L< libpeape] o] A HH o2 F5H 739
U Zd s A e

v TEEA W QA (1 W) A S AHE FH G o S Sof, 1P
3} %1 o] TTL(Time to Live), ID, & Z o] & 3 o] 1Yt} T3P X ICMP
o] A A4 Sl ol F7F 7l FAA HALE A s
wgAlo] Qi shele] 2 A9 102 (A o= AR AR 5w,

Vv AR o AAE] EH U o] S So], 37 D= NFS 341 37 o) A ¢l 4]

= 9 .
3L SMB ¥ %1 -& kA4 3] v 29 Ut}
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capture-traffic .

YW AR o] AAE] FHFYh o & Sof, 2l SB... SE A& HA 7} 1Y
kX @Y FAL 160525 Ay h

W AA HZG 2 A AL A HskE Al el Ut -r FH R YFol
AT & AFULE B FH2 vpdo] “el A9 AHgg YT

-W C AT A ALEE T o] 5 AL AAE 7Y FE AAE 2 A st A
S5 9 HojArE A FEt e 2 3 A W & AT B el S &
A B5sh] S8 Al ol FE A9 5 s TR o A8 0 A
&3to] g o] o] F& AR

X 7“417’4 U E sk A oo i A 9l W 2 sl " A

= &t Alehe] HolH S 163142 Ay ek A #7le] ¥ 2k 4= =

snaplenH}O]Eﬂ- ATt o] AL WA P glolo] HRlolmE ()
Ethernet)a}= 8 =1 #lo]ojo] thal], o] & #lojo] gj7lo] a3t gl wet &
& A5 g vl EXx gyt

-XX zF o7 9] Flel & A sk 2 el 7 A B A wf 2 HREE " A
FF & 23] vlolHE 16152 A F )

X 7979 & A sk A el 7 A 2 A w 24 HREE A
T 39 Ao HolH S 1675 2 ASCIE 3 Fth
O AL A TR EF T4 Al w9 A F

XX ZH AR 9] A E A s A 9 ?E—H@,‘QOJﬂﬁPrqlﬂuH AC L E!
o dld £3Ho diolH & 16314 L ASCIE 1 3 o)

-y datalinktype©l] T &+ 3] 71 & 70 2] 3} = e AbE & dlolH W 35 A4y
=3

“ -C“”-Gg"ﬂﬂrf"’?ﬂ ALEE T o] 5 S Yl o] 7} =8k o] ol B3| =
savefile?l €] 2] | A tepdump”} ¢ command file' S AP U o & 59, -z
gzip B -z bzip2 S A FW gzip = bzip2E AHE-8FO] 7 savefile s 5§
Hth,

Z BIHFEEQ A4S 2HA51 3 AL AL IDE AEA 2 WA sl 18 DS ALE
o] 7% 1 o2 WAT T

ERES 57

6.1 o] Yol =]lE AF YTt
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capture-traffic

]Ex% o7 capture-traffic Hao 7]-§;<H7] ].‘— a3 Jﬂff]\:‘r 17]]94 H A E g]_o]Q_ @Mf‘fh,]rjr 7L ;)r
A2 B s, IR EF o] 5, A W O FAIP A Y A, o= IP Fho|H VB TRES
o B, st s A A oz 2 G ThA] B2 49 capture-traffico] o o] o] AHALE Q1464
S(-e AME B¢l A #2)) 2 TCP A A~ WE, Z) 71, ARP/ICMP W3 & £3Hele An 52
eyt
MAE FA 82, Control + CE A & U T}, -woutputfil
/var/common/9l] A+ YU o]E o 2 AAFHA YT 18R] &

Hi s2

o
flo o
oy M

U o= @ A o] 2o EdE S A ok WS Bolssyth

> capture-traffic

Please choose domain to capture traffic from:
0 - brl
1 - Router

Selection? 0

Please specify tcpdump options desired.

(or enter '?' for a list of supported options)

-V
ik el
show traffic e 242 A}
show interface olE] Ho] A~ AE] AR E FASL T}
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cd

cd .

A A RS A4 v e WAsH T d BE S AL T,

cd [diskn:][path]

diskn: (A8 A H2A 5 AR TY T disk02 W5 E 2] v 2]
AUt w3 o = ~E 2] FA o i) diskl = ThE T 224

EAREE s U

path (R Abgh WA F R o] A AR,

U R e S A £ e e WA,

o,
o
i

n
o
[>
&
o
>
o2

(@)}
)
ol
okt
o
k1
iR
i
32
)
i
O

Th2 ool M = disk0:°ll A “config” Y & E2] & M7 8k WS BolsHth

> cd diskO:/config/

EE vy
dir Ao qEEe] fESs BAFY
pwd A7 o] 29 TE w2 TAF .
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. clear access-list

clear access-list

WA 2 E-5 7HEHE A9 ¥ clear access-list ' ¥ = AF&- 3 T}

clear access-list id

id o 4 2 B 0] o] 21,
g S AL
6.1 o] W#o] =8 H Lyt

[e) 7 S — R4
clear access-list %S 2
2 2. &7 show access-list & &

A§ U .

The ol e B A2 B2 AR E A S P S wolFuh

> clear access-list inbound

W) FHE & A 2w oA 2 B =] g 4 g8l of Ttk ACL %%
[e)
=

g% a4

show access-list WA~ B2 QEFES HTHZ AT

show running-config access-list | ASA || 4] 23] 9] M| A B2 A5 18 0]
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clear arp .

clear arp

524 ARP &E = ARP 51 & A9 clear arp ™ & & AF&3 Ut

clear arp [statistics | interface name]

statistics ARP E74 & A3t}

interface name E olg]o] 2o tdt EAE X}
EEES 7 Ava

6.1 o] o] mEAFUT

thg ool A= EE ARP A& A5 YT

> clear arp statistics

Rk ck
show arp statistics ARP EA1E AT YUY
show running-config arp ARP A 7F 23}9] @A) Ay a2 o] S FA T )
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. clear asp

clear asp

ASP(7}43tE Bt H &) TAIE A 5211 clear asp &S A& T

clear asp {cluster counter | dispatch | drop [flow | frame] | event dp-cp | inspect-dp snort {counters
[instance number [queue number]] | queue-exhaustion [snapshot number] | load-balance history | overhead
| table [arp | classify | filter [access-list ac/ name]]}

access-listac/_name (A8 AR A E Al 2 F= o] A7k Ay Ut

arp (A1 8 A}3}) ASP ARP H| o] E-oll At Al 5=7] & A HH T

classify (A8 AL ASP 2 Blo] Sl AW AlG71E AU v

cluster counter 2 2H JFSEHE A4t

7He-H dlo]E 4 2 A} Snort 7H-E & A& T},

dispatch AL FAE AU

event AEE ZdUR] oM E SAlo et dloly =& Ayt

ZH (A8 AL ASP ZH Hlo] ol A wt A7 & A3 T

flow (A8 Al A A | F2 9 TAE AFYT

frame (B AL A Al e /a2 S AE ATk

inspect-dp snort do) el A& AA} Snort A E A& T}

instancenumber (A8 AL QI 2~El 2 DY whe) 7B & A5y o]

load-balance history FHAHE ASP 25 HH A V2L XS A A3lo] FAE 342 QA
gegud

overhead BEASP UE|ZR2AA QW= FAE AT

queuenumber (A8 A A2’ 2 D 9 7] < 1Dl whet 7FeE E A E U Tk

queue-exhaustion dlol e A= 7AA} Snort 7)€ A~ WAS AUt}

snapshotnumber (B A 292 D whet o 7] <€ RS Ay Tk

table ASP ARP H| o] £ 9] A|5=7] & #|-5-2L ASP<= Hl o] &< 7 g4tk
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clear asp

frod

ugel

+

<]
o

6.1

> clear asp dispatch

iy
oy
TR
<
o)
_Ea
T
Eo
|
| 2
(="
&
mw | &
T | S
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. clear bgp

clear hgp

St= e A E gy 1 o] A2 53l BGP(Border Gateway Protocol) 172 2 #4312 A clear

bgp 8% & A& Tk

clear bgp {[* | external] [ipv4 unicast [as_number | neighbor address | table-map] | ipv6 unicast [as_number
| neighbor_address]| [soft] [in | out] | as_number [soft] [in | out] | neighbor_address [soft] [in | out] |

table-map}

* BE A4 BGP AlA o] A= =5 X g

as_number (¥ Abah) W= BGP 7]o] Al dlo] A4 E A5 A 4w W E )
external TE QX BGP Al A o] AN A EE A3},

in (e Abgh) Qlube = 2] 73] e o] S At in 2 out 7] 9=

B A A S A5 vk EHI’ETJrO}%H}IEHWE A4

ipv4 unicast

IPv4 52t Al Ao g8l 8t= i AT E g A 1 o] AL 3 BGP
AAg Adgyt

ipv6 unicast

1Pv6qz—i%& Aol &l ste e AT E 279 18 o] LS E3)] BGP
AL AU

neighbor_address

(A A1) A BGP vl o] MR A| A A B =5 A G T o] 155k
S [Pv4 EEIPv6 4271 E F Q&5

out

soft

(18 A8l A & 53] o] (slow-peer) A B & A 2 3] Al shar gl 2] o]
E OFo& ol

table-map

BGP 2}-9-8 H| o] £-2] table-map 73] 12| o] A 4 B = A5 1t} BGP
Policy Accounting 7] 2.2 G- P& EF- M0 A B E | 9= o] o]
BE s AHEE S s
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clear hgp .

EEES 4
6.1 o] o] F7kE A5t
cMu@p%%%ﬂ%aﬂafEWﬂ“’*JEﬂﬂﬁlﬂﬂﬁé*]?ﬁ?%%qqikiﬂﬁ
= AR E 9o S s Alskar At d ek BGP eh-H H ol BS Ayt A2 E 27y
ol d 2 71E v o) Al S s Al skA] SFaL A e AL XJEE Ab-&-5ko] BGP 2h--9 Hl o] &
= ArAst L & éﬂﬁu‘/]‘:} A2 E gy ool del = AdE dHlolE AR E AFEStER ¢
HolE A4S e v 2e] S 37t ALt o] 2 Ea Y EY A =0 glo] A BGP A S &
S UdFYH A2 E gy o] d e vk = s obub = Al tie) A < s
=

Tk oo A= BLE bgp Al o] Al gyt
> clear bgp *

o}-& oo A= v]o] ¥ 10.100.0.17}] Qlul& = Al H el &) 2ZE 2@y 1e o] Aol Alzte] ] o}
QUL = AL ¢ 3FS WhA] ek T}

e
> clear bgp 10.100.0.1 soft in

Uh ol ol A<= BGP H| o] 1] 2h-¢-Bl ol A A= A 2 313 7]55 o] &4 3F5| 3L vlo]H] 172.16.10.2942] )1
HEE = Aol tie 22 E gy o] do] Al A E T ofukeE AL GEFE WA fF U

> clear bgp 172.16.10.2 in

TS ellol = Ab g Al 28 W E 357002 2 BE ehgElohe] Al Mol s St ] Alo] Al kY]
o},

> clear bgp 35700

T ool A BE vk = eBGP o] G Al o dial A E v 2ol do] - g
> clear bgp external soft in

Ther oA = BE of2-uhE- = A4 IPv4 HE] 7 2~ E eBGP o] Al o] 291 F Yt

> clear bgp external ipv4 multicast out
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. clear bgp

TS d o Al = A& Al 2~ E) 654002] IPv4 §- U 7| 2 E F 47 A Ao 4281 BGP Y o] # 9}2] ol up-2-
= A dial AXE gy g ol doe] AR Y of2ukE Al IS A gkt

> clear bgp ipv4 unicast 65400 soft in

U ol el A<= asplain 3711 41} E Abg Al 28] W 27} 655380 AL IPv4 U N A E S0 A4
ol £3F= BGP dloH ol thafl sh= 2] Alo] Al 2 vt

> clear bgp ipv4 unicast 65538

T}S oo A = asdot 7| H 418}0] E A= A| A8 WS 7} 1.20]3 IPvd -FUINAE F47- AAd &

&F= BGP H| o]l thelf sh= 2] Alo] Al kg 1yt
> clear bgp ipv4 unicast 1.2
U ol A= IPvd U AE 9o Al ol thal] o] & W& A5yt

> clear bgp ipv4 unicast table-map
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clear blocks

clear blocks .

2 H ok Z2 A7 W T ok 715 A HE AE A 8 W clear blocks 8 W & A& T

clear blocks [exhaustion {history | snapshot} | export-failed | queue [history [core-local [number]]]]

core-local[number] (A8 AL

exhaustion (A8 A} EH) AR AEE AU o)

export-failed (e Ak R 7)ol Ao 3 A1 B A gt

history (A8 Abe}) 712 A gk,

714 A AR 71 E5& 2wyt

I (A8 AV 29 AR s Ay

EDES P AV

6.1 o] m2do] w4 Ak

7t &M HAA =91 7HeEE @A AR Vb S o2 AlAA Y T B3 o] 2 vk E H v
& A M AGE 7= AEE Ay

e del A 258 ey

> clear blocks

o,
o
il
o

blocks

illua
S
™
aY)
=2
i
ofl
it
=
td
i)
il
il
i)
i
iy
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. clear blocks

el

show blocks
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clear capture
78 M3 S 2921 clear capture 3 H 2 A&

clear capture {/all | capture _name}

clear capture

e,

fall wE QIE o] 20 A AR & A,
capture_name :;H 5}1 7}3 ﬂ 9] o] %% x] Zg @,L] 1:}
el S AL

6.1 o] Wo] =AH A%

o] of o] A= “example” o] 2= 1A ¥ H o] A W H S A 9=

> clear capture example

WS Bojsyth

L

s A

capture WA ~Yg LU E A 7/ AP E fs] A AA 7S A
skt o

show capture TS A A] F2 A9 A A9 g ol ds AFY R
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. clear cluster info

clear cluster info
FEAEH BAE A2 clear cluster info 8 &3 A8y},

clear cluster info {flow-mobility counters | trace | transport}

flow-mobility counters Z o] A8 Z 29 2y 7}2HE X34t

trace S 2H oHE F4 RS A5y
transport 22 A SAE ASsH.

L ES T4 A

6.1 ol §Eo] = HAFY

T 7o =

U dlol A= S8 2F oHlE 4 AR E A5yt

> clear cluster info trace

i a4

show cluster info Ze ~FH EAE AU
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clear conn

X

_qm
rsL'

A E= oy A

= A

clear conn .

<-2 9 clear conn ¥ S A8 T

clear conn {all | protocol {tcp | udp | sctp} | address ip[-ip] [netmask mask] | port port[-port] | inline-set
name | security-group {name | tag} attribute} | user [domain_nickname\luser _name | user-group
[domain_nickname\luser group name] | zone [zone name]}

addressip[-ip]

AR F 22 B A IP A2 (IPv4 5 IPv6) 9o A4S xS Th.
HAE A A WA ()E AHE8e] 1P 45 FRFU o).
10.1.1.1-10.1.1.5

all to-the-box A A& E3Hgk W E A2 S AFUth all 71 =5 AHE-3}
A ¢& © W through-the-box ¢34 7 2] 9] Yt}

inline-setname A48 A2 3 DA e AR AU

netmaskmask (A8 A e A A TP F oA A B Y AT 2 x| A g T}

portport[-port] A AH X 2 St WY = A A e

A4S
STE gy o 1000-2000

protocol {tcp | udp | sctp}

security-group {name | tag}
attribute

user [domain_nickname\]
user_name

A7 AFEA ol Al 458 AA S XS5 YT} domain_nickname A T5
EEeA] oW Al 2AEL 72 Tl A sl AFE- AL AAS
PR

user-group
[domain_nickname\\]
user_group _name]

[e] =
= t}. domain_nickname 15~
A 0wl A AR E 12 EolelolA] 615 A8 A 15

zone [zone_name]

gel 4 g
6.1 ol ool =Y s LT}
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. clear conn

8 /ol =<

A agolde gigh Bel g AE MASIH e A AA A= A2 Bk A S AFE T 7]

& AddA = A4 dA Aol FAE A S AS AFSFUTE BE Adol A Al A S AFE-SH

:0‘}34‘34 clear conn 8 &S A3t Ao A S Ha A S FEl oAl AASHA sl oF Pt
= clear local-host 8 3 S AFg3lo] S AEHE A4S XA, 54 NATE A& 24 o

OH A1 5= clear xlate '8 &S AHE-E T gl E U T

tufo] oAl B A4S 5] 83517] 9138 IS AT 49 o] show conn 8 & == of| A E2Hd

st AZd=Z ZAEUG o] B AAE A2 clear conn & S A& T

)
o o] WE 2 ] Qe o] 2o tigh A4S A 9-A] 5 U o] WE 2 HolH QIE#H o] A~ B
ek A s o] 2of th st ] AAR A S 5 AFUTL

[l Firepower Threat Defense§- 7 % 3=

S dgoAs BE A4S dld 1S 10.10.10.1080] A 2] #E] A4S 2] 9= wH S woj &),

> show conn all

TCP mgmt 10.10.10.108:4168 NP Identity Ifc 10.0.8.112:22, idle 0:00:00,
bytes 3084, flags UOB

> clear conn address 10.10.10.108

ik ek
clear local-host EAZHAIAELEEEEZZH TAE 93 AZAS ZF AUt
clear xlate &5 NAT Al % NATS AHEahs B 948 Ay

show conn AAd ARE ZTASY

show local-host 24 I2E UEYI AHE TATY T

show xlate NAT A A& A o)




clear console-output

clear console-output

}21 ™ clear console-output

22 475

4=
=

W

—

X
e

3
Bl

clear console-output

ﬂﬁ

uzel

+

<]
wm

6.1

& BolFUT

> clear console-output

ay

ol

_EH

<

2%

el

%
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~

<

e
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. clear counters

clear counters

(e

ZEFE 28 J}HE A% clear counters § &S AF-&3HU T

il

clear counters [all | summary | top ] [detail] [protocol protocol name [counter_name]] [threshold ]

all (A8 AL R E e ARASS A e
counter_name (A8 A1) o B8 V) Fow ALHE AT AL 7Hs 8 71

13
o H
0] &< 1.2 show counters protocol 3 & S A}-&-3t T}

detail (A A1) A S 7HeE AR E A gy Th

protocolprotocol_name A A eh A A H T2 EFO] JFE S AUt

) (A AL 7heE ok A

thresholdn (A AL e AR 9 QAR ERE AL 0] & 230 E o SHSH Z A
Ytk 9= 1~4294967295 %4 Y T

topn (A8 AL AR A gkl SEE A o] 2 ke u) HE B A%

Ut} 9= 1~4294967295] L T}

de) 4 AL
6.1 o] gedo] =g HIH
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clear counters .

Ua oM s Z2ed 29 7hEHE A= WS Byt

> clear counters

o7 A
show counters ZZEZE A~ 1L EHE AT
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. clear cpu profile

clear cpu profile

CPU X2 3ld & A E XM, clear cpu H &H = A&

clear cpu profile

A 2.

ge) 54 AH
6.1 | o] EYH gLt

O dolld = 5& L& AHAlshs S Bolsuth

> clear cpu profile

[e)
=

s ks
show cpu CPU AR E ZAF YT}

show cpu profile

Az
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clear crashinfo

clear crashinfo

S Al ol = 3k o] 8-S AFA| 8t W clear crashinfo ™ % & AHE- L U

clear crashinfo [module {0|1}]

module{0 | 1}

)
i)
[>

=)
=
)

O dolde & FdS

> clear crashinfo

B3 4

crashinfo force A 2AES A 2 == A 7Y T

crashinfo test FE QRS ZoA vle) o) stole] A Gehs A 2wl V)5S HAET
Ut

show crashinfo Z A w2 o 44w 25 g o] 8-S g AT
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. clear crypto accelerator statistics

clear crypto accelerator statistics

A3} 7FE7] MIBAl A 9 2 7HE57] B A S Z]-9-21 ¥ clear crypto accelerator statistics ™8 ¥

& AHgE

clear crypto accelerator statistics

de) 54 AL
6.1 o] gedo] EYH ALk

=28 74 = A 18 8 tf2 o ol A = crypto accelerator F A S EA] E U T}

> clear crypto accelerator statistics
>

i) a3

clear crypto protocol statistics | crypto accelerator MIB2| X 2 & = 7@l 4| S A3t}

show crypto accelerator crypto accelerator MIB] 9 2 7}4:7] & FA & A YT
statistics

show crypto protocol statistics | crypto accelerator MIB2] X 2 & 2 ¥&l FA S AUt

[l Firepower Threat Defense§- 7 % 3=



clear crypto ca crls .

clear crypto ca crls

AQE EY2E ZQES} A AH ZE CRLS CRL Aol A] flefa A8 £33} Jd4H ZE CRLS
WAl ol A §lel Ak 2= CRLE] CRL A& 1ol 21 clear crypto ca erls ™ & S AF&- 3 o}

clear crypto ca crls [trustpool | trustpoint trust_point_name)]

trustpointrrust_point_name 12| 275 ¢] o] F. o] F-& A QA &5 A9 o] > Al ~He 7)€
L= CRLS Alyth A8 A7 o] F glo] A8 A3 7| =8 AT 7
EREEESAP EN )

trustpool 218 Fo] AT A o AZE CRLA W &l & 21 A8t == 2 g vtk

2ol A A

6.1 o] o] = AFUH

it
td
uly
0
=
o
>
o
]
=
oX,
it}
i
rln

o] v ool M= BE AlF & CRL 3 trustpoint]1232} 172
CRLE tfupo] 2ol A Al A g vt
> clear crypto ca crl trustpool

> clear crypto ca crl trustpoint trustpointl23
> clear crypto ca crl

R A
showeryptocaerl | 7J 4%l W= CRL 4= #4842 2 Holl o) 74 € CRLS A §H]
o,
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. clear crypto ca trustpool

clear crypto ca trustpool

AlF] Z M BE ASAE A A5 A clear crypto ca trustpool 8 & S AF-E-3HU T}

clear crypto ca trustpool noconfirm

noconfirm AFE2L Rl LB EES AUt HHEe e YU E e g Yo
Y|~ T A
6.1 o] Wo] = HAFH T

O dlel A= BEQIFAE AFYTh

> clear crypto ca trustpool

>
ks vy
crypto ca trustpool PKI A& Z& FASE S5 E R WYL
export
crypto ca trustpool PKI A& &5 A= ISAE 7HA S U
import
crypto ca trustpool 2= ol A E Tl ASAME AAF U
remove
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clear crypto ikev1

IPsec IKEv]l SA T=+= 57| & Al /1612 ™ clear crypto ikevl ™ & S AL

clear crypto ikevl {sa [ip_address] | stats}

clear crypto ikev1 .

saip_address SAZ A3 Uth 2= IKEvl SAS A -89, I[P T4 A ASA] &L
o] $HL AFE YT 18X ko A8 SAY] [Pv4 = [Pv6 4

£ A4

stats IKEvl SA1E A3t}
2 g~ T A
6.1 o] o] EAHAFYTH

T} of| of| A = Firepower Threat Defense U] H}©] 220 4] IPsec IKEv1 7|

> clear crypto ikevl stats
>

thS oo A= 1] o] IP F47} 10.86.1.1¢1 SAS AhA| gk o},

> clear crypto ikevl sa 10.86.1.1
>

=25 AAS U

el a4
show ipsec sa FHE-E, M E T, P o] &, o] IP F4, T2E o] F 5 IPsec SA°l o)
st QHE TARYT

show running-config crypto | [Psec, 5 Wi, 5% ¢+E 9, ISAKMP 5 A A ¢F & (crypto) 748 =

EAF e,
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. clear crypto ikev2

clear crypto ikev2

IPsec IKEv2 SA == F A& A A 2 ¥ clear crypto ikev2 ™ & S AL-&-3U )

clear crypto ikev2 {sa [ip_address] | stats}

saip_address SAZ A3 Uth 2= IKEV2 SAS A WA IP F425 A Q3HA &L
o] $HL AFEE YT 18X ko A8 SAY] [Pv4 I [Pv6 4
= A4},

stats IKEv2 A& A3t}

i)
L)
[>
&
2
>
Q,

N
o
ol
ot
o
kT
A
i)
32
ofy
°
v

U} ool A &= E= IPsec IKEvV2 & 7| & Firepower Threat Defense U] H}-o] 2~ o) A A A g T},

> clear crypto ikev2 stats
>

thS oo A= 1] o] IP 47} 10.86.1.1¢1 SAS AhA| gk o},

> clear crypto ikev2 sa 10.86.1.1
>

] a4
show ipsec sa FHE-E, M E T, 9 o] &, o] IP F4, T2E o] F 5 IPsec SA°l o)
st QHE TARYT

show running-config crypto IPsec, 4% W, 54 <& W, ISAKMP 5 %A &3 (crypto) T3 =

EAFY .
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clear crypto ipsec sa

Abg 7Fol =]l

IPsec SA 7} €, d E

.

clear crypto ipsec sa .

, 0% W == To] A AS A A5 A clear crypto ipsec sa H %S AF8-3H

clear crypto ipsec sa [counters | entry ip_address {esp | ah} spi | inactive | map map name | peer ip_address]

ah

AL A A

counters

= SAPH [Psec E71E A4t}

entryip_address

A AE P FAH/TAE o8 T2 EZ SP 3ty vl A s H YL 24

e,

esp

inactive

mapmap_name

peerip_address

£ 2HA Ry o
spi SPI(Security Parameters Index)(16 % 57)& 21 &t} o] &= Qv = SPI
of of gt t}. o}-uk-= SPIel| thel A = o] W HE & A kA FH Tk
EER A
6.1 o] o] = HAFHTH

E E IPsec SAS A $-¢

t}-2- o ol A] = Firepower Threat Defensel| 4] 2. IPsec SAS A A g T},

> clear crypto ipsec sa
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. clear crypto ipsec sa

>

o2 oo A= F] o] IP 471 10.86.1.191 SAS 2HA| gt}

> clear crypto ipsec sa peer 10.86.1.1

& A
show ipsec sa F+EE, A EZ, W o] &, J o IP F4, T2E 0|5 5 IPsec SA°l T
S R E AU

show running-config crypto
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clear crypto isakmp

clear crypto isakmp

ISAKMP SA =+ A& A2 ¥ clear crypto isakmp ™8 & S A}-&-3HU o},

clear crypto isakmp [sa | stats]

sa IKEvl ¥ IKEv2 SAS A4t}
stats IKEvl % IKEv2 542 A3tk
EEIES T4 Abg

6.1 o] e o] =AFHAFYTH

[] 7ol = R4
L= ISAKMP g tlo Bl & #|-%-2 9 <15 §lo] o] ¥ & & ARy

t}&- o] = ISAKMP SAS =5 A A g},

> clear crypto isakmp sa
>

& A
show isakmp ISAKMP -4 tlo]Ele] tfgt JH &5 A FH T}

show running-config crypto IPsec, ¥ W, 54 <45 W, ISAKMP 5 A A &3 (crypto) AT L
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. clear crypto protocol statistics

clear crypto protocol statistics

a3} 71457 MIBE] L2 EF 3 B A4S A -9-2 W clear crypto protocol statistics ™ ¥ S AF-£-3}

Y.

clear crypto protocol statistics protocol

O 1
fu
<3}
AR

4

call- A AJHE LE LZEF

protocol

A

2l
EH

A REZO o]

ul(l
tlo
N,
o
st
A
ks
o
o
K
m
rlo
[&l
fr
f
iy
tlo

2, off
e
ROl

T .
« ikev1 - IKE(Internet Key Exchange) % 1
« ikev2 - IKE(Internet Key Exchange) ¥ % 2
« ipsec - IPsec(IP Security) 2% A] X 2 &=
s other - A] T2 EZ8 02 ooy

* srtp - SRTP(Secure RTP) X = EF

* ssh - SSH(Secure Shell) T2 E =

* ssl - SSL(Secure Socket Layer) T = E =

ik
AL
B
4
o
>
o

N
o
ol
o
o
k1
o
i
32
of»
i
v

Uha ool A= 5

rr

535 7147 BAE AHU

> clear crypto protocol statistics all
>

! A
clear crypto accelerator crypto accelerator MIB] A& & 714 7] ¥hed 545 A3 U}
statistics
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clear crypto protocol statistics .

] A
show crypto accelerator crypto accelerator MIB] 4 % 7}4:-7] & SA & A FUTH
statistics

show crypto protocol statistics | crypto accelerator MIB2] X

Firepower Threat Defense-8- 5% 3= i



. clear crypto ssl

clear crypto ssl

SSL A X Z A]-9- " clear crypto ssl ™ & S AF-&-3H T}

clear crypto ssl {cache [all] | errors | mib | objects}

cache SSL Al 7| Al ol A whg ¥l Al A& %] 5 T

all (A8 AL SSL AL A €] RE A R EAS A )
errors SSL @ FE2 X&)

mib SSL MIB & 71 & AUt

objects SSL A £ 712« 51 .

dej 4 b

6.1 o] o] =91 ¥ A5tk

o2 of ol A &= B SSL A Al 2 A& AUt

> clear crypto ssl cache all

b a4

show crypto ssl SSL AR E FA YT
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clear dhcpd .

clear dhcpd

DHCP A1 v}RlY] @ ZA1E A -9-2H clear dhepd ™8 %S A& T

clear dhcpd {binding [all | ip_address] | statistics}

all (A A}8}) W dhepd MFR1E & Ay o

uhel g B FefoldE Fa uheld g AUt

ip_address (8 A A 1P el g whelE S A F o,
statistics A AR HEE AU

Yo 4 A
6.1 o] B7jo] =95 A%t}

g o o A= dhepd BAIE A9 WH S HoFU T

> clear dhcpd statistics

e =
show dhcpd DHCP v}, 7 o= A e AW S FA gt
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clear dhcprelay statistics

clear dhcprelay statistics

DHCP # o] T4 718 E %24 clear dhcprelay statistics 8 & S A&

clear dhcprelay statistics

e,

P 4 A
6.1 o] ool = e w9l g,
thg oo A= DHCP D o] A2 A 5= S nolFyt
> clear dhcprelay statistics
s Arg
show dhcprelay statistics DHCP Z o] oo]|HE EA ABE FA YT}
show running-config dhcprelay 3 A DHCP E o] o o] A E A 1g o)l AdS FA Y}

Fx
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clear dns

FA] & 7d-$- == DNS

o]

<]

o,

A8 A
EE A

(

o).

k<)

274 ¥l FQDN(A 713}
clear dns [host fgdn_name]

&

hostfqgdn_name

clear dns

~
;oo

rgel

i+

<]
o

Firepower Threat Defense

A g,

R

=

=

DNS 7] A]

> clear dns host www.example.com

show dns-hosts

6.1



. clear dns-hosts cache

clear dns-hosts cache

DNS 7§ A1 & A]-$-¥ 9 clear dns-hosts cache & &3 AF-8-3 1 T}

clear dns-hosts cache

6.1

Uk ool A= DNS 7H A & Al U v

> clear dns-hosts cache

i

show dns-hosts
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clear eigrp events .

clear eigrp events

EIGRP |l E 215 %]-9-2{ " clear eigrp events ™ & 2 A}-& 31}

clear eigrp [as_number] events

as_number (A8 AL o Ml E 215 %) 92 = EIGRP Z2 4] 29 A& A ~H] W35
. Tlnfo] A o+ EIGRP 258 Z 2 4| A1k 2| 9132 2 2}
(Z2A2ID)E AAT Z a7 lsyeh

i
©
[

n

ol

>

oo

S
—

o

o,
o
o
k
inss
i)
2
bl
iw
)

=

show eigrp events 3 & S A}-8-3}o] EIGRP ©|HIE 215 &

S of ol A= EIGRP o]l E 215 A3t}

=

> clear eigrp events

g% a4

show eigrp events EIGRP oW E =21

il
=5
>,
ot
W
v
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. clear eigrp neighbors

clear eigrp neighbors

[l Firepower Threat Defense§- 7 % 3=

EIGRP 17 H| o] B0l A SNE 2| E 2}A| 3} ™ clear eigrp neighbors ™3 =3

o
>
oo
&
L
o

clear eigrp [as_number] neighbors [ip_addr | if name] [soft]

as_number (W8 ALy o] ] GH5-8 ALA| 8 BIGRP 2 24 20] A% A 2251 ¥l 5.2
A4 g eh T uko] 2 vl EIGRP 2196 % 2 42k 2| e x e
A2 IDR) A A 28 M EAS)E A S B et g

if_name (9 e 1] o] -] o] S o 161 s o) o] - 1 A3l o] )
B o] 28 B3] Shrdt RE 917 Hlo] 2 e A7 T

ip_addr (A A1) Q14 Elo] Zol A Al A G = R @Ee] P

soft Hulol 2ol A 14 9] A4 A glo] A4 FE 7} A 5715461 A) v,

QUH IP 4 = QB 0] 2 o] B A HFA S A LE FH AL A% elo] el 4 A A
e,

de) 57 A

6.1 o Bzjo] =5 A% Th

clear eigrp neighbors ™8 % & 5 02 A o 14 &S 14 Ho|Ed A A AsA FHFUTE &
Ao g e 4 FEvk A AU

show eigrp neighbors ™ & 5 A-&-3}o] EIGRP Q13 Hol &5 & + AFHHh

t}-g do| A= EIGRP S1H Hlo] Lo A & A EEE Al AFUTH

> clear eigrp neighbors



clear eigrp neighbors .

5 el ol A= “outside” 2h= o] F 9] Bl H| o] 25 Fall 3h5 ek BE N E 2 E EIGRP 14 Hl o] &

A AATYH

> clear eigrp neighbors outside

e =

show eigrp neighbors | EIGRP <14 H o] &2 F A&t}

Firepower Threat Defense-8- 5% = i



. clear eigrp topology

clear eigrp topology

AP 7FeT= el

EIGRP EE 2 %] g o] B A dIE 2 & 2} A5} ™ clear eigrp topology ™ & S AH&-3 U T}

clear eigrp [as_number] topology ip _addr [mask]

as_number (1€ AFE}) EIGRP 2 A 220] 2p5 Al =6l M55 A 4P th tufe] 2
© @Y EIGRP ¢-9-§ ZRZAARE At B2 I 2 A2 DI A Al 2~
BT AS)E AAT A et gl

ip_addr EZZ2A Hol B A& 1P T4

mask (A& AR ip-addr 170l A8 U E Q) AL vhAL

RS T8 AR

6.1 ol Wlo] =Y HAFYTH

i

o] W& EIGRP E& &7 Hlo] 5ol 4] 7] & EIGRP A EZ & A FUth EZ 24 go]h& dEF]
11.7] 213} show eigrp topology 8 &&= AH&- < 5= Q15 Ut

ThS ol o] A1 = 192.168.1.0 U E 9 12] 9l E7] S EIGRP E% 2 4] H o] Eo| A #| A&}

> clear eigrp topology 192.168.1.0 255.255.255.0

i a4

show eigrp topology EIGRP EZ ZX] H|o]| E& F AT}
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%

clearf - clearz

L]
LRI

clear failover statistics, 69 ¥|©] %]
clear fragment, 70 3| ©]%]
clear gc, 71 o] ]

clear igmp, 72 #|o]#|

clear ikevl, 73 ¥ o]#|

clear ikev2, 74 ¥ o]#|

clear interface, 75 ¥ ©]#|

clear ipsec sa, 76 H|°]X]

clear ipv6 dhcprelay, 78 3| o]~
clear ipv6 mld traffic, 79 ¥ ©]#]
clear ipv6 neighbors, 80 | ©] %]
clear ipv6 ospf, 81 o] #]
clear ipv6 prefix-list, 82 o] %]
clear ipv6 route, 83 | ] A
clear ipv6 traffic, 84 | o]~
clear isakmp, 85 ¥ ©]#]

clear kernel cgroup-controller, 86 ] ©] %]
clear lacp, 87 ]~

clear lisp eid, 88 3]~

clear local-host, 89 ¥]o]%]

clear logging, 91 ¥]©] %]

clear mac-address-table, 92 H| o] %]

Firepower Threat Defense & 5% 3= i



* clear memory, 93 ¥|o]#]|

+ clear mfib counters, 95 3] X

» clear nat counters, 96 ¥ °]#]

* clear object-group, 97 || A]

* clear ospf, 98 ¥|o]#]|

* clear pclu, 100 ¥|°]%]

* clear pim, 101 o]~

* clear prefix-list, 103 3]o]%]

* clear process, 104 ¥|°]#|

* clear resource usage, 105 3| ©]#]

+ clearroute, 107 ¥ o] ]

* clear service-policy, 108 3| ©]#]

* clear service-policy inspect gtp, 110 3| ©] %]
* clear service-policy inspect m3ua, 112 ]| <]
* clear service-policy inspect radius-accounting, 113 ¥ ©]#]
* clear shun, 114 ¥|o]%]

* clear snmp-server statistics, 115 ¥ ©] 4]

* clear snort statistics, 116 | ©] %]

o clearssl, 117 ¥ o]#]

* clear sunrpc-server active, 118 ¥ 0] %]

* clear traffic, 119 #H ©] A

* clear weep, 120 o] 4]

* clear xlate, 121 ¥]o]X]
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clear failover statistics .

clear failover statistics
u7FeA BA 7SS A2 clear failover statistics ™ & 2 AF-&3FU U},

clear failover statistics

i
AL
B
b
o
>
ot

(@)}
)
ol
okt
o
k
A
i
32
)
i
O

AL 7ol =]
o] ™ = & show failover statistics ™8 ¥ 0. 2 ¥ A| = T4 ¥ show failover ™ & &= o} A Stateful
Failover Logical Update Statistics 44 ¢l 1+ 7FE & A5 H T

> clear failover statistics

i

L
o

show failover

K
N
o
o,
B
-,
¥
=,
9
(2
wa
Ho
of
2
2
=
ot
ox
i
il
=]
>,
w2
i
v
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. clear fragment

clear fragment

IPZEIHE A3 ZE9 £9 to]E 2 #9219 clear fragment § &<

clear fragment {queue | statistics [interface_name]}

IPEZYIHE QYA

moi'

S|

Fojrl e ey
A5 A gy,

statisticsinterface_name [p T I1HE AT EA S
Pae)

SEEIERIEE B
™

A, 2= A A o] ol Bt A7 A F YT

52 % % Vel o) 2ol o) &t F A
olgg AuA oz 4T 5 AL Th 28 o

g~ 4 ALE
6.1 o] o] =Y AFHTH

[e] 7 OE— RS
ol W2 A U7 oA A AT 7IvtEl = ZY IHEE A A (quene 71 EE 4 EH T )
RETP ZH IHE QA7) FAE A3 Y th(statisties 7] 9 =5 S 49, FA= 7HEHEA A
Ao Z AAFS T TAE AL 5, AAFSA Ee ARl 4, o 2715 2Tk W oW
Z 2713 sl4E deF

U o= 1P T I E QA BEo & HolHE A WS Bosy.
> clear fragment queue

ks a8

show fragment IPEZHIHE QA% 5 A volHE TA T}

show running-config
fragment
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clear gc .

clear gc
GC(garbage collection) 2 M| 2~ G A& #| A 3} H clear ge ™8 &< A8 T}
clear gc
R T AR
6.1 o] o]l =AW AFHT

O ool A= GC Z2A 2= FA S Al s Wi s Bolsdn

> clear gc

] a4
show gc GC Z2A 2= FA & ZAIE YL
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. clear igmp

clear igmp

K= IGMP 7H-H, 15 Al B B2 S X 5-2 1 clear igmp ¥ = AHE-

clear igmp{counters [if name] | group [interface name] | traffic}

e,

counters [if name]  IGMP £/ 7+l = A-gUT}
EREE DESSER R B

group [interfacename] IGMP L& 7] A] &-E-& 2HA]

traffic =99 7heEE ARy
EEES FA A
6.1 o] Yol =Pt

U el el A= IGMP & A| 7HE Bl & AUt

> clear igmp counters

TS oo A= ANE BE IGMP 18-S IGMP 18 A ol A] 2] 9= v S 1 o] F 1t}

> clear igmp group
o5 ool A= IGMP & A| Edl ¥ 7He-8 & A F T

> clear igmp traffic

i a4

show igmp IGMP 4 2.5 A )
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clear ikev1

IPsec IKEvl SA == A& A A5 ™ clear ikevl & & S AFE-3Y U

clear ikevl {sa [ip_address] | stats}

clear ikev1

saip_address
o] §AE AL g T 19
= AR g

SAZ A3 Uth 2= IKEvl SAS A -89, I[P T4 A ASA] &L

5

ow %8 SAQ IPv4 = [Pv6 T4

stats IKEvl SA1E A3t}
EL R T A
6.1 o] o] EAHAFYTH

U} o ol 4] &= Firepower Threat Defense U] H}-o] 2~ 0] A] [Psec IKEv1 &7 &

=

> clear ikevl stats
>

thS oo A= 1] o] IP F47} 10.86.1.1¢1 SAS AhA| gk o},

> clear ikevl sa 10.86.1.1
>

5 AA Y

el a4
show ipsec sa FHE-E, M E T, P o] &, o] IP F4, T2E o] F 5 IPsec SA°l o)
st QHE TARYT

show running-config crypto

EAFUT

IPsec, 4o W, 54 45 W, ISAKMP 5 A 3| &3 (crypto) T4 =

Firepower Threat Defense-8 " & 2%

"



. clear ikev2

clear ikev2

IPsec IKEV2 SA == A& A| A5} ™ clear ikev2 ™ & S AFE-3Y U

clear ikev2{sa [ip_address] | stats}

saip_address SAZ A3 Uth 2= IKEV2 SAS A WA IP F425 A Q3HA &L
o] $HL AFEE YT 18X ko A8 SAY] [Pv4 I [Pv6 4
= A4},

stats IKEv2 SAIE A3t}
EL R T A
6.1 o] o] EAHAFYTH

U} ool A &= E= IPsec IKEvV2 & 7| & Firepower Threat Defense U] H}-o] 2~ o) A A A g T},

> clear ikev2 stats
>

thS oo A= 1] o] IP 47} 10.86.1.1¢1 SAS AhA| gk o},

> clear ikev2 sa 10.86.1.1
>

] a4
show ipsec sa FHE-E, M E T, 9 o] &, o] IP F4, T2E o] F 5 IPsec SA°l o)
st QHE TARYT

show running-config crypto | [Psec, 45 9, 5% &3 W, ISAKMP 5 A A &3 (crypto) 73] =L
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clear interface .

clear interface
olE]H| o] 2= B A E A $-2™ clear interface ™ & S A}-&3U )

clear interface [physical interface[.subinterface] | interface_name)

interface_name (8 AFR) QB sl o] 2= o] g A g ).
physical_interface (A8 AFgl) Q1 7| o] 2~ ID( ¢l : gigabitethernet0/1)E 2] 'H g1 T}

subinterface (A8 AFR) 1~4204967293 W 919 = =] 4 ot A H ol A8 XA

e,

7|2 o w o] HE e BE QI ol FAE Aeyt

e
AC)

B
N
o
>
o

N

o
o,
o
9
o
o
i)
32
bl
L
O

U ool M= B I H o] 2 B AE Ayt

> clear interface

g%

show interface Aejso] o] At ) 2 FAS FAIGH

show running-config interface | ¢1E] o]~ AL T A

%
T
I
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. clear ipsec sa

clear ipsec sa

IPsec SA 7++-E], A EZ], &5 W = J o] AZA S A A3t A clear ipsec sa 1§ & S AF-&3 1t

clear ipsec sa [counters | entry ip_address {esp | ah} spi | inactive | map map_name | peer ip_address]

ah Q1Z &Y.

7}-9-¥ 5E SAY IPsec AE A4t

entryip_address AARH P FA2/EAE 0|8, TR ES SPI 4k I A6l Bl S 2148
Sh=s

esp YR TRES

inactive EE 9 &4 IPsec SAS AUt

mapmap_name Wolgom st A4 s Wt A RE HYS AP,

AQE TAE Ol F &E

AL AT o,

IP 422 25 = go]d )3t 2 E [Psec SAS

rr

peerip_address

spi SPI(Security Parameters Index)(16 %1 57)& 21 3t T}, o] &= Q1 ¥} = SPI%]
of gttt o2k = SPIo|| thafj A= o]

de) S AL
6.1 o] gedo] EYH UL

I IPsec SAS A-5-211 Q1< Qo] o] ¥ &5 AT

22 4 BT A ] s v of o Al = X IPsec SAE Firepower Threat Defenseol] A A A 34

.

> clear ipsec sa
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clear ipsec sa .

>
22 74 REA I E v dlol A= o] IP 54271 10.86.1.1%] SAE AHAI Tt

> clear ipsec sa peer 10.86.1.1

A

i
=

show ipsec sa H, <l

HnE

, W o], 9]o] IP 4, T AE o] F 5 IPsec SAS] T

A g,

o N,
o Mo

==

show running-config crypto | IPsec, ¢t3 W, 54 &5 W, ISAKMP 5 A A 93 (crypto) T-4 =

EAFY L,
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clear ipv6 dhcprelay

clear ipv6 dhcprelay

IPv6 DHCP H & o] vlQld ANEE] 2 A4S A5 ¥ clear ipv6 dheprelay ™ 7S AF&-3F

clear ipv6 dhcprelay {binding [ip_address] | statistics}

binding IPv6 DHCP Z & o] vl AEE A F Ut

ip_address (A1 A1) DHCP 2l o] uF1 & $) 3 IPv6 T4 5 A4 FYTh 1P F
ﬂﬂﬂgfw:np%i%ﬂé%%ﬂﬂﬂﬂ%ﬂﬁﬂ%ﬂﬂﬂQW

statistics IPv6 DHCP H & ¢] ol o] HE S A& A& T

S 77 Abe

6.1 o] o] =y E AT

o} of o A &= IPv6 DHCP &l o] vl 9] &7 HlolH & A 9= WS o5y

> clear ipv6é dhcprelay binding
>

t}& ool A1 = [Pv6 DHCP @ ¥l o] ol o] A E o] £7] to]E & #|-$-+= ¥ S HojF1th,

> clear ipv6 dhcprelay statistics

i

i

s

show ipv6 dhcprelay 2go] o] AE o5 AAdHE A o] vy AEZE T AT}

binding

show ipv6 dheprelay | [Pv6 DHCP H o] ol o] 1 E A B = F A g}
statistics
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clear ipv6 mld traffic .

clear ipv6 mid traffic

IPv6 MLD(Multicast Listener Discovery) E 2] ¥ 7128 S #|-9-11 A A 52 ™ clear ipv6 mld traffic
BE s AU

clear ipv6 mld traffic

del 5 AL
6.1 o Yedo] weisI it

U ool A= 1Pve MLDl| thek E 9 7k H & A5 Wil& Bolsyth

> clear ipv6é mld traffic
>

Eh a4

show ipv6 mld traffic | [pyv6e MLD E&& 7} 2B E T A

ot
T
o
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. clear ipv6 neighbors

clear ipv6 neighbors

IPv6 Hl o] 8] A A 7| A1 2 %] -2 clear ipv6 neighbors & &S AF-&3t T},

clear ipv6 neighbors

e
AC)
[>

*
—_

A 7FeT= el
o] %

rlo

= 1

Th2- ool A= 1Pv6 vl oW 2 A A Al el A a1 A E & Al

> clear ipvé neighbors

>

A BE 1Pv6 vl oW S A A ol A AP Al o AL dlE )= Al A A 25U

o
(o
b

il

2,
[

v
il
1
)
)
v
o

el

EE

show ipv6 neighbor

IPv6 13 tufo] = Al A RS FA Y Tk

>
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clear ipv6 ospf

clear ipv6 ospf

OSPFv3 24 3&}u B & 2| -2 ¥ clear ipv6 ospf T & = AF-&3 4t}

clear ipv6 [process_id] [counters] [events] [force-spf] [process] [redistribution] [traffic]

counters

OSPF X2 M| 2~ 7} EH E A4 43},

events

OSPF oMl E 2 15 z]-&1t}.

force-ospf

OSPF X2 M| 29 ]t SPFE A5t}

process

OSPFv3 Z 2 A A& A A &),

process_id

TRAADWES AFUT AT 3 Be 1

~ 6553594t}

redistribution

OSPFv3 7 & A v 32 & #] 3t}

traffic

EAE Agveh

Ch dlol A= =

TE OSPFv3 4 & AWl S 2] $-= w8 B Zu )

> clear ipv6 ospf redistribution

>

g%

a4

show running-config
ipv6 router

OSPFv3 2 A~ 9] Aa] 29l Av 1
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. clear ipv6 prefix-list

clear ipv6 prefix-list

298 IPv6 HTAF 552 A2 clear ipv6 prefix-list T & = A&

clear ipv6 prefix-list [name]

e,

o

name 4 1Pv6 AL 552 A
ECES +H A
6.1 o] o &=

oh8 o o A1 = listl IPv6 3 FAF &=

> clear ipv6 prefix-list listl
>

A= S Bols Yy

tlo

i a4

show running-config IPv6 A FAF 22 9]

ipv6 prefix-list

>
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clear ipv6 route

clear ipv6 route

A 7FeT= e

IPv6 e}-9-1 Bl o] Eoll X 7 25 2HA 81 ¥ clear ipv6 route & = A& T

clear ipv6 route [management-only] {all | ipv6-prefix/prefix-length}

management-only 1Pv6 ¥2| 2}9-§ o] &5k X5y th
ipv6-prefixiprefix-length  Pv6 A FAES o) o} -6 F 328 x|t}
all REIPv6 B2 E AHYth

e
o
[
¥
o
>
ot

N
o
o
okt
o
o
o
i
e
)
i
i

clear ipv6 route ™ -2 IPv6ol] 543t A2 A 9] 8L clear ip route ™8 = 3} F-AFg U T}
A J AS GMTU ) AAA = A -y )

Th2 o= 2001:0DBS::/35: 2] IPv6 74 2= 214 & T}

> clear ipvé6 route 2001:0DBS8::/35

g% =

show ipv6 route IPv6 A 25 T A S}
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clear ipv6 traffic

clear ipv6 traffic
IPv6 E 22 7B S A4 4 3121 clear ipv6 traffic T &2 AF&-gU T}
clear ipv6 traffic
e~ 7 A
6.1 o] o] = AFUH
AR 7Fol =]l
o] ©§ &= A& show ipv6 traffic & o] = A 7HEH S A2 A I
s ol A= 1pve Ed ) 7He-El & AL A T
> clear ipvé traffic
>
w7 A
show ipv6 traffic IPv6 EZE FAE TAIFY Y
Az
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clear isakmp .

clear isakmp

ISAKMP SA == 71 & A1 -9-21 9 clear isakmp ™ 3 S AF-&-31 o},

clear isakmp [sa | stats]

sa (A8 ALgh) IKEv] 2 IKEV2 SAE A3 Yt}
stats (A8 218 IKEv] 2 IKEv2 BAE A5 4th
EEIES T A

6.1 o] ¥ ol =EAFHH

[] 7ol = R4
L= ISAKMP g tlo Bl & #|-%-2 9 <15 §lo] o] ¥ & & ARy

t}&- o] = ISAKMP SAS =5 A A g},

> clear isakmp sa
>

& A
show isakmp ISAKMP -4 tlo]Ele] tfgt JH &5 A FH T}

show running-config crypto | [Psec, 45 W, 524 &3 W, ISAKMP 5 A A &3 (crypto) T4 =

EAFY L,

Firepower Threat Defense-8- 5% = i



. clear kernel cgroup-controller

clear kernel cgroup-controller

A2 9] cgroup AE Z ] 545 A-$-H ™ clear kernel cgroup-controller § & 2 AF-&-3 1T},

clear kernel cgroup-controller [cpu | memory]

cpu (181 AL} cpu/cpuacct AEE 2] A& AU T
memory AeALh v 2e] AEEY FAE AsYth
P~ T

6.1 o] BEo] =Y HAFH

5 gl A &= cgroup-controller & Al & A 9-= HWHS HolFU T

> clear kernel cgroup-controller

A av3
show kernel cgroup Z1EE SAE ZAI T}

cgroup-controller
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clear lacp

EtherChannel LACP X E 29 T A& X -2 clear lacp 8 & S AF-&3 Ut

clear lacp [channel group number]

clear lacp

channel_group_number (%€} A}g}

L4

) 1~489] ol whet A d 21F AR E AFHTh

WEE A4 e A9, BE TE Aol tg EA7 A9 @,
Pej2 574 Ah
6.1 SEERETEEEE

S doAeE TE A9 EAE A= 9 e HolEU )

= 1- O

> clear lacp 12

g%

i
o

show lacp

e

[
pr
o,
=
il
=5
>,
st
i
)
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clear lisp eid

clear lisp eid

Lisp EID H| o] &2 2] -2 ¥ clear list eid 8 % S A}-8-§ 1T},

clear lisp eid [ip_address]

ip_address EID Ho]| Eo| A A AHHA P F4E A AT
el 7 AR
6.2 o] W] w45 A% ot

tjule] 27} EID 2 AFo] E IDE 45 A3 EID H o &5 -4 & th. clear lisp eid 8 %>

g o] &0l A EID @55 AUt

g%

clear cluster info
flow-mobility counters

RS

S5 BUYE 7R HE

show cluster info
flow-mobility counters

td

WelE 7 EE AL

show conn

LISP &5 EH g g g3 Eg

show lisp eid

Fx
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clear local-host .

clear local-host

ZetolAEH 2ele] AE|(d: A Al S, 27] A eHE thA] %7]35}5}2] W clear local-host & 3 S A}

clear local-host [ostname | ip_address] [all] [zone [zone_name]]

all (A 8] A}3}) to-the-box E#F S £33 E A4S AUtk all 7| P ==
AL-8-3}A] ¢ 0 through-the-box E | & T X] 9 F Lt}

hostname %=+ (A8 AEH 24 $2E o] F B IPv4 B [Pv6 T4 5 A G FH o

ip_address

zone [zone_name] (A ALEH o A5 XA gt} o] 7152 Firepower Threat Defensel| A

XL through-the-box HEFS] A El & A& U T

ik
L)
>
4
o
>
ot

N
o
ok
okt
o
ki
o
i,
e
)
i
i

A 7FeT= el

P
,
u
=
o
(2,
=2
=
ro
fz
-0,
2
&
o
E
41 on
_O|L
2
td
f
=
re
ofo
S
>
rlr
=
it
Mo
fz
=
ox
Y
o
>,
ofo
ol
v
o
N

EAdAdd A= dEd A Al FAE H S Al AL
st Ao A4S EaL

Utk =Y AlEstd o
Aol o3l clear xlate ™5 =
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clear local-host

clear local-host & & S A~ E | &l 3 ~E gfo] X~ A3t
A= ete] ol d 2 Ak giv] & 2E &5 213 4 5

e oo A= 3 4E 10.1.1.159] #EY

> clear local-host 10.1.1.15

e )
clear conn ol o] AAE Ea LI

clear xlate

show local-host
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clear logging .

clear logging

27 HHE X219 clear logging 8 & S A&t

clear logging {buffer | queue bufferwrap}

buffer e e

queue bufferwrap )35 FTP 2 Z o)A 27 v 5 7] Q& A4 1)),

EEpS 574 A
6.1 o Bajo] =5 A%t

of dol A= 21 W ¥ o] W85 A f-= e Bolssyth
> clear logging buffer

e Ao A= AAE 2 My o] Y&Le X 9-=uk

i
tio
2
s
iy
i
o

> clear logging queue bufferwrap

k! £k
logging savelog Z A Y o] S8 ALEH)S A
show logging 27 ARE AT}
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. clear mac-address-table

clear mac-address-table

4 MAC =4 Hol & dETE X5 A clear mac-address-table ™ & & A}-8-3F4 T},

clear mac-address-table [interface_name]

interface_name (A8 A}ah) A e QlE] wo] ol o MAC 4 Flo] & A =2 2 A &
o},

R 574 A

6.1 o o] = AFuth

& dol & 54 MAC F4 H o]

iliA

AEZE AUt

> clear mac-address-table

g% a4

show mac-address-table | MAC 54 g o] & Jd E g

m{m
=3
>
)
T
o
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clear memory

clear memory

A& A -2 clear memory ™ & 2 A&}

clear memory {delayed-free-poisoner | profile [peak] | tracking}

delayed-free-poisoner

o2 & vy el YR RE WS
e B HeEE AR

% AHgato] o

A A ol vl me] %
]. o] )\]/\Eﬂ o7 u}ﬂo}

delayed-free-poisoner enable ™ & =

Y.

profile [peak]

W e] S 7)ol A f x5 v e B A ek A v
2 5] 9] 182 A e e Al peak 7
EA EEE R EE R FERELE T
& AL FU .

profile enable ™3 = =

tracking memory tracking enable " %5 A-8-51o] = g vl 2] 4 A HE A5
Sh=

R B T4 A

6.1 o] o] = HAFHTH

U ellell M= A d of 7 W &g Lol=y & ti7]d 2 $AE AU

> clear memory delayed-free-poisoner

2 A
memory theFst v 55 dd 83y

show memory
delayed-free-poisoner

show memory profile
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. clear memory

o A
show memory tracking | | 28] 34 A3 2 A3}
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clear mfib counters .

clear mfib counters

MFIB(Multicast Forwarding Information Base) 2}-%-E] #| %! 7}2-E] S #|-9-2] 1 clear mfib counters ™3
e AU

clear mfib {cluster-stats | counters [source or_group [source]l}

cluster-stats MFIB £ ~H %573 EA4& #&Yt}

count MFIB 22 % 520 5= o] E] & 4] 1] o}, countE ¢!
£ 7o) P2 et A9 g,

i
%0
29,
>
oo
_0|L
(2
td

source_or_group [group] (A1) A}g}) Zx2s B 1 IPv4, IPv6 i o] B U T F /1A B B A
AoHe B9, 228 A gl AAFU 22 Fal FUALE Fo4
et

ge) 4 AL

6.1 o] gdo] YU HIH

S dlo] = 2= MFIB 25 57 7H$E 2 %Sy}

> clear mfib counters

ek ck
show mfib MFIB 7 2 2 3|7l 4= dlo| g & F A g Th
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. clear nat counters

clear nat counters

NAT A 4 7}-&H & A -$- ¥ clear nat counters 8 & & A8t T}

clear nat counters [interface name] [ip_addr mask | {object | object-group} name] [translated [interface
name] [ip_addr mask | {object | object-group} namel]]]

interfacename

(8 AR s = (R 3 QB o] 2 A 4 g,

ip_addr mask

(R ALY 1P F2 D A1 vk S A o

objectname

(A8 AR HIE] A 7HA] = A uj 2 A& A1 o

object-groupname

e ABH U EY T A 25 AF T

translated (e Abah) Wske shekvl e S A g
EEES TR A
6.1 o] o] =¥ Atk

o] oo A1 NAT 33 7B & 29 4 & el F o,

> clear nat counters

il
ol

show nat

(K
f
i
|
[>
)
Y
Mo
)
il
=3
>
o
L
v
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clear object-group .

clear object-group
HEQ T AA 1ol %3 A2 A57]E 45217 show object-group T F S AHE LT,

clear object-group [object-group name]

object-group name AT 7HEEE A 9ok 8k AA ZF 9] ol S AU 1S A EskA &
2 A5, 22 AA 25l e 7 E 7 A H Y T

CEPS Y A
6.1 o Bajo] =5 A%t

U ool A= “Anet”gh= HIES A A 270 YESA A AA 3 E 45 A= WS BoFY

o},

> clear object-group Anet

ks ek
show object-group MA 18 ARE TASL, QY AA 1 o] MEY A AA 18 73
A A% 8 E 8 EAFUY
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. clear ospf

clear ospf

OSPF Z Z M|~ A B E X 9-2 ™ clear ospf § & = AF&- 1T}

clear ospf {counters [neighbor interface] | events | force-spf | process /noconfirm | redistribution | traffic}

OSPF 78 & A4t

neighborinterface

oM E OSPF oMl E 212 x]-&Y T}
force-spf =3 SPF 54| = A4t}

process /noconfirm

OSPF 2§ L2428 thA] Al 23 o),

redistribution OSPF A& A &1 EAS At}

Ed OSPF E&} 2] ## 5712 A4t}

SRS 57 AHe

6.1 S EDECE P
SRR

o] WL A9 o] BRI A ASEA Qar FA N A F T

U} of ol A= OSPF dl o] B 7}

> clear ospf counters

Mo
An)
i
td
-
N
o
rlr
ok
i
tio
o
s
hio)\
°
vl

ks e
show ospf A8 Fol P4 o] = OSPF AR E FAdUt},
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clear ospf .
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. clear pclu

clear pclu

PC =24 o] E A& #5921 clear pelu ¥ & & A&

clear pclu
e 57 AL
6.1 o] Welo] =¥ rvic.

U el A= PC A BE A3 4

> clear pclu

show pclu PCLU A E& ZAI YT}

[l Firepower Threat Defense§- 7 % 3=



clear pim .

clear pim
PIM E |5 7}3-H 9} vl 8 & A -9-2 9 clear pim ¥ & = A& §H

clear pim {counters | group-map [rp-address] | reset | topology [group]}

counters PIM E ¥ 7}2H & A& 4t
group-map [rp-address] RP(rendezvous point) "3 7] A] ol A group-to-RP 33 <l E 2] = 2hA)| g1
th 3@ RP A& AEZRE 4] 9-7] 93] RPO] o] F-& AE % o= A 4T

T AdFUH o] F& tes AHEE 5 AU
« DNS(Domain Name System) &2~ E H| o] 5-of % 2] ¥ RP9] ©]&.

CRPO] 1P T, o= v B Fow R 1005 34 £ el

HE N AE [P FAY YT}

o

reset ZAA o2 AEAS E3MRIB 5731 =3 th EZE 4] ol &
o] RE AR} A YAH MRIB ¢4 2 o] A4 F Ut} PIM EZ 2 X o]
57} MRIB H| o] EJH] o] 2 7+e] A S 5 7] 3} 8= o] 34 S AFE-S = <)

w4t

topology [group] PIM EZ 2 X g|o]Eo| A 7]& PIM A2 E A ZUt} IGMP =2 W1 4]
T} 7o) MRIB H o] B0l A A& AR E »rEFHYLH EZ 23] g o] Ed A
AT HENAE OF TAEE o)lgS A8 o2 AT = dHY
o] 52 U F st dF YT
*DNS 5~ E o] 5ol Aold HE|FNAE 172 o] &,

« HEINAE 15 9] IPv4 == IPv6 2.

EEPS 4 A

6.1 o] ¥R ol =Y AFU

U2 ool A= PIM EdE] 7He-E & A3yt

> clear pim counters
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. clear pim

T3 of ol A= 23.23.23.2 RP 4=l 4] group-RP =3 N E 2| & A v}

> show pim group-map

Group Range Proto Client Groups RP address Info

224.0.1.39/32* DM static 0 0.0.0.0

224.0.1.40/32* DM static 0 0.0.0.0

224.0.0.0/24%* L-Localstatic 1 0.0.0.0

232.0.0.0/8%* SSM config 0 0.0.0.0

224.0.0.0/4%* SM config 0 9.9.9.9 RPF: ,0.0.0.0
224.0.0.0/4 SM BSR 0 23.23.23.2 RPF: Gi0/3,23.23.23.2

> clear pim group-map 23.23.23.2
> show pim group-map

Group Range Proto Client Groups RP address Info
224.0.1.39/32* DM static 0 0.0.0.0

224.0.1.40/32% DM static 0 0.0.0.0

224.0.0.0/24%* L-Localstatic 1 0.0.0.0

232.0.0.0/8%* SSM config 0 0.0.0.0

224.0.0.0/4%* SM config 0 9.9.9.9 RPF: ,0.0.0.0
224.0.0.0/4 SM static 0 0.0.0.0 RPF: ,0.0.0.0
A g

show pim PIM E )= A1 g AT
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clear prefix-list .

clear prefix-list

AT BS Gu 43 3

ot

il

TE A2 A5t M clear prefix-list & ¥ S AF& 3 T}

clear prefix-list [prefix_list name]

prefix_list_name (B AL 1% 3157} A 91A) = R FAL B =) o] ey,
Ya) s &4 Aya
6.1 o] Walo] =H ALY

Oh ol &= first_listeh= S50l Al 4 FAF 55 A1

il

A= S BolsiUt

> clear prefix-list first list
>

2] g
show prefix-list AEAL RS e AL B2 80 O g 4R E BAFU
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. clear process

clear process

Firepower Threat Defense T] B}-o] 20| Al A8 F2l X ¥ 2 A2~ 9] FAE #9211 clear process
BE e AU

clear process {cpu-hog | internals}

cpu-hog CPU ¥t} AL BA1 & At
internals I A WE EAE X5y
EE T A

6.1 o] o] EAHAFYTH

oS oo A= CPU Yt} A1 EAE A 9= 9 LS HosU )

> clear process cpu-hog

R e
cpu hog AN CPU T} A BA) AR E EF AR T

granular-detection

show processes Firepower Threat Defenseol| ] A &8 F-Q1 L2 A 29 B55 FA U
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clear resource usage .

clear resource usage

2 A AL BAIE #9211 clear resource usage ™ % S AFE 3L T}

clear resource usage [detail | resource {[rate] resource name | all}]

detail RS a2 AR AT AFREE AR T

resource [rate] S Y2 AR S AU BE #A20 A5 al(7] 23S A

resource_name Ut a2 AR ES X]%E:]Uq rates A % %‘/]‘jr H &2 SAE =
2] 422229 = conns, inspects 2 syslogs 5 ©| J5UT o] H 3 Bl A~ 78
o = rate 7| 9] =& A A3 oF FU T} conns Bl AT A AE FERE S

A A 2T Ad F5 e rate 7] =RF A&l of )
E]/\/\ 06‘5]8_ T;]—U }' 'E‘I/]E}'

* Conns - 3~ E 3}1}9} of 2 t}
2E 719 TCP == UDP 92 ¢

ZE M| AR S 38t F &

8
for

IS
£

* Hosts - C]B}o] ~ 2 E3] &

n&“
4>

9= T AEQUT
« IPSec - TJu}o] A5 53] A% = [PSec @& BlEd Y
hZ’_

» Mac-addresses - MAC =4 H| o] &9 A &]-8 5 += MAC
e},

* Routes - Z}-9-% H o] & dEZ].

* SSH - SSH A 4.

* Storage - U F E 2] o] ~E A A& A7|(MB &9).
* Telnet - &Y A A,

* VPN - VPN 2] &2,

* Xlates - NAT H 3},

Yol 574 g

6.1 o] W g m sy
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. clear resource usage

oh alol M Al g A AL EAE A

o

> clear resource usage resource all

=]

)

hin

% 4
show resource types ri ) BES
show resource usage Cjdlo] 29 g A A

o
ot
tio
=3
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clear route .

clear route

TAAM o2 S5 HEE Al A5 clear route H & S A8 T

=

clear route {all | ip _address mask_or_prefix}

all RESE 4R AATA ARG Gk

ip_address mask_or_prefix |71 & 7] 2 9] [Pv4 T [Pv6 thA T4 2 nfAad == HEAY Yo

EEPS A
6.1 o Bzjo] £ 5 A% Th

&

U ol s BE 4o 53 428 AXshs WS Bolsyth

> clear route all

e a4

show route AR ARE FA Y
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. clear service-policy

clear service-policy

A8 A E ol st 4 HlolH = A5 A 5-2H clear service-policy 8 ¥ = AFE- Y T}

clear service-policy [global | interface intf| shape | user-statistics]

el (A AFh) A9 AHl s mEle] E 2 A g o,

interfaceinif (¥ AFe) 57 QL o] o] An] 2 g2 B2 E A G

shape (48 A1) shape 4 4 e] £ 712 A &1,

user-statistics (A8 A3 A8 2} B o] thEF Ao T EH S A A uk AR A A=
A §-A] kHF Yt} o] 7] 5 Firepower Threat Defenseol] A #| 91 & %] ¢F<5
S[ES

7| Egkom o] B S ARE A BE AMH| A2 FA Y BE SAE ASH T

dej 4 AL
6.1 o] gdo] YU HITH
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clear service-policy .

tlo
e
BN
o

ARl R A = S AIE A8 ste] 22 4= 25U Th clear service-policy inspect ™8 &

Uk ool A= 9 % I o] 2ol 3k ]2 G A SAE A= WS HojFut

> clear service-policy interface outside

ks g

clear service-policy GTP, M3UA % RADIUS A} dlzlof] o 3k A u) = A 2 BAE 2|3t
inspect

show service-policy AR A~ AN FA T T

show running-config | 1) %91 T4 o T4 A¥] 2 AL A G,

service-policy
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. clear service-policy inspect gtp

clear service-policy inspect gtp

GTP A} A E A 9-21 ™ clear service-policy inspect gtp ™ & = AF&-3 1 T}

clear service-policy inspect gtp {pdp-context {all | apn ap name | imsi IMSI value | ms-addr [P address
| tid tunnel ID | version version_num} | requests [map name | version version_num] | statistics [/P_address]}

pdp-context {all |
apnap_name |
imsi/MSI value |
ms-addr/P_address |
tidtunnel ID |

versionversion_num}

PDP(Packet Data Protocol) H=+= % & Z}(bearer) &} 4 HE A5 H T} &
7| =5 Abgat] A& s A8 S5

call — B2 43S AH U
s apnap_name — A H WA 2 LA E o] Fol e &S A1)
« imsi/MSI value — A ¥ IMSI 167 =0l T3k 23S A3 1},

* ms-addr/P_address — *| %4 ¥ MS(mobile subscriber) IP 4~ tff gk
&Ee Ay
« tidtunnel ID— A A ¥ GTP B 9 ID(167 =)0l tf 3+ 4 3-8 A 51 o}

s

oo

N

« versionversion_num— A1 73 ¥ GTP ¥ 7 (0-255)°] s+ J3+&

o},

requests [mapname |
versionversion_num]|

GTP 84S AFHth A8 A o2 th5 et B & AHg-3to] A&
A sy

» mapname — A4 ¥ GTP AL A2 W} A4 23S AF U

ko
ox!
tlo

« versionversion_num— A 73 ¥ GTP ¥ A (0-255)l 3+ & 4 S |+

.

statistics [/P_address|

inspect gtp 8 % o] th gk GTP A& A|FUth JI=ZRJIE ] F4E AA
sto] 54 A= RIE tigt SAE A&

de) 4 AL
6.1 o] Bdo] YU EIH
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clear service-policy inspect gtp .

b5 dlol| A= GTP &A1& A5 H T

> clear service-policy inspect gtp statistics

e EXS
show service-policy GTP 5415 A& Y}t
inspect gtp
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. clear service-policy inspect m3ua

clear service-policy inspect m3ua

M3UA AL A S A 9-21 ' clear service-policy inspect m3ua ™ & 2 A}-&3H o}

clear service-policy inspect m3ua {drops | endpoint [ip _address]}

drops M3UA 2HA] S A& A5 T

endpoint [ip_address] M3UA =T OE EAES
AEFJNE P FAE A

Yol 57 A
6.1 SEEEECEC )

M3UA AAFe] EA1E A2 1 o] WH& AHE St EA1E A8k o] W& ] show H W& A}

gyt

TS of o] A= M3UA A= X0 E B4 2 2 &1 )

> clear service-policy inspect m3ua endpoint

H & A
show service-policy M3UA FA1& A Y

inspect m3ua
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clear service-policy inspect radius-accounting .

clear service-policy inspect radius-accounting

RADIUS o] 7% 8 A}-8-2}5 2| -2 ¥ clear service-policy inspect radius-accounting ™ & S A}-8-3

.

clear service-policy inspect radius-accounting users{all | ip_address | policy_map}

all REAREAE AFU T

ip_address o IP T4 9] AF&-AHE AUt
policy_map o] g2 W} Axe AHEAE AT
L et T A

6.1 o] &l =Y AFYTh

Ch2- of ol A RADIUS o] 7}-& 8 AF&-2}2 A3t}

> clear service-policy inspect radius-accounting users all
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clear shun

clear shun

Y}

é}

™ clear shun ¥ & & A&

& EAE A5

ZF

al

5

clear shun [statistics]

B RE A3 o

o
RS

&) 2lE] o o] 2 7}

(8 A

statistics

fros

ruge]

o

£
Ayl

6.1

> clear shun

Ho
%
i
o
ojn
)
0
ﬂ
o
oo
73
el
b 5
Eolay
6T
)
T
= o
W Az
B olo .
MR W
~ Eo ..uwrvu
Aw | <
TE |
oz |
Wl |
B Al | R
(R | g
W | F
=
=
=
w | § 3
g =z
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clear snmp-server statistics .

clear snmp-server statistics

SNMP A H S A(SNMP # 7l 42 2 &9 7} E])E #-9-2 ¥ clear snmp-server statistics ™ & = A}

83,

clear snmp-server statistics

del 5 AL
6.1 o Yedo] weisI it

Th2 dloll M= SNMP M H] A1 & A 5= W< BolsHth

> clear snmp-server statistics

e a4
show snmp-server SNMP A AZ) 28 o] ARE T AT}

statistics
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. clear snort statistics

clear snort statistics

Snort FA|(FH 7HEH, 225 71E 2 oMl E 7}-E)E A -9-2] " clear snort statistics T ¥ = A}

83,

clear snort statistics

de) 4 AL
6.1 o] gdo] =Y = UL

U ol el A= Snort A & A= WH S HolEyth

> clear snort statistics

o= v
Snort A B] 2~ Au] Z1g o] Aol th3F A BE AT T}

show snort statistics

Fx
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clear ssl

T =

clear ssl .

U7 H4 02 SSL J BE #9211 clear ssl % = A&t

clear ssl {cache [all] | errors | mib | objects}

cache [all]

SSL Al A Al el A wEs sl Ml A S A5 Yt SSL Al A Ff Aol Al B M4

HSAE A A G AR all 7| =S F7h U T

errors ssl 275 AUt

mib SSL MIB &4 & A%t
objects SSL A F A& A&t
ek E T

6.1 ol ES LY dFUTh

DTLS 7] A= A $-#] 25Ut} AnyConnect 7] 50l 9§ &8 7] Wit o},

T}& o of] A = ssl N A 2 2] 9-31 SSL A A A A 9] =

> clear ssl cache

SSL session cache cleared: 2
No SSL VPNLB session cache
No SSLDEV session cache

DLTS caches are not cleared
> clear ssl cache all
Clearing all sessions and statistics
SSL session cache cleared: 5
No SSL VPNLB session cache
No SSLDEV session cache

DLTS caches are not cleared

S AR B EAE A= Ae BolsU
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. clear sunrpc-server active

clear sunrpc-server active

Sun RPC ol &2 Al o] A Aol Al & &5 A -9-2] ¥ clear sunrpe-server active ™ &

ftlo
>
ofo
%
i
kS

clear sunrpc-server active

Pel s 4 A
6.1 SR EBETECEE

ARE 7Pl =]
clear sunrpc-server active ™ ¥ -2 A}-8-3}H Sun RPC o 22| Al o] A Z ALl Al & 9 31 NFS, NIS¢} &
Au] 2~ E g o] tynfo] 2~ 3 E Vb et sk A ES Al 7 dFH T

Red
Y

THS o o] A 3= SunRPC A 1] 2= H| o] -8 %] &= Wl S 1 o] F1] T},

> clear sunrpc-server active

8% vy
show sunrpc-server EA] Sun RPC A 8] 2~ i3l A RS gAYt
active
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clear traffic

AFE o= el

PN
AE G

e

clear traffic

T2 ggol g 7F2E & A A A st W clear traffic B % = AHE- U U

clear traffic .

Pel s 4 A
6.1 SEEBETEEE

clear traffic ™ = -2 show traffic ™8 & 3} s}7 A1 ¥
7+ = vFA 9O =2 clear traffic 3 & & g

o] 28 Ayt 92 4 vho] £ 2 vhehiy]

Ghol AEIE §7 g 717-% ek o,

T} o of] A= clear traffic ) & & X o5t}

> clear traffic

mi

o] 7} 2EHE A AT} o]
27} &2kl AEVFH o] % 7t 9]
Tl vfo] 27} wpA] ek A F g

1 o
e

ek R
show traffic A% 9 52N 25 o
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. clear weep

clear wcep

WCCP(Web Cache Communication Protocol) 4 H.& A4 7 &} 21 ™ clear weep 8 & S A&t

clear weep [web-cache | service_number]

web-cache A Al MH] =5 A A g}
service-number Aqu| 2= g o) 7k A ALl o &) K| G & o] v]Ehi= F A A v 22 Al E 2]y T

A AN A M3 o] 9] = 0~2540 Y Tk

Yo 57 A
6.1 SEEEECEC )

5 ol el A= §1 AN Al A B]2e0f] tis] WCCP B BE Al gt WS HojFy T

> clear wccp web-cache

h] =]
show weep WCCP ¥ 1ol S A FY
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clear xlate

A 9-#{ ™ clear xlate

=

=

zég_

clear xlate [global ip/[-ip2] [netmask mask]] [local ipi[-ip2] [netmask mask]] [gport porti[-port2]]

[Iportporti[-port2]] [interface if name] [type type]

clear xlate

X o X oz B of
o X o X T i
i o o ol < my
id g B e B T
70 s 70 G m Nfo N
o X0 e X0 o o ﬂw
i o = | M o i o T
ol w T o 4 = ojp ) B
N ol | o| o e o oy ao
~ NE N ~ N oy o - By g
iy ~ SR ~ e T 7 2
oF i o il e T g
o ofz SRy — ®
g o ;| 5 i ~ BN N =
3 (= e N T oo =
4 2 | 4 o R oy g O g
N W} o N I} A ¢ T & o o :
o # a | H =y |2 o B ox o g
Hoolw g B RT e B oy g S -
& B 04 B MR | Bow o A
N- | L | PRy o om +
& = S & A B X - o Mm %0 A ay
B ia T | T G SN N B
w L Al
T oo | ™ ™ RX ok MM 2 = | & T
5 & |#|# |# |fw |fw 5 g & El
—_ —_ —_ _ —_ o X —_ I N b~ 2 o
<o | X ~ <X <9 <A & 8 2 B M
g Ty |5 T oo (WO W oy e e e e
7 |z R I Rl w0
T | T [T | g | T [T T < | ®e
%o | B
Ao
s N
P S S 3
= T % & ¥ |3
— N =< )
SRR RERE N g
g 5 : |z 5 £ 2, o
o) & E |2 =3 = z | o




clear xlate

clear xlate & & W3 &3 o Y&S XYt (“xlate” 7} 93 &£3F & 2| g A &322 7] g
O] U d g E §FAE 7 AFUT E7F NAT 112 S 571, B = Al A S o] S| clear xlate 8 &

S
xlatex= NAT H=+= PAT Al A S A 3ttt o] M43 show xlate detail 8 %S o] &3] &let 4= )
FH
xlatei= 317 (static) 3 2} 5 4 (dynamic) & °] AFYT LA xlate= G T4 xlatei/ﬁ 77 NAT
T2 & AFE-3Fe] A Y T clear xlate ¥ 32 114 52 %] 9-%] &HUTE 114 xlate= 713 1Y

o
o] ol A LA NAT T2 & A A= o 20 A AD 5= Q&5 744131101@01];\1 1A FA
& Awe 5 ol o 2e o

&AA B o 1Y AL ALEIHE N E ADE AL BN & 9%

A& ¥ &4 3}l clear local-host 3= clear conn ™8 & S AF-&-3HU )
A xlate= Egf T A2 87 /\] A 5] = xlate ) Y T} clear xlate ™ %2 5 4] xlate?} ¥ AAS
A 7 T}, clear local-host 5=+ clear conn 8 % & A}-8-3}9 xlate J&E‘i AAL 2| S % 9
VA AA L AE 2 B

th A" g o] Ao A B2 NAT 7F &S Al AHE 29, 54 xlate9} ¥
T syt ol Ad S AA é}ﬁ‘%ﬂd clear xlate ™8 % S A& 3]

=]

g

s

O dlel M= dA fg 3 dd &% JRE A= e Bosyh

> clear xlate global

Y )
clear local-host 24 3A2EVUEYI ARE XY
show conn RE 84 A4S FAGT

show local-host EAIAEVEYI ARE FAF
show xlate A HE AHE F Ao
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|
(B ])

clf - ¢z

+ cluster enable, 126 ¥|©]A]

« cluster exec, 127 ¥ o]X]

* cluster master unit, 129 3| o]%]

* cluster remove unit, 131 3o]#]

* configure disable-https-access, 133 o] %]
* configure disable-ssh-access, 134 | ©] %]

* configure firewall, 135 ¥|o]#]

+ configure high-availability, 137 ¥|°] %]

* configure https-access-list, 140 3| ©] ]

* configure inspection, 142 ¥ o] %]

* configure log-events-to-ramdisk, 148 ¥ ] %]
* configure manager add, 150 ¥|°]%|

* configure manager delete, 152 ¥ ©]#]

* configure manager local, 153 o] X]

* configure network dns searchdomains, 155 ] ¢]#]
* configure network dns servers, 157 ¥ ©]~]
« configure network hostname, 158 | ©]#]

* configure network http-proxy, 159 3] ©]#]

* configure network http-proxy-disable, 160 ] ] %]
« configure network ipv4 delete, 161 3| ©] %]
* configure network ipv4 dhcp, 163 | ©] %]

* configure network ipv4 dhcp-server-disable, 165 ¥ ©] =]
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* configure network ipv4 dhcp-server-enable, 166 3 ©]#|
* configure network ipv4 manual, 168 3| ©] <]

* configure network ipv6 delete, 170 3| ©]#]

« configure network ipv6 dhcp, 172 | ©]#]

* configure network ipv6 manual, 174 3| ] =]

* configure network ipv6 router, 176 | o] X

* configure network management-interface, 178 ¥ ©]#|
* configure network management-port, 180 ¥ ©] %]
* configure network static-routes, 182 3| ©] %]

« configure password, 184 3]~

* configure ssh-access-list, 185 ] ©]#]

* configure ssl-protocol, 187 ¥| ]~

* configure tcp-randomization, 189 | ©] %]

* configure user access, 191 ¥ ¢]~|

* configure user add, 192 ) ©] =]

« configure user aging, 194 ¥ ©] ]

+ configure user delete, 196 3| ©] %]

« configure user disable, 197 ¥ ©] ]

* configure user enable, 199 | ©]X]

* configure user forcereset, 201 3] %]

* configure user maxfailedlogins, 202 ]| ©] 4]

* configure user password, 204 3] ©]X]

* configure user strengthcheck, 206 3| ©]~]

* configure user unlock, 208 | o]#]|

 copy, 209 #|o]A|

* cpu hog granular-detection, 213 | ©] %]

* cpu profile activate, 215 ¥| ]~

* cpu profile dump, 217 ¥ o]#|

» crashinfo force, 219 ¥ o] %]

» crashinfo test, 221 ¥ o] XA]

* crypto ca trustpool export, 222 3| o] %]
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* crypto ca trustpool import, 223 ] ©] ]

* crypto ca trustpool remove, 225 | o] %]
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. cluster enable

cluster enable

FridolA S 2B ™S 2743518 W cluster enable ™ & A& L U

cluster enable

Pel s 4 A
6.1 o] Mol =5 Azt

APl
F 3R 1A fR A PhE f9 A o] Aotk 1A Fule] A3k
A3k o] 22 vh2E] fulo] Futh o] 717kl of Wl A WA E 3hA vHAA S

U ol A= FRelM S 2H Y e sy

> cluster enable

kS ek
cluster master unit A SRS FaEHe npaH Sy o2 AT
cluster remove unit Y28 AA FHLE A AT

show cluster info S 2~H ARE gAY

cluster exec wE ZeaE Ao 9E e mU.
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cluster exec

T TTo] =

cluster exec .

Y EH O BE fFHloA e 54 fHol A EE S AW cluster exec ¥ @ = AHE U T

cluster exec [unit unit name] command

unitunit_name (B A 54 Fold BE e R d U B o] 5S EE W cluster

command A& sle =

dej 57 A
6.1 SEEEECEC e

e ‘ﬂ”ﬂoﬂ show ™8 &
capture 2 copy 1> ‘jr% HHEY A Sy 2y dA A4S E8T T dFYTL

-
E
mlo
i
=
=)
td
Wil
i
1B
o
oy
N,
i
K
o
=
oo
o
(gl
=2
o
L
o
rH
>
=
=
>,
i,
i
ui

E]

EEEL
B el

Ho
L
lo
offt
e
o
Y
1

e
tio
—
o
H
g
>
=
2,

i
>
9,

i
>,
ol
A
)
o
dlo
od,
o
tio
=)
[

N =
SEEARICH
> cluster exec copy /pcap capture: tftp://10.1.1.56/capturel.pcap

WG b 1 of 2] PCAP 31 o] TFTP A Hof] HARE U TH oA} 71 A 51 o] o] & H ol = {4 ©]
5ol A5 0.2 A ™ capturel devicel.pcap, capturel device2.pcap &< & 2 o] H T}, o] ool A
+ devicel Z} device27} £ 21 2H 4 o] F 4 Yt}

cluster exec show port-channel QoFEd sk tS AME S = F82H 9 7 o) ik
EtherChannel 4 X7} 149} 151t}

> cluster exec show port-channel summary

primary(LOCAL):***********************************************************
Number of channel-groups in use: 2

Group Port-channel Protocol Span-cluster Ports

—————— e ittt
1 Pol LACP Yes Gi0/0(P)

2 Po2 LACP Yes Gi0/1(P)

Secondary:******************************************************************
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. cluster exec

Number of channel-groups in use: 2

Group Port-channel Protocol Span-cluster Ports

—————— e
1 Pol LACP Yes  Gi0/0(P)

2 Po2 LACP Yes Gi0/1(P)

ks e

cluster enable

cluster master unit

cluster remove unit

2ol B0l A §512 A7 T,

show cluster info

Y 2H JHE ZAFYTH

cluster exec

td

= 22 el WEe Byt
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cluster master unit .

cluster master unit
Al RS gate] 2 S8 2 o] vk AE fY o2 A A2 H cluster master unit 8 & S AFE- Y T}

cluster master unit unit name

e (B>

A2y A vt g 7 A8 E 7] 71 vt 28 2 Y-S A ARE A A skE A
Bl < A&l oF & 79 cluster master unit ™8 7S A8 T 18

5o Aol HHS Tl vt FUS A2 WA H B Ado] HAa

W A vk AE R A AR S ghA] A A S oF gy ok

unit_name A whsg frule] @ 2 5l ol B A%

5

H
cluster master unit?2 ¢ H A Y (A A 74
= 74 %), show cluster info ™ %S 53y}

i)
)
[>
o
ol
>
ot

N
o
ol
o
o
=8
o
i
3
ofy
T
v

A 7FeT= el
718 2] 2 F 1P F 0] thA] AAs|oF Fht.

o2 oo A = device2E VFAH R o2 A AT

> cluster master unit device2

i a4

cluster enable

o
>
S
>,
Ll
v}
[»
a
o
o
>
oo
(0
o2l
s
i
)
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. cluster master unit

el

il
o

cluster exec

rr
rt

S el ¥E s iy

td

cluster remove unit

Ze) B0l A §512 A7 g,

show cluster info

FUEH ARE BAIGU L
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cluster remove unit

FH LA

cluster remove unit .

RS- A A3t M cluster remove unit & & S AF-8-3HU o}

cluster remove unit unit name

unit_name ZH2Hol M AAT 24 {4 o] FS A AFYTLE WH o] 58 Held
cluster remove unit 25 ¢} & } A} show cluster info & & S 4 &gy t}.

2 Ea T4 AR

6.1 o] o] = AFYTH

BESEY A3 eo] A3} kg fu
G EEEE DE!

so] vh ] fUl S

e oA E f1 o

> cluster remove unit ?

AL 1
S A A FH S F7 S AdHFY T S ol {3

A A A9 A vt AE o] Aeig vy},

o) A1 57181k vk 2 23] T o e IThE H A B B R
of o] B & 912

S gl v E 8 22 ol A device2E A AT T

Current active units in the cluster:

device2

> cluster remove unit device2
WARNING: Clustering will be disabled on unit device2. To bring it back
to the cluster please logon to that unit and re-enable clustering

b

cluster enable

cluster exec

cluster master unit

A HRA e Fel2E e phaE fRoE AT
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. cluster remove unit

8% av
show cluster info Ze A8 ARE TA Y
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configure disable-https-access .

configure disable-https-access
ELZ P 20l A HTTPS 2 Alles A 5-8He = tulo] 28 4 8 A HTTPS A &= 555 4
529 configure disable-https-access 8 ¥ = AF&- 3 T},

configure disable-https-access

de) 54 AL
6.1 o] gedo] == UHITh

tjujo] 2~of tf g HTTPS M A~ E v &4 sl8t e H o] W& S AFE Yt HTTPS dA == 24 3
Q

2] A}, Firepower Device ManagerS A}F-8-3F uj] &

U5 ool M= o] F40 A HTTPS A2 S A== tjulo] 25 A gy}
> configure disable-https-access
] A
configure tjufo] 27} XA [P 40l 4 HTTPS 12 & &l =5 -4 g o).
https-access-list
show https-access-list | 3 x) HTTPS I A A~ BE2& ¥ AT},
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. configure disable-ssh-access

configure disable-ssh-access
EEIPF20)4 SSH A Al LS AF-S LS tulo] A5 FA A SSH A~ 528 %) $-2

configure disable-ssh-access ™ & S AF&-3 4 o}

configure disable-ssh-access

de) 4 A
6.1 o] §R ol =Y AFU

[} 7ol = R84
tuto] o] T3t SSH A1 2+ 2 ¥l B4 35w o] BAS AU o] BH L B TES B

7]
M| 228} A -2 A 9| 5}al CLI A A 2~ WA g o),

thg dof A= 9l o] o] FA0 A SSH G AS AH-E 2= t]ufo] A5 AT T).

> configure disable-ssh-access

il

i 8

configure ssh-access-list

T
show ssh-access-list 3 2] SSH A A A E=S T A g o)

>
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configure firewall .

configure firewall

Wl n e S B T = g9y B2 A3 configure firewall 1§ S AR5 T

configure firewall {routed | transparent}

routed W mes o w gl mee 4gah,
3

transparent W pe s =

rr
AL
o
ol
td
[
=2
pasd
f
T
)

784 0 % Tuo] i

o)~ 2= A}
6.1 o] o] = HAFUT

AR 7Fol =2}l
Frg whele 2 “u] 24 Q= 3 91 E (bump in the wire)” B “2 3|8 W3} (stealth firewall)” 22 &
&5 st dlojof 2 WEtE o, A A E tufo] 2ol gk 2f-B] F O FAHA BF
REE WY AP, O] Beo] $E wrolA] RE A5 A 2 0m e bl o) A 1)
o) 8 g A FIT) 1) 1elo] ol olv] A9 A qhiz A5 me g WA Aol A% A 1e)
o B E MASAIA L A A3 Lelol e AT u) ol el e Ml E BT & A HT.
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. configure firewall

[N

27 tjnpo] 2 2| 22 Firepower Device Managers AH&- 52l Lo RER e
T EUTh 24 BAE AFE Toln T RERE Wik =
deleteS AL-8-31o] B2 A A 8kaL T R =2 W33 thS- Firepower Management Center=

7}2] 7] == configure manager add& A}-8-3l oF 3Hu o}

)

o
Kl

o]
T 7
74%-, WA configure manager

>

s

.

ohg ol A g a mEg Ry o W

> configure firewall transparent

i a4

show running-config | 213} 9 715 1¢o] & FA G},

show firewall Whal we = g A g}
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configure high-availability .

configure high-availability

tufo] 4 7he] 7k A g o)A@ Y o) v A3, DA Tk i thA] Al &sle W
configure high-availability ' & S A& o},

configure high-availability {disable [clear-interfaces] | resume | suspend [clear-interfaces]}

clear-interfaces (A Ay T8 vl B B s A Bk A vk Qe Ho) 2B A
SE!

disable o] tubol 2o} &% o} the] LALEA ¥AE FF T

resume o] tulo] 2o} &% w0} 7+ A4 FrrE 7184 AT 1o AE ThA

AT v B shE 23] Lelol B e thA] A2 5 glgre.
=

suspend o] tjujo] 9} s o] 7+ 1
HWWT%%AJH]E%WNNﬁ§¢%%WW

e
AL
I
4
o
>
o

N
o
ol
o
o
k1
o
i
32,
o
i
il

Firepower Management Center& AF-8-31] 2711 9] tlnlo] ~ & 317184 o2 :rL* 3 g AF U o
= o8 F vw A tluto] 2of Aol 7p Wkl e A9 vluto] A7 th A S = 9l H Y Ay 1Y
Ao = oA dFHTH

o]™ o] f-Z = Firepower Management Center2] 3] 18| 0] A& Jd|o]|EE = ¢l= 45 117184
S B2 8H7] $) 3l configure high-availability ™8 32 AFE-3F 4= G5 Yt

=2 5o, 78 ol s = Qle 7§~r, configure high-availability disable-2 A}-&3}o] 2 &
A AL AT adel S AAL 7 AFUTh g YA Ao g Hdew Ay

kg 4

dlol 8 FEa thg gl thal A2 5 gl

7hgH e B A 2SR S AN FUSHE B Aol 58l 8P
¢ RRlo] W e o 1 Aeo] Q3 o] FolA g UM FestelE AS
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configure high-availability

U ol a7k Au age] ds A A 08 FEg thgoll thA] Al ek S ol ST

> show failover
Failover On
Failover unit Primary
Failover LAN Interface: failover GigabitEthernet0/2 (up)
Reconnect timeout 0:00:00
Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1
Monitored Interfaces 3 of 61 maximum
MAC Address Move Notification Interval not set
failover replication http
Version: Ours 9.7(0)74, Mate 9.7(0)74
Serial Number: Ours 9A41CKDXQJU, Mate 9A3MFPOHICP
Last Failover at: 19:23:17 UTC Oct 26 2016
This host: Primary - Active
Active time: 776671 (sec)
slot 0: empty
Interface outside (192.168.77.1): Normal (Waiting)
Interface inside (192.168.87.1): Normal (Waiting)
Interface diagnostic (0.0.0.0): Normal (Waiting)
slot 1: snort rev (1.0) status (up)
slot 2: diskstatus rev (1.0) status (up)
Other host: Secondary - Standby Ready
Active time: 53 (sec)

Interface outside (0.0.0.0): Normal (Waiting)

Interface inside (0.0.0.0): Normal (Waiting)

Interface diagnostic (0.0.0.0): Normal (Waiting)
slot 1: snort rev (1.0) status (up)

slot 2: diskstatus rev (1.0) status (up)
(...Output truncated...)
> configure high-availability suspend
Please ensure that no deployment operation is in progress before suspending
high-availability.
Please enter 'YES' to continue if there is no deployment operation in progress and
'NO' if you wish to abort: Yes
Successfully suspended high-availability.
> show failover
Failover Off
Failover unit Primary
Failover LAN Interface: failover GigabitEthernet0/2 (up)
Reconnect timeout 0:00:00
Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1
Monitored Interfaces 3 of 61 maximum
MAC Address Move Notification Interval not set
failover replication http
> configure high-availability resume
Successfully resumed high-availablity.
> show failover
Failover On
Failover unit Primary
Failover LAN Interface: failover GigabitEthernet0/2 (up)
Reconnect timeout 0:00:00
Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1
Monitored Interfaces 3 of 61 maximum
MAC Address Move Notification Interval not set
failover replication http
Unit Enrollment Hold action is active, timeout in 1792 seconds
Version: Ours 9.7(0)74, Mate 9.7(0)74
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configure high-availability .

Serial Number: Ours 9A41CKDXQJU, Mate Unknown
Last Failover at: 20:26:06 UTC Nov 4 2016
This host: Primary - Active
Active time: 778071 (sec)
slot 0: empty
Interface outside (192.168.77.1): Normal (Waiting)
Interface inside (192.168.87.1): Normal (Waiting)
Interface diagnostic (0.0.0.0): Normal (Waiting)
slot 1: snort rev (1.0) status (up)
slot 2: diskstatus rev (1.0) status (up)
Other host: Secondary - App Sync
Active time: 53 (sec)
Interface outside (0.0.0.0): Unknown (Waiting)
Interface inside (0.0.0.0): Unknown (Waiting)
Interface diagnostic (0.0.0.0): Unknown (Waiting)
slot 1: snort rev (1.0) status (up)
slot 2: diskstatus rev (1.0) status (up)
(...Output truncated...)

k] A
show failover H Ao u(a7FeA) Ay 2y ol S FA T

show high-availability
config

7}
U

AN Ad] 1 o] S

=]

Al g T}, show failover® S =

x fo

H(
|5

LAY
tlo o
ot

Lo
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. configure https-access-list

configure https-access-list

A E P F40) 4 HTTPS A 2 S 3] 83} == t]nlo] ~E5 4] 5} W configure https-access-list ™

e AHE P,

configure https-access-list address_list

address_list IPv4 CIDR(Classless Inter-Domain Routing) 37| % %= IPv6 4 FAF 4 0]

RIS AG = EALE EEUEYA P FLE HER TET 5
Yt} o & S0, 10.100.10.0/24 == 2001:DBS8::/96% U T}

HEIPv4 T AEE A A ™ 0.0.0.00S JE3h RE IPv6 S AE
2 A E 0S8 A ATt

ge) 54 AL
6.1 o] gedo] EYHUHHITh

E‘OE] Ué]\?goﬂ}\:' X]%E]t EE Eé—E EE'E‘ H]E‘?’Ji% E@‘GHO]Z 3;}]/]]4— O] Ug?‘,goﬂ X];{él?l _T_i%
HTTPS A A2 559 @A 85 HojFyh

HTTPS A5 388l 5 AFS A7 2 whe] Aol 2118k A o] 31854 5yt v 1
oJd L E S ofol theh NA 2 ARE ARG} o] 53 WM B 5 S8l Aol YTt
Th ofli= BE IPv4 1= IPv6 Ao Al HTTPS 14 & Feet 25 tyuto] ~ & 74 th

> configure https-access-list 0.0.0.0/0,::/0
The https access list was changed successfully.
> show https-access-list

ACCEPT tcp -- anywhere anywhere state NEW tcp dpt:https
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configure https-access-list .

ACCEPT tcp anywhere anywhere state NEW tcp dpt:https
Ek: £k
configure HTTPS A2~ 855 %) 31t}

disable-https-access

show https-access-list | HTTPS o} 4| A~ E=

o
kel
>
&
L
)
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. configure inspection

configure inspection

713 o ZE] Aol ZE2EF HAF MK & A shat A v v 2] 31512 ¥ configure inspection H & =

S G T

configure inspection protocol {enable | disable}

disable A4 DS w2 B g o

enable A4 S B4 s o)

protocol BB N BB A TR EZGU T SH BS2 ALg 43 A
A A S

EEpS 4 A

6.2 o Bo] £ H Ut}

AR 7Fol =kl
Cisco Technical Support2] A Alo]] W2 = 7 -0 vt == EgjF o] A7H F3 o] YEL Aol A A
shA] &5 Aol gkar lsh= Aol vk 7] AAR XS mj A syt o & S0, HAME £ E
A BE EYE S Adete A, 3
= BE dlolH I H| o] 2~of A&H YT}

AL X2 Snort AR A Felg H T o] 1L thg MM A S AlS gt

9

o

NAT A2t -FTP 69 TREZL TR EFO| ARF o7 g7l ol Bx AZEIPF
R IXTES IAFUT AEFRJE F Shrfol A NAT W gho] = &= 79 AL Az 2
F9) EE O] NAT W8S W 317] 913 5% Blol 82 4144 itk NAT A 24 o] 54 5)
A gom Bz AAL 2HedkA] L5 YT NAT Al 3He] 72 ¢, tlvlo] 2 (Firepower Management
Center %=+ Firepower Device Manager)E -3 3} 7] 913l A8 5-Q1 ] #bel| ti gk 713] 18 o] A
7FO] = 9] NAT & 33 A2 .

PERED GG AR AN E AAE LR EZ 8] 5 5] RFC 44

o

tlo

43y
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configure inspection .

U3 A RS v @A 31k v a4 o' @A 8E = Ut A 43 s
show running-config policy-map ™ ¥ 2 A} &3} 3L inspect ™8 & 2 2Hs5
1§ o] M5 A}&HS B2 show running-config all policy-map 3 &

o
>
ofo
s
v
9

s dcerpe — (TCP XE 135) 2t AF W 374/924 A3 ©%. DCERPC A} 712 2 &4 3
TCP 2 E 1359 4] EPM(Endpoint Mapper)Z} 2 &}o] A E k] 7] TCP F41S AU T
DCERPC(Microsoft Remote Procedure Call)i= DCERPC 7| ¥+ S 2 Microsoftol| A Hl| EZ 3k S2}o] A
E 2 A o Z Aol dollA Qe AR E = TR EZRA AT EY ] Felo]dETL AH
T2a9s A0 R At EF & STt A e AE A 9 NAT XY 2~ 5 Aot

dns — (UDP X E 53.) Domain Name System. DNST UDP ¥ E 530l 4 A Yt} FHAE NAT
Mul =gl 2R EF A S A F T NAT 712 o] NAT A 24 5745 AH&-st == o] AL
NS A 3}af oF gy th NAT A 24 -8 1Pv4 2 IPv6 Ul E 9] 21 (NAT64/46) 7Foll NATS 433
& uf 2} ey

esmtp — (TCP >~ E 25.) ESMTP(Extended Simple Mail Transfer Protocol). ESMTP 3 A}= 23| 5]
3,820l ARE HAIA T4, HE CHER/RIUEE 34 59 348 FA g B3 of
Ze]Alol A Bt Bl Z 2 B A o g X & Algste] ESMTP Hl A 4] €] A 7d/d (sanity)
= A&ete A 28 IAAFAAAE ApdetaL, v d Aol & AFA g T AR 5k A&
H A ool &k z}A] gk L] -8 show running-config all policy-map ™ ¥ S A}-&3} 31 “policy-map
type inspect esmtp _default_esmtp map” ¥4 2 $& Fev|H & 25U h

ESMTP o Z&] Al o] A= AFEAL 7 ARE S = ol W& 9 AW 7 jESESE 5= 9l &= v A A &
Ao ehal F AT o] = NAT A H| A~ 2 T2 & 5 434S A3yt ESMTP # AN Al
7HA 718 A ey o

° SMTP £ 7711€] 7] SMTP & B 87]¢] 2 W& o= Ayt A== 37
& v Zs U
£ SMTP — AUTH, EHLO, ETRN, HELP, SAML, SEND, SOML, STARTTLS % VRFY.

SMTP(RFC 821) — DATA, HELO, MAIL, NOOP, QUIT, RCPT, RSET.
- SMTP #2542 w e g,

o ZHAF A A A F Aol I S AR} A3 o] aLA| 79 Syslog ZHA} #] 3= 108002
7F A Ytk ZFA g U] 82 RFC 8215 FH23H4 A 9.

ftp — (TCP > E 21.) FTP(File Transfer Protocol). A= = 9 NAT A H| 25 AlF g}

h323 h225 — (TCP ¥~ E 1720, UDP ¥ E 1718.) H.323 71 A}+= RAS, H.225 ¥ H.2455 #| 93},
EIFA REP FAE XEZ Ve 7S AlTdUTh o] A2 A 4 L AHHS 5
3yt H.323 FAFE H.323 2.3F off Z 2] Al o] A (: Cisco CallManager)ol] ™) 3+ 2] & A & &
Yt} H.323-2 LANS 53 HE] Rt o] 3] 2] & 9]3] ITU(International Telecommunication Union)
oM Aol 22 EF B AUt tulo] 2= WA 60l A H.3238 AU &HH, of 7] o &= H.323
v3 715 & S8 A5 A d ol A 9] th5 & 3H(Multiple Calls on One Call Signaling Channel) 7}
EhEYTh

H.323 AL 588 F 7HA 75 & tha 3t E5 U Th

o H.225 2 H.245 WA A o]l E£3+e Z 4= [Pvd TS NAT #2]. H.323 | A A += PER 21 51
P2 o Z AFAYH B Z ASAE ASN.1 TS & AFE-35ho] H323 WA A& Tl 29 o}
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. configure inspection

o 3] A}¥l H.245 9 RTP/RTCP &1 45 57 0 7 a3t RASE A3 49 H225 92
= Ao gy

+h323 ras — (UDP ¥ E 1718-1719.) h323_h2250] o3 A3 %34
T&AYTH

iecmp — (ICMP E ¥ A& ) ICMP A A} 17:& TCP % UDP E amﬂ H AAE e
"session"= ICMP E & H ol L33 == 583t ICMP AA Al A o] §l= A9 =
Clfol 22 $ 34552 3 8544 2= o] FULKEAA Aol 742 B 2w, e A
T A Lo ICMP7HIES A5 4 81 Ul AFEE 5= QU5 H TE ICMP AL 1S AHE:
shd 7} g ol el shbe] SR EAE ¢ dom AlE A WME o] o] WAyt A
A= NAT A B 2% Al g o)

>
O
%)
b
~
>,
p

= RAS 2

icmp_error — (ICMP EEHEJ 8 ICMP T AAE &4 8t W tvbo] 2= NAT 719 18|

o] A& 7|Wo 2 ICMP Q.5 A A S A% o} S ZF F(hop)ell &k W&k A& Tt H
Hho] 2~ w71 S HEE [P FAE Yol Uth o] 32 tulo]| ~ 5 FystE EY o]~ f-E

(traceroute)] 21| Q= JHE A &5t o] Z a3}

ip-options — (RSVP E |3 &) IP 54 AA= oW IP 7 o] sfZl &e] o] IP 54 D=9
gl et 385 =A ATt 298 & g o] 23 sfFlo] & &H YT 7 e F A4 0]
x5t Rl e =5

netbios — (UDP 42~ ¥ E 137, 138.) NetBIOS Name Server over IP. NetBIOS °ll & 2] Al o] A HA}
© NBNS(NetBIOS name service) Z %! 2 NetBIOS | o] E] 23 A H] 2 s} Zl o] 385 [P =40
& NATS 483k th, ol T2 B2 434S 2 &8ko] thaksl 74 @ Zo] I =of A o 3t
& gl

*rsh— (TCP ¥ E 514)RSH L2 E -2 RSH Z&}o] A Eoj| A RSH A ¥ 2 2] TCP A4 & A&
FYTHTCP ZE 514). Zefo]AES} A= Z8}o|AE7} STDERR £8 ~E- S 521 0]7]
SHETCP ZE WSS FA4FUT Do 49 RSHAANE D ES du gdd TE NS

NATE A 943y

rtsp — (TCP > E 554.) Real-Time Streaming Protocol. RTSP F A} ol 71 T n}o] 2~ o] 4] RTSP ¥
1S A8t =5 Yt} RTSPE RealAudio, RealNetworks, Apple QuickTime, RealPlayer 2 Cisco
IP/TV A0l AF-& L Th RTSP ef E2] Al o] & 2 e Xl EE 5549} | Alo] Ad 24
TCP("-F- =& 7 UDP)E A& U th. Y Hbo] 20l 4= RFC 232691 W} TCPRE A gyt ]
TCP Ao} & Felo]AEo] A HAf 2o upa} o O/‘ﬂ"/l ¢ Edfg dEol AHg-H
= deoly AES FAste ol AFEE U 2 Y5 = RDT % &2 rtp/avp, rtp/avp/udp, x-real-rdt,
x-real-rdt/udp % x-pn-tng/udp ) Yt}

sqlnet— (TCP X E 1521.) A} 72 SQL*Net H A 1 2 25 %] 91 3} 1} TNS(Transparent Network
Substrate) & 2] 7+ 2| 3+ v}, 73 AFol| A TDS(Tabular Data Stream) 3 2] S %] 1 814 &= g5 U T}
E3HE T4 8 L E| ] SQL*Net WA A& FAFSFIL NAT A 24 & B 8.5k 45 4854

t}.

SQL AEE TCP £E 15213} 5 U3 LE|| A SQL dlo] & o] B3t 49 QL*Net z

AHE B4 8l Al L. SQL*Net HALF 4 SFE BQk o] Zgfo|d A~ 25 ] &5 &}
oA E 717 2715 6500000 41 F 1600002 Fo] 22 dlo]H M5 A7 e 5= gl
e,

E
2~
T
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configure inspection .

* sip — (TCP/UDP 3 E 5060.) SIP(Session Initiation Protocol) SIPE QIE Yl A H §174], &l e ¥,
S, oI E R RIS E HA o] 7P de] AR = ZREZUL FR o b
SE 7 & wjol] TP Al B M 0 R {1 wjiol, SIP U E ] A= v et Kok 9199
V&S LS 7 AFH SIP o E Aol A= wIALA] Sl 525 e] T sk, w49l
E d7], 71248 2443 el & Al

R

skinny — (TCP 3% E 2000.) SCCP(Skinny Client Control Protocol) SCCP(Skinny) of} 2] A o] A
At 97 Hloly ol 2E P T4} TE HSE HSsll IE S 428 o =3
FHEIREZS AFA S B 7| AE 4 S AU

sunrpe — (UDP 3 E 111.) NFS ¥ NISol| A Sun RPCE A& %1t} Sun RPC A H] 2= o = &
EAut A8 = lFUTE Zefo] AETF A 9] Sun RPC A H] 220l HA| 23} & A A H]
271 A FAd LEE ool gt} o] 22 & A L E (1194 X E vl Z 2 A2~ (h)
7N rpebind)E # 2l 3te] g Yt}
ZolAEE AU 29 SunRPC Z2 1 S & Etal X E w3 L2 A 2= AH| 29
ENIE FHIHL SHoldES TE mjy ZEZA AR él“élﬂ FEEE A A3t Sun RPC
A& A= AE3 LHEP Hﬂiﬂﬂ Aeh uf guto] 2~z o] I|F S VR AL G EEOA A
Al TCP 2 UDP 9128 X5F Ut} Sun RPC 3| o] 2= A B o] NAT B PATE A Y H X &5
Y.
tftp — (UDP > E 69.) TFTP(Trivial File Transfer Protocol). A} 21712 TFTP ¢17] 87 (RRQ),
7] 8% (WRQ), 7 & (ERROR)S AAFSIL TFTP SEFo] A E 9} AW 7 9t 55 3§
st7] 918 2ok A9 A4 M-S T4 o2 A

%ir:s_ ¢ 71(RRQ) == 227[(WRQ) 84S 7418 A ¢- F oo wpe} 54 Bz Ad 2 PAT ¥
glo] shdgyc) o] HE A Y2 o] F v HF = o7 4 S 918 TFTPol A A& Y th
TFTP AMHPO] HEAES &8 EHRT S ALE = J o, TFT

FTP 2 2}o] 915k Au] Abo]o]
9]—7&6]—?}_2 ;(HL‘]O]J,]Q] o]—]%—ﬂ]—&zﬂb‘]— o% 1‘:]%01]/‘1 9—%%%3 LHU:] TS
Aol R TFTP £ o3 2lc] el 34 PATZF A5 70 TETP 241 24 5ol
oF gt

xdmep — (UDP > E 177.) X Display Manager Control Protocol. XDMCP+= UDP 2 E 1775 A&
sho] X Al S Pk ZeEZo|H, A4 Al TCP7FAHE-H Y E}. e o gidste]
XWindows /‘ﬂ A& A12Hsl T Tl vko] 22 = Xhosted 77 E ol A 2= TCP ¥+ A& 3183l o
P TCP LEE 3 ’5H e A4S &gt A2 Ao 2 S AFEF U T

XWmdows A Bt Be) A= 2 e 2l £E 6000 | n] v 2~Z o] Xserverol] 12 gt} o}
S Hug AA 2 6H Z} 2 Z o) = ¥ = Xserveroll 14 Ut} setenv DISPLAY
Xserver:n(n< t] =28 o] H3 )

XDMCPE AL&-8 7§ 1P T4 & AFESHe] g 2Zdol & @438hH, 28 Al tgufo] 2o A =
NATE A3 4= 95Ul XDCMP HAFE PATE X 931A] &4tk

oS- o A= A A AAL AT 1y o] S H.o]F 31 XDMCP HANE Bl @A 3ol #AA d1d S &
A3t AY v A 31E = QA vE 7] 2 F2e WG e = gl Ut o = 59, o] 28 DNS/TCP
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. configure inspection

AL} v 2 315 9l &= B0l 5 Y th. configure inspection ™ & = A}-8-3to] TCP E g I o %|-&

DNS A S 74 S o lsd

> show running-config policy-map

policy-map type inspect dns preset dns_map
parameters

message-—
message-—

length maximum client auto
length maximum 512

no tcp-inspection
policy-map global policy
class inspection default

inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
|

dns preset dns map
ftp

h323 h225
h323 ras
rsh

rtsp

esmtp
sglnet
skinny
sunrpc
xdmcp

sip
netbios
tftp
ip-options
icmp

icmp error
dcerpc

> configure inspection xdmcp disable

Building configuration...

Cryptochecksum: 46dbeald 51c2089a fcc3e42f 3dafd2d5
12386 bytes copied in 0.160 secs

[OK]

> show running-config policy-map

policy-map type inspect dns preset dns map
parameters

message-—
message-—

length maximum client auto
length maximum 512

no tcp-inspection
policy-map global policy
class inspection default

inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect

dns preset _dns_map
ftp

h323 h225
h323 ras
rsh

rtsp

esmtp
sglnet
skinny
sunrpc

sip
netbios
tftp
ip-options
icmp

icmp error
dcerpc

ftp
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configure inspection .

ek ATy

show running-config | 71 A} 73] L2 o] A& ¥ ahali= A v & A Aol o) § A A P Bl F
policy-map

show service-policy | Aol 3t BAZ Tatel Au| = A EA2 RJFUG
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. configure log-events-to-ramdisk

configure log-events-to-ramdisk

A <8l A58 7] A3} AL SSD(Solid State Drive)ol] 172 o] Hl E 227] 9} A% t] A~ v E Fo]7]
13 RAM t =10 thgk 174 oWl E 2 7)-& AFE-8FA L AR-&-8A] 25 2.2 configure
log-events-to-ramdisk § ¥ S A}-&-31 T},

configure log-events-to-ramdisk {enable | disable}

Ag RAM H =10 thgk 14 oWl E =7)-& A& o
AF& A RAM t]2==0f tjgt A4 o|HE =

oMl E = SSDoll 7 f ),

7| gkol 715 & Aok SAFANA AR AAH YT

6.1 o]

of
ot
o
ki
ins
it}
32
f

i
v

A7 o MEE 273}7] 98 RAM U] 23 == 28] 2] Q1 SSD A8 Alo] o 4] A 33}

ol gES
AHEFU T o] o] AHE AAE A, A2 o EE RAM T2 F9] 715Ut o] o] AL
SHAlEl 79, A oWl Es= ssDel| 7] S vtk o] 4% 9, RAM H 220 24 % 994
HE7F &Y}
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configure log-events-to-ramdisk .

S AFUT AL E A e

[

]

922 ASA 5512, ASA 5515 2 Firepower 4100 Seriesol| A B+ A}
Tz
=2 A Hu

Fol A o] BHS AAFHE A 28] T WA A wEF T

This command is not available on this platform.

T}& ool A= RAM U] 23 278 AFE g A o}

> configure log-events-to-ramdisk disable

8 av
show log-events-to-disk | & 7)) = 7] Ae| & F AT}

show disk-manager Al 2~Ell o] 7} KL i (silos, low watermarks, high watermarks )l o &+ 2} Al
FHUARA A RS FA T
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. configure manager add

configure manager add

AP TFe =]

2] 3} = Firepower Management Centerol] 4] 172
manager add "8 % S A& U T} o] W E & tynfo] A7 A 52 o

g},

M configure
of vt A 2

mlo
4
19
ol
N
o
%
L)
=
o,
[~
il
-
oX
QL
o &

configure manager add {hostname | [IPv4_address | IPv6_address | DONTRESOLVE} regkey [nat_id]

hostname

o] tjujo] 2~ & 2] 3 oF 3} = Management Center2] DNS &~ E o] &
= A

IPv4_address Management Center®] IPv4 =245 *| % 3t}
IPv6_address Management Center®] IPv6 5245 A 4 3t}

DONTRESOLVE Management Center®] 422 A4 243k 4= ¢ © W DONTRESOLVE
£ A4tk DONTRESOLVE S AM4-31= 7% nar_id7} 2 2.3
=3

regkey t] v} o] 2~ & Management Center®l 553} tl] 2 Q.3+ 1173 & 522}
5 71y

nat_id Management Center2} T H}o] 2~ 71o] 55 2 A~ &0k AL&-5 &= A
o9l Q5 EALS AF I

R et 4 AL

6.1 BEol EdHAFHH

¥}2] 8}+= Firepower Management Centerol] 4] 9174 & =215} =5 t]nlo] 25 A5t W o] W& S AL

Firepower Threat Defense-8 ™ & 3%

| 2= E Management Center®l] 553} 3L+ ==
Q52 99 37 T AE o] =P FASE AF ok UL a8 gufo] 29} Management

717} @7 2ot -

e
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configure manager add .

Center7} NAT t]Hfo] 2o o) L2]¥l 49, &5 7|9} §7] 1173 NATIDE 49 3til S 2E o] &
] A1 DONTRESOLVEE A A 8 oF &t}

> configure manager add DONTRESOLVE abcl23 efg456

e

i
ol

configure manager delete | ¥} 2] Firepower Management CenterS- | 4 31 T},

configure manager local | &4 2|1 & A},

show managers A B A= FA S o

Firepower Threat Defense-8- 5% = i



. configure manager delete

configure manager delete

& A 2] A= H]) 24 3151 AL No Manager =5 A] 216} 2 ™ configure manager delete ™ & = AF-&

e,

configure manager delete

del S AHg
6.1 o Yedo] weiH Ak

) Tvhol 2 el A A S e o] WS ALE g T, Tie) At 07 el A4S e

=4 4\3]7(}& AF8-8 = 91+ No Manager == ¢ ¥ 7
$ 5 07 D7 ol ;A ek obd A
8

% e @A) 2] Aol nje} gepiy e

*Re motefFirepower Management Centerol] 1743t 4= §l<5 1T} Management Center”} o}4] 2}
%91 7%, " ] Management Center®] Q1 Eg]ol A t]nfo] 22 A Attt 29 t}S o] B
= AT T AFH

* Local—A| $FAFg}o] §l<5 Ut} No Manager B =2 S A o] 5 & Ut}

o gl A= d A #2| A& A ASFIL No Manager &L =5 A 23 T

> configure manager delete

ek a4

configure manager add | tjn}o] 9] 3] Firepower Management CenterS -4 1 U},

configure manager local | 27 #2|x}& LA g}

show managers A B2 AE A Y}
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configure manager local .

configure manager local

A TFe =]

27 2| A} = Firepower Device Manager& AF-8-317] 9] 3l tjvlo] ~& -/ 3} 21 ™ configure manager
local ¥ % & A& T

configure manager local

del 54 AL
6.1 o] gedo] Y HUHITh

27 #2| A} = Firepower Device Manager'— A steted e BE S /\}%fi}q o}, 18 I= 9] Firepower
Management Center& AF8-3HA] 208 = 75 24 #E| A& AUt =24 #e| A& &4 slsbd
http://management ip_address®| ~| EE}%H% A}-8-3}¢] Firepower Device Managerg & T 154 T

274 A A= Z P E AT ALE 7 )
* ASA 5506-X(5E= A1), 5508-X, 5516-X
« ASA 5512-X, 5515-X, 5525-X, 5545-X, 5555-X.

tE 2e ZHF9] 47, configure manager add 8 & A&k 94 B AE FA Y TR

F7h A A

« 24 A AE A e 5= QA E 7] Aol t]nlo] 22 = No Manager(¥HE] A} §l&) E=of oF 3y
U} configure manager delete ™ ¥ = A}-8-3}9] No Manager(¥H2] A} §l5) =& Al 25t
show managers " % AF-&-3lo] A A He|A-E A4 gt
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. configure manager local

s Oulo] & T Wsl¥ B = (configure firewall 8 & #32)o| A 258 4~ g5yt 24
A= g8 e 2] gy

e g e 2 B ES TA s S HolZ: )

> configure manager local

] A

configure manager add t]npo] 2~ 9] #+2] Firepower Management CenterS 4§14 U}
configure manager delete #+2] Firepower Management CenterS A 7 31U t}.

show managers AA B 2SS FTA T}
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configure network dns searchdomains .

configure network dns searchdomains

DNS # 2 =9l %55 543} ™ configure network dns searchdomains ™3 & = AF-&-3HU T},

configure network dns searchdomains [dns/ist]

dnslist DNs @4 ol A e TR B5g A4}
g~ A ALE)
6.1 o] B ol EdH AT

Ui doll A= Al 2 A mwQl 555 -4 3 v A 9 SK(fully-qualified) ™ A 2 ping®] &2~
E

> configure network dns searchdomains example.com

> show dns system

search example.com

nameserver 10.163.47.11

> ping system www

PING www.example.com (10.163.4.161) 56(84) bytes of data.

64 bytes from www.example.com (10.163.4.161): icmp seg=1 ttl=242 time=8.01 ms
64 bytes from www.example.com (10.163.4.161): icmp_seg=2 ttl=242 time=16.7 ms
~C

--- origin-www.cisco.com ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 3003ms

rtt min/avg/max/mdev = 7.961/10.216/16.718/3.755 ms

ek a4

configure network dns | DNS 41| = A g},
servers
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. configure network dns searchdomains

el

il
of.

show dns system

] el H o] 2~ 2] & 2] DNS 3| 18 o] A

ftlo
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configure network dns servers .

configure network dns servers

e Q1 7 o] 2~ 2] DNS A& -4 3} configure network dns servers 8 & & A}-8-314 T},

configure nework dns servers [dns/ist]

dnslist DNS M#Bl o] 42 728 553 A dun.
el =7 ApE}
6.1 o] 3ol =g AT

- 11—

AR AR YT o] AW = HlolE Qe o] 25 F 338k W 9] FQDN(Fully Qualified Domain
Name)= &8 4= gl 4 th.

A) 5% 0.2 DNS A8 o @A) H5 ol Alske v o] e AL HU T Al el Qo] 2o

the clo) 41 el ST} sl o] 2] DNS A1l & 4 gk,

> configure network dns servers 10.163.47.11,10.124.1.10
> show dns system

search example.com

nameserver 10.163.47.11

nameserver 10.124.1.10

o= vy

configure network dns | DNS 74 =18 A gt}

searchdomains

show dns system ] ¢lElH o] 22 & A DNS A 18 o] AS TAEY T
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. configure network hostname

configure network hostname

tjufo] 29 e Qe o] 28 T AE o] 55 7452 configure network hostname ™ & S A&

e,

configure network hostname name

name A E2E ol S A
CEPS 7 A
6.1 o B7o] £ 5 AT

U2 Aol A= S E o] 55 sfrocks= A7t

> configure network hostname sfrocks

g%

i
o

show network

2] o)A S FA T

r

Firepower Threat Defense-8 ™ & 3%
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configure network http-proxy .

configure network http-proxy

] QIE|# o] 2~ 9] HTTP X5 A & -4 12 configure network http-proxy § &= AF&- 34T},

configure network http-proxy

Pel s 4 A
6.1 o] Mol =5 Azt

AFg TFo =gl
tuto] ol UG HTTP % A] 42 A45helw o] e AL 3ich §ed & A asha HTTP =
B0 F20 LE, ZEA AF0] BB oo U ZEZES EAH, P AFo] Wad
B9 ZEA MG ol F, TEA MWW E, 2 A WL 5] Helo] U@ ZEZES AU
A
B HTTP Z2AE 97 whel4 1§02 ALg3k7] 9130 ARt o] & 27 el 4, Fircpower

Device ManagerE AF8-& 749 X4 & %] k51Ut

IH

S48 TAFUC o] oo 4] Q1o T4 H U CLIE

thg ol e Qe 3 o] 2o tf G HTTP L%
wA Y.

ALSATE @l E S TS 9

o

> configure network http-proxy

Manual proxy configuration

Enter HTTP Proxy address: 10.100.10.10
Enter HTTP Proxy Port: 80

Use Proxy Authentication? (y/n) [n]: ¥
Enter Proxy Username: proxyuser

Enter Proxy Password: proxypassword
Confirm Proxy Password: proxypassword

el a4

configure network HTTP =] AL 0|2
http-proxy-disable

]
oX,
e
)
_\:
v

show network 7] o1 o] A Ay e o] AL FAFY T}
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. configure network http-proxy-disable

configure network http-proxy-disable

ZHe] Q1E #| o] 2~ 9] HTTP 22 =A] & A A 312 ¥ configure network http-proxy-disable 8 & & A}-&-
Yt

configure network http-proxy-disable

i

2|2 4 A
6.1 EEBETECEE

Tk dloll M= 2] Qe o] 2ol thgt HTTP 25 A& Al A Fy o

> show network
(...Output Truncated...)
===============[ Proxy Information ]

State : Enabled
HTTP Proxy : 10.100.10.10
Port : 80
Authentication : Enabled
Username . proxyuser

> configure network http-proxy-disable

Are you sure that you wish to delete the current http-proxy configuration? (y/n): y
Configuration successfully deleted.
> show network

(...Output Truncated...)
===============[ Proxy Information ]

State : Disabled

Authentication : Disabled

e EE

configure network HTTP ZEA] A AL At}

http-proxy

show network 7] Q1E) w0 2~ AT 120 S EA T
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configure network ipv4 delete .

configure network ipv4 delete

tjujo] 2~ | Qe o] 2~ 9] [Pv4 713] 18 o] A& B &/J 313121 H configure network ipv4 delete ™3
S AR E Y

configure network ipv4 delete [management_interface]

management_ interface = 7Y o] AF<] Q1] Ho] AE FAIE = A9 ] Qg A o] AE A AT )
o] y}a}u] Bl = 27) o] /\P_q T Sl FH o] A8 A 53517 -r] 3l configure
management-interface J & = A}-8-35}= 7 9o vk Z @ g} of 2 Q1 E ¥
o] 2= Firepower 4100 2 9300 A] 2] 2 T]u}o] o] A5k x) 11T}, T} =
ol o] b H & A ekA] v Al 2

Yo S AL
6.1 ol ¥R ol =Y AFU

[} 7ol = R84
tluo] = 9] Q1E| o] o] pva A3 L2 o] 42 1] 2 5atl W o] Wl g ALE I T AL Al ek
1P 220 AAE 45, tlupo] o) th3k A7 o] £ H L Th IPvd F 48 A 5] Aol T4 H 1Py
F2:7) A Blguy

FAE 3 7J %3}741 7] 31 = 73 - configure network ipv4 manual BE = conﬁgure network ipv4 dhcp
BE s AU

oS ool A= IPv4 T4 AT 2d o] S 2FA gy o}

> configure network ipv4 delete

i a7y

configure network ipv4 | DHCP A ¥ oAl =42 7] 93] IPv4S T4 3t}
dhcp
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. configure network ipv4 delete

s Ay

configure network ipvd | =5 0 2 [py49] 1A [P FAE AT}
manual

show network #2] A H o]~ A o] S EAIFYT
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configure network ipv4 dhcp .

configure network ipv4 dhcp
DHCP A ¥ A A IPv4 =45 7HAH L 25 &8 QI H o] 25 G-/ 3} ™ configure network ipv4 dhep
WS AR

configure network ipv4 dhep [management_interface]

management_ interface i} o] Alo] Qg H o] A8 FA = A S T Qg H o] A8 XA YT},
o] sz}r| Bl = 171 ©] "14 ] QIE o] ~ & A}-8- A4 31 7] 913 configure
management-lnterface HH S AR A Fol vt B a3kt of g Q1

0] 2~+= Firepower 4100 2 9300 Series T] B} o] 2o A7k 2] g Ut} T & =
Aol o] FeprEE A G 3HA] vhA Al 2

Yo 4 A
6.1 o] Bo] £ 5 A%t}

tinpe] 2 0] ghe] Q1E 7| o] 27} DHCP AW ol Al 3 IPv4 74 & F2l8t =5 A g steld o] Wi &

AHE-3U T ] Q1E| #| o] 2~ 3= DHCP A ¥ 9} F2lste] 4 A HE 7}X4%144.

U ool M= DHCPE AH&31o] IPvd =45 71 @ =5 e e Ho]l 25 74yt

> configure network ipv4 dhcp

i a4

configure network ipv4 | [Pv4 | E Q7] & A& &) A gy )
delete

configure network ipvd | [Py4E =5 0 2 AT}
manual

show network 7he] ol F o]~ AL T AT
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. configure network ipv4 dhcp

[l Firepower Threat Defense§- 7 % 3=



configure network ipv4 dhcp-server-disable .

configure network ipv4 dhcp-server-disable

ZHe] Q1] 7| o] 2ol 4] DHCP A ¥ & 1] &/J 3} 3} 21 A configure network ipv4 dhcp-server-disable ™
S AR E Y

configure network ipv4 dhcp-server-disable

de) 54 AL
6.2 o] gedo] == UHITh

¥he] Qe so] 2ol &g DHCP AW 7} 9li= 8-, 8l AW & vl 243 4 gls Ut o] AW & v
dgstet A4, dE ME A0 e 2eteld B A F45 74 3 oF 31711k DHCP A ¥ A ¥]
25 A gt e S | EQ A0 A thE tulo]l2E 74 &
F4E 74 2 7] 918 DHCPE A8t =5 de] IP 45 W
)7 AbE L= w2 s Y T

3} 74 -9-, DHCP A v (24 3t+ 4

U ool A= DHCP AW 7} A 315 9l =] o] 78 2913 th o] MM & v A shel= S B
olF Ut

> show network-dhcp-server

DHCP Server Enabled
192.168.45.46-192.168.45.254

> configure network ipv4 dhcp-server-disable
DCHP Server Disabled

> show network-dhcp-server

DHCP Server Disabled

A v
configure network ipv4 2] ¢1E] 7| o] Aof A DHCP A ¥ & &4 313}

dhcp-server-enable

—

show dhcp-server

)
)

o1 €] #| o] 2=0l| A} DHCP A H| ] A =

=

A,
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. configure network ipv4 dhcp-server-enable

configure network ipv4 dhcp-server-enable

£ Q1B o] 220 4] A
RN SR

E1 %] 91 DHCP A ¥ & 24 3} 512 ™ configure network ipv4 dhep-server-enable

configure network ipv4 dhcp-server-enable start_ip_address end_ip_address

start_ip_address DHCP F4& Z9 A2 Y & [Pv4 422 XAt &g Qg o)l A=
end_ip_address DHCP ZE}o|AE 24 & BE o, o] 23t Fo| M F A5 ATk &
A Ean=

& 7] IPv4 29 A8 A B Yo 9lo]ok
A

DHCP 4 Z o Y EY A F4, oy F
ek vh A S

i
o

[>
b
o
>
o2t

N
[\S]
o
of
o
o
L
o
i
32,
oy
i
vl

2] Qg H o] 2o il B (LA IPv4 FA2E TAT A9, B WEY T dEFQJE F
A|&3t7] 93 DHCP A E e = dF YT

AW E ZAslelr] el #E] YIES Aol th2 DHCP A ¥ 7F g4 1yt yE A9 Hd) 1

= 1 H

719 DHCP ] 2 714 & gl th ohu el 2318 )28 5 gl o,

U ool A= DHCP M ¥ & A sk " 2k A H o] A El S Bojsyth

> configure network ipv4 dhcp-server-enable 192.168.45.46 192.168.45.254
DHCP Server Enabled

> show network-dhcp-server
DHCP Server Enabled

[l Firepower Threat Defense§- 7 % 3=



configure network ipv4 dhcp-server-enable .

192.168.45.46-192.168.45.254

A av
configure network ipv4 g 21 g ) o] A~ 4] DHCP A ¥ & v]&A 33 o}

dhcp-server-disable

show dhcp-server

)
k)

Qe g o] 2o A DHCP AW & e & A T}
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. configure network ipv4 manual

configure network ipv4 manual

e Qe H o] 2=of a1

T A IPv4 45 7431 A configure network ipv4 manual 8 & & A&t}

configure network ipv4 manual ipaddr netmask gw [management _interface)

ipaddr

A%

wt

e

il

IP 4

netmask

ABd vl E A4 g o

&

718 Aol E o] 9] IPva T4 2 XAt}

27 #2]A2] Firepower Device ManagerE AHE- 591 7 —r, data-interfaces
E A A= FAo] = o] AL #E U E lﬂoﬂ A= HAA Aol

E°4] o] tf2l tfuto] o) 1= vlo]y QIE F o] ~ & Alo] Ef o] & A&7

Yt o] e Y EL A6 &2 4 #e] Q1E 7 ]/\% AAsHA] o

= 45 dloly JIE o] =& AFE-HH o

management _interface

= ol el Qe o] 25 T A ot 45wl B Fl o] 25 A F F T o]
sltu) g 270 o]k By Sl H o] A5 &4 31817 €8] configure
management-interface ™ & = A}-8-3}= 7 9-o| vk Z a3t} o ¥ QI H
| ©] 2~+= Firepower 4100 2 9300 Series ] H}- 0] 2~9]] /\1 A dE YL g&
=Y Fol o] Betn|HE A A sHA| vh Al L

111

e
AC
>

*
—_

o] ¥R ol =Y AF

data-interfaces 7] %] =7} Al o] E g o] o] 715 Sl HF Y T}
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configure network ipv4 manual .

the ool M whel QI so] 2o 11 IPvd FAE P4 F

> configure network ipv4 manual 10.123.1.10 255.255.0.0 10.123.1.1

A

4w

configure network ipv4
delete

IPv4 U E 9] 7] & v &g g3t}

configure network ipv4
dhcp

DHCPE 3l IPv4E A 3t}

show network

e g o] Ay g o] S FAI Y.
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. configure network ipv6 delete

configure network ipv6 delete

tlulo] 2 ¥he] QA EjH 0] 2 9] IPv6 T4 S AFE &l Al 31 ¥ configure network ipv6 delete ™8 =3 S A}
a3}
o H .

configure network ipv6 delete [management_interface]

management_ interface &k} o] AFQ] Ol E]F| o] A8 FA = A G- ] Qg H o] A8 XA T}
ol Wi ZNHG== 170 o] <] Eat= A 3}+7] 913l configure
management-lnterface WS AR ARt D a3y of g Q1H
¥ o] 2~3= Firepower 4100 2 9300 Series T] B} o] 2o A7k 2| g Ut} T} &
=&l o] M7 & A A 8HA| v Al 2

o @
o
o
5
©

Yo S AL
6.1 o] Walo] =H ALY
[} 7ol = R84
tuto] 2= 3] QlE| o] 9] IPv6 T4 & AH S AISHE W o] Wl e AL FUTE A B P Fa

2~
of AZH 4%, tupo] 2ol gt A o] EHHUT IPv6e T4E A7 8H7] Hell 74 & IPve i7}

A=A gl
IPv6 T2E WA 7] e 7485 AAE a7k l5 YT IPve T4 A8 S A sHAI v F45 1
o3l A ¥ 7 5 = 7 9 configure network ipv6é {manual | dhep | router} ™ = S A3 o}

S oo A= IPve F4 7443 AHA g T}

> configure network ipvé6 delete

i a4

configure network ipvé | DHCPZ %3] IPv6S -4 3o}
dhcp

Firepower Threat Defense-8 ™ & 3%
[0 | |



configure network ipv6 delete .

ek EE

configure network ipvé | [pv6E =% 0 2 LA 3 T},
manual

configure network ipv6 | o} 9-B] & Z3f [Pv6E -4 g o}
router

show network ] olg H o] A~ FAS ¥ A g

Firepower Threat Defense
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of,
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. configure network ipvé dhcp

configure network ipvé dhcp

DHCP AW A A IPv6 T4 5 7FA 2. 2= #e] JIE ¥ o] 2~ & -4 3} ' configure network ipv6 dhcp
BE s AU

configure network ipv6 dhcp [management_interface]

management_ interface  &}1} o] AFQ] OlE]H| o] A8 FA = A9 E] ClE ¥ o] ~ & A A st}
o] i /= 171 ©] /‘L-/] ] Qe o] =& &2 8}517] 913l configure
management-lnterface WS AN A7 Oﬂ T @ 3T} of g QIH
¥ o] 2~3= Firepower 4100 3 9300 Series T] H}-o] 2] 7\1 A g Y o
= ol o] miZhH & A A 8HA v A L.

el S AL
6.1 o] Welo] =H LT
luhe] =] 2] SIE] o)~ 7} DHCP W0l 4] & IPvs 213] 18]0) 41 & 5215 ) 3ol

= il
o] & ATt ¥l A o] 2= DHCP A ¥ oF Al ake] v e o] d B2 7FA F Ut

U dloll A<= DHCPE AF8-8to] IPve 48 714 @ =5 #e] e #o] 28 4 gt

> configure network ipvé dhcp

i a4

configure network ipvé | [pv6 U] E ¢ 7] & A& & A g}
delete

configure network ipvé | [pyv6E =% 0 & LA gL T},
manual

Firepower Threat Defense-8 ™ & 3%
2 | |



configure network ipvé dhcp .

i ¢!

ol

configure network ipvé | ¢}-$-€] = E3)] IPv6 S 7+ Y}
router

show network Za] A FH ol A~ TS TA

.

el
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. configure network ipv6 manual

configure network ipvé manual

] QIE F o] 2ol A 31A IPv6 T4E 7/ 5121 configure network ipv6 manual ™ % & A8

9.

configure network ipv6 manual ip6addr ip6prefix [ip6gw] [management_interface]

ip6addr IP 342 A A8},
ipbprefix AL Aol e AR T
ipbgw 718 o] Ego] o] 1Py A4 A4 g o,

27 #2]A}2] Firepower Device ManagerE AHE- 521 7 —r, data-interfaces
E ARG = FAH0] =t o] AL A U E lﬂoﬂ A= HALA Al
Edlo] Al Hute] 2ol Jl= Hlol B I H o] 25 Ao Ed ol = AHE-F
Ut o] dE] Y ES Tl &2 4 e 1H 7 V\% AAsHA o
© 3% tlolE QE H o] 25 ARG FHU

management_interface s}t o] ”4 AE H| o] 25 A 8= A F- vl (B H o] 25 A T
o] M 7h M= 17 o] €] e Q1E 7| o] 25 A}-8- A % 51 7] 913l configure
management-interface 8 & S AF-8-5h= 7 F-of| vk Z a3t} of & Q1H

Hol 2 Firepower 4100 9 9300 Series Tl H}o] 2ol 7k x| A F Ut} &
EHE o] M7 HFE XA A mp A Q.

R T4 A

6.1 o] o] = EAFHTH

6.2 data-interfaces 7] 9] =7} Alo| E oo 7} A 5H T

Firepower Threat Defense-8 ™ & 3%
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configure network ipvé manual .

T eflol A= ghe] UE H o] 2ol a1 IPve T4 5 A F YT

> configure network ipv6é manual 2001:DB8:3ffe:1900:4545:3:200:£8ff:fe2l1:67cf 64

A =

configure network ipvé | [py6 Y| E & 7] & A} &f 4] sk o}
delete

configure network ipvé6 | DHCPZS %3l IPv6ZS -4 g th.
dhcp

configure network ipvé | ¢}-$-E] & E3)] IPv6 S 74 Yt}
router

show network ] olE o] A FAAS FA

I - o2 1

s

ok
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. configure network ipv6 router

configure network ipv6 router

e ¥ A AL s S AFESE] 2F-E YA IPve TAE 7HA L E=E #E] AE H o] ~E G- 5
M configure network ipv6 router '3 & S A8 T}

configure network ipv6 router [management interface)

management_ interface &k} o] AFQ] Ol E]F| o] A8 FA = A G- ] Qg H o] A8 XA T}
o] iAW\ 17 9] /\P./] ] AE H o] A5 AFE-3HY] 93l configure
management-lnterface WS AEShE A gollvt ety o7 H
¥ o] 2~3= Firepower 4100 2 9300 Series T] B} o] 2o A7k 2| g Ut} T} &
= ol o] miZhH & A A 8HA v A L.

Yo 4 A
6.1 o] o] £ 5%t}

F o] 0] 342 91} A o] 27} 21 5-E o A S IPv6 T4 LS4 SHES A A 5tel W o] Wl & AL
U th 7] QlE o] 2= Ipv6 H9-H 9 BAlskel 4 A S ZbA gL,

g aol A AE WA A e AFeahe] BSElol A IPve T4 F 424187 98] wel A
o)~ PA T,

> configure network ipvé router

el a4

configure network ipvé | [Pv6 U E ¢ 7S v A 3Fsku o}
delete

configure network ipvé | DHCPZ %3] IPv6S -4 gt}
dhep
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configure network ipv6 router .

o= A

configure network ipv6 | [pv6=E %502 1A g},
manual

show network e g H o] 2 TS A TY UL
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. configure network management-interface

configure network management-interface

Firepower4100 1= 9300 Series T HFO] 20| A] o] W E 9 #2] Egj9 & FES =S of ] ¥ ¢
o] 2~ E -4 5} 2 configure network management-interface 3 & = A}F-8-3MU U}, Firepower Threat
Defense?] 7 -$-, o 2] 3] Q1 ¥ ©] 2~:= Firepower 4100 2 9300 Series T] H}o] 2ol A vk AF&-8F 4= 9]

w4

configure network management-interface {disable | disable-event-channel | disable-management-channel
| enable | enable-event-channel | enable-management-channel} et/in

configure network management-interface tcpport number

disable oM E 2 #a] ET 2T U3 XA H Ta] Qe H o] A nF
ey,
disable-event-channel 2 A5 olE]FH o] 2o A o|HE AgE& v s3]

disable-management-channel

AR H QA o) 2ol A el A& v A BT

enable

o[ E gl whe] ETy Rl s A d wel )l H ol AE A
sy

enable-event-channel

A ¥ A H o] oM o] HE AHd S 23t

enable-management-channel

A7 H A o] oA el Ads S8t

ethn

AFEA7E U A shsl el = e A E | o] 229 43(<l: eth0 B3+ ethl)
= AA T

tepportnumber

Firepower Management Center2}2] F210]| A}-8-% = TCP LEE
A 7] 32 83054 Yt 7] 23S WA e 79 SSH(22) T
= HTTPS(443) X EE A4 3}A] ul4l A1 Q.. 1024 o] (F t] 65535)
¢l =29 2AE AU

2 Efd BFo] ARG E = v ] QlE Ho] 2~

il
>{M

P
T

Y
o
i
=
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configure network management-interface .

Firepower 4100 2 9300 Series U] H}o] 2~ 9} &2] 4 2 7} FirePOWER Management Center 2] A]
7] 5] 19| o] A8 W 7 8} Firepower Management Center, U] W} 0] 2~ B23= & thol| 4] 3] Q1 E] |
0|22 B SFE e A o Eefolel 2 ghe] EelH 2 20 A e AU BRE 5 o)
e EE S e UF EG T o Eetold s H A 80 we e e H tnfo] A g E
Ay g Aekshar, ol ME a7 AN wE ol Eaz(el: ) oM E)S AT o &
FAGE Y o] Eefo| A 3 AA X o] B E o] A o] WolA| L TLof whet A5 ol 7
APk =8 Zh2E R8I F 2 (IPv4 = IPv6) 9t T AE o] 5ol gl o] HE] Qg o] AE
gddsteld EFY A LS EElste] #EetHA ¥ B A FE AT 7 AdsUT

ol gl T JAHH o] 25 &4 slstar o] JIE H| o] 2 thof| o] HI E o} 3] E e & #3512 H configure
network management-interface 3 & < A}-8-gtU T}, o] SQlEjH o] Ao T4 5 451 W configure
network {ipv4 | ipv6} manual ¥ S AF-&3Y T}

ok gufo] 2~ 9 |27t SulE A 5418 4 1= Firepower Management Centerol] A ©] 743 71
g o] A& ml e af of gt

02 ool A= ethl & oW E A9 =2 A g ch

> configure network management-interface enable-event-channel ethl
>

U doll A= ethl = o] E A = v &4 shgh o

> configure network management-interface disable-event-channel ethl
>

T} of o] A = Firepower Management Center2}2] &2l AF8-5 &= L EE W7

o

Sl

> configure network management-interface tcpport 8306
Management port changed to 8306.

k. )
configure network | 312] QIE| o] 2o )3k 14 A2 TAFUL

static-routes ipv4/ipv6

show network

i
i)

QA o] 22 A 1 o] MG FAIF T
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. configure network management-port

configure network management-port

Firepower Management Center} 2] 21l A}-8-% = TCP X EE -/ 3} configure network
management-port '3 &S A8 T}

configure network management-port number

a4 Firepower Management Center2}-2] &-21¢] AF8-% &= TCP X EE 4 T
ok 712352 8305 Y U T}, 7] kS W17 3 7 9 SSH(22) == HTTPS(443)
EEE AG3HA] npA Al 21024 o] %H(FH T 65535)2 F& WSS A4S
A FTH

R Eat T4 A

6.1

o
of
ot
o
o
inss
i
3
f
i
v

[ 7ol = R4
Firepower Management Center®}9] ¥+2] Aol ALE 5= L EE W4 sted o] H& & ARt
o] -2 27 2| A}, Firepower Device Managerol] AH-8-5 = X EE WA 314 gk5Ut) o] e
configure network management-interface tcpport &3 3 5322 F 71X WH S 5 ALES

8= sy Th

t}-2- o o A = Firepower Management Center9} 2] E410)] AL-&-% = X E

XEZ WA
> configure network management-port 8306
Management port changed to 8306.
ks g
configure network ipv4 | ¥-2] o1 €] #| o] 2~ o] 3k IPv4 T4 A AE AT
configure network ipv6 | 712] <1 H| o] 2o t 3l IPv6 T4 A AL A FYT
show network 2 AE ol = AL BAFUT
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configure network management-port .
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. configure network static-routes

configure network static-routes

of el #e] A H o] ~E A S wf) ] T4 0] i1y A = E F7Fsh A o Al A 81 H configure network
static-routes & &3 A& o}

configure network static-routes {ipv4 | ipv6} {add interface destination netmask or prefix gateway |

delete}
add B Qe F o] 20 g AR E FIHE T
244 wel Qe so] 0] 3 B =S AATG T AR F 22 M et v
AAZE EAEY S
interface o] 1 A o] 2] IDY Y tH(ell: eth0 B+ ethl).
ipvd IPv4 #e) F2:9] 4 A2E FIhebA T 24 Fu
ipv6 IPv6 #e] F49 1A A RE F7 e AL 2 g o)
destination AHE IPv4 L IPV6 G 02 7L AA S g 1P FAD U o
& £°110.100.10.10 =& 2001 b8::2014 Y t}.
netmask_or_prefix IPv42] Y E 9 I F24 upA B 1Pvee] AFAFI UL [Pv4 Ylnp A=
Aoz FEH 107 =YY th(al: 255.255.255.0). IPv6 A FALE 5 A5
AR S Y (e 96).
gateway 274 3 [Pv4 3= IPv6 @ 2] O 2 F7} = A 7] & Alo] Eglo] F 4T},
Pl 74 AF
6.0.1 o] Bedo] =gt
¢} 7ol = R84
configure network management-interface ™ ¥ S AF-83}0] of 2] 2] QA EH o] A5 A3 49 &

g Qg o] 20 F7h 14 ARE FA ok & 5 AT o] 22 through-the-box E 2 (¢ o]
B QE#o] 2ol A o] Edj ol = dakS FH vk g AR §lE A9 BE we] 2o
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configure network static-routes .

2] F2e0l Gl E 7|8 Ao Egol & AL BA T we) AE o) 2T AT S Ly
o n4 A2t Bas e,

thg oo A= Ae] 21E H o] 2 ethlol &l IPv4 1 AR S F7FgU ) o] v 10.115.24.09] oA
T2, 255.255.255.09] U E9 T 4 v~ 2 10.115.9.29] Alo|Ego] FAE AFE gt}

> configure network static-routes ipv4 add ethl 10.115.24.0 255.255.255.0 10.115.9.2

& oo A= ] Qe H| o] 2 ethll] W8] IPve 1A A 25 713Ut} o] uj 2001:db8::2012] U]
Al F24 649 1Pv6 A Z o] 2 2001:db8::36572] Al E o] FAE AFE-3H T}

> configure network static-routes ipv6é add ethl 2001:db8::201 64 2001:db8::3657
U2 o= g A= A S Bolsy

> show network-static-routes
——————————————— [ IPv4 Static Routes ]J---------------

Interface : brl
Destination : 10.1.1.0
Gateway : 192.168.0.254
Netmask : 255.255.255.0

> configure network static-routes ipv4 delete
Please select which IPv4 Static Route to delete:

1) bril: dest 10.1.1.0 nmask 255.255.255.0 gw 192.168.0.254
Please enter number of route to delete: 1

Interface: brl

Destination: 1.1.1.0

Netmask: 255.255.255.0

Gateway: 192.168.0.254

Are you sure that you want to delete this route? (y/n) [n]l: y

Configuration updated successfully
> show network-static-routes
No static routes currently configured.

ks a4y

configure network o8 T A H o] ~E FAF L},
management-interface

configure network | 2] Q1E} 5 o] ol T IPva 114 A =2 F7ba AL A A G
static-routes ipv4

show
network-static-routes

)
)

B H o] 2ol thalf -3 1 A2E FAIFH
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. configure password

configure password

AR A 2R AER A ] M A5 E WS o

.

configure password

onfigure password ™3 & < A&

del S AHg
6.1 o Yedo] weiH Ak

[} 7ol = R84
o] §d& ARG AA AREAFZE CLIGIA MY 55 WA S 5= dsUth o] B S ddstd &
ACEE ol Ay v E 52 Qestebs CLI ZE T es) A E g8 A v Ei S 5wl Qe e
ZEIZETF FAHY

T2 ol M= A ARSAF A o HE i 25 A d g o

> configure password

Enter current password: oldpassword
Enter new password: newpassword
Confirm new password: newpassword

o= A
configure user add CLI A A2 93 AL &4} A S F718 Yo
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configure ssh-access-list .

configure ssh-access-list
A4 E IP T4 A SSH 14 S 383l =5 t]ulo] =& -/ 52 ™ configure ssh-access-list '8 & =
A3 ok,

configure ssh-access-list address list

address_list IPv4 CIDR(Classless Inter-Domain Routing) 37| % %= IPv6 4 FAF 4 0]
7S AR E S AEEEYEYAIPFAS HER LRI 2
Yt} o & S0, 10.100.10.0/24 == 2001:DBS::/96% U T}
HEIPv4 T AEE A A ™ 0.0.0.00S Y3tk RE IPv6 S AE
S AASHEY /0 A G}t

= T A
6.1 o] o] = AFYTH
¢} 7ol = R84
G P A YPE = BE SAE EEUEYAE ¥gtsjof sttt o] WHo X 4H T4+
SSH A 2~ HZ9o] A A U §-& JofFH T

SSH O Al 25 3] -8 5 AL A1 7h 22 $hel Aol 219lahis AL 3 8 94 o A L o) 4

AEEGolo] ek Al HFHS AL ol F3} ML EZ Bl Ao P}
AL CLI @A) 21919 1P 488 A SI5HE 45, Ade] B4 4 AUtk CLI =& o

A 7k QW P F 42 WA g of g t)

UhS o= BE [Pv4 T IPv6 7404 SSH 9 24S 5838t == t)ufo]| A5 A St}

> configure ssh-access-list 0.0.0.0/0,::/0
The ssh access list was changed successfully.
> show ssh-access-list

ACCEPT tcp -- anywhere anywhere state NEW tcp dpt:ssh
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. configure ssh-access-list

state NEW tcp dpt:ssh

ACCEPT tcp anywhere anywhere
ek ATy

configure
disable-ssh-access

SSH Al 2~ =55 A& Ut

show ssh-access-list

SSH oAl 2= H-5-5 AT

>
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configure ssl-protocol .

configure ssl-protocol
27 B A2 AFE-SE o] glufo] 2o i3 HTTPS 1 Aol A AF&3t = 9l SSL 22 EF o]
EE 432 configure ssl-protocol ™ & S AF-&3 4T}

configure ssl-protocol {protocol list | default}

7] 71¥ SSL X2 EF 5= 343} TLSv1.1, TLSv1.2.

S ETEEF FIYE X A= F X2 T E 55 TLSv], TLSvl.1,
TLSv1.2, SSLv3.

protocol_list

7% 4 7-& TLSv1.1, TLSv1.2$ Y o).

ge) 57 A
6.1 o] o] =95 %1 T}

o] & tufo] 2o thE HTTPS ¢ NA 2o AFR S = Q= T2 EF Fo|dES AAJ U
o]i= =7 2] A<l Firepower Device Managerol| 4] AR Ut} o] &2 ¢4 ]| 2o A = AL-&-5
A FFyth
u
Fa o] MRS AMEske] A A tute] 290 Al AR TRl ZREF S ARE s AlsHA A2 o] Fo
Huy

t}S oo A= HTTPS A 2o tldt & SSL T2 EZS Sehsl £ 2 t)ufo] A& AT},

> show ssl-protocol

The supported ssl protocols are TLSvl.l TLSvl.2

> configure ssl-protocol TLSvl,TLSvl.1l,TLSv1l.2,SSLv3

The following ssl protocols are now enabled: TLSvl TLSvl.1l TLSv1l.2 SSLv3

> show ssl-protocol
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. configure ssl-protocol

The supported ssl protocols are TLSvl TLSvl.l TLSv1.2 SSLv3

= a4
show ssl-protocol 7] F+AE SSL TEEFTS AT
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configure tcp-randomization .

configure tcp-randomization
TCP Al B 2= MG d o] A4S v 24 815l 2 H configure tep-randomization ™ & S AF&- 3 T}

configure tcp-randomization {enable | disable}

A8 AT U S ZL o] A2 NS5 st Als BA s 7] flal 40
2 kAl sf 7 o] TCP A A A HEE 9ol 2 W)

=
Al g Al 7o) TCP Al E &~ 35 WA 8hA] 5 Ut

>
ofo
Qﬂ
D)
50
dlo
4

7k TCP AA o= 2tz SefolAE o Ao A A% F 719 ISN(Z7] Al 2= W E)o] d5U T
Firepower Threat Defense U] H}-0] 22 &= QIHF& =9} o} -1} = = Wbk B5F2 WY& = TCP SYN9
ISNS ¢l o] & JA gt}

BoH S AESISNS Yol AAsd 3427 A A4S 918 v ISNS ol S8k Sk 2
Qo2 A A = AL AR

gk AS oS 5ol o]y dustz Q18] TCP 7] Al WS flo] A& AR sl A 5 9l
FUth ol 2 50l A4 W w71 7] 7k A= TCP 7ol wheh 2 ESo] H2E &, A Eg o
Al = sh=dlo] tiupo] 28 ARE- e 5= SlF U TE TCP Yo A4S WA sty tlnpo] o] BiE <
Eloo] 2~ 5 = B o] S vHYTE 54 Il s By FHAE 98 o] & WA

@ & g

i
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. configure tcp-randomization
Ao AA wj ol ST EA7F HA S Aol R TCP Al A2~ HE o] A5 A 3 Al sl oF 9

U o= TCP A A2 WS o] AA& ARS s A g o

> configure tcp-randomization disable
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configure user access .

configure user access

7]E AR& AR gk HA 2~ |k H S 7 51 H configure user access & = A& FH T

configure user access username {basic | config}

username 71 AFg-2}9] o] 28 2| AT}

basic PRl A 718 A = A S A FU o] W AT TA
e Jdste AL s gax aaun

config Ag ARl Al 3 A2 ARG A E T o] WL ARgA A
rgRdell thgh A wef A Aghs Ale g

dej 4 AL
6.1 o] Bedo] YU FIh

AP 7FeT= el

AREAF AR = B8 S o], ARE A} A 2 A EE XA Y ok A A E AR AR oA 2 e S A st
2 configure user access " & S A& T} o] W& A A7) ohgol] Q1S uf A& o)

ohg Ao A AHE AL jdoed] Al BEHE 7] o2 WA

> configure user access jdoe basic

ik Ek:

configure user add A A& AE 271 o)

show user AFE R} AR D B PES FA S T
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. configure user add

configure user add

AP 7FeT= el

[l Firepower Threat Defense§- 7 % 3=

CLI A =5 93] A AF&AF Al S A5 ™ configure user add ™ & 2 A&}

configure user add username {basic | config}

username 71 AFg-2}9] o] 28 2| A 3T}

basic Mg Aol Al 718 MM 2 AEL AT FUTE o] BHE AR TA
W Jests AL s gax eyt

config ARG AR Al 78 A2 A RS Al S FY T o] W AR AP A BE
rgRel thgk A e Ads Al gyt

ge) g ALY
6.1 o] § ol =A% o}

A o), Az A R WA E 7h A AHE RS A shel W o] WS ALg ok ]
MEE destett 2R et BARH U /g BE AR S48 718 £42 Agste] AHY
.

th5- o o A &= config M Al 2= A gko] 5= joecoolo] 2= O] 5] AFEAF AR S 7Y T 91 9
RorZ HUNT 7} FA = A s h

ol
R

> configure user add joecool config

Enter new password for user joecool: newpassword

Confirm new password for user joecool: newpassword

> show user

Login UID Auth Access Enabled Reset Exp Warn Str Lock Max
admin 1000 Local Config Enabled No Never N/A Dis No N/A



joecool 1001

configure user add

Local Config Enabled No Never N/A Dis No 5

g%

conﬁgure user access

ARG AL A 22 B A F T

configure user aging

>

AREAHI R S

}

ofo
N
N
o

|

ol

e,

configure user delete

A4 AFEAE LA o

configure user disable

A E ALEAE AFEEA U

configure user enable

AR A AL E AFE T

configure user forcereset

configure user
maxfailedlogins

configure user password

A E AREARe] R Y S S A F YT

configure user
strengthcheck

A AR Ao R B thef e A 23S AT

configure user unlock

A58 AFeAe) AR L A A e,

show user

e} AR L EAF

Firepower Threat Defense-8 " & 2%
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configure user aging

configure user aging

AgA H W B0 wE

4733} A configure user aging H & S AF&-3HU T}

configure user aging username max_days warn_days

username A&} o] &8 AT

max_days RS FES A daE A gy ghel W= 1014 9999714
Ut

warn_days H] U‘tﬂiﬂ R E7] Ao HEH S E WS ES A Aol Al AT H Y

2 AT kel 89 1014 9999744 o Ak A ) A5 ghwrh

Solek g

Yol 54 A

6.1 ol BH ol =H AT

O ol A= 1009 ol el W55 = AR A H e s 8 2 6} HE S wksd 30 o] el A
S Al 7 35 B 7] A2 T} show user 5 2 ol 4] Exp % Warn & ¢ £x}& FHaLsl4d Al Q..
> configure user aging jdoe 100 30
> show user
Login UID Auth Access Enabled Reset Exp Warn Str Lock Max
admin 1000 Local Config Enabled No Never N/A Dis No N/A
jdoe 1001 Local Config Enabled No 100 30 Dis No 5

sk g

configure user add A AF GRS F=7FsHU o)

configure user forcereset | x| 4 & A}-&-z}o] o8] A2 9| U HTE LAY}

configure user password | x| A ¥ A}-&2}o] v|UH S E A sk}

show user
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configure user aging .
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. configure user delete

configure user delete

AFEAF A S 21 A 5 configure user delete Y & 2 AR T}
configure user delete username
username Ag Ao ol B A A g T
g2 2 74 Ape
6.1 ol ¥R ol =Y AFY
U el A= AR A A S AP AU o
> configure user delete jdoe
sk v
configure user add A AFE RS F7 e o)
47 sheu

configure user disable | A} &2} A A & AA| 6} A &1 H]

show user ALE-2F A S A G T

Fx
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configure user disable .

configure user disable

AFASFA] 2 a1 ARERF Al S 1] 4] 81512 configure user disable T & S A& 3 T}

configure user disable username

username A]—%X}ﬂ o]%% X] 7‘3 ﬁﬂ]_l/] ﬂ-
g~ A A}k
6.1 o] g o] =YL AFH

R R ERE S ERE S E SR

> configure user disable jdoe
> show user

Login UID Auth Access Enabled Reset Exp Warn Str Lock Max
admin 1000 Local Config Enabled No Never N/A Dis No N/A
jdoe 1001 Local Config Disabled No 100 30 Dis No 5
8 a4

configure user add A AL SRS =7 o

configure user delete R A ¥ AgAE A AU o

configure user enable | ] A ¥ A} X} = A 3}k o)

configure user unlock | x| A 5 A}l &2} AAL &+ ) A g}
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. configure user disable

ek 413
show user AR A S EA
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configure user enable

ol el AbE 3| Al & AFE-ALE AFE-3HE H configure user enable Y8 &S AF-S-

configure user enable username

configure user enable

e,

username /\]_%;(]_g o] %% X] 7‘3 ﬁ}j]_l/] ﬂ-
de 4 AHE
6.1 o] o] = HAFH

[e] 7 © E RS
AHgAE A ST 21012 5§ 5hel W o] WS AT
o2 of o] A = AFE Sl Al | AREAF Al S AFE A U T} show user2] Enabled(AH-8-3) 2] W7
&S Az L.

> show user

Login UID Auth Access Enabled Reset Exp Warn Str Lock Max
admin 1000 Local Config Enabled No Never N/A Dis No N/A
jdoe 1001 Local Config Disabled No 100 30 Dis No 5
> configure user enable jdoe

> show user

Login UID Auth Access Enabled Reset Exp Warn Str Lock Max
admin 1000 Local Config Enabled No Never N/A Dis No N/A
jdoe 1001 Local Config Enabled No 100 30 Dis No 5
! v

configure user add A AL SRS ST o)

configure user disable | X 4 % A}82}2 A}-& &) A 3o},

configure user forcereset | x| 4 | A& 2}of o] A2 | UHSE A A}
configure user unlock | 2] A ¥ A& x}o] AAH S 7=+ 3 A gt}
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. configure user enable

ek 413
show user AR A S EA
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configure user forcereset .

configure user forcereset

—

AFEAL 7 ool 21918 wf v U S & W7 31 1 configure user forcereset T % S AF-E3]

Y.

configure user forcereset username

username ALgAbe] ol §-& A4 gt
R Eat 2= A} &}
6.1 ol BEe] EHH AT

[ 7ol = R4
gAY kel 2191 ) MRS E AR el o) W ATk AL A 2
lete] MM T & MAsH A gele] s o2 sy

O el A= AFEAF thgell 29l d W v S 5 A d A S A ot

> configure user forcereset jdoe

i a4

configure user password | x| A ¥ Al &2}¢] v|UH S E A sk}

configure user A7 AREAFe] HEH S o el A HAF 8.1S AP o
strengthcheck
show user A& A S BAIFY O
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. configure user maxfailedlogins

configure user maxfailedlogins
Abg-2lol &l 2191 A9 H o 3145 A 4 3} configure user maxfailedlogins ™8 & 2 AF&-3H

.

configure user maxfailedlogins username number

username A gatel ol g e A4t
number 219 A Ao 845 1~99992] ¥ oA A A g}

712 S B 2 flsUth 2 Al AR S T A9 718 290 A Ho SleE sYy
e A

6.1 o] W&ol = HAFYTH

AP 7FeT= e

Aol 47171 Aol A | ARG ALl thd A =l A Hd SlE A6t o] WS AR
Sk ARS A A o] 71l 2 A5, Y A S Al 82l W configure user unlock '8 7 & AHE-

S=y

g el E A A 219 Al 8302 PP

> configure user maxfailedlogins jdoe 3

83 a4
configure user add AN A EAE F7FeY o)
configure user password | 2| ] ¥ Al &2}o] H|UH T E A A}
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configure user maxfailedlogins .

3% 473

configure user unlock | XA ¥ A&} A AL == 3 A T},

show user AF A} A AL FA S

Firepower Threat Defense-8- 5% 3= i



. configure user password

configure user password

oh2 A2 Al ol A B 55 A7 512 configure user password ' ¥ S AF-&- U T}

configure user password username

username /\]_%;(]_g o] %% X] ;g f};ﬂ].q ﬂ-
e E 57 Abg
6.1 o] gEdo] =YL AFH

A48 e NS 24
FrEZ EARUL L5

.

S ool A thE ARgAbe] Aol A MU 5 S A FU T et Jonw )
A7) ek,

> configure user password jdoe
Enter new password for user jdoe: newpassword
Confirm new password for user jdoe: newpassword

S AR E YT AR A HE M T E ) stehe =
7t o] & thAl configure password ™ S AL-&

e,
(T
fol
N
=]

A av3

configure password A 21213k AL g2 v U H S S H 7 syt
configure user add A AV RS F=7FsHU o)

configure user aging | AL} H] W T ALE 7|7 AR T}

configure user forcereset | x| 4 5l A8 x}of tha]] ZHA| 2 v U HSE A2 A s},
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configure user password .

ke A
configure user A5 ALg Aol o H o) =19l A5 555 AP,
maxfailedlogins

configure user A AE A& A H S o El A= AAF A8 AA T
strengthcheck

show user AFe2} A AL A ST
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. configure user strengthcheck

configure user strengthcheck

ARERbe] vl o g gk e 8 71-& ARESFA U AFS-S1A] 2 0.2 W configure user strengthcheck

EE RN SN

configure user strengthcheck username {enable | disable}

username AHER] o 5% A AT
g A8 A R sel] e 2. 70e A AT
A A AR A R el Te 2712 AT
SRS 5 A

6.1 o] W ¥o] ) ¥ Q7L th

ArE AHESEA L ARE Sl Al et W o] M E S AR YT A7) A BE S E WA w) ARE
EA AT 7S S5 oF U vk AFE-A)F B U ®H & 71 WEE 5] A L configure user forcereset
o] ARE-E W, AR&-AL7} Thg-of]l 21918 uff o] 8. xd o] AbE O & ARG AU

7

2}

s

ot rlr i

Chr olloll M= AR A A & Sl shs A= AALE AR A ST

> configure user strengthcheck jdoe enable

e ok
configure user add A A& AE 271 o)

configure user forcereset | 2| 2] ¥ Al &2}o)| &l ZFA = v|UHIE A A}
configure user AR E ALL ] o ek o) As) =19 3142 A4
maxfailedlogins

[l Firepower Threat Defense§- 7 % 3=



configure user strengthcheck .

i ¢!

ol

configure user password | x| A gl AL-&-2}¢] v|UH S E A A Sk}

configure user unlock | x| A 5 A} 8-z} AAHL A=+ A g}

1.

=

show user AFEA A S A

E 1
w

o,
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. configure user unlock

configure user unlock

20 A H SIS 23 AHEA A& A Sl AlSHE 1 configure user unlock T8 & AFS-

e,

configure user unlock username

username AHgAFe] o] 55 AT
ECES =7 A}a}
6.1 o] §Hol =P AFHTH

U ol M= AR A A& A A T

> configure user unlock jdoe

iR v

configure user add A AFE RS =71 o)

configure user 2 A5 ALzt Uk Ho Ao 219l B2 AR}
maxfailedlogins

show user A2} A AL FA S
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copy

o [l

Eo) 4] el 2 e BARSE A E A v 5o A 3 S 2ALShel W copy B & AHEFLI T

copy [/noverify] /noconfirm {/pcap capture:/[buffer name] |src_url| running-config | startup-config}
dest url

/noverify (A8 AR k7] M1 o] v A & Ak ) AR 2ol & 21U Y]
o
/noconfirm (A8 AL el LELE glo] 3l BARgh

/pcap capture:/ [buffer_name] =] A ¥ ¥ 5ol A capture % 2] YA ] AA] FEZE HAg U T

running-config A28 W elo] 4 e A3 o] 4 A A g o,
startup-config ZohA] o] A9e A 3 elel A e A th A% 2
s c1ee] e FeA] Wmelo] 577 A Qe
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. copy

sre-url s sl B} 5 S, ol ), BALE F A A4 B 9 S
dest-url AU 2789 94 v% A Zhel] FARSE = glom® A2 9o
2709 )4 9208 24 Ex 94 5 gt 22 shelo)
A2 39, o) 5491 & = olofof LTk, kel 517 vish The

URL 75 ARy
* disk0:/[[path/|fi lename] 5 = flash:/[[path/|filename] — flash 2

disk0 =5 U5 Z @A W28 E gAY T &4 =
E AR AF YL

o

diskn:/[[path/|filename] — A B A Q] ] F- ZejA] Eeto|HE
AUt} ol pe =efo]l B Mo & A FH T

smb:/[[path/|filename] — UNIX A ¥ 27 3} A] <8-S F A g
Yt tlol e ot ek AR S & /\1i%@r A 71 A = Al
sl LAN &8 A} 2 A U E 9] = A] 2~ ©] SMB(Server
Message Block) 3 -A]| 2~ 8l 32 2 & 35 AR&-gH T

ftp://[[user[:password|@] server[:port]|/[pathl] filename[ ;type=xx]]
— type ap(ASCII 3| A| B, K. =), an(ASCII Y4k K= ip(7] &
FZr—ulol v g Al B R ) jn(rlo] g Lk =)y} e 7]

9= F st 5 AdEyh

http[s]:/[[user[:password] @]server|:port]/[path/|filename]

scp://[[user[:password|@)]

server[/path)/filename[ ;int=interface_name]] — jint=interface +
AL Ae 235 AR 7 A E e H ] A8 AFES)
o] SCP(Secure Copy) A1 ¥ el 443t}
system:/[[path/\filename] — A 2= 8] W .| & YERH LT
tftp://[[user[:password|@]server[:port]
/[path/|filename[;int=interface_name]] — 74 = °] F-2 T WS
sk 4= §lE YT sint=interface /A2 A2 23 E AU H
&% A8 H EH o] A5 AFEsEo] TFTP A B ol 12 9

o H

* cluster_trace: — cluster_trace 3} A| =8-S T A g o}

ek
L)
[>
&
o
>
oSt

N
o
ol
ot
tlo
=8
A
2
bty
i
iul
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co [

SelE) AA A FAY Fol s, vhaE Sl A e 3RS JHstel BAW BA A2 F
2B o) BE f5 02 E TFTP AW 2 $A]0] 2AHE 4 gt
cluster exec copy /noconfirm /pcap capture:cap nametftp://location/path/filename.pcap
W efh# Q1 of 2] PCAP 9}l o] TFTP A oll HARE U T H4 2] 2] 9k o] Foll= 3 ol &
o] A& 0 2 F7Fg Y vh(el: filename_A.pcap, filename_B.pcap 5). 91714 A9t Bi= S22 45l
FYvn
4
a5 o] B ol F1 ol B FUHEHA e B4 o] Fe] A4 HTH

t}1u Gﬂoﬂ}ﬂ14 *454 31:1_4 EiA} é%’?} L%E}

> copy /noconfirm flash:/install.log flash:/install.save.log
Copy in progress...CC

INFO: No digital signature found

150498 bytes copied in 0.20 secs

T8 ool A= Tl 2230 4] A2 A8 o o) TRTP AW = 5191 & BAbabs W & welFuin,

> copy /noconfirm disk0O:/install.log
tftp://10.7.0.80/install.log

U ool A= A8 FQl A 1 o] S TFTP AW & HAlehs Wi S Hosu T

> copy /noconfirm running-config tftp://10.7.0.80/firepower/devicel.cfg

U ool M= 7 717 g ol v A1 2 A S glo] HAbshE WS Bojs Y

ﬂll

> copy /noverify /noconfirm 1fbff.SSA exa 1fbff.SSA

Source filename [1fbff.SSA]?

Destination filename [exa 1fbff.SSA]?

Copy in progress...CCCCCCCCCCCCCCCCCCCCCCCCCeeeeeeeceeeceeceeeceeccecce
CCCCCCCCCCCCCCrrreeeeeeeeeececececeeceececececececececececececececececececcceccecececececececececc
CCCCCCCcCceeececececeececececececececececececececececececececcece

Writing file diskO:/exa 1fbff.SSA...
RN R RN NN RN RN NN RN

Digital Signature was not verified
124125968 bytes copied in 61.740 secs (2034851 bytes/sec)

o dvy
write net A g =l Ay 1y o] A4S TFTP Ao EALg ),
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cpu hog granular-detection .

cpu hog granular-detection

72 Al gl AAIE Fho} ALE- 2] & AlESFal CPU Ao ARE A A 7S A4 512 A cpu hog
granular-detection ™3 &S A8 T}

cpu hog granular-detection [count number] [threshold value]

countnumber FT A 352 e A YT 2HS 1-100000009 Y TF, A = 7
2 10009 Y T}
thresholdvalue HAE 1~1009 U Th A A oW 7|2 gko] AHE R Ut o] = ZF

o whe} erek o,

71 count:= 1000 Y T}, 7] threshold:= Z = Enjt} thokghu o}

Yol 54 A
6.1 SR EBETEREE

A 2= AL 1088 2t FoA 7, = Fo 31571 A5

cpu hog granular-detection ™3 ,
=gt} o] Fe do|

YUt T Al CPU Fth A}%— o] 35 eIyt sidd 49

E] 2o A CPU #t} AHE ©4 9 AlE8E wrE Yt

7k 2AZ 8] 7)vke] Aot ARE2 H o 5719 S 7]k ok AL oﬂEw} AAgUTh 2 ERE

JM 3N FAS 23S AFUT T 7Rk ) AE2 gojE = fls Ut ko] Rl
A% A AS AATUT. 2AZe] 7uke] 5o AE-S LRU 4 0] tiel A% ARER o) o]

W 7gke] F) Abgo] 29 YTk

fu
[
o,
)

U ool A= CPU St AHE BHA 2 Ed| A ek WS HojFuth

> cpu hog granular-detection count 1000 threshold 10
Average time spent on 1000 detections is 10 seconds, and it may take longer
under heavy traffic.
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. cpu hog granular-detection

Please leave time for it to finish and use show process cpu-hog to check results.

gk )
show processes cpu-hog CPUE Hr} A} L33 Q= T2 AMAE FA S )
clear process cpu-hog CPUE )} A} &3} @ T2 AMAE A}
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cpu profile activate .

cpu profile activate

A 7Fe =kl

CPU X 231U & Al %3} ™ cpu profile activate ™8 = S AF-&3H o}

cpu profile activate [n_samples [sample-process process_name] [trigger cpu-usage cpu% [process_namel]]]

n_samples nf e IS AZ D v e S ST F a2 ke W $1=1~100,000

sample-processprocess_name &7 I 2 x| A~HF M Z 2 Sk U}

trigger A 5% CPUME&o] U 2 #t9l 3 Z=alefrh Alahed o= gl far

cpu-usagecpudfprocess_name] Cpy wlE-gro] o] grr.vh vtopA W Zzstel vl & Fughch
ZRA|2 )5S AT A, EYAR ZRA 29 5% CPUHE &S
AR,

n_samples 714k 10009 H t}.
cpu% 7133 0Yd

dej 4 AL
6.1 o] Bedo] YU FIh

CPU Z 23l el &= ojul =2 A Ao A v & CPUE A} al 2l
Uth CPU ZZ 3t o A = Efo| ] QI HE7} A & S uff CPUA A A FTold ZE A0
FAE AATYL o] LE3AY LS CPU F-3foll IAIglo] 108 2] vl =g Ut ol & 59,

ofo
o
ol

5000718 &S ot Zr 0ol 9155]—‘ ] 44 £+5] 503 7F A HU o CPU Z 2 34 29
A AR8-8F= CPU A7He] o) A o' A& 49 AE 5 o B2 Al7ke] A9 Ut CPU =
2 dass ARl By AEFd Yt

show cpu profile " & 7} cpu profile activate 8 & = 37 AF-&-3Fo] =3 7Fs ¢k 4 1 W TAC| Al CPU

A A AFESE 4= = AR E FAE YT show cpu profile dump & &2 8 16317 21 ¢

g},
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cpu profile activate

CPU =23 27} Al &} 271 o] A &17] & o) 7] 81 73 -9- show cpu profile 8 & T3 & ¢

Al Tk

o
K

CPU profiling started: 12:45:57.209 UTC Wed Nov 14 2012
CPU Profiling waiting on starting condition.
Core 0: 0 out of 10 samples collected.

Core 1: 0 out of 10 samples collected.
Core 2: 0 out of 10 samples collected.
Core 3: 0 out of 10 samples collected.
CPp

0 out of 10 samples collected.

O ool A TR 2] E AR A7 ske] 100071 9] BE(71ERh) S A sk S A AU ok
© 2 show cpu profile '8 7> T2 9} o] 13 TS FAFUTE A 7] the] H T3 show cpu
profile g %3 | JEJJrO‘ o] 4B A= ’\1 3“45} A Rto g, AaE 7}X4 ©.21 ¥ show cpu

profile dump % & = AFE AU th S
N A k] SSH AAS =l oF & 91%144.

> cpu profile activate
Activated CPU profiling for 1000 samples.
Use "show cpu profile" to display the progress or "show cpu profile dump" to interrupt
profiling and display the incomplete results.
> show cpu profile
CPU profiling started: 16:13:48.279 UTC Thu Oct 20 2016
CPU profiling currently in progress:
Core 0: 501 out of 1000 samples collected.
CP: 586 out of 1000 samples collected.
Use "show cpu profile dump" to see the results after it is complete or to interrupt
profiling and display the incomplete results.
> show cpu profile
CPU profiling started: 16:13:48.279 UTC Thu Oct 20 2016
CPU Profiling has stopped.
Core 0 done with 1000 samples
CP done with 1000 samples
Use "show cpu profile dump" to see the results.
> show cpu profile dump
(...output omitted...)

H A
show cpu profile CPU =234 718 3-8 ZAFYTH
show cpu profile dump | )¢l s = g Tauleldy A3 F AUt
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cpu profile dump

cpu profile dump .

gl ~E 3tle] CPU 223U " 235 A %5t ¥ cpu profile dump ™ &= AFE-FH T

cpu profile dump dest_url

dest_url

* disk0:/[[path/lfilename] %=+ flash:/[[path/]filename] — flash = disk0
B A 2 E AU 5 S stE AR

AFH ek

« diskn:/[[path/|filename] — A B 2 {1 Q5 ZA] =efo|BE FA G

Ut} o] w ne =efoln W5 5 A A,

« smb:/[[path/|filename] — UNIX A1 8] 27 3} A| 2618 F A g T}
dlol B o wE A B 5 thE Al 2’3 §A 9 7] A 2 A -85kl H LAN
U A L AU ES] T A =] 0] A8 HA]A] E5 3t A] ¥ 3
REZS AU

o ftp://[[user[:password|@] server|:port]/[path/] filename[;type=xx]] —
type-S ap(ASCII B A| B 2. =) an(ASCI D4+ =), ip(7] 2 2k—Hn}o]
Hel sjAl B =) in(holy 2] Ak RE)a} 32 7)1 9= T s
F Qg

« http[s]://[[user[:password] @]server[:port]/[path/|filename]

o scp://[[user|:password|@] server|/path]/filename[ jint=interface name]|
— Sint=interface §A¢ A % %3] % AU 1 G4k 2| A H QB o]
225 AH8-3Fo] SCP(Secure Copy) AW ol 43T,

« tftp://[[user[:password|@]server|:port]
[[path/lfilename[;int=interface_name]] — 74 = ©] 52> WS L3k
T L5 YT sint=interface /A2 A = 23| & AU H AL &3 A G
QNE H| o] 225 AMg-3Fo] TFTP AW ol 1A g ).

e cluster: — Z 2] 2~ F 3 A A8 S T AT}

e
Ac)
[>

o
~
-
ol

3

o
—_

o

v}

ol
o
o
k1
o
i
32,
o
i
i
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. cpu profile dump

>
o
fr
>
ol
i,
i)
[>

CPU profile dump "3 %2 16315~ 3 2 E 3dd CPU 2258 =85 Fyth

th5 el ol A= cpudump.txteh= T d o] H 4l CPU Z 29k Y5 A4t

> cpu profile dump disk0:/cpudump.txt

e

i
o

show cpu profile dump | m]

e
il
t
rr
o,
il
&
il
j‘:L
iies
ot
it
:J_
il
23]
>,
ot
i
i
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crashinfo force .

crashinfo force
5 =21 7] 2 ¥ crashinfo force § & S AF&-3U T

tlupo]l =25 Al = S

crashinfo force /noconfirm {page-fault | watchdog | process process ID}

S=oA i th

page-fault (A ALEY) Flo]x] A w el AAE F

watchdog watchdogging Wlir-ol] A 2 S =31 k.

processprocess_ID process IDE AAGH ZZAAE FAZ =534 dYth. T2 4~ 1D &
213} #) ™ show kernel process 8 & 2 Al-& ?;5 Sh=

E A R ol A g v

e
AC)
P>

& /el =vr %!
crashinfo force ™8 ¥ & A1-8-310] S5 S A S HAET FUFUY. S5 A= 24 55
Y crashinfo force watchdog ™8 ¥ © = 13t T-= 3} 3 W o] ¢l
23

7} crashinfo force page-fault ==
FU 54 94 2R FFol7] iUk ko] 2t A W7} e w oA
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. crashinfo force

9] Ay AL 317 of| A = crashinfo force H &S A}-8-3} %] u}4] A] 9. crashinfo force T & -2 U] n}o] 2o
229 9 07|31 A A o7 thA] = =317 ST,

U ol M= AR oA Aoz A FE& 4oy

> crashinfo force /noconfirm page-fault

e A

clear crashinfo == AH 9do &S A3 rt

crashinfo test FE ARG S o 22 o] Fo] A g tuto] 29] 75 S HAE
gy

show crashinfo 25 AR g &8 AT
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crashinfo test .

crashinfo test

ERREEREE REFEEEDE I FE !
& ALgF o,

rr

71%5 < "H 2~ E3}2 ¥ crashinfo test 5

crashinfo test

i)
L)
[>
B
ol
>
o2t

N
o
of
o
o
b
o
i
32,
o
i
vl

U del A= & AR 9 HAES 285 Hosynh

> crashinfo test

k! A

clear crashinfo Z2 AR Fgdo Jy&& At}
crashinfo force tulo]l 25 A 2 253514 gt}
show crashinfo = AR dd o] Y &S wAIFY T
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. crypto ca trustpool export

crypto ca trustpool export

PKI A1 3] & T3 AS5AE W E U HH crypto ca trustpool export ™3 & S A8t T

crypto ca trustpool export filename

filename w8 E QA A4 9
SRS S AL

6.1 o] W< =g 5yt

o] W 84 ¥ Eo| WA Ul 4e N 4H 5 Az PEM 2F A 07 HAg ),

> crypto ca trustpool export disk0O:/exportfile.pem
Trustpool certificates exported to diskO:/exportfile.pem
>

> more exportfile.pem

————— BEGIN CERTIFICATE-----

MIIEMjCCAxqgAWIBAGIBATANBgkghkiG9IwOBAQUFADB7MQswCQYDVQQGEWIHQIED
MBkGA1UECAWSR3J1YXR1ciBNYW5]aGVzdGVyMRAWDGYDVOQHDAATYWxmb3JkMRowW
GAYDVQQKDBFDb21vZG8gQOEGTG1 taXR1ZDEhMBBGA1UEAWWYQUFBIEN1cnRpZml j
YXR1IFN1cnZpY2VzMB4XDTAOMDEWMTAWMDAWMEOXDTI4MTIzZMTIzNTk10VowezEL
MAkGA1UEBhMCROTxGzAZBgNVBAGMEKdyZWF0ZXTgTWFuY2hlc3R1cjEQMA4GALUE

<More>

i a4

crypto ca trustpool
import

PKI A1 ¥ &5 T35k 545 7H s Utk

crypto ca trustpool
remove

PKI A E] Zo| A & JAFME AAT YL

show crypto ca trustpool | PK] A1 & =8 F A| gt}
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crypto ca trustpool import

crypto ca trustpool import .

PKI 212 £& FA3lE 1545 714 2219 erypto ca trustpool import ™8 & & AF-8-3 L T},

crypto ca trustpool import [clean] url u7/ noconfirm [signature-required]

crypto ca trustpool import [clean] default noconfirm

clean

default

71 Q7] Aol B =3k RE A E E ASAE AAT U
Skl

cJue] 0] 41

noconfirm

signature-required

B s ZEEES oA
Y

g kA gk &85 = 5 %] g U U} signature-required 7] ¢ =7} 33}
HAA T Aol gIAUY HSE F S A5 VA 7= A9y

urlurl

HAE N E A 9N E

« disk0:/[[path/|filename] — W S A] W] &2 & FAIFU T
« diskn:/[[path/|filename] — A B 2 {1 9§ ZfA] E=efo]BE FA G

Yo} olu] ne Sefol B s S 24 g v,

* smb:/[[path/|filename] — =
mqaqaﬂﬂieqeﬂ*ﬂ%ﬂﬂ‘ﬂ
LR RN ERER P ER R Rt DR PR
EEZSAREEUHL

* ftp://[[user[:password)|@] server|:port]/[path/] filename[;type=xx]] —
type-> ap(ASCII T A| B. 2. =), an(ASCII ¥ ¥ 2.2, ip(7] & gt—1} o]
V2] S A B ), kel v Qv e g 719 E F s
T syt

« http[s]://[[user[:password] @]server[:port]/[path/|filename]

o scp://[[user|:password|@] server|/path]/filename[ jint=interface name]]
,1nt—mterface SAE AR 235 AUH I A XA E QT E H o]
25 A}-8-3}o] SCP(Secure Copy) A1 ¥ ol 143}

o tftp://[[user[:password]@]server|:port]
[[path/|filename[jint=interface name]] — 74 =& o] 5 IS Lt
T SlF YT sint=interface /42> A 2 23| 5 AU H AL &3 A G
AEIFH o] 25 AFE-EFS] TFTP AW ol A A th
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Al
o 1

Al
S

™ 9] Cisco HE

o) O
T

o a3k A2 Cisco HE

6.1

crypto ca trustpool import
9
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3
ol
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X
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0
w
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crypto ca trustpool remove .

crypto ca trustpool remove

PKI A &] Zof| A XA H td A5 E #| 7521 crypto ca trustpool remove ™ & S A& o}

crypto ca trustpool remove cert_fingerprint [noconfirm]

cert_fingerprint oz JAZHE = 162591,

noconfirm DE Y5 TETES oA s H o] /19 = S A 4Pk
EE P AL

6.1 ol W@ o] == st

U2 Aol A= A5 E AA T

> crypto ca trustpool remove 497904b0eb8719ac47b0bcl1519b74d0

e a4

clear crypto ca trustpool | Al 2] Z oA ZE Q22 A A}

crypto ca trustpool PKI A8 =& A8 Q=42 Yyt
export
crypto ca trustpool PKIAlE] &8 FA5 = 9ZAE 71 &Y.
import

show crypto ca trustpool | pPK] A1 2] =8 ¥ A| gk},
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. crypto ca trustpool remove

[l Firepower Threat Defense§- 7 % 3=



* delete, 229 ¥|o]X]

o dir, 231 #o]X

* dnsupdate, 233 ¥ o]A]

* eject, 234 Ho]A]

* eotool ¥, 235 #H|o]A|

* erase, 236 o]

* exit, 238 o]

* expert, 239 ¥o]Z]

* failover active, 240 3]~
* failover exec, 241 ¥|°]#|

* failover reload-standby, 244 3| o]~]
* failover reset, 245 ¥ o]X]

« file copy, 246 | °o]X]

« file delete, 248 ¥°]#]

« filelist, 249 ¥ °]X]

* file secure-copy, 250 ¥|©] 4]
+ format, 252 ¥|°]XA]

. fsck, 254 Ho]X]

* help, 256 #©]A]

* history, 257 ¥ °]#]

* logging savelog, 258 ¥°]%]
* logout, 260 H°o]%]

Firepower Threat Defense-8- '3 & 3= i



 memory delayed-free-poisoner, 261 ] ]
+ memory caller-address, 265 ¥ ©]#]
* memory logging, 267 | °]#]
 memory profile enable, 269 ¥|©]#]|
* memory profile text, 271 ] ]

+ memory tracking, 273 3| ©]#]

« mkdir, 275 ]|

» more, 277 ¥|o]A]

* nslookup, 280 | ©] %]

* packet-tracer, 282 ¥|°]#]

* perfmon, 285 ¥|o]#|

* pigtail §7, 288 ¥ o]X]

* ping, 289 o]

* pmtool &, 292 #|o]A|

« pwd, 293 #Ho]#

+ reboot, 294 Ho]X]

« redundant-interface, 295 3| ]

+ rename, 297 ¥ o]#A]

« rmdir, 299 ¥|o]X]
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delete .

delete
Z o A] o 2a) o A 912G AbA| skl W delete ™ E S AFE U T

delete /noconfirm [/recursive] [/replicate] [diskO: | diskn: | flash:][path/|filename

/moconfirm lol TE2XEZ FA|FA] &4

Irecursive (8 Abh) A A S BE k9] R el A i 0.2 2 g
o

Ireplicate (e A A A8 s g 7] ool A AbAl g o

disk0: (A B AL W Fe A o e & AR F

diskn: A AL A HQL 9 A Eefolng AU oWl nd =)

filename A st 9] o) 5L A P o

flash: () AL - E A A Re] & AT o) 7192 diskovt
Fieh

path/ (3 AH) skl o A2 E AP

HUELE AGs gom @4 4 s} /| 2H o2 Aghu

EEPS 4 AL
6.1 o] 3 BBk
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delete

o dol A= @A 2 g Eg o A test.cfget= IS AHA 5= WS ol FU T

> delete /noconfirm test.cfg

Bk A
cd A 4] e s 43 fYrg 2 Mg
dir A4 gLl 9E e A

rmdir 99 = T Y gL E A7 g
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dr i
dir
O s el g2 A S W dir 39S AHEE U Th
dir [/all] [all-filesystems] [/recursive] [ disk0: | diskn: | flash: | system:] [path] [filename]
fall (A8 A1) B E e A g
Irecursive (8 AV R o) U & = 3kete] AU
all-filesystems (A8 A B = a1 Al ~El o] S A g T
disk0: (R AL W FeA] el eh 1 Fle] FES A
diskn: A AL A E Q) 9 R ZefA] meto] B E HA G o] nd =2}
olB We S AT o] AL AnHA O diskl YU T
flash: (A A 71 Fe A shel A o) B e EA
path (e AL B4 A s AgEyn
filename (A8 AL F 9] o] B2 A A G
system: GRS ECRES BE R T 2k Rk
e S A gskA] o dA 2] yeEe 7 7|24 o2 Ab-g Ut

e
AC
[>

4
ol
>
ot

*
—_

o
ol
o
o
k1
o
s

32
oy
Is
o

O dlel M= vEEe] W8

> dir
Directory of
1 -rw-
2 -rw-
3 -rw-—

EASHE WS melF U

disk0:/

1519 10:03:50 Jul 14 2003 my context.cfg
1516 10:04:02 Jul 14 2003 my_context.cfg
1516 10:01:34 Jul 14 2003 admin.cfg
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[

60985344 bytes total (60973056 bytes free)

EE R
cd AA 2] T Ee 2 A4 E veEe 2 Mg
pwd AA 2} AR B EAF T,

mkdir Hege s sy

rmdir deEel s AA g
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dns update .

dns update
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eject

eject

9% 2= FehA] tuto] 25 ASA AT eject WS AHEF

eject /noconfirm diskn:

Y.

diskn: AW ko] 22 A AT )

/moconfirm

)
Au)
[
o
ol
>,
o

N
o
of
ot
o
ki
jin
i
32,
f
i
v

O do A= gntol 25 B4 o2 A A7) Aol eject T H S ALE5 disklS o= F

|

She P S welFunh

> eject /noconfig diskl:
It is now safe to remove diskl:

ek

il
ol

show version

=G AA Az E o] tigt JHE AP
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of
o,
|

eotool

eotool & &

Cisco Technical Assistance Center®] *] A] ol w2} eotool & & T+ A}-8-3H T}
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erase

erase

ool HE S FAX A

o

2;5:]1-

A

ohg 7

ofy

12 erase &

b

]

A

At

o

el
BH

<

oW

ﬂ

28 QA g

]

A

=

el
w
i
s
)
K

jans

A M2 =

T
=

wx 2bAg o

g

s

erase /noconfirm [diskO: | disk#: | flash:]

disk0:

diskn:

flash:

o] disk0: % Yt}

=9y

flash 7] ¢

1
L

ASA 5500 A] 2] 2] A

o)

rvze)

&+

£
!

6.1

EE SR B!

&7 e

glol

=y
-]—UL_

e A] w2 2]

ol

S

erase 1§ % & OxFF W Bl & A&

ol 2-S A2 g,

)

o
TH

<

}2 A erase ™ & U)X delete /recursive

5|

|

Ak
Al

o] o =
E]ELJ—T

5
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erase .

[N

o
Kl

D E ALz} g o] B & 2hA| d ). o] 9F @2 format

erase "J &2 0xFF ¥ &l 9] O‘—E O3 BE
S AR YT AA H 2= 87 ES AR A FlkE o] A

# & 5k A2 Alo] P2

WE B 5 gEy,

The ool M 5 A 2812 A S 31 oA ERF o,

> erase /noconfirm diskO:

e Ay

delete %7170 A28 S A 9)skn EAE BE el S Al A g

format (A A28 ol S W] Eato]) BE 5ol & A $ 3 3 A 28 G E
Fun
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. exit

exit

AR 7Fol =

[l Firepower Threat Defense§- 7 % 3=

oFl

CLIOI A £ 55219 exit W3S AFE S O
exit

ERES 57 Aba

6.1 o] Y&do] =¥ AFYTh

U WF CLION A exit 2 logout ™

LL

= N
ARt 2o 92 ) exit® AH§3HA AE/F LES WojL} Ak CLIZ

gk

sokdytt
Diagnostic CLI(system support diagnostic-cli)©l| 1= ™ exit ™ & S A}-8-3}H Privileged EXEC X =9
4] User EXEC BLE & TFA] o] 55 Ut}
TS o o A = exit 8 S AF2-3}0] CLIO| U] 8F SSH 9128 &= U S 1 o] &1t}

> exit

U2 ol ol A = exit TH & S AF-8-3} ¢ Diagnostic CLI(i%EE of| A # 7] & = A E) <] Privileged EXEC
R oA User EXEC L= ThA] o] gt WS HolFUth 21 QX HA[X] & FAI S = gl
] CLI AlAd o] Al e B e .

firepower# exit

Logoff
Type help or '?' for a list of available commands.
firepower>

ks a3

logout CLI Al Ao A =1 @ Z gt}




expert

1 Ao BAG AL REE NG

3l ¥ expert

expert .

expert
EERS 54 b
6.1 ol BE o] =AU

AP TFeT =]

E Aol g Elo] gl Aol e} BEv} e
Assistance Centerol| 5] A} 8312 = de8]FE 2

ohe el A AEV REE A g FE )

username@hostname 7 H.& H.of F 1T},

> expert
admin@firepower:~$
admin@firepower:~$ exit

logout

>

i ary

exit A7 EEE

Firepower Threat Defense-&-

= |



failover active

2~elnlo] tjulo] 2 o] AE| & HE|H e 2 33l H failover active 8 & & AFE Y TH HE| B

= 71

tupo]2o] e & Auinbo] Aef = dgkste]d of 2] no F A& AHEFY T

failover active

no failover active

de) 4 AL
6.1 o] o] EH U &HITh

Z~glnlo] Fylo A H A o 29X E A 251 A failover active ™8 & 2 AFE-3Y T B JE|H

- o A no failover active '3 & = AF-8-31] #| U 0¥ A9 X & AU T}, o] 7] 5 AFRE1o] &
T dE o] RS AAds et ALY £ A BaE Qe AEE fUS ekl s = glF U o 2 H o]
EZ Ao E AMESHA] &8 A BE dEH Ado] E7|H, #H A7t o] Foj Xl & Sefoldd

EollA Al A4S A oF Ut

ThS oo Al = 2 Elnfo] G418 olE| B AVE| 2 2 33U T},

> failover active

el

a4

failover reset

tjupo] 22 0 & Aol A] 2~elulo] AE 2 srE )

>
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failover exec

1™ failover exec

©

oM EE 23

failover exec{active | standby | mate} cmd string

failover exec

w .
oF % (Y
ey - Yy
o] . T m i Am
< Y . = 2
WI o o ‘D| O 11¢| oF 7% ol e
B | N o z & R i
R | e X MW = o o)y BE 54
X o W = 2 5 I o o
wrolw |y |y T K Loy A 2
Wolde |5 o w5 ST -
wo | R o WW ) oy T o oﬁ Y a
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@ 0K |5 T o o AT g &
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failover exec

i Firepower Threat Defense§- 7 % 3

o AFEA} 1Y == 89lo] F @ 3t v & of = /nonconfirm 34 S AF-E-3] oF T}

g oo A= e Foje] Hld e A 1 o] S 3 A18H7] 93] failover exec %
FUTh o] E S HEHE G50 7|2 fFHlo A A um, T A= JHE B Auiblo] f

AF I,

> failover exec mate show running-config failover

failover

failover lan interface failover GigabitEthernet0/3

failover polltime unit 1 holdtime 3

failover polltime interface 3 holdtime 15

failover link failover GigabitEthernet0/3

failover interface ip failover 10.0.5.1 255.255.255.0 standby 10.0.5.2

)& of o) A= failover exec & &2 AF-83}o] 2~ Elv}o] f-H ol show interface & = S X Lt}

> failover exec standby show interface
Interface GigabitEthernet0/0 "outside", is up, line protocol is up
Hardware is 182546GB rev03, BW 1000 Mbps
Auto-Duplex (Half-duplex), Auto-Speed (100 Mbps)
MAC address 000b.fcf8.c290, MTU 1500
IP address 192.168.5.111, subnet mask 255.255.255.0
216 packets input, 27030 bytes, 0 no buffer
Received 2 broadcasts, 0 runts, 0 giants
0 input errors, 0 CRC, O frame, O overrun, 0 ignored, 0 abort
0 L2 decode drops
284 packets output, 32124 bytes, 0 underruns
0 output errors, 0 collisions
0 late collisions, 0 deferred
input queue (curr/max blocks): hardware (0/0) software (0/0)
output queue (curr/max blocks): hardware (0/1) software (0/0)
Traffic Statistics for "outside":
215 packets input, 23096 bytes
284 packets output, 26976 bytes
0 packets dropped
minute input rate 0 pkts/sec, 21 bytes/sec
minute output rate 0 pkts/sec, 23 bytes/sec
minute drop rate, 0 pkts/sec
minute input rate 0 pkts/sec, 21 bytes/sec
minute output rate 0 pkts/sec, 24 bytes/sec
minute drop rate, 0 pkts/sec
Interface GigabitEthernet0/1 "inside", is up, line protocol is up
Hardware is 1i82546GB rev03, BW 1000 Mbps
Auto-Duplex (Half-duplex), Auto-Speed (10 Mbps)
MAC address 000b.fcf8.c291, MTU 1500
IP address 192.168.0.11, subnet mask 255.255.255.0
214 packets input, 26902 bytes, 0 no buffer
Received 1 broadcasts, 0 runts, 0 giants
0 input errors, 0 CRC, O frame, O overrun, 0 ignored, 0 abort
0 L2 decode drops
215 packets output, 27028 bytes, 0 underruns
0 output errors, 0 collisions
0 late collisions, 0 deferred
input queue (curr/max blocks): hardware (0/0) software (0/0)
output queue (curr/max blocks): hardware (0/1) software (0/0)
Traffic Statistics for "inside":
214 packets input, 23050 bytes
215 packets output, 23140 bytes
0 packets dropped
minute input rate 0 pkts/sec, 21 bytes/sec
minute output rate 0 pkts/sec, 21 bytes/sec
minute drop rate, 0 pkts/sec
minute input rate 0 pkts/sec, 21 bytes/sec
minute output rate 0 pkts/sec, 21 bytes/sec
minute drop rate, 0 pkts/sec

[N N C N
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Interface GigabitEthernet0/2 "failover",
Hardware is 182546GB rev03,
Auto-Duplex (Full-duplex),
Description:

failover exec

is up, line protocol is up

BW 1000 Mbps
Auto-Speed (100 Mbps)
LAN/STATE Failover Interface

MAC address 000b.fcf8.c293, MTU 1500

IP address 10.0.5.2,

1991 packets input, 408734 bytes,

subnet mask 255.255.255.0

0 no buffer

Received 1 broadcasts, 0 runts, 0 giants

0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
0 L2 decode drops

1835 packets output, 254114 bytes, 0 underruns

0 output errors, 0 collisions

0 late collisions, 0 deferred

input queue (curr/max blocks): hardware (0/0) software (0/0)
output queue (curr/max blocks): hardware (0/2) software (0/0)

"failover":
345310 bytes
212452 bytes

Traffic Statistics for
1913 packets input,
1755 packets output,

packets dropped

minute input rate 1 pkts/sec,
minute output rate 1 pkts/sec,
minute drop rate, 0 pkts/sec

minute input rate 1 pkts/sec,
minute output rate 1 pkts/sec,

[ NC NC N N el

319 bytes/sec

194 bytes/sec

318 bytes/sec

192 bytes/sec

minute drop rate, 0 pkts/sec
o ool A= o] fulo] 2 E ¥ s Bl u sy = O/ WAXE BoFyT
> failover exec mate bad command
bad command
ERROR: % Invalid input detected at '”~' marker.
oS oo A= H L oW 7} v A 3LE Ao A failover exec H &S AFE-SF 75 WhSlE = Q. F d
AlA & HolFyTh
> failover exec mate show failover
ERROR: Cannot execute command on mate because failover is disabled
i A
debug fover AL A tyW 7 WAIA & A FYT
debug xml failover exec 8 % ol 4] A}-&3}= XML A 2 €13 )81 A WA A S FA)

e,

show failover exec failover exec 5 &
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. failover reload-standby

failover reload-standby

2einto] fS A &= A F-e) 612 ¥ failover reload-standby ™ % S A}-§-

e
failover reload-standby
RS 54 Abg
6.1 ol WH e m ALY
ARS Zhel =kl
H o H fl0] F715kE A 4L uf o] H e ALGFUTE R o] Tl 2ulnto] fulo] A%
i el 8 513} ohA] F7) 8 ok

o2 ool A = 2Eiblo] {3 & A 2 A 5] 2138 HEH f-H ol A failover reload-standby ™3
Ha AbEete S Ryt

> failover reload-standby
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failover reset

failover reset

e,

i

3} failover reset ™ & S A&

2% R Sl dHE 2

SRk A ol

failover reset

fro)

rvzel

&+

£
Pl

|
PES
'y

—

H

ﬂwo
mo

6.1

=]

AR 71l

<Yt} failover
= Aol

S

failover reset

FeUr

=
=

]
H
slo] "9 gl ek ik,

0

oy

ME]H. Yl o) A failover reset 5 &

AJz

ox

+

B

)A
e

show failover

& Bolsyth

el

> failover reset

‘mo

TR0

show failover
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. file copy

file copy

[l Firepower Threat Defense§- 7 % 3=

FTPE &3 o5 tH e 94 2 2E2 9dS AEste] W file copy ¥ H & AHE-FH H

file copy host_name user_id path filename_1 [filename 2 ... filename n]

host_name Bl YA T AEQ o] =P T4AE XA YT
user_id A7 T 2Eo A ALERE X AT

path 17

b
kY
%
1o
o
el
g

filename_I~filename n

ol o eE TE U e A RE JIS pub U EZ(KF 52
jdoeE E3f A= g)E HFd

E sentinel®l| $J 2. Al&-x}

> file copy sentinel jdoe /pub *

'k )
file list ZEOHEd Qe A AT
file delete kLT ERETER R

file secure-copy




file copy .
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[l filedelete

file delete

&t 2N 3 S X521 file delete " & AHE- I T

H

file delete filename 1 [filename 2 ... filename_n]

filename_1 ~ filename n

o] ed e Al zglo] BA| 81 o] 2718 FaAeh 440 FF O Lo gl el A w4
PGt

ge) 4 A

6.0.1 o] Bl £ H AT}

of clloll A= k) ) & AbA e,

> file delete 10.83.170.31-43235986-2363-11e6-b278-aff0a43948fe-troubleshoot.tar.gz

w2 EE

file lst T U= 9 %L a .

file copy FTPE 5 35 vel oo Qi e A%ach
file secure-copy SCPE Bl ¥5 veEeo) Qi e AT

[l Firepower Threat Defense§- 7 % 3=



file list

A file list

3

©

. filename_n]

gl Eel] g g v

3

file list [filename 1 ..

3L
[}

file list

el

FE Lol A 1

en

filenam

lename_1 ~

fi

~
;OO

1%0

o

<]
o

137474048 /core 1464284811 rackham-sfr.cisco.com diskmanager 11.21145

1464696832 /core 1467059810 rackham-sfr.cisco.com lina 6.21293

6.0.1

of ol = &
> file list
May 26 17:46
Jun 27 20:36

o

[¢)

mo
)
>
(=¥
(=]
s
3 2
<ER] =
(=3 — 151
o @ Q
0 3] = 7]
g A
= = =
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. file secure-copy

file secure-copy
SCPE 2&l 32 tdED oA 92 3 2E= 548 A5l 9 file secure-copy & &2 AF&-8H
ot

file secure-copy host_name user_id path filename_1 [filename 2 ... filename n]

host_name B 94 s2E9 o] BEIP F22 (AT

user_id DA T AE|A AL AE X AT}

path A7 E2E A Y F2E ARG F .

filename_1 ~ filename_n FE A E g oA 2148 0} 9] o]2& x| AUt} o2 3 o] 2 0]
ARE A, FHoE PRk FU o] A5 FAEAEE ALAF
e},

i T4 ALt

6.0.1 ol W o] ZHAF YT

o] o= FE U Egd I BE 3d S U4 3 2E 101.123.31.100] 0™ AL} jdoes 5
3 A28k 5= Q= /tmp Y P EE 2 A5y}

> file secure-copy 101.123.31.1 jdoe /tmp *

e EE
file copy FIPE §3) 2% tgEeol g $ag dsgyr:
file delete TE O Eel A B A g,

T

[l Firepower Threat Defense§- 7 % 3=



file secure-copy .

e EE
file list TE O gEel e Hdg ha gk
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. format

format
b1 & 4§30 9 A 2812 E el W format 7 H-2 A8
format /noconfirm {disk0: | diskn: | flash:}
disk0: B oA g QT
diskn: o) % A W we) Fh=E ARG o 7] 4 ne =eolu W B YT,
flash: Z A 2] o} 71 FHofl F25 A ATt ASA 5500 A 2] Z ol A
= ﬂash 719 =2 H A o] disk0 L T}
dej 74 g
6.1 ol o] =AUt
[] 7o E— R4

o] 9} Tl format 8 %2 7 Al 28 Alo] F2E AT G 94 )22 97) B ALET
49012 o] ARE 2 5 AT ) 2, erase '8 H & OxFF A El0] Q= T 220] BE AL§A o]

ol E sl

format X=+= eraseS A}-8-3h= U1 th-3) o] 7B} 3 A4S 8y}
(AR A 2E A S A9 eta) EAH FAS BF 2LASHE A delete /recursive T H 2 A&
ot
X .

o 4 I A 2HS 55 H format HEH S Y 2 5H7] Aol fsek S AFS S HAA] L

Firepower Threat Defense-8 ™ & 3%
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format

bol Abg-g

S

11

3

g ZeA E R E A

4

Y.

> format /noconfirm diskO:

Yy
| &
T
ElL-
| A
S
" | )
el E iy
oo E T
B O < | ®E
o= =
ul| il -
w | | T
< W <]
oK<
= | |9
W |
~ |F @
g0 | | %O
W | M|
D
g g |k
s |5 &
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. fsck

fsck

T TTe] =

[l Firepower Threat Defense§- 7 % 3=

FiL A2 Brehel fsok W el & AME R T

ol

59l 420 AL 5

fsck /moconfirm diskn:

diskn: FUA e =eho] HE N AT 7] 4 ne Eetol B i 5 YT
/noconfirm TELE glo] WHl g AW Es NPt o] 719 = 59y
EEES 7 Ave

6.1 o] W &do] =gl H Lt}

1<)
fo
ofr
ol
X,
O

'~
o
it
it
42
2
%
t
2
2
%
i
)



fsck .

[N

B0 FSCK FRelElE A4 A 4502 ARSI B 44 fsek B 95 BT b BT 5}
o] EAE % YT

The ol FA vmel el el A2 Ee AR WS melF U o,

> fsck /noconfirm diskO:

E EE

delete AL AL A BAHE ZE AL A A
erase RE g A sk Ee A v e g LR ok
format vhed A2 el ZR g o)
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II help

help

7}

help {command

? EgHo]l AL 7sd R E e S FAS
command CLI =35 A1 e ¥ S X433y}
Qe 4 A
6.1 o] o] == AFY T

[] 7ol = R8s
help ¥ 32 d5 P& U)s @ JHE A FYT help 8 & tholl W& o] 55 =3k 7
HEo] s e - FUT WHE o] 5S A YA g 2E diAl fEEt e A, B
o] 9 wE Wo] e H .
E R PR YT TE A FEUS S sk o WHL TE LAl
g A = fFast g EE Ryt

t}L& ool 4]+ traceroute T H ol Tl =& LS T A= WS B},

> help traceroute

USAGE:
traceroute <destination> [source <src_address|src_intf>]

[numeric] [timeout <time>] [ttl <min-ttl> <max-ttl>]
[probe <probes>] [port <port-value>] [use-icmp]

DESCRIPTION:

traceroute Print the route packets take to a network host

SYNTAX:

destination Address or hostname of destination

src_address Source address used in the outgoing probe packets

src_intf Interface through which the destination is accessible

numeric Do not resolve addresses to hostnames

time The time in seconds to wait for a response to a probe

min-ttl Minimum time-to-live value used in probe packets

max-ttl Maximum time-to-live value used in probe packets

probes The number of probes to send for each TTL value

port-value Base UDP destination port used in probes

use-icmp Use ICMP probes instead of UDP probes
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history

T TTe] =

history .

A Aol tHE AME 2l 75

o
=5

A8t history T8 & A& U U

history limit
limit A=) ol Q= 715 B2 o] 279U th 7] 2 FAGoZ B Ystew
=, A4 7155 2 02 49 Eu

CEPS 7 A

-
(
o=~

6.1 ol §&#Ho

ki
jin
i
32,
i)y
i
v

48 show environment

49 show network-static-routes
50 show network

51 show running-config

52 show service-policy

53 show ntp

54 show cpu

55 show memory

56 history O
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. logging savelog

logging savelog

2O HHE ZYA v E e o A3} ™ logging savelog 8 & S A& 31t

logging savelog [savefile]

saveile (8 AFah) A 2oe] el o] BT 9 o] B2 N FaA gow
N A -NECES RER e DR
e
H .

LOG-YYYY-MM-DD-HHMMSS . TXT

= Aol MME EolH pDE SR Yt HHMMSS:= A 7F, £,

22 ey,
gel S AL
6.1 o] o] FAH ALY

Abg 7Fol =eel

205 Bl sl melo] A gskeld wA vslol Bje 2% sl of itk 1) 1
gow = HH7LHolBE Fef Al wle]o] A48 5= glssu vk vlubo] 2 2] A}, Firepower
Management Center(<d 2}) B-+= Firepower Device Manager(Z )& AF8-3Fo] W3 278 A4 3o
a
3L logging savelog 8 & 2 W H & A 94| &FUT W E A-9-H 1 clear logging buffer ™ 72 A}

3o,

U2 o= 9 o] 59 latest-logfile.txtE AF8-3ko] S efA] v Eejo] =1 W& A&

> logging savelog latest-logfile.txt

[l Firepower Threat Defense§- 7 % 3=



logging savelog .

k! A

clear logging buffer FE3elal 9l B syslog WA A 9] 21 W & ]34t

copy HA-& g 1A A TFTP 3= FTP A B & H] 53 th2 93 = Ay
t}.

delete AdE 20 5o vl gE Aol A 3 -& AR A Y T
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. logout

logout

CLISI A 5812 W logout ¥ % & AR T},

logout
gej 4 A
6.1 o] W o] =¥ AL th

A 7FoT =l
logout ™8 ¥ AL8-3ko] T]uo] o] A 210} CLI A S S8 & 5 14U th exit 35S AF

thg o= Tube] o) 4 =10}

Yo
ol
rlr
ok
g
o
%
2,
iy
A
TE

> logout
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memory delayed-free-poisoner .

memory delayed-free-poisoner

delayed free-memory poisoner = °l| U] ¢t 3}2} 1] E] & A % 5} 2] ' memory delayed-free-poisoner ™
= AF8-3 Y th. delayed free-memory poisoner =& 273 315} 2] ¥ memory delayed-free-poisoner enable
o8 A2t delayed free-memory poisoner &< H| & g5t W o] & 2] no P2 S A&7
L]t} delayed free-memory poisoner 52 AF-831H of 2] Alo] Mol A He|~E o] F o f Uﬂ A=)
WA AL RUHEE 7 JFUTH

memory delayed-free-poisoner {enable | desired-fragment-count frag count | desired-fragment-size
frag-size | threshold heap use percent | validate | watchdog-percent watchdog limit}

no memory delayed-free-poisoner enable

enable delayed free-memory poisoner =l U] st 2+ -& A 2Fg o},
=

desired-fragment-countfiug count poisoner ¢l A & W 22| 27}e] 5 AT
= 0~81920]™ 7] 2 gk 164 L Th

whE gkl W)

desired-fragment-sizefiag-size poisoner 71l 4] & A7 3k of F v 22] 7] =& vlo|E 92 A
At} vlE ghel W= 0~2684354560] 1 7] EZES- 1024009 Y
=

thresholdheap_use_percent A] 2~®l o] poisoner | A W E2] = & 2| & w] AF&31= A2~ E] v 22
o] W& JAE 0~10020.2 A AL 7] - 1009 YT

validate delayed-free-poisoner 79l & B+ 845 FAZ A5

watchdog-percentwaichdog limit watchdog #l| 3+ watchdog 1 Al ak(15%) 2] W& = A At} 3o
H 2= 10~1009 Y o} 712 k-2 504 Y T}

memory delayed-free-poisoner enable ™8 ¥ 2 7] 322 0 = H| g/ s} 5] o Q)5 T}
desired-fragment-count 7] = 412 164 L T}

desire-fragment-size 7] =%t 102400 Y T

watchdog-percent 7] 2k2 509 1 T},

Yol 4 ALY
6.1 o] o] £ 5 A1 o}
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[l Firepower Threat Defense§- 7 % 3=

memory delayed-free-poisoner

delayed free-memory poisoner & 243 8}= v 2] AF-8 W Al =8l 5o & S v YT HE e
Cisco Technical Assistance Center«] 7= Soll A uk AR5l of fhU Tk Al <8l AL8-gFo] B2 7] T

T AN A= g

e 2 sts Hupo] ol A A& <l ol 2] Aol o of i Wl Ee] 8.7 o] FIFO tell 715+
oh. 7} 874 ©] poisoner?] Tfoll 7|5 H L= U] W2 o] v B2 oA 8t H A e Zhte
A 2] Hlo] E = Oxee At 2 7] 5 0 2 M "F 5 (poisoned)"H U T}

off ZE] Al o] Ao A Al 28] of f W EE] Fo & AR H B2 i E 87 wj7hH] o f v &
g 83 o] Ffoll W& A Fuoh 71 vl 27t E 8.8 79+, poisonert= ol Al FH 4
desired-fragment-count®] W 52| H fﬂ(desired -fragment-size 1} °] E) & 3t11 3| W 22| & ol A
714 9} 5@ T}, desired-fragment-size 2 desired-fragment-count2] %2 % 7 3} 4] poisoner”} T
R QS EE5E g ARSE A 7S 24 4 9l

M T o

FAEA e v R = A AE o F WEe] T2 ey, 27 R4S 3o 2] Aol A ] v Eg]
875 poisonerol| Al ThA] AU t) @ 4 o EF2]Alo] A& 95 T g7} ghEd wfj7hH] o]
A o] HkE-F

s

ARt SN A LG E FAR FEE or)a T AVE AAshe A8 5
=g s A I

delayed free poisonerdl] = Z 2 A 2 0] 3} =3k 2] A2 AFR-S WA 3}7] €13k watchdog Ml 71 U o]
§r= o] 5 Y th watchdog Y Al 8k 155 0] Z2 A7 8 AJ7E &<t CPUS 3E7]8kA] &aL 7
&3 A A8 e 7 $- poisonert A 2 ES A 2 FEAZI UL

watchdog #l| $F-8- A A 5} & watchdog & 2H2 =4 & 4= 9l 0.1 o] A3k 15% 2] watchdog I Al %k <]

Wl B8-S FASH, 7] 32 50% Y Y T w4 delayed free poisoner7} 2391 Ao A 7] A o
2 EZZA| 27 CPUE E7]8HA] Rl 7.5% Bt Al&GalA A 5, Z2A 2~ dAS A A
W7k A] SR A 2o A Bl F7F W e 9 8 %2 A 3 3 T watchdog Al $FH<] %k% H 73 3lof o]

Ex]—o ZXJG]- 2= 01/\141:].

=

32, ofy
o[y

HEgh R e e o] S WA 8HaL A28l CPU 2 =5 o] 8] W poisoner7} 7ol A] Al 2~
Wlwe] E R AE 0w o Ae W ol f v % 2] ALE o threshold W E-5-S A S 5 9l
Yok (7124 &2, poisonert= A 22§ W L] 7} BLF 4R wf7hA] Foll A v Re) & Sl Al ek A ).

delayed free-memory poisoner 5= 7|4 02 o] BE Q4o 3| A5 o2 ASS gy
memory delayed-free-poisoner validate § % S Al-8-310] A5& T35 o2 A28 5 95U &
Aol of| 7] 2] &2 ko] oW A 2RE: AR 55 o v S-S At 59 Ul
= AT 7] H] 252 gho] flow 8 A0 ?’r°ﬂ IR %X]Qﬂ ol o3l B ow A e
S A2 e F2 ks

f
2 of

o
rlr
E
n

S Y t}. memory delayed-free-poisoner validate ™ ¥ -2 570l
shA] ¥ U



memory delayed-free-poisoner .

o|\

°] no P& A&, 5ol @ oA Fxdhe B w7 AT glo] of i v Re] = vt
al

e B4 AHE L A9 QU

th ol = delayed free-memory poisoner &2 24 3131t}
> memory delayed-free-poisoner enable

o+ delayed free-memory poisoner = ol A1 2305 H| B 2] AJAFE-S ©AoF= 499 A

.

e

#4990

delayed-free-poisoner validate failed because a
data signature is invalid at delayfree.c:328.

heap region: 0x025blcac-0x025b1d63 (184 bytes)

memory address: 0x025blcb4

byte offset: 8

allocated by: 0x0060b812

freed by: 0x0060aelb
Dumping 80 bytes of memory from 0x025b1c88 to 0x025blcd?
025b1c80: ef cd 1c al el 00 00 00
025b1c90: 23 01 1c al b8 00 00 00 15 ae 60 00 68 ba 5e 02
025blcal: 88 1f 5b 02 12 b8 60 00 00 00 00 00 6c 26 5b 02
025blcb0: 8e a5 ea 10 ff ff ff ff cc cc cc cc cc cc cc cc
025blccO: cc cc cc CC CC CC CC CC CC CC CC CC CC CC CC CC | wviiieiiinnnnnnn
025blcd0: cc cc cc cc cc cc cc cc ] e
An internal error occurred. Specifically, a programming assertion was
violated. Copy the error message exactly as it appears, and get the
output of the show version command and the contents of the configuration
file. Then call your technical support representative.
assertion "0" failed: file "delayfree.c", line 191

O el A= =] fradh Bl wa] Ay

heap region 7 o Z el Al Aol A Abge = 9l w2 e
JuUth o] A7)= oW A9 A Fo
oA Wl e] S v el whel o 2

lo
N
B
of
18
we
. of,
i
lo
> H
N

memory address S 27k x " f2a 9 9 xAdY).

byte offset byte offset< heap region®] A| 2} -3} ¥hed o] gl om A7} o] F4of A

AR HlelH FE2 AT o A8 A9 £ U B A
2 4 A F Yk ghol 001714 heap region HFo] E ’\E"Jr T4 e
o] 9 s Aol = el 71 A S3 ghol Al S vEkd = sy

o
allocated by/freed by | m} 2] 2} malloc/calloc/realloc & ¥ 3 37} w2 g] 9] o] B o o 3} A3}
o] o] Foijz HH F=4
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memory delayed-free-poisoner

= g

Dumping.. S Aol g Wlea Bele] A% st odnp ke sfel wel,
i ) e o] 9 A28 4 Al 9] sulol B 7 A| 28]
Y kel siAl 2 2SS FAIsH] 91380 o] Eoll A ARE-she MR Yy
oL THE A28 8 E el el 7k ek a7 o o] Sl hE mE vho]E
= Oxce® A A 3| o g}

o= A

clear memory
delayed-free-poisoner

delayed free-memory poisoner & 7] & ¥ FA4 & A5t}

show memory
delayed-free-poisoner

2AH oF wme Tol2Y & u7|de] AFEE 9 okS T A F T

=

T
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memory caller-address

memory caller-address .

g FAS A48 e 35 34 L5 SEAPCE A8 223 v =
1™ memory caller-address 8 & S A8 Ut 354 PCE 9A v2E &GS 555 2213
o) 4RI T F4 WA R AAG A o] B no B4 2 AFETU T

memory caller-address startPC endPC

no memory caller-address

endPC dme) Bl 2 5a Wels A8 o
startPC MR 25 Ad 4 MeE AP

mmE] F22S 93] A 5&2 PCrt 71 =g

=R 4 Ay
6.1 ol o] =Y HAFUT
AR 7Fol =2}l

EA Wiy E5 o= v2E A E 24252 H memory caller-address ™8 & = AF8-3HU T},
2 9ol = QA 2y shdo] AR TEAPCrF 2] of 2] Lo M AFR-E = 4 gl
neje) g, Ee el A 4aE Aeleled ol neje] o) A% Y FE e e
F28 PAee, Polnele §4 sEA0) mraw FaE 7%,

S

B3 BB T4 FH0] B S E Clute] 2o) A A 0 Aol At U h

t}5 o= memory caller-address ™3 % © & 4] ¥ 52~ 1 9] 4 show memory caller-address ™ & 2]

A A3E BoFUy

> memory caller-address 0x00109d5c 0x00109e08
> memory caller-address 0x009b0ef0 0x009b0f1l4
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. memory caller-address

> memory caller-address 0x00cf2llc 0x00cf4464
> show memory caller-address
Move down stack frame for the addresses:

pc = 0x00109d5c-0x00109e08
pc = 0x009b0ef0-0x009b0f14
pc = 0x00cf211c-0x00cfd464
! A

memory profile enable

w B 2] ARE (R 22l Y)e] RUH Y-S 245y

memory profile text

Tz Mgl gaEe W s TG

show memory

Hof 224 vz o FA & AANA o] 7k 7k o i v B ] ol o
Qo AR E AT

show memory binsize

574 bin A7l FFHE G 3 e AR E FAF

show memory profile

tupo] o] w2 e] ARG F(ER oA )l v g JuE FAFY T

show memory
caller-address

Tl o] 2o A H T4 W9 E HA

o
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memory logging .

memory logging

H &2 275 AHE- A7 512 ™ memory logging 8 &= AHE- U TR W 2] 27 S ALE- &) Al 5k
o] & <] no A& AHE-FHY T

memory logging 1024-4194304 [wrap [size [1-2147483647] | process process-name]

no memory logging

10244194304 W) 27 v 27 4% 53 QAP ol e fUsHA A Qo]
e

processprocess-name REUEHHE T2 A5 XA}
=mn

3L Checkheaps X Z A 2 ¥ ura
P P e

size 1-2147483647 RUEHS o] 57]9) 42 1A ).
wrap 713 *1Hiﬂi%ﬂ%?‘fﬂﬂ‘rﬂl%@%ﬂﬂ%@?MHHEF ol 2] ¥ 23

s
i)
[>
o
ol
>
ot

N
o
of
o
o
k1
o
i
32
Ifx
i
v
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[ | memory logging

vy 27 wdes
show memory logging ™3

U el el A= W 2] 27

> memory logging 202980

2 b8 AR P

3 A
show memory logging g 27 435 A Y
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memory profile enable .

memory profile enable

47 3}21 ™ memory profile enable ™ & S A&

) 2] A e T2 ok e)e] muUE HS A A
3] no & AHEFU T

1&)
Stk v xe 2 dH S }% Al st w o]

memory profile enable [peak peak value]

no memory profile enable [peak peak value]

peakpeak_value o 52 AHg-] 22§ Ske] 3] 3 ARG ¥ of] A = w2 E] AR A A E
ARQFU T A 2Bl o) 93 W Ze] 87 AFgE AR s Adl vzl o]
w3 o] Yo B e 5 sy

EREs T AL
6.1 o] gEo] =mYHAFUH
[] 7rol= R84
w22 2t S ARE A7 3H7] 2ol T4 memory profile text 8 7S AF8-3)] X 2 31} ] & o
e ¥aE WS Ao T
- v BL2] = AF-8-A}7} clear memory profile 8 % S 9 2 & w7} 2] 23} U 7] A ~Hlof o] & B
F Yt} show memory profile status ™ = ©] A 3}= EF2l s B A] Q.
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. memory profile enable

A
d3 tupel o] e Wme EastaPol AL AAE A5 4ol UAH o= A5k & g,

S o=y T2 udy S AL AT Yo

> memory profile enable

ek a4

memory profile text Z2udaldd g e dAE HYE LA

show memory profile | t]u}o] o] u]w.] A}&H(Z 2o @)o] o7 Au s AT
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memory profile text .

memory profile text

Z2utdgdd vrge] 2 3 HAE WO S 435l H memory profile text

AR s AlstE o] W o] no P4 = AHE UL

memory profile text {startPC endPC | all} resolution

no memory profile text {startPC endPC | all} resolution

RS AR H U

all W 2e] 22o] A 8aE WS A}
endPC g B2 2 EHAE W2 x4},
resolution 22 E 2T 9 9)(1-44582263)0] T F4 o] AAHS Ao Pk
startPC v 5] 550 Az EAE Yol E AP
e T A
6.1 o] o] F7hE AL T
g 7roI=r
7Pti =7, A A Tl = i EF A Q] ERl AR SR AYUTH e d oM o 22 o

A JFoz HeE FE F s
memory profile text * & © & B~ E H ] = 9] 2 3} 5 memory profile enable ™3 & S ¢} 2 5l o] w1
o TR AP S A Ao it vl e] Zm kel w2 V)R gt o w ARg-o] s A o] Al

%

o
Kl

tuto] ol A v e TRl Y S ALG AT A Aol UAH o= AskE F AF Uk

U s Z2adgdd g g 9 s A4 FF 42 A= S By

> memory profile text all 100

Firepower Threat Defense-&-
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. memory profile text

%

O o= BB w9l e] dv el B v 2] 2R el y o] FH(OFF)E Belsyth

> show memory profile status

InUse profiling: OFF

Peak profiling: OFF

Memory used by profile buffers: 0 bytes
Profile:
0x00007efc3e0227a8-0x00007efc40aalf8e (00000100)

o
Kl

w22 2 23} e) S Al 25 W memory profile enable T %S ] & 3| of Ut W 22 Z 23}
AR 7]t o g AFgo] s Al H o] 5T
] A

clear memory profile | v]122] 325491 750 o5 WAE WHE A g},

memory profile enable | v 12 2] A}-£-9] U EJ ¥ (] ) 3 2 12y S AME T L),

show memory profile | t]ul.o] 2~ o] v 2.2 A& (2 H)ol v)F 4w E wAF
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memory tracking .

memory tracking

3

ot

3] W] @ o] 28 24352 ™ memory tracking 8 #H S AFE-3U U Wl 2] 4 S H]
s}ahel el of el el no B4 & AT

memory tracking {enable | allocates-by-threshold min_allocates | bytes-threshold min_bytes |
filter-from-address-pool address}

no memory tracking enable

enable Wre F45 &A43 g

allocatesby-thresholdmin_allocates 321 2} 0] 52~ & 5S4 % 295 o] B2 AT &S T3
oF g th(0-4294967295).

bytes-thresholdmin_bytes A z}¢] FA4 = 3O A 43 L35 = o] e v 2 Hlo|EE &

pul

B3l of 31 th(0-4294967295).

filter-from-address-pooladdress o] F oA F4 Z 2L AUt FAE 3l H WA =4
S g4 3)sk E}—% show memory tracking address& AH& 3 T}, “H =g
FA TR EEFAA “EIA FA4AE FAFUL o E 50, thee
ZAE A5

...allocated by 0x00007efc3f80e508
e ALt AN 5 AU
filter-from-address-pool 0x00007efc3f80e508

del 4 AL
6.1 o] Bdo] EYHU&HITh
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memory tracking

S o= 3 vg Q3o =49 433t}

> memory tracking enable

A

clear memory tracking

show memory tracking
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mkdir

mkdir ]

A F =) & A el W mkdir 7 S A8 T

mkdir /noconfirm [diskO: | disk1: | flash:]path

/moconfirm

A5 AL EoR=]
disko: (A8 ALY R Z e A] v me] o} 1 Hell 28 A F T
disk1: (e Ara)) o5 S A vl ] 7h=e) T H o] RS A8
flash: (e AR - S Al wl e o 1 H el F85 A8 3 ASA 5500
Series Adaptive Security ©] Z2}0] 21220l A flash 7] = 2] ¥ 3 o] disk0)
.
path s HEE Y o] B A=Y Yh

Aeg AgelA) o de s Aol 2]t s 445,

e
AC)
[>

4
ol

-
|
ot

*
—_

o
)

o
o
e
~
i,
32
oy
T
o
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B kdir

AT ol B el 7k ol v EA sk Al T g w7 A4 A gyt

& o= "backupel e o] B0] A Hl Y E S BEE WS B FU

> mkdir backup

EE 4
cd AAlel ) e Ee g 4% e rel 2 WA,
dir gelee) ee A G,

rmdir A% O gel g AAT

pwd Aol 2ol e Ee g wAF .
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more

shele] g

more .

15t more 8 &= A&t

more [/ascii | /binary | /ebcedic | diskO: | disk1: | flash: | ftp: | http: | https: | tftp:]filename

/ascii (A8 AL o] oA o] X1 k) BLASCH 9 & FEA U T
/binary (e AL o] 7l KA 5hel & A Tk
/ebedic (%18 Alah) EBCDICO A o] & A Ytk
disk0: (B ALY W Z A vl e o] 9l S AU o
diskl: (A8 ALY 9] Z A vl ie] h=e] 9l & FAF Y
Jilename AHEE gl o] o] B AT
flash: (A8 ALY W Z e wl e o 11 Foll 28-S A8 Ut ASA 5500
Series Adaptive Security ©] Z2}o] 91 2~ ol A] flash 7] ¥ = 2] H & o] disk0 <]
Ytk
ftp: (9 AL FTP AW 9] 91 & 3EA| Y T
http: (A8 AR Aol E ] w9kl S AU H
https: (8 ALY ok fAtol B 91S AR
tftp: (A8 AL TFTP AW ©] 3t A g Tk
ASCII 2=,
EE E
6.1 ol 7t A5t
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. more

system support view-files & > 271 3 2b7] @ W 7] S 93 ¢ L& A YT

U2 ol = "test.efg" iz o] 59 24 9 W8-S FA 6= RS Bols Yk

> more test.cfg
Saved
Written by enable 15 at 10:04:01 Apr 14 2005
XXX Version X.X(X)
nameif v1an300 outside securitylO
enable password 8Ry2YjIyt7RRXU24 encrypted
passwd 2KFQnbNIdI.2KYOU encrypted
ciscoasa test
fixup protocol ftp 21
fixup protocol h323 H225 1720
fixup protocol h323 ras 1718-1719
fixup protocol ils 389
fixup protocol rsh 514
fixup protocol smtp 25
fixup protocol sglnet 1521
fixup protocol sip 5060
fixup protocol skinny 2000
names
access-list deny-flow-max 4096
access-list alert-interval 300
access-list 100 extended permit icmp any any
access-list 100 extended permit ip any any
pager lines 24
icmp permit any outside
mtu outside 1500
ip address outside 172.29.145.35 255.255.0.0
no asdm history enable
arp timeout 14400
access—-group 100 in interface outside
|

interface outside

|

route outside 0.0.0.0 0.0.0.0 172.29.145.1 1
timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02 rpc 0:10:00 h3
23 0:05:00 h225 1:00:00 mgcp 0:05:00 sip 0:30:00 sip media 0:02:00
timeout uauth 0:05:00 absolute

aaa-server TACACS+ protocol tacacs+

aaa-server RADIUS protocol radius

aaa-server LOCAL protocol local

snmp-server host outside 128.107.128.179
snmp-server location my context, USA
snmp-server contact admin@example.com
snmp-server community public

no snmp-server enable traps

floodguard enable

fragment size 200 outside

no sysopt route dnat

telnet timeout 5

ssh timeout 5

terminal width 511

gdb enable

mgcp command-queue 0
Cryptochecksum:00000000000000000000000000000000
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more .

: end
ks g

cd A gL WAy
pwd Aol e T g BAFUT
system support =1 ghle] &8 23 S ghT.
view-files
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. nslookup

nslookup
A5t Ehe o Q) o] o] 1P A 28571k oW 23] % 59 kel W nslookup % % A F]
t}.
nslookup {%ostname | ip_address}
hostname 231 Q=P F49 i*EQ] Aatstd =l o] YUt dE &

www.example.com©] 3] T}
ip_address a1 gl= Aatstd =rQl o] F o] SAES P FAY U
=P A A
6.1 o welo] =9l 5 ATt
[e] 7ol = R

Aitohel mQ) o B2 5 §akis A ol A ol B o) P FAE £5 s 7 AE o]
2ol el -4 & DNS A& AHg- & < 81%145} of A7} EAYE G5, 1P F2E Fsty] 23]
nslookup 8 %= AFE-&F Uh3, Mol IP T4 5 AFE U
nslookup 8 %2 A 1P F429] A3t =<l o] 55 FSlak= dlel ot
U2 of o] A4l = www.cisco.com®] IP 45 233y t) 7] AW 2 4 A X = DNS A H (Y13}
H vl o]lFY & AH), IPF4 U EEE HAFUT (0] dolAe Fa7F 22404, v AR
2T o]0 (A EAE o F W 1P F4E EA T

> nslookup www.cisco.com
Server: 10.102.6.247
Address: 10.102.6.247#53
canonical name =
origin-www.cisco.com
173.37.145.84

WWWwW.Clsco.com
Name:
Address:

origin-www.cisco.com.

g5 =
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nslookup .

g ool N 1P F ol e e 23] 8 FAST BAE o] &S Gelake S nelF UG
%7] BB = AHEE DNS A Bjol]l ¢t AJuth v P H S 2 E o] 52 name= L =5 A&51o] A
)

> nslookup 173.37.145.84

Server: 10.102.6.247

Address: 10.102.6.247#53

84.145.37.173.in-addr.arpa name = www2.cisco.com.
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packet-tracer

packet-tracer

Wt A HAEE 9§ 5-FES At Al fAS 19wl 5
Privileged EXEC X =9 4| packet-tracer ™ & = A}-8-314 ‘jr B = 9
HIP 7l ol e M= FAE U

A 7)5s &5t H
&) 7-%-& ICMP, TCP/UDP

packet-tracer input ifc_name icmp {sip | user username} type code [ident| {dip | fqdn fgdn-string}
[detailed] [xml]

packet-tracer input ifc_name {tcp | udp} {sip | user username} sport {dip | fqdn fqdn-string} dport
[detailed] [xml]

packet-tracer input ifc name rawip {sip | user username} protocol {dip | fqdn fqdn-string} [detailed]
[xml]

code ICMP 7! 345 913 ICMP =5 A4 )

detailed (e A A 24 A3 AR E Al T

dip W7 FA S 919 IPv4 B= IPve T4 FAE A P Tk

dport TCP/UDP/SCTP 3§l 4 & 915k o X EE A A
fqdnfgdn-string iiEQ FQDN(Fully Qualified Domain Name)2- #] % 1 t}. IPv4-8 FQDN

FA Qg o ZejLh, 2] Qe o] o) tha] 745 DNS A B 7} o] ]

%—% Gt tl AHE- ¥ A 9 & B2 FQDNS ARE-814] 28k == Sl Y
o},

icmp AR e 2 E o] ICMPY S A A g ).

ident (8 AL ICMP 31 %! 545 9] g ICMP 2" A& %78 FH T

inline-tagtag Layer 2 CMD &t o]l 4H41 %)= .ot 25 B 2 32 A AUk frash 4
o] M9l 0~655330 YT

inputifc_name N FH L 22 QE]so] 29 o] F-2 A T ok

protocol AA P R 35S 9ok T2 e W E 2 24T TH0-255).

rawip AHEE T2 EFo] A IPY S A G T

sip 7 F 2L 913 [Pvd T IPv6 22 FAE A AU

sport TCP/UDP/SCTP # 7! 4% 913k &~ X EE A G Pt

tep AHEE Z R EZo] TCPY S A8 F ol
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packet-tracer .

type ICMP # 7] 42 €3 ICMP 382 X AF g}
udp AbgS T2 & F o] UDPYS A A T
userusername /\]——%—X}% 2XAIPFEE X] vl o]»E:] = 75] /\]——%—X]— IDZE domain\user 35] }L, o
2 A3 AFS- Aol A3l 7 FH ol wlE H T4V A E AT ol
FA of| AFg-H Y
xml (A8 Abeh) 4 A3E XML 34 02 ZA g T
el T4
6.1 o] W o] == AFYTH
7 A 2]l =, s Fl o] &uLE A 2HE-s=A] &2138}7] 913l Firepower Threat Defense U] v} o] =~ &
ol HAle] S FH D 5 A5 YT packet-tracer B8 S T USR8 5 A5y

Py
o
o
o
frt
-3
%9,
rr
&
Y
)
o,
lo
o
jules
ko
o,
tio
=5
>,
st
i
v

packet-tracer " % = 2§71 B 9} 7] o] Firepower Threat Defense U HFo] 2ol 4] A 2] = = W of] th 3t

2 e R E AT A9 o] o] WE o2 1) il o] =535 A &2 4 9 packet-tracer
HE S el fE FEE 7] A FAom ATFUT d & 5o A3E dd AT vl H
Z1o] =5 % 79 "packet dropped due to bad ip header (reason)" ™ A] %] 7} 3 A] 5 Y t}.

oh& ¢+ 10.100.10.10 ~ 10.100.11.112] HTTP ZE ] t &l TCP WA & F2 &t} o}
Zlo] FAI A AF- AA| 2 gf 2ol 9] =FE AYS HEFY YT

dlo

A}

rr
£

> packet-tracer input outside tcp 10.100.10.10 80 10.100.11.11 80
Phase: 1

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 10.86.116.1 using egress ifc outside
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. packet-tracer

Phase: 2

Type: ACCESS-LIST

Subtype:

Result: DROP

Config:

Implicit Rule

Additional Information:

Result:

input-interface: outside
input-status: up
input-line-status: up
output-interface: NP Identity Ifc
output-status: up
output-line-status: up

Action: drop

Drop-reason: (acl-drop) Flow is denied by configured rule

EE R
capture 24 A0S EFE AR ARE WA T
show capture FAE A QA Fe A5 WA A L)AL B
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perfmon .

perfmon

ZE A A5 FJHE EAISHHH perfmon T H S AFE U T

perfmon {verbose | intervalseconds | settings}

verbose %%Oﬂ .‘(—S‘_ L]Eﬂ ZJE_E E}\]ﬁl—]/]]q_ 7]3%)\_0 ;((.)]E_E E/\]—S}'Z] o‘:‘}%
o] ©] 5L perfmon A ol 4] “quiet” 2 FA = o] 21374 o

perfmon verbose= 1121¥ X1k CLIO| lofof T

intervalseconds Z&A A BAE A Z X 717FA 9] A 7H(ZR)S A gy

settings A 3} perfmon©] quiet B=+= verboseQ] A & -5 F A g T}

N
re
)
2
o
)
()
P
A
i
v

s
AL
[>
4
ol
>
ot

N
o
of
o
o
o
o
i
32
Ifx
i
v

Abg 7Fol =]l

e

]

T AU AHE SA] A5 H show

i

& ALg3HA Eluko] 2] 45 S
o

=& :‘%Eoﬂ 3 CLI°ﬂ AAZ AAH 73‘—?— W+ X & CLI(system support diagnostic-cli)°l| 31+ 735
o gk AR} AHE o = vhebu vt vk RE(RHE QE o) E3hell A CLIe & B, Ao ®
A28 A 15 2ol 5l W show console-output 3 82 A8t} B o] W S AFE-54A] @ 7F
@3HA show perfmon 8 & S 25 ARE- gt

Ciscot= A& CLISI A o] 33 & AL§3H= 22 A4 P .
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. perfmon

[N

o
Kl

ARt CLIYN A = verbose S & < §l5 Ut ti2l, X1e CLI®| 1+= Privileged EXEC E.E6 4] ©]
(o]

U o= ZEM A5 ZYH SAE 120&vH 2418 WS Bold Ytk 904 “Fixup”
A HEE TREF A A S gy

> perfmon verbose

> perfmon settings
interval: 120 (seconds)
verbose

> show console-output

Message #109

Message #110 : PERFMON STATS: Current Average
Message #111 : Xlates 0/s 0/s
Message #112 : Connections 0/s 0/s
Message #113 : TCP Conns 0/s 0/s
Message #114 : UDP Conns 0/s 0/s
Message #115 : URL Access 0/s 0/s
Message #116 : URL Server Reqg 0/s 0/s
Message #117 : TCP Fixup 0/s 0/s
Message #118 : TCP Intercept Established Conns 0/s 0/s
Message #119 : TCP Intercept Attempts 0/s 0/s
Message #120 : TCP Embryonic Conns Timeout 0/s 0/s
Message #121 : FTP Fixup 0/s 0/s
Message #122 : AAA Authen 0/s 0/s
Message #123 : AAA Author 0/s 0/s
Message #124 : AAA Account 0/s 0/s
Message #125 : HTTP Fixup 0/s 0/s

Message #126

Ytk Ak CLIClA =8l oF STt

o

1o

t}&- ool A = verbose REE 11 W

)

> system support diagnostic-cli
Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.

firepower> enable
Password: <Press return, do not enter a password>

firepower# perfmon quiet
firepower# perfmon settings
interval: 120 (seconds)
quiet

firepower# <Press Ctrl+a, d>

Console connection detached.
> perfmon settings
interval: 120 (seconds)

quiet
Kk ek
show perfmon A= ARE TAFY ).
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perfmon .
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B ignail =

pigtail ™3 =

Cisco Technical Assistance Center2] *| A] ol w}2} pigtail ™4 & Wk A8}

27} 7129 v 212 W= 79, pigtail A tail-logs " 35S A
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ping

ping [l

A€ e H o] 2ol A 1P TR A4S HAEsHH W ping B H & A Y U ARE 7He g 9t
2hr] E = L HFICMP 7] 8k ping, TCP ping 2} “A] 2~ 81" pingol| A Al & thF Yt} =3 A 228 ping &

2] QIE} | o] 20| A

&= Wl 7)€} ping 8-S HlolE] QIE o] 2% Ea) o] 5@ HaEd &

HF2 -3 9] ping S AFE3H4 Al Q..

ping [interface if name] host [repeat count] [timeout seconds] [data pattern] [size bytes] [validate]

ping tcp [interfaceif name] host port [repeat count] [timeout seconds] [source host port]

ping system /ost

datapattern (A8 AL ICMP A 8) 16715 2] 0 & 16W] E Hlo] 8 s e& A4 gy
tH(E 9] 0~FFFF). 7] 2312 Oxabed Y U T}
host ping® ZAE ] o] F Ei= IPv4 T4 F A A FH T ICMP ping®] 4,

IPv6 425 A A& 4= A HFUTH IPv6= TCP = Al 22 F pingol] thaf #]
LA YT

Ping©] FQDN(Fully Qualified Domain Name, 7 73} =9 Q1 o] &)(l:
www.example.com)S AF-8-3 = Q) =A] o F-i= o] 55 €+l 3 DNS A H 9]
7H8A ol & AFU Tk Al 2=l pingo] ¥e] Q1E #| o] 2=of] o2l DNS A
HE AFE-3FA 9, 71EF -3 9] ping> #E] DNS A/ H & AFE-31A] &5
t}.
ping®] &2~ g1 8} -

A4 P F4AE dhe o5 1P F4F pingdy o

interfaceif name

e e A o] 25 2l str] 2]l 2h-5-
o] A5, ol M SYN A7 & dFsh= Y A so] =Yyt

port (TCP A &) pingdl= £AE Q] TCP X E W3 2 | A g th(1~65535).

repeatcount (A8 AFE) ping 875 RS SIS AH YT 7] 252 59T

sizebytes (48 AFEL ICMP -8 Bl o] B 213} 271 & who] E w9l = A g F Tt 7]
B zke 1004 Wtk

source/ost port (A8 ALEF, TCP H-8) pingS B EAIP F4 L FES AAFYTHHE

2k L E o) = port = 0 AFE).
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ping

system ] QI H o] 25 &3l S AEE pingd Y T Eﬂ olE] QE H 0| AE EF
8= ping = 2] Al 2~ H) pingoll = 7] 31571 gl Ut Cul+CE
AR-g-8lo] FA & Wi 7hA] pingS A4 A U

tep (418 A3h TCPE 53 9148 B~ EFH] F}(ﬂ%%k % ICMP). TCP ping
2 SYN A & AFatH, E2 2o A SYN-ACK A & AEahe= 45
pingoll &3 A o2 2FF et gk Hell Hdj 27 €] %A] TCP ping - 2
ek syt

timeoutseconds (A A e A ZF AR 7S 2 G 2 XA 7] g 2= Ay o

validate () AL ICMP 21-8) 85 Hlo B & A5tk

R B 74 AHE

6.1 ol o] = HAFU

AR 7FoT =l

ping ¥ 3 & A}&-31H tnlo] 2o Ao QLA i EAES UES AN AFEE 4= gl &

e = Asyh

AU 1F ICMP 7] 4k ping< A %3}% 5 o9 g s 715 Apekeh= ICMP 71 2 o] =7 &elsfoF gy

o
=

tHICMP 3]

TCP ping S A&
o},

tju}o] 27} ping

A8

23t} ping H 7

HokA ¢

> ping 10.1.1.1
Sending 5,

Success rate is 0 percent

[l Firepower Threat Defense-8- ™3 &

1o o

2EICMP Ed = o] 0449.51)

Eﬂﬂ@%EEﬂﬂﬂme2%ﬂ%ﬂ%ﬂﬂﬂﬂ%%ﬁ

=

ol A A WA o] S} o) & 5eEl S stelw o v 1zl Mol 2
3298 $o] FAHYEAS ol F Ut ping BH S YLH F 5250} S
3} §Abe 44 7F b o,

100-byte ICMP Echos to 10.1.1.1, timeout is 2 seconds:

(0/5)



ping i

tulo] A7 Y EQ Fof| AAE o] la ET S Adsli=A] &215# ™ show interface ™ & 2 A&
Ut A JAEH o] 2~ o] 5] T4 pingd] A2 FTAZ AREH YT

s ol A= HolEl QI #lo] 28§l IP Fax0l] A2 7hedA] o -5 et WS B
FUL A H o] 27 (A A ko n 2 FAR 7FA 0= WS A8 d 291 EHol &l

AR

> ping 171.69.38.1
Sending 5, 100-byte ICMP Echos to 171.69.38.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/10 ms

T8 ool A= Hlol B B Ho] 28 o] 52 Eo] oKl 2 7} g4 o 28 8H918)7] 913 TCP ping
2 A g

> ping tcp 10.0.0.1 21

Type escape sequence to abort.

No source specified. Pinging from identity interface.
Sending 5 TCP SYN requests to 10.0.0.1 port 21

from 10.0.0.10, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

> ping tcp 10.0.0.1 21 source 192.168.1.1 2002 repeat 10
Type escape sequence to abort.
Sending 10 TCP SYN requests to 10.0.0.1 port 21

from 192.168.1.1 starting port 2002, timeout is 2 seconds:
rrrrrrrrnt

Success rate is 100 percent (10/10), round-trip min/avg/max = 1/2/2 ms

S dlo| A= T Qe H o] 25 F 3 www.cisco.com®l] YA~ 75 SER] o] & Bl sy ¢ 3| Al
2~ pingS -3 Ut} PingS T A8 M Ctrl+c S AFE-3lloF U th(E ol A ~C2 EAH).

> ping system www.cisco.com

PING origin-www.cisco.COM (72.163.4.161) 56(84) bytes of data.

64 bytes from wwwl.cisco.com (72.163.4.161): icmp seg=1 ttl=242 time=10.6 ms
64 bytes from wwwl.cisco.com (72.163.4.161): icmp seqg=2 ttl=242 time=8.13 ms
64 bytes from wwwl.cisco.com (72.163.4.161): icmp seqg=3 ttl=242 time=8.51 ms
64 bytes from wwwl.cisco.com (72.163.4.161): icmp seg=4 ttl=242 time=8.40 ms
~C

--- origin-www.cisco.COM ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3003ms

rtt min/avg/max/mdev = 8.139/8.927/10.650/1.003 ms

>

k! A

nslookup S AE o] [P 540 B3] DNS %3] = s g o)
show interface olg|Hlo] A~ Ay g o] Ao 3 ARE T AT}
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B pmtool 22

pmtool 3

Cisco Technical Assistance Center2] #| A] ol w}2} pmtool ™ = T+ A}-&-3H T},
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pwd

pwd

pwd

fro)

rvzel

&+

<]
m

|

W

—

H

‘mwo
\.mo

6.1

13} dir

23

3l
=,

AR P S BelFUth d Y g o) 0§

33t ™ edE AHE-FH T

> pwd
disk0:/

w

™

H

G

ny

ol

ﬂo

X oy

] Yy

™ o8

Iy <

w I

[y OE

mu oo

X =

o) o)
B | = 9
| B "

5]

o =
|8 |5 | g
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. reboot

reboot

tulo] ~ & A F-E 31 H reboot 8 #H 2 AFE-3L T}

reboot

gej 74 AV

6.1 o] W&ol =Y HAFHTH
> reboot

This command will reboot the system. Continue?
Please enter 'YES' or 'NO': yes

Broadcast message from root@firepower

The system is going down for reboot NOW!
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redundant-interface .

redundant-interface
o] %5} ol E] # o] 2~ 9] 0w Wn| QlE|Hl|o] 22 NE| B AH & TS 40X 2 A s
redundant-interface 3 % S AF-8-3U )

redundant-interface redundant number active-member physical interface

activememberphysical inigface N E] B ¥ = A A $HU T}, GigabitEthernet0/0Z} o] A& 715 31 2] &
Qe o] 2~ o] 55 &1 3}e] ¥ show interface 8 ¥ = AF-8-3HY T} HH
BT ]~ BT 2el4 §Fe] Lofol P

redundantnumber o]z 3} Q1E 7 o] 2~ ID(4: redundant 1)E A g Yt} e2}= 1-8Y Yt

71 2A o8, e H QI A o]~ A 1y o] o UEE AR 7 g 3 A Wl Q1E # o] 9]

Y.
ge) 4 A
6.1 o] o] = A% o}

A 7FeT= el
tlubo] 2= ghe] Aol A o] % <lEl T o] 222 AT} o] F Qe o] =& !
/\E X]PGEL]/]T%_ E{F/].O] Clal-oﬂ OHE]B O]Eiiﬂo]/\E tﬂﬁo],g%tr:] o‘l %%A}%EHLL]E}'.

Eﬂ

o el Q1E| s o] 227} el ] 1 Q1E] s 0] 291 %] Sl ke vk WS ¢
show interface redundantnumberdetail | grep Member

ds &% ted EEUh

> show interface redundantl detail | grep Member
Members GigabitEthernet0/3 (Active), GigabitEthernet0/2

T}S o) o] A = redundant] $1E] 3| 0] 2] SNE] B o1 E] o] A2 ¥ 7 g},

> show interface redundantl detail | grep Member
Members GigabitEthernet0/3 (Active), GigabitEthernet0/2
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. redundant-interface

> redundant-interface redundant 1 active-member gigabitethernet0/2

el a4

clear interface show interface ¥ & o] th$t 7}-&H & #|5Hth.

show interface OlE] Al o] 2~ 2] HEFS] A 2 EAE FA T}

=2 o
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rename

AP TFeT= el

o

rename .

g == Y EL o] &S W45 Y rename H ®H S AFS-HY T

rename /noconfirm [disk0: | disk1: | flash:] source-path [disk0: | disk1: | flash:] destination-path

/noconfirm glol T2

destination-path

disk0:: (8 AL W FeA) e & A e
diskl:: (8 AL 95 A me) st g AP
flash: (A B AL W Fe A e S AR F o

source-path

ge) 4 AL

6.1 o] gedo] EYH &Lt

shol Al2g) Aol A] el i T Eelo] o B WA T 5 GgUth Z, el o] 52 WSl
FA2 5 Q5UTh 9 2 @A U EelE wel W dir 99 AHS T 9 E S

o2 o= 9 o] 55 "test"oN A "test1" = W 5= WH S HolFU T

> rename /noconfirm diskO:test diskO:testl

EE 4
mhkdir A e R g v
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. rename

el ary
rmdir He e S AATH.
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rmdir .

rmdir
O E g 2 A A A S rmdir 8-S AR 3 o)

rmdir /noconfirm [disk0: | disk1: | flash:]path

/moconfirm slo] T2 EZ T AR &HUt)

disk: (48 AL vl o] 54 o3 Fef Aok 2 Fol FES AU

diskl: (e} AL o] 52 9|7 F oA v Le] FhE o) o Hof 228 AT
o}

flash: (L AV H] o] E A U3 Z 2 A 9 1o 228 X4 FY Th ASA 5500
Series Adaptive Security ©] Z2}o] 91220l A flash 7] = 2] ¥ 3 o] disk0]
Y},

path (R AL A AT O Ee] o] A i A AR,

Yol 9 AL

6.1 ol WEo] = HAFHH

A 7Fe =gl

E1E g2l A7 8 7] Aol vlof Qlofof ik,

e ellol A est' e o] B9 U RS AASE WS B FUL,

> rmdir test

e a4
dir ey y8s A EH
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. rmdir

EE A1)
mkdir A e s S vE U,
pwd Adel 44 e Ee s mAF T,
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+ sa-showa, 303 ¥|o]X

« showb, 359 ¥°]~|

+ showc, 423 o)X

« showd-showh, 501 #]o]%]
« showi, 561 ¥o]%]

* show j - show o, 655 ¥|©]#]
* show p - showr, 745 3 o] 4]

» shows-sz, 799 ¥ o]X]






A

sa - show a

« sftunnel-status, 305 ¥ o] X

« show access-control-config, 308 ] %]

+ show access-list, 311 ]|o]X]

+ show app-agent heartbeat, 315 o] %]

* show arp, 316 o]~

* show arp-inspection, 317 ] ©]~]

* show arp statistics, 318 | o]#]

« show as-path-access-list, 320 3] ©] %]

« show asp cluster counter, 321 ] ©] %]

* show asp dispatch, 322 ¥]©]#]

* show asp drop, 323 #|o]#]

* show asp event, 325 #|°]X]

* show asp inspect-dp snapshot, 327 3| ©]~]

* show asp inspect-dp snort, 329 | o]#]

* show asp inspect-dp snort counters, 330 | ©]#|

* show asp inspect-dp snort counters summary, 333 3] 0] %]
* show asp inspect-dp snort queues, 335 | o] X

« show asp inspect-dp snort queue-exhaustion, 337 3| 0] %]
* show asp load-balance, 338 | o] A]

+ show asp multiprocessor accelerated- features, 340 ¥ ]~
* show asp overhead, 341 | o] A]

* show asp table arp, 342 | ©] %]
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* show asp table classify, 344 ] o] %]

* show asp table cluster chash-table, 347 3| o]~
* show asp table interfaces, 348 3| ©] %]

* show asp table routing, 349 | o] %]

« show asp table socket, 351 ¥|o]%]

* show asp table vpn-context, 353 | o] #]

« show asp table zone, 355 | °o]%]

« show audit-log, 356 | °] %]
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sftunnel-status

tju}o] 2~ 9} 2] Firepower Management Center 7] 172 (E19) - Ell
28 Abag

it

sftunnel-status

sftunnel-status .

2215} sftunnel-status &

Pel s 4 ALY
6.1 SR EBETECEE

Abg-3hy o} &7 #+2] 2121 Firepower Device ManagerS A& 51 7 -$- 9]
&okA FEy

Abe) g uel = ke A4 el e,

t]ulo] 22} ¥2] Firepower Management Center 7+2] 172 A el & 82151 A
m
[e)

sftunnel-status 5 & 2
BHojugt R A

« SFETUNNEL Status — 1A o] A4 =¢S5 ] AA | 285 2] QI H o] 20 tf st G 1.
A

« RUN STATUS — IP 54, 433 @ 52 A6 A1

* PEER INFO — Firepower Management Center®} ©] t]H}o] 2o tjj st 14

AR o] Mo =1D,

AHe] o] ®l E, RPC, NTP, IDS, o} = %3], CSM_CCM(t]Hlo] 2~ A4 of] AL-8-3), EStreamer,

UE Channel % FSTREAM 5 9] t}3k A ] 25 Q)8 A 2~H 7hol] A2

Tl tg 5A £ £3H o] glHFYh

« RPC 2.

52 sftunnel-status 8 & 2] A Z &2 AT}

> sftunnel-status

SFTUNNEL Start Time: Tue Oct 11 21:44:44 2016
Both IPv4 and IPv6 connectivity is supported
Broadcast count = 2
Reserved SSL connections: 0O

Management Interfaces: 1
brl (control events) 10.83.57.37,2001:420:2710:2556:1:0:0:37

R R R R R R

**RUN STATUS****10.83.57.41** *xxkkkkkxrk
Cipher used = AES256-GCM-SHA384 (strength:256 bits)
ChannelA Connected: Yes, Interface brl
Cipher used = AES256-GCM-SHA384 (strength:256 bits)
ChannelB Connected: Yes, Interface brl

Firepower Threat Defense-&-
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. sftunnel-status

Registration: Completed.
IPv4 Connection to peer '10.83.57.41' Start Time: Tue Oct 11 21:46:00 2016

PEER INFO:

sw_version 6.2.0

sw_build 2007

Management Interfaces: 1

eth0 (control events) 10.83.57.41,2001:420:2710:2556:1:0:0:41

Peer channel Channel-A is valid type (CONTROL), using 'brl',
connected to '10.83.57.41' via '10.83.57.37"'

Peer channel Channel-B is valid type (EVENT), using 'brl',
connected to '10.83.57.41' via '10.83.57.37'

TOTAL TRANSMITTED MESSAGES <3> for Identity service

RECEIVED MESSAGES <2> for Identity service

SEND MESSAGES <1> for Identity service

HALT REQUEST SEND COUNTER <0> for Identity service

STORED MESSAGES for Identity service (service 0/peer 0)

STATE <Process messages> for Identity service

REQUESTED FOR REMOTE <Process messages> for Identity service
REQUESTED FROM REMOTE <Process messages> for Identity service

TOTAL TRANSMITTED MESSAGES <2760> for Health Events service
RECEIVED MESSAGES <1380> for Health Events service

SEND MESSAGES <1380> for Health Events service

HALT REQUEST SEND COUNTER <0> for Health Events service

STORED MESSAGES for Health service (service 0/peer 0)

STATE <Process messages> for Health Events service

REQUESTED FOR REMOTE <Process messages> for Health Events service
REQUESTED FROM REMOTE <Process messages> for Health Events service

TOTAL TRANSMITTED MESSAGES <656> for RPC service
RECEIVED MESSAGES <328> for RPC service

SEND MESSAGES <328> for RPC service

HALT REQUEST SEND COUNTER <0> for RPC service

STORED MESSAGES for RPC service (service 0/peer 0)

STATE <Process messages> for RPC service

REQUESTED FOR REMOTE <Process messages> for RPC service
REQUESTED FROM REMOTE <Process messages> for RPC service

TOTAL TRANSMITTED MESSAGES <25131> for IP(NTP) service
RECEIVED MESSAGES <13532> for IP(NTP) service

SEND MESSAGES <11599> for IP(NTP) service

HALT REQUEST SEND COUNTER <0> for IP(NTP) service

STORED MESSAGES for IP(NTP) service (service 0/peer 0)

STATE <Process messages> for IP(NTP) service

REQUESTED FOR REMOTE <Process messages> for IP(NTP) service
REQUESTED FROM REMOTE <Process messages> for IP(NTP) service

TOTAL TRANSMITTED MESSAGES <2890> for IDS Events service
RECEIVED MESSAGES <1445> for service IDS Events service

SEND MESSAGES <1445> for IDS Events service

HALT REQUEST SEND COUNTER <0> for IDS Events service

STORED MESSAGES for IDS Events service (service 0/peer 0)

STATE <Process messages> for IDS Events service

REQUESTED FOR REMOTE <Process messages> for IDS Events service
REQUESTED FROM REMOTE <Process messages> for IDS Events service

TOTAL TRANSMITTED MESSAGES <4> for Malware Lookup Service service

RECEIVED MESSAGES <1> for Malware Lookup Service) service

SEND MESSAGES <3> for Malware Lookup Service service

HALT REQUEST SEND COUNTER <0> for Malware Lookup Service service

STORED MESSAGES for Malware Lookup Service service (service 0/peer 0)

STATE <Process messages> for Malware Lookup Service service

REQUESTED FOR REMOTE <Process messages> for Malware Lookup Service) service
REQUESTED FROM REMOTE <Process messages> for Malware Lookup Service service

TOTAL TRANSMITTED MESSAGES <372> for CSM_CCM service
RECEIVED MESSAGES <186> for CSM CCM service

SEND MESSAGES <186> for CSM CCM service

HALT REQUEST SEND COUNTER <0> for CSM_CCM service
STORED MESSAGES for CSM CCM (service 0/peer 0)

STATE <Process messages> for CSM _CCM service
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sftunnel-status .

REQUESTED FOR REMOTE <Process messages> for CSM CCM service
REQUESTED FROM REMOTE <Process messages> for CSM CCM service

TOTAL TRANSMITTED MESSAGES <2907> for EStreamer Events service
RECEIVED MESSAGES <1453> for service EStreamer Events service

SEND MESSAGES <1454> for EStreamer Events service

HALT REQUEST SEND COUNTER <0> for EStreamer Events service

STORED MESSAGES for EStreamer Events service (service 0/peer 0)

STATE <Process messages> for EStreamer Events service

REQUESTED FOR REMOTE <Process messages> for EStreamer Events service
REQUESTED FROM REMOTE <Process messages> for EStreamer Events service

Priority UE Channel 1 service

TOTAL TRANSMITTED MESSAGES <2930> for UE Channel service
RECEIVED MESSAGES <11> for UE Channel service

SEND MESSAGES <2919> for UE Channel service

HALT REQUEST SEND COUNTER <0> for UE Channel service

STORED MESSAGES for UE Channel service (service 0/peer 0)

STATE <Process messages> for UE Channel service

REQUESTED FOR REMOTE <Process messages> for UE Channel service
REQUESTED FROM REMOTE <Process messages> for UE Channel service

Priority UE Channel 0 service

TOTAL TRANSMITTED MESSAGES <2942> for UE Channel service
RECEIVED MESSAGES <11> for UE Channel service

SEND MESSAGES <2931> for UE Channel service

HALT REQUEST SEND COUNTER <0> for UE Channel service

STORED MESSAGES for UE Channel service (service 0/peer 0)

STATE <Process messages> for UE Channel service

REQUESTED FOR REMOTE <Process messages> for UE Channel service
REQUESTED FROM REMOTE <Process messages> for UE Channel service

TOTAL TRANSMITTED MESSAGES <29286> for FSTREAM service
RECEIVED MESSAGES <14648> for FSTREAM service
SEND MESSAGES <14638> for FSTREAM service

Heartbeat Send Time: Wed Oct 12 21:58:31 2016
Heartbeat Received Time: Wed Oct 12 21:59:48 2016

Khkkhkhkhkhkhkhkhkhkkhkhhkhkhkhkkxk

**RPC STATUS****10.83.57 .41 **HF&xksrdkarkx
'ip' => '10.83.57.41",
'uuid' => 'c03cb3c2-8fe2-11e6-bce8-8c278d49b0dd",
'ipve' => '2001:420:2710:2556:1:0:0:41",
'name' => '10.83.57.41",
'active' => '1"',
'uuid gw' => '"',
'last_changed' => 'Tue Oct 11 19:32:20 2016'

Check routes:

g%

i
o

configure manager add | 912 ¥2] 2}9] Firepower Management CenterS 5~7}31 1 T},
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. show access-control-config

show access-control-config

AR 7Fol =

oFl

MM 2 Ao A ot g oF B E ¥ A5 show access-control-config ™8 & S AF-&-3HU T},
show access-control-config

el T4 AL

6.1 o] o] = AFYTH

o] W2 7zt A2 Alof 9t H o] 5 & Eato] A2 Alo] Ao gk S AT =
ol A= Al 2 Ao} Ao o] F3h A, 7] A, Bk el d A A A 5 A2 Ao 1+ A
) Az Ale] 2ol tlgk R E BolFyth ek F2H SSLY ol F, MES T 4], A4,
¥ A W A vol, 24 A4, 71 ag A Ul s, dAE, dnb A 2

8

o
o] uol = A w4k LE dloH(ICMP 32 o] §

QY as Eeh 2o A B Ad g
o} 7} oAl A o] T H 3 A st A (B E )7k gy

3 URL FE Y5 919 IE 2 E B Ak 2] 8L Ajghol] AFS-5] = HTMLS B.oj 54t

Firepower Device Manager(= 2 ¥ ZAHE AF&ele 44, AL HA &= 72 7|2 A&

71} vl o] 15 T} Firepower Management Centers A&k 47, ¥re| A& ARE-8o] o] A4

A g FUT CLIE ARE8to] o] 3ol FAIE 713 e FA4S 74T 5 glsuh B At
ARl oF .

FA

KeN
=

i PR

)2 o ol A i= Firepower Device Manager(Z 7 2] 2h & AF-&-31] 2] & = t]ulo] 2 9] A2 A o]
A9 agelds Holsytt

> show access-control-config

Description :
[ Default Action ]
Default Action : Block
Logging Configuration
DC : Enabled
Beginning : Disabled
End : Disabled
Rule Hits : 0
Variable Set : Default-Set

==[ Security Intelligence - Network Whitelist ]====
==[ Security Intelligence - Network Blacklist ]====
Logging Configuration : Disabled
DC : Disabled

[l Firepower Threat Defense§- 7 % 3=



=

=[ Security Intelligence - URL Whitelist ]
Security Intelligence - URL Blacklist ]

show access-control-config

Logging Configuration : Disabled
DC : Disabled
=======[ Security Intelligence - DNS Policy ]=======
Name : Default DNS Policy
======[ Rule Set: admin category (Built-in) ]J=======
=====[ Rule Set: standard category (Built-in) ]J=====
———————————— [ Rule: Inside Inside Rule ]------------
Action : Fast-path
Source Zones : inside_zone
Destination Zones : inside_ zone
Users
URLs
Logging Configuration
DC : Enabled
Beginning : Enabled
End : Enabled
Files : Disabled
Safe Search : No
Rule Hits : 0
Variable Set : Default-Set
——————————— [ Rule: Inside Outside Rule ]J------------
Action : Fast-path
Source Zones : inside zone
Destination Zones : outside zone
Users
URLs
Logging Configuration
DC : Enabled
Beginning : Enabled
End : Enabled
Files : Disabled
Safe Search : No
Rule Hits H
Variable Set : Default-Set
=======[ Rule Set: root category (Built-in) ]J=======
===============[ Advanced Settings ]
General Settings
Maximum URL Length : 1024
Interactive Block Bypass Timeout : 600
Do not retry URL cache miss lookup No
Inspect Traffic During Apply Yes

Initial Intrusion Policy

Initial Variable Set

Default Network Analysis Policy
Files and Malware Settings

File Type Inspect Limit :

Cloud Lookup Timeout :

Minimum File Capture Size :

Maximum File Capture Size :

Min Dynamic Analysis Size :

Max Dynamic Analysis Size :

Malware Detection Limit :

Network Analysis and Intrusion Policies

Balanced Security and Connectivity
Default-Set
Balanced Security and Connectivity

1460

2

6144
1048576
15360
2097152
10485760

Transport/Network Layer Preprocessor Settings

Detection Settings
Ignore VLAN Tracking Connections :
Maximum Active Responses :
Minimum Response Seconds :
Session Termination Log Threshold :
Detection Enhancement Settings
Adaptive Profile :

No

No Maximum
No Minimum
1048576

Disabled
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. show access-control-config

Performance Settings
Event Queue
Maximum Queued Events : 5
Disable Reassembled Content Checks: False
Performance Statistics

Sample time (seconds) : 300
Minimum number of packets : 10000
Summary : False
Log Session/Protocol Distribution : False
Regular Expression Limits
Match Recursion Limit : Default
Match Limit : Default
Rule Processing Configuration
Logged Events : 5
Maximum Queued Events : 8
Events Ordered By : Content Length
Intelligent Application Bypass Settings
State : Off
Latency-Based Performance Settings
Packet Handling : Disabled

============[ HTTP Block Response HTML ]============
HTTP/1.1 403 Forbidden

Connection: close

Content-Length: 506

Content-Type: text/html; charset=UTF-8

<!DOCTYPE html>

<html>

<head>

<meta http-equiv="content-type" content="text/html; charset=UTF-8" />

<title>Access Denied</title>

<style type="text/css">body {margin:0;font-family:verdana,sans-serif;} hl {margin:0;pa
dding:12px 25px;background-color:#343434;color:#ddd} p {margin:12px 25px;} strong {col
or:#E0042D; }</style>

</head>

<body>

<hl>Access Denied</hl>

<p>

<strong>You are attempting to access a forbidden site.</strong><br/><br/>

Consult your system administrator for details.

</p>
</body>
</html>
] A
show access-list ACL(Access Control List)2] W82 Ho]F U},
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show access-list .

show access-list

AFg 7Fel =l

MA| 2 F=of thdd ot R A7 S 41512 show access-list 8 & & AU T

show access-list [id [ip_address | brief]]

id (B A B2 17 o] oAl B2 o 2 Alahar] 918 71 A B

= 9] o] FYHI o,

ip_address (A8 A BV & o] 45 A 72 o2 A 3Hsl7] 93 A 1Pvd I
=1IPv6 FAP YT

brief (&AM A2 E5 AL A Sl B ek ot g A 5o Bl
BEZE R 163 FA o2 FA Y

R et T AR

6.1 o] o] = HAFT

Al 22 '8 315 ACL(Access Control List) 35 0. & MA| 2~ A o] A2 o] AR 9 A5 235} 7}

ST AT, ol 3 x2S 7]‘%‘35&53]12% At HA 2 A o] 1A S ACLA A 712 S A

Ttk A2 AM 2 Ao] gf Ao 2 2 E ACL 113 S dRle = JFY

m A= R ?lLZ} 2kl o] E5Q1 5ol ke A 2 Ao Ff"]oﬂ AA7E 3% 45, ACL 352 AA =
EfT S - EF U o] 8185 EAE S A AF (Al snort)oll AEE T HEA O E AR

= EdQ s Add o dFyHh

w}2}A], show access-liste} 7] A1 S 2] ACL 712 2} t]nlo] 2of o gk A2~ A o] 42
7}9] A HA = EATA FFUT L ACLS AHESFo] A 2F2 Eg oA Z7]d] oA A
e AASAY AR = Joemw HAZ F Q84 g2 Ado] 7 gk gk ey e e AbAE
T AFHH
ACLE AMu]~ %
4 ACL o] &

o
>,
oo
i
%
oy
)
o
=
M
ME,
Jot

I AR 7] 2 7 e
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show access-list

x FEA 3= brief 7] =5 A4
Av| 27 o] A A E A= A Dol FAEH, syslog 106023

MA 2 FFo] H ol MAH A5, o] HE2 S oA Alelg Ut mAA = M o] AT A7 &

SEPEEE
26 Y AHE T U T lubo] 2ol 4] Ed9 & e S Fel 2 Y ey el Q8
v tlute] 2o A ACLO HIF 4% 555 A4 HAE F AU h o) al g H B 2
ehol o) A A4 AL WA e ol 2 2f A4 8o ths) 2ol e Ao YAE Fa A
9 A2 S WS 5 o] W 54 trbol 2 RS thA] mul7] Aol ACLS HAAT 5 U
vtk mhebA] eubo] 2o A EeE S AFEHA 2 Aol ACL 4% 357k FHg

N 3T

52 show access-list ™ ¥ 2] A= &2 o] Firepower Device Manager(Z 7 =& “on box(=4}22)”
E]X})#A]"g‘tﬂ' u] AA A A] AR 3] WAE TF ANAEES AU A e ACE(OH
A 2= Ao ) E ol3ljete Hl =S F7] 138l Al =gelA] A A gyt o] A dZdd
T2 2] o] &5 AlF-3hH 2ol A A E ACEZF H ol S Ut} o] el sk A2 o} of|ol] 2 %AIH
o] AFHTH

> show access-list
access-list cached ACL log flows: total 0, denied 0 (deny-flow-max 4096)

alert-interval 300
access-list NGFW ONBOX ACL; 50 elements; name hash: 0xf5cc3f88
access-list NGFW_ONBOX ACL line 1 remark rule-id 268435458: ACCESS POLICY:
NGFW_Access_Policy
access-list NGFW_ONBOX ACL line 2 remark rule-id 268435458: L5 RULE: Inside Inside Rule
access-list NGFW ONBOX . _ACL line 3 advanced trust ip ifc insidel 2 any ifc insidel 3 any
rule-id 268435458 event- log both (hitcnt=0) 0x2c7£5801
access-list NGFW _ONBOX ACL line 4 advanced trust ip ifc insidel 2 any ifc insidel 4 any
rule-id 268435458 event- log both (hitcnt=0) 0xf170cl5b
access-list NGFW ONBOX ACL line 5 advanced trust ip ifc insidel 2 any ifc insidel 5 any
rule-id 268435458 event-log both (hitcnt=0) Oxce627c77
access-list NGFW_ONBOX ACL line 6 advanced trust ip ifc insidel 2 any ifc insidel 6 any
rule-id 268435458 event- log both (hitcnt=0) 0Oxe37dcdd2
access-list NGFW _ONBOX ACL line 7 advanced trust ip ifc insidel 2 any ifc insidel 7 any
rule-id 268435458 event-log both (hitcnt=0) 0x65347856
access-list NGFW ONBOX ACL line 8 advanced trust ip ifc insidel 2 any ifc insidel 8 any
rule-id 268435458 event-log both (hitcnt=0) 0x6d622775
access-list NGFW_ONBOX ACL line 9 advanced trust ip ifc insidel 3 any ifc insidel 2 any
rule-id 268435458 event-log both (hitcnt=0) 0xcl579ed7
access-list NGFW_ONBOX ACL line 10 advanced trust ip ifc insidel 3 any ifc insidel 4 any
rule-id 268435458 event-log both (hitcnt=0) 0x40968b8f
access-list NGFW ONBOX ACL line 11 advanced trust ip ifc insidel 3 any ifc insidel 5 any
rule-id 268435458 event-— log both (hitcnt=0) 0Oxcb5al78cl
access-list NGFW_ONBOX ACL line 12 advanced trust ip ifc insidel 3 any ifc insidel 6 any
rule-id 268435458 event-log both (hitcnt=0) 0xdbcl560f
access-list NGFW_ONBOX ACL line 13 advanced trust ip ifc insidel 3 any ifc insidel 7 any
rule-id 268435458 event- log both (hitcnt=0) 0x3571535c
access-list NGFW ONBOX ACL line 14 advanced trust ip ifc insidel 3 any ifc insidel 8 any
rule-id 268435458 event-log both (hitcnt=0) Oxc4a66cla
access-list NGFW_ONBOX ACL line 15 advanced trust ip ifc insidel 4 any ifc insidel 2 any
rule-id 268435458 event- log both (hitcnt=0) 0x1dla8032
access-list NGFW_ONBOX ACL line 16 advanced trust ip ifc insidel 4 any ifc insidel 3 any
rule-id 268435458 event-log both (hitcnt=0) 0x8f7bbcdf
access-list NGFW ONBOX ACL line 17 advanced trust ip ifc insidel 4 any ifc insidel 5 any
rule-id 268435458 event-log both (hitcnt=0) 0xe616991f
access-list NGFW_ONBOX ACL line 18 advanced trust ip ifc insidel 4 any ifc insidel 6 any



rule-id 268435458 event-log both (hitcnt=0)
access-list NGFW_ONBOX ACL line 19 advanced
rule-id 268435458 event-log both (hitcnt=0)
access-list NGFW _ONBOX ACL line 20 advanced
rule-id 268435458 event-log both (hitcnt=0)
access-list NGFW_ONBOX ACL line 21 advanced
rule-id 268435458 event-log both (hitcnt=0)
access-list NGFW_ONBOX ACL line 22 advanced
rule-id 268435458 event-log both (hitcnt=0)
access-list NGFW ONBOX ACL line 23 advanced
rule-id 268435458 event- log both (hitcnt=0)
access-list NGFW_ONBOX ACL line 24 advanced
rule-id 268435458 event-log both (hitcnt=0)
access-list NGFW_ONBOX ACL line 25 advanced
rule-id 268435458 event- log both (hitcnt=0)
access-list NGFW ONBOX ACL line 26 advanced
rule-id 268435458 event-log both (hitcnt=0)
access-list NGFW_ONBOX ACL line 27 advanced
rule-id 268435458 event- log both (hitcnt=0)
access-list NGFW_ONBOX ACL line 28 advanced
rule-id 268435458 event-log both (hitcnt=0)
access-list NGFW ONBOX ACL line 29 advanced
rule-id 268435458 event-log both (hitcnt=0)
access-list NGFW_ONBOX ACL line 30 advanced
rule-id 268435458 event-log both (hitcnt=0)
access-list NGFW_ONBOX ACL line 31 advanced
rule-id 268435458 event-log both (hitcnt=0)
access-list NGFW _ONBOX ACL line 32 advanced
rule-id 268435458 event- log both (hitcnt=0)
access-list NGFW_ONBOX ACL line 33 advanced
rule-id 268435458 event-log both (hitcnt=0)
access-list NGFW_ONBOX ACL line 34 advanced
rule-id 268435458 event- log both (hitcnt=0)
access-list NGFW ONBOX ACL line 35 advanced
rule-id 268435458 event-log both (hitcnt=0)
access-list NGFW_ONBOX ACL line 36 advanced
rule-id 268435458 event- log both (hitcnt=0)
access-list NGFW_ONBOX ACL line 37 advanced
rule-id 268435458 event-log both (hitcnt=0)
access-list NGFW _ONBOX ACL line 38 advanced
rule-id 268435458 event-log both (hitcnt=0)
access-list NGFW_ONBOX ACL line 39 advanced
rule-id 268435458 event-log both (hitcnt=0)
access-list NGFW_ONBOX ACL line 40 advanced
rule-id 268435458 event-log both (hitcnt=0)
access-list NGFW ONBOX ACL line 41 advanced
rule-id 268435458 event- log both (hitcnt=0)
access-list NGFW_ONBOX ACL line 42 advanced
rule-id 268435458 event-log both (hitcnt=0)
access-list NGFW_ONBOX ACL line 43 advanced
rule-id 268435458 event- log both (hitcnt=0)
access-list NGFW ONBOX ACL line 44 advanced
rule-id 268435458 event-log both (hitcnt=0)

access-list NGFW_ONBOX ACL line 45 remark rule-id 268435457:

NGFW Access Policy

Ox4db9d2aa
trust ip ifc
0xf8a88db4
trust ip ifc
0x1d3b5b80
trust ip ifc
0xf508bbd8
trust ip ifc
0x7084f3fc
trust ip ifc
0xd989f9%aa
trust ip ifc
Oxd5aa77£5
trust ip ifc
0x4a7648b2
trust ip ifc
0x118efdb4
trust ip ifc
Oxabbede58
trust ip ifc
Oxdal7cb9e
trust ip ifc
Oxc6bfebb?
trust ip ifc
0x5fe085c3
trust ip ifc
0x4574192b
trust ip ifc
0x36203cle
trust ip ifc
0x699725ea
trust ip ifc
Ox36alebal
trust ip ifc
0xed415bb76
trust ip ifc
0x18ebff70
trust ip ifc
0xf9b£fd690
trust ip ifc
0xf08a88b4
trust ip ifc
0xd2014e58
trust ip ifc
0x952c7254
trust ip ifc
0xfc38a46f
trust ip ifc
0x3£878e23
trust ip ifc
0x48e852ce
trust ip ifc
0x83c65e52

insidel 4 any

insidel 4 any
insidel 5 any
insidel 5 any
insidel 5 any
insidel 5 any
insidel 5 any
insidel 5 any
insidel 6 any
insidel 6 any
insidel 6 any
insidel 6 any
insidel 6 any
insidel 6 any
insidel 7 any
insidel 7 any
insidel 7 any
insidel 7 any
insidel 7 any
insidel 7 any
insidel 8 any
insidel 8 any
insidel 8 any
insidel 8 any
insidel 8 any

insidel 8 any

access-list NGFW_ONBOX ACL line 46 remark rule-id 268435457: L5 RULE:

access-list NGFW ONBOX . _ACL line 47 advanced
rule-id 268435457 event- log both (hitcnt=0)
access-list NGFW_ONBOX ACL line 48 advanced
rule-id 268435457 event-log both (hitcnt=0)
access-list NGFW_ONBOX ACL line 49 advanced
rule-id 268435457 event- log both (hitcnt=0)
access-list NGFW ONBOX ACL line 50 advanced
rule-id 268435457 event-log both (hitcnt=0)
access-list NGFW_ONBOX ACL line 51 advanced
rule-id 268435457 event- log both (hitcnt=0)
access-list NGFW_ONBOX ACL line 52 advanced
rule-id 268435457 event-log both (hitcnt=0)
access-list NGFW ONBOX ACL line 53 advanced
rule-id 268435457 event-log both (hitcnt=0)

access-list NGFW_ONBOX ACL line 54 remark rule-id 1:
access-list NGFW_ONBOX ACL line 55 remark rule-id 1:

trust ip ifc
Oxeabbdd6e
trust ip ifc
0xd7461ffc
trust ip ifc
0x6e13508e
trust ip ifc
Oxfelfcdde
trust ip ifc
Oxa4dba%a8
trust ip ifc
0x2cfd43cd
trust ip ifc
0xc3c3fafb

insidel 2 any
insidel 3 any
insidel 4 any
insidel 5 any
insidel 6 any
insidel 7 any

insidel 8 any

access-list NGFW ONBOX ACL line 56 advanced deny ip any any rule-id 1

show access-list

ifc insidel 7

ifc insidel 8
ifc insidel 2
ifc insidel 3
ifc insidel 4
ifc insidel 6
ifc insidel 7
ifc insidel 8
ifc insidel 2
ifc insidel 3
ifc insidel 4
ifc insidel 5
ifc insidel 7
ifc insidel 8
ifc insidel 2
ifc insidel 3
ifc insidel 4
ifc insidel 5
ifc insidel 6
ifc insidel 8
ifc insidel 2
ifc insidel 3
ifc insidel 4
ifc insidel 5
ifc insidel 6

ifc insidel 7

ACCESS POLICY:

ifc outside

ifc outside
ifc outside
ifc outside
ifc outside
ifc outside

ifc outside

any
any
any
any
any
any
any
any
any
any
any
any
any
any
any
any
any
any
any
any
any
any
any
any
any

any

Inside_Outside_Rule
any

any
any
any
any
any
any
ACCESS POLICY: NGFW_Access_Policy

L5 RULE: DefaultActionRule
(hitcnt=0)
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show access-list

0x84953cae
>

SHE ool 1637 A0 A8 AL GACIT A5k o0o] obd acEl T 2T A
[e=]
=

2 wol FUth AL F Aol 1684
S, o] A ol 16 ﬁ?oﬂﬂﬂ@é%iﬁﬂﬁH%W4ﬁzﬁ*JOEﬂ%ﬂﬂﬂ%

2o A% 042 ey,
Aol = obi AR FA 5 A ek

L2 "y E gy o] AL E = 7d-$- show access-list brief B & 2] A& =2 Yo}

r
)

> show access-list test brief
access-list test; 3 elements; name hash: 0xcb4257a3
Tblcl660 44ae5901 00000001 4a68abs1l

S-2 SSH E #f| ¥ o] A% = 79 show access-list brief M & 2] A< =2 U}

> show access-list test brief

access-list test; 3 elements; name hash: 0xcb4257a3
Tblcl660 44ae5901 00000001 4a68absl

3666£922 44ae5901 00000001 4a68abb6

A% 2
clear access-list A A B2 JILEHE % SY T

show running-config A A g =2 access-list 7- S T A &)
access-list
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show app-agent heartheat .

show app-agent heartbeat

AP TFeT =]

app-agent Bl & ¥ A] 312 show app-agent heartbeat ™3 & S A}-8- 31 o},

show app-agent heartbeat

Pel s 4 A
61 SR EBETECEE

app-agent heartbeat 521 Al @ -2 FXOS A A] 4= v}-o] A 9} Firepower Threat Defense | = 2] #| o] A ]|
O] M E Fe] H A A ElE XY ek A H] 2ol AF&- Ut ©] &= Firepower 4100 5= 9300 Series
tlnfo] 2o A st=gjjo] vlo] s ~E A 3 A 9- AF&-H YT} o] &= Firepower Threat Defense 22~ E
Ao & Aok 71} kol 2 MG A AL§5 A g,

app-agent heartbeat 541 2l ' ol 4] €] & 1.2 H show app-agent heartbeat ™8 ¥ S A& T}

2 of| of| A = app-agent heartbeat /B & X o] F 1 o},

> show app-agent heartbeat
appagent heartbeat timer 1 retry-count 3

] A
app-agent St=¢jlo] vpo] g =& 9] 3| app-agentE T4 T T}
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. show arp

show arp

ARP B 0] &S 2.2 show arp ¥ & = AF-&-3tU T}

show arp
el &4 AH
6.1 o] ¥R ol =YHAFY

A 7FoT =l

3

>

A EHE FH, A E ZFA] ARP FEo] FAFHUTE T4 ARP 52 A
gyt A4 ARP 52 7| 2F tf2l tiA(-)F 2§38, 5 A] ARP 352

ARP H| 0] &2 A] 28l ZAlo]] AL-§-5] = nlp_int_tap -2 W5 Qe H o]~ 8 &5

U2 showarp ¥ 52 & =9 ¢

S A oAl Al A FES 2

> show arp
outside 10.86.194.61 0011.2094.1d2b 2
outside 10.86.194.1 001a.300c.8000 -
outside 10.86.195.2 00d0.02a8.440a alias

ot

32 )
clear arp statistics ARP EA1E A4t}
show arp statistics ARP EA| & ¥ A ZU T},

show running-config all | ARPS] & A] A7} A3 FA-& T A )
arp
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show arp-inspection .

show arp-inspection
Zt Qg g o] 2~of T g+ ARP AL A4S B show arp-inspection ™8 & S A}-8-3 4 o},

show arp-inspection

g2 A A1
6.1 o] o] F7h gt
62 R E mE A gdo] FrhE Lo

&2 show arp-inspection ™ & 2] M= &2 Yy th

> show arp-inspection

interface arp-inspection miss
insidel enabled flood
outside disabled -

miss &> ARP A &3 3k A5 dAekA] ek F 2ol disl) e 7] 2 (“flood” =
“no-flood”)< AP T}

% ek
clear arp statistics ARP EA1E AUt}
show arp statistics ARP EA| & ¥ AT T}

show running-config all | ARP2] & A)] A7} A st Ad 28 o] AL FA T
arp
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show arp statistics

show arp statistics

ARP 7| & X 2 show arp statistics ™ & = AF-& 31T}
show arp statistics
ge) 4 AL
6.1 o] o] = AFUHt
°- show arp statistics ™ & 2] A= =2 Ut}
> show arp statistics
Number of ARP entries:
ASA : 6
Dropped blocks in ARP: 6
Maximum Queued blocks: 3
Queued blocks: 1
Interface collision ARPs Received: 5
ARP-defense Gratuitous ARPS sent: 4
Total ARP retries: 15
Unresolved hosts: 1
Maximum Unresolved hosts: 2
g i 7 Beol wa) Aw g,
¥ 2: show arp statistics 2 = (7] %)
He 297
Number of ARP entries ARP E| 0] & 3} = o] & 749t}
Dropped blocks in ARP IP 45 dE st=9o] 40 sl &els= ot 2hAH
S e
Maximum queued blocks IP 742 3013 w71+ 7|t} = EoF ARP ZE A t)7]
solAd Hof E5 iy
Queued blocks ARP EEA A4 t7] F2 &F F4Y
Interface collision ARPs received OlE|H o] 29} B U3 P FAhoA BE QE H o] 2 FAIH
ARP 317 4911t
ARP-defense gratuitous ARPs sent ARP-Defense WA Y Z9¢] A& 2 tnjo] 2o A Bl of 79
ARP Ut}
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show arp statistics .

= A
Total ARP retries 1 HA ARP 2.3 o thdl S ol 471 A & 74

31
< ARP R EIA Bl = ARP &4 =YYt}

Unresolved hosts

ARP 2501 4 ARP 23 & o] 3] 14 $<1 o154 e
F2E A5,

Maximum unresolved hosts

o oh:q 3}ol 5] 1 Ok&— FrE élﬂ% 7H¢?Mﬂ}.

w2 2

clear arp statistics ARP =7

show arp ARP H| 9]

show running-config all | ARP2] & A A7} A+ AL FA| S}

arp
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. show as-path-access-list

show as-path-access-list

£ @A) AS(autonomous system) 74 = N A 2~ H-= o] &

s A5} M show as-path-access-list ™
Be AR o

o
EH

show as-path-access-list [number]

(A8 AL AS AR Al 55 W 5 S AT f AT S 1-5009)

number
.
number Q155 A Q3R] o HE AS AR BA|A FFo et W S o] EAFH YU
Qo) 4 AL
6.1 o] W&ol = HAFHTH

T}2-2 show as-path-access-list ™8 & 2] A% &2t}
> show as-path-access-list
AS path access list 1

AS path access list 2
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show asp cluster counter .

show asp cluster counter

FH2EHY SN A = A3 A B E U)W 7] 52 d show asp cluster counter ™ & S A&

e,

show asp cluster counter

Pel s 4 ALY
6.1 SR EBETECEE

show asp cluster counter ™ % -2 4] 2] =go] € 4 U= A 2 A43HH DP 7+ HE BA S
Ut o] AH = Ao vk AR E M, A H FHo] A E 7 dFHT o] BE S AR&sto] A2~
A

S g st b =wo] 23 4% Cisco TAC®! 2] 3141 A1 Q..

&2 show asp cluster counter ™ & ©] A2 &= U},

> show asp cluster counter
Global dp-counters:
Context specific dp-counters:

MCAST FP TO SP 361136
MCAST SP TOTAL 361136
MCAST SP_PKTS 143327
MCAST SP PKTS TO CP 143327
MCAST FP CHK FAIL NO HANDLE 217809
MCAST FP_CHK FAIL NO ACCEPT IFC 81192

MCAST FP CHK FAIL NO FP_FWD 62135

o= A
show asp drop EEE gFlo g3l 7pEslE Hot AR e HE AT Y T
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. show asp dispatch

show asp dispatch
s BA1E Aetete o -3 tulo] 20 2= W
asp dispatch % & 5 AF& U T o] &2 glo] B =
o v uto) 2ol uk AHE 75 g e

A 2] TAE ¥A5HH H show

’J ASP t] =
&9 /5 B= 9] Firepower Threat Defense 7}

show asp dispatch

EEPS 4 AL
6.1 o] §do] mgH U

mlm

22 show asp dispatch ™8 & 2] A& &2 ¢Ju ).

> show asp dispatch
==== Lina DP thread dlspatch stats - CORE 0 ====

Dispatch loop count : 92260212
Dispatch C2C poll count : 2
CP scheduler busy : 14936242
CP scheduler idle : 77323971
RX ring busy : 1513632
Async lock global g busy : 809481
Global timer g busy : 1958684
SNP flow bulk sync busy : 174
Purg process busy : 2838
Block attempts : 44594355
Maximum timeout specified : 10000000
Minimum timeout specified : 1572864
Average timeout specified : 9999994
Waken up with OK status : 2476791
Waken up with timeout : 42117564
Sleep interrupted : 85753
Number of interrupts : 2492566
Number of RX interrupts : 1454442
Number of TX interrupts : 2492566
Enable interrupt ok : 174566236
Disable interrupt ok : 174231423
Maximum elapsed time : 54082257
Minimum elapsed time : 6165
Average elapsed time : 9658532

Message pipe stats
Last clearing of asp dispatch: Never

==== Lina DP thread home-ring/interface list - CORE (0 ====
Interface Internal-Data0/0: port-id 0 irg 10 fd 37
Interface GigabitEthernet0/0: port-id 256 irg 5 fd 38
Interface GigabitEthernet0/1: port-id 512 irg 9 fd 39
Interface GigabitEthernet0/2: port-id 768 irg 11 fd 40

>
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show asp drop

7445318 1ok 2o o) 8 AbalE s 7] m
=3

&

R

show asp drop

AL t]H 7 52 ™ show asp drop 8 & S AH-&-3H

show asp drop [flow [flow_drop reason] | frame [frame_drop_reason]]

flow [flow_drop_reason] (€] A}&) 21A|H S 2(AA)S FA Y TE AelF o7 o] F-2 x4
F AU bs @ 58 A ol o) 258 Slsle v 28 AL T

frame (8 A A A TS AU A A0 R o 52 A4S F A%

rame_drop_reason] v}, b5k e ]) At o) ol B5E aelele w28 AFEF v,

g2~ A A

61 o] o] =qiH gt

A 7FoT =l

show asp drop "8 % & 71531 Bt 2o o3 kAl E 7] = AA S FAste] A S =

ShF UL o] KH = ‘31347 ARt ARG H M, AH o] MAZE 5 A5 o] §E & AH&Sto] A

'S tH A8k b =g-0] H a8 7§ Cisco TACH] #2] 314 A 2.

7he &k AFAl o] froll thgk AbA g W&

2 Show ASP Drop 8 & A& <A (http://www.cisco.com/c/en/us/

td/docs/security/asa/asa-command-reference/show _asp drop/show asp drop.html)E +Z3}4] A] 2

N

Lo B 7} vl A ot = A 97 A1 3HS

o]

o2 e = Bl 228 32 7} 2314 show asp drop '8 & 2] 4!

Z 299

> show asp drop

Frame drop:
Flow is denied by configured rule (acl-drop) 3
Dst MAC L2 Lookup Failed (dst-12 lookup-fail) 4110
L2 Src/Dst same LAN port (12 same-lan-port) 760
Expired flow (flow-expired) 1

Last clearing: Never

Flow drop:
Flow is denied by access rule (acl-drop) 24
NAT failed (nat-failed) 28739
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http://www.cisco.com/c/en/us/td/docs/security/asa/asa-command-reference/show_asp_drop/show_asp_drop.html
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. show asp drop

NAT reverse path failed (nat-rpf-failed) 22266
Inspection failure (inspect-fail) 19433

Last clearing: 17:02:12 UTC Jan 17 2012 by enable 15
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show asp event .

show asp event

Hlol8 4= &= Alo] 4= o] HE 5 B ZJ s} ¥ show asp event g & AHE-FHH T

show asp event{dp-cp| cp-dp}

dp-cp ASP HoJH &M AEZ Sl oz AEH o

Y
cp-dp HAEZ Z 2o ASP HlolH H 22 AEH o|WEES AT}

EEpS 57 A
6.1 SEEEECEC )

[] 7ol = R4
show asp event ™ &2 to]E] 7= 4 Xﬂoi A2 UES FASH A A S
ol &t Aot AR H ™, B H F o] WAE F ST o] E & ARESke] Al 2" o
73t =50] F 3k 7-$- Cisco TACO T-2] 3141 Al <.

52 show asp event dp-cp & & 2] A1

mlm

= 299U,

> show asp event dp-cp
DP-CP EVENT QUEUE QUEUE-LEN HIGH-WATER
Punt Event Queue

Routing Event Queue
Identity-Traffic Event Queue
PTP-Traffic Event Queue
General Event Queue

Syslog Event Queue
Non-Blocking Event Queue
Midpath High Event Queue
Midpath Norm Event Queue
Crypto Event Queue

HA Event Queue
Threat-Detection Event Queue
SCP Event Queue

ARP Event Queue

IDFW Event Queue

CXSC Event Queue

BFD Event Queue

OO OO OO OO ODODODOOOOoOo
OO OHOOOOHNOODWOOOr oo

EVENT-TYPE ALLOC ALLOC-FAIL ENQUEUED ENQ-FAIL RETIRED 15SEC-RATE
crypto-msg 810 0 810 0 810 0
arp-in 17288 0 17288 0 17288 0
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. show asp event

identity-traffic 2 0 2 0 2
scheduler 239 0 239 0 239
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show asp inspect-dp snapshot .

show asp inspect-dp snapshot

PDTS(snortol] th gk dlo] 8 Z&| Q1 A F/Al ) D 2] 2~¥AaES 812151 H show asp inspect-dp
snapshot ¥ & & A& T}

show asp inspect-dp snapshot {config | instance instance id queue queue id}

config PDTS 29 3kS 913k o] 742 FA g

instanceinstance_id 2 A PDTS AH| A} Q1 2B~ D] AWARS F A8 T}, 3o
0~2147483647 1] t}.

queuequeue_id PDTS ¥ 9] X4 & "oy A= A% 5 IDS] =W S A F Y 32
0~2147483647] 1 t}.

el T4 AM

6.1 o] o] EAHAFYTH

show asp inspect-dp snapshot ™3 72> PDTS & 245k 7] 59 Ao 54
ARE FAFYTL

o
=3
>
%
i
£
e
v
rlo
o
dlo

« HA: AIZEHA 2 5D E PDTS Holl A 271 6] 24 3ko] 88 5 = A7He A A F U

« AHE 225k 2HE PDTS 22412k 75 AL 8HER) i ALg A5 of YA welFu ok

T}~ show asp inspect-dp snapshot config ™ & o] A& &2 U},

> show asp inspect-dp snapshot config
Max snapshots Current in use Interval (min) Auto Snapshot
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. show asp inspect-dp snapshot

e

T} show asp inspect-dp snapshot instance ™ & 2] 4= &= Yt}

> show asp inspect-dp snapshot instance 2 queue 1
0 packet captured
0 packet shown
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show asp inspect-dp snort

show asp inspect-dp snort

L& snort Q1 ~E1 2~ 0] AE| S ¥ A6 ™ show asp inspect-dp snort 8 & S AF-&-3hU T}

show asp inspect-dp snort [instance instance id|

instanceinstance_id EA snort Q1 ~E 2~ 9] A E| S TA G T &8 7h-S 0~2147483647)
.
Pej 74 Abe
6.1 o] Welo] =l E AT,
[ 7ol = R4
o] ME2 BE snort Q1 =H 20 FHIE BAFU T S8 vy AR E FAEY T

« Id: snort Q1 2~¥1 2~ ID.

* CPU-Usage: snort 1 2812~ ID2] CPU AF&-3F. 7| © ALg2l/A| A8 7]F0 2 S35
* Conns: snort Q1 AEI 20X A BE5 3 9= AF 4.
« Segs/Pkts: ] LT E o] 4= IE1= snort 1 2~ El 2=o] A] @A A 2] H 9

* Status: snort 1 2~ %l 0] AE].

22 show asp inspect-dp snort ¥ % 2] M Z 2t}

> show asp inspect-dp snort
SNORT Inspect Instance Status Info

Id Pid Cpu-Usage Conns Segs/Pkts Status
tot (usr | sys)

0 9188 0% ( 0% 0%) 0 0 READY

1 9187 0% ( 0%] 0%) 0 0 READY

2 9186 0% ( 0% 0%) 0 0 READY
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. show asp inspect-dp snort counters

show asp inspect-dp snort counters

Snort 91 2~E 2] PDTS ¥& Y A] 7} & % A3} A show asp inspect-dp snort counters ™3 & S

g G T

show asp inspect-dp snort counters [instance instance_id] [queues] [rate] [debug] [zeros]

instanceinstance_id EA snort Q1 ~8E 2~ 9] 7F9E] S AU Th A S 1h2 0~2147483647
U,
queues T ARE e EATUC A28 20 7 42ba) e A e R EA

Yol ol 2820 F ARE AR St

,,
I

rate 5% B E AYAEE A or] 12 @ RIS Fohv] S E WA

debug R e we] EAHA = AW U3 e EHE EATY

zeros 07+ HE el E AL E s mAR Y,

QB Tk AR A B A, RE Q2R EAFY

Yol 54 AL
6.1 o gedo] w5t

o] 72 snort 1 ~E 2~ 9] PDTS # & YA 7FHE A FU L 852 v A
+ Id: Snort 12EH 2~ DY YT “All"S I A E 2 E snort A ~EH 2~

d: Lina®] A& 5 IDY Y ©]+= Lina®] 2~ = rofl sl Gy o) “All"S 2E 771 Al =]
o< ol g

*Type: 7 B AUTE HlolE 728, 5 AHeE, TH A ol i,

* Name: 7} H o] &4 Yt}
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7}

show asp inspect-dp snort counters

* Value: Abgo] 915 < 3l 7he B #hd Utk
* Raw-Value: 7F-H 9] ¥A] gk Yo},
+F o] &
* Tx Bytes: Lina”} snort 91 2~® 2~ of] 53k ulo] E =91t}
* Tx Segs: Lina”} snort Q1228 2ol AEg ZH /A THE =t}
* Rx Bytes: Lina7} snort Q12~& 20| 4 2413k vpo] E =9 1t
* Rx Segs: Lina”} snort Q1 228 2ol A =418k S 2| Q1/AM| 1 E 4=l Yt}
* NewConns: snort Q128120 HE¥ <
« RxQ-Wakeup
« TxQ-Wakeup

i)
4»
o
i
ul

* TxQ-LB-Dynamic: PDTS &4 == Wi o] A5 St}

* TxQ-Data-Hi-Thresh: Lina®] A% ol A 2] ‘=" A Al gk Al gtol] =3k S14=¢J Y}
* RxQ-Full: Lina®] 541 77} 7}5 3 Sl 4yt
* TxQ-Full: Lina®] A% 57} 715 2 194Ut

* TxQ-Data-Limit: Lina2] A3 5ol A 2] dlo] g #| gt =3k 3149t}

* TxQ-LB-Failed: PDTS & %] 2= Mgl o] Al 1

o
Y
&
o
T
Au)

* TxQ-Unavail: Lina®] A& & AH-E = gl S5 U T
* TxQ-Not-Ready: Lina®] % 77} £H| 5 A g2 S d ot
* TxQ-Suspended: Lina®] A& 77} YA % Sl4du )
* RxQ-Unavail: Lina®] 541 75 AH&-3F 4= gl& Syt
* RxQ-Not-Ready: Lina®] =41 7} 0] ¥ A ¢8-2 Sl
* RxQ-Suspended: Lina®] 541 77} dA] & S5+ T.

22 show asp inspect-dp snort counters ™8 & 2] A= &2 Q)

> show asp inspect-dp snort counters summary instance 5 debug zeros
SNORT Inspect Instance Counters

Id

(S C N NG NG I, IE, NC, ]

QId Type Name Value Raw-Value
All data Tx Bytes 3.3 GB (3549197468)
All data Tx Segs 4.7 M (4671722)
All data Rx Bytes 3.3 GB (3495936190)
All data Rx Segs 4.7 M (4677344)
All data NewConns 11.1 K (11103)

All debug RxQ-Wakeup 0 (0)

All debug TxQ-Wakeup 4.7 M (4655982)
All warn TxQ-LB-Dynamic 0 (0)

All warn TxQ-Data-Hi-Thresh 0 (0)
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. show asp inspect-dp snort counters

All
All
All
All
All
All
All
All
All
All

[S2NE NG NG, I, NE, NC, C, e N E)]

drop
drop
drop
drop
err
err
err
err
err
err
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RxQ-Full
TxQ-Full
TxQ-Data-Limit
TxQ-LB-Failed
TxQ-Unavail
TxQ-Not-Ready
TxQ-Suspended
RxQ-Unavail
RxQ-Not-Ready
RxQ-Suspended

OO O OOOOO oo

OO O OOOOO oo



show asp inspect-dp snort counters summary .

show asp inspect-dp snort counters summary
™ &

Snort 91 2~&¥12=2] PDTS ¥ 7}-%-H & 3% A5l 2 ™ show asp inspect-dp snort counters summary 3 &
= AU 7HEE = 2 I A’ AR JAIE Y

show asp inspect-dp snort counters summary [instance instance_id] [queues] [rate]

instanceinstance_id E A snort Q1 2~E 2~ 9] 7FSE] S AU Th A S h2 0~2147483647
e,
queues FARE A EAGUTE A28 20 2 Aba} FE EER EAH

Yk 12 20] 5F AR = JA HA F5U T

rate e 12 9 5718 BAFUT @4l 12 BE-e 97 v et
7¥o) H1E}%—7}§7]%2E§LHE} dE}l 717} 1 %00 3 H A

EEpS 574 A
6.1 SEEEECECEE)

070-—‘ R4

o] ® 2 snort 122 0] PDTS #d 7H-H & FAFUTH 282 U 4 E FAFYH
*1d: Snort 12=® 2 IDY YT} “All”2 H A ¥ EE snort Q1 2=E 25 o] v g},
« QId: Lina®] A% 5 IDY Yt o] = Lina®] =¥ = o syl “All’S 2E 771 JA 5
A= v
* TxBytes: Lina”7} snort Q1 2~¥l 220l 7 &3k F vlo] E 4=¢J 4t}
* TxFrames: Lina”} snort Q1228 20l 2538 & /M 1HE 4t}
* RxBytes: Lina”} snort Q128 2~ of| Al 42218k F= vlo] E 4=¢J 4t}

* RxFrames: Lina”} snort Q1 2~E 20| A =A18E & | /A 1HE ¢y},

Firepower Threat Defense-8- 5% = i



. show asp inspect-dp snort counters summary

* Conns: snort 1 =Bl 2~0]| 4 =] 2] gk A FuUt)

mlkl

SEDISIE

< show asp inspect-dp snort counters summary 8 & 2] Al

> show asp inspect-dp snort counters summary instance 2
SNORT Inspect Instance Counter Summary
Id QId TxBytes TxFrames RxBytes RxFrames Conns

2 All 0 0 0 0 0
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show asp inspect-dp snort queues .

show asp inspect-dp snort queues

FUH ALUAR BE FE HASHE LE snot A2H ACLZA 20 @ F AR E HAS

show asp inspect-dp snort queues § & = A}-8-311 T},

show asp inspect-dp snort queues [instance instance_id] [detail] [debug]

instanceinstance_id E4 snort 21 2® 2~ 0] 72 FA| Yt &3 3E-S 0~21474836473 U T}
detail T AEE S BAIFY T 1A' 20 ZF AR} = R R A

Ytk Qg o) 7 An s AEA ey,

N

debug F7MY¥ 1 AR E EAE YU

g 79 Ahst
6.1 o] o] =AHAFUTH
¢} 7ol = R84
AN 2E AT RE 7S JAAleHE 2E snort 91 2B A (ZE A 2) 0] F ARES AT
92 e ARE A YH
*1d: Snort $1 ~E1 2~ DY YT} “All"S I AE EE snort Q1 A~EAE o) g},

(e)

Id: Lina®] A% 5 IDY Yt} ©]= Lina®] 28 = ol sy} “All’S 2E F7F JA H
25 gy

* Rx Queue: Lina®] 41 Ut} “Used” = Hlo]H o] &S B o] FH “util” & 5 A-&-ES, “state”
= A R AEHE HosUh

*« TxQ: Lina®] A% 7] DYt} “Used = dlolE 9] S HolFm “uiil” S t) 7] d AL 5 S
“state” = & W R T AEH S BolFU

a2

b

Counters:

* RxQ-Size: Lina®] 521 5 A 7] 4 Yt}
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. show asp inspect-dp snort queues

* TxQ-Size: Lina®] A% 7 A 7] 4t}

* TxQ-Data-Limit: & 71 2] to] ¥ Al AUt} o] A GE 23S 735, vlol§ H7lo] =55
Yok BE2E2 AF 7o dA#S BRolsyh

* TxQ-Data-Hi-Thresh: 2§ 2] ‘35" AAGEY T} o] IA
Hxa2 559 43S FA3817] 9138 PDTS &4 2= Wl o] 2453},

52 show asp inspect-dp snort queues 3 & 2] M= =2 QL)

> show asp inspect-dp snort counters summary instance 2
SNORT Inspect Instance Queue Configuration

RxQ-Size: 1 MB

TxQ-Size: 128 KB

TxQ-Data-Limit: 102.4 KB (80%)

TxQ-Data-Hi-Thresh: 35.8 KB (28%)

Id QId RxQ RxQ TxQ TxQ
(used) (util) (used) (util)

0 All 0 0% 0 0%

1 All 0 0% 0 0%

2 All 0 0% 0 0%
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show asp inspect-dp snort queue-exhaustion .

show asp inspect-dp snort queue-exhaustion

Snort 7 AKX 7} A 3 74 9-9] 2}s A~ AES 31 A] 512 H show asp inspect-dp snort queue-exhaustion

e AHg g

show asp inspect-dp snort queue-exhaustion [snapshot snapshot id] [export location]

snapshotsnapshot_id o] SAL F AR ARE st EA AWARS (AL 3 1~24

=]
g}
exportlocation 2251 5E U 8- off-box 418 913 21745 9141 9] peap 7 = B o
P 47 Aba}
6.1 o] W#o) 1= E Az

show asp inspect-dp snort queue-exhaustion ™ & 2 snort 77} 52 o 7HE 2 WA U85 A §
Uth o] &S dEgh 2@ Ak f &5 HolF U th &2 2 show capture 8 & 0] &2 3 A
=3
22 show asp inspect-dp snort queue-exhaustion ™8 & 2] M= &2t}
> show asp inspect-dp snort queue-exhaustion snapshot 1
102 packets captured
1: 13:52:36.266343 10.100.26.6.80 > 192.168.26.6.45858:
693143043:693144411 (1368) ack 1996534769 win 235 <nop,nop, timestamp 25172833 64977907>
2: 13:52:36.266343 10.100.26.6.80 > 192.168.26.6.45858:
693144411:693145779 (1368) ack 1996534769 win 235 <nop,nop,timestamp 25172833 64977907>
3: 13:52:36.266343 10.100.26.6.80 > 192.168.26.6.45858:
693145779:693147147 (1368) ack 1996534769 win 235 <nop,nop, timestamp 25172838 64977912>
4: 13:52:36.266343 10.100.26.6.80 > 192.168.26.6.45858:
693147147:693148515(1368) ack 1996534769 win 235 <nop,nop, timestamp 25172838 64977912>
5: 13:52:36.266343 10.100.26.6.80 > 192.168.26.6.45858:
693153987: 693155355 (1368) ack 1996534769 win 235 <nop,nop,timestamp 25172858 64977932>
6: 13:52:36.266343 10.100.26.6.80 > 192.168.26.6.45858:

(...output truncated...)
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show asp load-balance

show asp load-balance

T WA FF F37]9] 3| AE1WS ¥ A5 ™ show asp load-balance ™ & 2 AF-8-gH U T}
show asp load-balance [detail]
detail (e A1Eh) A Zol AREE Al Bl digk M- A RS A T
g~ T AL
6.1 o] gdo] =YL AFH

[ 7o E— R4
show asp load-balance 8 % & i A S| 2ol =50 & 5 JFHh dWrA o2 712 Q| o] ~
2 ol A 7hA 2 T L g ool o) Al th Tejv ok Fojd A Wa w2 7l 3 A
AAE ol A T AB5-oll= s Zl o] s o] o] tfr] Dol F7hg Ut o] th7|d A2 & QL)
thE ol 7h frf el St 2= WRiA 7] do] S ¢ dEF Uk A g &2 asp
load-balance per-packet 8 ¥ S 332314 A] &
| show asp load- balanceﬂﬂ%ﬂ ME YUY XFSAE r/1rE 7ol 7] F< A
TE UEAUTL YS2 t7] S s Zle] e 2= Wl A W7l (e 2 E 18 B 7S YERY
T I 2EILH A5 Y H17]J+150}X] B =) E Hetd Y 77 9)\% Al W7l o] &gk &
g1t ¥ detail 7] 9] =& AU T

> show asp load-balance
Histogram of 'ASP load balancer queue sizes'
64 buckets sampling from 1 to 65 (1 per bucket)
6 samples within range (average=23)
ASP load balancer queue sizes
100

10

w O HT 230N

+
|
|
I
|
|
I
I

+
I
|
|
I

Fx
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show asp load-balance .

| #

| # # # # #

| # # # # #

fomm fomm fomm fomm fomm fomm - -

10 20 30 40 50 60
# of queued jobs per queue

] A
asp load-balance HE] Fo] ASA B dlo] Fo] Bal 3 WAL WA
per-packet
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. show asp multiprocessor accelerated- features

show asp multiprocessor accelerated- features

7H5 sk Bk A = o] HE|Z 2 M A 7F58HE T 7 312 H show asp multiprocessor
accelerated-features ™3 & = A}-8-3t T}

show asp multiprocessor accelerated-features

del 4 AL
6.1 o] gdo] =g

AFE 7FoI=2fel
show asp multiprocessor accelerated-features " & = /J 5 - #l| 3l Aol =w-o] & 5 )
Aol thal 7F53tE 7159 H5S FA Y

&< show asp multiprocessor accelerated-features ™ = 2] 4= == Yt}

> show asp multiprocessor accelerated-features
MultiProcessor accelerated feature list:
Access Lists
DNS Guard
Failover Stateful Updates
Flow Operations (create, update, and tear-down)
Inspect HTTP URL Logging
Inspect HTTP (AIC)
Inspect IPSec Pass through
Inspect ICMP and ICMP error
Inspect RTP/RTCP
IP Audit
IP Fragmentation & Re-assembly
IPSec data-path
MPF L2-L4 Classify
Multicast forwarding
NAT/PAT
Netflow using UDP transport
Non-AIC Inspect DNS
Packet Capture
Q0S
Resource Management
Routing Lookup
Shun
SSL data-path
Syslogging using UDP transport
TCP Intercept
TCP Security Engine
TCP Transport
Threat Detection
Unicast RPF
WCCP Re-direct
Above list applies to routed, transparent, single and multi mode.
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show asp overhead .

show asp overhead

23 23 asyne 4 BAE 4 U E A5 M show asp overhead ™ S AFE U T}

show asp overhead [sort-by-average] [sort-by-file]

sort-by-average G ET FVIEE A9 E G-Iy
sort-by-file g o] FHE A3E AEFYr}

P~ T

6.1 o] WHo] =HAFH

22 show asp overhead ™3 & ] Y

e

SEDISIEE

> show asp overhead
0.0% of available CPU cycles were lost to Multiprocessor overhead
since last the MP overhead statistics were last cleared
File Name Line Function Call Avg Cycles %
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show asp table arp

show asp table arp

7+ 3k BHQF = ARP EH| o] 5 Tl H 7) 512 H show asp table arp ™8 &S A& T

show asp table arp [interface interface_name] [address ip_address [netmask mask]]

addressip_address (A8 A18H) ARP Hlo] & 55 B = IP T4 8 2HE3YT).
interface interface_name (1€} X}3}) ARP B o] E-5- B E4 S1E]H o] ~ 2 AT}
netmaskmask A AFHIP =49 B Y viAT 5 A3

2] T

6.1 o] W o] = H AFYTh

4 5 Qe 7HahE neF AR
ol WAd 5 Uik o

5 show asp table arp ™ & 2]

> show asp table arp
Context: single vf,
10.86.194.50
10.86.194.1
10. .194.172
10.86.194.204
10.86.194.188
Context: single vf,

[l Firepower Threat Defense§- 7 % 3=

H& AHE8to] Al 2E S v A o=

Interface:

Interface:

LA 3}AL, show asp table arp '8 %2 A dll Aol T=50]
FAFUTE o] H g Hol & v Ao vk AL H M, A H E
| gk 7 9- Cisco TAC

=

inside
Active 000f.66ce.5d46 hits O
Active 00b0.64ea.9la2 hits 638
Active 0001.03cf.9%9e79 hits O
Active 000f.66ce.5d3c hits O
Active 000f.904b.80d7 hits O
identity
Active 0000.0000.0000 hits O



show asp table arp .

0.0.0.0 Active  0000.0000.0000 hits 50208
k= A
show arp ARP H| o] &5 AT
show arp statistics ARP 4| EA| g}
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. show asp table classify

show asp table classify

7FEshE Wl AR 7R El o] B8 T M 7 52 show asp table classify ™8 &S AF-&-3 U T

show asp table classify [interface interface_name] [crypto | domain domain_name] [hits] [match regexp]

AP 7FeT= el

[l Firepower Threat Defense§- 7 % 3=

crypto A8 AL A5 st I sl Hipsec BE S5 =Wl EA )

domaindomain_name (A8 A}aH B4 REA muole] td 32S FAIF T ALE 7FE
Tl 558 CLI B3 2S Fasiirl e

hits (8 ALaH) 0] obyl A% gho] Qi BRA G- FAFTh

interfaceinterface_name (¥} A} H

=
=
matchregexp (8 A1) iAo AR ek A RS EA G T AT ol 2
hyA

ge) 4 AH
6.1 o] gedo] EY UL

T}2-2 show asp table classify 8 & 9] M= =2 JUth

> show asp table classify
Interface test:
No. of aborted compiles for input action table 0x33b3d70: 29
in 1d=0x36£3800, priority=10, domain=punt, deny=false
hits=0, user data=0x0, flags=0x0
src ip=0.0.0.0, mask=0.0.0.0, port=0, tag=any



show asp table classify .

dst ip=10.86.194.60, mask=255.255.255.255, port=0, tag=any
in 1d=0x33d3508, priority=99, domain=inspect, deny=false

hits=0, user data=0x0, use real addr, flags=0x0

src ip=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst ip=0.0.0.0, mask=0.0.0.0, port=0, tag=any
in 1d=0x33d3978, priority=99, domain=inspect, deny=false

hits=0, user data=0x0, use real addr, flags=0x0

src ip=0.0.0.0, mask=0.0.0.0, port=53, tag=any

dst ip=0.0.0.0, mask=0.0.0.0, port=0, tag=any

oA o 7 A3 S¢S AL g FZ =7} 3% show asp table classify hits ™ & 2] 42

Ut

s
e
e

Interface mgmt:

in id=0x494cd88, priority=210, domain=permit, deny=true
hits=54, user data=0xl, cs_1id=0x0, reverse, flags=0x0, protocol=0 src ip=0.0.0.0,
mask=0.0.0.0, port=0 dst ip=255.255.255.255, mask=255.255.255.255, port=0,
dscp=0x0

in 1d=0x494d1b8, priority=112, domain=permit, deny=false
hits=1, user data=0x0, cs id=0x0, reverse, flags=0x0, protocol=1l src ip=0.0.0.0,
mask=0.0.0.0, port=0 dst ip=0.0.0.0, mask=0.0.0.0, port=0, dscp=0x0

Interface inside:

in id=0x48f1580, priority=210, domain=permit, deny=true
hits=54, user data=0xl, cs_id=0x0, reverse, flags=0x0, protocol=0 src ip=0.0.0.0,
mask=0.0.0.0, port=0 dst ip=255.255.255.255, mask=255.255.255.255, port=0,
dscp=0x0

in 1d=0x48f09e0, priority=1, domain=permit, deny=false
hits=101, user data=0x0, cs i1d=0x0, 13 type=0x608 src mac=0000.0000.0000,
mask=0000.0000.0000 dst mac=0000.0000.0000, mask=0000.0000.0000

Interface outside:

in 1d=0x48c0970, priority=210, domain=permit, deny=true
hits=54, user_data=0x1l, cs_id=0x0, reverse, flags=0x0, protocol=0 src ip=0.0.0.0,
mask=0.0.0.0, port=0 dst ip=255.255.255.255, mask=255.255.255.255, port=0, dscp=0x0

2 #olo] 2 AR 7F 3E3HE show asp table classify hits 8 & 2] A& &5 9T},

Input Table
in 1d=0x7fff2dellael, priority=120, domain=permit, deny=false
hits=4, user data=0x0, cs_id=0x0, reverse, flags=0x0, protocol=1l
src ip/id=0.0.0.0, mask=0.0.0.0, icmp-type=0
dst ip/id=0.0.0.0, mask=0.0.0.0, icmp-code=0, dscp=0x0
input ifc=LAN-SEGMENT, output ifc=identity in id=0x7fff2del35c0, priority=0,
domain=inspect-ip-options, deny=true
hits=41, user_data=0x0, cs_id=0x0, reverse, flags=0x0, protocol=0
src ip/1d=0.0.0.0, mask=0.0.0.0, port=0
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, dscp=0x0
input_ ifc=LAN-SEGMENT, output ifc=any

Output Table:
L2 - Output Table:

L2 - Input Table:
in 1id=0x7fff2de0e080, priority=1, domain=permit, deny=false
hits=30, user_data=0x0, cs_id=0x0, 13 type=0x608
src mac=0000.0000.0000, mask=0000.0000.0000
dst mac=0000.0000.0000, mask=0000.0000.0000
input_ ifc=LAN-SEGMENT, output ifc=any
in 1id=0x7fff2de0e580, priority=1, domain=permit, deny=false
hits=382, user data=0x0, cs id=0x0, 13 type=0x8
src mac=0000.0000.0000, mask=0000.0000.0000
dst mac=0000.0000.0000, mask=0100.0000.0000
input ifc=LAN-SEGMENT, output ifc=any
in 1d=0x7f£f£f2de0e800, priority=1, domain=permit, deny=false
hits=312, user data=0x0, cs_id=0x0, 13 type=0x8
src mac=0000.0000.0000, mask=0000.0000.0000
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. show asp table classify

dst mac=ffff.ffff.ffff, mask=ffff.ffff.ffff
input_ ifc=LAN-SEGMENT, output ifc=any
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show asp table cluster chash-table

S H S 9l el 7FE53ke Bek 7 2 cHash Hl o] &=

=
R8s AH g

show asp table cluster chash-table

show asp table cluster chash-table .

t] ¥ 7] 5} 21 show asp table cluster chash-table

del 5 AL
6.1 o Yedo] weisI it

show asp table cluster chash-table sk
= FAIFU . ol H 3k Ho] &2 H

A}g3to] 421

o v

52 show asp table cluster chash-table ™8 = 2]

> show asp table cluster chash-table
Cluster current chash table:

00003333
21001200
22000033
02222223
33331111
21110000
00133103
22222223
30000102
11222222
23222331
00002223
(...output truncated...)

32 A A Egol d e 7}i§}% Bt AR U§
7ot ARG H M, AR o] WAHE F FHTh o] HE &
S UM Aes b Tgo] D3 7§ Cisco TACO] 2] 3HA A ¢,

Z Feqyy,

i

il

s

show asp cluster counter

Ze2H HolH 4= 7HE AR E FAFY L
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. show asp table interfaces

show asp table interfaces

7h&3he Bk G = QlE A o] & H o] &
o}

o

o] ¥ 7] &} 21 ' show asp table interfaces 3 & S A}-831

show asp table interfaces

Pel s 4 ALY
6.1 SR EBETEEEE

show asp table interfaces ™ & - -4l 3
ol & W&S AT U o] & Hol &
[e]

)
o] B & Abgatol A 2EE

2 show asp table interfaces ™ & ©] A2 &2 9t}

> show asp table interfaces
** Flags: 0x0001-DHCP, 0x0002-VMAC, 0x0010-Ident Ifc, 0x0020-HDB Initd,
0x0040-RPF Enabled
Soft-np interface 'dmz' is up
context single vf, nicnum 0, mtu 1500
vlan 300, Not shared, seclvl 50
0 packets input, 1 packets output
flags 0x20
Soft-np interface 'foo' is down
context single vf, nicnum 2, mtu 1500
vlan <None>, Not shared, seclvl 0
0 packets input, 0 packets output
flags 0x20
Soft-np interface 'outside' is down
context single vf, nicnum 1, mtu 1500
vlan <None>, Not shared, seclvl 50
0 packets input, 0 packets output
flags 0x20
Soft-np interface 'inside' is up
context single vf, nicnum 0, mtu 1500
vlan <None>, Not shared, seclvl 100
680277 packets input, 92501 packets output
flags 0x20
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show asp table routing .

show asp table routing

AR TFol =

oFl

o

Phérsbe meh 32 ehed ol i g
% e IPvd 2 IPv6 T2 2 A ATk w2 A8 719 S w999 wlo] 2
2 EAF T

] ¥ 7] &} 21 ' show asp table routing 8 & = AF-8-3 T}, o]
¥ oA =} ol T B E

show asp table routing [management-only] [input | output] [address ip_address [netmask mask] |
interface interface_name]

addressip_address -8 5 B IP FaE AT IPve ?i °} - = WA ) F el
Q= AFAH0~128) = A Bl v F 5 e 4 QU T o & o,

£e80::2e0:b6fT:fe01:3b7a/128 S < & &t}

input % A= volde) FEE TAF,

interfaceinterface name

netmaskmask IPv4 559 A-$ A8l nf~3 5 XA st}

output =9 4= Hole9 F5& AT
management-only 7] g-g "ol B £} olsAd AZE FAT YL
e 57 Abe

6.1 o] o] =y AF U

show asp table routing ™8 -2 A 3| Aol =go] & = &= 7FE5stE Bol 2 9] 29-H HolE
LH’Q“O FAFUT o] g gt Hol &2 Ao T AL H M, AW 2ol AH = dGsU o] 13
o AHgsto] Al 2l A ebe H] o] 83 49 Cisco TACH] w9t Al 2. e &
719 == e 29" HolEdA 22 ol A EE FAFY

<2 show asp table routing '8 7 2] M= 2 J Ut}

> show asp table routing
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show asp table routing

in 255.255.255.255 255.255.255.255 identity

in 224.0.0.9 255.255.255.255 identity

in 10.86.194.60 255.255.255.255 identity

in 10.86.195.255 255.255.255.255 identity

in 10.86.194.0 255.255.255.255 identity

in 209.165.202.159 255.255.255.255 identity

in 209.165.202.255 255.255.255.255 identity

in 209.165.201.30 255.255.255.255 identity

in 209.165.201.0 255.255.255.255 identity

in 10.86.194.0 255.255.254.0 inside

in 224.0.0.0 240.0.0.0 identity

in 0.0.0.0 0.0.0.0 inside

out 255.255.255.255 255.255.255.255 foo

out 224.0.0.0 240.0.0.0 foo

out 255.255.255.255 255.255.255.255 test

out 224.0.0.0 240.0.0.0 test

out 255.255.255.255 255.255.255.255 inside

out 10.86.194.0 255.255.254.0 inside

out 224.0.0.0 240.0.0.0 inside

out 0.0.0.0 0.0.0.0 via 10.86.194.1, inside
out 0.0.0.0 0.0.0.0 via 0.0.0.0, identity
out :: S via 0.0.0.0, identity
Gk ek

show route Ao} o) 296 Hlo]He EAF T}

[l Firepower Threat Defense§- 7 % 3=



show asp table socket .

show asp table socket

T TTe] =

7FEshE Bl AR A7 HHE TH 7] 5] show asp table socket ™ & S A& T}

show asp table socket [andle] [stats]

handle 279 el & A ch
stats 7}45hEl WOk AR 27l "ol o] BAE EAFh

=N 5% Aba

6.1 o] Mol 9w th

show asp table socket 8 ¥ 2 7143} ¥ H ot A2 47 A s 2o =&o] @ = = 7HE5ske Het

72 27 Xéiérﬁf\]‘%‘%ﬂr.OlﬂiﬁiEﬂOl-‘é—%ﬂﬂ% ol ek g Em], g u 2ol WRE 5 A
o o] B ALgate] AT tlul g shs B w80l B g - Cisco TACO] F2] 8414 2.

22 show asp table socket ™8 & 2] A= &2 )

Protocol Socket Local Address Foreign Address State

TCP 00012bac 10.86.194.224:23 0.0.0.0:%* LISTEN
TCP 0001cl24 10.86.194.224:22 0.0.0.0:~* LISTEN
SSL 00023b84 10.86.194.224:443 0.0.0.0:%* LISTEN
SSL 0002d01lc 192.168.1.1:443 0.0.0.0:%* LISTEN
DTLS 00032blc 10.86.194.224:443 0.0.0.0:~* LISTEN
SSL 0003a3d4 0.0.0.0:443 0.0.0.0:%* LISTEN
DTLS 00046074 0.0.0.0:443 0.0.0.0:%* LISTEN
TCP 02c08aec 10.86.194.224:22 171.69.137.139:4190 ESTAB

S5 show asp table socket stats ™ & 2] A= = ¢JY}

TCP Statistics:
Rcvd:
total 14794
checksum errors 0
no port O
Sent:
total O
UDP Statistics:
Rcvd:
total O
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. show asp table socket

checksum errors 0
Sent:

total O

copied O

NP SSL System Stats:

Handshake Started: 33
Handshake Complete: 33
SSL Open: 4
SSL Close: 117
SSL Server: 58
SSL Server Verify: 0
SSL Client: O

TCP/UDP &A= €Y, SSH B=+= HTTPS S} 20| tjufo] 2of| A A8 Fo] A} 441 th 7] 51 A H] 2~

& g o shol A% Ei A )

758 el A2 AHeE AU A2 9 FE Ak

s 7 A Zd o] ARl el AgE AT T DX A ok, i Fl o] 248 AhAlE ) F Aok
NP SSL &A1= A1 7L vl Al 4] 58 45 YeERd Y o o522 SSL A1 ¥ B SSL 8] A E <l
2®l2of T gk A SSL A 9] A2 2 R 5 ERY U T

g%

X
ol

show asp table vpn-context

7}4:381E Kot A& VPN A3} g o] B F A3t}
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show asp table vpn-context .

show asp table vpn-context

7+ 3k B 4 = VPN 743} H| o] &3 1 ¥ 7) 5l 21 show asp table vpn-context H & & AF-&-3
=3

show asp table vpn-context [detail]

detail (A€ AF) VPN g3 Hlo] Boll gk 37 AR A RE A F .
EERS 54 AV
6.1 o] o] mE sy

[ 7ol = R4
show asp table vpn-context ™3 ¥ 2> i #l| 3| Aol 5-o] D = &= 7FE58keE Bl 7 29] VPN 4Hs
W8-S FAFUTE o] g g Hol &2ty Ao i AL H ™, AH Felo] RiAE 5 A5t o] 3
Ha AbEste] Al 2'E T A sk Hl o] B a3k 49 Cisco TACH 9] 3H4 Al &

&2 show asp table vpn-context ™ & 2] A& &= Ut}

> show asp table vpn-context

VPN ID=0058070576, DECR+ESP, UP, pk=0000000000, rk=0000000000, gc=0
VPN ID=0058193920, ENCR+ESP, UP, pk=0000000000, rk=0000000000, gc=0
VPN ID=0058168568, DECR+ESP, UP, pk=0000299627, rk=0000000061, gc=2
VPN ID=0058161168, ENCR+ESP, UP, pk=0000305043, rk=0000000061, gc=1
VPN ID=0058153728, DECR+ESP, UP, pk=0000271432, rk=0000000061, gc=2
VPN ID=0058150440, ENCR+ESP, UP, pk=0000285328, rk=0000000061, gc=1
VPN ID=0058102088, DECR+ESP, UP, pk=0000268550, rk=0000000061, gc=2
VPN ID=0058134088, ENCR+ESP, UP, pk=0000274673, rk=0000000061, gc=1
VPN ID=0058103216, DECR+ESP, UP, pk=0000252854, rk=0000000061, gc=2

S YT IPsec HHEHH
table vpn-context § & 2] Al

=5

- 715 0] &4 st¥l 7 9-(PRESERVE = 12 3 A ¥) show asp
=370]
=T n

Y,

M

> show asp table vpn-context

VPN CTX=0x0005FF54, Ptr=0x6DE62DA0, DECR+ESP+PRESERVE, UP, pk=0000000000,
rk=0000000000, gc=0

VPN CTX=0x0005B234, Ptr=0x6DE635E0, ENCR+ESP+PRESERVE, UP, pk=0000000000,
rk=0000000000, gc=0
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. show asp table vpn-context

52 show asp table vpn-context detail ™8 % 2] A& Z 2 JUth I IPsec HEHH S 2% 75
o] &4 3}H 7§ =) 1= PRESERVE 15 £33t}
> show asp table vpn-context detail
VPN Ctx = 0058070576 [0x03761630]
State = UP
Flags = DECR+ESP
SA = 0x037928F0
SPI = OxEAQF21FO0
Group =0
Pkts =0
Bad Pkts = 0
Bad SPI = 0
Spoof =0
Bad Crypto = 0
Rekey Pkt =0
Rekey Call = 0
VPN Ctx = 0058193920 [0x0377F800]
State = UP
Flags = ENCR+ESP
SA = 0x037B4B70
SPI = 0x900FDC32
Group =0
Pkts =0
Bad Pkts = 0
Bad SPI =0
Spoof =0
Bad Crypto = 0
Rekey Pkt = 0
Rekey Call = 0
3 )
show asp drop =5E oAl Wik rhskE Bel AR A HE A
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show asp table zone .

show asp table zone

Ol 5 & AHE-FA] mEAI Al L. o] -2 Firepower Threat Defense®l| 4] %] 91 =] ] &= 9 < 7]
dol SlFyth o] W2 et g Ay aeo]del v JrE FA6HA 5 yth

o\ r
=
=)
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. show audit-log

show audit-log

A28 A 2

il
=5

% A5} A show audit-log ™8 & S AF-8-3 Ut}

show audit-log

del 5 AHg
6.1 o gego] we)s It

AFE o= el

N

o] B A IS QA O E FAIF UYL M A A 22 ol ETE WA gy
oMl Ex A 2=F] QJulo] E, fgk A, Ay o] d W7 E A o Zel Aol S 23 F AFY
t}. o] A KB 1= Firepower Management Center?t AF-8-31o] 942 0 2 |5 = E]H]-O]Z: of] A A
FUT A 2Os 2A R B s A 2" A9 Ho] sy

the el ol A Ak 208 welF .

> show audit-log
Audit Log Output:

time : 1476223151 (Tue Oct 11 21:59:11 2016)

event type : notify

subsystem :  Task Queue

actor : System

message : Successful task completion : Clam update synchronization
from firepower

result :  Success

action_ source ip : localhost

action “destination ~ip : localhost

time : 1476222646 (Tue Oct 11 21:50:46 2016)

event type : notify

subsystem :  Task Queue

actor : System

message : Successful task completion : Apply AMP Dynamic Analysis C
onfiguration from flrepower

result :  Success

action source ip : localhost

action destination ip : localhost

time : 1476222564 (Tue Oct 11 21:49:24 2016)

event type : notify

subsystem :  Task Queue

actor : System

message Successful task completion : Apply Initial Health Policy
2016-10-11 18:54:59 from flrepower

result :  Success

action source ip : localhost

action destination ip : localhost

time : 1476222563 (Tue Oct 11 21:49:23 2016)

[l Firepower Threat Defense§- 7 % 3=



event type
subsystem

show audit-log

notify

Health > Health Policy > Apply > Initial Health Policy 20

16-10-11 18:54:59 > firepower

actor

message

result
action_source_ ip
action destination_ip

admin
Apply
Success
127.0.0.1
localhost

time

event_ type

subsystem

actor

message

result
action_source_ ip
action destination_ip

1476222508 (Tue Oct 11 21:48:28 2016)

notify

Task Queue

System

Successful task completion : Registration '10.83.57.41'
Success

localhost

localhost

time

event_ type

subsystem

actor

message

result
action_source_ ip
action destination_ip

1476222473 (Tue Oct 11 21:47:53 2016)
Restart

NTP Configuration changed

Default User

Restart

Success

Default User IP

Default Target IP
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. show audit-log
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A

show b

 show banner, 361 ¥]©]X]

* show bgp, 362 3| °]#]

* show bgp cidr-only, 368 |o]#]

« show bgp community, 369 3| °]#]

* show bgp community-list, 370 o] %]

« show bgp filter-list, 371 ¥|°]=]

« show bgp injected-paths, 372 ¥ ©]#|

+ show bgp ipv4 unicast, 373 ¥ ] %]

+ show bgp ipv6 unicast, 374 || %]

« show bgp ipv4/ipv6 unicast community, 376 | ©]#]
* show bgp ipv4/ipv6 unicast community-list, 378 ¥ ] 4]
+ show bgp ipv4/ ipv6 unicast neighbors, 379 | o]#]
« show bgp ipv4/ ipv6 unicast paths, 386 | ©] %]

+ show bgp ipv4/ ipv6 unicast prefix-list, 388 | o] %]
+ show bgp ipv4/ ipv6 unicast regexp, 389 | o] %]

* show bgp ipv4/ ipv6 unicast route-map, 390 || o] ]
+ show bgp ipv4/ ipv6 unicast summary, 391 3] ©]*|
« show bgp neighbors, 393 ] ©]#]

* show bgp paths, 403 | o] %]

* show bgp prefix-list, 404 ¥ o]%]

« show bgp regexp, 405 ¥|o]X]|

« show bgp rib-failure, 406 ¥ °]#|

Firepower Threat Defense-8 " & 2% [ |



* show bgp summary, 408 ] %]

« show bgp update-group, 412 ¥ o]#]|
+ show blocks, 415 ¥|o]#A]

+ show bootvar, 420 ¥|o]#]

* show bridge-group, 421 3| ©]#]
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show banner .

show banner

TA% ad w A A Z A8 H show banner ¥ E -2 2 )

show banner [login]

login M s 20 T 5T E g AAE iy E A YTH
g~ T4 AR
6.1 ol o] =YHAFUTH

> show banner
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. show bgp

show bgp

BGP(Border Gateway Protocol) 2+-9-% H| o] 9] 355 3£ A| 52 ¥ show bgp ™8 %5 A& o

show bgp [ip-address [mask [longer-prefixes [injected] | shorter-prefixes [/ength] | bestpath | multipaths
| subnets] | bestpath | multipaths] | all | prefix-list name | pending-prefixes | route-map name]

ip-address (A8 AFed) EA S BGP 293 elo] o) W] ES) 8 AT o,

mask (A& A A e U ES A il 32ES JE ey A A4
NEE DI}

longer-prefixes (/\LFA,J A}f‘g}) AAE AR D BE LA H ARE AT}

injected (A= AH) BGP 2148 Hlol&oll e 54 AFARE A

shorter-prefixes (/}_Eﬂ A]-'EQ-) AR AR D nE | do|x & AZE FAFY T}

length (8 AL A AL Dol e o] Q15 ghe 0~-32¢) Ayt

bestpath (A& AL o] ARl tigk H o] A=E A TY .

multipaths (A8 AL o] ARl i3 T RS FAEU T

subnets (a8 AFah) A A E AL g B A2 E EA Yo

all (€ AL BGP 2199 Blo] B9 BE Fad AR E FAFY .

prefix-listname (8 AL AP E WEAL B2 S o 7 29 Re P

pending-prefixes (A8 A1) BGP 2H9-8 Hl o] E-ol| A 2HA] H7F F<l HFALS AU

route-mapname (A8 A A AR B 7o s 39S Ay gy

EEE 74 Ahe

6.1 o] o] = EAFUTH

Firepower Threat Defense-8 ™ & 3%
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show bgp .

show bgp 4 % € BGP 2198 Blo] 9] W §-& TLASHE B A8 gtk 54 HFAL 1 FAH Aol
P ATA B AR Y EE 20 SUS B A A Y GBS BAFES FeS

g AE 2ol A BGP 299 o] 2 molF

> show bgp

BGP table version is 22, local router ID is 10.1.1.1

Status codes: s suppressed, d damped, h history, * valid, > best, i1 - internal,
r RIB-failure, S Stale, m multipath, b backup-path, x best-external
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path

*> 10.1.1.1/32 0.0.0.0 0 32768 i
*>i110.2.2.2/32 172.16.1.2 0 100 0 i
*110.9.9.9/32 192.168.3.2 0 100 0 10 10 i
*> 192.168.1.2 0 10 10 1
* 1172.16.1.0/24 172.16.1.2 0 100 0 i

*> 0.0.0.0 0 32768 i
*>192.168.1.0 0.0.0.0 0 32768 i
*>1192.168.3.0 172.16.1.2 0 100 0 i
*1192.168.9.0 192.168.3.2 0 100 0 10 10 i
*> 192.168.1.2 0 10 10 1
*pi192.168.13.0 192.168.3.2 0 100 0 10 10 i
*> 192.168.1.2 0 10 10 i
ohg i 7 Beol tia) 2w g vk

¥ 3:show bgp 2 =

= 24

BGP table | o] E-o] Y- ¥ s YUt} o] 5= Ho|Eo] Wi d wnir} F7hgh )

version

local router | 2}-9-€] 9] P F4 Y Yt}
ID
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. show bgp

3= 41

Status codes | ] o] & 3} &

o
o

AU ek A E = HlolEo] 2F & Al el FAE Y v gk

ofy
ol
v
e
A
x2
o)y
T
iuf

oo
o
e

A=A kYT
«d-Ho]

]

oy

T

of oot
A
e
o

1

e

R
i)
)

mdk

o B
iR
L £
R

1

%

1
=Z
o
iluA

Ol
Jf
o

Ho

O_YL Fols

{0

v
1
4
o
e
ot
I

o] af
°] iBGP(H4- BGP) Al A S &3l gh<5 5] 25U T

Fof A RIB 2.7 7F A g5 U o}

ol e gHAFY

em- o] E &Eo| T UEY ] ALET o F27}F dHUT
*b-Elo] & &) g Y EY o] A W F 2Tt QlHUTh

«x - Hlo| & &= 3| v E ] el AREE 2 7e] R A2 dF YT

[e]

YE 2o 718 A3 d5dY
5}

Ol

3&1

-

z
2
/B A
00"

N

Origin codes | 2 o] %] Uit} 94 == wlo] o] 7 % wl 2o WA H U ohe @t 5 el

* i - IGP(Interior Gateway Protocol)l| 4] A] 2t &0 2 el o] HdEH T},
« ¢ - EGP(2]F- 7lo] Eglo] TR E ol A A1 25 &5},

e 7o) 2217} W BELA] ehzuTh Wb © 2 1GPol A BGPE AW ¥5 =
A9-E .

Network | W] =)= B ] <] 1P F4 A1 Th

NextHop | i M EQ AR 71 ADs o] AF5] = oh Al 22519 IP A4 Y th 0.0.0.0 &
B2 gh9-Eof o] yIES Aol v gk UY- 8] BGP 4 27F &S < n g th

Metric FAE A U s Al 2E W ER gy

LocPrf =27 374 A4 gk 71 252 1009 Yt

Weight g Al A E S8l AR E s A2 7 AUt

Path 7 U ES Aol digh 2bs Al =8 F 2 YUt o] == A 2o 2 A5 Al 21

5
ohal shbel gzl 92 5 gt
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show bgp .

A= v
(stale) AR A A ele] vhg A= 7E A A A Z Z R A2 Tl “stale” 2 A E
¢S vhebdy o

S MZ =S BGP 29 H ol E 9] 192.168.1.0 3o th3t W= F AT}

> show bgp 192.168.1.0
BGP routing table entry for 192.168.1.0/24, version 22
Paths: (2 available, best #2, table default)
Additional-path
Advertised to update-groups:
3
10 10
192.168.3.2 from 172.16.1.2 (10.2.2.2)
Origin IGP, metric 0, localpref 100, valid, internal, backup/repair
10 10
192.168.1.2 from 192.168.1.2 (10.3.3.3)
Origin IGP, localpref 100, valid, external, best , recursive-via-connected

oS MEZ =22 BGP &9 H o] 2 9] 10.3.3.3 255.255.255.255 &0 o3t A 1S T At}

> show bgp 10.3.3.3 255.255.255.255

BGP routing table entry for 10.3.3.3/32, version 35
Paths: (3 available, best #2, table default)
Multipath: eBGP
Flag: 0x860
Advertised to update-groups:
1
200
10.71.8.165 from 10.71.8.165 (192.168.0.102)
Origin incomplete, localpref 100, valid, external, backup/repair
Only allowed to recurse through connected route
200
10.71.11.165 from 10.71.11.165 (192.168.0.102)
Origin incomplete, localpref 100, weight 100, valid, external, best
Only allowed to recurse through connected route
200
10.71.10.165 from 10.71.10.165 (192.168.0.104)
Origin incomplete, localpref 100, valid, external,
Only allowed to recurse through connected route

e E 7 B el AW

3 4:show bgp(4}0] E AL Al 28l M5 )=

4= &l

BGP routing table )98 gol|E &P F4 EEVEYT HEYYT}
entry for

o

version glolEo Y- HHd HE gyt o] He = ol Eo] WA= wuir} F7FHY
t}.

Paths AbE Vb et AR ¢ H AXE Hd AR YT o] o= e AR
7FHIP 2}9-H o] 5ol A x| H 79 “Default-IP-Routing-Table” ©] ¥ A] 5 LT},
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. show bgp

4= Ay

Multipath ol BEi= thE AR 8} FH7t B SE Al AU o] BEE o
% 74 Z7FBGPQU A Ei= eBGPI A & YEFY Y TH

Advertised to Aol Hef == 2 el E a5 Syt

update-groups

Origin

Jf
lo

Bl 49Ut &A= IGP, EGP B+ incompleted 4= 155U th. o] &9
=T8¢ ”ﬂEQ(”ﬂE‘ao] :ILHQX] % 745 0), iﬁ 27 ng %)\’(ﬂiﬁ)\'
o =i

Extended Community

A

Jﬂ
=]
L

A 5

$ AT UE 540 rbE = Aol
HH = #4

1Y ek 2 AU E el og

Al
It
N
=~
E
é
b =
S~
i Qu

1__
R

o
b
l:M

T all 7] ok A 4

FEA U

> show bgp all

For address family:

BGP table version is 27,

* Kk Kk Kk Kk

IPv4 Unicast
local router ID is 10.1.1.1

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*>10.1.1.0/24 0.0.0.0 0 32768 ?
*> 10.13.13.0/24 0.0.0.0 0 32768 2
*> 10.15.15.0/24 0.0.0.0 0 32768 ?
*>110.18.18.0/24 172.16.14.105 1388 91351 0 100 e
*>110.100.0.0/16 172.16.14.107 262 272 01231
*>110.100.0.0/16 172.16.14.105 1388 91351 0 100 e
*>110.101.0.0/16 172.16.14.105 1388 91351 0 100 e
*>110.103.0.0/16 172.16.14.101 1388 173 173 100 e
*>110.104.0.0/16 172.16.14.101 1388 173 173 100 e
*>110.100.0.0/16 172.16.14.106 2219 20889 0 53285 33299 51178 47751 e
*>110.101.0.0/16 172.16.14.106 2219 20889 0 53285 33299 51178 47751 e
* 10.100.0.0/16 172.16.14.109 2309 0 200 300 e
*> 172.16.14.108 1388 0 100 e
* 10.101.0.0/16 172.16.14.109 2309 0 200 300 e
*> 172.16.14.108 1388 0 100 e
*>10.102.0.0/16 172.16.14.108 1388 0 100 e
*> 172.16.14.0/24 0.0.0.0 0 32768 2
*>192.168.5.0 0.0.0.0 0 32768 2
*>10.80.0.0/16 172.16.14.108 1388 0 50 e
*> 10.80.0.0/16 172.16.14.108 1388 0 50 e

& longer-prefixes 7] %] =2} 37 91 &

% show bgp ™8 &

> show bgp 10.92.0.0 255.255.0.0 longer-prefixes

BGP table version is 1738,
s suppressed,
i - IGP,

Status codes:
Origin codes:

Network
*> 10.92.0.0

[l Firepower Threat Defense§- 7 % 3=

local router ID is 192.168.72.24

* valid, > best, 1 - internal
e - EGP, ? - incomplete
Next Hop Metric LocPrf Weight Path
10.92.72.30 8896 32768 ?



show bgp .

* 10.92.72.30 0 109 108 »
*>10.92.1.0 10.92.72.30 8796 32768 2
* 10.92.72.30 0 109 108 2
*>10.92.11.0 10.92.72.30 42482 32768 2
* 10.92.72.30 0 109 108 *
*>10.92.14.0 10.92.72.30 8796 32768 ?
* 10.92.72.30 0 109 108 »
*>10.92.15.0 10.92.72.30 8696 32768 2
* 10.92.72.30 0 109 108 2
*>10.92.16.0 10.92.72.30 1400 32768 2
* 10.92.72.30 0 109 108 *
*>10.92.17.0 10.92.72.30 1400 32768 2
* 10.92.72.30 0 109 108 *
*>10.92.18.0 10.92.72.30 8876 32768 2
* 10.92.72.30 0 109 108 2
*>10.92.19.0 10.92.72.30 8876 32768 2
* 10.92.72.30 0 109 108 *

2 shorter-prefixes 7] ¢ =<} 37 91 = ¥ show bgp 8 & o] A& == YUt} 8H|E HFAL 4 o]
} AR o,
> show bgp 172.16.0.0/16 shorter-prefixes 8

*> 172.16.0.0 10.0.0.2 02
* 10.0.0.2 0 0 200 7

2 prefix-list 7] ¥ =<} 7] 91 = ¥ show bgp HH 2] ME =2 YUt

> show bgp prefix-list ROUTE

BGP table version is 39, local router ID is 10.0.0.1
Status codes:s suppressed, d damped, h history, * valid, > best, i -

internal
Origin codes:i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
*>192.168.1.0 10.0.0.2 02
* 10.0.0.2 0 0 200 ?
2 route-map 7| ¥ =<} &7 = ¥ show bgp W& 2] AE =YY

> show bgp route-map LEARNED PATH

BGP table version is 40, local router ID is 10.0.0.1
Status codes:s suppressed, d damped, h history, * valid, > best, i -

internal
Origin codes:i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
*>192.168.1.0 10.0.0.2 07
* 10.0.0.2 0 0 200 7
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. show bgp cidr-only

show bgp cidr-only

CIDR(Classless Inter-Domain Routing) ¥} 37 7 2 & 3 A] 52 ™ show bgp cidr-only 8 & & A}F-8-3 4
t}.
show bgp cidr-only

g~ T A

6.1 o] go] = HAF

T} show bgp cidr-only ™ & o] A& &2 9t} S 1™ show bgp ™ H S 335}
A]A]o

i=] .

> show bgp cidr-only

BGP table version is 220, local router ID is 172.16.73.131
i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Status codes: s suppressed, * valid, > best,

Network Next Hop
*> 192.168.0.0/8 172.16.72.24
*> 172.16.0.0/16 172.16.72.30

[l Firepower Threat Defense§- 7 % 3=
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show bgp community .

show bgp community

A7 % BGP 7] frH Eloll <3k J 25 %1512 show bgp community %8 & & A& o}

show bgp community [community-number] [exact-match] [no-advertise] [no-export]

community-number (A8 AFBH) - & 8 3ES 1~42949672952] A H U E] 5 B AANN(AHE

exact-match (e Abgh) A 3te] AR ohe FEo] Sl A ww BAFU T

no-advertise (A8 ALgh) o] (2 kel AR ENZ uFH A e A BATY
o,

no-export (A A ) = AFE A sE( el AR UE) o R U 4 gl
A= EAFU

del 54 g
6.1 o gedo] =8I At

il

- show bgp community '8 5 & A& AUt =99 445 B show bgp HH = 3%
A Q.
> show bgp community 111:12345

BGP table version is 10, local router ID is 224.0.0.10
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*> 172.16.2.2/32 10.43.222.2 0 0 222 7
*> 10.0.0.0 10.43.222.2 0 0 222 7
*>10.43.0.0 10.43.222.2 0 0 222 7
*> 10.43.44.44/32 10.43.222.2 0 0 222 7
* 10.43.222.0/24 10.43.222.2 0 0 222 1
*> 172.17.240.0/21 10.43.222.2 0 0 222 7
*> 192.168.212.0 10.43.222.2 0 0 222 i
*> 172.31.1.0 10.43.222.2 0 0 222 7
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show bgp community-list

show bgp community-list

BGP(Border Gateway Protocol) 7] 1+ €] &5 4] 3] &

& ALg U o,

=

2 E ¥ A5} show bgp community-list

show bgp community-list {community-list-number | community-list-name [exact-match]}

community-list-number — 1~5009] T35 == 3 AFYE 2= H3 Aok
community-list-name 7R E] B o] S h ARUE B o] § & HFE EE YU 5 9
2~
FH
exact-match (A AL A 83 X slE dHEo] = AR AU
R 5 AL
6.1 o] o] = HAFUTh
Uh5-2 show bgp community-list®] A& =3 Ut &9 ] A& B show bgp W %5 F*x3}
AL
> show bgp community-list 20
BGP table version is 716977, local router ID is 192.168.32.1
Status codes: s suppressed, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
* 110.3.0.0 10.0.22.1 0 100 0 1800 1239 2
*>4 10.0.16.1 0 100 0 1800 1239 2
* 110.6.0.0 10.0.22.1 0 100 0 1800 690 568 7
*>1 10.0.16.1 0 100 0 1800 690 568 ?
* 110.7.0.0 10.0.22.1 0 100 0 1800 701 35 2
*>i 10.0.16.1 0 100 0 1800 701 35 2
* 10.92.72.24 0 1878 704 701 35 2
* 110.8.0.0 10.0.22.1 0 100 0 1800 690 560 ?
*>i 10.0.16.1 0 100 0 1800 690 560 7
* 10.92.72.24 0 1878 704 701 560 2
* 110.13.0.0 10.0.22.1 0 100 0 1800 690 200 2
*>i 10.0.16.1 0 100 0 1800 690 200 7
* 10.92.72.24 0 1878 704 701 200 2
* 110.15.0.0 10.0.22.1 0 100 0 1800 174 2
*>i 10.0.16.1 0 100 0 1800 174 2
* 110.16.0.0 10.0.22.1 0 100 0 1800 701 i
*>4 10.0.16.1 0 100 0 1800 701 i
* 10.92.72.24 0 1878 704 701 i
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show hgp filter-list

A4E B F23} QA s

show bgp filter-list access-list-name

show bgp filter-list

access-list-name A5 A 2F AR R B5 o] F YUt FaF A2 1~5000 YT
g~ T4 A

6.1 o] W&ol = HAFH

52 show bgp filter-list '8 7 2] A1 & S8 Ut S99 A& B2 show bgp 8 %S x5}
AIA]O

H .

> show bgp filter-list filter-list-acl
BGP table version is 1738,

Status codes:
Origin codes:

* 5k ok X ok b X b b X ok b X o b X % o

Network

172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.

OO OO OO OO IODOOODOO OO

s suppressed,
i - IGP,

local router ID is 172.16.72.24

*

Next Hop

172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.

72,

valid,

e - EGP, ? -

> best, 1 - internal
incomplete

Metric LocPrf Weight Path
109
109
109
109
109
109
109
109

109
109
109
109
109
109
109
109
109

OO OO OO OO ODODODODOOOOOoo

108
108
108
108
108
108
108
108

108
108
108
108
108
108
108
108
108

RS N B B A I S B B B S I S AV VAR
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. show bgp injected-paths

show bgp injected-paths

BGP(Border Gateway Protocol) 2-$-8 Bl o] 5-2] AF-¥ =& 7 2 5 % A 312 show bgp injected-paths
BE s AU

show bgp injected-paths

=R T AL

6.1 o] go] = HAF

U} show bgp injected-paths ™8 7 ¢ M Z = vt =99 A4S B W show bgp B & = 3
ZoHH Al L

> show bgp injected-paths

BGP table version is 11, local router ID is 10.0.0.1

Status codes:s suppressed, d damped, h history, * valid, > best, i -
internal

Origin codes:i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*> 172.16.0.0 10.0.0.2 07
*> 172.17.0.0/16 10.0.0.2 07

Firepower Threat Defense-8 ™ & 3%
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show bgp ipv4 unicast .

show bgp ipv4 unicast

IPv4(IP version 4) BGP(Border Gateway Protocol) 2+-%-8 H| o] & 9] g5
unicast 3 & = A8 T}

o
=5

A]5}21 ™ show bgp ipv4

show bgp ipv4 unicast [cidr-only]

unicast IPv4 FUNEE T4 FFAMS A4 FH

cidr-only (A8 A e Bt g @ vk~ A7) s A2 E FAFU T
kS T8 A

6.1 o] §iol =HAFY

52 show bgp ipv4 unicast 2] A= S8 JUth &5 9] A4S 22l showbgp &S Hx
SHH A Q.

> show bgp ipv4 unicast
BGP table version is 4, local router ID is 10.0.40.1

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*>10.10.10.0/24 172.16.10.1 0 0 300 1
*>10.10.20.0/24 172.16.10.1 0 0 300 1
* 10.20.10.0/24 172.16.10.1 0 0 300 1
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. show bgp ipv6 unicast

show bgp ipv6 unicast

IPv6 BGP(Border Gateway Protocol) 2t-9-% El| o] &-2] 58 % A3} show bgp ipv6 ™ & S A&
ot
=] .

show bgp ipv6 unicast [ipv6-prefix/prefix-length] [longer-prefixes] [labels]

unicast IPv6 FUNARE T4 AFAE A AT YT
ipv6-prefix (¥ AF3}) IPv6 BGP 24-H Hiol &9 G UEYAE EA8H7] 91 ¢
g IPve VIEY T st
°] Q1= RFC 2373 7|4 3 2] o] o of FU T} = Z& Alodf| 16H E
He AL E 16T R FAS AT

Iprefix-length (4= AFh) IPv6 41 FAke] ol duith 4 EAH#&A COERS %
TAEHE 9] A% 1 E S8 vehi e 1004 g Ut 1004 g el
SR A slolof it

longer-prefixes (A8 Aeh A w A2 2 B FA A FRE AT
labels (e AL T4 g e R o] Yool 485 = S AR
R et T AR

6.1 o] gE o] = HAFHTH

U2 A FAF 3FFE:500::/2401 o ¢k % B & 3 A] 3} += show bgp ipv6 unicast 8§ & 2] A& =2 Ut}
=99 A& 1 show bgp 8 &S 234 A Q.

> show bgp ipv6é unicast 3FFE:500::/24
BGP routing table entry for 3FFE:500::/24, version 19421
Paths: (6 available, best #1)
293 3425 2500
3FFE:700:20:1::11 from 3FFE:700:20:1::11 (192.168.2.27)
Origin IGP, localpref 100, valid, external, best
4554 293 3425 2500
3FFE:C00:E:4::2 from 3FFE:C00:E:4::2 (192.168.1.1)
Origin IGP, metric 1, localpref 100, valid, external
33 293 3425 2500
3FFE:C00:E:5::2 from 3FFE:C00:E:5::2 (209.165.18.254)
Origin IGP, localpref 100, valid, external
6175 7580 2500
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show bgp ipv6 unicast

3FFE:C00:E:1::2 from 3FFE:C00:E:1::2 (209.165.223.204)
Origin IGP, localpref 100, valid, external
1849 4697 2500, (suppressed due to dampening)
3FFE:1100:0:CC00::1 from 3FFE:1100:0:CC00::1 (172.31.38.102)
Origin IGP, localpref 100, valid, external
237 10566 4697 2500
3FFE:C00:E:B::2 from 3FFE:C00:E:B::2 (172.31.0.3)
Origin IGP, localpref 100, valid, external
> show bgp ipv6 unicast
BGP table version is 28, local router ID is 172.10.10.1
Status codes:s suppressed, h history, * valid, > best, i -
internal,
r RIB-failure, S Stale

Origin codes:i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
*>14004::/64 ::FFFF:172.11.11.1
0 100 07
* 1 ::FFFF:172.30.30.1
0 100 07
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show bgp ipv4/ipv6 unicast community

show bgp ipv4/ipv6 unicast community

-

IPv4 5= IPv6 BGP(Border Gateway Protocol) 2-9-% H| o] £l ¢l &5-& 1A 52 ™ show bgp ipv4
unicast community == show bgp ipv6 unicast community ™ = S 7} 7} A}-8-g o}

show bgp {ipv4 | ipv6} un

icast community [community-number] [exact-match] [local-as | no-advertise |

no-export|

unicast IPv4 == IPv6 FrUNE T4 HFAME A AT

community-number (A8 AFEH) - &3 3ES 1~42949672952] A HUE] & = AANN(AHE
Al =]l U E HE, 21ufe]| E HS) Y Th

exact-match (8 AL A ake] QA ek o] Y A= AT

local-as (AE AL 24 A A 2E G S ARTUE) o2 ASEA e
BERF FAF YT

no-advertise (A8 A} To] (2 ol A AR UEN) R wFE A e 42w A
=3

no-export (e AL 24 2bs A28 e ARrYE) 2 R S Qle
A ZRE EAIF Y

ge) 54 AV

6.1 SEEEETEREEES

U} show bgp ipv6 unicast community '8 % 0] & S YUtk S99 A7 S B2 show bgp

e EL RS

BGP table version 1is 69, local router ID is 10.2.64.5

Status codes:s suppressed, h history, * valid, > best, i - internal

Origin codes:i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path

*> 2001:0DB8:0:1::1/64 HH 0 32768 1i

*> 2001:0DB8:0:1:1::/80 HH 0 32768 7

*> 2001:0DB8:0:2::/64 2001:0DB8:0:3::2 021

*> 2001:0DB8:0:2:1::/80 2001:0DB8:0:3::2 027

* 2001:0DB8:0:3::1/64 2001:0DB8:0:3::2 0272

*> 0 32768 7

*> 2001:0DB8:0:4::/64 2001:0DB8:0:3::2 027
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*>
*>
*>
*>
*>
*>
*>

2001
2001

2010:
2020:
2030:
2040:
2050:

:0DB8:0:5::1/64
:0DB8:0:6::/64
:/64

:/64

:/64

:/64

:/64

2000:0:0:3::2

show bgp ipv4/ipv6 unicast community .

32768 2
2 3 1
32768
32768
32768
32768
32768

OO OO Oo oo

RVEEV N V]
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. show bgp ipv4/ipv6 unicast community-list

show bgp ipv4/ipv6 unicast community-list

IPv4 5= IPv6 BGP(Border Gateway Protocol) 7 7 U E] &5l 4] 3] -8-3l= 4
bgp ipv4 unicast community-list &

[¢]
= += show bgp ipv6 unicast community-list ™3

hyA

25
Ehes

show bgp {ipv4 | ipv6} unicast community-list {number | name} [exact-match]

A]E}eqﬂ show

22 A g,

unicast IPv4 B3 IPV6 U2 E F24 HFAE A FUG

number 1~199°] AFHE E5 H oy

name AFHE 55 o] Fdyth

exact-match (A8 Abeh) A 23] dAshs FEol Q= AR BAFY

e T4 A

6.1 ol o] =AHAFHT

22 AR YE 55 WS 39 93 show bgp ipv6 unicast community-list 8 7 2] A& &2 Ut}

=7 9] AvdS 2™ show bgp H H S 54 A L.

> show bgp ipv6é unicast community-list 3

BGP table version is 14,

Status codes:s suppressed, h history, * wvalid,

Origin codes:i - IGP, e - EGP, ? - incomplete
Network Next Hop

*> 2001:0DB8:0:1::/64 2001:0DB8:0:3::1

*> 2001:0DB8:0:1:1::/80 2001:0DB8:0:3::1

*> 2001:0DB8:0:2::1/64 HE

*> 2001:0DB8:0:2:1::/80 HH

* 2001:0DB8:0:3::2/64 2001:0DB8:0:3::1

*>

*> 2001:0DB8:0:4::2/64 HH

*> 2001:0DB8:0:5::/64 2001:0DB8:0:3::1

*> 2010::/64 2001:0DB8:0:3::1

*> 2020::/64 2001:0DB8:0:3::1

*> 2030::/64 2001:0DB8:0:3::1

*> 2040::/64 2001:0DB8:0:3::1

*> 2050::/64 2001:0DB8:0:3::1

Az

[l Firepower Threat Defense-8- ™3 &

local router ID is 10.2.64.6
> best,

i - internal

Metric LocPrf Weight Path
01i

011
0 32768 i

0 32768 7

01°-7

0 32768 7

0 32768 7
01

coooo
[ e e
EVIENIER R I IS



show bgp ipv4/ ipv6 unicast neighbors .

show bgp ipv4/ ipv6 unicast neighbors

Hl o] ¥ o] t] gk IPv4 == IPV6 BGP(Border Gateway Protocol) 12 ol #3 H H E X A3} show
bgp ipv4 unicast neighbors 5=3= show bgp ipv6 neighbors ¥ % & A}-8-3 1t}

show bgp {ipv4 |ipv6} unicast neighbors [ip-address] [received-routes | routes | advertised-routes | paths
regular-expression|

unicast IPv4 == IPv6 FUNEE =4 HFAE A 43y
ip-address (A8 AN Ipv4 B2 IPv6 BGP Al o] o FAaJ YT} o] QIFE A
23 H X5 [Pv4 = [Pv6 Yl o)W 7} TA F Y]

[Pv6 F-221= RFC 2373°] Lo} Q= A o] ofoF huth. =, &2 Akl 9] 16
H E 1S AF&31o] 167042 F422 XA o gt}

received-routes (¥ AL A ool A S E BE ARG S W AY BRE
Ao

routes (A& AL A E L 5] 88 BE A 2E A YT o] & received-routes
719 = 2o 3k9) PRIV

advertised-routes (A8 AL gH U E S F] tlrfo] 2o A Yol 2 &= BE HARE IAE
U,

pathsregular-expression (%48} AL}y 541 4 2.} 91 A7) = o] ARE-E] = A2 U o),

EEpS 4 A
6.1 o] g o] =5k

mlu

2 299U,

2 show bgp ipv6 unicast neighbors ™3 & 2] 4}

> show bgp ipv6 unicast neighbors
BGP neighbor is 3FFE:700:20:1::11, remote AS 65003, external link
BGP version 4, remote router ID 192.168.2.27
BGP state = Established, up for 13:40:17
Last read 00:00:09, hold time is 180, keepalive interval is 60 seconds
Neighbor capabilities:
Route refresh: advertised and received
Address family IPv6 Unicast: advertised and received
Received 31306 messages, 20 notifications, 0 in queue
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. show bgp ipv4/ ipv6 unicast neighbors

Sent 14298 messages, 1 notifications, 0 in queue
Default minimum time between advertisement runs is 30 seconds
For address family: IPv6 Unicast

BGP table version 21880, neighbor version 21880
Index 1, Offset 0, Mask 0x2

Route refresh request: received 0, sent O

Community attribute sent to this neighbor

Outbound path policy configured

Incoming update prefix filter list is bgp-in
Outgoing update prefix filter list is aggregate
Route map for outgoing advertisements is uni-out

77 accepted prefixes consume 4928 bytes

Prefix advertised 4303, suppressed 0, withdrawn 1328
Number of NLRIs in the update sent: max 1, min 0

1 history paths consume 64 bytes

Connections established 22; dropped 21

Last reset 13:47:05, due to BGP Notification sent, hold time expired

Connection state is ESTAB, I/0 status: 1, unread input bytes: 0
Local host: 3FFE:700:20:1::12, Local port: 55345
Foreign host: 3FFE:700:20:1::11, Foreign port: 179

Enqueued packets for retransmit: 0, input: 0 mis-ordered: 0 (0 bytes)

Event Timers (current time is 0x1A0D543C) :

Timer Starts Wakeups Next
Retrans 1218 5 0x0
TimeWait 0 0 0x0
AckHold 3327 3051 0x0
SendWnd 0 0 0x0
KeepAlive 0 0 0x0
GiveUp 0 0 0x0
PmtuAger 0 0 0x0
DeadWait 0 0 0x0
iss: 1805423033 snduna: 1805489354 sndnxt: 1805489354 sndwnd:
irs: 821333727 «zrcvnxt: 821591465 rcvwnd: 15547 delrcvwnd:

SRTT: 300 ms, RTTO: 303 ms, RTV: 3 ms, KRTT: 0 ms
minRTT: 8 ms, maxRTT: 300 ms, ACK hold: 200 ms
Flags: higher precedence, nagle

Datagrams (max data segment is 1420 bytes):

Rcvd: 4252 (out of order: 0), with data: 3328, total data bytes: 257737

Sent: 4445 (retransmit: 5), with data: 4445, total data bytes: 244128

obef Fell= shdol A H = Fa =l tigh Age] yet syt

3% 5: show bgp ipvd/ ipv6 unicast neighbors 2 =

g= A3

BGP neighbor BGP Hlo]H o] IP =4 F Abs A| =8 H S YLt v o] ¥ 7} 2}-9-E] 2
FYS AE A" = A F /‘}O]«] A= UF a9 YT
a8 o oy 7T

remote AS vlol ¥ o] 2kE Al ~E HE T}

internal link o] o] 7} iBGP(WH 5~ Border Gateway Protocol) 3] ] 1S L}EFH U T},

BGP version 47 g9-E ¢} FAlsHE b AFE-5 = BGP WA Y Tt vl o] 9 2h-5-

B ID(IP F24) % A AUt

remote router ID
T 10705 F ).

PR R R o] SElo R A 5= 320 B

AU o

BGP state o] BGP ¢14 9] e} & el YT}
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show bgp ipv4/ ipv6 unicast neighbors .

= Ay

up for 71 TCP A4 o] EA g 7]k v ok

Last read BGPoI A o] ulol vl o] w1 & uh vk o 2 gle A7E o,

hold time slof o] w4 A 7kol] e 4 9l A o) 7] o,

keepalive interval TCP Aol A S Aol n )2 S A5 Az A AL
Neighbor capabilities o] o]l A Bg 2L 4415 BGP 75 ¢ Ut}

Route refresh o7t A2 AR 313 7)5% AH8ste] B4 A%E ANAL A Y

o ey

Address family IPv6 Unicast | BGP %] o] 7} IPv6 $1 24 A B & w3tskS vebd o),

Received 7o) 1 v A1 %) & E3kalo] o] 3ojel] A 415 F BGP A4 4
Pyt

notifications g ojo| A =415 Q. F AR =LY )

Sent Aol 1 A2 5 £581 o] 7o}z A% F BGP W44 49
e},

notifications 29 Eol A o] Flojz AT o7 wAIA S,

advertisement runs HA dE 704 )y,

For address family e Ao oA FxeE F4 g gy

BGP table version Hlo] o] Ut ud W B 1T o] Wl s = Blo] Bo] WA H uiry 5
b,

neighbor version Az Egolol A e A3 o] vlo]w 2 Ag o s L F

Hehi o Abgahs MU,

O

Route refresh request o] o] A A& L 44l e

¢
it
o
fru
=
fru
k1
n&
E
=

Community attribute(A4 = & | ©] ] o] ¥ ]| t]3}] neighbor send-community 8 & o] 744 5o = 7 5-
Holl FAIH A 5 FAIFH Y

Inbound path policy(9 % | 9109 = WE} 2= wi= 42 Po] T4 o} 97 of 32 ek

2ol A H A &) =3

Outbound path policy(¥ & | o}-o-H}-&= e B2 42 9 = FA] ¢k 3 & 4] Wo] A E ] 9
Zeo] EAHA B8y | A R ey

Firepower Threat Defense-8- 5% = i



show bgp ipv4/ ipv6 unicast neighbors

2= g

bep-in(AE Z 2ol TAE |1Pv6 FUANEE T2 L ajo ojsk Aule= g uo] E 4 FAF AE

2] ke o] o] 29t}

aggregate(A1 = &2 o] LA | IPv6 FTUMNAE 4 g glof] tf gt ofxuhe = o] E A

w4 99 B 2= o] 54Ut

uni-out(M & & H Ml FAIH | IPv6 FUNAE Fatel] thdt op2nke= 2 jie] o] Fdy .

A e

accepted prefixes 549 HEA Ay

Prefix advertised o] HUA AFA} Ut

suppressed EA A o HFAL S

withdrawn SRS LSS

history paths( = Z 20l I | 7158 Agal7] 98] 5= A= G2 59}

A=A

Connections established 2}9-E 7} TCP A A< A A3t F ¥ o] 7} & BGPS WA=
@ A5,

dropped 44 270] st FaE 15y o

Last reset o] zjof Aol mpA o2 A AAE o] Fofl Bk AZHA R %)
Ut}

Connection state BGP ¥ o] o] e d Yt}

unread input bytes o A 3] A g =9 979 Hlo|E £}

Local host, Local port 274 g9E e Fojgy FA4A = LEQI

Foreign host, Foreign port Yol ] 3oj8 FAeY)

Event Timers 7} g}olm o] A|ZF 2 o) 7] RE A 2 FTAEE go] Bt}

snduna 27 S2EA A YA FQ 37 WA e A AE A
2 HZJYH

sndnxt 27 32E7 OS] AT Ada HEA YT

sndwnd A7 Z2ES TCP A%ES$- 271 Yyt
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show bgp ipv4/ ipv6 unicast neighbors .

k= ek

irs Z7] A Al E 22 HE Yt

revxt 27 FAE7F S SRS we np e 5 Ads W E Yo

revwnd 27 S2EQ TCP 94%=% a7 Yt}

delrecvwnd AAE T4, S 24 SAEA AAA AT LA T ~ER
%aogm*l@ﬂﬂOV”%ﬂ&ﬂ%SﬂﬂH%Hﬂwﬂ%Eﬂ

2 revwnd Z =0 A& Al o] AA| 7] W Fl w1 F wj7hA] A3

A o7 Z7Mgh o)

SRTT AXE o 4= A7 AL 2) DUt

RTTO SE A AL ] 2)J U

RTV G A 7o) AL e )Yt

KRTT Karn & 18] 53 Ab&8H= Al 93 A7 Al (e 2)d Ut o) D=
EAAEE Ao G5 A HER =AY

minRTT AAbell Ab-gE 1A ko] A& 715E H A S5 A7 A E 2)Y
Yt

maxRTT 7N1EE A 5 A AR 2)d Y ek

ACK hold 24 Z2E7L vl o Bl " (piggyback)”3t7] 3] Q) S & A
AANZI= 7172 E )Y YT

Flags BGP 371 2] TP -4 <=¢ YUt}

Datagrams: Revd

dlolH ol M =415 fjelo] E 37 =d ot

with data

total data bytes

Sent A%d o= 92 .
with data dloll o} 97 58 giele] = 95 ¢t}

total data bytes
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show bgp ipv4/ ipv6 unicast neighbors

e
e
I8
jin

& advertised-routes 7] %] =2} 317 2 3 5l show bgp ipv6 unicast neighbors ™3 & 2] 4!
Ut 239 A4S 22 show bgp &S 3284 Al L.

> show bgp ipv6é unicast neighbors 3FFE:700:20:1::11 advertised-routes
BGP table version is 21880, local router ID is 192.168.7.225

Status codes: s suppressed, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
*> 2001:200::/35 3FFE:700:20:1::11 0 293 3425 2500 i
*> 2001:208::/35 3FFE:C00:E:B::2 0 237 7610 1
*> 2001:218::/35 3FFE:C00:E:C::2 0 3748 4697 i

S routes 7] 9] =9} &7 2 3 3 show bgp ipv6 unicast neighbors ™ = o] A2 &2 ],

> show bgp ipv6 unicast neighbors 3FFE:700:20:1::11 routes

BGP table version is 21885,

local router ID is 192.168.7.225

Status codes: s suppressed, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*> 2001:200::/35 3FFE:700:20:1::11 0 293 3425 2500 i
* 2001:208::/35 3FFE:700:20:1::11 0 293 7610 i
* 2001:218::/35 3FFE:700:20:1::11 0 293 3425 4697 i
* 2001:230::/35 3FFE:700:20:1::11 0 293 1275 3748 i

22 paths 7] 9 =2} §7 2 3 3 show bgp ipv6 neighbors ™ = 2]

BE ZE AU,

> show bgp ipv6 unicast neighbors 3FFE:700:20:1::11 paths 7293

Address Refcount Metric Path

0x6131D7DC 2 0 293 3425 2500 i
0x6132861C 2 0 293 7610 1
0x6131AD18 2 0 293 3425 4697 i
0x61324084 2 0 293 1275 3748 i
0x61320E0C 1 0 293 3425 2500 2497 i
0x61326928 1 0 293 3425 2513 i
0x61327BCO 2 0 293 1

0x61321758 1 0 293 145 i

0x61320BEC 1 0 293 3425 6509 i
0x6131AAF8 2 0 293 1849 2914 »
0x61320FES8 1 0 293 1849 1273 209 1
0x613260A8 2 0 293 1849 1
0x6132586C 1 0 293 1849 5539 i
0x6131BBFS8 2 0 293 1849 1103 i
0x6132344C 1 0 293 4554 1103 1849 1752 1
0x61324150 2 0 293 1275 559 i
0x6131E5AC 2 0 293 1849 786 i
0x613235E4 1 0 293 1849 1273 i
0x6131D028 1 0 293 4554 5539 8627 i
0x613279E4 1 0 293 1275 3748 4697 3257 1
0x61320328 1 0 293 1849 1273 790 1
0x6131ECOC 2 0 293 1275 5409 i

oo} ol &= hvie] EA S F & BEo] U@ o] s} F U o,

3t 6: show bgp ipv6 neighbors paths 2 =

He A
Address AR AAE = Y F A9
Refeount | s} 2.8 Abg3he 42 +9unt

[l Firepower Threat Defense§- 7 % 3=



show bgp ipv4/ ipv6 unicast neighbors .

i,
i
il

ks

2 of tfdF MED(Multi Exit Discriminator) W] E & ] Ut} BGP ¥ A 2 2 39] o] H|E
ZHS INTER_ASI Yt}

1E o

Path S Aol Ulg AHE A sg FREA, ST 2] A ZEsh el g

T} show bgp ipv6 neighbors ™8 & 2] A& & = o) Al = [Pv6 74~ 2000:0:0:4::21 tll 3} received routes

£ Holsyth

> show bgp ipv6é unicast neighbors 2000:0:0:4::2 received-routes

BGP table version is 2443, local router ID is 192.168.0.2

Status codes:s suppressed, h history, * valid, > best, i - internal
Origin codes:i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*> 2000:0:0:1::/64 2000:0:0:4::2 0211
*> 2000:0:0:2::/64 2000:0:0:4::2 021
*> 2000:0:0:2:1::/80 2000:0:0:4::2 0272
*> 2000:0:0:3::/64 2000:0:0:4::2 0272
* 2000:0:0:4::1/64 2000:0:0:4::2 027>2

Firepower Threat Defense-8- 5% = i



. show bgp ipv4/ ipv6 unicast paths

show bgp ipv4/ ipv6 unicast paths

d o] W] o] 2~ 9] B [Pv4 B+ IPv6 BGP(Border Gateway Protocol) 74 =& 3 A] 5} A show bgp ipv4
unicast paths 5=3= show bgp ipv6 unicast paths ™ & S 7} 7} A}-8- 3 o},

show bgp {ipv4 | ipv6} unicast paths [regular-expression]

regular-expression A8 ALEh 21 H A Z 9 A A7) = o AFEE = AU
EEE 7 Ahe
6.1 ol WEo] =AEAFYT

T

&< show bgp ipv6 unicast paths 8 & ©] A&

il =}
e
L)
inss
i
O

> show bgp ipv6 unicast paths

Address Hash Refcount Metric Path

0x61322A78 0 2 0 1

0x6131C214 3 2 0 6346 8664 786 i
0x6131D600 13 1 0 3748 1275 8319 1273 209 i
0x613229F0 17 1 0 3748 1275 8319 12853 1
0x61324AE0 18 1 1 4554 3748 4697 5408 i
0x61326818 32 1 1 4554 5609 i

0x61324728 34 1 0 6346 8664 9009 2
0x61323804 35 1 0 3748 1275 8319 1
0x61327918 35 1 0 237 2839 8664 2
0x61320504 38 2 0 3748 4697 1752 1
0x61320988 41 2 0 1849 786 1

0x6132245C 46 1 0 6346 8664 4927 1

U ol = st el A9 =

fol
i<
[
=
=
ol
il
o,
o
i
fo
%0,
bl
v
Aui

3 7: Show bgp ipv4/ ipv6 unicast path 2 =

P A
Address AR AAE = Yy F 90T

Refeount | &g 4 2. A}g-ah 4= 494,

Metric 74 2| )k MED(Multi Exit Discriminator) W] E 2 91Ut} BGP 7 2 2 32] o] H E
2] ZHS INTER ASSIYTH

Firepower Threat Defense-8 ™ & 3%
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show bgp ipv4/ ipv6 unicast paths

A A28 AReA s AR A8 m=s Ho Ut

Firepower Threat Defense-§8- 4 & 3
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show bgp ipv4/ ipv6 unicast prefix-list

show hgp ipvé4/ ipv6 unicast prefix-list

&
s

& AHEFU .

FAF 5= 3 A X k= HZE % A5 show bgp ipv4 prefix-list
=
6]

I+ show bgp ipvé6 prefix-list

show bgp {ipv4 | ipv6} unicast prefix-list name

prefix-listname A A g QFAL BEQQ T,
. -

EEE 74 Ahe
6.1 o] o] =¥ AFuth

&2 show bgp ipv6 prefix-list 5 & 2] A& &= YY)
> show bgp ipv6 unicast prefix-list pin
ipv6 prefix-list pin:

count:4, range entries:3, sequences:5 - 20, refcount:2

seq 5 permit 747::/16
seq 10 permit 747:1::/32 ge 64
seq 15 permit 747::/32 ge 33
seq 20 permit 777::/16 le 124

(hit count:1,

(hit count:1,

refcount:2)

(hit count:2, refcount:2)
refcount:1)
refcount:1)

le 64

(hit count:2,

The ipv6 prefix-list match the following prefixes:

seq 5: matches the exact match
seq 10:first 32 bits in prefix
seq 15:first 32 bits in prefix
seq 20:first 16 bits in prefix

Firepower Threat Defense-8 ™ & 3%

747::/16

must match with a prefixlen of /64

must match with any prefixlen up to /128
must match with any prefixlen up to /124



show bgp ipv4/ ipv6 unicast regexp .

show bgp ipv4/ ipv6 unicast regexp

A5 Al ~BI(AS) A 2 G524 3 A X 8= IPv4 B = IPv6 BGP(Border Gateway Protocol) 4 25 XA
3} ™ show bgp ipv4 regexp "=+ show bgp ipv6 regexp 8 & & AF-&-3 Lt}

show bgp {ipv4 | ipv6} unicast regexp regular-expression

regexpregular-expression BGP A% A| 28 7 2 9 A XA 7]+ ©] AFR-FH

rir
ol
=l
1>
inss
i
o

CEPS 4 A
6.1 o] B7jo] =95 A%t}

d

&8 330 2 XN Z3AL 2938 E3el=E AR E =
= Z8YYY S99 A S B2 show bgp H#H S HZ314 A L.

> show bgp ipv6 unicast regexp 733|293
BGP table version is 69964, local router ID is 192.168.7.225

Status codes: s suppressed, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
* 2001:200::/35 3FFE:C00:E:4::2 1 0 4554 293 3425 2500 i
* 2001:0DB8:0:F004::1 0 3320 293 3425 2500 1
* 2001:208::/35 3FFE:C00:E:4::2 1 0 4554 293 7610 i
* 2001:228::/35 3FFE:C00:E:F::2 0 6389 1849 293 2713 i
* 3FFE::/24 3FFE:C00:E:5::2 0 33 1849 4554 i
* 3FFE:100::/24 3FFE:C00:E:5::2 0 33 1849 3263 i
* 3FFE:300::/24 3FFE:C00:E:5::2 0 33 293 1275 1717 i
* 3FFE:CO0:E:F::2 0 6389 1849 293 1275

Firepower Threat Defense-8- 5% = i



. show bgp ipv4/ ipv6 unicast route-map

show bgp ipv4/ ipv6 unicast route-map

298 g o] Eo A A X5t © A F 3l [Pv4 B IPve BGP(Border Gateway Protocol) 73
=+ show bgp ipv6 unicast route-map "8 % = /\}ﬁ@b]

] show bgp ipv4 unicast route-map

show bgp {ipv4 | ipv6} unicast route-map name

route-mapname AXA A A A A= W),
EREs T4 A
6.1 ol Yol =Y HAFHH
2 rmapo| EF = how bgp ipv6 unicast route-map 5 & 2] M= =YYt} =4

4= ol tf gk sh
2 show bgp & & X4 A 2

o HHe w

> show bgp ipv6 unicast route-map rmap
BGP table version is 16, local router ID is 172.30.242.1

Status codes:s suppressed, h history, * valid, > best, i - internal,
r RIB-failure, S Stale

Origin codes:i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*>112:12::/64 2001:0DB8:101::1 0 100 50 ?
*>112:13::/64 2001:0DB8:101::1 0 100 50 72
*>i12:14::/64 2001:0DB8:101::1 0 100 50 ?
*>1543::/64 2001:0DB8:101::1 0 100 50 ?
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show bgp ipv4/ ipv6 unicast summary .

show bgp ipv4/ ipv6 unicast summary

5. IPv4 B+ IPv6 BGP(Border Gateway Protocol) 172 o] A€l & 3£ A| 3} 2] ¥ show bgp ipv4 unicast
summary == show bgp ipv6 unicast summary ™ % & 7} 2} A}-8-g o},

show bgp {ipv4 | ipv6} unicast summary

e
AC
B
N
o
>
<t

N
o,
ok
o
o
b
ins
A,
32
)%
°
)

t}2-2 show bgp ipv6 unicast summary 8 & ©] A= &2

> show bgp ipv6é unicast summary

BGP device identifier 172.30.4.4, local AS number 200

BGP table version is 1, main routing table version 1

Neighbor v AS MsgRcvd MsgSent TblVer InQ OutQ Up/Down State/PfxRcd
2001:0DB8:101::2 4 200 6869 6882 0 0 0 06:25:24 Active

obef 3ol = shol A H = fra Do g Aol vef syt

£ 8: show bgp ipvéd/ ipv6 unicast summary £ =

g= 47

BGP device identifier Y E Y7 tynfo] 29 Ip F4¢ Ut}

BGP table version Blo] o] 5 1A MBI T) o] ME i Blo] o] WA= wnir 27}
Gaeich

main routing table version | 7] & g}-9-€] g o] E-of 49} ¥ BGP ] o] B H] o] 2~ 9] ulx] 2t ¥ A )

Neighbor 917 o] [py6 T4 1] o).

v S 917 9% 0 2wl BGP A Wl e Iy,

AS A A =B o

MsgRevd alle Q1% aH= ol A %2415 BGP H A1 %] LT}

MsgSent & A FE o= AEE BGP WA A Y

ThIVer a5 91%] 3= 0 2 A7 BGP £ o] ] w]o] 2] mhx) u} 1] A )1 k.

Firepower Threat Defense-8- 5% = i



. show bgp ipv4/ ipv6 unicast summary

qc A3

InQ A2l 7] T e 1A ] WAA =y Tk

OutQ g QA FEo® HAE ] T HAA P

Up/Down BGP A4 ©] Established 4Bl T== & )] A} Ell (Established 7} o} 74 $-) =
F708 77

State/PfxRcd tjalo] A7} 1A & A A8 BGP Al A <] & A A/ A FAF LY
t}. #H t] 9*(neighbor maximum-prefix g & 0.2 A ) =l &AL
"PfxRed” 7} @Higol] A a1, 914 g0l TR W, A2 0] Idle % El =
gy
Idle Bl ] An(Admin) &2 neighbor shutdown ™ & S 53l A2 o] T =

S S vEbd Y
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show bgp neighbors .

show bgp neighbors

Y] o] ¥ o] o] 3+ BGP(Border Gateway Protocol) & TCP 12 ol #3 A B & 3 A| 5} 2] H show bgp neighbors
WS AR oL

show bgp neighbors [slow | ip-address [advertised-routes | paths [reg-exp] | policy [detail] |
received prefix-filter | received-routes | routes]|

slow A AR T o2 g E =1 gojol i RS AU
ip-address (e AL IPv4 vl olul o] tht W5 AP o] 5 s

H
E= dlolHel thgt Jw7F A Y
73

advertised-routes (/;jE_ﬂ, /\}'Ej}) YolHo] HEgdE nE

paths [reg-exp] (8 AFe) A A o] H el A 