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Description:
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Product Instance Registration Tokens
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Create Registration Token

This dialog will generate the token required to register your product instances with your Smart Account.

Virtual Account:

Description: ASAFP 21101

= Expire After: 30 Days

Enter the value between 7 and 365 but Cisco recommends a maximum of 30 days.

Allow export-controlled functionality on the products registered with this token @
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Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.
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Z stvE 28y
et Ao whel ASDMS 7-5317] 918k 3h o] A3 3 T}, Cisco ASDM-IDM Launcher
7F YeEbE Y
AREAL o] F 3 B T =S B9 OK(B)E ==Yt 71 ASDM o] LUt
Configuration(7! 3] “1¢] ©] 41) > Device Management(t] H}-©] 2~ ¥+2]) > Licensing(2}°] 1) > Smart
Licensing(Z="}E 2}o] A7) S A& o).
Enable Smart license configuration(Z=7} E 2}o] A 2~ 3] 712 9]
Feature Tier(”’| 5 A5) =+ U2 W7ol A Standard(X)E A
EE AT AR 7 g T
(8 ALEh s ol d 20 A4S 5 dE sy
Aol Ao = 2l whet b YT gho]

* Firepower 2110 — 257} 2] -3¢

* Firepower 2120 — 257 2] /-3¢

* Firepower 2130 — 3071 2] 43+

* Firepower 2140 — 407} 2] 33+

Apply(3-8)E 2=
Register(5 )5 29 Y
ID Token(ID E&) 2=
Register(s=)5 =234t
ASAE ALA A H 9 B Sl H| o] 2 & A}83}+= License Authorityoﬂ S23 0 A E o)A A}
Aol gt At H-o 5 2 gt} Al A 5]1-83F= 79 License Authority+= 72§+ ¢+ 3.3}
(3DES/AES) g}o] A 2~ %= 2 g3t t}, gfo] A 2 A E) & Q152 ' Monitoring(3-U B %) > Properties(Z
“d) > Smart License(Z=V}E 2}o] A 2)&E A&t}

]
o
fass
bl
A
o
H
e
-
of
o
!
a
)
>
2

ASDME A8 vPALS Fof 7] 3 Al 7]
EHHA B 75 TAT S AU

tio
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43}

SGA1 Wizards(P}H A > Startup Wizard(A] 2F vFHAHE &2 3131 Modify existing configuration(7] <= 71
yageld #4) g HES SHFYTH
@A 2 Startup Wizard(A 2} PP AD A = T @55 A S St U o
ekt R e
« AEF o] (T H T IHFlo] 2 1P F4 WA B g gk QI Al o] 2~ &3 23 (3 A4)
Firepower Chassis Managerol| /] =7} Q1 s o] 2~ g4 3}, 63| o] 4]
cBH AR
* DHCP A | (&e] 1/1 ¥} | o] 20l th3 DHCP M ¥ & A 8kA] &+
« 7] E}...

A3 (A8 AFEY) Wizards(PHEAD Wl ol A ThE npEALS A dl gk o)
o

A4 ASAE A% 74 518 ™ Navigating the Cisco ASA Series Documentation(Cisco ASA Series 4] B 41)
o Al AF-8 FQl A E Qo] W o gl AL 715 A S FEEHA Al L.

ASA X FXO0S CLI 4 A =~

o] AL FXOS % ASA &40 A3l 5, ASA Hlo] ] Q1] 3| o] 20| 4] FXOS, SSH, HTTPS ¥
SNMP N M| =& F4 5= WH, SSHE AFE-3Fo] FXOSel| A A5t W& Aok

ASA ™= = FX0S &< 14
42} FXOS CLI°| 143 t}h FXOS CLICI Al ASA #4:0f o143k

SELHEL
i) shifel 2

4=
=
< @Yl = SSH <

&Lt FX0S &40 A ASA <o A Zdst= A g0l g2

= 2}
GA1 B AFEHE 4 LE| AdZ YT} Firepower 21008 DB-9~RJ-45 A1 2] A o] -3} 37 A &5
2R AZ4S dAeteH A =0 A2 9-USB Aol Eo] ot =< AA] o KE USB
Al =etol i E AR aloF FUth tha Al A S ARSI AL
+ 9600 1. =

Firepower 2100 Series-& Cisco ASA ] 2} 7}o] =
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dlo] ] Qe o] 2o A] FX0Sel ti &k 7] A= 4 I

«8 to]y B E
- 2 E $l&
s AFHE
FXOS CLI®| <12 g}

A2 ASA°] AZAZFY T
connect asa

o A:

firepower-21004# connect asa

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.

ciscoasa>

A3 FXO0S £& 2 Zol7e | Ctrl+a, d& 8 YT}

tl o] § Q1E] = o] =0l A FX0S<l| tf gt ] KA 2~ 514

Q1 7 o] 2~ 9] Firepower 21009 4] FXOSE #&] 5l#]+= 7 -5~ SSH, HTTPS % SNMP H A~ &
T4 7 A5y o] 75L& Yo 25 A0 = #Aelste = 4 -9 A U ES A A e
Vi< At = 4 783y 24 A28 0= #e] V1S AEA A o+ d5H . st
Lol Alo]Egol vt 214 & 5= 17| wijitoll ASA HlolH QIE o] 2% Efa & ddate A3 5A
of FXOSel tigh #] 116149 94 AM~E 583 = glFyth 7] 4 22 FXO0S #E] Aol E
glo]= ASAS] Ul A Z YT}
ASATFXOS HA| 280 2 U HEF TEE AU T 5 XE+= 5U g AE o] 2~ 9l ASA
o Al AE-3F7] 9 &l of ok o] 9lEF U Tt ASATE FXOSE Edf & ﬁ%% v BT O 2EE 7
X 2 EZ(FXOSO A HTTPS X E & W7 3HA] &85l o gk FXOS =]
T2 (ASA S1E] H o] 2~ IP F24) % FXOSol A AFE-317] 9 &) 5 =+ i ey ok
AE A FHEUTH EY TS gkl y] 9138 ASAE ol g¢-H H ol &S
2RI do| 25 A4yt ¥ of Z2] Aol d & ASA tlo] & IP 540l Qﬂ J] 2~ 8k w) FXOS AF-&-2F
o] 5 A8l 2l doF Futh ASA AF8-A} o] 5 ASA ] AA
Y5k FXOS #H2] EgF A2 7] 55 ASA Hlo]E S1H #o] 2o A 2 *éﬁ@? 9}—G—Ht‘r. o] 71%—%
o Z 50] SNMP E & == NTP 2 DNS A H A 2of & @ ght}, 7] 2 0 & FX
A2} 7152 DNS % NTP A] ¥ &4l (Smart Software Licensing &4l Z 8
o] 2~of thaf &3 skt

)—%A SA94 °1EMl
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B ssHE 53 Fxosel 92

(RUBNAU
)

* VPN Bl 95 ASA o] ¥ QIE #|o] 2o AR 4= gl o FXOSo| 24 MM 2~ 4= ¢lHFH T,
SSHE 913t a4 W H o2 ASAC] VPN AL-83}31 454 CLIC| 9% Al ~ 3} t}2 connect fxos 3
& 2 AF83}o] FXOS CLIO| A~ & 4= 915t} SSH, HTTPS % SNMPv3E= ¢F53b4 4= 9
o u = doly Ay go] 2ol 23 AAdsk= Alo] byt

43}

ASDMCO]| 4] Configuration(1 3] 28| ©] A1) > Firewall(*} $}#) > Advanced(3. ) > FXOS Remote
Management(FXOS €17 #2])& A&
FXOS ¥4 #8 & &3ttt
a) EFAl 3ol Al HTTPS, SNMP == SSHE A &l gt}
b) Add(F-7HE S8 3taL #2]E 3] 8312 Interface(VE #l o] 2)E A7 3taL A2 o] & -&H IP
Address(IP F+2)= A A3 113 OK(&eH) =S F Yt}
7t 2R ES FEEE o 35S v A UTh o 7] 3kS AFEEHA] eF 0.2 Port(GE
E)s AA
* HTTPS 7]+ X E — 3443
* SNMP 7] & ¥ E — 3061

*SSH 7] & X E — 3022

FXOS7} ASA Q1E| Fo] 2o A Fhe] A4S A28t e 5 583

a) EHA Aol A FXOS Traffic Initiation(FXOS E 23 A ZhH& % .

b) Add(F7HE Z= 53l FXOS #E] EZT S Hujok & ASA 1B # o]~ & &g g3t} 7] 4
S =2 oJF QE o] ~e A stE o] JlFH T

Apply(3-)E 8t

Firepower Chassis Manager(”7] < %k: https://192.168.45.45, AF-&-%} ©] & admin, B] 2 ¥ 3.: Admin123)]|

AAgF

Platform Settings(= 2! & 4 4)

SSHe} HTTPS®= 7| E4 o= &

Platform Settings(Z 2 3% 2 ) $ 2] Access List(9] Al 2~ 5-5)& A 5to] #e] 48 383Ut

SSHe} HTTPS = 7] 24 0. & 32 1/1 192.168.45.0 U E9] A1t 5831 t}. ASA2] FXOS Remote

Management(FXOS 92 #2]) 713 18 o] Aol Al A A gt F4F & &3l oF .

SSHE= Z3ll FX0Sol| 14

2] /1914 712 1P F4:%1 192.168.45.455 AF8-3Fo] FXOSel A4S 4= AUtk 94 #el & 7
A3k A4l o) ¥l SlE # o] 2o A FXOSol| thal #He] A2 -4, 139 0] A]) =
H| E 5 X EOA dlo]g Qe Ho] A P F4ol AZAS =% g5t
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ssh= = mosal 22 [

SSHE AF-8-3to] ASAC] A28t WA ASA Yyt 2k¢] v g o] A 7ho] = o uhe} SSH A =5
T3 sl oF itk

FXOSol Al ASA CLIC| 723 4= lom L ibtf 2% A48 4= glF Ut

FXOSt A 871¢] SSH A4 & 3-8t}

e IP FAE W5 W FXOS 7] IP 4 & Alo]ESlo] W7, 16504 & FZ3H4 A L.

A2 1710 A9 Ae] AFE A B IP F2(7] 24k hitps://192.168.45.45, AF-&-A} ©] Z: admin,
H U 5 Admin123)°l] o g SSH 12 S S~ gt}

of W AL&A} o] F O R B IIRIE F FUTHARE AL 571, 437 0] A] Hx). 94 #E & T
749 LE 3022(7]4 ZE)ol| A ASA tlo]E] QlE]H|o] 2~ [P T2l U g SSH A1 A& = ),

ASA CLId| A7,
connect asa

FXOS CLIZ Zo}71¢] 9 Ctri+a, dS &34t}

o A

firepower-2100# connect asa

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.

ciscoasa>

ASAO| A SSH M A ~Z A 3k 3 SSHE E3) ASAC] A2 st 7-$- FXOS CLIo| 238t}
connect fxos

FX0Sol gk 155 HIZEZF FAE U 712 AHEA o] F(admin) 3} H]RH &
(Admin123)E A& th ASA CLIE Eol7Fel ¥ exits 9 2 8H7 L} Ctrl-Shift-6, x5 ¢ & &1t

o A:

ciscoasa# connect fxos
Connecting to fxos.
Connected to fxos. Escape character sequence is 'CTRL-"X'.

FX0S 2.2(2.32) kp2110

kp2110 login: admin

Password: Adminl23

Last login: Sat Jan 23 16:20:16 UTC 2017 on pts/1

Successful login attempts for user 'admin' : 4

Cisco Firepower Extensible Operating System (FX-0S) Software

kp2110#

kp2110# exit

Remote card closed command session. Press any key to continue.
Connection with fxos terminated.

Type help or '?' for a list of available commands.
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B osaElIPFa s Aol Ego] WA

FX0S &2 IP

l Firepower 2100 Series2 Cisco ASA A %} 7o =

ciscoasa#

TA LT Alo]EYe] M

FXOS CLI] Firepower 2100 Aj Aol A 2] IP 45 WA S 4= A FU T 7] =41 192.168.45.45
YU 7] Al Edlol & A S % A FUTE 7] Alo] Edllo] = ASAR Eg S B U]+ 0.0.0.0
o2 AU Al & /1 HIE Ao A gh5-E & AF&ste = A5 Al Edlo] IP 4 &5 W7
& g AdFUTE S A2 UES Aol 2 ] A gig AM 2~ BE5S sl oF gt
Aukx o 2 FXOS 2] 1/1 1P 45 ASA #2] 1/1 [P F49F 53 Y E Y Ao 2 01 ASAA]
ASA IP 52 T3 W A & of gt}

A\ 2kel7) Aol

Sk 5 A =48 A}E-3Fo] B E Firepower Chassis Manager2} SSH 9172 - t}

« DHCP AW 7} 7] 224 o & 3#a] 1/10] 4] &4 sl o] glom=z e [p FAE WA A

7
DHCPE ¥ &4 s}sf oF g th

kil

o]l
i
o8

4 LEo] AZATTHASA 2 FXOS CLI A 2, 128 0] A] F%). 24 £&48 1hA]

oL

DHCP A Bl & H] &4 s}y ot

scope system

scope services

disable dhcp-server

commit-buffer

HY P F2E WA T A FolAE P T4 5 AHE-3te] DHCPE thA| 488t 4= 95U th &=
3k, Platform Settings(= 235 2 ) > DHCP9I| 4] Firepower Chassis Manager2] DHCP A ¥ & 24 3}
g ste = sy

o A:

firepower-2110# scope system

firepower-2110 /system # scope services
firepower-2110 /system/services # disable dhcp-server
firepower-2110 /system/services* # commit-buffer

IPv4 #2] IP 524 2 Ao EgJo] (%42 FA4 )

a) fabric-interconnect a2 H ¢ = A},
scopefabric-interconnecta
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b)

Xos #al IPFa = AolEgel dd |

of| A

firepower-2110# scope fabric-interconnect a
firepower-2110 /fabric-interconnect #

A7) el 1P FAE FAF
show

of| A

firepower-2110 /fabric-interconnect # show

Fabric Interconnect:
ID OOB IP Addr OOB Gateway OOB Netmask OOB IPv6 Address OOB IPv6 Gateway
Prefix Operability

A 192.168.45.45 0.0.0.0 0.0.0.0
64 Operable

Az A 1P T4 A= 72 Al EdolFA)E +Aadut

setout-of-band staticip ip_addressnetmask network maskgw gateway ip address

A4 A E Ao Edol 2 fA5te W gw 7| =2 ATk mhRA A R Ao Ego] & WA
St e 719 #E IP 45 A5t ip 2 netmask 7| ¥ =& Ay EFg Y o},

of A

firepower-2110 /fabric-interconnect # set out-of-band static ip 192.168.4.1 netmask
255.255.255.0

Warning: When committed, this change may disconnect the current CLI session
firepower-2110 /fabric-interconnect* #

GA 4 IPve B IP T4 D Ao|EY oS *%Hﬂ.

a)

b)

fabric-interconnect a2] W91 & A A 3t} IPve 719 1 o] & A A3t
scopefabric-interconnecta

scopeipv6-config

of A

firepower-2110# scope fabric-interconnect a
firepower-2110 /fabric-interconnect # scope ipv6-config
firepower-2110 /fabric-interconnect/ipvé6-config #

A B 1Pve 45 FAFY T
show ipv6-if

of| A

firepower-2110 /fabric-interconnect/ipvé-config # show ipvé6-if

Management IPv6 Interface:
IPv6 Address Prefix IPv6 Gateway

Firepower 2100 Series& Cisco ASA A % 71o1 = |l
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l Firepower 2100 Series2 Cisco ASA A %} 7o =

FX0S #&] IP 54 1=

<)

GAs N2 UEHIAA #e] AZAE 583 == HTTPS, SSH & SNMP-§ A 2~ 555 214 8

Ao Efjlo] W17

A =22 e IPve 4 B Aol Eglo] & A T

Firepower-chassis /fabric-interconnect/ipv6-config # setout-of-band staticipvé6 ipv6 addressipvé-prefix
prefix_lengthipve-gw gateway address

@A A Al EgolE A8t W ipve-gw 71 =5 AU T vI7HA 2 A o] Ef ol &
WMASE Fot 7|E9] A 1P FA4E F43H W ipve E ipv6-prefix 71 Y =5 A}

o A
firepower-2110 /fabric-interconnect/ipvé6-config # set out-of-band static ipv6 2001:DB8::34

ipvé-prefix 64 ipvé-gw 2001:DB8::1
firepower-2110 /fabric-interconnect/ipvé6-config* #

o]

o

A= Z7H o

)

b)

c)

ARl A ] 0] 98 AT
scope system

scope services

of A

firepower-2110# scope system
firepower-2110 /system # scope services

AR A 2 B2L Bl
show ip-block

of A

firepower-2110 /system/services # show ip-block

Permitted IP Block:

IP Address Prefix Length Protocol
192.168.45.0 24 https
192.168.45.0 24 ssh

firepower-2140 /system/services #

A o 2 B S 2 g,

IPv42] 75

enterip-block ip _address prefix [http | snmp | ssh]
IPv62] 7 5-:

enteripv6-block ipv6_address prefix [https | snmp | ssh]

IPv42] 735 = U EXAE 83 ™ 0.0.0.0 2 H7A0S JHEFYT IPv6e] 25 EE U]
EQAE 3]&3tH M i ¥ HFAF0S 9 8 3 U Firepower Chassis Manager2] Platform Settings(=
AE A7) > Access Llst(‘ﬂuJ A2 EZyel A AA| 2~ BF5E F71e 5 dFHH
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Xos #al IPFa = AolEgel dd |

of| A

firepower-2110 /system/services # enter ip-block 192.168.4.0 24 https
firepower-2110 /system/services/ip-block* # exit

firepower-2110 /system/services* # enter ip-block 192.168.4.0 24 ssh
firepower-2110 /system/services/ip-block* # exit

firepower-2110 /system/services* # enter ip-block 192.168.4.0 24 snmp
firepower-2110 /system/services/ip-block* # exit

firepower-2110 /system/services* # enter ipv6-block 2001:DB8:: 64 https
firepower-2110 /system/services/ip-block* # exit

firepower-2110 /system/services* # enter ipv6-block 2001:DB8:: 64 ssh
firepower-2110 /system/services/ip-block* # exit

firepower-2110 /system/services* # enter ipv6-block 2001:DB8:: 64 snmp
firepower-2110 /system/services/ip-block* # exit

firepower-2110 /system/services* #

@) o] 4 oAz 222 bR g v,
IPv42] 7 5-:
delete ip-block ip_address prefix [http | snmp | ssh]
IPv62] 74 -7
delete ipv6-block ipv6 _address prefix [https | snmp |
ssh]

firepower-2110 /system/services # delete ip-block 192.168.45.0 24 https
firepower-2110 /system/services* # delete ip-block 192.168.45.0 24 ssh
firepower-2110 /system/services* #

A6 (A AL [Pv4 DHCP AW & thA] 24 315y o)
scope system
scope services
enable dhcp-server start _ip address end_ip _address

I3k, Platform Settings(= 2 = A4 %) > DHCP9I| A Firepower Chassis Manager2] DHCP 4| H & &4 3}
2 H| & 58 dFYTH

of A:

firepower-2110# scope system
firepower-2110 /system # scope services
firepower-2110 /system/services # enable dhcp-server 192.168.4.10 192.168.4.20

9AT Aol AS AFFU Y

commit-buffer

o A:

firepower-2110 /system/services* # commit-buffer

Firepower 2100 Series& Cisco ASA A % 71o1 = |l
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Ch2 dlloll M= 1Pv4 2] QIEf | o] & R Alo| E ol & -4 it

firepower-21104 scope fabric-interconnect a
firepower-2110 /fabric-interconnect # show

Fabric Interconnect:
ID OOB IP Addr OOB Gateway OOB Netmask OOB IPv6 Address OOB IPv6 Gateway
Prefix Operability

A 192.168.2.112 192.168.2.1 255.255.255.0 2001:DB8::2 2001:DB8::1
64 Operable
firepower-2110 /fabric-interconnect # set out-of-band static ip 192.168.2.111 netmask
255.255.255.0 gw 192.168.2.1
Warning: When committed, this change may disconnect the current CLI session
firepower-2110 /fabric-interconnect* # commit-buffer
firepower-2110 /fabric-interconnect #

Tk dloll A= 1Pve ¥he] QIEfH| o] = L Alo] E ol & -4 dut.

firepower-2110# scope fabric-interconnect a
firepower-2110 /fabric-interconnect # scope ipv6-config
firepower-2110 /fabric-interconnect/ipvé-config # show ipvé6-if

Management IPv6 Interface:
IPv6 Address Prefix IPv6 Gateway

2001:DB8::2 64 2001:DB8::1
firepower-2110 /fabric-interconnect/ipv6-config # set out-of-band static ipvé6 2001:DB8::2
ipvé-prefix 64 ipvé-gw 2001:DB8::1
firepower-2110 /fabric-interconnect/ipvé6-config* # commit-buffer
firepower-2110 /fabric-interconnect/ipv6-config #

= ]
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Overview(7l| &) 5l 4] Firepower 21002] A El & Al RUHY T = A 5T Overview (7l &) 5l
= O 22 847 F Yo
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firepower-2140)J U T}, o] o] 5 C [ 222 Eo| UJePdUth AA] o] 28 WA

hyA
FXOS CLI scope system / set name g & = A&},
SIP F2 — Ao T B 1P a0t EAH U

o I — Firepower 2100 E. 2l o] E A},
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