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2. ASA 5506W-X & BN A LOIE

ASA 5506W-X0fli= ASA0 S &l Cisco Aironet 702i £ & Al EJl ZSHE| O USLICH O] HAA ZOIE=
GigabitEthernet 1/9 CIEHHI0|AE Soll HEH2=Z ASAH HZE LICH 2= wifi 22101 H E = GigabitEthernet 1/9
HEKA0 =&LICH ASA Bt B2 wifi HIER AL CHE AHBIOIANAM WERIAN A ASH=E HEHE 2HEL
Ch HAIA ZOEN = 2R CIHHOIA = AR ZEDJF ZSE O UK ESLICH

HNA ZOIEN = XS 0/0I Xl &= Cisco Unified Wireless 0|01 X1 JF Z& & O UASLICHEF
Ne 2 HAA ZQIEE JHEROZ 2A2|E £ USLICH S 2E0ME O] HHA ZAEE SAUA 22IE £
UAEE H 9 Wireless LAN Controller CIHIO|AE AISE &= JASLICH
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Wireless LAN Controller0fl CH&t XAl LHE 2 Cisco Wireless LAN Controller Software & 3 M E EXSHA AIL.

28 MHA ZOE JIEANH L AZEYOH CHSH XHAISH LHE 2 Cisco Aironet 700 Series & H A S Z2X6HAAI 2.

3. HIERA A0 ASA 5506-X =

CHS & 0ll M= ASA 5506-X with the ASA Firepower 25 £ W& E 248 HAH A ZOIE(ASA 5506W-X)2 & & U
EfId 2A=2 BEWSLILL

ASA FirePOWER Default Gateway

Layer 2 ASA
Switch

outside

( Internet
GigabitEthernet 1/2 | 4 GigabitEthernet 1/1 \ )

192.168.1.1
Management PC T

|
1
1
=

| — wifi
Management 1/1 —= GigabitEthernet 1/9 (internal)
No ASA IP address 192.168.10.1
FirePOWER IP address: 192.168.1.2 Access Point IP address (DHCP): 192.168.10.2

Aoz A2 HERD #=5S E43t&LIth

DHCPY 2|2 1P =4
(ASA 5506W-X) wifi <--> LI &, wifi --> 2|F Eci

L= & wifitll A 2ct0IH E0| CHE DHCP. HAIA ZOIE T2 2= Sel0IHE= ASAS DHCP AHZ ALEE
LICH.
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=
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B Management 1/12 ASA Firepower 2@ £ 0| =&LICH QIEHO0lA = IS AEHOIXI 2H ASAUIA = 2&E 0/ A A
& L/C) ASA Firepower 22 0| CIE{HOIAE AIS00{ ASAUWE UER AN BAMASHD, LHE 2IEHHIOIA
£ CIEHY0l THE HOIERIOIZ AISE = JUSLICH


http://www.cisco.com/c/en/us/support/wireless/wireless-lan-controller-software/tsd-products-support-series-home.html
http://www.cisco.com/c/en/us/support/wireless/aironet-700-series/tsd-products-support-series-home.html

Cisco ASA 5506-X Series Hit2 Al & & & A

4. ASA 8@ HD|

£ FHONAIR. 2tRE 2FB0AM= 0l AEHIOIAS ASASH 2835 B N2 2b5=38 OF & LICH.
QIEIHIOIA X wifi QTEIHI Ol A0l A2l ASDM M Al A

2L UR UEHIAN EE 2ARHE P=otdde= R 012N otH 2te| & LS 2ol 2t
ALY 082 HESHH HE 60 Management 1/10 A ASA & ASA FirePOWER 2 &

Xt
Management 1/1
GigabitEthernet 1/1 Must set to 192.168.1.2
outside, DHCP from Modem (ASA Firepower Management)
| GigabitEthernet 1/9 (internal)
[=]

wifi, Access Point DHCP from ASA:
)\\ 192.168.10.2

stds | wihn
Power  Active

Wireless Clients
DHCP from ASA:
192.168.10.x

GigabitEthernet 1/2
inside, 192.168.1.1

(ASA Management;
Gateway)

WAN Modem Layer 2 Switch

Internet Management Computer
DHCP from ASA: 192.168.1.x

1. CtS2 Layer 2 0|H Y A=IXI0l HAZELICEH
— GigabitEthernet 1/2 CIEIHI Ol A(LHE)

— Management 1/1 /& H 0| A (ASA Firepower 2 & &)
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ASAZ T 1ellOl&0AE Ol AEHBIOIAS IP =48 FEGHA [f4/A/ 2. Firepower 2111 11211 01 & 0l A € IP

&1 2tel eIE 0l A= ASA Firepower 208 &8 EE2| CIHIOIAXM Y H=ol22 =26 WEAINAM W
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2. 0l £ £ GigabitEthernet 1/1(2 %) /& 0l 2 WAN CIBFOI A (0 20l

b

t
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;91012 2801 192.168.1.0/24 £= 192.168.10.0/2401 A= AR IP F=AE MBots SR UEIP =
ot=S ASA 2L Jcllol& = B Zai0oF &LICH

0
0o kJ

>.

4. ASA 8 & A

1. &2 0SS ASAN SH&ot) &I 2HEN Z5LUICH
b

M 0IE0l HELH HA0| As2=2 HYLICH 82 HEO s
2. ASA SOl MR LEDE SOIgLICH EXI2 A0 HM UL sMOZ HAIFELIT
3. ASA ROl AEi LEDE QIS LICH AIARO0I M3 HD| MEHS ShtotH sMox ZAIELICH



Cisco ASA 5506-X Series it

i
=
il
nx
02
x

5. 24 MAA EOIE(ASA 5506W-X) & 3t

5. WM A EOIE(ASA 5506W-X) &4 5t

ASA 5506W-X S HAHIA ZOIEE J|2X 2 HIZdeELIU. 24 ¥XIE 24306t SSID & 2ot 43
S UACE WAL EZOIE GUIN HBGH AL,

o
1
0x

AZGEI| & ol
Ol 2Xt0lME Jl= A0 el0l&EE ALZ ol OF & LICH.

Xt
1. HER D LHFE2 ASAN HZ& ZREUHAM & EctRME #+SSLILL
2. Address(F24) Z =0l http://192.168.10.25 LS LICH. AIEX 0|0 HIUHSE otete ZTEZEI E

AELICH

N HHA ZOEN SEE == 10 ASADF D2 AT 1 01& MEHOIH CIE WERZA SHIOF 2AHEX £2
O, MhA ZOIE J|= iul]EﬂOI@% SJE 2 UASLICH ASA CLIOI HAIAGHOE EILICHASA 25 ZEW A
Z 5t HLE, ASDMS AS6t Ul £ = SSH Y AIA 224). ASA CLINI Al hw-module module wlan recover
configuration=S 2 & & L|C}.
3. At Xt Ol S Cisco & HIZHS CiscosS LSS LICH HAA ZOIE GUIJH LIEHELICEH.
2 Z 0l M Easy Setup(Z=4{2 & A) > Network Configuration(H ER 3 21 1dI0/&)S 22/ &LIC.
2

5. Radio Configuration(24 2110 130/ &) & < 0l M Radio 2.4GHz & Radio 5GHz 4} & 2+2+0i| Cioll CHS OO ™
22 A6 2 MEN A Apply(R ) 2218t LI L

- SSID

-.-52

— Broadcast SSID in Beacon
— Universal Admin Mode: Disable
— Security(JHg & &)

6. 9|501|/\-| Summary(2 )= 22! 8t [} S Network Interfaces(U|ER 3 21 EH 0|A)2] J12 HOIXIOA 2.4GHz
&0 et e E ZELICH

7. Settings(& &) 82 S/ & LICH.

8. Enable Radio(2 & &4 3l) £ X0l Al Enable(243}) ctCI2 HHES 225t HIOIXl SHEOIA Apply(E2)E 2
2l &L CF.

9. 5GHz S &0l ol A & BHS & LICH.
10. KMt HE2 LS 22 M E FEoHYAL.

— Wireless LAN Controller0fl CH&t XHAI&F LHE 2 Cisco Wireless LAN Controller Software & H XM E & X614

[]J>~

A 2.
— S8 HAHA ZOE GIEHAN L AZEA 0 CHet XHAISH LI 2 Cisco Aironet 700 Series &3 A E & X6}
AAI2.

6. ASDM 1=

ASDMZ AlEi5tD] {8t @7 Atet2 Cisco.com2| ASDM 2 2|A S EE FXSIYAIL.

0l X0l A= ASDMS AFE5H0] ASA Firepower 2 =2 2t2I6t2] StCD JH™ & LICH. FireSIGHT System= A& oled
M 2= CLIN HZ5t0 Xl AQEEE Aol 0F &LICH ASA Firepower quick start guideE & X6HA Al 2.


http://192.168.10.2
http://www.cisco.com/c/en/us/support/wireless/wireless-lan-controller-software/tsd-products-support-series-home.html
http://www.cisco.com/c/en/us/support/wireless/aironet-700-series/tsd-products-support-series-home.html
http://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
http://www.cisco.com/c/en/us/td/docs/security/asa/quick_start/sfr/firepower-qsg.html
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& Xt
1. ASAQ AZE AEEUA & B2RME *SELICHL
2. Address(Z=4) 2 =0l URL https://192.168.1.1/adminS 2! 2 &' L|C}. Cisco ASDM & HI 0| XI O+ LFEFEHLICF.

el ZREE ASAN R4 Z220IHEZ M HZ 8 22 https://192.168.10.1/admin0ll Al ASDMOI HAIAE =
AUSLICH

3. AIE IS8 5482 Install ASDM Launcher(ASDM Launcher & X1), Run ASDM(ASDM 4! &) &£ = Run Startup
Wizard(Al = DAL Al &) = GHLIE S &LICH

4, HNEiSt S0 et ASDMS 2Sot)| et stHo XI&E S +=8ELICt Cisco ASDM-IDM Launcher)t LIEH

Install ASDM Launcher(ASDM Launcher £X|)E £2&!ol= & 2 Install an Identity Certificate for ASDMO| ([} 2t
ASAE ID 2/ E XN L ASA Firepower f=8 252 QISAHE EXIoH0F & =~ JUSLICH

5. NEX0IE0 HIYHS ZEE HIRS1 OK(&Q21)E 22I& LI Jl2 ASDM 20| LIEFELICH

6. 2 XI= ASA Firepower 22| IP =45 2™
Startup Wizard(Al & OIHANE AIE6IH 25
ASDMEZ ASA 8 =d2l= Soli ASA Firepower
218 ASDM2 HIE%IEL% Soll Management 1/1 CLEH‘HIOI*EI PE(L HE M I
LICH S IP =20t W2 UEKZN A2z HE 2F0HAM= 0l HMAE JAZSLICHIPFAE 488 =
ASDMO| HIER TS REN L& = gl 2 28I EAIELICL

7. Wizards(OHH At) > Startup Wizard(Al 2 OHH ANE S E4EHLICEH

8. =JI ASA & & E JHole U2 435l LE, ASA Firepower Basic Configuration(ASA Firepower J|& 2111 1180l
&) S0 S MK stH S AW ELICH


https://192.168.1.1/admin
https://192.168.10.1/admin
http://www.cisco.com/go/asdm-certificate
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6. ASDM =

W = o
@ Cisco ASDM 7.3 for ASA - 192.168.1.1 - Startup Wizard

b Startup '_Wizard ASA FirePOWER Basic Configuration (Step 9 of 12)

) 1 - In order to establish proper connectivity with the ASA FirePOWER service blade, please enter
e, , all necessary information.

MNoke: ASA FirePOWER-related configuration is intended For bootstrapping. Modifying an
existing ASA FirePOWER configuration may lead to undesired results.

[7] Belect ko Bypass ASA FirePOWER Configuration.!
MNetwork Settings

IP Address: _-192.163.1.2 I
Subnet Mask: |255.255.255. 0 |

Gateway:  192.168.1.1 | |

Please read the following license agreement., You must accept the terms of this agreement
befaore continuing the wizard.

End User License Agreement =

IMPORTANT: PLEASE READ THIS END USER LICENSE AGREEMENT

CAREFULLY. IT IS ¥ERY IMPODRTANT THAT YOU CHECK THAT YOU ARE
PURCHASING CISCO SOFTWARE OR. EQUIPMENT FROM AN APPROYED |
SOURCE AND THAT YOU, OR. THE ENTITY YOU REPRESENT (COLLECTIVELY,

THE "CUSTOMER™) HAYE BEEN REGISTERED AS THE END USER FOR THE i
PURPOSES OF THIS CISCO END USER LICENSE AGREEMENT. IF YOU ARE NOT
REGISTERED AS THE END USER YOU HAYE NO LICENSE TO USE THE |

SOFTWARE AND THE LIMITED WARRANTY IN THIS END USER LICENSE
AGREEMENT DOES NOT APPLY. ASSUMING YOU HAYE PURCHASED FROM AN
APPROYED SOURCE, DOWNLOADING, INSTALLING OR USING CISCO OR
CISCO-SUPPLIED SOFTWARE CONSTITUTES ACCEPTANCE OF THIS
AGREEMENT.

CISCO SYSTEMS, INC, OR ITS SUBSIDIARY LICENSING THE SOFTWARE INSTEAD OF - 4
< | i j v

() T accept the agreement

[<geck | et > | Einish | [ Concel | (b |

J12 AL Y02 HAotAT OHS g2 8™ ELICH
— IP Address(IP =4)-192.168.1.2

— Subnet Mask(Al 24! OtA3) - 255.255.255.0

— Gateway(H 0IESIO0I) - 192.168.1.1

9. l accept the agreement(S 2| &) E =22!61 11, Next(C}S)ZE 22!/61HLI Finish(22)Z 22610 OIHAIE =
gLl Ct.

10. ASDME &2 6t = Al 2 SELICH = HIOI X0l ASA Firepower 0| E Al = LICH.

U
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7.CHE ASDM OH#E At ¥ D 2T 016 A&

2 OFHARDE ZEHE 0 USLICH ALS Jts8 2 0HE Ab= Wizards(0HH Al) Ol

= Cl
43t H Navigating the Cisco ASA Series Documentationfl M AFE S AT EQI HA 0Ol CHAH At
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8. ASA Firepower 25 4

ASDMZE AtEGI0 25 2ot M E Pdot) EcHEHE 252 ASSLICH

Flrepower Module Quick Start GuideE

I i

1: FireSIGHT Management Center

=Py,

1.

ASDM2| ASA Firepower HI 0| XIS AME0I0 25 20t HMS P HELICH 33 24 2O Uiol XM otE
219 o™ HOI X0l A E Help(Z=SX)S 226t HLE Help(E S ) > ASA Firepower Help Topics(E2 2 &8t8)E

seist 2 AL

I

. EE S 22 M&6H2 M Configuration(21 Il 280l &) > Firewall(2 31 2) > Service Policy Rules(AHIA &

M RE)E desLch

3. Add(Z=J}) > Add Service Policy Rule(AlH| A HzH RX =J})S S EHEHLI L.

4. ST QAHHIOIAN FMS NESX OfLIE M HRAM HSEX L1510 Next(CHS)E S & LICH

5. ET UXS PHSLICL OIS SO, QU2 S HHA FES S8 QE EiH0| RS0 2I0AH T T = Any
Traffic(2RE ET) XS HSEITH E= ZE, ACL(EH & (A J1F), J|Z Shm ShA0 T2t of 21248t
JIFS N +C YSLICL LUK SE2 0l IHAN 22| RE0HK LSLCL ST 2eh~ ZOIS #26t1

Next(CtS)E 22 &LIC

. Rule Actions(+! ) H 0| Xl 0l A ASA Firepower Inspection(ASA Firepower 21 Al) 8 S 22! &I},

7. Enable ASA Firepower for this traffic flow(0| E2HZ S S0l Al ASA Firepower £43}) &tolgts Hei&LICH

. If ASA Firepower Card Fails(ASA Firepower 7= AT Al) S0 CIS = otLIE 22 &LICHL

— Permittraffic(ECiZ 318) - 2SS ANEE £ =B AL 80 25 ENEHES olEol== ASAS & &
LICF.
— Close traffic(ECHT XIH) - 2SS AIESE £ Q= FR 2E EYEES XNSHSI== ASAS & EHLICH
9. (HEH AIEH) EfEO )| MZ AI2E 220 EUHH(IHAIE 2 ) Monitor-only(2LIEH 2 M E)E e SHLICE

. Finish(22)2 22!ol 1) Apply(E)E 22/ &LIC}.
=]

220 et 0 EXE Bt=ot It

SCZ HAH=E LIS

ASA Firepower 2= % ASA &S 0fl CHE! IPHIO* LH =2 ASA/ASDM U*ﬂt“ 20 diol& Jiol=2

“ASA Firepower 2 &” & L= ASDM 2cl0! E 82 = FX0IMAIL. 2= ASA/ASDM I M0l CHet E 3=
Navigating the Cisco ASA Series Documentatlo Ol A=LICH

ASA Firepower 1L 101 &0l CHEr XEAIS LIE2 2212 =82, ASA Firepower Module User Guide &£=
FireSIGHT System User GuideE & & ota&l Al 2.


http://www.cisco.com/go/asadocs
http://www.cisco.com/c/en/us/td/docs/security/asa/quick_start/sfr/firepower-qsg.html
http://www.cisco.com/c/en/us/td/docs/security/asa/quick_start/sfr/firepower-qsg.html
http://www.cisco.com/c/en/us/td/docs/security/asa/roadmap/asaroadmap.html 
http://www.cisco.com/c/en/us/support/security/defense-center/products-installation-and-configuration-guides-list.html
http://www.cisco.com/c/en/us/support/security/defense-center/products-installation-and-configuration-guides-list.html
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