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BRBEENREELILE (ASAV) AN EMIMER MR ARG, NIHREERORENZEPTENRE.
AT LAEF ASDM. REST API 8¢ CLI EIEF145#T ASAv. Hh EIR IR ATRERT A .
ASAv SR EH (88 3 51
ASAv (FREEIS) #RSEN (% 370
EATF ASAV R B BEERHIFR] (58 5 70D
ASAv #EOFESL NIC (5 8 71D
ASAv #1 SR-I0V #OE/ (5 8 1)

ASAv RYFERF

BRENNEREFFNER, H2REM ASA HE1H.

ASAv (FREE!IS) EEEN

BRIEESEN
MIFBFERERRX. TXHSHERER.

RS EN
T HETIHREE, FHFRERRELFHERNESITIIE; fln, BWEREHINA ASAV30s.

T HA0 ASA ThiE

ASAv I ZHFELT ASA ThaE
2

ZEREKER
FR/EREPETIH
EtherChannel

# = AnyConnect = 4&iFATIiE

ASAV5 IEEEN

ASAV5 F)ESEN . ThaefnpRH
B EMARFIHE,

B A 9.5(1.200) 746, AVAVS HIABFZERIERA 1GB. 1BR, REAFHG ASAVS RITTHREM 2 GB F#RE 1 GB. &
L1 GB AFEET, LAEMAMA 9.5(1.200) X ESEAEHIE ASAVS VM.
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http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html

BHl ASAv B

ASAV50 35S E N

B AERLFRT, ASAVS ATRESBEINERR . AREEENRLENA PR HIXMIER, F20/EM AnyConnect 5
TR, AFERRNERSEHINAXBLXEBNITHISHERBEXAFEAENTERANZEHE. AXLFR
T, &AL ASAVS BREZIRAE 1.5 GB RFHI VM f1. EM 1 GB Eeis 1.5 GB, 1HXH VM BIR. 188 A%, ARE

EFITHZ VM.

B 7EiAZE) 100 Mops WEMEZFAA, ASAVS BFREFHEE (FE—L=RTE, UWEEALERETER 100 Mbps)

ASAV5 ERTFERAESARLCBESHER/NMRAF, FAFPTUIEXRE ASAVS, MEEFERFLENAE.
B TSR 8000 PMEE. &% 25 4 VLAN. 50,000 PMHITSIEF 50 4 VPN £iF.
X # AWS.

ASAV50 IEEEN

ASAV50 B SR ThsepRE

B {¥3$F ESXi 1 KVM,

SIANT Xt SR-I0V # O ixgbe-vf vNIC #F; 1§55 (% ASAv #1 SR-IOV #EOEE (55 8 71) »
ASAV50 %1% 10 Gbps BIERURE -

BEiEE CPU BlE kLT EMERER; FSRIES ESXi BLERMERE (5 28 T1) FiES KVM ECERII4HE
(883970 &

AILAE F B ASP fa#iiifs; 1520 ASAv BaIfaEinE (8 73 70 .
AEFEREN.

A% # Amazon Web Services (AWS). Microsoft Azure 1 Hyper-V.
bR A Y ASAVS0 3z ixgbe NIC.

FT ASAv BEZMEFEHFTEESARARE, EFIRTARNMERER. &1 (¥ 6 1) BR5TE ASAv EEMITFAIER

BHELENEMERRESR. I, SR-IOV ERINGERERENRRRIR.

FHIRER G A E I I IEF S8
SR-I0V X ##1 VF RENIEFAT AT -
B Linux 2.6.30 A% ESRA
AT R EIRIEF BRT# SR-I0V ## ASAv:

B VMware vSphere/ESXi 5.5 1 6.0
QEMU/KVM
B AWS

BF e

ATINE SR-I0OV ZHFHBHESEN . REXLARESRUMAZER, BEAFIHFEILESRUNEHATES S

REIRE S M RET .
FRZ#F SR-IOV Th&ERY PCle i&RLag < oh, EHEEZHF SR-IOV HIBRSS . EwMm T HRATEAIEEN:

B FEMEMEIEEE SR-IOV NIC TheEEFRAE, BIEFTAM VF 2.
B HIEFTA PCle fHtEH ¥ SR-IOV,
B #% SR-I0V By PCle $HHE A RE A AR EIRITHAE.
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BT ASAv R B RER TR

HERAFERAIHE, UTRARZX SR-I0V BSTHFFER

T ERA VI-d B, E4RF CPU, RILI “STIFERMLINGER IOMMU ZFHEH” TTHFEHREXER. VI-d 2
SR-IOV Z%FEE#Y BIOS R E.

3F VMware, AILUEERFAMIERIUBH SR-IOV X #F.
SHF KVM, AJLASEIE CPU F#EM. &R, T KVM LAJ ASAv, FH{1{XZ#F x86 fEff.
R RAVEARR UCS C RIIFZEARSEEXT ASAY #T TR, i&FE, BHR UCS-B RSB ixgbe-vf vNIC,

SR-I0V X ## NIC

Intel LKW AR SSESIEHCEE X520 - DA2
Intel LAKMIAR S5 IEHCES X540

CPU

X86_64 %1% CPU

- Intel PR ESRE GEF

SFEE: FA17E Intel B9 Broadwell CPU (E5-2699-v4) LA 2.3Ghz B93Z %] ASAv #1T 7l .
ol

- B4 CPU {HiEZE D 8 MR

- 8 ML TF—MEE .

FEE: EIIE ASAVS0 it CPU Bl EhAE R EBMBMERE; ESRIRS ESXiFLE/IMRE (528 1) MRS
KVM BRERyMEsE (55 39 71D .

BIOS & &
SR-I0V BE BIOS MR LiE{THYBRIE RS SE OISR MSIE R S EH . MERYE BIOS I TFIRLE:

2/EM SR-IOV

BEA VT-x (EBULEAR)
E2EM VT-d

(Flif) BERBL%E

BB N HEIEIEZERE, BATRNRSERTRINGERIGEIFEX BIOS ®E.

Ixgbe-vf #EORYIESEM . THEERPRE!

215 VM g VR R BERREER. FEitt, F/H ixgbe-vf B A Z#FEREN.

= 1i5% VM 7E VF L& E MAC #itik, Eitk, 7£ HA BiEIRSGEE M ASA & _EFFE R H b O X8 ARRE(E4 MAC
Hhik, HA #EETIRETMNER & EERIEEMEE P thits A REBIT.

ARl UCS-B BR%5 85 #F ixgbe-vf vNIC.

iEAT ASAv BUE g1 A]

ﬁL R R IR, BRI TEIMERIF IR 5~RR1ER (PAK) 14F—hﬂi7f' B, BEEFANERSEZFERFT
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https://en.wikipedia.org/wiki/List_of_IOMMU-supporting_hardware
http://www.vmware.com/resources/compatibility/search.php
http://www.linux-kvm.org/page/Processor_support
http://www.cisco.com/c/en/us/products/servers-unified-computing/ucs-c-series-rack-servers/index.html
http://www.intel.com/content/www/us/en/ethernet-products/converged-network-adapters/ethernet-x520.html
http://www.intel.com/content/www/us/en/ethernet-products/converged-network-adapters/ethernet-x540.html

BHl ASAv B

BT ASAv HYE BER TR

ERE: ASAv F@miRIRTF (PID) 3 “ASAV” . 7EERE ASAv Y, BSAERME—ENBRIRR ASAv. HIEREREMRMET
A, EHETEES PID HE.

AR ASAv EBERERMHIFATTEUR, H20 (B ASA ZIBRRMEELERER) B “SeEHTIEMN" 1 “Eg5e
BREFAIBGARE” B9,

AX ASAV TR, FRREMESHENESR, BERAUTRIE:

B EEEFANERM - &1 (¥ 6 T1) ER5 ASAV FEMIFRNERIELRRMNENTRELR.

EE: ASAv ERBRMERRMITYT. FERZERITIEARERET. £REITAIEZA], FHEREIXN 100 kbps,
UEEAUBATHZERNL. AXFEER, BESRERT ASAv BV E BRI .

B ASAVITFATRE - &k 2 (B 6 1) RR5 ASAv ZiEFMIFNAEXE) ASAV IR7SFHE.
B ASAv REHAMMTE - X 3 (F 7 1) B ASAv BEFBENTE, FHREERUKLIRH.

R1 EEEITFUNERN

VFAIEFR vCPU/RAM aFHE SCE IR 2R PR 1) 25
SR ER AN (FTIFANE) FREEE 100 Kbps 2
ASAV5 (100M) 1vCPU/1 GB ZE 1.5 GB 100 Mbps 2
ASAv10 (1 GB) 1vCPU/2 GB 1 Gbps 2
ASAv30 (2 GB) 4vCPU/8 GB 2 Gbps =
ASAV50 (10 GB) 8vCPU/16 GB 10 Gbps 2
%2  ASAvIFTHRE
H/IBARRX RIBESIRNELER BIEFEE
EM FiR = IZHRE RENFFRLEZLTRERS
(vCPU. RAM GB #) ASAV5 (1vCPU, 1G) . ASAv10 (1vCPU, 2G) . ASAv30
(4vCPU, 8G) . ASAV50 (8vCPU, 16G)
TiiE. TiEHE
FiR < IZHRE THATEMERE, BRREAFESIEE AT ASAv TELUFAEILEiE
A B ITHYEEEE,
TEM RIE > IXBURE ASAv IREREIZES SIREIMTEEHICRITH S EWESHE,
g AR ASAV10, ASAV30 F1 ASAV50 EiRRITHIA F s iREa S E
Bl



https://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/products-installation-and-configuration-guides-list.html
http://www.cisco.com/c/en/us/td/docs/security/asa/asa94/configuration/general/asa-general-cli/intro-license-smart.html
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%3  ASAv BISiHERFIME

BS VFRAIIEZEK

ASAV5 EHREFANE

ESRUTIE:

100 Mbps &Rt &

1 4 vCPU

1 GB RAM (AJi@ZE 1.5 GB)

50,000 NH1TRA KGR

NZF AWS

£ Azure AR D3 F0ARfE D3_v2 LA

ASAV10 BREVFAIIE
ESRATHE:
B 1 Gbps =
1 4 vCPU
2 GB RAM
B 100,000 NHITR A IEIERE
B 7t c3.large. c4.large #1 m4.large SEfjidh i AWS
B 7E Azure P HHFRAE D3 FikRfE D3_v2 Ll

ASAv30 EREIVTAIE
ESFATHE:
B 2Gbps &=
4 4~ vCPU
8 GB RAM
B 500,000 MHITRIAEER
B 7f c3.xlarge. c4.xlarge 1 m4.xlarge LI H AWS
B 7f Azure FziFiRAE D3 FfRfE D3_v2 S5

ASAv50 BEEVTANE
ESRATHE:
B 10 Gbps HHHE
® 84 vCPU
EREA CPU HREE D 8 NMIEZL (FREEZ A CPU HIEIFED)
E 16 GB RAM
B 2,000,000 MHATRENIEERE
B I 3#H AWS. Microsoft Azure 8¢ Hyper-V
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ASAv FZEOFMERL NIC

ASAv IZEOFEI NIC
TEREMMLFEE LHIAE, ASAY FREKEYIELENMEIED. S0 ASAv IZOBRETE|—AEHL NIC (VNIC).
B ASAv #EQO (5 8 71)
B SHEH VNIC (B 8 T)

ASAv O

ASAv BFFATFIRLAKMIED:

Management 0/0

T AWS F1 Azure, EIE 0/0 ATAREHIREN “SMB” 0.

GigabitEthernet 0/0 £ 0/8. &=, WHEIF ASAv ZE ABFEYIRITEIM G, N GigabitEthernet 0/8 4% FH#fE11#

R

ASAV50 ) TenGigabitEthernet 0/0 2] 0/8. &F:FE, WRIF ASAVS0 ZE ATEYIRM IR G, WAEEY] RS
£ TenGigabitEthernet 0/8.

Hyper-V &% 3#%/\1ME0O. Management 0/0 #1 GigabitEthernet 0/0 E 0/6. #ERLLI% GigabitEthernet FI{EEIFEL]

kRS .

S HERY VNIC

ASAv Z#FLLT vNIC:

vNIC 28! ERWLIEIEIEFZHF |ASAV FRA &F
VMware |KVM

VMXNET3 = = 9.9(2) RESA IRIFER VMXNET3, MIEZEEH Large Receive Offload
(LRO), A% TCP &ERE. IHSHRLATHX VMware Z#5HY
XE:
http://kb.vmware.com/selfservice/microsites/search.do?cm
d=displayKC&externalld=1027511
http://kb.vmware.com/selfservice/microsites/search.do?cm
d=displayKC&externalld=2055140

€1000 = =z 9.2(1) RESA VMware ZRiAfE.

Virtio & ) 9.3(2.200) RESRA |KVM EHIA{E.

ixgbe-vf = = 9.8(1) RESAA AWS ZRiA{E; #F SR-IOV #9 ESXi 1 KVM.

ASAv F1 SR-10V ##EOARD

B—IR 1/0 E#ML (SR-IOV) 221F

—_,—

BT

EMNFHRERZNZ AN VM HZEHRSFARI SN PCle L&A 2. SR-IOV 71T

VM ZEMIER 2R hoed FERWLISIE IR F M EEB AR B LR, NMZeWEELE N ERARSE CPU fatl. RHH x86
AR5 eR AL IR RR BLA T AR IESRThAE (fIAN Intel VT-d X)) , BRI SR-IOV FiEHEZAFEH R EMIRIE.


http://kb.vmware.com/selfservice/microsites/search.do?cmd=displayKC&externalId=1027511
http://kb.vmware.com/selfservice/microsites/search.do?cmd=displayKC&externalId=2055140
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ASAv #1 SR-10V 3ZOEHEE

SR-I0V FBEEX 7 AR &8

B YFEThEE (PF) - St EETFE7S NIC, PF 25525 PCle %%, 3% SR-IOV This. PF iZIE# PCle & &HAR#HITE
W, EBMNEE. FHAEA PF AT A—HENIINEE (VF) IREETEFEE .

B EHINEE (VF) - Z2OFEIZS VNIC, VF R5EESZEIENL PCle % &, EVRBALENBIEBNEIR. VF HEEREH#TE
#, MEild PF#TREMEE. AIA—8 VM SR—1 =4 VF.

SR-I0V ESMEE M EEEEL 4R (PCI SIG) B X4, ZITWELARFZFH LMER PClFRE. BX SR-IOV HiFHER, 55
i# ¢PCI-SIG SR-IOV A[7]: SR-IOV AR B /) (PCI-SIG SR-IOV Primer: An Introduction to SR-IOV Technology)-

Z7E ASAv LiBEC SR-I0V ##0, FENEHMRERGRA. BHM CPU. BERR LB KER IR EFHIRHIT LR,


https://pcisig.com/
http://www.intel.com/content/www/us/en/pci-express/pci-sig-sr-iov-primer-sr-iov-technology-paper.html
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EH VMware ZRE ASAV

AT UE VMware 232 ASAv.

ASAv ) VMware ThEEX# (58 11 7))

ASAv 1 VMware RI%oiR&ZH (8 12 70

ASAv #1 VMware S EN (58 12 70)

fRE4E ASAv B H 5 VMware 8 Day 0 BRE X (5 13 71)
£ VMware vSphere Web ZFifEZE ASAv (% 16 T1)

£ VMware vSphere J37% FifF1 Day 0 it B3k 2BE ASAv (& 20 T71)
£/ OVF TE#1 Day 0 Ec&EkEBE ASAv (5 21 71

7308 ASAv #=HIE (8 22 1)

Fk vCPU SiEMEFANE (58 23 T1)

SR-I0V #OFEL (55 24 T70)

e ESXi BLERIMHRE (5 28 T1)

ASAv BJ VMware TheE ¥ 3%

%=1 (81170 FHET ASAv 89 VMware ThEE#E.

#F1 ASAv B VMware IThEESZFF

M AR X (BB #x

REE VM 7R EdEd K. = -

DRS BTSSR FEAEMS G ERETE, £ E&H VMware i8S EN.

B VM TER M EHIET. S -

Mg VM R EEERIEIT. S -

S VM 7 E R HIETT. & -

TRER VM SRR . = FEEER. GAEcKERE. AREHM
HIBELIHR

BIEfikE VM &1z, REIRE. = -

vCloud Director RIFEENEE VM. &= -

VM E7% VM 7EiF R fgd k. = -

vMotion BT XLBHER VM, = FERHZEFME. E2RER vMotion KR
m (813757 .

VMware FT T VM £ HA. S X ASAv VM #iREfE R ASAv BB 1I#k .

VMware HA FIF ESX FAR 5 85 8FE . 3 Xt ASAv VM #FEfE R ASAv BB 1I#k .
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https://www.vmware.com/products/vsphere/drs-dpm.html

£ VMware 2 ASAv

ASAv 1 VMware %R EH

=1 ASAv § VMware Thae#F (&)

i 1% EH X (BIE) %F

= VM LEVMESHY BT VM &k, FS 3T ASAv VM BRE(EF ASAv BFETIH.
VMware HA

VMware vSphere ¥ | FITEE VM, = -

iz Windows & il

VMware vSphere BAFIE VM, = -

Web & Fif

ASAv F1 VMware B5 R &4

BRI LAER VMware vSphere Web & Fifi. vSphere 13 & Fifsk OVF TEEE ASAv. BXRGEK, ESHER ASA
vSphere fRIEZIRIIR £REE

3tF vSphere XZ#tl, EAIUGRIESR 2 ELEHKME, FH3xt ASAv ZEOFER MR OEN B RZEREH. BSRUATRIARE:
m RAHEN: B4

B MAC it & %

m iR BER

G RERE N ASAY BLESKUX LR E . BXIFHES, 1HEH vSphere 3014,

R2 OB RERMEGIS

&5 B EA 5 AIE AR ERAR A IEHE

TSI ERE iR TR B
RAEN <{Efa]> <{Efay> %% %
MAC ik 8 2t <fEfa> #Z <fEfa> ®Z
hici <fEfa> 5% 5% =%

ASAv 1 VMware 1£& &N

OVF XHi5S RN
1%£3$% asav-vi.ovf £ 2 asav-esxi.ovf SLHEURTEFE HEx:
B Asav-vi - &EHFEE T vCenter £

Asav-esxi - iIERATEEA ESXi & (F vCenter)

B ASAv OVF SEALZHFAMN (FFIEZBRATREAHN) . IEHIRTE ASCIl FEER THEEHIFEFRRE VMware
vCenter 1 LDAP BR% 25,

B fERIE ASAv ZHT, @IUSREREMEERE, FHEER VM EHA.

Wk SR
B N TEEYIRARE, ERAEAREEFHERNESFEIE; fl, MEREHNA ASAV30s.
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http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html

{# A VMware & ASAv

TRIESE ASAv B3R VMware 613 Day 0 BC &t

BEAFMEMNFITHAER vCPU 5T

B LA ASAV RABEXNE VX EMERAME. BRIEGARRMNELERARIFFE, BUANEAGRIEBIREIHEES
FHAFREREA vCPU BHIRE. AR B sesTteE, SEFARSSE ASAY EfEXHEREFNMBNES; &£
454 (3T 100-125% iTEBEL A 24 A TF 125% RESEEIBEEA 1 MF) 5, ASAv EE3mE.

AR MREFEENANFH vCPU BHRE, HNERERT ASAv EEERMHIFR (58 570 FidRME. FEER
VMware B HIAGFRER/ME. BOAEMZRKE.

HEFEFERT, ASAVS ATRESBEINERR. AR REENFLEN AR HIIXMIER, Fl2nEA AnyConnect 5§
TEXHR, NEERNEREELNEXEAERNITHAEEREXNEFERAERNTERINREHE, EXLIFR
T, A% ASAVS SREEIEEZ 1.5GB AFEK VM A, EM 1 GB Eh 1.5 GB, BXH VM B, BXHE, RE
FEHITFiZ VM,

CPU Fi&g

B BIAERT, ASAv FiEEHI CPU X/h7 1000 MHz. BaJUERLE, MEBMRHIEE (MWBIZE > Fif > CPU) X
SYEC4S ASAv B CPU FIRE. MR ASAv AT RAIR BEAEKRMRELT FTHITERAEMNES, MATLM 1000 Mhz
FE&{ CPU BB E . ASAV FAR CPU X/MEUATFEESITHEHFEEUREEHITHITIENLRMKE.

TR AR, SR CPU £/ (Mhz) Bl (T EMNM4EEET-FHERME ) hEFEHNE CPU ERARE
B B3I ASAv LEBH#ERERE CPU ERAREER, BRLUKIEZIEEREE CPU MBRE.

BXIEMES, 5SFE VMware %750 CPU HEEIERE N .

B EETLUER ASAv show vm 1 show cpu 48 ASDM ETT > i &FHIE > R FER > BEMHERET R Z045E >
Bt > R HIEE > CPU i kEFZFE B R E RIS EHE AN EEIR.

IPv6 #lE

B EX{ER VMware vSphere Web & FimafE ASAv OVF STHRT, AEEREIRIZEOIEE IPv6 itk ; SalAEIEER
ASDM g CLI /0 IPv6 ik,

{#/ vMotion BYE M

B MRERIER vMotion, VB INEIERALZEME. £ ASAv SEZES, MREEMERE, NAAERE FEE
HE) siHEZ=EH EFEEME. B2, REZKFER vMotion 1§ ASAv BEE M4, FRAARMEHESERLEIR.

7£ UCS B R5fEH b A ERRENBEREN

miRE, —LEREAEER UCS B RIIEHF LUEREIZITH ASAv 27E MAC :Z#ZERE. 2R MAC it B R AR B RE
g, MSERER,

£ VMware IFMEHRLUERRIEARE ASAv B, E1E TR RN AT A BN &R MAC E# ()R -

B VMware NIC B4 - 3157 UCS B R H ELUBARERIE ASAv, AFRIBMIMNIEOMNGOHELMRES 11
2HEREIRER LT8R . VMware NIC A& AT vCenter i TELE .

BXUMAECE NIC AERIEEEIRAR, 1ESHE VMware 4.
B ARP & - 7£ ASAv =2 ARP &, SAEEFHARIZESIED LESECE MAC #1 ARP 8.
Bx ARP NThEE R AMATEGELLINEERNIEHER, 5SS (BR ASA RYBRIRIEREIER) -

ot

fRIE4E ASAv BEH A VMware 61)iE Day 0 Bt & ¢

fEBEIASAV 2 I, BALUER Day 0 BLE XX, WWXHREEESIFE ASAv BEIRTR AR ASAv BELERISCARIC . EHAEE
BRNGEFEN TIEERSRA “day0-config” BICAI M, HENERBENETZEFMIEEA day0.iso . Day 0 BLEX
BRI ELCESEMESEEAOUREE AT AASHIRIEN SSH REE2MS, BEEXETEETEN ASA BE. 1ZMAM
#H—NE A5 day0-config HIEKIA day0.iso.
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https://pubs.vmware.com/vsphere-55/index.jsp?topic=%2Fcom.vmware.vsphere.monitoring.doc%2FGUID-FBA3A58A-EEC9-4B4D-8515-ECCF51188913.html
https://docs.vmware.com/en/VMware-vSphere/6.5/com.vmware.vsphere.networking.doc/GUID-D34B1ADD-B8A7-43CD-AA7E-
https://www.cisco.com/c/en/us/td/docs/security/asa/asa99/configuration/general/asa-99-general-config/basic-arp-mac.html

£ VMware 2 ASAv

fREHE ASAv EREFHH VMware €8 Day 0 L& it

day0.iso 32 (BEX day0.iso KERIA day0.iso) HIEERBENTIERATA:

EEVIRERETIET BEITER ASAY BIFEEEE, BN BRI EEREGEES THNEEIFT % (ID) Sh2MAS Day 0
BEEXHANTFR—BFER®A “idtoken” BISTARIH.

INREEN EIWISEIEFRTHO (MA2EN VGA 1£518) iFEFElE ASAv, N Day 0 it EXXHH R EIE
console serial K&, FHEEEXBHTEPFERSRITHO.

NREBAZERRN T EE ASAv, NEERRER T EHIIZIT ASA BBEX4HM{E Day 0 e EXX . XAEMR T
FaR5 K 3%/ Day O B & T .

AR BNEATOIHEMBZ Linux, {B3F Windows thBRLIEISIRAIERF .

B
1. M Cisco.com T#EHEXH, HIGHARFRI AU :

http://www.cisco.com/go/asa-software

EE: FBE Cisco.com EREBMBRBEZER.

- R EERER TEER. B2MBRZERPeEACH. HhaEUTRH:

— asav-vi.ovf - &HF vCenter HE.

— asav-esxi.ovf - i&FF3IE vCenter &

— bootvmdk - BENFEMIE.

— disk0.vmdk - ASAv FEEMIR .

— day0.iso - 8% day0-config 3X##0 idtoken X (F[i£) HJ 1SO.
— asav-vi.mf - EATF vCenter ZRERE R,

— asav-esxi.mf - EATIE vCenter FERF LR M.

. fE® A “day0-config” BISTAICHHIMA ASAv B CLIELE. RM=MEOMZEOREMASHEMHBRE.

HE—ITR L ASA B AT, dayO-config MiZ2BME ASABLE . 4/ day0-config IREAXENIMER ASA 5%
ASAv EHl— 1 EITEERFEER5 . day0-config FRIITIRFREE, MS5IAER show run G5 HH FERIRIRF
5.

AR T A day0-config SLHHIRG]. E—NROIERBEHTIKALLUKMEOR ASAv KHH day0-config. 84
R B RERE T ILALAR MO A ASAv BHEY dayO-config. EATLUEF I day0-config SRERE # SR-IOV O
ASAV50; EZ% SR-10V #EOERS (5 24 71)

w1 - FFIRMALLKREOR ASAv day0-config:

ASA Version 9.9.1

!

console serial

interface management0/0

nameif management

security-level 100

ip address 192.168.1.1 255.255.255.0
no shutdown

|

interface gigabitethernet0/0
nameif inside

security-level 100

ip address 10.1.1.2 255.255.255.0
no shutdown

|

interface gigabitethernet0/1
nameif outside

security-level 0
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ip address 198.51.100.2 255.255.255.0

no shutdown

|

http server enable

http 192.168.1.0 255.255.255.0 management
crypto key generate rsa modulus 1024
username AdminUser password paSSwOrd

ssh 192.168.1.0 255.255.255.0 management
aaa authentication ssh console LOCAL
call-home

http-proxy 10.1.1.1 port 443

license smart

feature tier standard

throughput level 2G

7~ 2 - HHIKMLAKMEOR ASAv day0-config:

ASA Version 9.9.1

!

console serial

interface management 0/0
management-only

nameif management

security-level 0

ip address 192.168.0.230 255.255.255.0
|

interface TenGigabitEthernet0/0
nameif inside

security-level 100

ip address 10.10.10.10 255.255.255.0
ipv6 address 2001:10::1/64

|

interface TenGigabitEthernet0/1
nameif outside

security-level 0

ip address 10.10.20.10 255.255.255.0

ipv6 address 2001:20::1/64
|

route management 0.0.0.0 0.0.0.0 192.168.0.254

username cisco password ciscol23 privilege 15

|

aaa authentication ssh console LOCAL
ssh 0.0.0.0 0.0.0.0 management
ssh timeout 60

ssh version 2

|
http 0.0.0.0 0.0.0.0 management
|

logging enable

logging timestamp

logging buffer-size 99999
logging buffered debugging
logging trap debugging

|
dns domain-lookup management
DNS server-group DefaultDNS

name-server 64.102.6.247

!

license smart

feature tier standard
throughput level 10G

|

crypto key generate rsa modulus 2048
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£ VMware 2 ASAv

{$F VMware vSphere Web & Fi#3lZE ASAv

4. () BEMEERTEES LT ERITIES M-S THEIER PC.

5. (k) ATEXHES ID SREFEEBANER ID ShEi7A “idoken” BIXAI .
Py
&

SHCHE<BNE ASAV EMEIZREITAIRSR, FEFERSRSHMEE|S day0.iso XHHERINITEERS; FEHA
FR2. (F 1470

6. JEINFSTA ST IR 1SO SCHE R EHL CD-ROM:

stack@user-ubuntu:-/KvmAsa$ sudo genisoimage -r -o day0.iso dayO-config idtoken
I: input-charset not specified, using utf-8 (detected in locale settings)
Total translation table size: 0

pe)

Total rockridge attributes bytes: 252
Total directory bytes: 0

Path table size (byptes): 10

Max brk space used 0

176 extents written (0 MB)
stack@user-ubuntu:-/KvmAsa$

7. 7 Linux _E3tE day0.iso 8% SHA1 {&:

openssl dgst -shal day0.iso
SHAL (day0.iso)= ebbee36eleblal2bl09311c59e2flec9f731lecb66 day0.iso

8. EITEBREM asav-vi.mf HFFEIEFHRILEH, FHIF day0.iso SHAT BB AFEKAIE.
.mf 3ZF R

SHAL (asav-vi.ovf)= de0£f1878b8£f1260e379ef853db4e790c8e92£f2b2
SHAL (disk0.vmdk)= 898b26891cc68falc94ebd91532£fc4504a418b02
SHAL (boot.vmdk) = 6b0000ddebfc38ccc99%9ac2d4dd5dbfb8abfb3doc4
SHAL (day0.iso)= ebbeel36elebla2bl09311c59e2flec9f731ecbbb

9. 1§ day0.iso XHEFIBEGERELHRERDNNE. BRHRBERINNZT day0.iso X,
ENZEREREMELIR, RESHAHEMRE day0.iso AHIEE.

£ VMware vSphere Web & FiHEiE ASAv

AN B ER VMware vSphere Web & i 82 ASAv. Web Z i EZ vCenter. IREFREA vCenter, HS
i#1E A VMware vSphere Ji37% Rl Day 0 BLE R EBE ASAv (5 20 1) s(fEA OVF TEH Day 0 EL EkEBE ASAv
(2170 .

B ijja] vSphere Web & FimH R & PimE kGt (58 16 T
B {#f VMware vSphere Web & FimEiZE ASAv (8 17 T1)

i718) vSphere Web & PinH & &% PumsE lifs
AFBNBanfaifEal vSphere Web & Fif. ARENBINA R KR PinERIGE, ZIGHRIHE ASAv £5I 8L T,
Macintosh T35 Web ZFifThee (BIEHEH) . 155 VMware Mt Z 2R P IFEE

EFF

1. M52 B 5 VMware vSphere Web & P :
https://vCenter_server:port/vsphere-client/
BUAERT, mOKA 9443,

2. (NFR) REBFERIEN, LUEID ASA 2515
a. EERRERD, T TFEEPIREREHE T EET
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£ VMware Z32 ASAv

£ VMware vSphere Web & FifZBZ ASAv

User name: VMware vSphere Web Client

Password:

aT1290

b. XFMTEE, REEARKEFRERENT.
c. REMME, EFERET vSphere Web ZFifi.
3. MANAAPRMEE, RESEER, iE+ER Windows £15FHIIESAE (YR Windows) .

£ VMware vSphere Web & FiHEEZE ASAv

EIME ASAv, i5#EH VMware vSphere Web Z i (8¢ vSphere B /i) FIFMEIMLIER (OVF) BUtER . 7
vSphere Web ZFisd A “Z82 OVF 1R M5k IE ASAV HERERHE. ZE SIS ASAv OVF XX, SIEEET
ASAv RIEHINL, HRERHEE.

REHESSER VMware BIFRELSTR. AXEE OVF RIRMEZER, 1ESI@ VMware vSphere Web % Bk HLAEBf -

HEETE
TEERE ASAv Z BT, IBAMTE vSphere FEIEE L — WL (BTFEE) .
&R

1. M Cisco.com & ASAv 453, HIFHREE PC:
http://www.cisco.com/go/asa-software
EE: FE Cisco.com BREEMBMNRES AR,
2. 7£ vSphere Web B ik SMsEE MK+, & vCenter.
3. mirENMERH
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£ VMware 2 ASAv

{$F VMware vSphere Web & Fi#3lZE ASAv

4. HESHERE ASAV EIEHL. SRS EN, AEEEIBE OVF HiR.
RGI8 R EE OVF HiR[ES
5. BRESHREHETHRE.
6. AREMEREFD, WMERGFHZEMANESD ASAv 0.
MR RERBIRFRINFHF . MRRERBBHOML, ATLUFEEE “HERE" WEEPEXME. £HBEF, G

& ASAv L4, REIRBHIEIEE LLFOIRBIREXIEE. BE, ZRETSETR ASAv #0 ID ((NERMEKEH2E
ID) . BEBRTEMNMEEES ID #1 ASAv 0 ID BZES5|:

M &EBLES ID ASAv #0 ID

P 4GSR RS 1 Management0/0
PR 4BIERC 25 2 GigabitEthernet0/0
MLEIERCRS 3 GigabitEthernet0/1
MLEIEACER 4 GigabitEthernet0/2
MLZIERCRS 5 GigabitEthernet0/3
PHLBIERC RS 6 GigabitEthernet0/4
PLBIERLEE 7 GigabitEthernet0/5
ML%IERCRE 8 GigabitEthernet0/6
MLEIEACER 9 GigabitEthernet0/7
MLEIERCEE 10 GigabitEthernet0/8

BAEZEFERAE ASAv #0; B, vSphere Web ZERIRERAFAEAMNEMLE . M FENITEFERAWED, R
FETE ASAV BLE R FiZIEO. EIRE ASAv 7, BATLREIR] vSphere Web ZFimlA N “RHEIZE" IHEE MRS
SENIEO . AXIFMIESR, 1521H vSphere Web & FimBEHL #5380

EE: T HPEYHR/HA 82, GigabitEthernet 0/8 B Fifit B A& iaiE .

7. INRMEER HTTP RIERIF O EEEM, NwA%iZE Smart Call Home &2 XI5 il B & GEF AT ST At . A TR—AR
#AF Smart Call Home.

8. X TH#EYIHR/HA FE, BEBEENRIRFR T

- BEEMERE P it

LB EEON, SREMARME EEE—NER IP HUtF—NEH P b, Y3 G S HITEEETRE, HMNgE
SEREREH IP itk MAC Hblit, FHIFREERE. KA TERARSHEESSEESEM IP thikf MAC Hbit.
BHTMEZEEFASEZIM MAC 5 IP iiltFE Tk, MELMEEMNEHRFISLE ARP BT LakiBT.

- 7 HA EER B KI PR EHIE YIRS E

SR P HIM 1% &2 T B SRR TRE, UERESSREMETIRE. GigabitEthernet 0/8
BB E AHEEYIHRER . WMAR—M% LREREESIFEM P ik,

9. EMiZ[EF/E, vSphere Web EFIRIFALE VM; EAIUELBERXEHNREESEIEDEE “YiEL OVF HBE”
K7,
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£ VMware Z32 ASAv

X

| = [z] RecentTasks =l

| All | Running Failed
Initialize OWF deployment
P DE-Testing

)

79

.-D*JMJ =
SERE, B2ED “IHE OVF &= TRIRE.

_~ [2] Recent Tasks E{

| All | Running Failed
v Deploy OVF template
& -asavi

" |nitialize OVF deployment
B DE-Testing

My Tasks = More Tasks E
. M, e ..J =
L]

RIEE “BR” PREEREP L TSESR ASAV VM sEfil.
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£ VMware 2 ASAv

£/ VMware vSphere 37 % Fi%#0 Day 0 AL Bk ZBE ASAv

vmware® vSphere Web Client # &

< Home [+ K | O Sesssssasavd | Adtions =

Q, Search: Getting Started | Summary Monilor  Manage
(5 virtual Machines
z ) VWhat is a Virtual Machine?
Virtuzl Machinas ; T
= Avirtual machine is a software computer that,
2] asav? like a physical computer, runs an operating
= system and applications. An oparating
& asavl system installad on avifual machine s
Because everyvirtwal maching is an isolated
computing emironment, you can use vireal
machines as desktop or warkstation
emdironments, as lesting anvironmenis. or to
consolidate server applications.
In wCenter Sarver, virtlual machings run on
haosts ar clusters. The same host can run
many virtual machines

Basic Tasks

B Power Off the virtual machine
il Suspend the virtual machine
% Edit virtual machine settings

10. 70R ASAv VM [EKIETT, R EREIEM.

%15 ASAV B3, REZEIXS ASDM SizFl&EE. 4 ASAv BXREHIRT, IHEEUET OVF HREMNSH, HIFEM
AWINE] ASAV RGBS . ARKEHNERSITIE, EIEREIT. (RHYEXRIE ASAv i, A2HAVNEFHTIE.
BEEERER, BERTERISEIFRIE ASAv EFlG.

1. M THEETR/HA 88, ESERITELURMERRE. FHSRUTESE:

- RESEREZERNELERS].

- WASERETLHEEL IP HUHRE. BRTRATHRARERETREFLZEMRENSHS, A MEETH bootstrap
BCEME .

AR ZEBRHTAMANMARIEM ASAv, ASAv FEIFEIERKMN. BEZE, WHEENTHMESR, UKHEEM
iE] AR A AT IE

3728

£H VMware vSphere 37 & FixFl Day O L EREFE ASAv

EIE ASAv, 1EER VMware vSphere & Fin A HEIMLER (OVF) #EiR# (asav-vi.ovf i& T vCenter £,
asav-esxi.ovf i&EATIE vCenter E82) . 7£ vSphere ZRipr#EH “Z82 OVF #iR” mSkIE ASAv HIERRHER. 1%
ESAE T ASAv OVF 2, BIIEI5IEIT ASAv FIEINL, HRERHE.

REHEFLER VWMware IRESER. BX “EBE OVF BRI mMIHESER, EE@ VMware vSphere & FPimBktL A58

HEEIE
B 7EZRE ASAv ZHI, BABTE vSphere FEREEEL—AMLE (BFEE) .
B REBHEELE ASAv BEH A VMware 813 Day 0 BR Bt (8 13 T1) RIS EHE Day 0 B2 E.
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{# A VMware & ASAv

5/ OVF TE#1 Day 0 EL EkERZE ASAv

1. Bzh VMware vSphere & i, AEHRRIEEH > B3E OVF 4R
HEEHF I “5RE OVF #24R” |5,
2. AT E A asav-viovf XHREREINTERR, REEEIZH.
3. IAPEER “OVF BIRIEAER” H. SERITUTENES. REEZFERM Day 0 BLExx#, WALEHAARE.
4. BE—NRESERBERBENHE. SEERDEEUN.
5. B ASAv, #TF VMware 12518, REFFHFEREE.

6. j@id SSH E#£2| ASAv HTHFIRHEE. 4R Day 0 EEX P AEBAEFENABEE, HITH VMware =563
TRLEREE .

ASAv AR EIEFIEBIT.

£ OVF A% Day 0 fic &>k ZBE ASAv

EETE

B/ OVF TEZBE ASAv FIEEE day0.iso . ERTLAEABVARIZ day0.iso X (EFECHhizdt) , trAIERE
B ENX Day 0 Bt EX . E6)# Day 0 EEESCFF, BEAMRESE ASAv I HFFH I VMware 8 Day 0 BLEXH
(B 1371) &

fatk OVF TEB %% Linux 5 Windows PC L, FHBEEZIERBEFR ESXi 5 vCenter fR5535.

B HTEARAFRAMEERE, EIREEM SR-I0V 10 Gbps O/ ASAV50 B, FEEER OVF TH; HSAARELME
RELA (5 27 70

1. WiEREBE X% OVF TH:
linuxprompt# which ovftool

2. FAMENSMEEMEE— .cmd X
w5l

linuxprompt# cat launch.cmd

ovftool \

--name="asav-941-demo" \

--powerOn \

--deploymentOption=ASAv30 \

--diskMode=thin \

--datastore=datastorel \

--acceptAllEulas \
--net:Management0-0="Portgroup_Mgmt" \
--net:GigabitEthernet0-1="Portgroup_Inside" \
--net:GigabitEthernet0-0="Portgroup_Outside" \
--prop:HARole=Standalone \

asav-esxi.ovf \

vi://root@1l0.1.2.3/

3. }1T1Z cmd X4

linuxprompt# ./launch.cmd

ASAv Bri; EFEZRE.
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£ VMware 2 ASAv

ifila] ASAv =41 &

. @it SSH %% ASAv STRFFEMERE. MREFEFSEE, 5ITHF VMware 18518, #HA ASAv, HNAVENEE.
ASAv BEEEEEBIT.

i18] ASAv 125 &

T ASDM, FERLIFER TAIREFREREM CLI #HITHEEHR. BIANFERT, ERLUAREIAE VMware vSphere 15§ &, tHA]
DR EMZBITIEGE, EREAEFNIR, SEEHRE.

B {#f VMware vSphere 15414 (% 22 T1)
B EEMEZHRITIEREmAO (B 23 170)

£ VMware vSphere =41 &

SHFHIAEC B s EFEHRR, MiEid VMware vSphere Web 2 FimiZ it B E RS & 1518 CLI. BT LIFEE )9 Telnet 8¢ SSH B
& CLI m#2ifial.

BT

51T vSphere Web B/ i, REELMERIEM, WHHEIN ASA I AR LT,

TR

1. 7€ VMware vSphere Web B/ i, AEEHE “HE” i) ASA S, REEBTTHEHE. %E, EINSHHEE
IR RS EHEHIE .

2. pEEHE, AR Enter . JXE: 12 Ctrl + Alt ATRLAR.
R ASAv ERD, BLBEIRHES.

Y ASAv B REENET, $IEEUEE OVF XHHRMEHSH, HIENRME| ASAv RGEES. ARRKEHNERSISHE
2, HIEERET. (XHEXBE ASAv B, ALHINERFNIEE.

I ?’f””*lf’r_hEZﬁu, ERLEIRFIZ 100 kbps, LUEERUBITHILEZENR . FERKFTIESRESET. &
REWAIEZH], BERBIUTHBEREN S LESHN:

Warning: ASAv platform license state is Unlicensed.
Install ASAv platform license for full functionality.

EERBIUTRRA:

ciscoasa>

R RAGELT AP EXEC 2. FP EXEC R {NEEFXMELAHS
3. iAla]454X EXEC R :

ciscoasa> enable

R ERATRR:

Password:

4. ¥z Enter $2424%. BUABARAT, HAT. MRLENEEELEAZEL, EMNZBEMA L Enter #.
RRAENA:
ciscoasat#

45 EXEC R H, FABIEEEGSHTA. T MEFR EXEC IRRFENEEERR .
ER B ER, &M disable. exit 5 quit 4
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F+2k vCPU s Bt EVFATIE

5. a2/ ERRN
ciscoasa# configure terminal
RAEERAUTER:
ciscoasa(config) #

BN E R ERNFIRELE ASAVv. ERE£BEEER, BHMA exit. quit 2 end ©%.

Fic & W4E R TIEH B im O
RIS EAFRITHI GRS, T SL AR E 4 175 OIS AR R BT O 38 (VSPO) BHTITHI AT, BXEHIT A
HOEAER, IS VMware vSphere IS, 7 ASAV £, B TSISHIAEL % RB| RITHOMFSEATHE. KHN
RIS AT I

=
1. £ VMware vSphere FELEMLE E1TiHO. 1HE# VMware vSphere 314.
2. 7£ ASAv E#9 disk0 RIIRE R TEIE—1BA “use_ttyS0” I M. EXHAFEGEANE; ERFEUTNEEE:
disk0:/use_ttyS0O
— 7£ ASDM w1, AILUER TR > XHEBEIEIE L2 BRI IR M
— £ vSphere #FHIEH, BRAILEXHRGHHIAXH (EAXH) EFAFHER. Hlan:

ciscoasa(config)# cd coredumpinfo
ciscoasa(config)# copy coredump.cfg diskO:/use_ttyS0

3. EffiNE ASAv.

— 7£ ASDM H{fREIFTR > RGEFHME -
— 1£ vSphere {=HEI&H, #HIA reload.
ASAv {21 &% %] vSphere 1£Hl&, MRXER|HITIEHE.
4. Telnet B|ETERM B TuROBTHEER vSphere E# IP it fix S, X Telnet Z| vSPC IP #ulitFask .

RS E. A Y A
H% vCPU s FHIL = 1F AT IE
ASAv £ BT EIFANE, TLEMEAIER vCPU $E.
WMRERE (SE>) ASAv # VCPU B, ATLIEEHIFANE, RAFFTIE, 7 VMware FREX VM B M LECH{E.

AR 2B vCPU HE W IILES ASAv FEHL CPU IFRIES AL E1FAIIE. RAM usZist st vCPU BB HITIEMIFE. AR
S PERET, ESW RIS RRIEH BN EEIFFTIERM vCPU. INRFERFEAE, ASAv TEEETIE,

=

1. BIEHTFALE.

2. NFFFRE. T EBETIRY, BENFTIENARIA MR E.
3. BUTUT#REZ2—, BFEURTREEAMIETIR:

- BEFEYI% - 7 vSphere Web BRifish, XM &HASAv. Biltn, S ASAv, RESHXHAEMI, HaRaS
ASAv, REEZFXHHERIERSE.

—  FHBEYIHR - 7E vSphere Web Z i, %0 ASAv. flan, & ASAv, RESTHEHAEMN, HEaEST
ASAv, REEEXHHERIERS.
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SR-I0V #OFE

4. mE ASAV, RERTHRBEMIGE (SELAESTE ASAY, REEFHRBRE) .

R B mEREXEIE.
5. IFZAERT ASAv EBERMHFT (8 5 1) F#) CPU/REZERLAAEHR vCPU FAERIIEME.
6. EEMBEHETFLE, WTHIIFRHHA CPU EZFHME,

& -asavd - Edit Settings Z

Virtual Hardware | VM Options | SDRS Rules | wApp Oplions

-@or 0
Cores per Socket 1 ~ | Sockets: 3

CPUID Mask

CFU Hot Plug [ Enable CPU Hot Add
Resenvation 1000 3 MHz v
Limit 15000 3 Mz |
Shares Flo'11al M

[FIL‘DEE the MXXD flag to guest vJ Advanced

371284

7. ¥TA%E, WA RAM B#ifE.
8. REHRE.
9. ¥TFF ASAv HIEBIR. flan, ~EERIELHL.
10. Xt F B :
a. TFESREHIEH QB TNERNRE LK ASDM.
b. #RRETHEIE, HEREERARE:
- ASDM: flORiEIZMefE > R > MEDHR > K&, REHRRER.
- CLI: ciscoasa# failover active
c. WENREEELE 3 F 9,

HXER
B EMAT ASAv ERERHIFA (5 5 TD

SR-IOV #AA#C
SR-IOV #£IFZ N VM HEZEHHE— PCle MLEEHEES. SR-IOV EX T T5IIIEE:
m  WEEINAE (PF) - PF JEFT PCle ThkE, 4145 SR-IOV ThéE. XELTHAEZEEH MRS % L R MM NIC,
= RIS (VF) - VF RABTHIREMIEE PCle ThE. VFIRAT PF, FEN PF #HTERE.

VF EEIMLIRMERZIERT, S 10 Gbps AR EHE ASAV B . KRB BETE VMware 318 TEE VF. ASAv
#1 SR-I0V #ZFOEAC (8 8 1) HMHMBT ASAv Ext SR-IOV BIIHER.
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SR-10V #0OERL

SR-I0V #OERCE S /=N

VMware vSphere 5.1 X E S ANEEEFEOCEMIFE T SR-IOV. B SR-IOV K, vSphere HIFKLThEETEIES
T1E.

FRTEMT ASAv #1 SR-IOV BIRFZER (5 4 T1) 25, BERIZEE VMware XHEFRRIZHFER SR-IOV B9ECE, T
BEXER. I NIC, ThEEFAM K VMware #1 SR-I0OV AR ZER S HIFAER.

AT B VMware 4t LIEEC SR-IOV #HOMWEMRBEMEELSRE. ANFNESETHESREMETHREVE, Xk

’ZFERARRE VMware ESXi 6.0 1 vSphere Web Z s, E# UCS C RFIRSEEE R Intel LLIKMBRSSEFEBLEF X520 -
DA2.

& ESXi F4#1 BIOS

ZE7E VMware EEEH SR-I0V #ZOK) ASAv, FEXZHFMBHERL . VMware 12 T JLMIGIEEIML NG L, 8FE
1E4 SR-IOV T FRAMIERE UKL T CPU IRAISEAERF GENEMTATERERZARS) .

Foh, EFLUBE B RE ESXi EHRIAERTE BIOS FE M T EMIL.
=
1. FEATIAEZ—5FE ESXi Shell.
- MREFUEZARIEN, FR Al+F2 T BB A NE R HE.
- MREBEATIEEZEEN, BFER SSH tEtmiZEH &8 EEAEEN LBHISE.
2. MANENIRFIH AP BFEE,
3. BITAT @<
esxcfg-info|grep "\----\HV Support"
HV Support &4 #9% t # 7~ AT AR RS2 R 268, BXATREERIBIT
0 - VT/AMD-V RRIZZFX T IHBEHARATA.
1 - VT/AMD-V 3&7r VT 5 AMD-V "J&E0JF, BIULEHRZEFE.
2 - VT/AMD-V %% VT 8 AMD-V ], {EBRI# BIOS KR EA.
3 - VT/AMD-V %7k VT 8 AMD-V 7 BIOS #E /2, HAALUER.

f5%m
~ # esxcfg—info|grep "\----\HV Support"
| ===-HV SUPDPOTE. ..ttt 3
B 3 RTEXHAESBERERL.
JE4R{E

HEENYIRERE LEA SR-I0V.

EENPIBEA S LEE A SR-I0V

R ERWERERERITNAE 2 B, 1E(EM vSphere Web EFum/a A SR-I0V, HigEEH EHEMINEERE.

EETE
B EHRERERE SR-I0V MIMLEED K (NIC); iES(8 SR-IOV X##I NIC (¥ 571 .

25


https://pubs.vmware.com/vsphere-60/index.jsp#com.vmware.vsphere.networking.doc/GUID-E8E8D7B2-FE67-4B4F-921F-C3D6D7223869.html
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£ VMware 2 ASAv

SR-I0V #OFE

EF
1. 7£ vSphere Web E i, SMEIZEEZA SR-I0V # ESXi EH#l.
2. EEEEMFE, REMEHERYIEERS.
ERILAEE SR-I0V B, T REER R XHF SR-10V.
3. EEFYRRER R, RESTHREBELRTE.
4. 7£ SR-IOV T, WRETHREPIEFERR.
5. EIEBITNRERESIAES, BAEAZEEFELENEDINGESE.

R 3T ASAVS0, HEATZWENENLGIEMRN VF HEFERT 1 1. MRSZMNEMREZYIERED, ATEs
HIL BE TR

6. SHHAE.
7. =3 ESXi £#1.
EMThEEE R PIBIERC R A NIC i O BT RENRS. ENEREEVIEEIETFH “PCIIEE" FIRFP.

JEEERE
BIE—MRAE vSwitch SREIE SR-I0V THEEFECE -

Il vSphere 3Z#E#l
B — vSphere 3ZHARETE SR-IOV 0.
BF
1. 7€ vSphere Web ZFims, SfiiZE ESXi £#l.
2. EEET, RENE, AEEZEMZHR.
3. mERMENREER SR, BHHEMS (+) MR GBI ELR.
4. EEFAREZ RN ELWUR DA ERLR, AERET—H.
5. IRFREAREZERN, RESTHT—H.
6. PR MK IE A AR RN B F AV AR AR 3L
a. ENMMERET, REREMS (+) LURNEES.
b. MK SR-IOV EFERAIMEIED . B4 Intel(R) 82599 7 IRk (ML EE.
c. WEPEYHRIAFFA Thske s, RFENEE.
d. REHE.
7. 1% SR-IOV vSwitch MIA—"MIEIRE, RERET—H.
8. MEESEMIA LEEEMNILE, RERETR.
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SR-IOV #OFE

1 BiERE SR-I0V #OKE vSwitch

Getting Started Summary Mondtor | Manage = Relaled Objects
Semngs [ Networking | Siorage | Alarm Definitions | Tags | Permissions

4 Virthied| swilchas

KR . . s~ xo0

Viikermel adaplers

Pinsical adaplers £ vSwitho
TCPAP configur ation t-p yowilch1
Adwranced
Sandand swiich: vSwilch1 (no em sekecked)
c
.Q 1558-5RION o | | [+ Phsical Adapters [
WLAM 1D - = vmnich 10000 Full i ]

* Yirtual Machines (1)

R
B EHREUNHRERA.

FREMUNBIFRE R

FRARAREN AT EMNEENRES, ENSEN ETROYBERAHEXE. ASAv ERWERAHRAFRILE] 10 KRE
SR XA BN SR-IOV EBINRERTE R ASAv. LUTRIEREFFIIZLENE ASAv F2 2 & #f SR B EURE bR A o

BREUNEGHRAFFREMENER, 15218 vSphere EHNER .
e
1. M vSphere Web & Fim% 72| vCenter fR 5583
2. HEIEIZH ASAV FEHIHL
a. EFHIEPO. R £ BREREN, RARESEHEXNRIETR.
b. mREEMH, FHMFIFRDIEE ASAV EHHL.
3. XKHIFTIERIERLIMIL
4. BREEEIZ ASAv, FHKRRIEERME > FiE vCenter B4E > AN > AR VM FRE M.
5. RERUAFR.
6. AES5Z FEMEMN LS ESXi 5.5 RESRAFILT.
7. (A[%) EF “REEBHERRIERGEXARHALR” .
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125 ESXi BL BV RE

Frif NS A R AR R BN EFMARNFENRE, HEENVEREETF 8 B AR .

REBAE
#id SR-IOV Ei@MHEEEC R 1§1Z ASAv SEEMIINREREX -

1% SR-

IOV NIC 4ric4s ASAv

AT HR ASAv ERILFIIE NIC AT LA BHRE, B4 00% ASAY 5—/N s %N FA{E SR-IOV BB M4 EEL 2R A ERIThaEME X

Bo
2R
1.

2.

AT {ET2FE i BRAN{AIE A8 vSphere Web X Fii% SR-10V NIC 2EE44 ASAv EHLIHL.

M vSphere Web & Fif &R Z| vCenter fR558 -

HEIZIE M ASAV EHIH.

a. EFHIEPO. k. B BRRREN, RESEEIMRIETR.
b. mEEBH, HMFIRPIEEF ASAV EHHL.

- EENWBERERF L, AONEFEE > VM B .
. AR, AEEREMBEHEDF.
- MR E TR S, EEME, RESEHM.

RGBSR E.

. RIFFEMEEIS, FHEEATAK SRIOV £,

- NBECRAB TR A HIESE SR-I0V Eif.

- NYIEThEE THSE R P, RESEHEBEMVISE I EX MRS .
. BRBEINL IR

EREMIEIRG, ESXi EHNYIRBEECS FEZFE— T AREMINGE, FHIREMRSIE SR-IOV E@ERR. THHF
K ENLE R R AR BRI RERI T BB It

H = H L=t \H- &6
== ESXi Bc E R BE
TR ESXi 414 CPU FRBIRE, WLUSE ESXi FRIEhay ASAv MAL. Bit B XEGATR, ATRUSHIERA CPU £

Ml (FiB%i2, WREBABLRE) EERNAHAN. EALDIEE, BETLUEENERN S ERIEE XKEHRIL
g,

BAXFMEER, FEHEUT VMware X5,

{vSphere BREIE) M EH CPU FF—E.
VMware vSphere BJ4RE R AESEE .
vSphere & FPimBAHLES B

28


https://pubs.vmware.com/vsphere-60/topic/com.vmware.ICbase/PDF/vsphere-esxi-vcenter-server-60-resource-management-guide.pdf
http://www.vmware.com/pdf/Perf_Best_Practices_vSphere5.0.pdf
https://pubs.vmware.com/vsphere-50/index.jsp?topic=%2Fcom.vmware.vsphere.vm_admin.doc_50%2FGUID-3D5F6146-5F9C-46BC-B1D3-DCA856E98137.html

e
CISCO.

(Ed

&R LA FA B F AR E L (KVM) 332 ASAv.
(T KVM ) ASAv #Z (5 29 T1)
ASAv 1 KVM B95ER &4 (88 30 11D

% Day 0 L& 30 (58 30 70D
EEEMMS XML 3t (88 32 70)

B3 ASAv (5 33 T1)

PIERIEOER (58 34 71

SR-I0V #OEEE (58 35 77)

=S KVM ELEfiERE (55 39 T0)

XFER KVM By ASAv ZE

KVM &RE ASAV

1 (8 29571) E7RfEM ASAv #1 KVM BIREHRINRA. AEFHARIZFHETIHRINEG. BRFHNEFEFIURTSE
HIZESK. ASAv R{ERERFISMNERMLE Z BIEIBA AR . F5h, WRBIFEERE T — N AIRREIEM L.

1 {£/A KVM #J ASAv ZRE R4

10.1.1.2 198.51.100.2
go/0 g0/1
192.168.1.2
e T mO0/0 e
Linux Linux Linux
AEIHE WEER INEBIEE

192.168.1.3

eth0
IX—XJ%W‘E.‘@
-

eth0

| 1
| 1
Lo ]
- Lo KVM
S :”7 ”””””””””
' (I Linux
virbri virbr3
192.168.1.10 198.51.100.10
eth0
Linux FE#1 10.15.2.30
BRAZAT  www.cisco.com
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ASAv F1 KVM BY5e R &4

ASAv F1 KVM Y5 R &4

® )\ Cisco.com T&; ASAv qcow?2 XHFHIGEH M Linux E#H L
http://www.cisco.com/go/asa-software

AE: HE Cisco.com BREEMEMNREERE.
B ASEATETHBERAME, BRIMBEEER Ubuntu 14.04 LTS, FATHIBEE R Ubuntu 14.04 LTS E#HlZ k-
- gemu-kvm
— libvirt-bin
— bridge-utils
— virt-manager
— virtinst
— virsh tools
— genisoimage

B MESFNRARENZW. BdFEEN, BETURAK KYM L ASA BitE. AXERTNEARNES, H5H
(&% Linux 1 Intel 1989 EHLILF BB B INEE B BHR B ALIRMHRE) -

B Ubuntu 14.04 HERMKEHEBIEUTAE:

— macvtap - SE#E Linux [ ; ERTLUER macvtap, TMAE Linux B, 5, SUAEEFERELEFER
macvtap, TA=Z Linux R#.

- ERAKRTIE - ATFEMAEFEREAX ), 7 Ubuntu 14.04 HEGAFE.

- ZHEB%E - AT¥EA vCPU BB — .

— txqueuelength - BT I4ERIA txqueuelength M%) 4000 MIEGH RO EGRE,

- EZE - AT gemu # vhost #IEEEE4FE CPU Nix; AFRLEFRAT, BEIEEZRSEEE.

BEMET RHEL IS 2HI15 8, 1555 (Red Hat Enterprise Linux6 REEILIAEEMMALIEE) -
B FX KM BRFEK, ESNER ASA REMER .

& Day 0 L& XXt

EREN ASAV ZHI, EAILUER Day 0 BLE . 28 E15%E ASAV BEIFTR A ASAV EEEMSXAH. AIIRES
EXRBNGEFNTIEE RSP R A “day0-config” BIXANH, HENERBEIRTREMIEH day0.iso 3. Day 0
EXHSHRELCOSEHEEEEAOUREERTAASMHEIELN SSH RESEMNGS, BEETTESTEM ASAEE.

day0.iso 3 (BEX day0.iso HERIA day0.iso) WIAEE REEITIEhATA:
B EEYHEBESIEPENTER ASAV RIFTEE, HEABNERERGEEEE THNEEIFT S (D) $HEMANS Day 0
REXHLTFRE—BEFERZ A “idtoken” BISTAIH .

B NREENERWISGTIERMSRTIHO (MAZ2EN VGA 15514) HEIFEE ASAv, M| Day 0 B2 & X+ M EHE
console serial &, FREEERBENSEFFERSBITHO.

B NREAEREXTEZ ASAv, NHAEEREXTIEEMAIEIT ASA BELEXXHHM{E Day 0 e BExc . XAER T
FaBA A &R Day O BL & 0.

AR BNEARGHEARNRZ Linux, {B3F Windows LB XN ARER .
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/A KVM I[E ASAv

#E%& Day 0 FEL &0+

1. fE& 7 “day0-config” BISTAZHFIAN ASAv B CLI EEE . ARM=MEORMZEOREMMENEMEGES.

E—1TRL ASA BRAFFk. dayO-config RIiZ2H3HI ASABLE . 4R day0-config BIRAEA T EMNIIER ASA 5 ASAv
EHI—NEITEENRESS. day0-config HRVTIRFREE, K5I AER show run H4HEhERNIRFHET.

=l

ASA Version 9.9.2
!
console serial
interface management0/0
nameif management
security-level 100
ip address 192.168.1.2 255.255.255.0
no shutdown
interface gigabitethernet0/0
nameif inside
security-level 100
ip address 10.1.1.2 255.255.255.0
no shutdown
interface gigabitethernet0/1
nameif outside
security-level 0
ip address 198.51.100.2 255.255.255.0
no shutdown
http server enable
http 192.168.1.0 255.255.255.0 management
crypto key generate rsa modulus 1024
username AdminUser password paSSwOrd
ssh 192.168.1.0 255.255.255.0 management
aaa authentication ssh console LOCAL

2. (AR) BEMEEREEEFZLAHNEEITFAHES B SRS THEIERITE.
3. (W) WTEXHES ID SHEFBEBANXES ID ShHEREA “idtoken” HIXA .
4. (FiE) BHEENIR ASAv BE LR HITENIFA, EMWIR day0-config XHHEEUTES:
E1EED IP Hbdik
(FIiE) ZERTEREFATR HTTP K22
BATFRERE HTTP K1 (IRIEE) =X tools.cisco.com BIEIEH route 4
1% tools.cisco.com ###T A IP it DNS PRS2
B EMBIEIERA) ASAV 1FRIER B G2 1F AT L B
(AJ3%) EMETF ASAv 7£ CSSM it T RIME—EH &
5. BT SCA SRR ISO X4 BERL CD-ROM:

stack@user-ubuntu:-/KvmAsa$ sudo genisoimage -r -o day0.iso day0O-config idtoken
I: input-charset not specified, using utf-8 (detected in locale settings)

Total translation table size: 0

Total rockridge attributes bytes: 252

Total directory bytes: 0

Path table size (byptes): 10

Max brk space used 0

176 extents written (0 MB)

stack@user-ubuntu:-/KvmAsa$

S0 BEE T ARSSERIEM ASAv.
6. EEHLR 13 5, ERAARN P MU AEIENE N ASAv Sl BMABGARE .

p=]
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HEZ R XML 324

HER R XML 32

HEERE ASAv IHEZEIET KVM 41, RS HIEE R
FE: IEFTASESMSS KVM £ 2 SN ERERE TR .
£ KVM EH_EAEZERIMF XML 3. TS Day 0 BLESXH (5 30 1) FHiRBIERE RN R

R
, &%

ZUT=1E

AR ST : virbr1.xml, virbr2.xml # virbr3.xml (IEAGERX =132 ; Flan, FRIFER virbro, EAEELZE
) . BIXHEAREEMMTFRENESR. B EMTFRAERIRFME—R MAC b, 24t IP it 2%,

&R
1. Q=N ERIRLE AT XML 3

virbr1.xml:

<network>
<name>virbrl</name>

<bridge name='virbrl' stp='on' delay='0' />

<mac address='52:54:00:05:6e:00" />

<ip address='192.168.1.10' netmask='255.255.255.0" />
</network>
virbr2.xml:
<network>

<name>virbr2</name>

<bridge name='virbr2' stp='on' delay='0' />

<mac address='52:54:00:05:6e:01" />

<ip address='10.1.1.10"' netmask='255.255.255.0"' />
</network>
virbr3.xml:
<network>

<name>virbr3</name>

<bridge name='virbr3' stp='on' delay='0' />

<mac address='52:54:00:05:6e:02"' />

<ip address='198.51.100.10' netmask='255.255.255.0" />

</network>
. QIBEESUTARNMA (ERGIH, HITGHA®ZA virt_network_setup.sh) :

virsh net-create virbrl.xml
virsh net-create virbr2.xml
virsh net-create virbr3.xml

3. EITILAIARLUS EEMMLE . LA E REMMLE . RE KVM £HE1T, MEMSRFET.

stack@user-ubuntu:-/KvmAsa$ virt_network setup.sh

EE: REIHME Linux A, WABEIHEIT virt_network_setup.sh Bz, ttEIAE TN ESHAEEELIEIT.
4. BIEENME R T EMIE:

stack@user-ubuntu:-/KvmAsa$ brectl show

bridge name bridge id STP enabled Interfaces

virbr0 8000.0000000000000 ves

virbrl 8000.5254000056eed ves virbl-nic

virbr2 8000.5254000056eee yes virb2-nic

virbr3 8000.5254000056eec ves virb3-nic

stack@user-ubuntu:-/KvmAsas$
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B3I ASAv

5. BRAECL virbrl RIFFEY IP k. XREE XML X SECHY IP ik,

stack@user-ubuntu:-/KvmAsa$ ip address show virbrl
S: virbrl: <NO-CARRIER, BROADCAST,MULTICAST,UP> mtu 1500 gdisc noqueue state DOWN
link/ether 52:54:00:05:6e:00 brd ff:ff:ff:ff:ff:£ff
inet 192.168.1.10/24 brd 192.168.1.255 scope global virbrl
valid_1lft forever preferred 1lft forever

Bz ASAv
fERAET virt-install FIEREBIAZE) ASAv.
=F
1. Q& A “virt_install_asav.sh” B virt-install Bz,

ASAv VM BB FRTELL KVM 8 EBIER B EtERIHL (VM) habZME—RI. ASAV RS AU 10 N, thRflE
AZ41M%E. MEMFBaNIRFIEEEE. F—MFIEAKRER ASAv EIEIEZD (Management 0/0), FE=ANFIHEY
= ASAv By GigabitEthernet 0/0, SE=AFIHEIE ASAv B GigabitEthernet 0/1, LALLM, BEZ
GigabitEthernet0/8. &L NIC w42 Virtio.

EE: watchdog BEEE KVM iF BRI EMEGHMMIEE. IR ASAv BEIREME S, MTIEET ML =R
B KVM if%.

EE: TASAN KM BB HEIZEOREUTE—EEER: writethrough. writeback. none. directsync 3 unsafe.
LEHIBEIZREERT, cache=writethrough BEITFRER KVM IFEITEN LT EHE. B2, BT
cache=writethrough B# 110 BN REET cache=none, FrLLiZER SN ERE.

virt-install \
--connect=gemu:///system \
--network network=default,model=virtio \
--network network=default,model=virtio \
--network network=default,model=virtio \
--name=asav \
--cpu host \
--arch=x86_64 \
--machine=pc-1.0 \
--vcpus=1 \
--ram=2048 \
--os-type=1linux \
--os-variant=generic26 \
--virt-type=kvm \
—-—import \
--watchdog 16300esb,action=reset
--disk path=/home/kvmperf/Images/asav.qgcow2, format=gcow2,device=disk,bus=virtio,
cache=writethrough
--disk path=/home/kvmperf/asav_day0.iso, format=iso,device=cdrom \
--console pty, target_type=virtio \
--serial tcp,host=127.0.0.1:4554,mode=bind, protocol=telnet

2. iE1T virt_install BZ<
stack@user-ubuntu:-/KvmAsa$ ./virt_install asav.sh

Starting install...
Creating domain...

RGBETRED, HRER VM HIHE. ETUEE VM EERS. VM BELSWHMRTEE. VM EIEEEE, &7
BUNEHIEREL S CLI B4,
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AIEREOEE

PdlfrEz O VR

RIS A MAMRERED, MEAFEFILHEHEE ASAv. FEHFHFEDRME ASAv EERIWLET, ASAv RMiZaeT i MEi%
#O, FAREBERAENZED. F, SEEIREREERNGARMRIAMNERON, ASAv NHilBkiZEOHABRRSEBAX

BAOETAR.
PahikiE QAR e S RN
RO 55T

B SERM— I REREOR, BERORSEFTIHINRE—MEOMNSBSME 1.
B YHERBR—NREREOR, SFE—MEORSHRO, RIEEMROZRORKRE—TMED.
B YHEE-MEORSHRON, T—MNAMERREEAZRDEMMZRO .

EEYIH
B EEEIRIEO BERIE YIRS RET, AR E AEPEYI#R ASAY ST & 1% % D IBEIZHER .
- EBHEE—IREREZERNBELWISSIEF TR EA ASAv, REE—MRERIZERNBEDN SRR NS
A ASAv.
- XA ASAv RECEFAMBSPEI#IZED; ZEEERRLSESEHEE.
- EEEE-BABETR.

B ERIPREPETIHREER, HHATLATERME:
- ESMERER ASAv FEIETETIRECE
- i&g?ﬁlm}!ﬁﬁﬁf?mﬂ’ﬂiﬁﬁ ASAv FilipREEY IO, AEIZEVAEIWLISIEIERF AR A ASAv FriliBRiE R R
=M.
PR
B ABREEOEERRT Virtio E# NIC.
THRHUSAEOKER 10, MRESHFMET 10 MEO, NSBEIERER.
BRI EITFIEOF (media_ethernet/port/id/10).
B AREERIEOEBCEER[FEHA ACPl. 1EAEFE virt-install BRI --noacpi #ric.
BRI LAER virsh S 1TRMAIMER KVM BB ISIEIEF F a0
EF

1. $TH virsh 41TE1E:

[root@asav-kvmterm ~]# virsh
Welcome to virsh, the virtualization interactive terminal.

Type: ‘help’ for help with commands
‘quit’ to quit

2. {#£/ attach-interface @4 M—MED:
virsh # attach-interface domain type source model mac live
il

virsh # attach-interface --domain asav-network --type bridge --source br_hpi --model virtio --mac
52:55:04:4b:59:2f --1live
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SR-10V #0OERL

Domain RILMERE AR BIRKTTER UUID. type EHATLLE “network” (RMIFEMLKIRHE) K “bridge”
(RRERINGERIMR) . source BHFRREREZLEE. model BHFRRERL NIC 2B, mac BHIEEMLEREOM
MAC #titit. live ¥R~ < H M IEAZITHYIE.

AR FER ASAv EREROEERAEEHBRZZED, UEERMZECREE; BXFARES, HERATH ASA &7
S S

3. {£ A detach-interface &Mk — O
virsh # detach-interface domain type mac live
ENCLE

virsh # detach-interface --domain asav-network --type bridge --mac 52:55:04:4b:59:2f --live

SR-I0OV O ERL
SR-IOV 4% VM $ZEALAHIE— PCle FILHERLE. SR-IOV EX T FFIRE:
m  WEEINAE (PF) - PF JEFT PCle ThEE, 4145 SR-IOV Thék, XELTHAEEH MRS 3 L 2R HE A NIC,
= IS (VF) - VF 2EMTHIBEMIEE PCle ThE. VFIRAT PF, i PF #HTER.

VF EEMEBRIERFZIESRT, e 10 Gbps HIEREEE ASAv Bl ABNEBUTE KVM FFETEE VF. ASAv #
SR-I0V #ZOEAC (5 8 T1) HNLET ASAv 3T SR-IOV X IFHEE.

SR-IOV EOERE s S =N

MREH—AZFF SR-I0V KIHIE NIC, RILLUESHF SR-IOV ) VF S EHL NIC (NIC) ZE3%E] ASAv Stfil. b4k, SR-IOV i&
FEXHF BIOS RN EETHHREREIOIREDNLISEIERF. TEIIL T3 KVM IMEHEITH ASAv HifT SR-I0V #
CBEC A —AkE SR M -

B AEIHRSEBHEEA G SR-IOV Y NIC; iF£i% SR-I0V X#EHH NIC (255 7) .
B EEEATHRSEER BIOS dEAEMK. AXiFAESR, BSRHNEIE,
B BEEATHRSEMN BIOS 1E A IOMMU 3t SR-IOV 2B % i. AXifMES, 55 AHMNEIH.

&% KVM E#1 BIOS iR {ER %
KHNAE KVM RZEFE SR-IOV EOMEMRENRESE. AP PNEEETHETREMERIEE0IE, X
EEAMEER UCS C RIIBRS SR HH Ubuntu 14.04 (B2 Intel BIAMARS BRI X520 - DA2) .
BETIE
B ERIRE RLERE SR-IOV BFMZEOFE (NIC).
B RIREBMA Intel ERMELFA (VT-x) F1 VT-d ThEg,

AR BUERSGHERRAZAXET R, BITENEESHNEEEIEZEE, BATRMNARSFERARRNGEFRS
[B]FNE X BIOS & E.

B RRERERGLRESIEGELRERA Linux KVM &, E. BPTEMSERIERF; 1525 ASAv #1 KVM HI5%R &M
(B30m) .

B REMIBEEOLT “FRB” IR7ES. F/ ifconfig <ethname> i#1THiIA

35


http://www.cisco.com/c/en/us/td/docs/security/asa/roadmap/asaroadmap.html
http://www.cisco.com/c/en/us/td/docs/security/asa/roadmap/asaroadmap.html

/A KVM I[E ASAv

SR-I0V #OFE

. fER “R” BPRKANBZEERERS.
. I&F Intel VT-d 2EFE2EH.

f54n :

kvmuser@kvm-host:/$ dmesg | grep -e DMAR -e IOMMU
[ 0.000000] ACPI: DMAR 0x000000006F9A24C68 000140 (v0l Cisco0 CiscoUCS 00000001 INTL 20091013)
[ 0.000000] DMAR: IOMMU enabled

RE—1THRR VI-d EBA.

. 1Bit4% intel_iommu=on S MR /etc/default/grub Bt B 34 GRUB_CMDLINE_LINUX %8, TER#ZFEGE Intel

VT-d.
54

# vi /etc/default/grub

GRUB_CMDLINE_LINUX="nofb splash=quiet console=tty0 ... intel_iommu=on"

FE: MREEMARRE AMD L33, WM A amd_iommu=on MiM2|5| S-S54

. EFBEIBRSEE, LUE iommu EEN.

520 :

> shutdown -r now

. B VF, Bk ER: @it sysfs O M sriov_numvfs SHENEYHE, wRAWT:

#echo n > /sys/class/net/device name/device/sriov_numvfs

AT HRIEERRESZEEOEREHREN VF, HIE EENGSHIIE rcdocal 3T, iZ3THALT Jetc/rec.d/ BF
i, Linux BIERGZSERBINITIZLERFTIT re.local BIA.

flan, FTEERTABMNKOGE— VF HidiE. E4EHFERENEORNRER.

echo 'l' > /sys/class/net/ethd4d/device/sriov_numvfs
echo 'l' > /sys/class/net/eth5/device/sriov_numvfs
echo 'l' > /sys/class/net/eth6/device/sriov_numvfs
echo 'l' > /sys/class/net/eth7/device/sriov_numvfs

- EMEEIRSE.

fian:

> shutdown -r now

. £/ Ispci AR B ELIE VF.

f54n :

> lspci | grep -i "Virtual Function"
kvmuser@kvm-racetrack:~$ lspci | grep -i "Virtual Function"

0a:10.0 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev 01)
0a:10.1 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev 01)
0a:10.2 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev 01)
0a:10.3 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev 01)

EE: A ifconfig %%, BaBIHMED.
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A KVM EBZE ASAv

SR-IOV O FRL

1% PCl g & S ELLE ASAV

HOZ VF 7, BRLUSENLRINE] ASAv h, BGRMES PCliR&E—#F. AT RGINRAfAIERAER virt-manager TR
LKW VF 2535758 E ASAv.

1. 117 ASAv, mERMBEHRELUSINRERmE BRI P,

2 RmEs

whuntuls wir tual Machine

Ble  wirual Mackine  \iew  Send ey
=g ne-&
il i
R - Harma: [ubuntuis
D Processor
(L1 4 | - il a—
-. BR Status: = Shutol
=" Boot Options o :
B vitio pisk 1
iy I0E COROM 1
B toc £7a1ed
Mouse Hh'Plﬂﬂ'Iﬂ' Datails
gt Hyparvisor: kv
Architecture: =86_84
Drinplay WHC : : s
Sound: ichs 'w“
G erial 1
B #cioocomsiioz Cperating System
Hostrame: unknown
| EEE T ETREE 3
Video Cirmus
' Coraroler USH * Applications
I controler pei * Machine Settings
B controler DE _—
e Agdd Hardware N cance I of Beely I
2. BHEBRERBESSIRTHN PCl ENiEE.

PCl & &FIF (81 VF) BHMEFRLEEF.
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/A KVM I[E ASAv

SR-IOV £

3 EHITIEETIR

Add Hew Virtual Hardware #0X

8 storage PCI Device
Bs  nietwork

input Please indicate what physical device

te connect to the virtual machine,

Gragphics

cound Haost Diedce:
=l Saridd 06:00:0 Interface athd (VIC Ethernet MIC)

=&| Parallel 07:0020 Inkerface ethl (VIC Ethernet NIC)

] Chasurval 0B:00:0 VIC FCoE HEA J
LIS8 Host Danace 09:00:0 VIC FCoE HEA

04:00:0 interface ethd (BX599ES 10-Gigabid SFIFSFP+ hetwork Connection)
OA:00:1 iInmedace kS (A2SO9ES 10-Gigabet SFIFSFP+ Metwark Connadtnn)

! Watchdog 0A:10:0 Interface ethd (BX559 Ethernet Contraler Virual Function)

Filegystemn 04:10:1 Interface ethld (82599 Ethemet Controller Virtual Function)
G Srmancard 0A:10:2 Interface ethll (82999 Ethemet Controller Virtual Function)
'iﬁ' USE Redirection aA:10:3 Imedace sth1S (82599 Ethermet Controller Virtwal Function)

04:10:4 Interface eth12 (82999 Ethernet Controfler Virtual Function)
0A:10:5 interface ethlé (82999 Ethemet Controller virtual Function)

a8 108 intedace ethl3 (82995 Ethermat Controller Virtual Eunction)

0a:10:T Interdace ethl? (B3%55% Ethemat Controller Wirtwal Function)

0C:00:0 MagaRail SAS.3 3108 [Imader)

10:00:0 MG G2000 [Filot] ServerEngines [SERP1)
i | |
B cancel I ] Einish |

-

3. EEFAARENIREZ—, RERETR.
% PCI R &M HIMARR IR F; IHERIZRE BRI UK MZHI 2] EETTIEE -

4 RMEERITIEE

ubuntuls Virtual Machine [on kvm-racetrackl

Fle vitual Machine Yiew Send Key

sficus-o

aa Swneew | Physical PCI Device
Parformance Device: QAz10:3 82599 Ethamet Controller Vistual Function

ﬁ Processor
|EE ey
L Baok Optiens
ﬂ WARBOD Dbk 1
=) IDE COROM L
[Bla roc s7:21:0d
(25T
Input
Dasplay WHE
Sound: ichg

Seral 1
PC1O000:86:10.2
B Foioo00:E4:102

Video Corus
B controller usa
! Controllar poi
B controller IOE [=f

s Add Hardware —pml X canc I off Boph
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/A KVM I[E ASAv

e

25 KVM BLE 1R

JRIRME
B {F/ ASAv 41T H ) show interface # &I IFShfe ERYIEO .
B {FH ASAv ERENEEERNEEFBHIZED, UEEAMZICRE; AXIERER, HE2RER ASA BT —ik.

= KVM ECE R RE

£ KVM FREd, @it S KVM =0 LR E, TTLUES ASAv BITEEE. XU RESINRER MR BREL L. HETHE
FF Red Hat Enterprise Linux 7.0 KVM.

BFEM CPU EE, ALUES KVM ELERIERE

/B CPU ElZEIEE

HEE KYM IMERIES ASAv BI1ERE, FTLUER KVM CPU XEGEBUS B S ECAHFEAIERT . EEM IR, HE KVM
FHl LA E CPU EEINHE

2F
1. 7£ KVM E=HIMEF, IEEHIRIMNAZRATAFEZER vCPU =
virsh nodeinfo
2. ISERT A/ vCPU B2 :
virsh capabilities
3. ¥% vCPU Bl E A 1288 FI#%4A :
virsh vepupin <vm-name> <vcpu-numbers> <host-core-number>

3FF ASAv _ERIEA vCPU, #ASHALT virsh vepupin 4. LITRHIERHER ASAY EEEE & M4 vCPU BEHE
BI\NAZITETER KVM 64

virsh vcpupin asav
virsh vcpupin asav
virsh vcpupin asav
virsh vcpupin asav

FHAZESTUR 0 2 7 2EMNEERFE. BXFEARESR, E2HE KVM XH.

R M E CPU BIEIhAERT, HINEE B EHARSZM CPU $hil. MRFEMAMLE T ZNMNZHRSE, BLEEZA
fRIERCE CPU EE.

RS KVM ECE 1448 FliE, EFETRANRREIR.

w N P o
Ul W N
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A KVM ZBZE ASAv

2E KVM BECE 9% &E
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e
CISCO.

£ AWS = EERE ASAV

AT LLE Amazon Web BR%S (AWS) = EEFE ASAv.

%F AWS = ERY ASAv ZRE (5 41 70
ASAv 1 AWS BYFEREM (8 41 71
ASAv 1 AWS B8 S EMFMRS] (58 42 5O
e EiTHF SSH HMIIE (5 42 1)

AWS EH) ASAv RN RAI (58 43 T1)
£ AWS EEE ASAv (5§ 44 T0)

XT AWS = EH) ASAv EBE

FEE: AWS AT ASAVS,

AWS 2—/MERTAE Xen ERNISIZIEFEN AL ZIME. ASAv 7 Xen ERWLISIETERFE AWS FRERLUFER S5ET-
AWS EH ASAv i A T SEf A .

c3.large. c4.large 1 m4.large - 2 I vCPU, 3.75GB, 3 MO (1 MEMEEEO. 2 MEURIED)

JEE: c3.large S S ASAV10 F1 ASAV30, B2, FATAEIUFEEM large L EEBE ASAV30, EATEEER S
T

c3.xlarge. c4.xlarge 1 m4.xlarge - 4 I vCPU, 7.5 GB, 4 MEO (1 MESEEO. 3 MUERIEDD
FEE: xlarge £ E{X T ASAV3O0,

EE: ASAv 7E AWS IMEZ SN HF Xen EHIWLESIEIER o

BATEE AWS BRIk, /8 AWS ES5i8E ASAv, Hi%iF Amazon H125M1% (AMI). AMI 2—#iEiR, HhaEBE
EHSLBIER BB E

EE: AMIBUYSE AWS IMEZ SN A T AL

ASAv F1 AWS BSR4

7E aws.amazon.com 8~

V¥R ASAv. FEITRI ASAv Z AT, ASAv BERRIENXTZIT, HARNNHF 100 MEHEF 100 Kbps BIEILE. FS
FEF T ASAv B BERR AT .

EOZEXK:

- EEFAE

- RERFIMEREDO

- (i) HtbFK (DMZ)

BRAZAT  www.cisco.com
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£ AWS = E#Z ASAv

ASAv 1 AWS 8935 5[5 M FnpR

B ORERE:

- EIEEDO - BTN ASAv iE3%%) ASDM; FEEATEBRE.

- WEEO (WF) - BT ASAv EEEIRERE.

- SMEREEO (WFF) - BT ASAv EREI AL .

— DMz #EQO (/%) - EFEMA c3.xlarge #FEOR, BATI8 ASAv EIEER] DMZ M4,
B FX ASAV IRGER, 1ELREBR ASA REMIER.

ASAv 1 AWS B935S & | 70 BR 1)

XTI RE

EMFAE S (VPC) hHIERE
HIRAELM (SR-IOV) - AFTARERT
M Amazon Marketplace ZBE

B ZHIHRZ A vCPU

% 3 EMENAFPRE

EEER L)

FXEFHITHEE

I aiial (15 SSH 5 ASDM iiT 4HE O HTEIRIRIE)
IPv6

VLAN

HILEX 100Mbps #J ASAV5

RARN (P HRIRIRSOE R A
ZEREKER

i

ASAv A=A M
REEEYIEEO L3 # EtherChannel
VM FA\/FHH

Amazon Cloudwatch

M F RSN R

VMware ESXi

AL E X0 SSH ST

/A SSH NS MINIERTBIAREN - BATFEF SSH SHIEIE, FtkHIHITHINIE B A GEB A SSH QNS MIEIE; Fr
A, ERNASRIIEAINA SSH BB AEAREETRTEAN. AASMIIEE Amazon Web BRS (AWS) £ ASAv RIZRIA
RE, Eitt AWS APSBRILEE., A TR SSH EZEEL, BUUEARZAEHFEE. &, BUUEARZEFER
ASDM (ZnR#EZA7T ASDM ifia)) #EfE.
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£ AWS = E#Z ASAv

AWS t# ASAv &R $N R

BARP& “admin” [RISECERHI:

username admin nopassword privilege 15

username admin attributes
ssh authentication publickey 55:06:47:eb:13:75:fc:5c:a8:cl:2c:bb:
07:80:3a:fc:d9:08:a9:1f:34:76:31:ed:ab:bd:3a:9e:03:14:1e:1b hashed

EEFRZHER ssh authentication 4, BFMAUTHS:

aaa authentication ssh console LOCAL
username admin password <password> privilege 15

EMBWNAZBAARIEE—NER, MAZRE nopassword XHEF (WREFHE) - nopassword X FR R AT LUSINER
B, MARTR PEEMNTMER. 7£ 9.6(2) 27, SSH AABMNEIEFEE aaa ’u?ri’v\, E itk fit % nopassword <2
F. WE, ATEE aaa 4, FALINRELE password (5 nopassword £#F) , E2BzNRIFX username H#ITE

HEBE SN,

EAHEKZE, username S FEEE password 3¢ nopassword X#F; BRIUERAPREMAZE. Eit, ZG2EH
NPEFHIIE, BEFMA username W% :

username admin privilege 15

AWS _EFEY ASAv MLEHRTN =5

1 (88 43 70) BRTHARBEAERNTENLAT ASAv BIMLEHRTN, £ AWS 5 ASAv BEETHNFH (IR, A
B8, SMERFN DMZ)

E1 AWS L& ASAv SBER{f)
AWS VPC

fv'l* B

DMZ [

TFEFH
(E#ZEBFFEE - £2T)

GBEFELF

43



£ AWS = E#Z ASAv

£ AWS EERE ASAvV

£ AWS LEEBZE ASAv

UTHRIERRFMESIL T ASAv LR E AWS B R. WFETRIFENRELR, HSRFHER AWS.

EF
1.

3R F] aws.amazon.com, EFREENXI.

AWS XI5 ARILRENZIXE. XEETERSNEG LA, —IMREBPHEEFILRES—IMXEH. FEHRE
AR IR A TR X8 A -

. REERAIMKP > AWS EIEIRHIG, BEE “HKN” FTmid VPC > BEI VPC [%, REEFENMQHFRIREUTE

Gk Em VPC (RRIEZHRMA, BRUERRIARE) -

- MEBFISMEBT - HN VPC FIFRIEY B AR,

- EEMWMX - B3 ERMNEREEEE OATKMME X&) .

- SMERER - ARMEZFBUBRAREBERMALRE OF 0.0.0.0/0 FMEBIEEMMX) .

. RERAS > AWS EIBIFHIA > Ec2, REmEtlEsEsl.

— EEFESR AMI (45130 Ubuntu Server 14.04 LTS) .
15 SRR G X B AN P FAERY AMI,

— %FE ASAv HEFRISLAFIER (a0 c3.large)
- EESLf (CPU FIREREIEH) .

- E ‘SRFEEER" T, RIEFERM Day 0 RE. AXERESER (HIMNEREITR) EE Day 0 BLERIHIERE
Fr, F&iRE® Day 0 BLEXCH (55 30 1) ©

Day 0 B & 7l

! ASA 9.5.1.200

interface management0/0

management-only

nameif management

security-level 100

ip address dhcp setroute

no shut

1

same-security-traffic permit inter-interface
same-security-traffic permit intra-interface
|

crypto key generate rsa modulus 2048

ssh 0 0 management

ssh timeout 30

username admin nopassword privilege 15
username admin attributes

service-type admin

! required config end

! example dns configuration

dns domain-lookup management

DNS server-group DefaultDNS

! where this address is the .2 on your public subnet
name-server 172.19.0.2

! example ntp configuration

name 129.6.15.28 time-a.nist.gov

name 129.6.15.29 time-b.nist.gov

name 129.6.15.30 time-c.nist.gov

ntp server time-c.nist.gov

ntp server time-b.nist.gov

ntp server time-a.nist.gov
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£ AWS = E#ZE ASAv

£ AWS EERE ASAvV

— fE GEZBAME) .

- RS - EANGRIF SRS, SEMREHITHL. BERRER— M ETEER SR,

- B2 - AERRSEHAEGE. REMEHESTHHHINSRERL R R R JOE.
AR, RSEXFAITN. BHELMN, BUERIF SSH NER TR ASAV KN .

- REGHRE, RESHEN.

. BRI

HABAMNM—NMEATLURANZIR, REHZEATHIZENNE; BRATEKEETH. WREEXRBAX, WL
SRS, REEMBE.

. BHEEIELHIUEE ASAv.
. mEEMHA > AWS EIBIFFIS > EC2 > BRI > FHEY AMI,
. FfR A9 ASAv ZREN AR/ BirRE.

AWS BN B (RS IFSEHIZNE IP it HRE, FEXAFEGINEBCH IP il A X RE. EiE ASAv REBIEAKA
B, WHAFEEA ASAv REED (AER. SMERFN DMZ) LERIR/BFEE.
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£ AWS LEEE ASAv
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e
CISCO.

£ Microsoft Azure =_EEBE ASAv

A LTE Microsoft Azure = FE3ZE ASAv.

%F Microsoft Azure = /) ASAv ZB&E (58 47 T1)
ASAv 1 Azure DR EHFIRGER (8 47 T0)
ASAv F1 Azure Hy3 S RN FIBRSI (55 48 1)
Azure EBJ ASAv WEHRFNRAI (55 49 T1)
ERMEREENER (8 49 70D

Azure B8 (5 50 T1)
ERRE P ELDNANEBEE (8 50 70

IP #hiik (35 51 BT

DNS (% 51 70

7£ Microsoft Azure t#BE ASAv (& 51 T1)

XF Microsoft Azure =_EHJ ASAv ZRE

Microsoft Azure —MERE A Microsoft Hyper V EHIHISIEIEFHI AL ZIFEE. ASAv 7£ Hyper V ERIH MKITIEF Y
Microsoft Azure I EHR F 5% . Microsoft Azure i) ASAv R D3 F4mE D3_v2 S2ffl, izkmfE 304 vCPU
(14 GB) FnE@/NEO-.

ZE £ Microsoft Azure EEE ASAv, FILIRRAUT=ZMAz—:

B Azure BIRETEREIE ASAv ZBE Ao 7B A IR

B [FA Azure ZeHiIE ASAY SBERNERSIEMERAES R

B {F[ Azure BEEIERIG ASAv BEARASAAM (HA) 3t

1BSIRTE Microsoft Azure EEFZE ASAv (8 51 T1) . 53R, HEEFER Azure RFETESRIE ASAV HA L E.

ASAv 1 Azure BYFERFHRMARFZEXK

B 7f Azure.com LtAIEMA,
7£ Microsoft Azure L8IEIKFfE, BRIV R Microsoft Azure Marketplace Hi%3¥ ASAv, RGEEFE ASAv.
B JFA ASAv.

HIEVFR] ASAv 2T, ASAv BERRIENX TETT, AR HE 100 NEEF 100 Kbps HEME. HEREERT
ASAv & BER AT .

BRAZAT  www.cisco.com
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7£ Microsoft Azure = 82 ASAv

ASAv F Azure HI3E SR NI FIPR I

EOZEXK:
A4 e NMEOERE ASAv,
- EEFE
AR T HGHAREE, EBEOGAE N7 0.

R 7EAzure i, HRAENRIENREZEERED. ZEORM——MEB XM Azure 24 IP YO . ATX
;;g, Azure Y ASAv A IFEIEEO L EEEBHERE. Eit, BEZEOMNVIKREETEIE management-only

- REFSNRIED

- HtFM (DMZ sk iFmEamL)

BIEEE:

EIRED - AT SSH iAEILUENE ASAv i%E##E] ASDM.

MEED (w5 - BT ASAv EREEIREBEM.

- SMNEEO (L) - TS ASAv EREEI AL,

- DMZ#0O (A& - #Ef# M Standard_D3 ##008F, FAT1% ASAv iE#ZE] DMZ [4%.

AX ASAv WRKEXR, 1EBIHER ASA RAMER.

ASAv F1 Azure BY$5 S E N FAPR I

XFFHOTHEE
B\ Microsoft Azure =iF{TERE
B BMELHIEZIEA vCPU
B 3 ENENAFRE
AR Azure MREFELERSE 2 E vSwitch IigE.
B AP AGEER (BOA)
EE: ERBEHAEERT, ASAv EMEHRESE 3 BiaF. KERERSMEOREES— P #ht. BF Azure
% #F VLAN fride9#0, BEtbwsdedesric, dedrakpien LACE IP dhdit.
B ASAvHA (BFSER)
EE: MRMEFERT Azure T1EINER, REAZFEX ASAv NIC EXECHIFEEN IP It HUTEI TR .
NXFFHIThEE
B $HIAI5E (ER SSH 5 ASDM i@id M4 O ITEIRER/E)
m  |Pv6
B APEfEEOER VLAN R
B Ef
B EENAEN IP HhtAKIE ARP (M Azure NRER)
B EAEO AL 1P it
R “Management 0/0” #EORTIAR A XEXAIAIE IP Mk,
B RAEN (FHFRIREUE R AE)

EE: Azure REEMHIE ASAv FEERRBI KRR TIETT, BAERAATFEOARSRATIET.
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7£ Microsoft Azure = _FZFZ ASAv

Azure FHY ASAv &R R

ZERER

=

BRSNS

BINBERT, Azure ZHIE1TH) ASAv EREH FIPS 23,

Al SMREBFH FIPS R, N fER ssh key-exchange group dh-group14-shal #5444 Diffie-Helman 2032
BEAFNAERNER. INREREK Diffie-Helman 40, FFiABid SSH E#E| ASAv, XY ETE ASAv HIME—

Azure B ASAv &R =15

B 1 (F 49 7)) ER7THEBABAERIATEINAT ASAv BIMEHRIN, 7 Azure PECET=/NFM (BHE. RER.
DMZ) . EfREREBOMLFED OMR) .

1  Azure Eg) ASAv ZBERHI

ERPILRER R

IIIIIIIIIIIﬁiﬂﬂllllllllllll

10.10.2.25 (ASAv F&R IP i3t I ER)

b IP DIP

10.10.1.25 B+
L “Sha” mEIED
S ETTE
EC
0.0.0.00 10.10.1.25 (ASAv DMZ IP itiii)

168.63.129.16 (ASAv %4t) 10.10.1.1 (ASAv F%)

EERE B G ERFIR
7 Azure FERE ASAv B, SBIEITEIR:

B ASAv E#IHL (VM)
B FRE (BRIEGEEFETIAMEIRE)
ASAv FEIRLE TR FE T 45 A TF ik P 5 A B9 B[R B3R 4E
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7£ Microsoft Azure = 82 ASAv

Azure 38/

B [/ NIC, 433I&J% vm name-NicO. vm name-Nic1. vm name-Nic2 #1 vm name-Nic3

XL NIC 4 5Iitst®] ASAv 0 “Management 0/0” . “GigabitEthernet 0/0” . “GigabitEthernet 0/1” #i
“GigabitEthernet 0/2” .

B —/ZJ% vm name-SSH-SecurityGroup 1% 448

LR IGHIIN B EIALAY NicO, 1% NIC BRE$E] ASAv Management 0/0.

REMEIEAIFE SSH 1 UDP %0 500 F1 UDP 4500 FF VPN B9HIN . AT AZE SR B /RS Bix Lk fE .
B Q3P i RIBEEMEHEEFNESR)

A3t IP itk 5EHIHL NicO #8%8%, iZ NIC B&FE] Management 0/0. Azure {R st iF— 24t IP #ilit 55— NIC #H
XEE,

AR B ukFEA P it GRMUESEIREMNE) ; R3XHE “R” &

B —NEEENFRRELMS (BIEERRETIENMER)
BN FRNERE (MREEE, NHENEH)
F= & A subnet name-ASAv-RouteTable.

ﬂ

BMRARKOSBEEM=FREEE, ASAvIP IHERT—H. MRREFZINAEMFRI TN, EATLUEEF
,,J\J]l] EJUAE%EE

LI ibviAcd e Iakial:0) = v oA e

BENSEISCHISTE Blobs (ZHHHIAXR) .
B FTEFMENK P AT Blobs #1A 28 VHD THIAANXX M, &A vm name-disk.vhd 1 vin name-<uuid>.status
B —AFEiEKE (BRIEREE T RBRNFMEKS)

AR EMRRENE, SIEMBRENER (EEREREMZIRRRIN

Azure IRH

Azure [EHIME PRI HEUR T EMMEHAREHEET. AYBARRNEGNAAEBARSRFEXBERNES.
AR BEAREEERRBARNASZEHAE.

ERAIEEMMIER FEXEHER. MRBUBRBAREHAGRSARERBATR, RESNAERREFNIEE, HX
KERPENEER. RRHEREIEIER Azure ML BB XHIZIAREH (0.0.0.0/0), REHAFRTAEBEIH
EEXFWEAKEE (T—BEE Azure HEMMEERMIZENX) .

ATIET ASAV BEIRE, ASAv REZRBESEBSNFRLEAMBEEM=AFRAEE (F ASAV BMET—H) . BAEEE
wa%mdlﬂ—/\#a BF M L ASAv ?;DE’]?J&%E%EE (0 0.0.0/0). MRMITILIRIE, HiEBT ASAV XX KRB FHIABERE, X
%# E‘TEEE ASAv Bﬁmg uifilZ/m.E 1§FH NAT/PAT) °

HATARAGRERTHEENAGNERRER, FitEe ug8EnRRRmeAREXBERR, MIEEEAT—HE ASAv. &
W, AREXFRPHRABBEFILSTREBHRTEEGNER, FERERFST ASAv,

FEA P4 e EE UL B S R &

Azure [ERIME I ERRBUR T AR ARR, MEFTFRHEMFEMKXIRE. REATEEEID DHCP AEMMLE hiziTHIR Pk
Rk, SN FWERE—MA .1 BMit. XR—NSMM, (NATREESEZDEDMENEMIREELIMX. —

BHFEABRFEMUN, RESRBEAYEER (BHAPEXFRER MNEFECHITHRE. BYRBERHET—, TLEFK
ERAERER .1 TE ASAv IR X .

7
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IP ik

Azure ERIH ARP T4 R EEEEH T RERE MAC it (1234.5678.9abc). XA FAIRET B EFF Azure ERWBEIES
ERIFRNE Azure W%, HPEHERBERERTHRESIEEMEKEZ.

IP ik

UTEEEAT Azure /Y IP Huik:

m  [{FF DHCP 3ki%E ASAv O/ IP #hhit. mMH, ZE{EH DHCP 3REXHE IP ik, &3 0/0 (M43 ASAv ERIE—H
NIC) ZAEM.

Azure EREZHERT AR A ASAv O 5B Azure FiRERY IP Hbilk,

B RGSAERE 0/0 RIE—NEMEENFMPRER IP i,
23t IP HUERTRES AL IP HBUEARKEX, Azure BEXMIMISCHFALIE NAT 554k,

REEWUHLERE— NIC ARTEAMIIAZE IP b,

B EESHAS P HIEEE Azure (RIE/BEIEHAMIE AT RERX £ T, (BR, XLMUE Azure TS TNHAEIFI ASAv EFNE
HAERFFRZE .

B EASHAH IP IR SRETW, BRIEGEE Azure FIRITER.
B REAE HA BERFERT Azure LiE9ERS, REATIEXT ASAv NIC E4ELRISEN IP b HITEI TR IR .

DNS

F Azure EHINRLEERAI LA B)MAE A 168.63.129.16 KU E DNS ARS32%, ERILURATATRERIZAR S

configure terminal

dns domain-lookup management
dns server-group DefaultDNS
name-server 168.63.129.16
end

MREEELREITH, FARRESBBCH DNS RS, MALUERALERE.

7E Microsoft Azure EEZRZ ASAv

AT AR AL TRz —7 Microsoft Azure EERE ASAv:

B {EM Azure RREETESIE ASAv ZRE HMIIFHNIE. BHEFRE Azure RFETESRHEE ASAv (B 51 1)

B 7 Azure FIfER Azure ZEFIDH ASAV IZBARRBISIEKHBRGR. BBAREEIRNEFREM ASAv, 1EAKRIF
Azure TAESAEBIRG KR, NENEBIEFIARPEIEREMEBITRAES . HSRE Azure R2HDERE ASAv
(8853 71) &

B Azure ZREIEERIE ASAv 5 HMXT. FSIRM Azure ZREIEEEIE ASAv LIRSS ATAM (854 T1) .

£ Azure BiEEERZHIFE ASAv
AT HIERZFEEESE T 7 Microsoft Azure Ei%E ASAv B IR, T THEIEMA Azure R E S, 1ESIH Azure Al .

£ Azure FERE ASAv B, SEZHEMEMECE, HIANZEIR. Ak IP MutfEdR. GRUAEBERH—PERXLRE.
Blan, ERREFERXEIMERIRE “=HEER” BRIME.
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7£ Microsoft Azure EZBZE ASAv

BF
1. B33 Azure I
Azure VP ERSHEMKAFITABXKNENESR, SHEERORNELX.
2. 7& Marketplace H#2ZER ASAv, RESHEIZER ASAv.
3. REEARE.
a. WINERWEER. BN EZN Azure ITTRHREAME—%.
AR BRTIEERAINANER, TUMSRFRM.
b. BMNEHARE.
c. EIFIRIAR (FM SSH ER) .
MRIERFE, HRABLHHIA.
d. EFITRAER.
e. EFHIRA,
ZFIRE R 5 R 4% B PR IRAE AR ] o
f. EFEHEE.
ZALE NS BRI SERE R EEE.
9. REWE.
4. iZE ASAV R E.
a. EFERK ).
A ARAT ASAv HilE—X/NE “#RifE D37 .
b. EFE—NFHENKS.
R EALERIANEMEKS, SOEFEEKS. FEKFRAIE NS MWEREMI A ERERE.
c. R P M, FERE B FRPMAZ P MUERE, RESTHHE.

AE: BAERT, Azure RRE—EIESHIAR IP, SEMNFIEHEREIN, % IP JRSKETH. MREE
EXREER IP #tolk, AJUETAHITFHZAH 1P, FEMEhZS ML E RO RSt

d. RIBFFZRN DNS #RE.
EE: T2MREERBET DNS #:%M E Azure URL: <dnslabel>.<location>.cloupapp.azure.com
e. EFIMABREMUMLE, OIEHAIEUMLE .
f. BLE ASAv HEZZMMEANFM, RESHHE.
EE: BABOLIM MBI E—F M.
9. REME.
5. EEREHE, ARSEHE.
6. EEFEMAEN, RESEUE.
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REEME
B REFERAEET SSH MIAG CLI ST E, {FMA ASDM. Bxijia) ASDM 89i%EH, 155 #/E51 ASDM
(7170 &

£ Azure ZEFILERE ASAv

Microsoft Azure Z2HLZE Azure FIREMRAE R, EEFPEBRIFESBEHONMERERZENGE. NREHEHIE
WA, BRATURERSRE, HKITREMEHEERLER.

RZedube i Azure BRIR SRS, WIRFBENRZERE. BIFIRTESEATRE B hEEsiEmaidig, sl
BIEE ASAv 1EARRM MIERER T RE Azure ZEPEHE.

BERERE/LTER ASAV BEAREFLAN—IMERBRA R, RENEMEHERSDEEREMETRAES. AT
BRIEEFHEIIE T ALR2FLEHE ASAV WEER. METREZIFMER, HSH Azure Z2dl.,

&R
1. BFRE| Azure I,
Azure TAEBREHFIKAFITABEXBHENESZ, SHEPOMIELX.
2. M Microsoft Azure K&, xFERLHIL.

WREERHEREFL, STARMBZETRF. EFR! REBERBE) Azure REFL, FTHAREFINIZETIFHE
%R ER .

3. AREPDIZEIRF b, EFR RN

4. ERERMIDIZEMF £, EFTABHTREE .

5. EFFREOIZEI R L, A EEEAREEBN—BIEEFNEIL.
a. BTF—RBFIEREAF. XATLUHER ASAV EREFLARBIBERS R,
b. IRFEFE, REHMETEIL.

6. REFREFIBIZETR L, REEFEBHEN.

ZEFLREHD Azure FRENRERTS. REFURANFBENREREN, SEEAIZETRF EREREL.
7. EFEEBOAREETIR LRGSR T — B AR, UERIFEE RN/ R TERIR B
8. EEFHMBAEAAEBRAR, RERTEBEN ASAv.

9. EERAKE.
a. WAENNEBIR. AMRNEZN Azure ITTRHEAME—1.
AE: BRTEERNBHBR, TUBMEHEY.
b. WMAGHRAFE.
c. IEFRINAR (FRDs SSH EHA) -
WREIEIFED, EMNELHTA.
d. EEITREE.
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e. EFEFIRA
ZEIRE R 5 R 4 B ZERBAEE] .
f. AEEHUE.
ZUE NS BRI WEMEIREANCLERER.
9. REMHE.
10. BLE ASAV & E.
a. EFEBHLK N
EE: ATAT ASAv B9ME—K/NR “fRifE D3 .
b. EFE—TFEIK,.
EE: BRILERRANFMEKS, SOEFNFMEKS . FREKPHAENSMERERMALERR.
c. ER—RIP ik, FERE "B FRPWANIZ IP HIERRE, ARRTHE.

AE: BAERT, Azure RE—EIESHIAR IP, SEMWIFIEHEREIN, % IP JRSKETH. MREE
EXREER IP tollk, AJUAEIARITFZAH 1P, FEMEhZS L E RO RSt

d. IREFZARM DNS 17%.
EE: T2MREERBET DNS #:%M E Azure URL: <dnslabel>.<location>.cloupapp.azure.com
e. EFIMABREMUMLE, IEHAIEUMLE .
f. BLE ASAv HEZZMMEANFM, RESHHE.
EE: BABEOLIMMEME—F M.
9. REME.
1. EEREHE, RAESTHE.
12. TEFERAELR, RARSHEIE.

RELIRIE

B GREFERTEE SSH MIAR CLI s SHITECE, sfEM ASDM. BXifjic) ASDM #IiAR, ES /a5 ASDM
(871750 .

B NREFEFAREFOMBEBINATEERIP Azure ZRFAES, BFSANREHORRBATHE.

M Azure FRETERARE ASAV LIRSS ATHM

U TRERZFES L T 7 Microsoft Azure iR ESATAM (HA) ASAv RIS IR. N THEELE) Azure IRES T, 1BS
% Azure NI

Azure HHJ ASAv HA SRAA ASAv BEZEITTAMES, AEERSHEE, FIMEIR, 2% 1P tltfiRBR. BAIUE
HMERHE—SEHXLEE.

ERF
1. BF3| Azure |17,
Azure TRERSHFIKAIITREXBENENESR, SHEPOULELX.
2. #BEERB ASAv 17, A/ =3 ASAv 4 NIC HA DIEREHEY)#: ASAY BLE .
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7£ Microsoft Azure £EBZE ASAv

3. EEEAXRE.

a.

g.

HIN ASAV EERIM BFREIATER. ASAV BFRIEHR “BIg” -A F1 “RIZR” -B.
AE: MRTECANEGNES, SNEMSIFEY.

BWANRPE.

AR WA EMNNEERERF®. Azure REIEERAAFE admin,
AN ERWLEFE—MHSHINIERE . FHGsk SSH 2H#HEEH.

MR EEFER, HMANZBHHIA.

EEFITRAE,

IEIF IR -

R ORI IRE, NEFERUARRAEFNAERRE. MRERMNARRE, WizBLFAzE. BN, &
R8I — N 5 RE

EFERE .
ZALE N SRR FHRER A EERE.
RERE.

4. ILERM ASAV iRE.

a.

b.

R EUNAK

EE: AIAT ASAv HA HIBE—XK/NE “FRfE D3 v2”
IEAFFEERIEFEE OS M.

EE: ASA HA B IRAEREE.

5. it & ASAv-A ZE.

a.

C.

(AT RFFEIER— A P dilE (53ERE "B FRPWAZ P BIEMFRE) , RESEHE. WRF
FEN P hit, FEEE.

AR BAEAT, Azure REUE—EIESHAE IP, HEMWFIEHERBIN, % IP JRESKETH. MREE
EXEER IP #olk, AUEIAPITIZAH 1P, FEMEhZSHIEE SRSt

RIBZEZRIN DNS #7%.
FE: T2MREEEET DNS #-%nE Azure URL: <dnslabel>.<location>.cloupapp.azure.com

ELE ASAv-A BRI iEMK R RRIRE

6. ic& ASAv-B i E.

a.

(FTE) ESFREIFR— N P bl OF3ERE "B FRPWAZ P BIEMRE) , RESEHHE. MRS
FEN P i, FEEE.

AE: BAERT, Azure RE—EIESHIAR IP, HEMNIFIEHERBIN, % IP JRESKETH. MREE
EXREER IP #tolk, AUEIARITFHZAH 1P, FEMEhZS L E RO RSt

RABFEZERM DNS 7%
EE: T2MREERBET DNS #:%M.E Azure URL: <dnslabel>.<location>.cloupapp.azure.com
ALE ASAv-B Bahigli itk FEI R E .
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7. EAFIAEINGE, [OEIHAELINLE .
a. BLE ASAv BEREHMEANFN, REREHE.
AR §EOLTMmE E—TF M.
b. SHHE.
8. EEMERE, REREHE.
9. EEEMAEN, REREUE.

REHRE
B GEERENET SSH MK CLI 4 SH#HTE E. BXEMESR, HEF “EALREPHITHREYE RIS T AL 1
ASA I E#EFE—E.
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e
CISCO.

{5 Hyper-V /2 ASAV

AT LE R Microsoft Hyper-V 282 ASAv.

X F1ER Hyper-V i ASAv #BE (5 57 T1)

ASAv #1 Hyper-V #3935 SR FIPRE] (58 58 T1)

ASAv 1 Hyper-V BI5ER &4 (55 59 T

##& Day 0 BLECH (8 59 T

R S1TE Hyper-V E&% ASAv (5 61 T1)

£ Hyper-V 18287 Hyper-V £%% ASAv (& 62 T1)
M Hyper-V EI2gR MM ERCEE (5 68 71)

e &R 2R /iR (5 69 T1)

fitE MAC it H#xdm (58 69 TU)

BgE SSH (5 70 11)

XTFEH Hyper-V 89 ASAv &

BRI LATES LAY Hyper-V AR S5 3% ES0EiE Hyper-V EIEERERE Hyper-V. HXfER Powershell CLI S L1 TRERULA, &
ZAER G SITHE Hyper-V E%% ASAv (5 61 71) . BXfER Hyper-V BIESFITRERMWE, B2 FER Hyper-V &
FBERTE Hyper-V _EZR% ASAv (5 62 T1) . Hyper-V R{ZHBITIEFI AL S LAEEIEZO LB SSH 5 ASDM &2
Hyper-V. B%i&E SSH {52, BSIFEE SSH (8 70 71) .

1 (%58 71) BT EBRBEMIEER TERIAT ASAV IR, 7 Hyper-V i ASAVIZE T=MFW - B, A
ERFNSMNER

BRAZAT  www.cisco.com
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{# M Hyper-V #32Z ASAv

ASAv F1 Hyper-V #9#5 5[5 M FnpR

1 ERAAEEATELAT ASAv KIMZERIP

—5
BT "‘g

TEFM

OFrELY

ASAv 1 Hyper-V BY3E S5 0| F0 PR i)
B AN
- BR UCS B RIIREH
- B® UCS C R7IR%:SE
— Hewilett Packard Proliant DL160 Gen8
B OS %
— Windows Server 2012
— JR4% Hyper-V
EE: ASAv MiZEHSATREMMHRIN. 64 ISt Fa LT,
B e
Z ¥ VHDX 18N LAEZE Hyper-V Ei#1T ASAv BIHIIAERE .
B DayOFfE
TR —AAXH, BEhESEFEEN ASACLIBEERS. 1S5RS Day 0 BBEX M (¥ 59 1) THREXER.
B Day 0 B & RIB A IEIERRIR

ELE1T “firewall transparent” WL F Day O BRESCHFRITRER; MREEMAEXEFHEHMEMNMNE, BAESBEIR
HHITH. SIS Day 0 BLEXCHE (B 59 1) THRHEXER.
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ASAv 1 Hyper-V By5R &4

HIPE 1

Hyper-V 8 ASAv X #E R/& REBETR. ST RBEXFERRR THOER/EREETSR, BeRERAELMNLSE
EFECRT R A MAC it E . 1HSRECE MAC it ERIR (5 69 T1) .« T IHIZ ASAv iERRIER, EEEOANEH
MAC H#tiEER 3R . 3£ R/ E RSBk,

Hyper-V &% #/\/MEO. Management 0/0 #1 GigabitEthernet 0/0 £ 0/6. #TELAI% GigabitEthernet F{E{FEL]
AR

VLAN

£ Set-VMNetworkAdapterVLan Hyper-V Powershell #5474 R TAYIE O HIRE VLAN. SRS EIBREOMN
NativeVlanID % & A4FEM VLAN, =iZE R “07 (IREHE VLAN) . F4ERE Hyper-V N EFESHEIF S
SHEE. BORESRXEFBINEEFOCE FLHIRN.

X HE GBS

TEHFE 2 REWMWL.

A # Microsoft Azure.

ASAv F1 Hyper-V BY5e R &

7£ MS Windows 2012 %24 Hyper-V.
B3 Day 0 FeBEXXAXH (MREFER) .

EEREBE ASAV Z B, LTSRN Day 0 ESCH; BN, EABM ASAv H4T write erase, 7 &2 Day 0 Bt E.
BESIAES Day 0 LB (5 59 M) THEEXIER.

M Cisco.com T ASAv VHDX 32 f4.
http://www.cisco.com/go/asa-software

IFE: FE Cisco.com BEFREEMBERRZ AR

ZLBREH=1FM/VLAN 8 Hyper-V 3Z##.
B X Hyper-V REEK, HSREBR ASA REMER.

& Day O L& XXt

EREI ASAV 2RI, BALUER Day 0 BLEXXH. WXHREESIFHE ASAY BEIRTR AR ASAv EEERISCARSC . tAIAELE
BRNGEEN TIEERSRA “day0-config” BIXAINH, HENEXBENETREFIEEA day0.iso X#. Day 0 BLEX
Bz LSS EEEIEIEOMMEE BT AR MR SSH RS S, (BEEEr a8 5T R ASABE. day0.iso
X (BENX day0.iso BB\ day0.iso) AMEEREEIZIZFRA.

AR BOEERES) ASAV ZETRN Day 0 BRE 0. MNREREEAEVIEBE ASAv Z [E{EH Day 0 Bt &, M
1T write erase ©%%, R Day 0 BLEXX 4, SABBEN ASAv.

AR EENGEHELETEIRN ASAv, BENBRERRTEERTHROEEIFTTRM (D) SHEMAS Day 0 LB
AFE—BRE®A “idtoken” HITAI M.

AR MREABPRATEHE ASAv, WARAEERAER TRHEMAIZIT ASA EREXHA{E Day 0 REX . XTERT
B ARG A ERY Day O BCE S0

EE: BNEATRGHEARNRZ Linux, {B3F Windows LB XM ARER.

59


http://software.cisco.com/download/navigator.html?mdfid=279513386
http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html

$ 8 Hyper-V ZZ ASAv

% Day 0 FL&E ¢+

1. 7/ 7 “day0-config” BISTAZHFIAN ASAv B CLI EEE . ARM=MEORMZEOREMMENEMEGES.

E—1TR L ASA BRAFFk. dayO-config RIiZ2H3HI ASABLE .. 4R day0-config IRIES TR EMNIIER ASA 5 ASAv
EH—NEITEENRESS. day0-config HRVTIRFREE, K5I AER show run &4 EhERNIRFHET.

=Pl

ASA Version 9.5.1
|
interface management0/0
nameif management
security-level 100
ip address 192.168.1.2 255.255.255.0
no shutdown
interface gigabitethernet0/0
nameif inside
security-level 100
ip address 10.1.1.2 255.255.255.0
no shutdown
interface gigabitethernet0/1
nameif outside
security-level 0
ip address 198.51.100.2 255.255.255.0
no shutdown
http server enable
http 192.168.1.0 255.255.255.0 management
crypto key generate rsa modulus 1024
username AdminUser password paSSwOrd
ssh 192.168.1.0 255.255.255.0 management
aaa authentication ssh console LOCAL

2. () BEMERERGEERLHEEITIES NS4 THEIETEL.

3. (i) ATHXHESH ID SHEAFEBNRES ID ShERITA .
4. (W) HEENIR ASAv BELREPHITEINFH, HHR day0-config XHHEZUTESR:

EIEEO P Mt
(%) ZEMTEEEIFATH HTTP KIE
BATERS HTTP KB (AR#EE) =X tools.cisco.com KIIEIERY route 4
4% tools.cisco.com f#4f g IP HblibAy DNS fR55 25
FEEEIETEKA ASAV FRIEM B sEIFRIBCE
(FTiE) E/ETF ASAv £ CSSM it TER HIM—EN B
5. BT AST HEE R 1SO STiEE B EHRL CD-ROM:

stack@user-ubuntu:-/KvmAsa$ sudo genisoimage -r -o day0.iso dayO-config idtoken
I: input-charset not specified, using utf-8 (detected in locale settings)

Total translation table size: 0

Total rockridge attributes bytes: 252

Total directory bytes: 0

Path table size (byptes): 10

Max brk space used 0

176 extents written (0 MB)

stack@user-ubuntu:-/KvmAsas$

SN BHEERITA RS R IEM ASAv.
6. EEL] 135, EMAEREN IP i AERENE ASA QIZ B MMECAEREX K.
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£ Hyper-V &2251#:d Day 0 Bt EXXfH&F ASAv

£ Hyper-V &I22&i@1d Day 0 BB XHERE ASAvV
R E Day O BL BT (& Day 0 BCEBCH#E (B 5971 ) 2fE, WAILUER Hyper-V BIEEHITHRE,
BRF
1. #%ZE “PREFEIESR" (Server Manager) > “TA” (Tools) > “Hyper-V 325" (Hyper-V Manager).

2. 7 Hyper-V BBRAM S HEE (Settings). “HE” (Settings) XEEIFITH. EAMA “FEHE” (Hardware) T, =
i IDE #¥i£% 1 (IDE Controller 1).

a Settings for ASAVS-100-10-14-22-new on UT1CO1HPVO307 =e |
ASAYS-100-10-14-22-new vj 4 G
L] lmrdw.m: - §4 DD Drive
L dd Hardware
A BI0S Select the confroller and locaton on the controller to attach the CDJDVD drive.
1 Controller: ~ Lecabon: :
. Memory IDE Controler 1 w | |0 {n use) v
# [ Processor
x Spedfy the media to use with your virtual CO/OVD drive.
= B IDE Controler 0 Hare
 a Hald Drive ¥ Image file:
{4 OVD Drive .C.:ww.s'dversd'.cts.cb\asmﬂrpub"per}wi.so
1 r
= B IDE Controler 1 | Browse..,
{4 DVD Drive
dayDd-v30iso E
B8 5CS1 Controlier

# § MNetwork Adspler
i i Toremove the virtual COOVD drive from this virtual machine, didk Remave.

T coM1 [ 1l

| | Remove -!

" com2
|i] Dickette Drive

& MHanagement

Tame

25 Integration Services
. Chedpont Fie Locaton

-1 S-_-w: Pagng File Location

b

g

§
L:9€L7

3. FEEERN A" (Media) T, EHMUEH (Image file) Bikizd, HSZIER7T Day 01SO BB THHMER, RE
mERA (Apply). SEE) F'z}] ASAv B}, REGIGET Day 0 BeBEXHFRHASE#ITARE.

FER&SITE Hyper-V E&3 ASAv

AT AEE Windows Powershell 454477 Hyper-V %% ASAv. tHREAEMIIH Hyper-V RS E L, MATIERS ST
“‘4* Hyper-V.,

&R
1. ¥TF Windows Powershell,
2. %B% ASAv:

new-vm -name S$fullVMName -MemoryStartupBytes S$memorysize -Generation 1 -vhdpath
C:\Users\jsmith.CISCO\ASAvHyperV\S$ImageName.vhdx -Verbose
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$ 8 Hyper-V ZZ ASAv

£ Hyper-V BIE257 Hyper-V &% ASAv

3. IRIBER ASAv BIS, EEIAR CPU 3 (1).

set-vin -Name $fullVMName -ProcessorCount 4

4. (F[R) BEOBMELAMNEEENMEZR.
Get-VMNetworkAdapter -VMName $fullVMName -Name "Network Adapter" Rename-vmNetworkAdapter -NewName
mgmt

5. (k) MREHIMLEFE, HEH VLAN ID.

Set-VMNetworkAdapterVlan -VMName S$fullVMName -VlanId 1151 -Access -VMNetworkAdapterName "mgmt"
RIFIEO, LME Hyper-V SRERFR B9 L

Connect-VMNetworkAdapter -VMName $fullVMName -Name "mgmt" -SwitchName 1151mgmtswitch
ARIRAERIED

Add-VMNetworkAdapter -VMName S$fullVMName -name "inside" -SwitchName 115lmgmtswitch
Set-VMNetworkAdapterVlan -VMName $fullVMName -VlanId 1552 -Access -VMNetworkAdapterName "inside"

ANIRANERIEO .

Add-VMNetworkAdapter -VMName $fullVMName -name "outside" -SwitchName 1151mgmtswitch
Set-VMNetworkAdapterVlan -VMName S$fullVMName -V1lanId 1553 -Access -VMNetworkAdapterName “outside"

o

N

oo

Parlan o D =+
£ Hyper-V BIESE7E Hyper-V £Z& 3 ASAv
&R LAE A Hyper-V EI2887E Hyper-V _E& 3% ASAv.
bi-3c 2
1. #F “PRES{EIER” (Server Manager) > “T A" (Tools) > “Hyper-V &2 (Hyper-V Manager).

Server Manager

Manage Toals Vienw Help

Bitwise SSH Server Control Panel
Component Services

Computer Management

Connection Manager Administration Kit
Defragment and Optimize Drives
Embedded Lockdown Manager

Event Viewer

Group Policy Management

Health Registration Authority

Hyper-\¥ Manager
Intemnet Information Senices (IIS) Manager

CFYELY

2. kAR Hyper-V 1825,
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6 Hyper-V ZIE82 7 Hyper-V E%& 3% ASAv

*= 20 UG
B Hype-V Manager Actioen
i UTICoTHeDT Virtual Machines
L IO Maeme b State CPUUsage  AuignedMemory  Uptme - .
I:m  DosTnCsn Mrrg 03 et 11908
i IS0 Bihed  Rurryg o 1524 M 1aas |Le tmpont Vit Macking..
ASAS N0 Biyhand  OF |2 rowervsemngs..
i Asntipieing o Plor vienust Swines Mansger..
B ASA0I00 1410 6thed  OF i Wt 1A Mg
B L2000 10 AL = *|gh G Dak.
Ll - »
: B teapect Disk.
 Checkpoints G @ stopsenice
The ssiected i machere has o checkaors ¥ Remeve Sors
(3 Refresh
e L]
B Hee
] Connect.
L Semngn
Im‘ﬂ-lﬂ-ﬂm @ sm
Created L2208 W% Cuntered o s Checkport
Versien 50 i Move.
Crnarratie | o Epon
Weles Mo ‘ B
i Delete_
Sumensry | Momry | etk | Reghcation | A i a2
< - [ > B He 'E
i

3. NAMBEMNEEEFTIRS, GRAEIIRTHAFEMSERR, REEFE “HiE” (New) > “EBHL” (Virtual

Machine).

File Action VWiew Help

= »E B

33 Hyper-V Manager

Il U71Co1HI Wirtinal Al shi

Il Tralaiy HPW:E-‘]| Mew 3 Virtual Machine... 3
Ea uTicolHPvO30 Import Virtual Machine... Hard Disk... '
II et Hyper-V Settings... Floppy Disk...
Virtual Switch Manager... nand Off
Virtual SAN Manager... O
e W (Onff
Edit Disk... thand off
Inspect Disk... far3
][]
Stop Service
Remowe Server
Refresh
The selected virtual machine has r
Wiew 3
Help %

Il
4. EHEHEI “FIEEMHLES” (New Virtual Machine Wizard).
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£/ Hyper-V EI2287E Hyper-V EZ% ASAv

| Gefore You Begin

Spedfy Name and Loca tion

Spedfy Generation

Assign Memary

Corfigure Ne tworking

Connect Virtual Hard Disk
Instalation Options

5. PUTIZEFHZNSER

This wizard helps you create a virtual machine. Ymmmvrmmhpla:eufnhvﬁd

compu ters for a variety of uses. You can use this wizard to configure the virtual machine now, and

you can change the configuration later using Hyper -V Manager.
To ceate a virtual machine, do one of the folowing:

« Click Finish to create a virtual machine that is configured with default values.
» Chick Next to areate a wirtual machine with a custom configuration,

["] Do nat show this page again

'-:E'-:'m-:: Next > || Finish || Cancel

, MEUTER:

— 1&H) ASAV I B FRFIGL B

- ASAv IR ZE

ASAv Y EHE——RZ%E 1 & (Generation 1).

- ASAv fIA7FE (ASAV5 1024 MB, ASAv 10 2048 MB, ASAv30 8192 MB)
- MEERE (ERIESREMEMZERI

- ENEEMLE

SFFelF

EFRERMNBRELRER (Use an existing virtual hard disk), G5 %] VHDX STHEEHIAE .
6. mE5eR (Finish), ILEERFEIM—NER ASAv Bl ERIFHEIE.
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Before You Begin

Specify Mame and Location
Spedfy Generation

Assign Memory

Configure Networking
Connect Virtual Hard Disk

a.
ﬂ Completing the New Virtual Machine Wizard

£ Hyper-V &8 7E Hyper-V £ %% ASAv

You have successfully completed the New Virtual Madhine Wizard. You are about to oeate the
following vir tual machine.

Description:

Name: ASAvZ0-100-14-10-22

Generabion: Generation 1

Memary: 8192 MB

Metwork:  115imgmtswitch

Hard Disk:  C:\Users\dhensel. CISCOVASAvHyper\asav 100-14-10-22-v 30.vhdx (VHDX, dynamically

<] n >

To geate the virtual machine and dose the wizard, didk Finish.

7. MREHY ASAV EM4 vCPU, MwAMTEREN ASAv Z Bif&i& vCPU {E. 7 Hyper-V BIEE AN 5% E (Settings).
“BE” (Settings) IMEMEFITH . ELMEY “BEH” (Hardware) 328 T, SRR (Processor) LLiflE] “AbIE=R"
(Processor) B1&. 1SEMALIERES (Number of virtual processors) EX K 4.

ASAV5 #1 ASAv10 EF—4 vCPU, ASAv 30 EFMA vCPU. BRIAER 1.
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£/ Hyper-V EI2287E Hyper-V EZ% ASAv

M ASAV30-100-14-10-22 v 4 » G
% Hardware ~ n Processor
41 Add Hardware
& BI0S You can medify the number of virtual processors based on the number of processars on
Boat fors D the physical computer. You can also madify other resource control settings.
81S2MB
# [ Processor ‘ Resource control
4 Virtual processors | You can use resource controls to balance resources among virtual machines.
=l B IDE Controler 0 i
Virtual machine reserve (percentage):
i Mt ¢
asav 100~ 14-10-22-v 30, vhdx Percent of total system resources: I D
= B IDE Controller 1
§* DVD Drive Virtual machine limit (percentage):
MNone 1
Percent of total system resources: 12|
B scs1Controler | |
@ B Network Adapter Relative weight:
115 Imgmtswitch B
¥ com1
None
P com2
Mo
I Diskette Drive
MNone

# Management

\L] Name
ASAVID-100-14-10-22

¥ Integration Services
Some services offered

{#. Chedpoint Fle Location
C:'\Progr amData Microsoft\Win. .

£ smartPaging Fie Location
C:WProgramDataWMicrosoftiin,.. =

LeFELF

8. 7 “EEIML” (Virtual Machines) 328 rh, ZHEIZEREA ASAv, FERARAEIERTH ASAY &R, RESIHERE
(Connect). THIGRITH, BREELH ASAv.

: Virtual Machines

MName e State CPU Usage Assigned Memory Uptime '
5 ASAV5-100-14-10-16 off '
S5 ASAVE-100-10-14-22mew off

: 3§ ASAVADMDD-1410-164yhand  OFF

; [Eoneecrm
‘5 ASAV3D-100-14-10-16

{3 ASAVI-ID0-14-10-16yh Settings... I
e | ke Start 1 5

: | Checkpoi
 Checkpoints il =

Mowve...
Export... eckpoints.
Rename...

| Delete...

Enable Replication...

I Help

grrEly



£ Hyper-V ZFZ ASAv

£/ Hyper-V BIE257 Hyper-V &% ASAv

9. £ “EINEIE" (Virtual Machine Connection) #Z#|&8E O 4, SHEEFEEMN “BE)” (Start) #RHBE ASAv.

& ASAv30-100-14-10-22 on UT1CO1HPV0307 - Virtual Machine Connection ILIEE
File Action Media View Help

O b3

The virtual machine 'ASAv30-100-14-10-22" is turned off

To start the virtual machine, select "Start’ from the Action menu

2
Status: Off b
b
10. ASAv HIEZIBIEE REEFIGEH.
to HPF comr
to HPF comma
Self -Test in proce
conplete.
: health tes
-DRBG health t
—-DRBG health t
Creating tr vint " "and installing certificate...
subordinate CA and holds a non self-si
Unl 1.
unctional ity.
*
Status: Running J‘-‘l. | ‘:.
—_— @
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M Hyper-V EI8a8 RN/ L EEL 28

M Hyper-V &I 2710 & & L 25

HEER ASAV RE— /1 MEERLE. EREZDRMAENMEERSS. ERRGT, BITFRMATEMEERSE.
HERIE

H ASAv M"ﬁiiq:;épﬂ’lk:uo

2R

1. 7€ Hyper-V ZIERAM S FHEE (Settings). “i&E” (Settings) IFIEFITH. ELMA “FEHE” (Hardware) 328
T, mEFmES (Add Hardware), %5 = HM&IEECES (Network Adapter).

AE: BEOER “REMKERLEE” (Legacy Network Adapter).

% Hardware ~ | ¥ Add Hardware
“| Add Hardware
g?ErIOS You can use this setting to add devices to your wirtual machine.,
Boot from CD Select the devices you want to add and dick the Add button.
I Memary 5CSI Controller
BI132MB et wark Adapber
B Processor Legacy Netwaork Adapter
1 Virtual processor Fibre Channed Adapker
= Wil IDE Controlier 0 RemoteFx 30 Video Adapter
= Hu'd[ilwe
asay 100 - 14-10-22-v 30, whdx
= Hil IDE Controller 1
§* DVD Drive A network adapter requines drivers that are installed when you install integration
d None services in the guest operating system.

SCSI Controlier
# U Metwork Adapter
115 Imgmitswitch
7 comi

None

¥ com2

None
Id Diskette Drive

None

"

# Manmagement
\L] Mame
ASAv30-100-14-10-22
#] Integration Services
Some services offered
13| Chedpoint Fie Location
C:\ProgramData WioosoftWin. .
23 smart Paging File Location
C:ProgramData MorosoftiWwin..
Automatic Start Action
Restart if previously running L
1§ Automatic Skop Action =

8
1.
larelr

2. FERMNEER RS, FTLUESUERIAZ AL MEBIIEE. IMRFE, TAILIZE VLAN ID,
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e ML E R AR B TR

# Hardware

'III Add Hardware

& BIOS
Boot from CD

= \emory
a192MB
B Processor
1 Virtal processor
= Ei IDE Controller 0
® s Hard Drive

= El IDE Controller 1
£ DVD Drive
Mone
B SCSI Contraller
@ J Metwork Adapter
1151mgmiswatch
¥ Wetwork Adapter
1151 mgmtswitch
7 ooM1
MNone
¥ comz
Mone
| Diskette Drive
None
#£ Management

asav 100-14-10-22-v 30, whdhx

L] Mame
ASAV30-100-14-20-22

%] Integration Services
Some sarvices offered

1. Chedgoint File Location

U Network Adapter
Spedfy the configuration of the netwerk adapter or remove: the netwerk adapter.
Virtual switch:
| 115 mgmtsuitch vl
YLANID

[+ Enable wirtual LAN identification

“The VLAN identifier specifies the virtual LAN that this virtual machine will use for all
netwark communications through this network adap ter.

To remowe the nebwork adapter from this wirtual madhine, dick Remaove.

i use alegacy network adapter instead of this netwark adapter to perform a
netswork-based installation of the guest operating system or when integration
services are not installed in the guest operating system.

C:'\ProgramData Wiorosoft Win. .
o4 Smart Paging File Location
C:\ProgramData WMicrosoftin. .

P Automabe Start Action =

CEFELF

IZE MR IEBC RS B AR

Hyper-V F{EABARNMEIEOZH “MEIERCS" (Network Adapter). INRMEIEOHEEHEEINZHR, TESERRE
E. BAREEER Hyper-V SIES(EK AR BABUER Windows Powershell 45 $1&54& R,

=B

SNICRENAME= Get-VMNetworkAdapter -VMName 'ASAVVM'
rename-VMNetworkAdapter -VMNetworkAdapter SNICRENAME[O]
rename-VMNetworkAdapter -VMNetworkAdapter SNICRENAME[1]

ACE MAC bk HR 3

-Name

"Network Adapter"
-newname inside
-newname outside

EfE ASAv LUBRARA TR HEE, #ASIUSHURMER/&REEDR, LIARBEZOFE MAC ik, ERIE

Hyper-V &IE2E s} /A Powershell S-$HUITILIR(E.
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Bic & SSH

Hyper-V EIHRENEREEF

1. 7£ Hyper-V B AM S HEE (Settings). “&E” (Settings) XHEEFFTF. ELMK “FEH” (Hardware) £
T, 2E5ERE (Inside), BFIE, AESEERIIEE (Advanced Features) LUija] “MAC #iit” (MAC address) i&
I, &AM MAC #bit#iIE (Enable MAC address spoofing) #i%1% 4.

2. AHNEBEOEENITE 1 8,

Powershell #54

Set-VMNetworkAdapter -VMName S$Svm_name\
-ComputerName S$Scomputer_name -MacAddressSpoofing On\
-VMNetworkAdapterName $network_adapter\r"

Bc® SSH

BRI LATE Hyper-V BE2RM0 “ERWLERE” (Virtual Machine Connection) &1, B3 & O N ASAv BLE SSH iiiE]. IR
EFF Day 0 BeEXCH, EHLUARDNIN SSH ihEl. BXiEMAES, BESRES Day 0 EEXH (59 11) .

e
1. WIEREFTE RSA ZAXS:
asav# show crypto key mypubkey rsa
2. WRATFTE RSA B4A%F, BEM RSA Hifxt:
asav(conf t)# crypto key generate rsa modulus 2048
NGl

asav((conf t)#

username test password testl23 privilege 15
aaa authentication ssh console LOCAL

ssh 10.7.24.0 255.255.255.0 management

ssh version 2

3. WIEERE AU EAE PC £/ SSH i5i5) ASAv.
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CISCO.

BCE ASAv

ASAv BBESTIECE ASDM ijia]. BEATLUER Web 5T as MBI E IR ERI R AR IP Hill % E] ASAv EIE IP it
b, AEENBIARIFEAME PiRiGIE ASDM LUK AT 523 CLI 3718 (SSH 5 Telnet) . AEEZMEMUEREESE
ERZIFAEM ASDM R E SREMNERREES.

B 3z ASDM (5 71 7D

fEF ASDM $UITHIRECE (58 72 1)
ASAv BEftaZiii® (88 73 10D
SREE (87370

B ASDM

B

1. #£38%E 7 ASDM E ikl PC £, #IALLT URL:

https://asa_ip_address/admin

FEG 8T~ ASDM BEITTE M T 24

Install ASDM Launcher and Run ASDM
Run ASDM
Run Startup Wizard

2. BETHBEHIER, ERITUUTHRIE:

a.

b.

=5 Install ASDM Launcher and Run ASDM.,

BERRMZRFEREE GERTHRE) , ARSE OK. MNRKEE HTTPS BH¥HE, ATAERERREM
enable Z15 (BUAAZE) BIBERATIREXT ASDM MIiFEIMR. 5 : REBH HTTPS SMAEEIE, BMARFAZM
KELERD,

BREEFREE PC, AERREREF. RETHE, ¥BsHFTH ASDM-IDM BahiER.

MANEE P i, MRAFRMERET (BRTHRE) , RERT OK. I&E: WREEM HTTPS BBKIE, &
MR P ZMXRED.

3. Z{F M Java Web Start, FHITULTIRE:

SH1E{T ASDM (Run ASDM) =3Z1TRE1ES (Run Startup Wizard).

HIRRE, BREAFNREFR PC £. 3, HWAILUERITHARESR, MARRFRESRK.

MiZiREEFH R B R Java Web Start.

RIBETOIFERZABIER. RGEEREH ASDM-IDM BEhiEF.

BRAPBMEZENEE GERTHRER) , ARSE OK. EE: MREREBA HTTPS SHBIIE, HWARPBMXEK

T,

BRAZAT  www.cisco.com
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£/ ASDM #ITHIRECE

£ ASDM #1TH#)4GECE

TSR UMER LT ASDM EISFEFHITVIERE. T CLIEBEE, 5517 (CLI BLEism) .
B EBTRxIES (87270

B (FE) fiFiHE ASAV FEMAHRSE (F 72 70

m (k) BT VPN @F (5§72 50D

B (FiE) 7£ ASDM FiEiTHMES (5 72 1)

ZITREES
E1TBENES (Startup Wizard) ({K)XIEFEBIS (Wizards) > BEIES (Startup Wizard)) , LUEFTIUEE N R RIEEHE
THMEER. ERBHESAUREATAR:

m EHE B ERSEREH

B R B DHCP fR%5:5

m EIEZ B g EE ]
m B0 B DUREZAR..

m [P HbhE

(AIIE) #eiFiAIE ASAv EHEBIA RS S

R (Configuration) > B i (Firewall) > A3£AR$ 38 (Public Servers) Bifs 2 HE§ 22 HIRE BN ERHRSZTIE
BERiE). (Sl SR, EAARARERIMNIRE AT HAOMENLERS, 1 Web Fl FTP FRE®E. G LUHXERSKE
7 ASAV EEFRAHIREX (DMZ) B bk, BT A RS EMERE DMZ B, ARRESREROEAREHFLEM
fEHIPIERI L .

(AJi&) 1&17 VPN [a%
ERIMERULTES (H5 (Wizards) > VPN [E5 (VPN Wizards)) 2 E VPN:
B 558 VPN 5 (Site-to-Site VPN Wizard) - £ ASAv 2 |88 IPsec ifi = [B)%iE .

B AnyConnect VPN [85 (AnyConnect VPN Wizard) - E2& Cisco AnyConnect VPN & Fif#y SSL VPN iZf&ifial.
AnyConnect FI| A F]ifa) il FiFHISEEE VPN BEEAIZFER PIRES ASA FIR £ SSL iE#E. ASA REEFLARCE A i
T2 P ERIE R br 88 #5035 AnyConnect i, £ AnyConnect 3.0 RESIA, Z AT LUIEIT SSL 8
IPsec IKEv2 VPN 1.

B JREFiR SSL VPN 8% (Clientless SSL VPN Wizard) - BL &l s 88 AL & il SSL VPN mAgifia). @& 5as8a
FTZ i SSL VPN, ARFALUER Web R385 ASA B L2e/)Zi2ifhicnl VPN BE. ESMIIEZE, FAAEREI]
FT, FREALUSEMSENZ IHRSMER. MEETERAREMIEHEAREERESE. ATLUN A ACL KRS 215
45 E e IR AN E] .

B |Psec (IKEv1 =% IKEv2) iZ#2ij5ia]l VPN 85 (IPsec [IKEv1 or IKEv2] Remote Access VPN Wizard) - 2 & Cisco IPsec
Z g IPsec VPN Zigifa).
(FJi%) 7£ ASDM FiE{TEMbES
B SATAMMAY RMEES (High Availability and Scalability Wizard) - Bf & & H]#a; VPN fagiige.

B BIREIEIRES (Packet Capture Wizard) - BRERMES{THIBEER. ZEASHASMIADEOME OFO LEITRE
BREMR. BREEEZE, BUUBKEEHRERRER PC, NMEKES TN PHITREMER.
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ASAv BnifaE

— AS / —
ASAv B &1 E 151
T, ASAv 3T ASP BHIEGHHINE X IFESE) (auto) iE11. BIFIRE, AIEHEMERKEGEEREFNAHINETD)
BE. ASP BHUIREAAHMERITES MeOENRMEDBEIMERZNEEE LELSTE. MRRAZEFHIEE, HHH show
cpu BLHMITNT 100%, LINEEFEEREARTITSTAXHNEENGHTRESENELE.
=
1. BBz ASP faE i

ciscoasa(config)# asp load-balance per-packet auto

AR BARST, SREAAENELTERRS. AXIFARER, F2H (BH ASA RI&SEE) .

S A=

EMEFE TR ASAv, ESRBH ASA RIS FA.
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