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* Range End Address(® ¢ & T4) - T4

« Subnet Mask(A B.¥l mp 2~ =7 - (A &l AL3h) o] 2] &k [P 40 A B Y up g5 Heldh )
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Site-to-Site 2! F}o] A= VPN |
. IPsec IKEv1 Remote Access Wizard(IPsec IKEv1 <17 o0 4| 2 m}sE AL

Attributes Pushed to Client (Optional)(Z 2}o] A Eof| FA| 5 &= &4 (A 8 A3 S ALl ASAC]
#] DNS 2 WINS Aol thgh g 1.} 7] 2 erQl o] & 94 A= Sdte|dER Adates &
T AFH
* Tunnel Group(E1'd 715 ) - 74 &0] A &%= A4 G 39 o] 5& EA YT} VPN Client Name
and Authentication Method(VPN Z2}o] A E o] 5 H Q15 W) Zoll A o] o] & AA T}

* Secondary DNS Server(}.Z= DNS A H) - 2.3 DNS AW 9] [P 425 J=H

* Primary WINS Server(7] ¥ WINS A1) - 7] = WINS A1 ¢] [P F4 2 18 gt}

« Secondary WINS Server(}. %= WINS A1 H]) - B2 WINS A ¢ [P F4 = 9] E 3
=

* Default Domain Name(7] = =91 o] &) - 7] & =dQ] o] 5& ¢

IKE 4 2

ISAKMP(Internet Security Association and Key Management Protocol)2}3L %= 3}= IKE+= 7 711 9] &2
E7} Psee 2.3 & THGHE ol Bold 4 E% )t A4 ZREZUT 2 IKE 94
£ Phasel ¥} Phase 22F+= 5 719 AlH o &2 Yoyt 1dA o= HAIKE 4 HAIAE HE
o= A WA B E S AU H 29 A A = HolB & Badhs HES AT
b AFE-sto] HiolE R 7Nl AR E B 4o st W, ol o IDE Q1S
A= ots 3l 7] A4 due] & A4S 29 e Diffie-Hellman 15 < i%LO]-% Phase 1 IKE &
20 AR AFUTE ASAE of Sl B2 ALgetel G a2 64 78 LT
* Encryption( & 3}) - ASA©| A Phase 2 @3S X &35} Phase 1 SAS A A3l o A8
dost dagFe AU ASANA A ddh= dst dadFS e ZEUTh

IKE Policy(IKE % &)
|

(o
O

oagE e

DES Data Encryption Standard(t] ©] & ¢35 3} 3% )
o] ofolgIuITh. s6H] = 7] & A8 E o

3DES 2 DESY U T 56W] E 7] & AH8-3ho] ¢33}
E A A 3o

AES-128 Advanced Encryption Standard(31 5 %5 9%
3h¢] okol Ut 128H] E 7] = A& Y

AES-192 192H] E 7] & AH8-3h= AESY Ut

AES-256 2569 E 715 AH&-3H= AESIU T

71 E-2k<l 3DES+ DESE.U} ehd aF =] 9k ok 5.3} 2 E
S} Ph7EA 2 AES A e Bk Al g et o
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| Ssite-to-Site 2 Ze}o] 1= VPN
IPsec IKEv1 Remote Access Wizard(IPsec IKEv1 1 7 o) A 2~ n} i A}) .

* Authentication(?1 %) - 915 B Ho|¥] F-24 WAl ALg-5 = 34 dare]Fs A8yt 7]
E42 SHAY IJE} MD5¢] thol Al 2 E7} T 2hom, &2 = SHAR T oFh o] k2 1 o = 7h
HUIth MDS B2 & )5 o] 949 4 35 ALl /b LIk, 4409 ASAS) A ARE-Bhe
HMAC(Keyed-Hash Message Authentication Code) ¥ -2 o] &4 & W2 g},

« Diffie-Hellman Group(Diffie-Hellman “157) - A & A &38}A] &3l 3 v]d S A sl7] Y& +
IPsec 3] ©] 7} A}-8-5}+= Diffie-Hellman “155-2] 2] 25 A8t t}, 7] 27520 Group 2(1024H] E
Diffie-Hellman):= CPU 4 & ] 7Fo] 2% 9t Group 5(15368] E) Bt} ¢ 3F#] k5 t},

IPsec Settings (Optional)(IPsec A (% & A}3}))

IPsec Settings (Optional)(IPsec A A (A 8] ALah)) & AL&-3Fe] T4 W3lo] 8 §le 24 S 2EN
EQAE AT = AdFUL 72 0= ASAT 54 =+ A 4 NAT(Network Address Translation)
E AR Y SAE QU EYIY AA P F4F F SAEZRH w3 Yth NAT= A8
T e o T 2E o3 A Y-S HAseHA N VPN 93 )1F R BSH o5 T AEo
= A-sA Fs T AFHH

>~l

dE 5o T4 NATE 4—9—0} Y S 2E s oA F2AQ 2 AelE 49 XA A S 1P F
25 WS o] Wgke FANE oo TAH YT whebA] A A P AR dHlolHE B o] s
SAEd A HE 94 VPN SEo]AE = NAT A 9] 7+ 2 S A 81A] 2o o]efst T AEo|
AAS 4 glHFyh
A
Fi BE S2EQ UESIE NATAA Al steld o] oAl o} Ax FA51A] viql Al o, fite] &
= AR 08 BE SAEG Y EY T NATZF 4458

* Interface(Q1E] H 0] 22) - A &gk T~ E = Y ES Fof]| A3 = I H o] 29 o] 55 HE g

.

* Exempt Networks(A| €] U ES] ) - A& g Qe F o] 2 Y EQ] T A A )3 S A2E = HES
o IP F2E A9y

* Enable split tunneling(Z=Z 3 B9 ¥ 2413} - 371 Qe ul o2 A%
E B S d5ste A & AH = dFsteid A .
TR e EdA L sty v, R A 2 HE A
FEUth 228 HE " S &4 stketH ASACA A
S FAFYTE 94 VPN ZEol I E= ASA ol = P FAR AEH = EdY S 433
Uth & B EE2 ASAE AAA KAl JHYIo R A daste A &L 2 a5
U,

Enable Perfect Forwarding Secrecy (PFS)(PFS(Perfect Forwarding Secrecy) 2 3}) - Phase 2 IPsec
7] 273 Al Perfect Forward Secrecy§ Abg kA of B2 ALg-3t 22} 7] 2 A AU th PRSE

7} 7k o] A| 8- 7] 7} o] A 7] ¢F - gk k5 s} 7l Y Tk PFS7E €4 815 A 22 49~ [Psec F
Aol A Phase 2 7]+ Phase 1 7] & 7|4k o 2 3T}, PFS+ Diffie-Hellman 7] &S A}8351] 7] &
A3 o

PFSE B F 70 7] 5 3hupr) o] S 4w Aol = A7) 37 L vl F7) 7] F ol A o= Al
A 717} =45 A g2 )
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Site-to-Site 2! F}o] A= VPN |
. IPsec IKEv2 Remote Access Wizard(IPsec IKEv2 <17 o0 4| 2~ m}RE AL

A Ao oz 1o A PFSE &4 3}3) of St}

« Diffie-Hellman Group(Diffie-Hellman “15) - A 2 A &3}#] ka1 &f ¥ & 5 A s517] 93
T 1IPsec ¥ ©] 7} AF-&-3} = Diffie-Hellman L5 2] A/ H & M ek} 7] &2 %}?l Group 2(1024
H| E Diffie-Hellman)= CPU 2 & A]7Fo] & 2] Wk Group 5(1536H] E) .t} QA 314 k&5t

Summary(.2.¢F)

T3 ol "FE38k= 73 -9- Finish(71H) & 23 9y o} 121 ASAl A LAN-to-LAN 73 & A %3 ot
Finish("} )& 28l g -0l = 1] o] VPN P ALS AFE-5to] o] A4S WA S = lFU T 1w
71's& A sk 73 8tel W ASDMS AHE-3ll A Al Q.

IPsec IKEv2 Remote Access Wizard(IPsec IKEv2 914 o0 4| 2~ u}H A}

IKEv2 Remote Access Wizard(IKEv2 27 o A &~ U]'t”/\})% ARg&to] Eukd ARgAFet 2 VPN =
Gho] L= o] U8 Hek 7] OLA 2 41 B3l 97 Ipsec 310l o] 12 SIE] o] 25 A 3
15y
PLR=] .

Connection Profile Identification($1 2 3£ = 3} ¢l 21 H)

Connection Profile Name(1 2 22 319 o] 5)S 9 9381l IPsec IKEv2 U2 A A 2o A3 VPN
Access Interface(VPN 4 4] 2~ 91 Ef 5 o] 2~ EaRi=g
+ Connection Profile Name( AA ZZ Y o] —E‘) o] IPsec 1 Aol et Y A2 A AS 33}
HAEE WS o] 55 dE YT A A A= AT, AT Fo] B oI E dE] A Y, 7
2 15 A IKE 54 58 AT 5 A5HTE ©] VPN sFHANE AFS-8he] A3 A4 A4
o A= 15 WS XG5k, ASA 713 I A S A Th

i
2
e

_—

B

VPN Access Interface(VPN 4 A 2~ Q1E] 7| o] =) - 914 IPsec 310%9]-/] HoFH Y-S A= 9 E
o] ~E e gt} ASA] o 7 O]Eﬂiﬂol/\ﬂ A= 735 o] mpHALE A Etr] Holl WA
VPN 74 & Algste] Bt A4E AAste] = 2 94 IPsec T ofof] AFE-E Qe o]~ & 2
afjof g ok

¥ 7]4FIPSec(IKEv2) €15 & o] %]
IKE Peer Authentication(IKE 3] ©] Q15 - ¥4 A}o] E y]of = AL 3 7] 2 Q153 A Y EAPE A&
g RIFA B vlo] JIF o ® IFjH o
« Pre-shared Key(AHd 3 71) - 1~1282F2] 22} H-29S =gy},
AP E A 715 ARE S Al ghE o] A Jofete] T4l H b AR EYAE w2 A
AT = AFYTE AR 2t IPsec ] o o] B AAS HAA k= 7F Fjofof digk 4 FH7}t
Qo= gt U EY oA 44 FA7F S = dF
Het B S AAste W ZF IPsec ¥ o] o] AP & 71E nLgkafof ok b g & A
&sto] 44 Al E 9] #Ejatel AbH & 715 nlgks FA A L.

_4
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| Ssite-to-Site 2 Ze}o] 1= VPN
IPsec IKEv2 Remote Access Wizard(IPsec IKEv2 ] 7 o) A 2~ m} i A}) .

* Enable Certificate Authentication(] 54 215 &/ 8h) - A Elgh A 9- AFA & ALE3to] 5T
AFHH
Enable peer authentication using EAP(EAPE A}-&3F 31 o] Q15 &4 .‘1}) Aeret 4 $- EAPE‘ ALE

she] Qe 4 QU of Seleke AEH 49
E

Send an EAP identity request to the client(Z 2}o] 21
2 917 A2 VPN Fehol A ER A5 T F AL T

il
r
o|\
=
o
ol}J
R
mlm
>
FO
o
_,$
hisd]
i
_ﬁ

Mobike RRC
* Enable Return Routability Check for mobike(Mobike®ll o gt 13} 2}-9-¥) 7}5-4d &<l &4 35)) —
mobike”} &4 8} 5] o] 9)i= IKE/IPSEC H.¢F A AN A 54 [P T4 M7 Alatol] of & wk3) 2}-§-
g 7lsd gl g sk o
IKE Local Authentication(IKE =7 1<)
o 24 QTS G gtetar, AbA F 7] e A E Ay

* Preshared Key(AF4 31 71) - 1~128%}2] & e} A9 & o & o).

* Certificate($] Z/\1) 27 ASASE ¥4 IPsec o] 79| Q1o QISA & Al&steld 28§
Hth o] st & ekm k™ o] Aol CAoll 553kl afLt o] 9] 1T E ASAR 2=

shok g e,
UAE 9154 E ALg5te] IPsec Bl S M AFHE ] AHEEE 2ol E AEHOR )

& AFUH gAE Sl = o) 5, A | 3E, 3|AL F-A4L,IP T4 5 AR A
Ei%%7v+ T X3 o] sy

&)
Hpo] 25 Ak R IF 3 o] JFU T
A IS4 & A8t ¥ ZF 9] o 7} B A | Q154 & 3 81+ CA(Certification Authority)
of FFsoF FdHth CA= AE T e Fa Aol AW =4 Wl A vk 37l CAY
T AFHH
9] o) 7} S A 3}34 ASA = 3‘%3}3 tlolB & HA Y= A g ato] A= dFafof ey
th U E ol A} 3]o] & F7He A9 sl o] 7k CAdll TFt R & thE F]ojo= 57}
Tel 4o glsyth

o
RS

IPsec IKEv2 97 oM A| 2 of &= Radius $15 1 #| 15 Yo}
* AAA Server Group(AAA A1 1) - o] dof] 433k AAA AW 135S eyt

s New(M 2 THE7]) - A AAA AW 135S AW S8

ol\

i

* AAA Server Group Details(AAA A 17 M F-AM - H 3k 5 o] A& AFE3Fo] AAA A
H 155 FAgY

ASDM 2 73 A 3: Cisco ASA Series VPN ASDM -% 7}-0] =, 7.10 .



Site-to-Site 2! F}o] A= VPN |
. IPsec Site-to-Site VPN Wizard(IPsec A} ©] E t]] A} o] E VPN v}'HA})

Client Address Assignment(Z 2} 0] E T4 )

IPv4 L IPv6 T4 S AU A8 A 9. 28 U7 A2 S8lo]d Eof [Pv4 = IPv6
A EY FavtadEynt B o FAE A 1Pvd A7 A o7 A g AHA g 8-S

Network Name Resolution Servers(] E ¢ = o] & 3¢ A1)
LA AR U F- U ES T AA 28 wf EwQl o] &S st Wi S A3y
« DNS Servers(DNS A1 B]) - DNS A H ¢] [P 42 ¢) &gt}

« WINS Servers(DNS A1) - WINS A H o] P F 45 ¢ &gt}

i

* Default Domain Name(7]3& =H| Q1 o] &) - 7] 2 Z=dQ] o] &S5 L H3Yh

hal

NAT 7| 2]

« Exempt VPN traffic from Network Address Translation(Network Address Translation®l] 4] VPN E &
= A 9]) - ASAC A NAT7} /8 8t 79 o] 342 A eafof Fot.

IPsec Site-to-Site VPN Wizard(IPsec A} ©] E tf] A} o] E VPN =}'H A}
F ASA Hrto] 2~ 1ho] HE & /‘Pol o] Alo]l E g ol ghal 3k, o] = &Yt Ao E of A
O] E VPN B 8L [Psec TREEZ S ALE3l] do|HE B3]
Peer Device Identification(3] ©] t]n}o] 2~ 21 &)
* Peer IP Address(¥] ©] IP F242) - THE Alo] E(F] o] tluto] )9 P =45 A U T

* VPN Access Interface(VPN 9 Al 2= Q1 E 5 o] ) - A}o] E U] Al E B dof| AFE-3 A Fo] ~E
ey

+ Crypto Map Type(3t 5.3 ¥ §8) — o] 5]ojol] A1 o] f8(47 &

I

&

rr

)

o

A4

L0

oy

U

Traffic to Protects(x. 5.t E 2| ¥)
ol @Al = ZA YEY A} YA UEYAE AHET 7 A5 o] 23t U ES A+ IPsec &
3tE AMEste ERE S Ryt

* Local Networks(ZZ U E$] ) - IPsec H oA Al&-5] &= E~EE AH3 T

* Remote Networks(9 2 U/ E ¥ ) - IPsec E] @Ol A AL-&5 &= U EY IS 2 E g}

et

o GA A= Fof tutol 2~ AF WS FAE 7 AFUTH e 48 A EEal A I
718 A & AU B v 22 35 548 A F- 5= Customized Configuration(AH8-A}
Ao ) AEE = dHFY

. ASDM 2 7§ A 3: Cisco ASA Series VPN ASDM -4 7}o] =, 7.10



| Ssite-to-Site 2 Ze}o] 1= VPN
IPsec Site-to-Site VPN Wizard(IPsec A} ©] E t] A} o] E VPN v} HA}) .

« IKE Version(IKE B] ) - Ab-&-8F v A o] w}2} IKEv] =+ IKEv2 8918 A e gy}
« IKE version 1 Authentication Methods(IKE ¥ A 2 915 ®H)

* Pre-shared Key(AHd & 71) - AP & 712 AHE-8hH Al g el =9 924 d]ofoto] FA 5
]

™ o W&

QFg Q) V=) 22 w3 417 84 8 5 g th 3R 7 IPsce 3100l 1k A7
A B 2 ool tlg P4 J1ot BestmR ot W= 204 Sy Bk

A % ALy
o E S S E W 7 IPsec 0] Aol APA B 715 maaof G T AT Y S
At} 947 Afo] E o] ] Aol AL A B 715 mBe) FAA L.

Device Certificate(t] B} 0] 22 Q15-4]) - &7 ASAS} 914 IPsec I| o] 7F2] Q150 Q154 = A}
&3t H Sk

HAY Q15A & AFESF] IPsec Bl 2= AA st Ul AFE = Bt 7] & S84 07 1y
g AdFU gAY A = o5, 91 M3, 3|AL B4, IP T4 5 AFEAF =
vho] =5 A ek G EIE 23E o] dFUTH g ) 7] AL i'%LE]O% AFHT
T o)7L Sl JAEAE fﬂ@faﬂ dolg & tAd = A ato] A2 153l oF Y
th U E 9] ol A 9o & 73 4 9- 3l 0] 7} CAdll T 538t & th& Fojoll= F7}
T/do]l 8 glEHh

1

« IKE version 2 Authentication Methods(IKE ¥ A 2 915 W)
* Local Pre-shared Key(ZZ A} & 7]) - IPsec IKEv2 915 W 2 t5 8} &ae] 58 A A
o,
* Local Device Certificate(27Z T]H}o] 2~ Q1 5-A]) - HQF o] Z2lo] A A5 F3] VPN KA ~E
A=

* Remote Peer Pre-shared Key('cﬂ 2 o] A

FH 7)) - 24 ASAS} YA Psec ¥ o] 7+9] <l
ol AHH &1 715 ARg sk d S5 g

* Remote Peer Certificate Authentication(d 2 3] o] Q154 215) - o] 34 S A ElshH 3o ]
bho] 20l 4] 91245 AL 3ol of tiupel 0] AE-0.% Q1 E 4 g

* Encryption Algorithms(& &3} &312]55) - o] ]l A = tlo]H & K3 sl b AL85 = 4ot
SECERTERE LR N
« IKE Policy(IKE % #) - IKEv1/IKEv2 215 %S % A gk},

* IPsec Proposal(IPsec A QFA]) - IPsec ¢ &3} 21|55 A4t}

* Perfect Forward Secrecy

* Enable Perfect Forwarding Secrecy (PFS)(PFS(Perfect Forwarding Secrecy) 27J 3}) - Phase 2
IPsec 7] W73 Al Perfect Forward Secrecy & AH&3HA] of F- 2 ARE-3F 22} 7|5 A4 3y
Tk PFS& Z}2He] Al 28 717} o] 7] ¢f T3¢t ¢k 5.3} 7l YUt PFS7F 278 8w A oF
2 739 IPsec G 2toll A Phase 2 7]+ Phase 1 7]= 7| Wk & gk}, PES+ Diffie-Hellman 7]
== AHgete 715 A d Y o
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Site-to-Site 2! F}o] A= VPN |
. IPsec Site-to-Site VPN Wizard(IPsec A} ©] E t]] A} o] E VPN v}'HA})

PFS<= HIE 7l 7] 5 ahhr) o] Sl &2kl A 9-oll = 7] 270 3wl 7] J el A s
g A 77} 245 A = g
A 9] 4% T Fol| A PFSE &4 &) oF P )

« Diffie-Hellman Group(Diffie-Hellman “15) - A 2 A &3}#] &3 &f v & gAY s517] 93

5 IPsec ¥ ©] 7} A}-8-3}+= Diffie-Hellman L5 2] 2] H 2} & A . 713k 21 Group 2(1024
YE T QP 3FA] g5 T

)
%
m
i)

NAT 7] 2]

« Exempt ASA side host/network from address translation(5=2~ ¥ 3ol 4] ASA & T~ E /Y| E Q] 7 A
o)) - Bt 555 AR sk T Bl Ao SAE B v EAE AE Y.
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IKE -3

=
—

X
w

IKE &4 3}

A 2

[AUBNAURN AU
)

IKE

« IKE 74, 17 %] 0] %]
* IPsec T-4d, 27 #| 0] A

ISAKMP&} L% 3= IKEE F 7] 9] S AE 7} IPsec B S A1 S 551 WHlo] Ho8k =gl =
A= P4 T 2 EZ Ut VPN(Virtual Private Network)oll th 3k ASAE A 5Fe] = A A A] =9
A A= 29 IKE 9 e 8 A A8k, VPN 2S48 914l 9017 7481 IKE 4 3]

& nhEolof gk,

L ZAA

IKE &4 3}, 17 7| o] A].
A}o]l E t] Alo] E VPNel o gk IKE vl 7] ¥ <=, 18 H o] x| = A 4 gt}
IKE 4, 21 #lo] A& G- .

L 2AIA

VPN A4 ] 3] IKES &3t ™ tha= T3t Al 2.

a) ASDMol| A Configuration(-%) > Remote Access VPN(Y Z] 21 4]~ VPN) > Network (Client)
Access(U E 9] A (Z2}e] o E) 21 4] 22) > AnyConnect Connection Profiles(AnyConnect 172 X~ 2
ey E AE g

b) Access Interfaces() Al 2= Q1E] # o] ) o & ol A IKES AF-&8F Q1 E] H] o] 2] th 3} IPsec (IKEv2)
Access(IPsec(IKEv2) 94 Al 22) o} 2l 2] Allow Access() Al 2~ 3]-8)E A el ghL o},

Ato] E tf Abo] E VPNOl| 3] IKES &/ 3}etel W tha& T3 st Al 2.
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Site-to-Site 2! F}o] A= VPN |
. Abo] E tff Alo] E VPNl o &k IKE v 7 5=

a) ASDMZOl A| Configuration(7-/J) > Site-to-Site VPN(*]-©] E t] A}©] E VPN)> Connection Profiles(31
A Z23d)yE A9
b) IKEvl ¥ IKEV2E AFE-E QIE Fo] =~ 5 A et}

A}o] E ] Alo] E VPNl o 3k IKE vj) 7)) ¥ 5=

ASDM?®I| 4] Configuration(7-%J) > Site-to-Site VPN(A}°] E tf] A}o] E VPN) > Advanced(2L5) >
IKE Parameters(IKE 3}2}1] )& A &3yt

NAT 35 4

* IPsec over NAT-T &4 3}

4o

[Psec over NAT-T+ [Psec ¥ ©] 7} NAT U] Hlo]| ~ 5 E3 474 A Hl 2 9 LAN-to-LAN 92 & =

FAAYS FAEFFFUY. o= NATHH} 1*011 ZEX S A3 X E 45005 AH8-3H
o] UDP H|o]E] 2% 1] 9] IPsec EF & & st W FyH UL NAT-TE 25 NAT
tulo] ~E A o2 Tx|sh, I3 sk OTIPSGCE?’H"JU} &3y} o] 752 71K o

2 A5t of sy

* ASAE HlolHE 13 F<l S2fo| A Ed uhg} 1 F IPsec, TCPE & ¢t IPsec, NAT-T % UDP
& &3¢ IPsece Ao A Ae o dFHT

» NAT-TS} IPsec over UDP7} & U} &4) 3w 7 9- NAT-T7F 43 o2 A g8y}
« o] 755 &4 3}l IPsec over TCP7} U2 & 4 W H T} -4 02 &5t}

NAT-T®] ASA 78L& t}S- 3 7+ th ] NAT/PAT t]Hlo] =~ F 9] [Psec ¥ o] & A Y43}
o U+ LAN-to-LAN 914,
* LAN-to-LAN 172 == o 2] 912 d A2 FEfo| A E(E T st x]$).

NAT-TE AH-&-3tH W &S a8 FHA L.

ZE 45002 of &= "] ARE3 1 E # o] 2~of tff gk ACL-S *H5 Y tH(Configuration(7-7) >
Firewall(*d 3} ¥) > Access Rules(2) Al 2~ 71 3])).

o] ol A IPsec over NAT-TS &4l 3}shy o}

Configuration(7-/3) > Site-to-Site VPN(A}©] E t] A}o] E VPN) > Advanced(1L3") > IPsec
Prefragmentation Policies(IPsec AFd Z=7}3} % #) 2] Fragmentation Policy(Z=2}3} % 3) vl
H H ol A IPsec AHH 27t s @A shshe o] AFE S QI H o] 25 A FY T} o] -4
< 54»1‘ 739- 1P 27185 A Y 3HA] &+ NAT tlufo] ~ 5 Sa|A & o A3 Efo S %
s # AFUTE o] 2] gk NAT v nfo] 2= IP 27} 3HE A 93} NAT vl Hpo] 9] 24915

-3l 514

* IPsec over TCP &4 3}
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| Ssite-to-Site 2 Ze}o] 1= VPN

Apel £ o Abe] = veNel o g IKE v A+ [l

IPsec over TCP= Cisco VPN Z&}o] A E 7} 5 ESP == IKE7} 258 4= LAY 7| & Wil H

A WS FAARE 25 5 ol B ol A 2HE S = Al U T IPsec over TCP+= TCP
o} -2 7 Ulol| A IKE B IPsec L2 EZ-S 74 3}51o] NAT % PAT t]uo] 2o} 38 & &
d ekde ge g e A syt o] 752 7|2 H o2 ugAdglE o] 95U Th

j s

¢
¢

o
K

o] 7]

ol
(&l

S A) 71k w skl ol A 25844 9o

KN
T

IPsec over TCP= ¢4 A A2~ ZEfo]| A Ed A 2HE 3t th BE E2] 4 9 VLAN QI E #o] 29
A As U Th ASA 715 el v 4 853 Sefo] d E o m LAN-to-LAN 91 A ol A 2H-5314] &5

[Sh=
+ ASAE Hlo|H & w3l 2l SFglo]AE upe} E 5 [Psec, TCPE %3} [Psec, NAT-Traversal

« o] 7]%5& &/J 35 IPsec over TCP7F TF 2 L& A2 W Hth 44 0= 485t}

AA3HE ASA 2 FEto|AEo| A TCPE %8 IPsecs 4 19
&

A7t A s A 10709 ZE] ti3] TCPE 58 IPsecS #4313 4= sy th & 4+
7 L E(d: LE QO(HTTP) =+ FE 443(HTTPS) S ¢l Hald el d L E S} A Q) TR EFo]
O o] 2Hs st A s dElv A AR YT A3 A 0% IKE A QI o] 2~ & &3
ASAE T st ol b o] B9 A & ARE S gl F U T o] 4 & &l 4 3t e] ' HTTP/HTTPS
Y E e XER YA G4 A Q.

ASA¥RF ol g} S| AE A = TCP LEE A dllof Futh o] A E 742 ASAE 9
3| AAT LEE H4 17) o)A L&) oF ey,

Identity Sent to Peer(¥] o] 2 & %% = ID)

IKE 37 5ol 9017} Al & 28 81= d] AHE- 3 Identity(ID) S A1 & o

Address ISAKMPID ZH & u$sl= S 2EQ IPF4E
AHEFY o
Hostname ISAKMP ID H H.(7]2h)E wdstes S ~E 9

gatshe =]l o] F& AR E Y o] o] 52

TAEolF H vl ojF s Y.

Key ID A7 3)ojol ] 443

5t Key Id String(7] ID A}
A)S AHE-Ste] AFH E A 71E 23 Th

Automatic A7 %4 IKE 42 233k
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Abo] E tff Alo] E VPNl o &k IKE v 7 5=

Session Control(#] 41 A ¢])

CQlubeE A H B A7 ] 245

R

a2
a2

fo
oL

,d
Mo

) B E= Aggressive(d 54191 BEE AR 55U

FA 9 Aggressive(d = 4 Q1) Lo A = 3] o] kol A ¥ o]
J

S
%

L
=
Phase 1 IKE &/l A = Main(”]

T RE BE FAW AuAE A

olyel T e wayt B a3 Aol Revt 23 o MEX Y B gAY IDE RS
HA) LU th ek AR E o5 31E HeFSASE A A7) Ho A1 R E w k) of 3 o)

o] 7|5 7]tA o2 nj &g akH of 35Ut

of

e A4 A A T ool &
O] A E L= LAN-to-LAN Al A2 ASA T8 = A58 AA &5 A1 A Ho A

AZE Z3t, Bl Akel A Ak 5 ol A o) = #Eold 4 sy T

i,

« ASA° A= A A 1] °](LAN-to-LAN T/ ol A]), VPN S 2}o] A E B VPN 3002 s} =490 &
glo]AEo] Aol A% = AT 1ol {5 ¢delE 5 dFHT ¢S e o &
o] A E= 1S t] Iy dte] oWl E &1 i g Fol] FAF T o] 758 7] A
o= v gty o] JlFHTh

« o] ol M= ASACIA o] 27t A I A Al o] 5 B JEF o] 7] 475t

olr
o
i

.+ oreJo] g4 shel wek o] Fefol Qs

« 4.0 042 AZEYO]Z A= VPN Zto|AE(FA T2 818

IKEv2 & 27
IKE v20l = 9 & = SA 5 A3t F7F Al A Ao S AL&8E 5= 95Ut 7] 24 0 2 ASAo| A
= 48 Y SA FE AlTe A FHUTth
* Cookie Challenge(F-7] A& A]) - ASA° A SA %73} 97l of] 3l S o 7 F7] A A= v] o]
tulol A2 Byl 5= QI == st}

* % threshold before incoming SAs are cookie challenged(£ ] 2. SA| F7] A A] 7} 4 &5
7] 8] A (%)) - ASAN &l Fdol A 3 &5 = & SAS] W&o, o] Mo =
ol o] %90 BE= SA YAl thal F7] AR A7 E AR Y 9= 0~100%°] 1L, 7]

B2k 50%] U T}
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"EEN |

* Number of Allowed SAs in Negotiation(g 4ol A 318 %= SA ) - A A=A &
= FH ] SA & A g3t} Cookie Challenge(F-7] 7 X]) e} $HA| AF-8-3F+=
2k gRlE 918l F71 A AR S o] AT 2 o= AT
Maximum Number of SAs Allowed(3] &5 &= Z t] SA ) - ASAl| A & &5 = IKEv2 92 &
AT 7|4 o7 ghol Al 2o whet A w Ho A4 & Ay
Notify Invalid Selector(%iém ok A7) &4 - #E] A= SAC A dl ' SAC T g Egly A
B7] ek dASHA] = ]lvke JJP’A% FABHE 44 gofel Ul IKE 29 &S 249 35}8HA

G W RS 4 AL o] AP e) AL v EA o= Heg s o} B,

o) ol g 5
944

Bl o

Ak
o
35

o
m

3 A

IKEv2 72 A © 2 DeS 22 H4

£ ©] 2= SA(Security Association)2] IDE =+ Cookie Challenge(F-7] A A& Tt D 9l

= SA & A 33} IPsec IKEV2 14 o) t] 3k DoS(Denial-of-Service) 324 WA & 4= A5 T 7]
wH 02 ASACIAM = EH 3 SA 5 A FeHA] o, sAcl tha 7] ARIAE D qekA] B
T S5 SA S8 A T LT, o8 39 o) ) Hgol FAsn ] 2
dA 7oz WA 5 Qle vl R B/EE CPU 343 WAL Al 4S5 BEd 5 5y

72 53 A4 50f uto] 2 )3 ASAC) A % SEL
51 3]0} tuto] 227} o] Fol SekahA] 2 2 &g e o] tnte] 27k o] 44 S
75 ASASIA] 7H5 3 AR SA £ SEsh 271 H ol ok Sl Fuhg LT

F7] Aol v gk A WE&S EdslstH e A= SAHE T 7} AUt} d & 59 7]
2 A0 50%E A8 3-8 SAC] 50%7F B T(EH d) AT ASAN A FUEE =& S)
T BE SA 78t 74 giE) F7] AR5 AP} -85 = IKEv2 SA”F 10,00071 2] Cisco
ASA 5585-X9] 7 9-5,0007112] SA7} W F7IE £ L SA®] F7] A A 7} A&}

Number of SAs Allowed in Negotiation == Maximum Number of SAs Allowed(3] -8 %= Z t] SA )
of S| A&k A S QL waf 1S f8 F7] WHA] AAGS o] AR S gho R

Fl; E
ol
4o &
= B
ol N
N o
&
=
N m[o

T FYTH
T3t Configuration(7-%J ) > Site-to-Site VPN(A}©] E T /‘} 0] )> Advanced(3L3) > System Options(A]
228 FA)E ek [Psec ol A BLE SAS 5 1@% T AsyTh

IKE 7 2

Configuration(7-%J) > Site-to-Site VPN(*}-©] E t}] A} ©] E VPN)> Advanced(3.37) > IKE Policies(IKE
A4

o A& AHg-3te] IKEvI T IKEv2 4 A€ 7k 48 441 @ 5= v,

IKE @& =45 A48k &5 L9k IKE A5 st ol Wyt
o AL -2 9)(1~65,543, 10] S-A =97 7HE )
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« 0 AL IDE S1shal WA K7k A Fol 954 ehgh=A 22l & HMAC

—|~

o
ol
)
12

c e 7] A4 daelEel 43S 2 Diffie-Hellman 135 ASA+ o] dale]5&

s34 #A 71 E FAYZ T

* ASAO A 43 715 A A oL Al AFEE 5= e 7]kl gk A gt

Z} IKE @42 Phasel ¥} Phase 22+ F 70 9] A A o 2 vprof Yt 1 Ao A= H A IKE g4
NA S Bashe 3 HA e S AATUY 28 A & HolHE Basts HYS AU
IKEv12] 74-%- zF v 7 S=of] &) sfuhe] AAnk &g ste 4= 95U Th IKEv294 §- 7} Al Stol| <F
%3}, D-H 215, ¥ 724 3 Al(Integrity Hash) 2 PRF 3 Aol T 3+ of 2] A o] 9J& 4= 54t}

IKE A4S A7) ek ow ASAcl A &4 2 3}9] S-H=9 2 AW 5 7} shen] 8 & | Bghe ¥
ol 712 A A S AL UL 54 v/l g2 ghe A A A ko 71 gho] A8 Ut

IKE g0 Al &= H @”O A2t o7 BE A S 94 o] 2 Bulal 94 o] 459
2 zpal o] A M3} A= A S 7 Ao

33}, 3l Al, 15 2 Diffie-Hellman %o &Y 3kal SA =g o] A&
W IKE 4 2] 7kl e‘ilé o] EA st AR FH YT ol B %]

A o] A ¥ #H o] ALYt X5t dEo] EAEHA ES H-IKEE S AN
3} IKE SA7F A A & %] k5 t)

il

=
* IKEv1 Policies(IKEv1 A @) - A ¥ Z} IKE 4 2ol 3k v a5 A4S FA o}
e Priority #(F-A 9 M%) - A 49 E BAFYH
* Encryption(¢t &.3}) - ¢+ &8} WH S A F T}
* Hash(3l| A]) - 3l A] & 18] &S A FY T
¢ D-H Group(D-H Z1%) - Diffie-He
* Authentication(31 %) - 15 HHS TAIFU T

» Lifetime (secs)(7 (%)) - SA = (%)& TA U

« IKEv2 Policies(IKEv2 4 @) - 7-A1 ¥ Z} [KEv2 4 Aol T 3k v /5= A A S F A gt}
s Priority #(-4 9 H3) - A A o] LA+ E BA YL
* Encryption(2.3}) - 33} WS A g o}
» Integrity Hash(FF 24 s A]) - S| A] g5 EAE o)
* PRF Hash(PRF 3} A]) - PRF(Pseudo Random Function) 3] A] &a12] &S A o)
* D-H Group(D-H Z13%) - Diffie-Hellman L& & %A gt}

« Lifetime (secs)(78 (%)) - SA T (%) FAIFYth
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IKEv1 7 )

e e

7]_ o= /*7(4

Configuration(7-/J) > Site-to-Site VPN(A}-°] E W /\} o] E VPN) > Advanced(2. ) > IKE PoliciesIKE
Ay > Add/Edit IKE Policy(IKE 7 2 7}/

Priority #(-5-"d5= % &) - IKE A o) tht S-deHE AF T A E 3ot 39+ 1~65,535
o™, 10] -7 7 =HU T

Encryption(& 2 8}) - &3} WH-& A3t} F [Psec 3] o] 7ol A5 = dlo]H & B33t U

2 dost o), el g2 vhg- 3 gyt

des 56H] E DES-CBC. U2 W Wt} oA 3} %] ¢ %
Tk o wkE 7] 25k

3des 1681] E 4% DES.

aes 128H] E AES.

aes-192 192H] E AES.

aes-256 2564H] E AES.

Hash(3§ A]) - Hlo|B] #2435 st afA| daueg|Fa dedunt s7lo] A H dsh= 94l
A ANZ A=A, DS T WA E A kA g1 T
sha SHA-1 71332 SHA-19 Y t}. MD5 9]
GolA2E7FH 2o, L=
mds MDs> SHA-1H.T} oF7h o] mh& 7l o2
AU 28 Y MD5ol o g
%7—:‘.(““9‘ o] & F)ol LA k=
$- IKE7} AF-8-3= HMAC ®
tﬂo] o] T A& vkx| sk}
Authentication(%1%) - Z} IPsec 3] o] &] IDE A A 317] 913l ASA7F AFE-3= Q15 W& A A o
AP E AT 7= S7Fe % WEY A9} 2| ehA] AT 22 Y E Ao A7) d5uUth
e ALREE vt AT
pre-share AP & 7.
rsa-sig RSA M ™ eFare]Fel A A g 7] & AHE-oF= T
A ™ QIFA].

D-H Group(D-H 135) - A &= A &38kA] il &1 vl LS 9k 87] f18) 5 IPsec 3] o] 7} AF&-5h=
Diffie-Hellman 1 2] 2*H 25 2| A %Lq t},

1 15 1(768H] E) 71 8-2k21 Group 2(1024H] E

Diffie-Hellman)+= CPU 2 Al 7E
o] A7k Group 1 B+ 5H.t} <F
At eFEU T
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IKEv2 7 =

rlr

F7)

Site-to-Site 2! F}o] A= VPN |

74
2 155 2(10248] E)
5 15 5(1536H] E)

Lifetime (secs)(5= ™ (%)) - Unlimited(F- A 3= A &l st At SA = o 3 A== &gy 7]
L 86,400% T1= 2447 U TE = o] B AW ASA A TS [Psec HoF AAIS A3 ATt
o ed Ayt dest e “% okt gk A wlg- w2 2] 7] (rekey) Al THE ARSEFA] AL
Hole pAst b= =13 7hashyu}, 7| B3k A 85l= Ao &5t

Time Measure(A] {F ©9]) - A1 &9 & A8t ASAo A 3185 &= @2 v 254

£

120~86,4003

2~1,440+

1~24A] 7F

14

iz 4
Configuration(7-7]) > Site-to-Site VPN(/\]-O] E 1] A}o] E VPN) > Advanced(2. =) > IKE Policies(IKE
4y > Add/Edit IKEv2 Policy(IKEv2 7 3 S=71/57)

Priority #(-5-1 =91 1 &) -IKEV2 A dof ti gt AT ELA T HEE Y H
ojw, 10] +E97F 7MY =5 Th

Encryption($} . 3}) - 5.3} WhH & A e gt} F [Psec 9] 0] 7holl A== HlolE & Ha st o
3 dest Yo, dE e

ot

ok 91 = 1~65,535

des ESPel 3l 564] E DES-CBC ¢ 5.3} %] A &y
=

3des (714-3%) ESPI W3]l Triple DES ¢t & 3} &a1e] &
S A3y

aes ESPol th3ll 1288 E 7] ¢} 35.3} L& AESE X A
Eash=3

aes-192 ESPol| tial 1920 E 7] & & 38} 3 3F AESE A A
ot

aes-256 ESPOl th &l 2561 E 7] &5 3} L 3F AESE A A
o}

aes-gcm N ds3 d FAAS 98] AES-GCM/GMAC

3

1280 E A5 A eyt

aes-gem-192 g dast 2 A4S 98 AES-GCM/GMAC
1920 E 2] -8 A A g o},
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aes-gem-256 oA 53 U FAAL 98] AES-GCM/GMAC
2561 = A1 91% 2|4 F .
NULL 15 3H7k 9183 Lheb L o),

D-H Group(D-H “15) - A 2 AE8b4] 831 T n]2.2 s 43k7] 918) 5 IPsce 7101 7} AF§-ah=
Diffie-Hellman ~L& 2] 2"H xS 2] 4 gt}

1 15 1(768H] E) 71 E-2k21 Group 2(1,0244] E
Diffie-Hellman)+< CPU 2 3} A 7F
o] A7+ Group 2 H=+= 5H.t} ok
sk eFE U

2 15 2(1024H] E)

5 1% 5(1536H] E)

14 1% 14

19 119

20 1% 20

21 1E 21

24 1% 24

Integrity Hash(F-2 4] &l Al) ESP 2 EFo| gt tlo]y F A S Bt A dagS+S A

it shzlo] A Adh= YAl A A= A & eh=H], S T WA H A FokeA Ao

sha SHA 1 7] B 258 SHA 19 Yt} MD59)
Clo]A| ~E7l U 2o &=
SHA 15t} oF o w2 Ao =
bRyt 18 v MDSef| o gt
A5 o Hg)e] T sk
74 %- IKE7} AF8-3}+= HMAC W
ol o] A& WA FYTh

mdS MD5

sha256 SHA 2,256H] E Tho] | =B 1256H] E Tho] Al 2 E = Secure
Hash Algorithm SHA 25 #] % 3+
U,

sha384 SHA 2, 384-bit digest 384H| E t}o]A| ~E & Secure
Hash Algorithm SHA 25 #| 3
Si=g

sha512 SHA 2, 512-bit digest 512H] E t}o]A| ~E & Secure
Hash Algorithm SHA 25 #] A &
e,
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rlr

Site-to-Site 2! F}o] A= VPN |

o,

null AES-GCM ® = AES-GMAC7}
Yot dagFoE A
55 YEFY Y AES-GCM©]
o]_§§]_ o]-—yaz og :rL/d% 731
Tl FAA dagES A

sk ge.

Pseudo-Random Function (PRF)(PRF(Pseudo Random Function)) - SAS 4] A}-8-% = 2 & 9% 3} &1
ol gk 7] ¥ A= E At vl AFE-5 = PRFE A FU T

sha SHA-1 7] 2358 SHA-1Y9 Yth. MD5 9]
CholA| ~E7H Y 2tom, &=
SHA-1H.t} eF7H o w2 Ao =2
bRyt 18y MDSef| o gt
A - o] H)ol A=
74 9- IKE7} AH-&38H= HMAC W
ol o] 48 WAt

mdS MDS5

sha256 SHA 2, 256H] E o] A~ E 256H] E t}o] Al 2 E = Secure
Hash Algorithm SHA 25 #] 4 3+
U,

sha384 SHA 2, 384H| E t}o] A~ E 3841 E tho] Al 2 E 2 Secure
Hash Algorithm SHA 2& #| 3
U,

sha512 SHA 2, 512H] E to] A A~ E 5128] E tho] A ~E & Secure
Hash Algorithm SHA 25 #] A &
U,

Lifetime (secs)(5="8 (%)) - Unlimited(F- A $H & A &AL SA = ol 3t A4-5 =3t} 7]
2 86,4003 HE1= 2441 7H YT o] 1] AW ASACN A &5 IPsec Kot AAIE A st ARt
Ho S ych dost A F Eebr) gk HA w9 w2 2] 7] (rekey) Al IS AFE-SHA] L%
he BAE vhE Ss] AUtk 72 gks A&k o] 5T
=

ASA A & &5 & g2t [BR=5

rlo
dlo

3 g

120~86,4003

2~1,440+

1~24A] 7F

101
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IPsec -3

IPsec 4] .

ASAY LAN-to-LAN VPN ¢ 25 9] 8)) [PsecS AH83} 3L client-to-LAN VPN ¢ 25 9] 3 [PsecS A&
SHe A4S AT IPseco| 2= 8- ol A "peer"= DA MA|~ FEO|QAE E= THE Ko A
o] E¢Jo] ] th. ASAE Cisco ¥ O|(IPv4 B+ IPv6) B R E B T3S F5381= BFA} 9] 0] 9} 9]
LAN-to-LAN IPsec ¢4 2 S %] g}.

HES At st 27e] gojrt e, desh Aast 9 7] A2l & Alojete Bt AAE A4S
Ut} o] @48 2wt 2 o] Fol Utk A WA v ol M Bl Y(IKE SA)S A ska F HA v
o A= B 9 (IPsec SA) Wl A EgF < Ao g},

LAN-to-LAN VPN t} o3k 9] X o] Q)= W EY I E AT YTt} IPsec LAN-to-LAN &1 2o 4] ASA
7} 2717 e Rt E 2= 4= 9) S ) [Psec client-to-LAN Ao A= ASA7} @A =29k 2+
ettt 7] A= SAS Alekshs whd g Al = A H SA v 7 SRo)l whel 7FS-E] Aok =
Ad 2= AdEYY A2 S DA HE 7 HE7F 25 SAol s 2] &foF gy
ASAE TFS T 22 [Psec A4S X 4T}

e A 50 YA Y A FAE ALE-E o] 19HA] ISAKMP ot AA S FAsHE 7] e

oX rr 4
T >

)

e Q1 Zoll ALA F 715 AFE-S w) 19HA] ISAKMP SA(Security Association) S 343 4 =421
I =
QT s

* ESP-MD5-HMAC-128

* ESP-SHA1-HMAC-160

=
Qe EE

AR B 7)

+ X.509 T X9 Q154

* Diffie-Hellman Group 1, 2, 5
< st darel S

* AES-128, -192, -256

* 3DES-168

* DES-56

* ESP-NULL

» 37 E Q15 (XAuth)

¢ 2= FA(ISAKMP 74 W o] 2ol

cHE Has Re
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Site-to-Site 2! F}o] A= VPN |

« LZSE A}E-3H 1P &5 (IPCOMP)
ZRAA

st W, 28 Fol xS FAAF Y
IPsec AHA 2243} AR 37 H o] XS FA gy o
IPsec Al QFA (A& 3, 39 Hlo] A S T4 o}

Configuration(7-/J) > Site-to-Site VPN(A} ©] E t] A} ©] E VPN) > Advanced(3l35) > Crypto Maps($F
=59

o] el &= IPsec 112 ol 4
F7h 4 B AR BkaL 9]

ol 5o} gz @A) T4 H G sk Wol EAF LT o 719 A Psec 742
i obe) 2 o] $5har, Zehl7], BAH Y o197 E £9E 5 A

L
K

A TFH & 5, A B BALS  glEUTh ASA A E B4 HY A0z FHE 45 4
@%ﬂﬂﬁEAEﬂ%éﬁ%%&%%ﬂ@ﬁiﬁﬁﬂQG5?% Eo= Au g Al B o] A
o F 5 Atk

TSk Interface( S E] 3] ©] 22), Source(4x22), Destination(t %), Destination Service(t 7 A1 1] *) W+ Rule
Query(712 F )& A8k, is(Y*]) = contains(EFHE A B3 th5, D w7l H & ¢ H 5o
T3S Find(Z27) e+ AFHUTHEA ZHE). U E(.)E FYst] A8+ 3= EE 71E 3
5-o] F A% Browse(Zob i 7)) ) 3} A1 S 4 3 §hu v}, Diagram(tho] o] 13“)9— A g3te] RS 1
HAH FAFU

IPsec 71 2] Th5- 2 o] A1 Ao}

| =3
* Type: Priority(+%: A<= 9l) - 712 9] (4 £ 54)

)
o
oft
o
R
My
)
o
=5
>
B
L
£

* Traffic Selection(E 2|3 A €]
T MBS eI

* Source(422=) - Remote Side Host/Network(¥1 4 & T AE/MEL ) ol L H [P T42=E
EgfF o] ;ﬂ%\‘% 7450l gtH o] AL =P FT4AE YeEPH YT Al 4E‘jE(Show
Detail(Al 5~ X A HE ZF2)d A= T4 %ﬂoﬂ anyE]n_ ol 7} 323 QIE o] 2~ o] &

o] AIE 4= A FYTH el inside:any). any+= 72 ol 2] 8) S W= U A E H o] 9]
RESXEE «] Ll ash=

* Destination(t} %) - Security Appliance Side Host/Network(E]_OP ol Zgold A =T
) ol HEE IP T4Z EF o] Xq)\?l d-5- o] 7= o] 7‘49”5]% IP 45 Uroéfg
th Al 4 H B = (Show Detail(Al 7= A B EA) HE Fx)odl A= T4 Eeoll anydte @l
ﬂg@%ﬂﬁﬁﬂ&ﬂ%ﬂgﬂ%¢%§uﬂwmmwmmet%ﬂﬂﬂﬂ%ﬂ

~
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S ks 9 Qe o]~ BE FAEE ou|yth 3 Y- AR REd M= T4 d
of &5 2 FHAIP F27F FAE 4= AFY (ol [209.165.201.1-209.165.201.30]). ©] 2] g+
Taw MEE TR Ui S AET o S AE 047%}L 45 ASATE U 52
Eo F4E F9 Fao wg gyt E2EVF ol = AAS A g ol = ASA0

A o] A g S f§A W FY T xlated} L 3F= o] T4 vl ?LZE A7 717 F2t

REjol A FAE YT
Service(A 1] 22) - 71 & o] o) A ¥ Au| A~ 2 3 2 ESH(TCP, UDP, ICMP %+= IP)S A4
P

* Action(2+]) - IPsec 114 o] 3 (HT == B3 ¢F 3hS A4 gt}

* Transform Set(FA 3 3 - 129 ¥18 J &S TAIFY

* Peer(¥] ©]) - IPsec ¥ o] & 21 3t}

* PFS - 71 & ol t] §+ PFS(Perfect Forwarding Secrecy) A2 4 & X A 3HU o}
* NAT-T Enabled(NAT-T 241 3}) - A 2 o] o) 8] NAT &3}7} &4 315 20

* Reverse Route Enabled(?‘i. ek 2} A 8} - A Aol el ke gf - F9)
H A=A o -5 YEFH YT RRIE 74 Al T3 =™ g A o] 2} il k5 o] 7-4
Al AR gol AAY AAF YT ASAY A = 2H5-H HolEoll 14 A2 E X}%—O—i “7_?—7]'3

31, OSPFE AHg-3to] AP U EY 2 == A gt -Hol o] A2 & gyt

* Connection Type(1 2 3) - (44
w S A8)S A g

0.

* Dynamic(-& %) — Dynamic(-54)°] A A ¥ 7 9-, RRIT IPsec HF AA(SA)E T H o2
A8 71 873 ¥ IPsec SA7F AFA ¥ $-of] AhA g Ut}

N

A 54 RRI= IKEv2 7|9 42 k& 3} fof vk 485U},

w

* SA Lifetime(SA =) - 772 ¢] SA =4S FA gt}
« CA Certificate(CA 91ZA) - 721 2] CA 31 ZH 2 F A G} o] = 44 Ao vt 2 g5},

* IKE Negotiation Mode(IKE A 2.=) - IKE Ao A 7] H =2 ALE-5l=A] e &40 &

=8 AbgshEA EAR T,

. Description(gtg) (HEH AREh) of gt e digh 7hefst A S X gy E}. 71E A Y A5t

2]
QLA 73 ols]9] The it ol Tl A %
3} 3L Edit Description(2 ¥ +4)S ABsAY & FH &9 @"/] ‘jr

S A A (“Rule

Enable Anti-replay window size(A] A& W=| & =27] &3}y - A F =] & 27 & 642] vl
W9 2 64~1,028°] H 910l A 273 ﬂ‘/]lﬂr E g Ao]d& A&tk ASA Q

Actions(72) 241y > QoS B” Z2)0ll A] S 4=9] 2] & 744 FA %) @% 7 22A] @AY
Uk IPsec Z) 71 o] - A A el gl vl x4 g 7lol A= A ar Al 2| =1 w A A
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. IPsec 71 Bl 9 A 2 vH57] = FA(Y 55} ) - Basic(7] ) H

IPsec 112 H

ARE A7 EYT NS WA A A7

Enable IPsec Inner Routing Lookup(IPsec W5~ 2}-9-¥ %3] &4 §}) — 7] BA o 2 %3]+ IPsec H
S F AEE Aol el R A Fon v
‘ﬂ—}l\‘%%‘/]‘ﬂr AR YEQ T EZ 2 Ao A 2}5-8
W27 IPsec H Fo| A& A AE T 85 Eﬂ%-j*% JJro} JJV] 2 gﬂ}iﬂ] E]‘“?‘%E]X] %

ow B4 AAst= b APt o] &

288 B

N

U AN ey m= A (53 W) - Basic(7] ) ®

_I

o] & A8t IPsec 7 & of] th &k A B2 B A& Aol = AFHTh o 7]l A A o gk ¢k OK(Z
Q)& &3 % IPsec Rules(IPsec 11 3]) H| o] &l A Yt} B = 5F 2 2 IPsec Rules(IPsec 11 2])
o] el A= FA] 7|24 o2 A st

Tunnel Policy(E] € % #) %ol A] = IPsec(Phase 2) SA(security association) S @738} d AFE-5 &= H
g G AE A3 = lF YT ASDMOl A = 74 778 AFES A A RE Apply(A &) & 292 o
7HA Ad F Rl T ol A gshA] ks T

REHY A “01]/\1 A S Aol 485 = Bt o] Feto|d s IH T o] & A sfof
Utk W 79 [Psec E} st 2 s Sl A9 S Tl st 2 A dargFs A
o5 IPsec«4°17} e FE A hshs A of B of 2] A S A HskaL 242
L S = = e ey %gqq—. T8 Bek o Egto]lA 27t U IPsec 3] o] 9f 3435}
R A sk WY el sy

Y AL static(3 ) =T dynamic(F3)4 T J5UT AA BHE AL HOl o] Ego]d 2o
A IPsec 1712 51 &34 S} o] 9] 17 Ipsec 710] = A LU ES 22 A gch A4 4
T HQtofEEpel Tt AA S Al AehE (A SRERSH A a S v
AT 44 AN L ARSI 58 BAE Ei WSS ek ©

alof gy,

4 By A Hoto]Zilo]dd a9te] AAS AN EE & LH YA T AE g R E A
B8 % QAL ATEA o et 45l AHEH UL Hel ol Febo]ol T 92 VPN 29 Aol =
Eluho] o) elE VPN Zehol IER T ALE S A 4ol 54 BY 49 44T Bast gl
%5 A A A A Gl v 3 oIS el At o a2
gholAd s S VEHN A A2 S A g etes st = 4ol 74 F&duth 54 Hd A3
AR A2~ Zepo]AE 5 5;‘4 o2 e IP —Zriﬂ l B9 e e dF A~ Fetoldd
Eol vs] Mol AAE FAEA oel= Aol fEgn

Configuration(7-7]) > Site-to-Site VPN(A} ©] E t] A} o] E VPN) > Advanced(2. ) > Crypto Maps($F

3.3} M) > Create / Edit IPsec Rule(IPsec 772 %5 7]/5=%]) > Tunnel Policy (Crypto Map)(E1 2 4 2]
(Y53} 1)) - Basic(7] )

1

==

Lt
T

T

41 £ &
M)
2

==

m rlo

* Interface(1 B # 0] ) - o] A A5 2 8- JEj 0] & o] F-& A B G T
* Policy Type(d 2 %) - o] B2 A A o] (B4 = 4)S A8k

* Priority(-+-A1<=91) - o] $-AAEAE AHFU

u
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IPsec 772 Bl d 4 A vh57) e £ (¢S 3} ) - Basie(7] ) 5 .

* IKE Proposals (Transform Sets)(IKE A F(H & 5 §}) - IKEv] 2 IKEv2 IPsec Al| 9t ] 7 9F U T}

* IKEv1 IPsec Proposal(IKEv1 IPsec A 9F) - 4 Ao tf s+ A H(H & 1 3H S A B8t Add(F
7HE FYste] AE|H MY 1 5207 o] 5T Move Up(9l & ©]5) =& Move
Down(e}ef & ©] &) S8 ko] H5 FAtoll A At A S vhA] AE U A 1171 €]
AQke QrE s v e E 54 oha s W ol /b S v

* IKEv2 IPsec Proposal(IKEv2 IPsec 1) - A # ol tf 3} A k(A & H S A8l Add(F
7})_% gg —3}01 oﬂﬂ H ¥ ‘6’& ;d 61— Z2og o]EB‘LL]T;]_ Move Up(%i o] E) ™ = Move
Down(e}tel| & ©]-§)& St 5.5 Ao A At A& vhAl AE k. Ho 11719

AHE FE3 W FH B GE W G F1F 5 A,

~

* Peer Settings(¥] ] A A) - (54 L3} 9 5ol o sk A el ALsh) A Ao 3l 3] o] S A

P
* Connection Type(1 4 +3) - (4% BE ZAol| vt A &) ek A4 18 == 3 A
& Adgste] o] Ao Ad FHE AT LAN-to-LAN 2 9] 45 & =+
85 AT oAl F 82 A 9]). LAN-to-LAN ©] % 3ol = 5
t}. Originate Only(A] 2} %i%)% Aelst 49 Hol 10719 T 9ol & AT 5 9l .
o] A A HE EE SH AES AGT o, & o 7| A o2 v st

A5

* IP Address of Peer to Be Added(F+713F 3]0 2] IP 4) - 718 IPsec o] Q] IP 45 4 E
N
X .

2

* Enable Perfect Forwarding Secrecy(PFS(Perfect Forwarding Secrecy) €73 3}) - %4 2 ol tf] 3] PFS(Perfect
Forwarding Secrecy) & 273 3}ot2 ™ A & g vt PFST= Z12-e] A =2 7] 7} o] 7] o -3t
st 7l AUtk PFSE A8 ekA] & 78-% IPsec A3l A Phase 2 7]<= Phase 1 7] & 7] WFS.
2 gy

« Diffie-Hellman Group(Diffie-Hellman ~155) - PFSE &4 3} 3+ 7 9- ASAC A M A 7] & AAd 8+
t] AF-&-3 Diffie-Hellman “155 %= A 8l gl of st} A& g2 53} 54t}

* Group 1(7684] E) = PFS(Perfect Forwarding Secrecy)E AF-8 3}, Diffie-Hellman Group 1<
AE-ste] IPsec Al 715 Ayt o] wf sz ehql Bl A 7] S = 768U EU T o] &
A2 1o PR R E B& A e s =r 2 e T

* Group 2(1024H] E) = PFS(Perfect Forwarding Secrecy)E A}-& 3}, Diffie-Hellman Group 25
Abg-8ko] IPsec Al 715 A8 T ol Zeke] Y A7) S = 10240 EQ YT o] &
A Group 1 H.TF SHAH AR & A W& =7t g3t

* Group 5(1,536H] E) = PFS(Perfect Forwarding Secrecy)S A5}, Diffie-Hellman Group 55
AHE-3ste] IPsec Al 715 A3 U Th o] uf ekl Bl A 7] 5= 1,536 EY U ). o]
748 Group 2E. T} b aFA vE o] B2 A 2] W& =7 2 8 Fhrt

* Group 14 = PFS(Perfect Forwarding Secrecy)& AF-& 3}, IKEv2°l| Diffie-Hellman Group 14E
A8

* Group 19 = PFS(Perfect Forwarding Secrecy)& AF-831™, ECDHE #|3}7] €13l IKEv2°l
Diffie-Hellman Group 195 A&t}
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B Psec 73 w5 71/8 9 42258 1) - Advanced(11)

* Group 20 = PFS(Perfect Forwarding Secrecy)& A}-8&3}7, ECDHE A1 3}7] €13l IKEv2¢l
Diffie-Hellman Group 203 A&t o},

* Group 21 = PFS(Perfect Forwarding Secrecy)& A}-&3}7, ECDHE A1 3}7] €13l IKEv2¢l
Diffie-Hellman Group 215 A&t o}

* Group 24 = PFS(Perfect Forwarding Secrecy)& A}-& 3}, IKEv29l| Diffie-Hellman Group 245
A&

IPsec 1+ 3 TH57]/HY A 2( 5.3} ) - Advanced(:2 ) 5

Configuration(7-7)) > Site-to-Site VPN(A} ©] E t] A} 9] E VPN) > Advanced(1L5) > Crypto Maps(
% 3} W) > Create / Edit IPsec Rule(IPsec 7 %] Y& 71/5%) > Tunnel Policy (Crypto Map)(8] & “4 =
(& 5.3} M) - Advanced(ZL5)

* Enable NAT-T(NAT-T &4 3}) - o] A 2 || t] 8] NAT-T(NAT Traversal)S &4 3} gH o},

« Enable Reverse Route Injection(&] W&k 2}-9-9 ¢ &3} - o] A 2ol 3] Ik 294 =
S @743}yl RRI(Reverse Route Injection)= 2 VPN S 2}0|AE = LAN to LAN Al A
ol ] ASA H-+= RIP(Routing Information Protocol)E 4 8 5= 73 - OSPF(Open Shortest Path First),
EIGRP(Enhanced Interior Gateway Routing Protocol)9} -2 &4} 2}-9-¥ L2 E 5 A 83} 1
2959 89" Hol&5& A& ol AFEE UYL RRI= 74 Al =8 5w Aol gfar 7H
Hol A o] WA wj7hA] 2t 2 ol A Al AR Y th ASACl A= 2F9-8 Hol &l a1
BRE A5 o7 F7b8kal, OSPFE AHE-ste] AP HIES A = A A ek Hel o] 25 ¢

gy,

* Dynamic(-& %) — Dynamic(-54)°] A A ¥ 79, RRIE IPsec H.9F AA(SA)E 5402
A% 7% A Psec SAZHALA R Fool AR L T Qv o 2 RRI A 24 4 27}
L B & s stafof ef= 4% Bl @& A Aeke vl AR U T 54 RRIZE A D H =
B HES 7 7] Aol A&7t fls Utk whebA, 54 RRIZF 774 1 ASAE dWH4 o
2 Sk AT

4

o

I %A RRIE IKEv2 7|8 A A o1& 3} Wo vk 2 2=},

* Security Association Lifetime Settings(}.¢t A Al 57 4 4) - SA(Security Association) 7] {H& -4
). o] vl 7| M 4= IPsec SA 71 2] 4=7 (IPsec SA7} "R & o] A} 712 A g A3l oF st wfj 744
A& E = 713 e S8 S AL

* Time(*] Z}) - SA =% & A](hh), ¥(mm), Z(ss) T = A H Ut}

* Traffic Volume(E & ) - SA 82 Ed T HKB)C.2 42§t} IPsec SA7}F WHE ]
o] 2= tlo]H o A muto] E & o =gy th #H A3k 100KB©] a2, 7]+ £4-2- 10,000KB
ol ™, H ) 7kS 2,147,483,647KB Y t}.

* Static Type Only Settings("d 4 7% -8 24)- A4 614 A2 9 vi/A+E A G It
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IPsec & WH=7)/61d A M (T3 3} W) - Advanced( L) ® .

* Device Certificate(T] H}o] 2~ "J%"ﬂ) AREE QISAE A F Yt 7124k %] None(81+) ©|
2] 9] Zk(Use Preshared Keys(AH7 &+ 7] AF-8))S A gl gt 7 9-of] 285 Yt} None(31+) ©]
9] 9] 3tS A =35 Send CA Certlﬁcate chain(CA 154 |91 Hul7]) &<2lgto] g4 sl
t}.

* Send CA certificate chain(CA 154 ARl B 7]) - A A 212 %] A Q1 dFo] &/ s
t}.

« IKE Negotiation Mode(IKE 3} =) - IKE f,é B = (Main(58) =& Aggressive(4 =14

NS Aegyct o] MRS E 7] ARE WSl SAS AAT RS AT YL =

3t HAF 27|27 AFREHE R EE A A e E]—_ S @A = Abs o2 FAFH YT Aggressive
Mode(%] = 41Ql =)= Abgshe 37 B algleo] A om g o waX vt F41 GARALS] ID
£ B354 F Ut Main Mode(7] & R=)= AHE-8F= 213} alghe] o n e o g
A RE A FAALS] IDE B Yt o] REVF T Qb skaL 7] A o 2 e g Yt
Aggressive(%] =% ?1)E 41 ® &}'H Diffie-Hellman Group(Diffie-Hellman 13) &-3-©] €/ 5}

A4},

* Diffie-Hellman Group(Diffie-Hellman 1) - %} &3} Diffie-Hellman 152 41 8] 3+ o). Group
1(7684] E), Group 2(1,0244] E) B=+= Group 5(1,536-H] E)E A glst 5= 9l &5t}

*ESPv3-E0]2EICMP &7 WA X7 453 2 5% oF35 3} ol s A=
A, ot AAE FAS A A, EY i%— A& &4 33

* Validate incoming ICMP error messages(E ] 2. ICMP 2.5 WA A] A Z) - IPsec I 2 &
3 FAE L H TN HEA A WF S2ER AP E = o] Y3 ICMP 25 A ]—Eé s

A g A g

Enable Do Not Fragment (DF) policy(DF(Z72}3
P “5‘1] o] DF(Do Not Fragment) H] E7} A 4
F shhe dugho,

Clear DF bit(DF H| E %] 9-7]) - DF H| EZ YA gt}
Ig=s
Set DF bit(DF H| E A &) - DF H|EE A A3} 3L A&t}

iu)

o

it
= g
ofo
ot
H
P
o M
i)
_O‘L 1
rr
ol
e
o
oX,
lo
o o
i
ui

Copy DF bit(DF H| E A1) - DF H|EE £-%

o

Enable Traffic Flow Conﬁdentiality (TFC) packets(TFC(Traffic Flow Confidentiality) | %! 24
3h-HEs T38te EdY 209 S vt~ F) ek B TFC 7 & 273 shehv o

N

3 TFCE @4 8ksh7] Aol BY A (25 8 ) Basic(7] ) 9ol A IKE v2
IPsec A 9+HS A A3l ofF gHu o},

Y

Burst(H 2~ E), Payload Size(¥| ©] 2= F.7]) ¥ Timeout(A| 7+ A z‘s‘_}) o) 7| ¥ =2 AFE-51o] %)
4 ¥ SACN A F-2H9] HA o= Qle] Aol RS AT T lFU T
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B opsec s sy me g 29 e 9

IPsec % ¥H57] i 4 Eej) e

Configuration(7-/J) > Site-to-Site VPN(A} ©] E t] A} ©] E VPN) > Advanced(3.35) > Crypto Maps($F
5.3} W) > Create / Edit IPsec Rule(IPsec T 2] T+ 7]/4>7%) > Traffic Selection(E 2| ¥ 4 €1)
o] Zol| M= Boat A (3] &) BostA () EdWIS BT 5 dFHTL
o %

5
« Action(4]) - o] TN T AAL ARFUT. HE B BE QS AU 5 g
o},

s Source(A2) - A BAE EEUEY AL IP T4, MEY A A 25 T AE Ao~ 1P F
22 ARG FANAE BQG 2T 220 U1 5 T2 AFE S S Th 2 ()
£ F49 35l o2 2 =7} 384 Browse Source(A2> ZrolH 7)) th g} A ALE A st

* Ad/Edit(F7H47) - F7F 2 T4 B

S A gy
* Delete(2HA) - &5 A St A S8 o)
s Filter(ZH)) - A 5= 232 ey P F42 983U

* Name(©] &) - Foll L= w757t 22 TAE TEYEYTL o] 202 XA YL

rir
.

tlo

2L 7S IPFAEEYEY T QA 1E

* IP Address(IP =4~) - 5ol &= v 7| =7
Sl A ISR ) Bt R B B2 A

* Netmask(¥lPF2= ) - IP F40] 283 13 B Y nf~232 Hag ) o] mj7j 4= 1P
Address(IP T24) 54 HES Aelgh 7 9o A H YT

E
I
i-(){l
>
[
R_‘ﬁ
rlr

A= 29] QlEjso] 2, 1p

oE
o
o
8
%
i
vl

* Description(d ™) - A
« Selected Source(A1 B g+ 2~ 2) - Source(A222) & 28 5ho] A B g S AR E R

* Destination(th ) - thA T 2E = U E A9 IP F4, WEH T /HA 25 =& ¢l o]~
IPF2E AGFUTH A= 5 E”?l' FaE LG YN E R AR FRlsUY. =4

¥(.)E F9Y3}Y b3 2 =7} Z 3 Browse Destination(t 4 2ko} 271 t) 3} A5 A 8 g

o},

* Add/Edit(GF7HEAR) - 7Y FA EE 252 F71S P T2 = U EY T WA 2

& MeEghh

* Delete(*}4]) - & A stel 2 gt

* Filter(AH]) - A5 A ohe AR P F A8 QT

* Name(°] &) - Holl 2= miZ/ldF7t g 42E = UES A9 o5 o2 A Qg th
(el

* IP Address(IP 4) - H ol & 17
o9 A B ohs s A AR,

Tt ZAE e v EY 9] elgHol A P 5
* Netmask(MWF2= ) - 1P =40 283 53 A B Y vfx3 5 Aegy), o] v/ 4= 1P
Address(IP T24) 54 HES AeElgh 7 5o TAH YT}

* Description(2 %) - A& 4= gt
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» Selected Destination(%1 €] 3+ th4}) - Destination(t) )< S slo] A 83t 58 it o =

ek
* Service(AH] 22) - AR 25 JEEIAY FUR(.)E S8 A2 HFo A d9d 4 Q=
Browse Service(#] B] 2> 2tol W 7)) t) 3} A= /“ Mgy,
3

* Description(2 ) - EZ| ¥ A8 o )t Ay =&,
L7 A
* Enable Rule(71% &4 3}) - o] 713 < &4 slelew 2l g}

* Source Service(A 2~ A H] ) - AR A5 JH AU S Y K (..)E FE 5] AH| A EZ o)A
o

A B3k 4= Q) = Browse Service(A] H] 2~ Zrol 1 7))

* Time Range(* 7+ ¥ 91) - o] 7F 2] o] 485 = A3F He S Aot

* Group(“15) - Foll &= vl /NI an TAE B Y EY T oA Y TIF o] &
o ® AAHY

* Interface(Q1E] 3 0] 22) - 1P =4 2] QIE| | o] 2~ o] 55 A &gt} o] vl 7] ¥ 4=+= IP Address(IP
Th) 5 HES Aest 4 ol TAIE U

* IP Address(IP +242) - ©] G F o] &85 = Qe H| o]~ 9] [P F4AE A AT T) o] w7
+ IP Address(IP 42) 54 HES A8 s 4 o A g YT

. Destination(EH A-A2g g T AE R U EYIY P T4, UMEYA WA 25 B

A FH o] 1P F4E A 4Tt 73'011 MeF a?ﬂ FEE A2 Y & HE AN
13

T FHh ol g g = F shtol i gk 2l 5}to] o =7} Z 5% Browse(3t

o} w7)) U5 RS AT

j:ilr
m

* Name(©] &) - &2 = I SA2EY Y E AR AMES
o] Wl 7| ¥ == Name(©] &) 4 HES A Bk 7499 3—{/\]

5} A A5 o] Q5.

+ Interface(31E] ¥ 0] ) - IP 5 2] Q1] 5] 0] 2= o] £ A 13T}, Group(2LF) £ B ES
=951 ol w77k EA H U,

B o] 2= o] B A e}
Y} o] WA o] &

i Fﬁ

* Group(“135) - 22 = Y SAEYUE %219] A E A Ao 2o T o5& A
gty h E5o 8 5ol %i%%‘ o5& A4 < A5k Group(—L

#) &4 I ES 230 of ulh

* Protocol and Service(ZZE S L |~y - o] 2y A E T2 EF D AMu] A w7/ H RS
gt

N

o
l

EER !
e},

“NWﬂwW%m%ﬂ%dﬁﬂﬂ e ol 74§38
Sl 7]0] 7} o 2] LAN-to-LAN B €& 4| 91314 25155

ot rfo
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* TCP - ©] 7+& o] TCP A Aol 48 ¥ == X|F Ut} o] -5 483t Source Port(422~
3 E) 4 Destination Port(tH A £ E) 15 A A U T

UDP - o] 7+ % o] UDP Aol A& % == At} o] 55 41 €5 Source Port(4 2~
32 E) 4 Destination Port(tH A £ E) 15 A A U

ICMP - o] 712 o] ICMP A A o]l 4}-& & =5 A 1 . o] 355 1 &5} ICMP Type(ICMP
F8) 1F A= EAIH YL

IP - of 7+= o] IP Al 4 &% =5 A At o] F&55 A= 8 IP Protocol(IP 22 &
) 1w GAE :AE Y

Manage Service Groups(* H] 2~ 155 #2]) - Manage Service Groups(X H] &= 15 #2]) F &
SEAIZY . o] el A TCP/UDP MM /X E TS F7F 4 e A 4 s

Source Port and Destination Port(A~2~ X E 2 t]/4} 3 E) - Protocol and Service(ZZ2 E = 4
AU 22) ZLF Aol A 8 gk 34 W Eell whel TCP B+ UDP £ E wi7f =5 L3ty
t}.

Service(4 1 22) - 714 A u] 2ol v @ vl WS A Th LE S 482w LS A
H2s g g Qabe) ol g A F o,

Boolean operator (unlabeled)(H-2
A S91eh ] ALEE
Lhed g,

Serv1ce (unlabeled)(X] H] Z~(2l o] & $1+)) - D A 8F=A] gl &l oF &F+= A] H] 2~(¢<]l: https, kerberos
Cany)E AU 0 A2 QS A FE o] A WAL A2
Qe 5 Qi 7 A AR AT,

¢ o - Service(H M ) Aol EA T A B 2B AT 5 g AH 2 BES EA G,

A E Ol = §L5) - AT H 2 Aol A | A e o
ZAES, A F5, 2o &, Bo A Be RS

o re,

mio r

I
=3

* Service Group(A H] 2= 1) - &n2s L E o gk AH] 2~ 17 9] o] 58 A A Th
* Service (unlabeled)(A1 ¥] 2= (& 0] & §l2)) - A& A H] 2~ 1755 A8 gy}

+ ICMP Type(ICMP 5 @) - A2 ICMP -8 44 ek, 7134k any U e, 291 5(..)
£ 2eeln A AhS 59 B5e] TAH T,

A

* Time Range(A 7+ 9 9)) - 715 A13F W 919 o] 55 A e 7 A & vba Yt
o= A A S Aol E o 9l Add Time Range(A ZF ¥ 91 71 & AU T

* Please enter the description below (optional)(¢}2]joll A& A H A A (A E AL, - 3

of e (Here MY S AU S Qi B AT
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IPsec A4

4

IREECEEEN

ERIEEE

i BN

Configuration(7-4]) > Site-to-Site VPN(A}©] E t}] A} o] E VPN) > Advanced(2 %) > IKE
Prefragmentation Policies(IKE =7} 3} 7 )

IPsec AFA 27}3) Ao A= &7l QIE FH o] ~E F3] E g9 & o MTU(Maximum

Transmission Unit) A A4S Z3}8h= s 71 S A 2] st S AAFYTE o] 755 AH8-3HH ASA9}
Seho] AE Afol 9] 2h-9-¥] Hi= NAT tHupo] 27hIP 2208k 7 b7 Aok 498 A2 d
T AFUH o & 50 STholAETLASA Fell = FTP A B ol A FTPE 714 2= 455 7H @l

BASUT FTP A ¥ 7L A& 3ke 745 27l QlEf sl o] 2ol A ASAS] MTU 715 23 = 3l= o
Ao AF gt e 5 Al w2k ASAClA ol 23k i 7l & A 2l sk W el Ak AP =

218} 42 & ASA T QA Fo) 2 97 2 AWH = wE =ee] 4 g

ASASI A= B9 R E BE S A4 F U A48 5 ASA A MTU 442 2351 317
g 2788 F 4 AH Ao 2% Bal A5 T olzle] 71 F AT o] FHE 275 e

[e)
7o) Wl g0l HYe Eoel S ol 4 A5o] 44g T FTP ol o) 4% tf&ek 50 L 7)
£318 The IP AFN A 22 FE T 7 tluto] At 228 8 FASAY ged] A A 0w
A28 S8 ATk 22 WA T At neabd 2248 E a2 5 gyt

N
==

Sl
it

/g slet 4 9- ASAON A = MTU A4S st (e g d i3S =713
Z8}§yth o] gt i Fl ol idl] DF v E7} g ¥ 7 9ol = ASAl A DF B EE A A8}
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ol A ¥ A7 Add(F7}), Edit(+7), Delete(21All) &5 AH&-3to] VPN 1w G 4-& #e & 5
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A 2 = do| e o] Ae Fal FAAL

AAA M H 2 H]EH 5 g

ASAT RADIUS ¥ LDAP Z 2 EFo gt v|d & 2] & A Y3tk ASAT LDAPI| T+
"“password-expire-in-days" & 4-& A AU Th U A wiri ¥ = G S A dEE AAA A, THA]
23] 4] RADIUS, NT A1 ¥ 7} 22 3H 5l RADIUS, LDAP A ¥ of] 8§ th. RADIUS ¥+= LDAP 2159]
T o] QA Fom ASAE o] M-S FA g )

4

=
I

MS-CHAPE # g3} Q4 RADIUS A H = @A) MS-CHAPV2E A 9314 &5 th o] 7] 50l &=
MS-CHAPv27} D 23l 2 F3 Ao 313 441 2

ASAY| A &= U4 © & MS-CHAPV2E A Y3} LDAP =+ RADIUS 74 S 38 158 o t}&
AZA Fao g nEAHE A E ALY

* AnyConnect VPN Z2}0| A E
* [Psec VPN S&}o| A E
« [Psec IKEV2 SF&}o] A E

« 2ol E g~ SSL VPN

Kerberos/Active Directory(Windows H] '@ &) = NT 4.0 =H| Q1o tisiA = vjdH T 3
A &5 UT oS 0] Cisco ACS 2 A RADIUS A H = )15 845 £ U&7l
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%

= A3 % 904Ut 1)1} ASAS] PHel 4] B RADIUS AW ol thsh Al wh 418 533k 21 9]
.

et
Rl

LDAPE] 7 Aol &A1 o Ei LDAP A B d-8-2] v s W7 Wio] slsytt. @A) ASAcl
] = Microsoft Active Directory % Sun LDAP AW W AFE-& = Q)= 544 v dH S ¥

Tt F Y

7] LDAPO & SSL 12 o] H a3t} LDAPC 3k Bl e H S Ae] S A =317 Aol LDAP over
SSLS &4 8}a)|of Ut} 7] 24 0 2 LDAPE X E 6362 AF&3 )

AnyConnect= H| U H & X
ASA+= AnyConnect®l| Ul

3 e e udd s e V)5S Yy

s AFEA 7 AA S Al S u U HE T e oY

cHEH S R E Y] o vEH S g o4

« B H S v A o] ASAT AAA AW 9] B & s U4 S FAISH L AFEAF] A4S <

3y
H S 2] 7) A E o] glow ASAM = 94 AFEA 7 221918 Al =8k o) S A v H 3 7}
TREYSS EE 2 UaE dAYAS HYL 28 v ASAN A = A AP A v U E 5 W
Ae 7135 ATyl A v e E 7} ob2 wEE EA] ke - AFEAE o [ E] V]E H UM E
2 HEHEE W\ s = A5yt

AnyConnect H7d& A1A e 2 §laL, ASAS Fall AP E = AAA A & |
7 QA eE #UJ A& U T AAA A= AD B LDAP AW 2 X 2 A| 3} RADIUS A W o of
gyt

ASAE TS =4 St = E A8 S X DetA g5t

* RADIUS §15WF AR8-3} a1, AF8-AH7F RADIUS A 1] H| o] B o] 2~0]] 9l+= 75

H WS kg 2] A o] = A A 5HH ASAE AAA A B 2] o718 E H| 84l 3} &l & F At} o] &
°18HE°PH?§O1%*£%$°%HD}1°11 A s E mATg Ao e AFE S S

H Y & 722 84 35}5lH ASA A AAA A1 2 MS-CHAPV2 912 23S RulA Y},
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Site-to-Site 2! F}o] A= VPN |
| IR

e 1E A

W 1 A A, ik 54

Configuration(7-7J) > Remote Access VPN( 4 ) A 2= VPN) > Network (Client) Access(U| EH A (F
g}o] A E) ol 4| 22) > Group Policies(—L5 73 &) %ol A Add or Edit Group Policy(Z15 4 & 7} =
T7) g} FAE AR S AY A T A Ao dis HE® 22 EE A, A4 /Sxé,
AW E A8 5= 55Ut o] tis) bl 7+ = O3] Inherit(dS) &S A Estd &g A
ol 713 17 A kS A3 F AFUTE Inherit(55) = ©] 3} dAte] BE 5444 tigh 7]
iy

Configuration(-/J) > Remote Access VPN(1 2 2 A 2= VPN) > Network (Client) Access(H| E 9] (&
g}o] o E) WAl 2) > Group Policies(IL & A A1) > Add/Edit(5-71/5=73) > General(¥ Wh S A &) 5}o]
ASDMO A W7 17 A o] Uik &5 43 = AdFY ok v 542> SSL VPN % IPsec Al A
o E&HUL} o & 5o A '—E/HO] ES} AA el disl A= A e o] A vk ok Al A -3 ol
el A= 184 22 A7 sy T

- Name(©] ) - o] 715 A4 9] o] 5 AAFUT. A1) 644714 7V aln] Fug A8
#UT Edig4) 7 %50] B2 Q7] Wl o] Bet 2] Aedu.

Banner(Wj 1) - 27191 A| ARG AFl| Al A ¥ = v A ES A A G T D o] = & ti~40007
7= 5 AsUTh 72 g gl u Tk

IPsec VPN F&lo] A E = vy ol tha] dA HIMLS A 43y} e SeleoldEe~ 29
2 AnyConnect e?/]'o] E&= B HIMLS AUt 94 A& Aol Al iy & vk 34
e U A S mEHgA L.

« [Psec Z2}O] A E ALLAE A= /n B 1S AFL U L)

* AnyConnect S 2}o] 1 E AF-8-#}F2] 7 - <BR> B| 15 ARS-FH t

I~

PN
T A

SCEP forwarding URL(SCEP ¥ URL) - CA 40|t S o| A E X 2 F | SCEP L HA| 7}
TAE A5l 2o gy

Address Pools(72~ &) - ©] Z1& A Ao AFEE 34 == o 2] IPv4 T49] o] &5 A A YT
Inherit("d45) &l S A B s 15 7 F) ol X = Default Group Policy(7] L 7 )l XA H

IPvd T4 5 AFEY T IPv4 T4 & F7FEE A g 82 & 328 T4 2
4
a3 2F A Ao i) IPvd L IPv6 T4 ES BF AT S QS5 T

Select(**E”) o] Bl E& &4 88l W Inherit(F<5) SRV ho] A &S F TS elect(*m*)é
2] 5} Address Pools(F4> &) t 3} A7 € Hu T} o] W3} dxlof =
b ZROIUE T B0 A 5T T B AL b A2k NS ST 550) 5

>

& 2L 54, 4A R 89 F 5 e

* IPv6 Address Pools(IPv6 2~ %) - ©] Z155 A A o] AL-8-& 3l 2= o] 8] [Pv6 T4 9 o5&
A Ao
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Select(A1 8Y) - o] HE& &4 36l Inherit(Z5r) SFQl ko] MBS 3 A3t Select(X B) &
29 5bH roll A A8 3k Select Address Pools(F-4x & A1 8)) 8} 27t D Ut IPve 74 &
F7F E= A g W82 S A FAHAL.

e

* More Options(F-7} &4) - 2=
7Ve gk 7S4S BA Y O

FAN AT 5 A HYY T2 (4%
A

* Clientless SSL VPN(Z 2} 0] 1 E 2] 2 SSL VPN) - SSL/TLSZ %3 VPNS AF&3l == %] 4
Pt o] ZREFS AHEtA §) Beb-A S AFE8Ee] ASAC] b g 44 M~ EE
ol AU A Eoju} st=do] EetoldET F A gl StoldEE 2~ SSL
VPNS AHE-8H HTTPS QI YL Abol Eo] AZA S = 9= 719] & A5FH A 714 1A}
olE, § A1 ol =2 Aol A, NT/AD %< &( A1¢), o] vl & B 7]} TCP 713k of Z2] 7]
o] d F o] FH g e Zefo] = g o] A MM =T 5 FUTH

SSL VPN Client(SSL VPN = 2}o] 1 E) - Cisco AnyConnect VPN S 2}0]| A E T+ 7] SSL
VPN S2}o|AEE AFE-sH =5 A A 3 th AnyConnect 2 e}o] A EE AR <1 74
MUS(Mobile User Security) & A ¢3tHH o] Z2EZS delsfof g

Do

IPsec IKEv1 - [P H o T 2 E Ut} 7 Qbd 3l T2 E & 2 7FF 5] += [Psec> VPN E
ol 71 &H 3k o} 7| |l A & Al 33U T} Ao E ] AFo] E(I] o] U] I o] (peer-to-peer))
Z 3} Cisco VPN client-to-LAN 174 E 50| IPsec IKEvlS AF-&-8 4= 9l 5T}

IPsec IKEv2 - AnyConnect Secure Mobility Clientol] A %] 1 & t}. IPsec} IKEV2 & A}H-8-3F =
AnyConnect A4 AHZE Qo] U0 E, Sgfo|AE 22314, GUI @A sh(H ) E A&
A} A| A, Cisco Secure Desktop, SCEP X =A] 59| 3l 7] 55 A&y}

L2TP over IPsec - © 2] && PC 2 21} pC &4 A A 9} g7 A5 %= VPN Zglo]dE
EALgshe 94 AR R IPUEYAE Sa) HelojZglojad s 2 ALY 71 YE
Aol tigh et AAE AT AEF slF U L2TP+= Hio|H & B 2" 317] 93l
UDP(EE 1701)E 53 PPPE A& 3t [Psec A% =0 thel Hel o] Zelo]dAE
‘g e oF gt

* Filter(Z B]) - IPv4 T [Pv6 A A o]l of | A2 Ao BZ5 1188
WS dET AN AR E AGFUTE EHE 22 T4, O T4
w2} ASAE B3l FAlSHE Bl R ¥ toly sl ] 518 = AR AR E AAstE Ao R

NAC Policy(NAC 7 #) - o] 7135 A 4l of] -8 3 NAC(Network Admission Control) 7 3] ¢] o] &
AUtk A A NAC A A S 2 25 Ao @98 5 dFH vk 71242 --None(81=)--
Ayt

Manage(Z2]) - Configure NAC Policy(NAC A & -/4) tl 3} A& Ut} 3t o] 4] NAC A
A5 A3 NAC A # 0] Z0] NAC Policy(NAC A &) EA] 9o gl EFThE B2 34
o= FAFHUTH
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* Access Hours(% Al 2= A ZF) - o] ARg-=oll 7] 285 = 7] Al = A1 3F A H) 9 o] &

Site-to-Site 2! F}o] A= VPN |

a7

]

E& A
Ur(ML B9y A Al 22 A7 A g wHF Y T 7] 2k Inherit(45) 0] B Inherit(“%d45) 2H<]
= AEshA] @& A 718 %2 Unrestricted(A g §15) 9 Y th. Manage(3H2])E 2=l 8HH A
HE F7F 74 = A 5= 2l & Browse Time Range(A] 7F H ] 2ol w 7)) ] &} A=}7

AU,
Simultaneous Logins(‘5 A =121 ) - o] /\].ﬁx}q] A FLEE= Hu A 2710 2 (A
IR TN PRSI EEER BN ESEEERERREY PR
e,

T

1N rﬂi Y

Restrict Access to VLAN(VLANOI 3k 4 A2 A3l - (A& AbgH) “VLAN w33 7ol gl B2
= o] Feu H & o] T1F A A o] A8 = Al Q] o] 18] 2 (egress) VLAN I E # o] ~ & 2] A g
Ytk ASAC A = o] 179 BE EYH S A E VLANS 2 AEgy ), o] 544 & 218314
Ty B Al VLANS &8k A2 Alo] & 3H43ke 5= 95Ut ACLS AR&-8Fo] A4 9
Ea].j'J .LIE1FJO].‘~ m—tu EH/\] o] E/ﬂoﬂ g/{a g’:‘%o}‘* u]—uh: 7]_‘:_?51.1/]\;} 7]3%)}
(Unrestricted(A] 3F §12)) o] <] ol = o] ASAS] 74 H VLANTF =5 018 550 FA YT}

N

i o] 7152 HTTP A Ao AF-83F 4= A WFFTP ¥ CIFSol| = AF&-3 5= ¢l 5

g},

Connection Profile (Tunnel Group) Lock(¥1 2 X2 A (HY 15) 3+
oﬂﬁ ﬁilﬂ(]ﬂﬁ 15)_04 o]_Q_fs]_ Ojﬁ VPN oﬂ/(-]]/\u‘l- —5—%%—5—].:]7‘ q_
25 AR 7] 34 32 None(Sle) Y ot

Maximum Connect Time(Z ] 172 A 7}) - Inherit(’d55) A 3 &2~ & A ESHA] & H$- o] 1}
g = Ho) ALgA A4 A 7K S DA

o] AlZke] A3t A o] AbE o & TR YTE H A 1 o] 3L H o 6h-2 35,791,39432(4,000
d o)lZhd Yt FASE A A A17HS 58512 ™ Unlimited(F-A] 3H)(7] 230 E A8 g o)

T
el
IR
(K

fru
i)
o
o,
oo
&
1=
=

Idle Timeout(+-3 A| 7t A| $H) - Inherit(’d<55) A 3 Bt 2~E A 54| &2 A9 o] gleln| B =
B AIZE A S A G

o] 7|7+ Fet A AL B3 FAl SFo] gl

Hol A7 100805, 7] 272 30Ut FA4 8 A4 A 7HE F %’8}34 kil Unhmnted(Tlez
S A9},

SGT(Security Group Tag) - ©| 7135 A & & A}-&3}o] A 3}= VPN AF&-A1el| Al &3 SGT =
a9 A #ks A E YT

On smart card removal(Z="}E 7}= A A A]) - 7] 22121 Disconnect($ 2 3 #) S A1 &1 sk 7 9- 21
Foll AFEH = 2vtE =T Al A A SgtolAE A A4S s AIFUTE AFEATE A A A
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ZFWY 2~vtE =5 HFE o A A5HA] Pol ¥ =5 A4 3121 Keep the connection($1 2
FA)E S8y

2ntE JL= 2| A A& RSA A1FE 7= 5 AFS-31= Microsoft Windowsell A 7 25k o},
o
=

Maximum Connection Time Alert Interval(Z] o 9172 AJ7F &7 742y - H o] A4 AJ 7] =
o] Ab-gA}ol| Al WAl 2] 7} FA| =] 7] AR 9] A7 2+ A d Y o

Inherit(’3<5) g2l ko] A 8lS 3 431 Default(7] 2 gh) &l #o] xbF5 o 2 Mgt} o] 4
T A & E A o] 30t o2 AH YT Al ahS X178 51 A Default(7]2 7S] 8-S FHA
shar Al o9 THA S 1ol A 30 Akol = %] o

n

Periodic Authentication Interval(5-7]%4] Q15 H2) - JAFA A5E TV 4 02 thA] 84 3}7]
A7k ©] A ZE ZHA (A ZH P U T

Inherit(345) A2 927k A )4 e A5 F71 49 AFA HUS F P AAS AT 5
SgruITh W91 1168412kl vl 7] 3 ghe v B shelo] itk FAIR 12 5 §3el W

Unlimited(5-# $H & A &3k}

W s AR, A 54 A

Group Policy(ZL5 “d &) > Servers(* H) ol 4] DNS A ¥, WINS A ¥ % DHCP H ¥ & +4 34}
DNS 2 WINS A # = A A ]9 Z2}o] o E(IPsec, AnyConnect, SVC 2 L2TP/IPsec)oll 7+ %] 8% 11 9]
5 &<l A8 Yt} DHCP ¥ 9] &= DHCP T4 gtdo] A2 Q1 7 - A&t}

R AA
@Al 1 Configuration(7-4]) > Remote Access VPN( 2 <l 4|2~ VPN) > Network (Client) Access(U] E$] =1

(ZTFol A E) A A 2) > Group Policies("L5 4 2) > Add/Edit(5F=7147%) > Servers(XH)E A&}
S A L.

7| 2 DefaultGroupPolicy & 5+ 314 %5 7-7- DNS Servers Inherit(%d<5) gQlehe] €& H AT
7] 3 DNS Servers(DNS A1 H) B =0 A, o] Z155 0] AF-&-3F DNS A1 H 2] [Pv4 == IPv6 T4 8 7Yt}

T MO IPv4 F 229k 5 7] IPve TAE AA T 5= dFYTh
DNS A H & 7 7} o] A7 3 -4 94 QA2 Sehold Ex o] Ao A4 ¥ &4t Z DNS A
WS AR ST
o7 A ek W7 A2 o] 17 A A S AFE sk S 2ol A Eof gl s ASDM S| Configuration(7-
4J) > Remote Access VPN(21 2 4 A2~ VPN) > DNS ol A -4 5+ DNS A7 S 217 o] 3 o},

7] 4 WINS Servers Inherit(%d<5) 21 ghe] M ElS F AT},
wins-server value {ip_address [ip_address] | none}

Al 5 WINS Servers(WINS A H) Z=ofj A 7] X 1l B2 WINS A H 9] [P FA5 gt 2 WAl 214
SH= 1P i 7] 2 WINS A8l 9] 1P 2] Utk S Al 8 Abah) A A sk 1P

A ] 1P F 2 .

wins-server & 52 Y #H & wnic} 7|E A o] oA T|H YT o & S50] WINS A xx.x.x2 T4
Sk $ WINS A yyyyE TS 25 7 HA o] 3l AA WS o2 il yyyyZF L3




B o599, 09949

Site-to-Site 2! F}o] A= VPN |
ZEA

WINS A ¥ 7} gyt of 2] An) o] 4 g-o &= vpzb7p uTt. o] Hell 43 A u & ol a
WINS A H & F7balei W o] Ml S e d o) BE WINS AW o] IP F48 X3 A 2.

o Al:

Th&- oo A = ©] 8 -0] CLII A FirstGroup?! 7135 4 F el &l IP 52 10.10.10.15 2 10.10.10.305 A}
&3t] WINS A ¥ & 43k =& Hofssy ok

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# wins-server value 10.10.10.15 10.10.10.30
hostname (config-group-policy) #

More Options(F=7} 541) Bref 9] o] T o} gl 2 3} & 22 5}9] More Options(5-7} & 4) 992 &
EEnsi=g
Configuration(7-7%]) > Remote Access VPN( 2 VA2~ VPN) > DNS ol XA 7] Em el o]

12 7 5- Default Domain(7] ¥ =91y A =of A 7] X w ] o1-& x| Ao gt} o = 59
example.com¥} - =<l o] 53 4] =S AFE-SH Al Q..

8 OK(ZHe))E 23},

Apply(8-8)E S84

EERREL

Configuration(7-”J) > Remote Access VPN(H 2 9 4| 2= VPN) > Network (Client) Access(U| E 9 Z(F
Z}o] A E) N A 2~) > Group Policies(L 5 “d 2)) > Add/Edit(5=7}/5-7) > Advanced(3l33) > Browser
Proxy(H.2}-5-#] 225 A))

o] &} A= E ol AEd FAI b5 = 545 743 3] Microsoft Internet Explorer 478 & A 7+
A,
* Proxy Server Policy(ZZ 5 A] AW A A) - Z2}o] o E PCol| ] 3] Microsoft Internet Explorer H.2}-$-
A A ACAA S AT,
* Do not modify client proxy settings(Z 2}0] A E = A] A A

T4 <t gh - o] EFte]AE PCl
th 3} Internet Explorer®] HTTP B 2}-$-# L5 A] A H 4 &

7384 E Ut

* Do not use proxy(2ZFA| A8 ¢t 3h) - Egfo] A E PCof| )3l Internet Explorer®] HTTP X~ 5
] 2 x4 H] 3 A] @j.sh/] 1:]—

« Select proxy server settings from the following(Th5 5l 4] 25 A] A ¥ A7 A B) - Auto detect
proxy(>Z 5 A] A5 ©HA]), Use proxy server settings given below (¢}l Al 3-8 X FA] A A7
A}-8-), Use proxy auto configuration (PAC) given below(¢}2l] A &% X = A] 245 G- (PAC)
AR89l Elehs g sk T

* Auto detect proxy(ZZ 5A] A& ©HA) - F 2o A E PCol| th 3} Internet Explorer®] A 54|

Ao ©A) A18-S B ST

« Use proxy server settings specified below(¢} 2l Al 3" 5 A] A1 A4 A}-&) - Proxy Server
Name or IP Address(ZFA]| AW o] F L= IP 4) 2o 1A H kS A48 =5 Internet
Explorerol 5] HTTP X & A| X ¥ A4S A}
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« Use proxy auto configuration (PAC) given below(} 2] A& ¥ X = A] X5 -4 (PAC) AH-&) -
I 2] 25 FAHPAC) =0 AAH FALS 25 T4 EA Y A4 AL E2 A A7

S

* Proxy Server Settings(*Z 5 A] AW A A) - Microsoft Internet ExplorerS- A8 3}+= Microsoft = }©]
Qe 2 An o AWEE TR

* Server Address and Port(X] ¥ 4 2 X E). o] Zg}o] o E PCof| %8 %= Microsoft Internet
Explorer A/ H 9] [P T4 H+= o] 5 XEE X4t}

* Bypass Proxy Server for Local Addresses(Z7 G20l 5 A] A ALE 9k &) - S2fo|AE
PCol| 3}l Microsoft Internet Explorer H.2}-9-#] 3 S A] 7. —rﬂ AARE FAAFUT =4
53] & 24 statel Yes(el), v 274 318t W No(obH 8)5 =9t

* Exception List(l]| &] &-5) - ZFA] A A 20 A A &) A o] F B IP 5
Utk EEA A E Bal A 25 B shel Fa BE2 Qg o] BEe

Internet Explorer 2Z5-A] A7 o] 8} 4=}9] o 9] &5 3 g3t ).

* Proxy Auto Configuration Settings(=Z 5 A] A5 74 A7) - PAC URL2 A5 74 31d 9] URLS
AT o] AL mEA AuE A A S HegA 0] e FUT TEA AE A
(PAC) 7] 55 283l ¥4 A2} Cisco AnyConnect VPN S 2}0] 1 E & AF-&-3f| of gt}

SUESA FANA ) Behp A4S SHF UES] A 2ol AZSHE HITP THAE 4
gt BEtg-A o] ZEA7F (Ao 9la FEpe] AEJFHTTP Eel T & ZEA 2 Ads)
Z-FelR HTTP Eg g o] MIEY A 2] izel] =23 5 stk dE Zefo]= Y ES AR
9R e ) o3 THA = U AdS F&f e el A2 ) = M ESE Y EA
o & W Bag ZHA9 TS 5 917 HlHOH SSLVPN E Y& HTTP = A 9] 4o 5 B3t

o

o1 T3 3k ar, g 3 weh AbgAbo]
A= Qe Eepo] = A Ao A BE

A ﬁ@ﬁﬂa Zﬂ*OHO]C @ Mﬁ‘/}‘:}. pac fﬂr%’%i’sﬂ =
A 5 512 AAe= o AT YE 519 S

ﬁﬂﬂﬂE%ﬁHﬂﬂﬂ

—.«rLHHH
_E,_l

TooRHE
The-& PAC TS ALESHE WS el FE 3 /A gyt
P RE MY B2 A R R ZSA A
C B 4 ) Aol Bl AZPE EE 2 obte] L2 A AL
L7 SEZ Ao Aok M BhE B9 ALg S W] 2 A A 44

=
€ ZHA AHE T4 (pac) L& wHE 5T pac
i)

H2E #7] 5 AHE-te] Hebe-A = e

o] & URLY] W&ol we} ali} o] o] AL-g8 T2 A A S A A8l =] 7} Z 34 JavaScript
1<) I8H B2
2

9]t} PAC URL R E 2 A}8810] pac 7422 A48 URLS A Q& FAA L.
Aol A pac 4 & AHgshe] L5 A A4 G Shel gt
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Site-to-Site 2! F}o] A= VPN |
. AnyConnect =} A E Ul §- 15 & 2]

* Allow Proxy Lockdown for Client System(Z 2}°] 1 E Al =8l o] ]3] EZEA] 3 3] &) - ©]
o] A

715 & 24 331 AnyConnect VPN A4 -5 2t Microsoft Internet Explorer2] 172 %

AUt o] 7ls& v &g stetd A4 §ff vl =& o7 T = FA g Utk ARE A} Hl A 2~

E] Aol wet o] 7] AA o] uAE T i A4 7= dEFUTH
AnyConnect 2 2}o|HE W 15 A A
Internal Group Policy(W] - ~25 “d &) > Advanced(3. ) > AnyConnect Client(AnyConnect = 2}
o|AE)

* Keep Installer on Client System(Z 2}0] 1 E A|2~®lof| A X 2 73 §-2]) - 94 AFE ] 3
T ZHOlAEE AXT 4 A st A sty T o] # A A8 Setol A E Abs Al
]

A 7o) vl gyt 94 AMEALY AA NS ED FUEE 5 AAS A 97
HirE ol SeteldEZF A E dH = dFyTh

Compression(%) - 45 shH A5 5 & 7 A7) 7} Zol A HotojZgto]d el FElo]dE
2be] E21 4 5ol s Th

i

Datagram TLS - DTLS®= 245 SSL <12 7 #d & #loled A 2 tlHZ A& WA 8t 7 A
Aol Mz AT of EE] Al o] o] s S AU

Ignore Don’t Defrag (DF) Bit(Z2 2} 2.5 <F €H(DF) H| E F-A]) - 9] 7] FHEZ} AR5 57
o) A 273t E g5t HHE S S 7 A siwyh & ,LﬂE"JEMW TCP MSS
Fdoll A2 S iz Aol AbE 3 5 g

Client Bypass Protocol(Z2}0] 1 E $-3] X 2 & ) - Client Protocol Bypass(g‘ﬂ-"] AELZEF
$-3)) 71 5& AH&5HA 1Pve EZ I T o 3= LEH ASACN A IPv4 E & #E] o= WA e
IPv4 E vt o o2 wf ASAC A IPve E 25 el shs WS :r“‘* o AU

AnyConnect Sefo]AETF ASASHS] VPN A2 & 3 e o ASAE IPv4, IPv6 T4 5 B+ IPv4
D IPv6 T4 B A AT 5 5 U T ASA7F AnyConnect 1A 9l IPv4 =221 25 [Pv6 T4 WF
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Z: v 5ol A Advanced(ZL5) > AnyConnect Client(AnyConnect = 2} ©]

%a £)E Y0t EETolA £4 35 Agdyh

298 %+ Y5y

o
¢ E)> Custom Attributes(2t

Z#E VPN 5 € 4

A1

2] VPN HE 2 A= -4 7F VPN 1A & A shs 397k of el Setol A E Al =719 dglo] A
X% QS wrkeh 71 U] 29 2ol ek 1S Bgsi ok Ak o) QlEsEQIE A A X def S

A 4 =, 53] AT VPNS S ol AR HIES] Aol b A SHE Hupo] 2ol o %
%‘ FEL F AU VG UEAA AES deR = dEXAE 08 29 2AHERE o
715 mard EE Y

22 VPN B2 & = Ao A Fa|of s ALe ) o) Zel A o] el 4 Al =Hel Wl =93 e
Do) RAoR G WA @AW ohA wel VPN B Y 9|v2 Ak,

AREALZE R oglo] = Aol thelf B e A9 whe] HEo] Al R A EA 2 A F AFH
2] VPN B 9 9] 57} 8 - AFH v S840 Al gk A E E v B4 H o] o ¢ U] 8- Cisco AnyConnect
Secure Mobility Client #+2] 7}o] =& 2314 A L.

Al 2Fat7] el

AnyConnect & 2] 2~ 4.7(°]4) D=

SR AA
Configuration(7-"J) > Remote Access( 2 2 4] 22) > Network (Client) Access(U] E 9] A (Z o] A E)
ol 4] 2~) > AnyConnect Connection Profiles(AnyConnect 172 > 2 3) > Add/Edit(F7H5 ) 2.2 ©]

&Sk U}, Authentication(%]5) o2l €] Method(H) =5 the vyl A AElste] HY 1379 %
W S "certificate only(Q) 541 TH" 2 4] 3l oF gt

ASDM 2 73 A 3: Cisco ASA Series VPN ASDM -% 7}-0] =, 7.10 .


https://www.cisco.com/c/en/us/support/security/anyconnect-secure-mobility-client/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/anyconnect-secure-mobility-client/products-installation-and-configuration-guides-list.html

Site-to-Site 2! F}o] A= VPN |

S A D3t 5L 3 Aol A Advanced(aL ) > Group Alias/Group URL(ZL 2 /71 URL)
ka1 ] VPN Z2H e A A4 & 1§ URLS F7H3hvh
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. Secondary Authorization Server Group(E. %= A F-of ¥ O0.57)- R A4 SHS 5T 9
o] Ay 22L& AT YL}
* Server Group(A| ¥ L&) - B2 A B AAA 15 O 2 ARE S A gk Hof AW 155 A8 gy
ok 7] 242 none(Rl) AU TH B2 AW 15 SDIAY 155 A8 E < sy Th

* Manage(3+2]) - Configure AAA Server Groups(DNS A ¥ 15 74) t 3} A5 At}

* Use LOCAL if Server Group fa11S(/\1 W 2o At A =24 ALY - A A H A 1ol
Ao 25 2 v e o] 22t Al s 4 g P T

* Use primary username(”] ¥ A}-8-2} o] & A}-&) - & 7191 th 3} AF=}ol| A] a}LEe] AL} o] E-xt
QA sof 3% 44 g,

* Attributes Server(574d A W) - o] AW 7} 7] 5 A AR = B 54 AR A

ek

~

ol A T o e A o] ABIE NG A9 A Ho An] A
o] 414 0% A gHYrh ASAd A &= o] HE Q15 A8 E FA YT,

* Session Username Server(A A AF-8-2} o] & A W) - o] W7} 7] M| AFE-2} o] & A1 Sl
Al Bz A AREAL o] § ATH Q1A A B R

* Interface-Specific Authorization Server Groups(31 E] #| o] 22 Ak Fo] AW 157) - 574 215 3
o] 2~of tjgt Ak F-of A 15 S el

* Add or Edit(5=7} =5 5=74]) - Assign Authentication Server Group to Interface($1E] 3] 0] 2]
15 MB 25 &) v st A7 Sy o] visk AAfell A QlE Ho] 2 B MY S
A7 skaL, A e g A B Tl o WA Al 24 dlo B o] 2= A5k Ae 58T A
ARE X = A5 Ut o] st A AFe] Manage(2]) HES 2 Configure AAA
Server Groups(AAA AW “1&5 7A4) 3} A7t & gyt A el gk 852 Interface/Server
Group(Q1Ef = o] 2~/4 W] Z155) Hl o] &0l 32418 Y.

* Delete(2} ) - A & g M ¥ 155 Hl o] ol A AA T 2l 2= 4

o2
LY

a7t gl v,

* Username Mapping from Certificate(Q] 5-A] o] A AF-&2} o] & w38 - AL &4} o] & =T tA|d
AsA e 25 A A YT

* Pre-fill Username from Certificate(] 54 ol 4] AF-&-2} o] & 1| 2] 2-¢-7]) - o] dlj dof] A G % 7]
D B FENA HE IS AFEE o] 55 S5t Ay o] 54 & dEstr] Hd
AAAS} ISA B5Fe gk 1T WS A sl oF Fu T o] E A stel ¥ 28 el A Basic(7]
2y #ld 2 Eo}l7F Method(* ) & ol H Both(= ThE d¥ 3t}

* Hide username from end user( = A ol Al A2} o] & 5571 7]) - VPN AR&-2}o)] Al B2 Q150
AHEE AR AL o] B& w7 W A E Ry o

* Fallback when a certificate is unavailable(21 54 & AF&-8 4= ¢l= 4
username from end user( = -4 o Al AF&2} o] & 57| 7])"E A Bl S
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Ut} Q15AE A& 4= §l= 749 Cisco Secure Desktop Host Scan H| 0] E] & A}-&3}o] H 3 9l
=& AH8AF o] 55 v g

Password(H] ¥ 5 - Th-& ¥l & 3} = A el s}
» Prompt(v H 2+<¢1) - AE Aol A Bl 55
« Use Primary(7] ¥ AF8) - BE B2 Q150 7|5 o F 1w 55 tha] ALS g

s Use(AH8) - E B AFo] dub9l Bz v E 13t

Specify the certificate fields to be used as the username(AH-&- 2} o] F O 2 ARE-3F QIG5A] D& A A)
VA ol B0 QA B AT BT S ol 4 A AT T A H oA AFEA o] F vl 2]
AF-71 A o] ApEAF o] 5 B ARGAF ol MR T Q1S = {3 Fol = ARG Sk i AL
B2} o7 wle] Ag-7] B B AREA} o] F vl 2] A7) Al o T
* Primary Field(7] & B =) - 15 A ol A AR&2L o] Foll AR S A HA =5 A8yt o
%ol 98 A% wx Wmi= BAE UL,

* Secondary Field(2.2= =) - 7]+ =7} gle 4 9ol AHES =& ey

e nx A 5o A e 2,

54 e

¢ Country(3-7}): 2442 ¥ 57} eko] U}, o] 2] ot
FE3=1S0 3166 7} ¢Fo] 2 wprE Yt}

CN Common Name(3%& ©]&): AHgh, Al 28 =& 7]
£} 719) o B4 T W 502 A E 8
T sy

DNQ Domain Name Qualifier(:= 21 ©]& -4 2hHJ Y
o,

EA E-mail address(¢] ™| ¥ =2) Yt

GENQ Generational Qualifier(| o] -4 2} U c}.

GN Given Name(©] &) Yt}

I Initials(®] Y1) Y o}

L Locality(7+//A]): 21 o] A= H/a/A 4y o

N Name(°] &)Y Yt}
Organization(F4]): 3] AL, 7], ol o] A A], 3] &=

71EF A A 9] o] &Y Th
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. AnyConnect Connection Profile(AnyConnect ¢172 ~ 2 3}¢]), A3

4 4 9]

ou Organizational Unit(% 2] ©$]): 2 2(0) W 2] 3}$)
Ay

SER Serial Number(¥ & ¥ &)Yt}

SN Surname(*d) Y Y t}.

SP State/Province(7/%x): 24 o] 9l & T/ YT}

T Title(%] EH P U tt.

UID User Identifier(A}-8-AF ID) ) Y T}

UPN User Principal Name(AFH-8-2F 0] 7H2 E o] 5)Yd Y
t}.

* Use the entire DN as the username(%l 2] DN& A8} o] &0 2 A}-&) - A A =3 DN(RFC1779)<
ARgste] A" QI Ao A A Fo F o] 55 A YT

* Use script to select username(2> = H E & AF-8-3} 0] A}-8-2} o] & A 8] - U] A Y Q1 F-A] ol A A&}
OlFS FEY 2AHEY oS A AT 7]k --None—-(-- 8l &) J U T}
« Add or Edit(F=7F == 574) - A5 A1 o] AFEAL o] 5 g ol AFE S A HES Aol 9l
+ Add or Edit Script Content(Z= = HE 8= F7} = 4) t 3} A2 7F G Hu o)

* Delete(2}A) - A& 2T HES AAI Ut ohQl == A3 A7 glssy o

AnyConnect Connection Profile(AnyConnect 12 3 2 3}1¢l), A3 Ho] &
%

AnyConnect Connection Profile(AnyConnect 172 i

2 3}2)9] Authorization(F 3+ F-1) th 3} A=}l A
= AH o]~ {ek Fo] ¥ 158 SR, 5L 7
159
__?__

)el
4 EE AT 5 A5 o v gl
el 7k AU o) 2 Sof QB o] 2 of
7 wo] e o] 2 2.0] oA 7} B4 55 A

7} e o] & dJ ol &= 3] Q1E]Ho] 2~ & AW 1
5, AR AW G, A gk AW o] Aet A

? o] FAIFHYT
o] ol 9= €=+ AnyConnect, IKEvl 2 IKEv2, Eeto]AE 2] 2 SSL 14 23} o
Fuch

* Authorization Server Group( §F - A ¥ 155) - ¥k F-of nj/fRFE 7FA & A Fof A H

OF 255 AR
* Server Group(A1 ¥ “L35) - AFE&- & g o] AW 1FS A3yt 7] 2k none(§l5)

Pt

Q]
o =

ol
——
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AnyConnect Connection Profile(AnyConnect 172 ~ 2 3}4), At Fof 54 .

* Manage(¥2]) - Configure AAA Server Groups(DNS A1 ¥ 15 7+4) )3} AAHE IU Tt AAA
A Aol thEk A4 B 8-S Sefold ER] A SSLVPN G4 Z 2 9l An] I8
F7F, 133 # o] A & F2SHA A 2.

» Users must exist in the authorization database to connect(Oﬂ A A3 Fo glo] g H o] 2o A}
A7k EASN Ok ) - AT} o] 271 FHFES shelwl o] Feleke AE P nh,

» Interface-specific Authorization Server Groups(S1 B | o] 2~ A Sk Hof W 15 - 54 2 E] | o]
2o gk Az o] A 1F SIS AP

. Add or Edit(F=7} B2+ 54 - Assign Authentication Server Group to Interface(Q] B | 0] 2= 9j|
NS B 2w &) st A7 D "YU o] tiE} el A QIE o] & B M H TS
W Shar, A e g A 1ol Aol A A 24 vlolH o] A= Ak A S 582 A
oAR-EZ A4 = A5 Ut o] th3} AAFe] Manage(3H2]) HES T2 Configure AAA
Server Groups(AAA AW 15 A4) i3} 27 A J o A E—H {{ S} Interface/Server
Group(1 Bl #| o] 22/A ¥ 1) B o] &l TAIH YT

* Delete(2FAll) - A & & MW Z15-& Blo] &0l M A AT &9 2= A3 F 27k jlssy o

* Username Mapping from Certificate(Q] 5-A] o] A AF&2} o] & w38 - AL &2} o] 55 == tA &

AZ el BEE AT

* Use script to select username(~ = HE S A& 0}01] AREAL o] B A8 - T A Q1A of| A A}
|2 o] F& Yt A S 2T HE o] 55 AAIYH. 7] %}% --None--(--§1 -
HUTE JIFA Dol A AFEA} o] 55 AEste 2T HES vhe= o djgh zpA gt

Hge e e AL
+ Add or Edit(F7H B ) - 154 9] AL o] B g ol AE 8 =AY ES o3 5 9

+ Add or Edit Script Content(Z~ I HE 8l = 57} = 74) o 8} AA7F E oo

o

* Delete(2HA]) - A& 2T HES AATU Q) = 28 FH 27 flsyth

DN(Distinguished Name) B =& A&7} 0] § O &2 AFE-3F e 5 2] A gt}

» Specify the certificate fields to be used as the username(AF-&-#} o] F 0. &2 A}-&3H Q154 A=
A7) - A3t0] ALAL o) § o= AMEE WES sl o4 A g o,

. Primary Field(ﬂ% By o1 ZAM 9] AFgA} o] 2o ALEE A WA D=2 A o
ol 9 A Bz Jee= TAg YL

* Secondary Field(H.% =) - 7|2 D=7} Q1= 4o Abgd =2 Aeghy.

s Find(3t7]) - A A EAE 2 A28 GUI gl o] & =+ CLI H#H S 983 & Next(the) =
Previous(°] §)& S8l ato] A4S A&
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. AnyConnect Connection Profile(AnyConnect <12 2 3}9), g Fof, 2 HE FRI =G F7}8lo] AL} o] & A8

AnyConnect Connection Profile(AnyConnect 172 X 2 5} Y), H3l H.of, 2T HE

12]

|y

i

> 2 =
== T

f

7hakel AbgAt o] & A

4

AnyConnect Connection Profile(AnyConnect $172 3 & 3}2) 9] Authorization(H 3 5-¢1) o A use a
script to select username(2> =1 E & A}-8-35} o] AL-8-2} o] & A B))& M Bl 5131 Add(F=7}) E+ Edit(5°
AHHES YA v 22 =7 AE YT

2T YEA AL hE v S0 A A e A ol 9E AFA

i<y

= Sl

Ll

g

=

s

o3
El

sl o] 7]%5-2 S,

Select script parameters(Z= = HE /| = A ey ~ g HE ] EA 2l Zel =2 A A3},

Value for Username(AH8-4} o) & ) - 3 DN 54 9] S Hrhe 22 0] 4 AHg4 o] #(54] DN)
2 AT 54 A

z
o
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=
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iy
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X
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il
ftlo
>
>
ofo
ol
o,
b
tfu
X
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%
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e
g
c
«
]
o
w2
=}
=
[0)<]
@
T
A
M
Y
e
fru
el
X

A ERQIE (LA A A A E2Fo] 2D U] 914])
3hE . al T AIZF QA AE Y9 F
UFUTE TR U 2E N R E A ole 7|24 o= 12 AP Y o= HA #2444
of| A A A b= g o] HAH S YR U T

o & E0] T AE/AEAL] Fhe] &% DN 54 Common Name(3-5 ©] &) (CN)= A &l gl thal
78l BAE YT T 3ol ke vhSk ghS A7) 98l Fit B A A S AFESh] o
s HEEE 5 0= 2 VM 7 g iy AFH Tk vk gk A A= ALEA} o] 52

Z e A9k

R 25T EAEE HEY
Al e FTa s ke gk
1 5 host/
6 10 user
6 -1 user

o] o) Al WA WO &5 AT 2 F ALGTY EAL ) Lol A Hi FAA £71A) Sow
A¥she = 4 g The] 9] 35 userd] ).
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AnyConnect Connection Profile(AnyConnect <12 = 2 3} 9), ¢ gt F.of, 2 HE FRI =G F7}8}o] A2} o] & A8

N3 PG BE Y us Roelt P 2R o] oS otofof gith the ool A 4
4 QA Lua 419 ALSA A Y 2AHES AL HU T

2
ol
> 4]
9 1>
rui

Z] - Regular Expression(% 7F2]) € = Oﬂ A A Age A Al s JE Py
= 42 ?_QXV} &gt o & 50 Aat2S AFE-ske] "EA(C M Y F4)" DN #49] @
SHA BE EAbE Ay et = A5 7P S BAlE YT At @]t ol A4S T
3k 3F 7HA] 9hH Ut o] ool Al DN gkl user1234@example.com #k©] E&-H -9 A 12
o] Fo] uhg}k 7k user12347} U th.

e o] 2: LUA P49 95 2T HE ALS - LUA Z2 08 o2 A9 95y 29 HEE
AR P WES TR BAGU o] 4L ANFW WEY LUA 2THES 44T 5
= BEE AGS F AU Th B Bol B 2APEES AT F Aok
return cert.subject.cn..'/'..cert.subject.l

o] 2AYEE F 9 DN BE, Z A8} ol B(en)st T/ A () AF 3ol B A4 o &
o ALk A= Aolo] ZelA() BAHE A1

U 3ol LUA 2 HECNA AR S 7 9l £ o] & 2 AW ol vk syt

E4 o & 413
cert.subject.c =7}
cert.subject.cn T8 o2
cert.subject.dnq DN &4 =}
cert.subject.ea ol FA
cert.subject.genq Al 34 =}
cert.subject.gn o] =
cert.subject.i ol yA
cert.subject.l T/ A
cert.subject.n o=
cert.subject.o %7
cert.subject.ou Z 2 9
cert.subject.ser FA LdEHS

ASDM 2 73 A 3: Cisco ASA Series VPN ASDM -% 7}-0] =, 7.10 .



Site-to-Site L Fe}o]AE VPN |

. Ze}o]AET] 2~ SSLVPN 14 =2 519, Q€] 5| o] 2o W3k o] v 18 s

cert.subject.sn A

cert.subject.sp FIE

cert.subject.t = &

cert.subject.uid AF-2} ID

cert.issuer.c =7}

cert.issuer.cn T8 o=

cert.issuer.dnq DN 34 =}

cert.issuer.ea ol FA4

cert.issuer.genq Aol 8- =}

cert.issuer.gn o] =

cert.issuer.i olyuA

cert.issuer.l /A

cert.issuer.n o] =

cert.issuer.o %z 2

cert.issuer.ou Z7 9

cert.issuer.ser 2zl de W

cert.issuer.sn A

cert.issuer.sp F/I=

cert.issuer.t =) &)

cert.issuer.uid A2} 1D

cert.serialnumber olZ=A dHA WS

cert.subjectaltname.upn A2} O] 7L E o] 2

HY 18 /\_:;_aEvg_ g A 3lel= Bl o F

g zke] FEoll &5 HAX7F FAE Y T

Zd}lo]Ad Eg]~ SSLVPN &4 = 23,

o] tha} Aol A= I Hl o] A5
H-of) th 3} AAte] glol &l EAE YT
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« Interface(Q E] #| 0] 22) - Q1] | o] 25 A &gt} 7] 2 34S DMz Yt}
12!

* Server Group(A1 ¥ T155) - A &l gk QIE H o] 2~of) TG AW 1FS AT 7] 42 LOCAL

Ay,

* Manage(¥#+2]) - Configure AAA Server Groups(DNS A1 ¥ 1% F-4) t] 8} 25 Ayt

A T2kl o)7L E )

Connection Profile($1 72 X~ 2 3) > Advanced(3.3)2] Accounting(®]7F+-E #2]) 2 ASAQ] o] 7}-%
E dy A4S A9 ow A

* Accounting Server Group(¢] 7} E #&] AH 1F) - o] 7h2- E o] AR&-317] 913) o] el A
ok A 1S AE T

* Manage(##]) - AAA AW 158 "H& = 3+ Configure AAA Server Groups(AAA AW L& T+
) s}t dAE duTh

Connection Profile($1 2 X~ 2 3}2)) > Advanced(3.3)2] GroupAlias/Group URL(ZL% ¥ %/71+F URL)
&} Aol A= 2] Al DA ARE AP Al A H = ol ¢S T SAAS AR

o] 3} At A== Febo]d Eg] 2 SSL VPNel| stuhe] 7 =7t vk A& Al ¢fstas
AnyConnect Z2}o] 1 E ¢} F#}o] I E 2]~ SSL VPNl 3] =LA gt 24 L2112 of gli= 9o
0] 52 AnyConnect2] “4-$- Group URL/Group Alias(“L35 URL/Z15 H &)o] a1, &} o] I E 7] 2 SSL
VPN ] 7 - Clientless SSL VPN(Z g}¢] ¢l E 2] 2~ SSL VPN) ] L T}

* Login and Logout (Portal) Page Customization(Clientless SSL. VPN only)(Z 1% ¥ Z 10}-2- (3L
) s o] A] BtE sh(E ehol A E 2] 2 SSL VPNl vt 3l )) - 2] &8 vl o] 4 | w5 d 442 A
gate] AREAF =181 F o] A o] Y AF1S A U 7] gk DfltCustomization 3 Y . Al Bt
=3 7NA = Ad st Manage(¥Hel)E 23 th

Enable the display of Radius Reject-Message on the login screen(= 121 3}t of| 4] Radius 715 ™|
AR A B 8 - 15 o] AHE -9 =1l th 8} A Aol RADIUS 714 WA A & A8
of FelehS Megt.

Enable the display of Securld message on the login screen(= 121 3} ol A] Securld ™ A A] A
D8} - 221 v 3} A Abel] Securld HIA A& A S W o] SRS et

Connection Aliases(1 724 'H %) - A4 HA D AUt AFEAZF 220 Al &
e A g des Ado] FAE A AR A 22 Flo]X]dl] A HA o] £
T7F = AtAlske o] MES S Yt A S sk Hol 5o HA S

-

7§ URL- 71§ URL 715 URLS] F el 4tk AL A7E 2191 A 54 152 99
52 7o) A A5 AHgA 219 o] Ao 71§ URLe] EAHUTH URLS F7} &
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E 2|2 SSLVPN

AR

Do not run Cisco Secure Desktop (CSD) on client machine when using group URLSs defined above to
access the ASA(10ll €] 15 URLS AF-&-3to] ASAC] A ~3 7 9- Sefo] A E F5FE 9
A1 CSD(Cisco Secure Desktop)& 2 8 ¢ 3 (E oA E7 A4 HA S AE-sho] AA3s = H
-, 0] A& FAFYrT}) - 215 URLe) A3 S2Fo] A E ol A Cisco Secure Desktop 2]

At g HES 2P h URLS F435te W Hl o] 59 URLS F
T &g st e E WA s HolEdlA Eeles dEs g A

:\&

Hostscan o & 2] Alo]/d & A &~ of 7 *JE”%“J t} o] g g M- 15 URLS F718k= 7
FolRE AR YT Seto|AEE WA|eh= 4§, Bk o] &efo ] 27} o] 2] &k AR-E- AL 2 F-E
AE=ZRJE 1S F2I8HA] o8 2 AREA}o| Al VPN HA| =5 Al 831 =5 DAP 745 W7
ok & o= AFH T o3 22 540l dsU T
* Always run CSD(CSD &3 A1 &) - 7155 URLO| 912 3}= & Z2}o] o E ol 4| Hostscans
2 8) g o},

Disable CSD for both AnyConnect and clientless SSL VPN(AnyConnect % 2 0] 1 E g
VPN E.5ol 3l CSD H] Z4] 3}) - Hostscan #] 2] ol A 15 URLO A ZA3= BE &
EE HAFY

Disable CSD for AnyConnect only(AnyConnect®l] tH 34 7+ CSD H] &4 3}) - Hostscan * 2] ]|
A 215 URL| 914 3}= AnyConnect 2 2}0| A EE WA A7 Sfo] A Eg] 2 A o
St Hostscan< AF-8-3 4 T}

el

A4 =2}, Zefo] o E ]2 SSLVPN

Configuration(7-%J) > Remote Access VPN(! 2 2! 4] 2~ VPN) > Clientless SSL VPN Access(Z 2}°| A
E 2] 22 SSL VPN 9 4| 22) > Connection Profiles($1 2 32 2 31¢) U] 3} Aol = A A G ojd Sefold
EP 2~ SSLVPN 94 Z2upd v o] Fefeo]dE 3 550 A g

* Access Interfaces(2] Al 2= QIE H o] 2~) - A 28 = QI == AT Qe o] 25 HEE = 9l 5
Ut o] Hlo] &9 A=of= IE #| o] 2= o] 3} A2 8]-8 o] F-5 A A8t Flgho] 23y

o] JFY

* Device Certificate(T] H}o] 2~ Q15-4) - RSA 7] H=+= ECDSA 7]/21 5] A A 2155 93k 15A
EAARE F AFH F 7H4 A AR 79T T AFHTh oA EE 5 A
=20
=

ID #| o] 2 =% ECDSA A 91-& YEPHUTH ASAE A€ 212 A3 558 HAbeta S
OJAETF A k= A HA A% A - A8 dth ECDSAS A5 e 79 o] A1#] A&

RSA A1 x| H ® e} WA A ) oF gt}

Manage(Z2]) - A 85k Q1A of] tf st Al FAFSS 71, 57, 2FA, U Bl 7] 2 A e =
%)+ Manage Identity Certificates(ID ¢15-A] #2]) W3} A& Ut

Port Setting((ZE A A) - F&}o] A E 2] 2 SSL ¥ [Psec(IKEv2) A2 tgt X E H G E
Futh W= 15 655357 YU th N1 -GS EE 4439t

o,

* Login Page Setting(Z 131 ¥ o] %] A7)
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« 2791 o] X o A AFE-A7F A o2 A
o}, 12 %] 9 0 H DefaultWebVPN 1E0] 14 32
of| J AFEA7F A4S EAH BHY S AgE

gy,

« Allow user to enter internal password on the login page(AF-8A}7F 2 7191 # o] x| o] A U - v]d
NEE YL 58)- 3 Aulo] A 2T ) e vEns

& F7Hhe

« Shutdown portal login page(32 8 2191 #|o]X] F5)- Z1%lo] H| &g sle §) H o] A & 3%

il

o
1%
ek
>
30,
e
o
20

Agt,
« Connection Profiles(3172 Z&23}¢)- o] AZAEY 1&F)ol g 2 F AL Felsts= gl a=7)
A AA HolEs AT H g a=sddd digh 72 25 A A, 2R E

U
F9H A4 v HSE 3y

= -1 o

» Add(F7}) - A 818 A A o) o &+ Add Clientless SSL VPN(F 2}o] 91 E 2] 2 SSL VPN 7)) tf
st A E gtk

« Edit(F=7}) - A &3k o1 A ol o) 3} Edit Clientless SSL VPN(Z2}o] 91 E 2] 2~ SSL VPN 4) o
st RS Yt

* Delete(2}A) - Hlo] Eoll A A Egh AZA S A7 G &l == A8 HA7FlsU
* Name(©| &) - 14 Z 23} 9] o] U Y

* Enabled(2/3 3l 49) - &3t 45 Ay

* Aliases("8 ) - A4 2235 A e o o5 Y Yt

* Authentication Method(%1 5 W) - AF&-3F Q15 W& A A ot

R o H
* Group Policy(“13F ) - o] A4 23] 7| & 17 A4S A FYTH
« 15 URLY QIGA] Wo] A2 of& A4 2293} X3k 49 15 URLS ¢4 48 1

DA G AL ANTA Wi A= A2 T2 ALE - o] FAHS A T2l ME L7
A 2ol A 15 URLZ QISA] #he] Aal A AsEE A AFYTE ASAE =X E A%
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=
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* AAA server Group(AAA A B L&) - o] AZAS A58 tl A3 AAA A ¥ 1575 A1)
sk}, 7] 2 gkS LOCAL Y Y t}.
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T}, 7133k DefaultDNS 9] U T},
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* Clientless SSL VPN Protocol(Z2}0] 1 E 2] 4 SSL VPN Z 2 E ) - o] A Ao tjaf S}o]d
Eg 2 SSL VPN L2 EZS & stet A v &4 815t

L |

YA 37 =
SO AE 2~ SSLVPN 12 2235, Atk 54
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General(21 ) th 3 415 ALg-3ko] 9] B 153 AL A o Bl A AN F AAA AN E A TS
A 9% A Qeha v Uu s el §HS A4 > ALtk

* Password Management(?] 2 & #+2]) - AAA AW ] o] 7} E H| &4 3} EA| S A 4 o] 6har A}
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* Enable notification password management(& 3 B ¥ & ] &3}y - o] &1
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| Ssite-to-Site 2 Ze}o] 1= VPN
ZefoladEg ~ssLvpN A 2, 0% ]

ofd S-S AEetE AR AT M e S8 W ehA] L vl D B 7} vhs H W ASAC A
TARE AR Al MW B S WA 5 gl V)8 E FUTh @A v W e} opA jEg s A
& A, AREARE o] WIS E ARgSte] S 2918 5 YH YT

of MiZN W= & A k= AAA AT, ThA] '8 A RADIUS,NT A ¥ 7} 32 251 RADIUS,
LDAP A o] § & 31tk RADIUS 5= LDAP §150] -4 ¥ 6] 204 e o ASAS= o] 1
BE Y

Zdlo]odEg] A~ SSLVPN &1 2 Z 23}, ol=

Clientless SSL VPN Connection Profile(E 2¢] 91 E 2] 22 SSL VPN 9124 * 2 3}2]) > Advanced(3L3) >
Authentication(31 %) th 5} A 4bol A= Q1B o] 21 Q1% Am] g2 Shel, Z} 44w AbA g
T AT U of tisk FARe] 7} o] & Aell= shute] QIEfH| o] 2 v AW T15of e 7E 3EA
S ol & Eo] B0l = o1, AR AW ik, G A Lol AAG F5 22 dol el

o]~z 9 EMV} B7d 8t =4 o - 5o ﬁ/‘l%‘q"/k

Authentication(Q1 %) 9] =+ AnyConnect Q15 st H =9} T A3}, AnyConnect Connection
Profile(AnyConnect 172 2 3}19), Q15 54, 119 o] #]of] A 5 o] UFYth.

FeloldEg A~ SSLVPN 2 T2, e, A1 15 57}

Clientless SSL VPN Connection Profile(Z &}©] OdEﬂ 2~ SSLVPN ¢4 = iﬁl—"é) > Advanced(ZL %) >
Authentication($1 %) W8} A 2Fe] Add(F7H HES S8 AJHH o] 25 AAA MY 153 A A g
T AFUT
o= .

o] FAS Fsle Y EE= Z8lo]dER] A SSL VPN 92 L2 3ke] ¢l E] | o] ~of A3k Fof AH
145 Sh, 128 H o] A o] A r E o] 5yt

FelolAET A SSLVPN 92 T2, B % Q%

Felo] A Eg] 2 SSLo| Tk BF Q15 4]  =+= AnyConnect S 2}0| A E M A 2~0f tf §F A =9}
Yo, A4 22U, Bx lF 54, 121 Fo] x| AT Eo] U

1
==
1 O

Sefo]AET 2~ SSLVPN 914 Z 271, 1 -

SofolA Eg] 2 SSLol| th gt H ek Fof -4 & == AnyConnect, IKEvl 2 IKEV29} 5 A3 T} o] &
gk = of g3l xFA| S &2 AnyConnect Connection Profile(AnyConnect €174 3 2 31} Ql), A 3l H-¢]
54, 124 Hlo] A& FxsH A L.

Z2lo] A Eg] 2~ SSLVPN 14 3 2 312, NetBIOS 4 1]

Advanced(3L3) > NetBIOS Servers(NetBIOS A1 H) tll 3} 72} ] Clientless SSL VPN Connection Profile(Z

gho] AE -] 2 SSL VPN 2 Z 2 514)2 A 74 ¥ NetBIOS A1 ¥ 9] 544 AU St
E 2] 2 SSL VPN A 29 tf 3+ Add or Edit Tunnel Group(H '8 L& F7} & 54) W3} 4} >

NetBIOS th 3} =l A= Bl @ 150 th 3 NetBIOS 54 & A 4= AUk FetoldET ~
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SSL VPNol| 4] & NetBIOS 2 CIFS(Common Internet File System) X~ 2 & &5 Al-83}o] YA A|~E
A= ol AM et AY FFFUTE D AFH o] 55 AHE-3e] Windows H5FE] ol I &
AAES A L3 A AAsHE 9L A7 U ES Fol| A gl a2 E A= 54 NetBIOS ©] 5
A X g o)

ASAE IP 2] NetBIOS ©] &
SSL VPNOl &= 924 Al 2Hof 2L
[BA=3

NBNS 7] %5 0] 2-5-afe W # Ak kvt o] 4] NetBIOS A H(E~E)E T4 3l oF ww o3&
A8 A 37074 NBNS A H & A8 = 25U th ASAE NetBIOS/CIFS o] & &9¢1& 98 &=
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1101‘ m
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=
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NetBIOS Servers(NetBI0OS 4 B]) o] d =
« IP Address(IP F=24) - T4 @ NetBIOS A 8] 2] [P 45 FA U}

* Master Browser("F2~E] H.2}-9-4]) - ¥ 7} WINS A ¥ €1 %] o} L] ™H CIFS AW (5, vf~E Hek$-
NY 5 A=A ZAFY T

* Timeout (seconds)(*] 7+ A $H( %)) - AW 7} & AW Z F 2] S B 7] 2o NBNS # ol tf st
SHE 7 27 A (RS FAFY

* Retries(A] A =) - T/ € AW 22 NBNS 2] A &S oAM= A =D S5 2AFYH 5,
ol 2 FE W] do A 29 xpd oz Awd A5t H 4 A E S5E0
o]aL, 7] H A= L= 29U Ao A = Bl 109 Y o

* Add/Edit(F-7H73) - NetBIOS AW & F7}she{ W S8 gyt 712] % Add or Edit NetBIOS
Server(NetBIOS A ¥ F7} == 44 th 3} A7 & o},

* Delete(2FA]) - Z-=o| A 72 F A9 NetBIOS 32 Al A gHU T}

* Move Up/Move Down($] 2 ©] &/} 2 o] &) - ASAA] o] “dA}el] A H At 2 NetBIOS A
H ol NBNS # 2] & HlUth o] S S8l H5ollA 9] e obg 2 o] F3te] An o] ¢4H5
AE WAL T AFUTH

EZA~SSLVPN A4 23, Felo]AAE¢ 2~ SSLVPN

Clientless Connect Profile(Z &} © ] Eg A 3 2 3)9] Advanced(2L %) > Clientless SSL VPN(Z 2}
o] 1 E 2] 2 SSL VPN) ol A= =19l ] AA AP Al FAH = 5 9T TF=H8S T

5 Yk
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>
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| Ssite-to-Site 2 Ze}o] 1= VPN
ket 22 = =519 [
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IKEv1 42 2= 34l

IKEvl 4 2 2 3+ L2TP-IPsece H] &g vl o] E| H. 4l A =31E] VPN S2to] A Ed] tf gt Q15 A
S Aol gy} IKEv] 912 3 2 3 -2 Configuration(--4) > Remote Access VPN( 4 2 4 2~ VPN
> Network (Client) Access(H]| E ¢ F(Z&}0] A E) o | 2~) > IPsec (IKEv1) Connection
Profiles(IPsec(IKEv1) 12 X 2 ) o A A & A5t

-

* Access Interfaces(§ Al 2= Q1E] H 0] 22) - [Psec YA 220 AL QA E]Ho] 25 M et} 7| &
#e HA 2 )F Y o

* Connection Profiles($1 72 ~ 2 3) - 7] & [Psec 1A tal 74 vt v] & £ H o]
EAI Y Connections(912) Hlo] &0l = A4 S AA3st= el mZ=7F £
dZE= Ao it 7|2 25 A A s AEs], 2RESE Ad v/ E 2
ol 5o 23 E2 v Z5Uh

* Name(©] &) - IPsec IKEvl A €] o] & = IP 45 A AT
o]

g0
o A%l
[

dut ©

2

* IPsec Enabled(IPsec &4 3}) - [Psec 2 E 0| 4 315 =4 o] 1= Vel Yt} Add or
Edit IPsec Remote Access Connection, Basic(IPsec 92 A2~ A2 F7F = A4, 7] o
3} A Apol| A o] LR EZS A = 9FLU TR

* L2TP/IPsec Enabled(L2TP/IPsec 2% 3}) - L2TP/IPsec T2 EF o] A 315 =4 o] &=
LFEFY Y T} Add or Edit IPsec Remote Access Connection, Basic(IPsec 124 4|2~ 44 =7}
T A4, 718 s} Ao A o] 22 EZS A 8E 4 U T

« Authentication Server Group(% 5 A1H 1) - 5= AT = A= AW 159 o]l 54

e,

* Group Policy(“155 4 A) - o] IPsec A2l 485+ 1w 9] o] 55 YEFH YT

N

Fal Delete(2HAl) - AEE A 15 Elo] Eol| A Al AL <l == A3 v gl

IPsec 92 MM~ A4 251, 7] E =l

Configuration(7-7J) > Remote Access VPN(! 2 24 4] 2~ VPN) > Network (Client) Access(Ul E ¢ A(F
g}o] o E) N A 2) > IPsec (IKEv1) Connection Profiles(IPsec(IKEv1) 12 X 2 ) > Add/Edit(5-7}/
T7) > Basie(7] )2] Add or Edit IPsec Remote Access Connection Profile Basic(IPsec 92 9|2~ 1
23 F7 e 4 7]18) g3} AAFo A = L2TP-IPsecS ¥ 31519 [Psec IKEvl VPN &4 A o o
s

49 £42 T4 % wUth

rob

e e

1T v 1 o0&
* Name(©] &) - ©] A2 2] o] FJt},
¢ IKE Peer Authentication(IKE ¥|¢] 215 - IKE ¥ o] & 7+ Ut}

* Pre-shared key(XHd 3 71) - A4 ol ti gk AL & 7] 3b-& A Aok AR &1 719
FHol Aol 12824 Yt
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» Identity Certificate(ID ¢15A]) - ID7} FAH L 5=9 Z$-ID 154 9] o] 28 A
Th Manage(32])= A8 gk QIGA of] th g Al FAFES: F7F, 4, AHA|, W E W 7] B A

gk 4= 9= Manage Identity Certificates(ID %1 54] #2]) i3} 42L& Ut

* User Authentication(A}-8-2} Q15) - AF8-A} QIZoll AFE-& A H o] gt JHE =g} F7}
15 A H = Advanced(aLw) Aol A A E 4 dF U

* Server Group(X| ¥ 15) - Ab&-2} Q1 5ol AR A 25-S A8yt 7] 42 LOCAL
AUt} LOCAL ©] 9] 9] t}& 3k-& 483 Fallback(th #) 82l gho] A sk Ut} A =1
S F7}8le A Manage(2]) M ES 9
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2 A4 g

* Client Address Assignment(Z 2} 0] E T4 &) - STfo]AE &4 sty A H $4 8 A

g e,

« DHCP Servers(DHCP A1) - A}-8-8F DHCP A ¥ 2] IP 42 | A gt} Fw o7 Lia)
of o 1070 2] A& F7He 5= AFUTh

* Client Address Pools(Z 2}0|HE T2 &) - Hdl 6719 AL H ¥ T4 F5 AAFY T
ThES FosHH Select(A ) HES 3T

* Default Group Policy(7]- 15 A M) - 7| & &5 A A3} #A 4

 Group Policy("1§ 4 #) - o] A0 AL 7] 1§ A AL MElghc) 7] Bghe
DftGrpPolicy ) o}, o] “15 47} A2 Shelv M
e,

« Enable IPsec Protocol(IPsec =~ = &= £-/J 3}) 3 Enable L2TP over IPsec protocol(L2TP
over IPsec T2 EF 843}y - o] dZo| Al Z2 B2 dEgy ]

= 2~
AA AA| 2= A4 FI7HFA, AL, A
o 5 AAE AL ehe] A W THS ALEA ol Fel A AT T AAA AW Z ADRA o 5
A ko s v RS AT 5 gy

* Strip the realm from username before passing it on to the AAA server(A}-8-#} o] S 4] 9 &
A AT T AAA AW Z L) - AREAF o] Foll A @] =rldl)S A AS T AAA A= A
ot 75 @A sk A Y | 2 skt o QIF sk Bk AR AL o] 5o o S AE Al
718t Strip Realm(d & A A1) &1 &3 AU th AAAS] ARE-A} o] Foll 49 o] F(]15,
AG Fo] H o7k E #e)ys 71 F dFHTE 990l ras 72 715 @ T AHEY
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= A8 g A G- AR} o] FRES 7| WO & Q1 Fo] e Y vk T8 X] ¢ © W % A username@realm
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& LE TR 152 AL Aok gt @ BAE S TR )52 AE
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[y g E o=
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Kerberos 5! § O TAE ?174151 DNS =l ]
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EXAMPLE COM<S 558 4 dFYth

ASA9I A = user@grouppolicy S A| 93} A] &5 Yt L2TP/IPsec =210
E & user@tunnelgroupS & 3F Bl Y A 3nk A g}

* Strip the group from the username before passing it on to the AAA server(A}-&-%} o] 5ol A L&

=3 zﬂ e % T AAA M 2 D) - AR AL o] Tl A 1 o 58 AR AAA AP R ARSAL
2 AREE 715 & BA G B ATUT, AF o B ALEA o Fol A 1
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* Password Management(H] 2 *H & #+2]) - AAA A 9] o] 7} E n| A 3} A& A7 o] 5l ar A}
GA A B EH S kol thal] 2el= A3 B e g E AT 5 sy

« Enable notification upon password expiration to allow user to change password("] 2 &
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B ken =a00= 5223

o] M7= Al S X Y= AAA A 8], T A] D3l 4] RADIUS, NT A ¥ 7} £ 3F¥ RADIUS,
LDAP AW o) f a3t} RADIUS B+ LDAP ¢1Z0] F£A o] 9] &2 o ASAE= o] H
S F AR Y

fu

o] 7]%5& A8-5F e W MS-CHAPV2E AF&-3f of &t}

IKEv1 2 c}lo|dE
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A4 Za2ulel Zelo|AE FAa XA 117 H o)A S B2 AL
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IKEv1 914 X =2 9}, 2=
o] &} A= A AA| 2~ D ALl E f Alo] E B 15 9] IPsecoll AF&E 5= 25Ut o] dhd} 4
2] A2 ASAS] o] A Z2A(EHYE Tl d9H oz HEfH Tt A H o] 2 AT A
% A S XA E Advanced(2L)E FH UL o] U8 g E ALt v 5A S A
g 4= A HFYT

* Authentication Server Group(?! 5 A1H “17) - LOCAL L& (71 23S 283t A8 7153
A AW 135S HEFY T None($l5)S A8 7% 051 T} None($1 %) = Local(Z7)
o] 2] o] A& A B} Use Local if Server Group Fails(A ¥ “1&F-©0] Ao g 749 =4 AFg) &<l
gho] & sk Yok

Use LOCAL if Server Group Fails(X| ¥ 10| 293 49 24 AFE) - Q5 AW 25 &40
A Lo A3l gk 45 LOCAL Ho| g H| o] == o] thA| & %"/‘éﬁ}o}ﬂ ‘/} H| 27 s}k o}

Enable Group Lookup(Z1F %3] &3} Jxle] Aels HA 0}04 A& A} o] ERES 7| WEo &2 3}
= 05E 74 E 4 5T} Enable Group Lookup(—L3& 24 8} k<) Strip Group(—L+
A& = v A et AAA AHo] F7HE 25 ol 55 7}1 AHE-2Lo] o] Bl W o] 2 & A

&
deletaL, of ok s Aol s AHE A o] FRh e = AR ALE /IS 5 AF YT

_%OL

IKEv1 12 Z =39}, #H3k Fof

Ak o] TS STOIUE 9A Rl
Connection Profile(AnyConnect 172 * 2 3}-¢l), 91-
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of
2

2 2-gg U} ZA 3 8-S AnyConnect
1 = FxEetAl L.
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IPsec IKEV <17 = 2 5}9), IPSec ||}

IPsec IKEvl 12 3 2 3}<, IPSec

Configuration(7-”J) > Remote Access VPN(H 2 9 4| 2= VPN) > Network (Client) Access(U| E$] Z(F
Z}o] A1 E) M A 2~) > IPsec (IKEv1) Connection Profiles(IPsec(IKEv1) 9172 * 2 ) > Add/Edit(57}/
+7) > Advanced(2L ) > IPsec

« Send certificate chain(S =4 #| ¢l B 7])- A A 2154 A2 WU 7| = &A 38l v &4 3
FUTE o] B A% A FE AFA 2 o9l CA AFAE TFFIh

« IKE Peer ID Validation(IKE 3] o] ID 715) - IKE ¥]o] ID #A5S F A&, D42 A A= =
= ASA N A A Yk A g0l vk Sel ] Aelgc)

l

o

« IKE Keep Alive(IKE 7] 2 2}0] B) - [ISAKMP keep alive U B 3 g4 316} a1 -4 g o).

* Disable Keep Alives(keep alive H] 24 3}) - ISAKMP keep alives €4 8151 A 1} v] &4 3}5F
Y.

* Monitor Keep Alives(keep alive =1 E] &) - ISAKMP keep alive = U B & & &4 315} A L} H]
A kgt o] 348 A B5HH Confidence Interval(A 2] 1-7F) 2 Retry Interval(#] A] &=
Ay ek dd sy

Confidence Interval(%! | 7-7F) - ISAKMP keep alive 21 ] 778 A A gt} o] 21> ASA
oM A etol B HUHF & Al 2st7] Aol 3o} 7} i A el oll =5 3] 8- oF 3= A
HE)FYTh H 252 102041, H 32 3002 J Ytk 92 dAl 2 Z159] 7]E 352 300

YUY

Retry Interval(A] A] = 7+2) - ISAKMP keep alive A Al = 7Fol] 7] & A TH(E)E A EY
oh 7] B3 22 Yy ok

* Head end will never initiate keepalive monitoring(3l] = ¢l = || 4 keep alive =1 E] & S A| 2}
SHA] ) - T4 AFo] E ASAC A keepalive U H & A 4FeHA] F =5 A8 o

IKEv1 <12 2 =3, IPsec, IKE <15

Configuration(7-7) > Remote Access VPN( 4 2 A 2= VPN) > Network (Client) Access(U| EH A (F
g}o] o E) N A 2) > IPsec (IKEv1) Connection Profiles(IPsec(IKEv1) 172 X 2 3) > Add/Edit(F7}/
=74) > Advanced(21 ) > IPsec > IKE Authentication(IKE ¢15)

* Default Mode(7] ¥ 5.5 - 7] & 15 5.5 (none($12), xauth B4 hybrid(dto] B.g] =) 5 9]¢} ¢
o] Mee 4= FH T

« Interface-Specific Authentication Mode(S1 E{ o] 22 Q1 Z R =) QIHF o] ~HEZ A F R ES
A A g

* Add/Edit/Delete(5=7}/573 /21 Al) - A B §F Q1 E 7)) 0] 2+/Q1 5 BL= 445 Interface/Authentication
Mode(Q1EH 0] 2~/Q1F B &) B o] B-of| Al F=7}/4= /2 A o
H

+ Interface(}1 Bl 3| ©] ) - g ¥l QIE|F o] 25 A &gt} 7]
o] Ak Th2 Sl E] F o] 2 o] B T A F P o] B =
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Site-to-Site 2! F}o] A= VPN |
B ket 92 =23, 1Psec, Zetol = Rz Eg o] Gulo] =

* Authentication Mode(%! 5 2.2) - 915 B = (none($1+), xauth 5=+= hybrid(3lo] H.2] £))&
e} o] dEe 4 FU

IKEvi 9172 Z 23, IPsec, 20| E AT E o HHo|E

v

=

Configuration(7-7J) > Remote Access VPN( 4 ) A 2= VPN) > Network (Client) Access(U| EH A (F
g}o] A E) A 22) > IPsec (IKEv1) Connection ProfilesIPsec(IKEv1) 172 X 2 ) > Add/Edit(F7}1/
-74) > Advanced(Z ) > IPsec > Client Software Update(E 20| U E AZ E o] o] E)

Client VPN Software Update(Z 2} 0] 91 E VPN 2~ E ¢gJlo] A H[o] E) o] & - ZE}0] A E {3, VPN
FoldE A4 A 2 AXH 7z Fefo] A E VPN AT E 9Jo] 57| A 9] o]u| %] URLE < g
th Zt Zeo] A E F-do) 8), 5 &5 = FelolAE LT EY o] A WA a3 A AZEY
o Jae|EE R EFURL EEIP 7425 AT 5= AdFUTE SEHo]AE dolE wAY
F (A 3F 82 Client Update(E2}°] H E Jdlo]| E) tha} Aol tigk A FAx)ol| A= o] ARE
Ab&-EFe] ZF VPN S dlo]l A Eo A A g o AT EYo)7l 4Ae 5259 =4 B [ %] Felahar,
o 45 e AxEdoE ddste SetolAdEd & wAA] E Qo] E W AYFE A
ST
* Client Type(Z o] A E #3) - VPN Se}o]AE 78S Ao

* VPN Client Revisions(VPN Z&}o| A E =4 B H) - 3| &5 += =52 VPN ZEo|AE +4
S AR

* Location URL($] %] URL) - =H}HE VPN S 2}o]AE LX E Qo] oW A& the-Z =3 4= gl
URL B IP 45 AAFH T ths} 42k 719F VPN 2 eho] A E 9] % -9- URL http:// H=+=
https:// & 2] o] o] oF g}, S-e}o] o1 E R o] ASA 55052 7 -$- URL-S tftp:// & 2] o] o] o g
=3

=

IKEvl 17 > 2 5121, PPP

O] IKEvl 14 2285 A}-8-351o] PPP A A of] 3] &5 &= Q15 L2 EF-S 74 3121 ¥ Configuration(7
41) > Remote Access VPN(! 2 9 4] 2~ VPN) > Network (Client) Access(H]| E Y T (ZF2}o] A E) ol A
22) > IPsec(IKEv1) Connection Profiles(IPsec(IKEv1) 172 > 2 3) > Add/Edit(57}/5-73) >
Advanced(3l3) > PPPE Ut}

o] )3} A= IPsec IKEvl 97 M2~ A7 2ol vl 48},
* CHAP - PPP <1 29| CHAP X 2 E 25 A&t}
* MS-CHAP-V1 - PPP ¢1 Z o] MS-CHAP-V1 L2 &5 A}-&-3HY
* MS-CHAP-V2 - PPP ¢1 Z o] MS-CHAP-V2 L2 & -5 A}-&-3HY
« PAP - PPP & Z o] PAP Z 2 EF S A& T}

* EAP-PROXY - PPP <1 Z o]l EAP-PROXY X 2 EZ& A
< (Extensible Authentication Protocol)= 2] 7] 3F T},
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m
>
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o
)
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| Ssite-to-Site 2 Ze}o] 1= VPN
IKEv2 172 =

e
fey
jrl
w©

[

IKEv2 A2 2= 342l

IKEv2 9172 = 2 3122 AnyConnect VPN Z&}o| A Eofl Tl dk EAP, 154 7]0F & AL 2+ 7] 7]k
o152 Aol th ASDM O] A ] €S Configuration(7-%J) > Remote Access VPN(] 2] o A 2~
VPN) > Network (Client) Access(H] E £ F(Z 2} 0] 91 E) A 22) > [Psec(IKEv2) Connection
Profiles(IPsec(IKEv2) 174 =23}y Yt}

« Access Interfaces( ) Al 2~ Q1E] 7| 0] 22) - [Psec N A| 2~0f] AL-8-& QI E]H o] A5 Ay} 7] 24
O 8 NA 2 gt Fho] ME o] gl

Bypass interface access lists for inbound VPN sessions(3] 2= VPN A A o] tff 8k 21
2 5 9-3]) - ¢luke-= VPN Al Aol gk QI o] 2 oA 2 B35 ¢-3] 8k o] S-S
Ayt 25 A3 2 A2 A Ao gk AA 2 52 3 BE Bl A8yt

d

o O

Connection Profiles(1 4 22 3}) - 7] & IPsec A2 o ti3l] A€ wi/HTE Hol & P2 o=
F A& YT} Connection Profiles(1 2 X 23} Ho] Lol = A2 A S AA S = gl 757
gtEfo] AU dmZes A2 ek 7|2 15 A& A s, T2 ESE A4 nprie e
= ¥t o] glolEof X3E 92 o2y 5y h

* Name(©| &) - IPsec @A 9] o] F = 1P F4E A A GH U

o

2

* IKEv2 Enabled(IKEv2 &4 3}) - A &%k 7] 9- [KEv2 E 2 EFo| 843815 == 2] A gt}

« Authentication Server Group(%] & A1 H 137) - 150l AF&5 = A 279 o] 55 A4

e},

* Group Policy(ZZ+5 4 4) - ©] IPsec A 2ol 485+ 27 AH 9] o]l&5& UEFH YL

4

L Delete(2FA]) - A &1 AW 1S B o] E-oll A Al ALY T &l = A &

FHazk els o

IPsec IKEv2 12 = 23}, 7] & Y

Add or Edit IPsec Remote Access Connection Profile Basic(IPsec 42 A2~ A4 X 291
FA 715 th 3} AA}o A= IPsec IKEv2 174 9] AnbA o] EAS A

* Name(©] &) - 94 o] &5 2 E

7F =

4

« IKE Peer Authentication(IKE ¥ ©] Q1) - IKE 3| o] & 74 gt}

Y
+ Pre-shared key(\l 2 71) - 120l ol & AFA 3 7] @2 A G FUTE AL 84 71
) Zol= 1282511 ek

Enable Certificate Authentication(Q) 54 Q15 &4 3} -
+& T AFYTL

o

algt 7
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B orseckezaz =za9,1u 9
5 AHE-g Flof Q1% 2435}y - A B e A9 EAP
1E1 et 749 27 1ol QAFAHE ALE 3l oF

* Enable peer authentication using EAP(EAP
2 A1 g3te] A5 = AU o] HAAL A
EAPID 2.7 H%5)-2A5S

Esi=g
* Send an EAP identity request to the client(Z ¢} ©] 1 E 2
EAP 835 974 HA 2= VPN Sefo|AER HE5e 5 lHF U
* Mobike RRC - Mobike RRCE- &4 3}/1] &4 8} gh T},
* Enable Return Routability Check for mobike(Mobikel] t] ¢+ vt3} 2}9-¥ 7} &<l &4
3}) — mobike7} A 315 o] 9l IKE/IPSEC B¢ A Ao A 53] [P 4 WA ALge] gk
13} 21-9-8) 7hsA] 8ele g4 shym) ghA] shghy o
« User Authentication(A}-8-2} Q15 - AF8-2} QIZ-oll AFE-& A H o] gt JHE X g3} F7}
1S A H = Advanced(aLw) Al Ao A AT 5 dFU T
* Server Group(X1 ¥ 135) - AF-&A} A Foll ARES A 15-S eyt 7] 23k
9] 5 A ¥l Fallback(th A)) el gho] &+

LOCAL(Z7)d Yt} LOCAL(ZZ) o] 9] 9] t}h& 3k

EEE ]

« Manage(¥2]) - Configure AAA Server Groups(DNS A ¥ L& 7-4) th 3} AA-2 ¢y}
] A gt A $- AL-8-2F Q1Z 6] LOCALS AF&-8H%] o] 1

* Fallback(th #) - A1 4 g+ A 1
= A AT

* Client Address Assignment(Z 2} ©] T
AUt
* DHCP Servers(DHCP 4| 1) - A}-8-3F DHCP A1 ¥ 9] 1 S A AL Fo g fLE5
of Ao 1070 8] A& F71E = dF U T

* Client Address Pools(Z 2}°| N E T4 &) - ] 6712 AL ¥ T4 F5 XA FY T
Select(d &)E &3 3] Address Pools(—zr_%: =) st AAE gy
Ay -7 1 A AdEE S48 ARFUG

AL Ayt 7] 24>

* Default Group Policy(7]+ 1
* Group Policy(“L++ 4 2) - o] AZ | A}8& 7| 2 &

DfltGrpPolicy Y U t}.

. Manage(#ﬁ]) 1—?— Xq Zﬂ

QA 54) st A= ?3‘45}.

Client Protocols(F )| E X 2 E F) - o] A A A}
=1 e .

© & TPsec?} L2TP over [Psec®] & t} A &lE Ut}
Enable IKEv2 Protocol(IKEv2 3 iEi A3l -9 A2 AF T Z ol AFE-SHIKEV2
=0 H .

& F7h %

=
F A 1F AN SAGUT

TR ERS HY BT ol 1
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IPsec Remote Access Connection Profile - Advanced(IPsec 12 94|~ 14 Z 23} - 3157, IPsec 5

IPsec Remote Access Connection Profile - Advanced(IPsec 12 ]|~ A
A Z 29t - 31F), IPsec B
IPsec (IKEv2) Connection Profiles(IPsec(IKEv2) 172 3 2 3} 2) 9] [Psec H| ©] &9
7} 23Uk

* Send certificate chain(31 541 #| Q1 B 7]) - A A 1541 A Q1 27| & €4 7
st A eyt o] S HE Al FE < Z/\ﬂ 3 ak9] CA JIEAE 3

rir
)
dlo
_\'1_1‘
e
flo
i)
[

* IKE Peer ID Validation(IKE ¥]©] ID 31 5) - =5t =04 IKE ¥ o] ID 52 FA] &, F
TR AR LA = JAFA ol A A ddh= A 5ol glaA] eyt

IPsec 5=+ SSLVPN <12 > 2 5}l of] Q1= ufj 3

ASAO A &= EFolAE SlEA Q1o ¥3HE [Psec A4 84

ox!

2l 2l L B - R el UL e R= e T
Ado] A4 =& T o] Ao A= FAE 1 E, 154 OU T =, IKEID(el: &42E
o|F,IP T4, 7] ID), ¥ ol IP 4 = 7| A4 T2 d & A 4 5T SSL A4 9] 45
ASAO A= g ﬁﬂ‘ﬂ&%ﬁab}ﬁ}.
T2 & A IPsec Y= SSL A2l tial] ASACl A= DAISHE S 2E w7kA A S 7E
Oi AZA 9 £ 7Ytk A8k S 3H2 A A8k 217 AAE I 2239
= A4 ﬂﬁ*ﬁlwﬂr Aoz &5S 32 ok 4 - 7] A4 Z 231U (IPsec] 4 5-

DefaultRAGroup, SSL VPN 2] 7 9- Default WEBVPNGrou
of TAH EFTIE BBl Ad Zeshel S Aeal
2ol A g Almg Ad o] Ayt= MR
2 A4y,

Aol @i, AHg A7t £ 0] 4
= Gk @A ste 39 o 92 =
B9 7 L2 sele] A% Aol ut

'U
~

¢

%-{>
—i

AEA TF AX AL ATA A A TFE 4

Mk o A8 S el g,
Policy(d #1) Fol A LA sh= AL FAFULh T F 4 S AHE3H =S M e S Rules(iT
)2 o] B3te] 742 A v,

-

Certificate to Connection Profile Maps(2] 541-1 2 3 22 51 ), Policy(*3
)
2

Psce 98] 49 15A 15 A2 AL AFA ALgAke] A7 1FS AEe o AF T ES

na 12
Aol gy}, o] & 5k g ol tf $+ A A -2 Configuration(7-7J) > Remote Access VPN(H 2 4 4] 2~ VPN)
> Network (Client) Access(U] E¥] (2 2Fo] A E) A 2~) > Advanced(3L5) > IPsec > Certificate to
Connection Profile Maps(S! 54]-172 Z 23 W) > Policy("d )l A -4 F 1t}

* Use the configured rules to match a certificate to a group(7-7d & 712 & AF8-3lo 159 J15A
A A]) - Rules(TF &)l A ] gk 112 & AHE-3 = A FU T
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. Certificate to Connection Profile Maps(2] 5-41-14 >~ 23} ), Rules(f )

« Use the certificate OU field to determine the group(3! 54 OU R =& AL-8-3fo] 17 AA) - =
2 G @9l BEE AFgete] JISA S AAA A 155 A8 7 AdFYHH o] A 724
o2 e dEFyTh

Use the IKE identity to determine the group(IKE IDE A}-8-3}o] 715 AA) - o] A 9
Configuration(7-”J) > Remote Access VPN(] 2 < A| 22 VPN) > Network (Client) Access(H] E.¢]

IDE AHEE 4 QIH UL IKE IDE 32E o] &, IP 74, 7] ID B A5 Y 4= A5yt

Use the peer IP address to determine the group(¥] ] IP =25 A}£310] 15 2 A) - 1|0 9] 1P
TAEAST F IFYLE o] FAL2 7 EH o2 HdeE o] JlFUT).

Default to Connection Profile($1Z2 T = 2] 7| E7h) - ¢ vl o 7 AX|s}+=

B9-ol AFEE 7] AT AFER IS AU 7 AFUTE o] S 7Aoo' HE s
U5 Utk Default to group(7] 2 L& A7) HFolA 712 a5 FHFUS slE 150l 74
o oJn] glojof Ut} 17 o] &= gl 4 9-9ll & Configuration(7-%J) > Remote Access
VPN(%! Z] 21 4] 2= VPN) > Network (Client) Access(H| E 9] F(F2}o] 1 E) N 4| 2) > Group
Policies("Lw A H)E AF-&-3ko] A o3l oF gt}

Certificate to Connection Profile Maps(<! 5 4]-31°2 2 =2 3} ), Rules(+f

#))
2154917

IPsec 12 9] 45 A5A 1w A AL JASA AHEAY] A% 15 A ek vl A U=
A olgu ), X 2391 W2 Configuration(7-/d) > Remote Access VPN( 2 4 A 2~ VPN) > Network
(Client) Access(U| E 9] F(F 20| A E) N A 2~) > Advanced(2L ) > IPsec > Certificate to Connection

Profile Maps(3] 54]-4172 = 2312 7) > Rules(71 2yl A A A Yok

o Fell= AdsM-dd Z2vd 1o 55 gl vjsd 30| ¥t

BHe A2 A S 2RS4
Fuich gol e A WA TH ] A9 R SA2E 109Uk ASANAE mA $4%97)
]

* Mapped to Connection Profile($1 72 Z 2 3} of w37 ) - o] 4f 2 of] v g A4 Z =2 5} (o] A ¢
"He IE"s Ay

>~

ol 12 205 kA o v Ao A E vl 2 ASAo A H &5 A YT
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D
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3
ox

QAFA 94 7

F2 Add Certificate Mate o i ' x|

Configure a certificate matching rule criterion

Rl Priority: 30
Mapped to Group; DefaultRaGroup

Field Component COperator Yalue

Subject ﬂ I—— ‘Whole Field -- ;I IEquaIs Ll I

oo
OF I Cancel | Help | o
o
|@% Edit Certificate Matching Rule Criterion x|
Configure a certificate matching rule criterion
Rule Priority: 30
Mapped ko Group: DefaultRAGroUpD
Field Componenk Cperator Yalue
Subject ;I I—— Whale Field -- LI IEquaIs LI ItestZDD
&
oF I Cancel | Help | e
o

o] th&} GAE AHEste] ddd Zrukdo v e ¢ = S DA i 2 AT

* Rule Priority(7F 2 -$-41 '1)1:‘(1)4) - (A &) ASA A A4 = & T e B =AY
Utk ASACA = A A9 7F 7 o ol sl 2 A S B v

* Mapped to Group(“Lw-°ll W18 ) - (A &) 12 S 8T A2 Z=9ddy
*Field(B &) - =5t S50A F7HE 54 #2854

12}]
o
+ Subject(F-A)- 15 & AHE-3H= Abg B Al 29 QL

A} Issuer(L w2 7F 254 T

* Alternative Subject(t A =) - T=A] t) A o] & &S F3l F7FHIDE A4 FA| o vl
e Assyh

o Issuer(‘L AL - ASAI & gt

A FE Q154 9] 7 9~ Subject(F

f
@)
>
t
als
~N

Moo
e
i

o
et
(i
o
T
i

* Extended Key Usage(Z7 7] AF&) - A X A] 7]
o] AE 54 9 gyt

* Component(7-/d 8.2~) - (Subject of Issuer(‘"L 5 2} F2)E A&l gk 7 S-of vt sl G U th.) 7+ <]l
ARG A3 ol A .4 E gy

DN 2= 9]

Whole Field(A 4] 2 =) A DNY U T}
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DNZ = 2 o]

Country(= 7} (C) 222 F 7} eFe] iyt o] 3 I == 1SO
3166 = 7} °Fo] & whEH T

Common Name(3 5 ©] &) (CN) Abeh, A28 Be= 7] EF A A 9] o] F YT 9]
= 28 AT A A A A el
&3k

DN Qualifier(DN 374 2}) (DNQ) 574 DN 5444t}

E-mail Address(°] W ¥ 5=2°) (EA) ASAME 278 A, Al 28 B A A9 o]
| F AU}

Generational Qualifier(#] ] 374 2}) (GENQ) |Jr, Sr., Il 5-2] Al -4 =z} T}

Given Name(©] &) (GN) AEA AfFAke] A& A Qg o] FJ YT

Initials(°] 1 2) () A5 axfrAbe] ol & 7F 9] 3l =AY
t}.

Locality(7-/7/1) (L) ZA4] o] Q)= /A YU T

Name(°] ) (N) QM AfAre] ol BT

Organization (0)(0O(Z%2))) 3| AL, 713, ol o] Al @ 3] BE= 7] EF A A 9] o]
gelvi

Organizational Unit (OU)(OU(Z2] ©@9])) =4 e sk 1EFU T

Serial Number(2 & 1 %) (SER) A5 dd He Py,

Surname(’d) (SN) ol ZA] A GAFe] A9y}

State/Province(5-/) (S/P) zA o] &= F/=P YT

Title(%] ) (T) A5 Ao ATkl Dr)

User ID(AF-&-# ID) (UID) ASA 2frAke] 2 s gy oh

Unstructured Name(- 33} A 282 ©]5)  |unstructuredName 574 F38-2 T4 9] o] &

(UNAME) T %3} %] ¢S ASCII 2+ 2 A Atk

IP Address(IP 5-2°) (IP) P4 =)

7} @t AR 34 srotef Fich.
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Alo| E

AN RREREEL DN

\ﬁ'
(il
e

* Does Not Contain(3 & ¢t 81 - 317 o] 5 B =0 gho] g% 2] gFolof gty
* Value(%h) - ] 25545 @5l AR A E ] 431 t}. Extended Key Usage(27 7] AF-&)
o] B9 EFTHE 554 AP A olH ¢k T e dYsta, ohE g4 e] A 5-0IDE ¢ e

F gk A O g thgat g

e 71 AHE =4 0ID 4+
clientauth ZjoldE o= 1.3.6.1.5.5.7.3.2
codesigning FE M9 1.3.6.1.5.5.7.3.3
emailProtection Hololvd BT 1.3.6.1.5.5.7.3.4
ocspsigning OCSP A4 1.3.6.1.5.5.7.3.9
serverauth AH Q1F 1.3.6.1.5.5.7.3.1
timestamping E}Q] A~ ST 1.3.6.1.5.5.7.3.8

o) Abo] = A1 2 5he)

Connection Profiles(1 74 Z 23} ¢) tf 3} AF2fol] A A 43 € Ao E o] Alo] E <A Eilﬂ'%—l( e
)0 TAEW, A4 T2FY o] 5 i wA T W AN R V| EE AYeta, dd 2=
de 7 74 B AT F dsHH

ASAM M= E E E P HHE AFESH= M EY T U 2 95 5o A IKEvl B+ IKEV2 S
A3} = IPv4 == IPv6 3l IPsec LAN-to-LAN VPN 42 & x| st}
Site-to-Site Connection Profile(A} 0] E ] Alo]E A4 T 25} d) Zo] A=

* Access Interfaces( A 2= Q1 E| 7| o] ) - <1 E1 o] 2~ YA Tlof tluto] 2o A dA| et EF A
3 Qe o] 2~ QY o] 2~ H o] &5 A F U

+ Interface(3E] 7 0] 22) - 9 Al 2 5 8143 5}8} AL} 1] 2 52 T uho] 2 Q1B 9 o] 2] o,
@

* Allow IKEv1 Access(IKEvl A 2= & &) - I o] t]u}o] 2=of| A 9] [Psec IKEv] HA| =&
sshelvl A g o,

* Allow IKEv2 Access(IKEv2 9} A 2= &] &) - 9] o t]n}o] o] A 9] [Psec IKEV2 A 5 &4
Sshelvl A g o,

3

s Connection Profiles( 2 T2 3d)- T 29 A S F7F 4 E= 2 A4 == dZ2 2391
Hol &8 A F YT
* Add(5*7}) - Add IPsec Site-to-Site connection profile(IPsec AFO] E U] Ao E A4 25} 5=

7h s} A2 9y,
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B osu=ag ey 2hme 5y

* Edit(5=7}) - Edit IPsec Site-to-Site connection profile(IPsec A}] E t] Aol E 9174 =

) s}t gAkE duth

* Delete(2HA) - A ESE A2 Z2ad S AAGUT &) e A8 H{ a7 glsyh

e

2349 5

* Name(©] &) - 944 2319 9] o] ZYt},
 Interface(1E] 0] ) - 174 T2 s}elo] 4 51l Q1B F o] =T,

* Local Network(Z2Z WEYF)- 24 YEY T IP 422 XA

[e]

I

* Remote Network(¢¥ 4 HIE S A)- LA WEH A IP FT4E A AT}
« IKEv1 Enabled(IKEvl &4 38}) - 14 X 23} tjal] &4 sl IKEvlS %A &Yt
* IKEv2 Enabled(IKEv2 43 3}) - 42 Z 23} of tfsf &4 38 IKEv2E FA Ut

* Group Policy(ZL& A ) - A2 Z2udo] 7|2 35 AAS A g

=] b

AlolE t Aol E A4 29 F7 = 44

Add or Edit IPsec Site-to-Site Connection(IPsec AF] E T AFO| E A A F=7}F = 4]) t] 8} 2 &J ol A
= IPsec AFO] E T Aol E A & W AU A S = 5 U th o] 8} A Afoll A = 3] of IP 5= 4 (IPv4
EEIPv6)E A G3kaL, A4 ol 5& A g skar, QIE 7 o] 2= & A 83} aL, IKEvI/IKEvV2 3] o] 3 A}&-2}
AT AT E A A O}"’, HSAVENAE AQGstaL, dost daelaS A8 5 s
ASARE 5 7le] S0l IPva Wi % 9] VI ES] AR L 9] 1B T 0] 2 9] IPvd F-2)7) 1=
<9-, Cisco B2+ A =3}E] 3]ojof tff 3F LAN-to-LAN VPN A4S A4y}

T H
IPv4 2 IPv6 E 3 4 A& AFE-3FA L B IPv6 T4 A 85 AH&3h= L AN-to-LAN A4 A

1l (e}
-, Hot o] Zg}o] el A= F o] B Eof Cisco ASA 5500 A 2] = K.k o] Z o] A A7} 9l ar F i
HEQ A 5o dx|al= F4 A A AZ(E U IPv4 =5 1Pv6) 7} & 7 5- VPN Ei“ S ALY

=
E-3] F 9 o] B Cisco ASA 5500 Al 8] =91 45 thg EZ 2 A7 X dg U},

« ASA®] IPv4 U1 - U E] A7} o o] F U ES A= IPve s Y th(Ul - 1B | o] 2~ 2] IPv4 =4
2 e QIE] H| o] 2 9] [Pv6 F-24).

« ASA®] IPv6 U5 U E ] A7} o o] F U E 9] A= IPvas] Y th(ul - 1 ] 0] 2= 2] IPv6 T4
2 e QIE] H| o] 2= 9] [Pv4 F24).

« ASA°] IPv6 Y- Y E A7} 9o 93 Y E T IPve U THW - 2 9] 3 ¢lE 7| o] 2~ ¢]
IPv6 F22).

Basic(7]| &) g Z =

e 3O] IP 24 - (IPv4 = IPV6) IP 4 2 dlF 27 A Q1A o F-5 A A e 5= dH )

» Connection Name(17Z ©] &) - o] 124 235} stts 0] S A Y Edit(5- ) 715 ]

w2 Q7] wjiEo] o] == B A AEYUth A4 o] Fo PeerIPAddress(A‘ﬂ IP F2) D=0
) AE P FA49f ZE= 2 A 5= 9l T},
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IPsec Proposal(IPsec Al SF) - IPsec IKEv1 A QFof] AL-8-38F &lu) o] 2] 953} dag] 58 A4
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* Local Pre-shared Key(ZZ A 2 71) - BHE 5o g AR & 7] #hs <18 3o
AR F A 719 Ao Aol 12823 Y Tk
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Aol sl J1T5A A5 3-8t ¥ Allowed(3]-8-8)E A =3t}
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* Name(©] &) - ©] 52 15l @FH o] 5o AR FHS Edit(+7) 715 °] W= 317] wjitol o]
A=+ 34 AEdYTh
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* Group Policy Name(L& A 4] o] F)-o] 4 233 AAlE 15 S A4

* Manage(#2]) - 94 W EY T E A8 3t 4= 9)+= Browse Remote Network(¢ 4 U E 9] =1 3¢
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Static Crypto Map Entry Parameters(21 7 & &3} 9 &F& uj /| 57) - 9] of [P F=47F G 0.2 A
LR LAt i PPN )

* Connection Type(A 4 %) - 5] &5+ Fd= FUa 7 A& £ A4 A8 0= A4
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5l o] §& A EF Tk

Browse Local Files(27 3} ZFol K 7]) - Select File Path(3} 7 2 A &) t) 3} 25 %A 3HY
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SBL &2 U 229t AAL HA FFd A A4 S AoFUTh 7Ef A4S 54 S 2Eo
B R e e R 1)
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| Ssite-to-Site 2 Ze}o] 1= VPN
W =93 72 @ skol 4 AnyConnect =22 A9 ]

2 Alojshiz el ot vl §

flo

AnyConnect 20| A E Z 23} S tHE31 SFEFo|AE 7|5
AnyConnect VPN 2 2}o| A E #E| A} 7Fo| =& S A S
o] E X 2312 Configuration(74) > Remote Access VPN(2! 2 2 4] 2~ VPN) > Network
(Client) Access(U E¢ A (Z2to] A E) A 2~) > AnyConnect Client Profile(AnyConnect = 2] 1 E
Zrapdyoll A Ayt

Add/Import(F=7}/7F4 2.71) - Add AnyConnect Client Profiles(AnyConnect 2 2}0] A E 2 3} F=7})
3} dAE FAFUT A7 oA A W2 e] d& A2 A G oA vl e
oM ZEodE AHT dS AT F dFHTE B 24 HFHANA S R E 9 d S
== T s

* Profile Name(ZZ =2 3} ©] &) - o] 15 A Aol )+ AnyConnect S e}o]AE 2315 A4

U},

* Profile Usage(>~ 2 & A}-&)- VPN, Network Access Manager, Web Security, ISE Posture, AMP Enabler,
Network Visibility Module, Umbrella Roaming Security B2+= #2] VPN Bl o] A& A2 v = 2
o] @35 55 FAIFUT XML 3ol A8 ¥ & %=5 ASDMO A Q12484 e 45 =
F0He mmo] BAshEo] M H 3L FEOE HET 4 gleyn)

Profile Location(Z 22 $]X]) - ASA Z YA v E oA T2 sld o] A2 E XAt} g
o] gl A5 ASAcA = Z2g g5 S 7|V o R A 225 v Th

1

frred)

O

Group Policy(L3 A4 - o] T2 o] thgk 157 A A& A Gt} =942 -& AnyConnect
SetolAE}L I S 15 A Ao ASH AR A A TR EH YT
il

Edit(577) - AnyConnect 2 2}0| A E 7|5l ]t 25} of 34 4% <+ 9l Edit SSL
3

A

VPN Client Profile(SSL VPN S g}o|AE Z 231U +4) & 1A J‘j =3
[RIRERE b

* Device Profile Path(t] v} o] 2~ X 23} A2 2

*Local Path(2 2 4 =) - T2 9 A& HEd A= 9 5 o] & A AT

* Browse Local(ZZ & 3to} R 7)) - -3 A dsto] 27 tjuto] 2 9t A|281S sty S

et

Delete(21A]) - Hl o] &l A T2 3kl S A Gt Z iAol A XML 3 & AHA| ek 4 = 5 Ut

AnyConnect Client Profiles Table(AnyConnect = &}0] 1 E X 2 1} €] o] &) - AnyConnect = 2}0| A E
Z2vd 2 A HE XML 39S AT

Ul E Q] A 54 ¥ 3ko)| 4] AnyConnect E 2| 3 A <]

ASA°l A NAT(Network Address Translation)S 5~ 3] 3} =5 -4 $+ 7 -9- AnyConnect S &}0| A E, U 5+
UESL A E DMZE 7Y el A7 Z UE A AEAS AHABE 7 Q=5 474 A A2 AnyConnect
FeholAE EG & A 9] sto] Mk X] ¢47) s o] oF g th. AnyConnect E2}o] A E Egj o]
A X =5 A 9] 814 e 0 AnyConnect S 2ol AE S} 7B 7] 9] 2] A7t SA1E = gls

o},
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Site-to-Site 2! F}o] A= VPN |
. U E 9 3 54 W3kl A AnyConnect E 23] A 9]

T 3= “IDNAT S F471 AHA| A o 2 Mty = A8 5] 8351o] §312] 0 2 NAT

“NAT A 9)"8f11 %= &
= -3 gyt F F4 F Atold, 3 F4 Z3 3 JH Y EY A ALolo] B F A B Y E 9 Alo]
of IDNATE 488 4 AHFYth

S HESN I EZZA] oo A 7 UIES A 7§ AQ] Engineering VPN T4 &, Sales VPN T4
=, W MEY] A, DMZ Y E A 3 QIE ¥l ALololl ID NATE /3 8k A4 H T 2} ID NAT +
g oll = NAT 2] o] st} A @ 9o},

¥ 4: VPN ZEto] A Eol ti3l] ID NATE F-7433H7] Y3 M E T T4 XA

VESAEE T4 F YES A B 54 F o5 T

R EYF inside-network 10.50.50.0 -10.50.50.255
A Yolg VPN 4 = Engineering-VPN 10.60.60.1 - 10.60.60.254
Sales VPN F4 & Sales-VPN 10.70.70.1 -10.70.70.254
DMZ Y E = DMZ-network 192.168.1.0 - 192.168.1.255
ZEAA

A1 ASDMel| 21213} Configuration(7-/d) > Firewall(*J 3} ) > NAT Rules(NAT 71 %) 2 ©] &3 t}.

7] 2 Engineering VPN 54 &2 S~ E 7} Sales VPN =4 & 9] .9_/\ Eo] g3 4 9 =& NAT 73 &
THEUTH ASAYN A 53 NAT Bl o] &9] o} 2 2] Kt} o] 712 & WA 3716155 NAT Rules(NAT
5+4]) o) 4 Add(%7}) > Add NAT Rule Before “Network Object” NAT rules(“ U] £ = 7] 4]” NAT
THE E T NAT 13 |4 F7h = o] 53 th

i NAT 713 B 7F= flollA ot 2, A A5}
3 NAT 7+ 2 3} A A 2|71 T o] 37} %
SFNAT 712 3 A XA 7] = o] I== 71 :rLi]X-I T+
A ek o] T agYTh

U ASAC A = 3t 37l &
CASAN A U LA
F 3 NAT gl o] & 2l 9] v

i

Mo
mlo Al
Z d i
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| Ssite-to-Site 2 Ze}o] 1= VPN
Y E 9 T F24 W gko| A AnyConnect E 2] Z) ]| 2 .

1% 1: Add NAT rule(NAT 13 5=7}) o) 3} A=}

B= Add NAT Rule

Makch Criteria; Original Packet

Source Interface: |B

-- Ay -- % | Destination Interface: : Any -

L
Source Address: |Engineering-¥RM | Destination Address: ESaIes—\EPN E]

Service: Ean\; E]I

Action: Translated Packet

Source MAT Type: l-SEaElc W i

Source Address: i Original -- B; Destination Address: i-- Original -- E];
s S T |
ILE Service: I Criginal B.

Options

Enable rule

Direction: | Both v]

Description: | |

[ OF ] [ Cancel ] [ Help ]

245512

a) Match criteria: Original Packet(d =] Z=71: @& #j%) el A th B=5 73
* Source Interface(Z~2~ 91 E] ¥ 0] 22): Any(E5F
* Destination Interface(tl]’d 21 E] 7 o] 22): Any(:7)

* Source Address(42~ S=42): Source Address browse(42~ T4 Zhol R 7)) HES SFEl8la
Engineering VPN =4 -5 Y el = W E S A /1A & w5 Ytk 71 A 73 & 5422 Range(*H
92 Al Stk A A WS 2 S FohekA whAl Ao

* Destination Address(t] 7 /\) Destination Address browse(t] 7 =4~ 2tol H 7]) &S S€
3} 31 Engineering VPN 24~ #& YEU &= U EL A /WA & WHeE ‘/] o A FE S T4
Range(* )& Ao Ut 2bs T4 W 7125 F71eFA] vhA Al 2
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| IEECEEE

b) Action Translated Packet(%}%] ¥ 3% 9] 71) o & o A

<)

e)

d) OK(&ehHE =93y
= 1-

Site-to-Site 2! F}o] A= VPN |

W 51oj] A AnyConnect E 2|2 7 £

% 2: VPN F2= Eol| thgh M E A 7| A vHE7)

B Add Network Object

Marme: iEngineering-'\-'I;r\]- |

Type: Range |

|
Start Addre... [10.60.60.1 !
|

End Address: |10.60,60.254

Description: EEngineering VPN address pool |

.

INAT

[[] Add Automatic Address Translation Rules

[ QK ][ Cancel l[ Help ]

245513

kv

KN
™

)
I
i
4
o
i
-
o

* Source NAT Type(22> NAT 3): Static(*3 %)
* Source Address(42~ S=4): Original(] )
* Destination Address(t]’J 5=2~): Original(¥ 1)
» Service(*] H] 2~): Original( )

Options(sx A1) G A th5 B =5 AT
* Enable rule(71 2 &4 3h)S A el g}

* Translate DNS replies that match this rule(¢| 712 2} & %|3}+= DNS 55 ¥ gh o] &S
At AY R A R S

s Direction(* &): Both( %)

* Description(’2 ): o] 7f & tj gk A& F7}3h o).

nat source static Engineering-VPN Engineering-VPN destination static Sales-VPN Sales-VPN

Send(EU7)HE &8t}

. ASDM *1 75 4] 3: Cisco ASA Series VPN ASDM -4 7}o] =, 7.10



| Ssite-to-Site 2 Ze}o] 1= VPN

W =93 72 @ skol 4 AnyConnect =22 A9 ]

oA 3 ASAoﬂ A NATE 88 o] 22 VPN £ F 3 AEJ AR dAYEE = T 5 2E7 VPN H

Z3) 21EJYlo] 2% =5 &} M Enable traffic between two or more hosts connected to the same
1nterface(§8 Qe o] 2of] AAH 270 o] d2] 3 ~E FFEYT A3} FAH-S &g g)alof F .
o] & 7 sl#1 ASDM®I| 4] Configuration(--%J) > Device Setup(T] v} ©] 2~ 21 %) > Interface Settings(2!
B 7 o] 2 A A) > Interfaces($ B 7| 0] 22)E A & &L t}. Interface(Q) B H 0] &) 3| '@ S} ¢kl A Enable
traffic between two or more hosts connected to the same interface(2< S1E # o] 2ol AZAH 27 o] /2]
SAE FEHY 243HE A EEkal Apply(A-8)E FEHFU
CLI o

same-security-traffic permit inter-interface

Engineering VPN T4~ 9]
25 T YT o Holl 4t
Packet(Qd %] Z71: 2 =)
i

Engineering VPN €17 A2 Sefo]AETL “Y 7 U EQ] Fol] 2de 4 =5 NAT 113 & v
Ytt. o] F& o] thE -2 Bl WA A 2] 5 £ 2 NAT Rules(NAT 7+ %) 3ol 4 Add(37}) > Add NAT
Rule Before “Network Object” NAT rules(“ W E$ = 7l 2" NAT 11 2 2.t} NAT 112 A F7hE A
ag e,

a) Match criteria: Original Packet(d =] Z=71: @& #j%) oA ths B=5 F3 Y

& 2~ E7} Engineering VPN =4 £9] S AEo] =& 4= Q1 =5 NAT 7f
< W AAFE o] 1A S v Yt ©, Match criteria: Original
o
[¢}

=
2
71) o4 & ol A Engineering VPN 24 £ A2 F4o|A4 ha} T4 2 A A

« Source Interface(4>2~ 91 E] H| 0] 22): Any(EF)
* Destination Interface(t /4 1E] 7] ©] 22): Any(:F)

* Source Address(4>2= T=4>): Source Address browse(4x A zolR 7)) HES FE 8
HESIE Yehl= MEY A 7Hzﬂ £ vy 7Hxl &S5 F49] Network(W E =)=
Aoyt As 4 M 9F A S F7 A v Al S

* Destination Address(t 5= ) Destination Address browse(t =4 2ol R 7)) HES ¢
&} 3L Engineering VPN 54 &5 UEt = W EY A 7HA & A8 o
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Site-to-Site ! F o] A= VPN |
. Y| E 9] 3 4 W gkel A AnyConnect E 23] A 9]

29 U F UEA A ARA 57

B Add Network Object

Marme: iinside-netwnrk |

Type: iNetwork |

|
1P Address:  10.50.50.0 !
|

Metmask:  |255.255.255.0 v
Description: Einside netwark, |
INAT 2l

[[] Add Automatic Address Translation Rules

[ QK ] [ Cancel l [ Help ] é
b) Action: Translated Packet(%}¢]: A ZHE 7)) oA & =& FA4 Y
» Source NAT Type(4>2> NAT -7 8): Static(%d )

* Source Address(Z~2> =4~): Original( &)
* Destination Address(tl’d 5=4): Original(J &)

* Service(#] H] 22): Original(] )

¢) Options(:F4A1) G oA v TEE FA I
* Enable rule(71 2 &4 3h)S A el g}

* Translate DNS replies that match this rule(¢| 712 2} & %|3}+= DNS 55 ¥ gh o] &S
At AY R A R S

* Direction(*d &): Both(%¥%)

* Description(’d ¥): o] 7f 2o tf gt A H S F7}1g ).
d) OK(ERDHE Sk
e) Apply(*1-8)E I

CLI <]l

nat source static inside-network inside-network destination static Engineering-VPN
Engineering-VPN
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| Ssite-to-Site 2 Ze}o] 1= VPN
Y| E 9] 3 52 ¥ 3ko] A AnyConnect E 3 7 ] .

| w2} Engineering VPN =42 ¥} DMZ U E 9] = 7Fe] A4l i3l ID NATE -4 3}
=AM F3HE HEYUY. DMZ M EY AE A2 4, Engineering VPN T4 Z2& A F42 AFES

ydt.

7 7 Engineering VPN 522 Eo] A& &3 A Yol AA =T 5= 317 01 &Fi= A NAT 7 35 WY
th. o] 4ol ID NATE AH-8HA] 55U th A2 45 vl 7l 40l A I8l 2h9-8 7Hedt
Faz Aok sty] Byt of i H & e v dAkE ?5236“43}

a) ©] 3] v 2 Kl A A 2] ¥ =5 NAT Rules(NAT 1 2)) ol A Add(F7}) > Add NAT
Rule Before “Network Object” NAT rules(“U E ¢ = 7] 2" NAT 2] BT} NAT 712 WA F7hHE
e g

b) Match criteria: Original Packet(¥ *] Z=71: A& %) G Jol| A th5 B =& FA4 3} T}

« Source Interface(4>2~ 1 E] H| 0] 22): Any(EF)

* Destination Interface(tl /g 1 E] 7 ©] 22): Any(=."7) Action: Translated Packet(%}<]: ¥ 2% =f
Z1) & 9 ol A Source Address(A2~ T4)Z outside(2] )& A E5HH o] A7)l A5 o2
“outside(2] F)" = Y FA Y}

* Source Address(4x —7*5\_) Source Address browse(A2x T4 ZrolH 7)) HES S8 310
Engineering VPN 72~ &5 YEU &= W ES A /A& A8yt

* Destination Address(t’ =42): Any(E.F)

¢) Action: Translated Packet(ZF1: W3kl 9| 7)) G A A th5 B =& AT
&4 PAT( 1))

* Source Address(4>2= =4r): Source Address browse(4x 2~ =4~ ZFo} 1L 7)) M &8 28] 5} 2L outside
interface(Q1 Bl | o] 2 9] F)E M el g},

* Destination Address(t7 5=4): Original( %)

* Source NAT Type(4:2= NAT 3): Dynamic PAT (Hide)(

* Service(*] H] 22): Original(] i)

d) Options(s54) FHlA thx 2= 734
* Enable rule(71-2] €74 sh)S A &gyt

» Translate DNS replies that match this rule(©] 72 3} & %] 3}+= DNS 5 ¢ H3ho] M el & H A
SHAL Rl A 2 YT

Direction(*J 2): Both(%%)

Description(’d "): o] 7+ &l tigh A7 & F7Fsy ot

e) OK(ZH=E 3yt
f) Apply(*31-8)= =434
CLI 4

nat (any,outside) source dynamic Engineering-VPN interface
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. AnyConnect HostScan

Site-to-Site

ZetolAd= VPN |

1% 4:5% NATE| o] &
File Miew Tools ‘Wizards Window Help Lok For: [
7 . - il I (K1 I I
- A e ol @
@] Haorme C},Ei} Configuration D Manitaring | G Save @ Refresh | c Back \_) | _D} Help | CIsSCO
Flrewall o 7 X Configuration > Firewall > NAT Rules a
B | Aiccess Rules I : o : : )
18 Add Edit Delete Bz @ Find Diagram ! Packet Trace
W TuaT Rules - (& Edit [ 4+ + X% Ex@E - Q Find B Diag o,
----- Q, Service Policy Rules Match Criteria: Original Packet Action: Translated Packet
""" ﬁ p,,;:.,p, R""TS Source Intf | Dest Intf Source Drestination SErvice SOUrce Crestination Setvice
------ 5 Filker Rules - * i g e
_____ @ Beds o 1 Any Ary @ Engineering- VPN @l Sales-yPN @ any -- Original - -- Original - -- Original --
-¥EL || Filtering Servers Any Any jﬂ! Sales-wPN ,_-‘_IErJu Engineering-YPN & any -- Original -- - Criginal -- -- Original --
Threat Deteckion 2 Any Any @ Engineering-YPH @l Engineeting-YPH & any -- Original -- - Criginal -- -- Original --
Any Any B Engineering-VPN @ Engineeting-VPN & any -- Original -- - Qriginal -- -- Original --
“““““ 3 Any Any B inside-nistwork B Enginesring- VPN & any -- Original --  -- Criginal -- -- Criginal --
i, Device Setup Any Any B Engineering-VPN @ inside-network, @ any -- Original - -- Criginal - -- Criginal --
@_ Eiremal 4 Any Any af DMZ-ristwork @ Enginesring- VPN & any -- Original -- - Qriginal - -- Original --
{_'j' 5 P.ny Any = Enginesring-YPH Jg,!. DMZ-network -- Original - -- Original --

ﬂz Engineeting-YPh

"Netwnrk Object" NAT (Rule ]

& any

(PY|-- Driginal -

-- Original --

421 Site-to-Site YPH 6 management oukside =} asdm_cuma & any Tek- 5443 8} 2.2.2.2(5) -- Criginal - -- Original --
J;‘i i outside manage... & any 8 zzze 1eE- 5445 --Original - B asdm_cuma - Original --
- < >
E) Device Managerment e -
’3
Configuration changes saved successfully. % Ackive docs 15 @ E 61710 9:09: 10 PM UTC
7] 8 Engineering VPN =4~ &0] A}l Sales VPN =4 &, Y- U EQ I, DMZ U EQ A 9 QI g Yol o
AW =F 4% F Sales VPN T4 Fol| & & ZZA| A5 yHE g of L T ID NATE AHE-35of

AL, YW E- U ES] A, DMZ Y E
EHF S A Qg

=, E M e 7R Y E

3 F2 Mol A Sales VPN

FaE

A9 ASA 2] File(¥}¢) Ml 77l 4] Save Running Configuration to Flash(2 3 591 74 & S Ao A&

A&l slo] ID NAT 73S & g}

AnyConnect HostScan

AnyConnect Posture X 52 &~ Eof A X%

oo j_“ Xﬂ orA] 77

= Zpek, 2 HkElE A E 9

= 0»1— g R D = T
H3}= 7]°5 S AnyConnect Secure Mobility Client®l] A3 31 T}, HostScan o 2] Al o] A& o] W E
TR IS A 1] %9 HostScans S~ E o A A x| & of gt}
HostScanol] th g+ A} A @ A&t
Posture X% ©] 1= AnyConnect Secure Mobility Client= Uh-2} 282 # 4~ ASA 74 @47 2 a3t
[Sh=3
* ASA 8.4

. ASDM %27 4 3: Cisco ASA Series VPN ASDM -4 7}o] =, 7.
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| Ssite-to-Site 2 Ze}o] 1= VPN
AnyConnect Hostscan©l] t}j 3 2}o] A4 .

* ASDM 6.4
o] 2] gk AnyConnect 7] 55 AH8-3F2] ¥ Posture 255 74 2] 3fj o o}
* SCEP 1%
* AnyConnect Telemetry =5
Posture B85 thar 3% T ofvtoll A& = 5t
« Windows 7, 8, 8.1, 10, 10 RS1, RS2, & RS3 x86(32H] E) 2 x64(64H] )
» macOS 10.11, 10.12 % 10.13

* Linux Red Hat 6, 7 2 Ubuntu 14.04(LTS), 16.04(LTS)(64H] E 71 -&)

AnyConnect Hostscan©l t 3l 2}o] 414
T}2-2 Posture =5l )3 AnyConnect 2}o] 414 27114t}
7] HostScan®l] ™ & AnyConnect Apex

Ansteld nE AEE Qg dol d2r) B aghn,

HostScan 3| 7] %

HostScan ¥ 7] X & ASA°l 5 ¢ A 83 7| X 2 2 =3 4= )51 Th(hostscan-H Z.pkg). ©] 3} <
+ HostScan 23X E ¢JJoj 0t o} 1] 2} HostScan 2ol B2 8] 2 XY AFE 7} £ o] gl T}

HostScan 2 %] == ¢ 1d|o| =

HostScan 3} 7] X & A =] 2= ¢} 18| o] =5} 11 ASDME AF&-31o] o] g} 71X & A gsted thS &
& T AL
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Site-to-Site 2! F}o] A= VPN |
. HostScan 4 %] TE= g 18 o] =

A 2a7] Aol

%

i
kil

HostScan Bl A 4.3.x ©] A B Aol A HostScan 4.6.x | A 2.2 JI#o|EE Ak 52 A BLE 7|&
AV/AS/FW DAP A 2 4 o] o] A A3 LUA 2~ HE 7} HostScan 4.6.x ©] ¥} 3 3H5] %] gF=t)=
AR wf ol o F WA A E A U

TAdoll A sl of ahi= A 34 mho] 1 o] A A7t lF U T o] AAbe o] A S A sk d
o]l HostScan 4.4x%} 335 &2 LA S vlo]ag o] sl = o] U3} AAE 2 &2 St} &A s
&S B o] A& TSIl AnyConnect HostScan 4.3.x5 4.6.x% vlo] 18| o] A sl &= 7o =&
Azt Al . TheFel Al A skAbd, who] TLe o] & T 3HE] ] 28 AV/AS/FW £ S HESEAL
O 2 AAIRE T LUA 23 HES fEskal A2/ 37 918 ASDM DAP 4 4] | o] x| 2 o] &3}
= Aol o o] et

olft o

¢

EZEAA

SAI1  hostscan_version-k9.pkg 3+ S HFH o] Th 2 =9 T}

@4Al2  ASDM<S &3l Configuration(7-7J) > Remote Access VPN(! 2 94 A 2~ VPN) > Secure Desktop
Manager(Secure Desktop ¥+2] %}) > Host Scan Image(Host Scan ©] 7] %]) > & A &g},

A3 Upload(Y 2 =)E =l sto] AREAL Z3FE ol 4] ASAS] =2}o] B % HostScan 9 7] 4] AHE& 5
TH & Fu

A 4 Upload Image(©] W A 4 2 =) th 3} A} =}l A Browse Local Files(Z7Z 3} ztol i 7)) & &2 5lo] &
A 7378 °l A HostScan o 7] 4| & 7 A gk o}

A5 el A th 2 =3 hostscan W 7-k9.pkg I+ LS A €3} a1 Select(A B)S == 3t} A gl gl 914 9]
74 3= Local File Path(Z7Z 9 7 &) D =0] ¢l ©1, Flash File System Path(Z 2] 4] 3} A| =&l 7
%) 2 == HostScan 3 7] A1 ©] thd 74 2 & YEFH U Th ASAC] = o] o] E2iA] =ato] Bt 9l
- Flash File System Path(Z 2 A] 9+ A| =8l A 2)& ¢4 5to] th& SdA] =efo] B & (AT
FUth

@A 6 Upload File(¥H Y ¥ 2=)S Z Ut} ASDMol A 3 o] AFRS ZefA] 7= 2 ASghn 92

< YAl BeH o s dREF S-S FEASHS Information(7g 1) T 8 A7} A H Y T
AT OKERDE YT
A8  Use Uploaded Image(d = = 3F o] 1] 2] AL-&-) t 3} AFAFoll A OK(EHSN)E S8l 8to] Wha S A o|n| A =
¢ = =3 HostScan 3 7] #] 34 -& A& T

GA9 o} AENSEA] k2 7d-$- Enable HostScan(HostScan 4 3h) S A &gt}

SA10 Apply(3-8)E S8 d U

A 11 File(3} <) W 47ol 4] Save Running Configuration To Flash(2 & 591 74 & S Ao AhHE A8
ot

ol

. ASDM 2 7§ A 3: Cisco ASA Series VPN ASDM -4 7}o] =, 7.10


https://www.cisco.com/c/en/us/td/docs/security/asa/migration/guide/HostscanMigration43x-46x.html

| Ssite-to-Site 2 Z}ol

E VPN
HostScan #| # .

HostScan A 7

A1

A 2

155
oA 3

] =N

p—
:1?T O

o] AnyConnect 7| 5

HostScan 3 7] A| & #| A 3}'H ASDM <1 E] #] o] 2~ 0] 3l K 7] ol A A 7% %)™ HostScan®] &4 3}¥ 7
Lo == ASA7} o] E vl L 3= A o] WA= Ut} HostScans Al 7 &l = =g A] =&}o] B.o)| A HostScan
) 71 A = A A = A] Y Tk

L2 A A

ASDMe|| A Configuration(-/J) > Remote Access VPN(] 2 4|2~ VPN) > Secure Desktop
Manager(Secure Desktop ¥+2] A}) > Host Scan Image(Host Scan ©| 7] A]) > & ©] 53} ] HostScan<-
AT
Uninstall(A] 7)<
Uninstall(#] 71)-

Al

SEEDEE

Yes(¢)E 28

=

0] A 2ol A = AnyConnect 7] 5 25
S ASAT A=F QT E HFEH o] AnyConnect 7] &

2 1% A3 AA T VPN AR A7} ASAS] 9
gezsate] A g,

A#a7) el

ASAS] 21283 1 74
H Y} hostname(config)#

Z2AA
HES A SeoldE ©
group-policy name internal

of All:

hostname (config) # group-policy PostureModuleGroup internal

S oly

> Q@ The 1% A P4 med e &

HL*{\‘H q_

- H

o >~
ZEET

hostname(config-group-policy #=

A 2E A Ao} ¢

group-policy name attributes

o A|:

hostname (config) # group-policy PostureModuleGroup attributes
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. 715 A 2| AnyConnect 7] 5 5 &

@A 3

Site-to-Site & = }o] 1 E VPN |
s
SF A3 webvpn T4 LEE AU BH S G5 ASATE The Bl 4RE g

hostname(config-group-webvpn)#
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| Ssite-to-Site 2 Ze}o] 1= VPN
NEEREN

* Move Up($] = ©]&) - Integrity A ¥ 5ol A A e g AW E 912 o] FF T} o] HELS H-30
= ool AW 7L ol A Fell vk AR S L EF U T

* Move Down(°} 2] 2 ©] &) - Integrity A B 55| 4] A B8t A & o} g 2 o] 53Ut} o] HELS
5o F o] AW 7t e Aol v AR E = U T

s Server Port(A| ¥ EE)- ASAS| A A Integrity A1 HE 21 7] & LE H3 E =53} o]
I == Integrity AW H-5ol| s o] o] AW 7} ol Aol AFEE 5 dF UL 78 X E
W53 505401, 913 10~100009 W T ©] 2= Integrity A9 =l A w7k 1= 490
Tk ARS-3 S QU T

* Interface($) E] 3 ©] 2) - ASA| A 24 Integrity A1 sa} ﬂfs_g OlE] o] ~ 2 Heldt}, o]
Bl ] o] 2 o] & |7 Integrity A B E-Zol] A ¥ 7} &= ol vk A3 5= 9l E U U

* Fail Timeout(2 3 A7t A &) - ASAC A 4 Integrity A H o] A3 = gl A o= A sy]
Aol 71k AlIZHZ)S A8 Ut 71232 1001, R 9= 5~204 Yt

* SSL Certificate Port(SSL <154 E E) - SSL {3k F-ofof] A1-8-3 ASA XEE A3t} 7| &
e T E 80yt

* Enable SSL Authentication(SSL 215 273 35}) - ASAS] €4 S2}o]AE SSLATA A=< &4
slalelw Ayt Seto]AE SSL IS 7|24 o2 njgAd sty of lF Ut

* Close connection on timeout(A] 7+ %3} A] 14 ©7])- A| 7+ ii} Al ASA <} Integrity A1 ¥ ko] 91
Ao
Ao

A& god dggyry, 7]z
« Apply(H &) - 73S A3 <1 ASA Integrity A1 ¥ A4S A &3tei™ =33t
29

* Reset(A] A7) - o}2] A -8-% =] 22 Integrity A H 74 W7 ALEHS Al At A

ISE 4 4 2] 3]

Cisco ISE(Identity Services Engine)™ H.QF A & #2] @ Ao} ZAFJ YT} F4, 74 2 VPN 44
o] MA| A Ao o} BHel AZ ol AAE =381 7FA 385 Yt} Cisco ISEE = Cisco TrustSec
I} AASF] Hot MM H A AE BAAE A F35FL BYOD(Bring Your Own Device) ©| UM E| B &
A QDsla AL g A A S A Q5= g 2yt

=2 1

ISE CoA(Change of Authorization: { Hol 7)) 7)1 5o A T AAASE, A Fof 2 AR #a)
*ﬂ"ﬂ/] 54& wAs = vAYUSTES Al FUTH A F o] AAA4 APEAL B AN IE S W
= o—rCOA-’HﬂO] ISE° A ASAE A1 AAH o] QIS5 thA] Al ZFakaL H Qe AT T A
Ut} IPEP(Inline Posture Enforcement Point: Q12FQ1 AFE Al 8 2] 4)oll = ASA=Z 47 ¥ Z} VPN A
o] th &+ ACL(Access Control List: 9} 4] 2~ Ao] &-5)o] & @ 3}%] ¢k},

ISE 78 3 Al && th-&-7F -2 VPN Z2to] A Eoll A Al g th
* [PSec

=

* AnyConnect

* L2TP/IPSec
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. ISE COA(Change of Authorization) -3

Site-to-Site 2! F}o] A= VPN |

A2E 552 TS A5y
1. d= FA7} VPN 9245 2}
2. ASA7Z}ISE®] thal A} & 2}2 Q1Z3 L W EQ ol A gtE A A A 33l AL_AF ACLS 5
it i=g
3. MAE S5 7 JAEF A7 A A2 WA X 7HISER A 5H YT
4. NAC o] " E H ISE 7tell 274 e H717F o] Fo] Yt} o] L2 M2~ ASAo) FH44 S A
YT
5. ISEX CoA “A A FEA"E Z3) ASA] A Ao EE A& T o)== 73d U ELH A
2 AgkS AlF 3 A AFEAF ACLS Al Y )
Y
il AR o T CoA YUl EE £33 ASAC] & AF 3 F7F A A F 7 EA e 4 Q)
FUYTh
ISE COA(Change of Authorization) 3
ISE COA(Change of Authorization) -/ ol = ISE RADIUS AW S 5= A8 252 AL o
2 A 22 VPN 74 22 A(EH )l A sl A 15 S AFS-sh 2ol g Yt
EZAIA
A 1 ISE A B o] T8l RADIUS AAA A ¥ 18-S A&t}

S A A A ol oo A F R, faks e el ol e 42
PH ol YES T Hest 7] zko]

sU oo A=

o
RUN

= =
ZA3s 9

Yt} RADIUS AAA A8 1

[
PO

= /el tEk XM]YE} W82 ik 4 7hol =5 ALk Al .

a)  Configuration(7-%J) > Remote Access VPN(2

oA on

R |

A2~ VPN) > AAA/Local Users(AAA/Z 2 A}

£ 7}) > AAA Server Groups(AAA A H] 15)E A elgh}

b)  AAA Server Group(AAA AW 15) G Holl A Add(F7HE = Tt
c)  AAA Server Group(AAA AW 1) o 179 o] F5 ¢ %1, sk o,
d) Protocol(ZEEF) EFTE H5 4 RADIUS Al H &S A et}

e)  RADIUS interim-accounting-update ™M A] A &

accounting update(= 3+ 9 7}-+8 Ho|E

ok
ISE+ ASA 9} 7S NAS t]H}o] 2o A

%J/\;ﬂ E{»;H

Y-S HER = MAAE

L==N% b -squ:} Z7] VPN &4 4 o] 2| A &) %] &
ISEoﬂ interim-accounting-update M A] A & A %3} =
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a8 s 423t 28 ISE7F5Y 5

718 o2 38t 5 W Enable interim
<d g}) 9 Update Interval(Y Hl °] E 7HA) &

1__

Iy
Gl

71%2i ah= 24 Al 9
B (e 7He- 8 A A B
B o] 2ol A Al A o &
Ao tial] A7 Ao =

Y

2 e

g of
=

3:.
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7|

}

S Al

(e
i
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it do )
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| Ssite-to-Site 2 Ze}o] 1= VPN

ISE COA(Change of Authorization) -/ .

ol g fHl ol EE A

1~1203 4 T},

f)  Enable dynamic authorization('s % 15 €/ 3hS A&t

of
i
)
)
o
>
)
2
do
fru
23
o
i
¥
¥o,

FUTE 71842 24438, 7 9]

rir

o] {42 AAA AH 15l t]$k RADIUS Dynamic Authorization(ISE CoA(Change of

Authorization)) 4] H| =& 243 313t VPN B ol A A 15 S AF-&-31H RADIUS A1 H 1

5 9] CoA & el 555 31 ASAT ISEo A H U&= CoA A 2 QU] EE X E| A 7213t}

e FEE AL S ISE AL A 50] 21 B 4, EE1T00)E AT DA
A 915 1024 ~65535Y Y T},

g US98 ISEE AFE-3HA] &2 2= 7% Use authorization only mode(# 3+ -0 18 ==
=

of] Ab-8-= uj] RADIUS Access Request M A %] 7} AAA AW
2l o] o} g} “Authorize Only” 8.7 0.2 2 €& o) w| §
HEH S E A 5HA o™ FA g YT

d & 50, A5l o] AW IFHTF JASAE ALESHE A Fof A8 ZEE AR
VPN B ol Al At Fof d o7 g ol tjgh o] ¥ 1&5S& A& A8 F

h) /\‘11:]-] _j_—er—ij— }(1 Z]-S‘]»E:]T‘Ji OK(Q’?J)% %Q %]_]4 E}—
iy A 22 M Els Ao A ISE RADIUS A B2 156 Z7)ated Aelgh 18 o) Au) 2
ol 4 Add(F7hE ZH Pt

S 7] EAAYYTE Qo) wpt thE Aol tig 7| 2 kS 24 F AdF YT

* Interface Name(3] E] | ©] 2~ o] ) - ISE A ¥ o]l =23}7] 913l T2& QA o] 2y}

* Server Name or IP Address(X] ¥ ©] & == IP F4)-ISEAH Y TAE o]E =P T4
A},
* (A €] A}3h). Server Secret Key(X1H H|E 7)) - A4 & ¢t ststr] 918k 719tk 715
AetA Fo Ado] dustE A UL o] 7]& dl/awAE sk H Y 1271}«]
52} FAE 2 RADIUS AW 9 719 22 ady e}

i) wel AW E FrHetEH oK(E ) E 28 E YT
AW 1o F7FISE A E F7Hg Y o

ISE AW 155 AH8-3 M2 VPNl tgh -4 295 A d o] EqtY )

w5 A o
T SACIA = ISE & 714 sy ARE AR Tk 2hsohe €A A VPNS A st] s
Agellof sk the Aol lFUTh 94 A2 VPNS 7@ sty] 918 o] Zhol = o] thE A3 S uf

2L

% 9l

Rs

a) Configuration(7-"J) > Remote Access VPN( 2 4 A 2= VPN) > Network (Client) Access(H] E
A(E o] 9 E) Al 22) > AnyConnect Connection Profiles(AnyConnect $1 72 X 2 3)5 A 8] 3+
t}.

b) Connection Profiles(31 2 >~ 2 3) g o] Z-ol| A T2 S F7lstAY =4 o)

¢) Basic(7] 1) o] x| A <1

o[N
ok
i &
o
-
oX,
i)
i
i)
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Site-to-Site 2! F}o] A= VPN |
. ISE COA(Change of Authorization) /3

+ 2155 93] ISE AW & A}-8-3}+= 7d-9- Authentication > Method(2] 5 ) E AAAS

piA X] el
TF2 ISE AAA M B Z25-S Aeghr),

1

ot o

« A3k Fojo) S ATHISE AW 15
1)< Aegyoh

ol

tlo
4
oX,
Qﬂ
rlr
o
:{o
v

il

=z
s

S

H(dll: Certificate(] 5

d) Advanced(2L7) > Authorization( g *7-¢1) | o] %] ¢l A Autherization Server Group(¥ g+ -
AW ZLE)el ti e ISE AW T1aS A e syt

¢) Advanced(3L5F) > Accounting(®] 7H$-8) #| o] x| o] A] ISE A1 ¥ L&-S A& T}
) OK(ZF¢HE Fdto] ¥ AFES A Fg o)
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T4, 181 H o] A

A, 183 | o] #]

« DHCP 52 A4 T4, 185 # o] #]

« 27 ALg A A 1P T4 2, 187 H o] A]

3 A A
O "O 1 o
ASA A = o2 W F 3hu o] & ALESHA IP TAE 94 A2 Fo|AE agst 4= 9lF
Uth 5 o] Ae] 4 st B S A3 -0l = ASAO A IP T4 5 2HS w74 ZF S48 74
Ut 712 A o2 BE o] &4 stE o dEFU T
* Use authentication server(31 5 A1 H AF§)- @] 5 215, @ g F-of & AX ] Aol A AFEAF &
A= FA2E ANFYC IP FT427F A H A5 AW E AFESh 75 o] S AFE-sh= Al o]
<5 Ut Configuration(7-/) > AAA Setup(AAA A7) ol A AAA AW E T4 =+ AFY
ChIPv4 2 IPve & A H ol o] W& AFEE = AU TH

* Use DHCP(DHCP A}-§-)- DHCP A ¥ ol 4] 1P
H & -/ @l oF ehY Tk DHCP A B ol A A&k = ol
£ AH8-31= 7 9- Configuration(7-43) > Remote Access VPN(1 2 <Y

FAE 71 S Ut DHCPE AHE-312] ™ DHCP A
IP 4 W91 % A o &l oF g+ t}. DHCP

A 2= VPN)>DHCP Server(DHCP

=2 T M

R B |

A B el A E AU T IPvd & G F ol o] WS AR 5 F U T

* Use an internal address pool(W] 5 =2 & AFg) - Y52 o g A5

T8k 7 A s i Yyt o] WS AFE-3F= 73 -$- Configuration(7-4d) >

Z 23O F

35 [e)

Remote Access VPN( 2 9 A 2= VPN) > Network (Client) Access(Hl E 9] A (2 2}o] A E) A 22)>

Address Assignment(5=2~ &%) > Address Pools(F-2~ &) ol 4| 1P
ZIPv6e &G A Ao o] S AR 5 AFH U

= 3 O
T4 EFS

T/ g T 1Pv4

=2 T X8

« Allow the reuse of an IP address so many minutes after it is released(3l] A & 12 & o] 7 3} §+ &
IP T4 AALS 318) —IP 47 T4 F2 Wkskd o] Fof 3T IP 49 AAHES XA

ARV ARL FAhSHH P Tk S A 79 gahol A
BAS WA S U Bgo] Gtk /B AR o] SHE HH
A4 A g51A) eUh o SHL ALESY Y AT A

= =
e

ok o 12 ASAO A=
Shal 135 480+ 9]

5]

QULEL WG M A

= v 71
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Site-to-Site 2! F}o] A= VPN |

916l A 1P T AT A A 7K S A FUThe] T SAE Pvd B9 4

o AHEE 5 vt

@Al 1 Configuration(7-4]) > Remote Access VPN( 2 < Al 2= VPN) > Network (Client) Access(U] E$] =1
(FEo]AE) MA|2) > Address Assignment(5-2> ) > Assignment Policy(2Hd 4 25 A 83t

Y.

» Use Authentication server(ol S AW AR IP FAE AT E A3 AAACI S, AT Fof 2
o 7hFE ) A o ARES EAd st Th

* Use DHCP(DHCP A}-&): IP T4~ & #l| -3} =5 -4 3F DHCP(Dynamic Host Configuration Protocol)
A o] ALE-& A sty T

« Use internal address pools(W] 5+ 4~ & AF8): ASA T3 H 24 T4 £ AHS 24435y

o

*@H 35 el Al | o] ol 1Pva T4 0] AAL-&-S

Use internal address pools(H] ;- 54 & A}-8)E& 2
7FA 9] 73 2 A THGEE) W9 E 0+l 4] 480

A5 S5 JHFULH IPve T2 5 AL
Aol 2 A AT 4 QlHF U
A3 IPV6 Policy(IPv6 A &) @ oA &4 51 T4 S S A8 etAY v ste F4 & Wl
S A8 Hag g L VB o A3 5 o] gl

—l> ruﬂ
rulo
éi

« Use internal address pools(W] 5+ =4~ & AF8): ASA A4 H 24 T4 F9] ALES 4435y

=
A4 H8S Y}
94 5 OK(EHehE 83y}
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| Ssite-to-Site 2 Ze}o] 1= VPN

Fo T Y 1]

Configuration(7-7) > Remote Access VPN( 4 ) A 2= VPN) > Network (Client) Access(U| EH A (F
Z}o] A E) M A ~~) > Address Assignment(T-2> ) > Assignment Policy(Z ' 4 #)E A &3t}

24P FAE A

VPN 12 A2~ g Dol th3k IPv4 B IPv6 T4 -3 74 51 ASDMS < 31 Configuration(-
#]) > Remote Access VPN(1Z 2] 4|2~ VPN) > Network (Client) Access(U] E 9] F(Z}0] U E) B A|
Z2) > Address Management(5-4> ¥2]) > Address Pools(5-4> &) > Add/Edit IP Pool(IP = F71/57%)
= AEghyct T4 5 AHA 5 W ASDM S & 31 Configuration(7-73) > Remote Access VPN(H 2
o 4] 2~ VPN) > Network (Client) Access(Ul] E 9] Z(F 2} 0] 1 E) 9 A 2~) > Address Management(5-2>
7+2]) > Address Pools(5-4~ )& AT YTE 2HA| & T4 & A 83131 Delete(2HA)E 28 34

o},

ASAGI N AR TR B 0§ AL /WO E Fh ES A AAFUL ES A3
e EFRFUT A7 2ok EE g A6 el E ol del Fa B T A4S ASA

o = ASAC] Z=71E AU R F42 EL AL
g

CEOREREPE RS I DL ER e LS RS S S )
S5 By BA &8s EE F7h8HE glo] E4U

24 IPvd F+ 42 = A

A1

IP Pool(IP %) & 9ol = A H 4 Fo] a5 IP F24 91 (ell: 10.10.147.100~10.10.147.177) ¢} A
ol FHE FAIF YT Fo] fle A5 o] 992 o] AFUT ASA A= UEE A YR o] 2] g
ES AU o & S0 A HA Fo BE T 8EE A

270] o BN FAE TFT
w2 Ay FA6 ot =

z 4
o
oh{ UlO
il

g w4l F742 5 9

ELEZAA

Configuration(7-%J) > Remote Access VPN(] 2 2142~ VPN) > Network (Client) Access(H| E % =
(EEolAE) MA|2) > Address Assignment(F=2> &) > Address Pools(5-4 )& A &gt}

A 2 IPvd FAE F715HE ' Add(F=7F) > IPv4 Address pool(IPv4 =4 %)S FH Ut} 7|& T4 =

= A T4 F HolEodlA T4 F5 Al Edit(8)E 293U

71 3 Add/Edit IP Pool(IP & F7F5 ) th 3} Aol A tha A RS 4t

* Pool Name(¥ o) — 74 %] o] &2 9 F eIk H1) 6421714 A2 3 5= Ao,
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Site-to-Site 2! F}o] A= VPN |

* Starting Address(A 2F F42) — T E 2} Fo M AR E A= A WA P FAE JHF
Aoz FEE 1074 A (o: 10.10.147.100)2 AF-&-FH o}

* Ending Address(¥ T24) — 7A€ 2t F A AFE S F = v AIG P FAE dEdHTE o
2 FEE 1095 F 2] (o: 10.10.147.177)2 AH&HU o)

a9

* Subnet Mask(A Bl wp2~=1) — o] [P 54 #0] Q= A B ULS A E 3o

A4 A 8-S FE T
@715 OK(EHE ST

=7 IPv6 T4 = T4

IP Pool(IP &) g Holli= +AH T4 Z9]
T o A ol 3 = EAEY
THAHE o] T F5 AR YT o
Ayt

z4o] obd ABEYoA FAE TGS A5 o2t Y EY ol thd 2 E B} gGA F7HE 5= Q)
EE ARy AAol &ate 25 FUreke

ZHP T4 HE, A A TAE A FAAT e
o th ASAC A= YEH
H A g 2548

ol T

L 2AIA

@Al 1 Configuration(7-4]) > Remote Access VPN( 2 4|2~ VPN) > Network (Client) Access(U] E¢] =1
(o] A E) NA| ) > Address Assignment(5-2> SH) > Address Pools(+4 )= A8t}
A 2 IPv6 T4 5 71512 W Add(F=71) > IPv6 Address pool(IPv6 T2~ £)S FHFUL) 7|E T4 &
< A T4 E Hol oA T4 E& AYEtal Edit(- ) E 28 J YT
7 3 Add/Edit IP Pool(IP & F71A) t s} Aol A tha JHE &}
* Name(©] &) — T4 E 7t 4 F9] o] & HAIFYH
Starting IP Address(A| 2H P F4) — 74 | ZA A AHEE = = A A IP F42E 443U
(¢ll: 2001:DBS::1).

* Prefix Length( FAF A o)) — IP T4 A FAF ol & H E w9 2 Y} o & 50 32&
CIDR 2719 el Al 325 YERA Ut A FAF o) = 1P 4 o] F8h= A 2 ulS g oyt

* Number of Addresses(7-2~ ) - Al ZHIP =420 A A ZFslo] Eof| 9l = IPv6 T4 & 2 H gy o).
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| Ssite-to-Site 2 Ze}o] 1= VPN

% 440

) 4

A5
3] 6

I
|
o
2
=2
=
4z
N
[0
1
s
oft
|

FEESE 3T

Add or Edit Group Policy(ZL3 4 & F7} = 54 )3} Aol A F7let AU =4 WH- Y EY A
(FEIAE) M2 2F A U8 T4 F, HEy Z28F, I, A4 4G D AHE A AT
T Ad5Ut o] i3} kel ZF A= o )& Inherit(AS) EolehS MElshd s AA o 7|2 &
Ao 3h& AL = AF YT Inherit("dS5)= ©] I8} dAbe] B 4 dig 7] 23k Y.
TL Fm A ol IPva A EHRIPv6 T2 ES E U 7T F AFUT 9T 1F 4 A
of T WM IP Fa7F B T % 5 Ipvdol tldl] A% SSolAdE=IPv4 T4AE 7P
IPveel t&ll 74 E SetolAE = IPv6 T4 5 74 W IPv4 =49 IPv6 54 & thell tial] 7449
o)A EE=IPvd 49 IPv6 T4E & U 7FA S U T

2 A A

ASDM S A}-8-3}o ASA] 9173} Configuration(7-7J) > Remote Access VPN(1 4 2 4] 2= VPN) >
Network (Client) Access(U] E ¢ (2 2}o] 2 E) ) 4] 22) > Group Policies(“LF A #)E A &3}
Al 1E AN EE YR FAEE TAY 5 A S st EdinTAR)E S8 YT

General attributes(J HF 543) 2 15 A A )3} Aol A 7|4 o=

Address Pools(F-4x ¥) ¥ =5 AFE381o] o] 155 A Aol Ut IPv4 T4 2 XA T 5 IdHFY T
Select(X B))Z &8 3}o] IPv4 T4 2 F7FstAY =AY o

o] Z1F A A AFEE IPv6 T4 FS A4 3} IPv6 Address Pools(IPve T4 &) 2 =& AF-8-3HY
th. Select(A &) E S8 3t IPve T4 & F7FeAY A 3o

OK(EHE 293yt

Apply(3-8)E 934t

DHCP =4 XA A

DHCPZ A}-&3}o] VPN Zlo] A Eof et 4= shdal e W 4 DHCP A B &} o] Ao A&
T AT TARAE P YT 18 v A4 29195 7[NS 2 DHCP AW E 4 9]
FuUrh Ao A4 L2 s AFEAL o] F3 A2 1F A Aol A DHCP W E ¢ 2 ¥ 9
2 Ao)e + % 9HUTH o] YES T M9 = DHCP Aol AFEBHIP T4 ZS A3 =P Y ES
AHE == FAYYh

thg o ol A= 1P 524 172.33.44.199] A o] &9] firstgroup$] 172 L 2112 of th$ DHCP A H = A
o] g t}. =3t remotegroup©] 2= 15 78 & o] o ¢k DHCP U E 9] =1 *H 9] 192.86.0.05 4 o] gt}
(remotegroup®| 2F= L W& ﬁrstgroupol?/]'x_ A4 z2ad ) AAHYT) U EN A WY E A
o)k g o DHCP AHo A THE FAEFTORIP F4AF TP U @HA &S FAE
A8 w74 F5 AU
U 7Aool = ol del A4 2wkl
T

QA o] o 5 A QshaL o] & | =

W

A5 o] & A7 Az G Pov], 1F
& 790l = B gl w7k F7he 5ol
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B ouces s =

Site-to-Site 2! F}o] A= VPN |

AFUrTh o] @Al= ol ghs AT WHW]—X] % 2= tunnel-group % group-policy ™ ¥ o] N A ~3h
T S & 771 98l oS ool vt sy

A0 AW AL

Fe}olAE F 45 33 DHCP A 218 35}7] §138 IPvd F AR AFESE 5= QS5 U T

DHCPE AH&-3tof IP 74 &

DHCP A H & T/ g+ o5 o] el g AW & A}
ANE A EH DHCP Ao A VPN 948 ¢

1. DHCP AHE F+A4 34t} DHCP AW &
T sy

1. ASDM<S AFE-3}e] ASA o A gt}

>~ o ol:o
L oL
_,4 N rlr

]_

AnyConnect E 20| A E IPv6 T4 & T3

2. Configuration(7-J) > Remote Access VPN( 2 2 Al 2~ VPN) > Network (Client) Access(t] E
A(E o] A E) M| 2) > Address Assignment(F-2> ) > Assignment Policy(Zd 7 2ol A
DHCP7} 273 815 o] Ql=A] &1yt

3. Configuration(7-%J) > Remote Access VPN(Z 9 4| 2= VPN) > DHCP Server(DHCP A H)E 4
e3te] DHCP MW S 4 St

1. Conﬁguration(ﬁl/‘é) > Remote Access VPN(! 2 ) Al = VPN) > Network (Client) Access(H]
E QA (EE0] A E) A 2~)> AnyConnect Connection Profiles(AnyConnect 1 2 3 2 1} )
E AE gy

2. Connection Profiles($1 72 Z 2 3}¢) o o Al Add(F7H T+ Edit(5=3)E =8¢t

3. dZ Z23dd gk 74 E] ol A Basic(7] E)S SH Y

4.  Client Address Assignment(Z O] AN E T4 &) F Ao A So]AE IP F4AE &3}
= o A}-&8 DHCP A 9] IPv4 42 J 3T} (o: 172.33.44.19)

5. dA4z=Eadiddd 175 4AS —rx 3Fo] DHCP W 9] & % 2] 314 t}. Configuration(7-
#J) > Remote Access VPN( 2 2 4| 2~ VPN) > Network (Client) Access(U E ¢ F (5 o] o
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¢ A 2~ E 2] 4 5= Endpoint ID(N = E 31 E ID) 55 A=} obefj o] A F ).

1]

e, 1101'

t}
O%

Fl

2

ol

b

Value() 1 9H A B3t AN AEE BE(0) Ei A BE(D0

A HA Value(#h) 5= dAfell A Bl A 2 E 2] 7] & dword = .
5 WA Value operation(#k 23] &5 g &boll A A S g2~ E ] 7]9] 7hS =gy}
AR uf Eﬂzl’\Eﬂ G0 tl/ A AHE FAIeHEH Sl es S o A o)/ AEAE

TEREHH Feoleke MelEtA] nfA Al S
OK(EE F 3t}
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| Ssite-to-Site 2 Ze}o] 1= VPN

A1

oA 4

ox
3
N
|

DAPY of 2] Q1A S &

-
FARAFNE FH TN F2E 5 UEES 74 AZAH 9 A28 448 5 51T ole)
FAFH BEE V1FOR A AEE HEAAL} ARHES DAP FHE T T 5 Uit
252 44

Configuration(7-/3) > Remote Access VPN(1 4 2 4] = VPN) > Network (Client) Access(1| E 9] ZL(Z
Zto] 1 E) el A 2) > Dynamic Access Policies( %] 1412 % @) > Add Endpoint Attribute(< =3 ?]
E & 4 Z7})& 0]531-141;]_

Azl AFAE 3 8ok W A5A AZAE 7] B None(§19) 22 FAFAL G} B
B Al ] 88 A e Th AL AL A HEshs 49 AFAE P L AGAE 9
oF gtk o] i Xz Ze] Fehol Ao oa) A5H L,

DAP2} oFd 51 = xpet gl 791 w3k ' T )

Het o] Egfo]l A 2o A= AbERF 54 0] 748 AAA R A=
A& A8 T}, Prelogin Assessment % HostScan 252 74 ¥ Al =
ol o Zelo] A2 HkElsl DAP 6}¢] Al AElo A= o] AW S ALE
EDAP HlZE=E AEghy),
o o] e e Apek Bl Q] s 2 gl HEjH fjﬂ% A Dot e w2 o]
Fole 2 3kak 2 s Ut} HostScanol| A & T3} o] =0l Eo)] Ax|H 2 13o] Q1A
) e e glo] W R g o AFat=A AAREY ‘:}.
AR 2ol ME|H A7 X A3HA] &= - HostScanol| A 3 AEZE o7} =X
H& Haghch 1 DAP A= Jell A s 22193 A 45k DAP dl 2 =E A Ed
Yt
«AXE ZrOo] AEHE A7 X hekal T =

2 HostScanol| A 31W AT E Qo] 7} Q=X oS B
B T2 1MS A= DAP Bl =S Heldh )

e

CELE R EEEPSRESE R
ST e W ok o] Zehol ol 2ol A
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Site-to-Site % &

« A 2] HEH ~S Zl%’é}ﬂ 6H% =
73 9- HostScanol| A sl & AZ E gjo] 7} Q)
A el 2R aWE X Qs DAP Y ZEE A
SOl = E5-3kaL, DAPY W) $t W W g
] -7} EfA] k5T

N

%

=21l el e H 270o] H]
S FAFU Y e Bet o Eeto] ¢l 2o
}X] FHEUth gk 22 o] A o] 9

%l debug trace & o] Z o 20| 9+

o]dEVeN |

23t

#3 HostScan 4.3.x°] 4] HostScan 4.6.x 0] 0.2 1ol = £ 9, dad o] =35l7] Ao E 7]E9]
AV/AS/FW QIEXRIE &4 2 s dat= th Al AMFW ?ﬂEi‘ﬂ E &40 2 njo] 1 o] A s oF Y
o A el = " U} |20l A kel o) gk Ul -8 AnyConnect HostScan 4.3 x| A414.6 x = 2]
nlo] g o] A 7hol =& FHarst Al L
3T =
A= EQIE 54 Aol

DAPol| AF-&-3 7 ol &= =X RIE A8 £ & o33 2554t} Attribute Name(54 ©] &) Z =]
7} &4 o] 55 LUA +=1] 4] o & {83} %% 4 Dynamic Access Policy Selection Criteria(-5 %] 4 Al
2 A e 27) 9] Advanced(3L) G S ol A ARE-g ZF o] A YT label B o) EE] )
o4, 9 o &, A 2 = P A AEe] S AW,

5443 54008 a2 |@ 2] wAe |4

4ol

olA] 51 = =} | endpoint.am["label"].exists | Host =k — o FE TG ZR
o Scan o £41%

(Cisco endpoint.am["label"].version ] 32 ) =

Secure

Desktop Z | endpoint.am|"'/abel"].description e 128 ot IE A A
£)

endpoint.am["label"] lastupdate integer — oI Ak Ao =
Ao Ego] 5ol 73
Shek A7)
7N ¢1 H}3} 9 | endpoint.pfw["label"].exists | Host =+ — 70 el vk3hH o] &4 5t
Scan

(Secure

Desktop 2 | endpoint.pfw["label"].version string string Version(H] %)

£)

endpoint.pfw{"label"].description =] 128 Nel vale A
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| Ssite-to-Site 2 Ze}o] 1= VPN

5453 |54elE PN P 2y A | e
2]
AnyConnect | endpoint.anyconnect. A= |8 A — AnyConnect = 2}o| <1
(Cisco clientversion olE E A
S -
Decirte o | endpointanyconnect. 2214 — AnyConnect = 2}o] A
esktop &= _
platform E7l AxEH oo %
+ Host Scan }7} 4Ad 29 A
= %
22 gl
endpoint.anyconnect. WA 64 AnyConnect = 2}0] <1
platformversion EZAAE 9 A
Aol W
endpoint.anyconnect. 2214 64 AnyConnect = 2}0] <1
devicetype E7FAxHE wapd
ool 2 3
endpoint.anyconnect. 64 AnyConnect = 2}0] <1
deviceuniqueid E7F A" waped
tlnlo] ~ 9] 31f ID
endpoint.anyconnect. 2214 — AnyConnect = 2}0] <1
macaddress E7ZF AR H 2upd
tjule] 2~ o] MAC
E
XX-XX-XX-XX-XX-XX _85
(o)A W F A
g 16315~ Aol o]
of 3
o] Zg] A o] |endpoint.application. o Zg |Exd — oA E F:
clienttype
A typ Aol CLIENTLESS
ANYCONNECT
IPSEC
L2TP
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5469 [540% PN P A w4 |4
ol
t]ufo] 2~ endpoint.device. hostname |l =¥ | Z2}4 64 S AE o] 5t .
o E FQDNo] o}
endpoint.device. MAC 2214 — NIC(Network Interface
Card)®] MAC 4. &
£ shuo] MAC F
2t 7hs gy
XXXX.XXXX.XXXX & 2
(01 1M xEfadkie
2% F2pe]of of 3
endpoint.device.id 2249 64 BIOSY#E HS HS
aﬂz\l o ;q]zﬁxﬂ =2
gEUh 84 22
< sy
endpoint.device.port 2214 — A ) 7] e o] TCP
XE
G 2ES
Qo8 5 e
1~655352] A=
endpoint.device. 2d 64 213 <1 Host Scan
protection_version olu| x| ¢] WA
endpoint.device. 2214 64 A=FQAE At
protection_extension (OPSWAT) B &
i Rel) endpoint.file["label"].exists | Secure | =} — o] &)
Desktop
endpoint.file[ “label’].
endpointid
endpoint.file["label"]. integer — s} o] mpx| ek o
lastmodified A5 o] T o J,lrst
SEGES)
endpoint.file["label"]. crc.32 integer — v} o] CRC32 3l A
NAC endpoint.nac.status NAC ] — AFE A} A o] AbE] H
Aol
Operating endpoint.os.version Secure | EA}d 32 Lo A A
System(<>-<3 Desktop
A A endpoint.os.servicepack integer — Windows-& 4] H] 2~ 2!
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| Ssite-to-Site 2 Ze}o] 1= VPN
LUAE A} £-31o] DAPo] 4| -7} DAP 418 =7 7] |

=449 54008 e | A w2 | 4
ol
23 2 endpoint.policy.location Secure | Fx}<4 64 Cisco Secure Desktop
Desktop o] A A %k
Z 2~  |endpoint. Secure | ZF — TR A7 &
process["label"].exists Desktop
endpoint. 24 255 IRAM A HA AR

process["label"].path

# x| ~E4g] |endpoint. Secure | dwordstring | — dword
registry["label"].type Desktop
endpoint. 2214 255 AR 2EQ & 3t
registry["label"].value
VLAN endoint.vlan.type CNA =] — VLAN :
ACCESSAUTHERRORG
UESTQUARANTINEER
RORSTATICTIMEOUT

1

LUAE AL-&5)of DAPol| Al =7} DAP A8 =31 jh=7

o] MM A= AAA EEIEXJE &
2t & sk LUACT 3k 5 32 A4 o] otk LUA 22 gl o g AbA &k W&
e

http://www.lua.org/manual/5.1/manual.htmlol] A €+Q18 4= Q) F ).

Advanced(3LH) =0l AAA H/HE= AEXNE F8 =g ALks Y= 2 32 9] LUA g2~
dH st O ~ES A Z3HA] 31 DAP g 2] gt o HAFs}
71RF ek 18 ASAC A T A 5 Gl A8 BT Al A Sk o) & A2 T
| AL 22 AAA L AEXJE EA JF
Urth o & 5o A =21 & o

o

i

b2 Aol A= LUA EVAL A& == W oll ti gt AAIeE A 3t o & Al eyt

« LUA EVAL 2] & WHS7] 93k 15 212 9| o] A]

¢

* DAP EVAL 2] 9] <, 215 o] #|

* 7} LUA g7, 213 3] 0] #]
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B wreaigsvsnaa e
o = O] = =
LUA EVAL 2] & W+ 57] 93k &
A\
i Advanced(AlT) BEE ALEsfof o= A WA S H8l 7134 EVAL 4] & AFESLE Flo] 45
e T2 a9 s g8 5 5T

EVAL(<attribute> , <comparison>, {<value> | <attribute>}, [<type>])

<attribute> AAA 54 B3= Cisco Secure Desktopol] A ¥H8he = SA(54 4
o= A=EQAE 54 49,208 701 4] =)
<comparison> g wAE 5 skt 2 8)
“EQ” 7E]_%
NE TA e
“LT” B} 2
“GT” E_E]‘ %
“LE” wHop 2 AV 25
“GE” Hup AAY 25
<value> S a5 9 ol ¥3hd B (SR B2)
<type> o EAE T s k(i 2 R)
“string” /A S T T AE H
i
“r )/ A2FAS FE5H A e B4}
& H)
“integer” A H L, A gk RA R
1H 5}
“hex” 16715~ 315 AF-8-8F= A1 v A,
16305 FAE S 1605 A=
1 3}
“version” XYZ 2 WA ¥, Y, Z
- A~
= =7
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| Ssite-to-Site 2 Ze}o] 1= VPN
HostScan 4.6 ]’ B ol tf ¢ LUA A =} .

i

]_o:1'UC'OT— A5

X1 70

O

g = 2k A 35/85 4 Al (endpoint.am) S AU T o}
AL 783t7] A8l 4 ARS8 T ST oS ool A= 30 o]
)ell

PhA O] E S of WA A Flof ok shi=A & HolF Yt

UhS LUA 23 HE S ALS
& vpA 4 g o] E 7H
H(2592000% & FA] 9

* E

assert (function ()
for k,v in pairs(endpoint.am) do
if (EVAL(v.activescan, "EQ", "ok", "string")and EVAL (v.lastupdate, "LT", "2592000",
"integer"))
then
return true
end
end
return false
end) ()

L WSl ol LUA L8l

T LUA 2 HEES AFg-&}o] '

rln
oZ
ot
&
X
niH
OH

<A Al (endpoint.pfw)E AAFEH T},

assert (function ()
for k,v in pairs(endpoint.pfw) do
if (EVAL(v.enabled, "EQ", "ok", "string")) then
return true
end
end
return false
end) ()

=7} LUA &<

Eoi_xq ou,q]}\ 7<4 ;‘d] x]—(ﬁ gg =S

_o,_
5o] threll wheh o DAPE A8 5

* CheckAndMsg™= &% & DAPE T4 4= 9l LUA S 241, 2710 e} AF8-A} v A 2] & A
4y

ASDM2] DAP ol 21 Advanced(2LH) A Ao A LUA =¢8] 4] & 7H50] o] 3t A S g gt
T AFHTH
T a .
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Site-to-Site 2! F}o] A= VPN |

DAP CheckAndMsg 3+~

ASAY| A= LUA CheckAndMsg 357} 3% DAP | Z=7F A els] 31 o] & 23] Ao T2d 4
S-ol| gk ALg-2}ol| Al WA A & EAI G T

CheckAndMsg 82| 2 tf2- 3 g5yt

CheckAndMsg (value, “<message string if value is true>’, “<message string if value if false>)

CheckAndMsg &5 RHE W] th3 ARkl =9 & of gt
* CheckAndMsg+= 3 | Q12 A& gh vk o

TR W mE AL e oW EVAL B8 3 WA Q5 AL alok g oE S o)
&3} e

(CheckAndMsg ( (EVAL(...)) , "true msg", "false msg"))

CheckandMsg®l| Al EVAL 37 24 32 wh3lald 1ok o] Zaho] A 2o A o] & A}-8-51] DAP ¢
FAEENUEA] o L5 AAJYT =7 ey 5l S5 5 Bl o] Fefo]d oA A
gt WA A& A Y O

0U 7] 5k %] o

DAP?] =] 2] o= LDAP Aol A REStE = B-& S0l AL&EH & AdFHHh o8 g &4 9] o &

Rl DAP 4] A& 33311, debug dap trace§ A st Al 2

LDAP A ¥ = A}-8-2} DN(Distinguished Name)< RFEHE U T}, o] = t] A E 2] of| A AF8-2} 7| 2| 7} =

AAE A H o2 AE3 ) o & E0] A2} DNo] CN=Example User, OU=Admins, dc=cisco,

dc*com?_] 73 5- o] /\}*O“X}‘“ OU—Admlns,dc:cisco,dc:comoﬂ Ut 2 E #a| &7} o] OU BE 9]
= ot# o] el elY el Q= -5 tha 2ol =] A& AFEete] o] A& YA FF AFHTH

assert (function ()

if ( (type(aaa.ldap.distinguishedName) == "string") and
(string.find(aaa.ldap.distinguishedName, "OU=Admins,dc=cisco,dc=com$") ~= nil) )
then
return true
end
return false
end) ()

o] d Aol A string.find = AFA S FERFYTH AL 29l § 71 S5 AFESte] o] A &
distinguishedName 2 = £l 23+ t}.
1 A

AD 71 A 9] AR Aol et /)R me] 4L TS S AU A AL ol e 18] 4
%1 % 9.8 2 DAP] A= LDAP A M 9] $5-% Blo] o] 7| = om & B4k o
FastelE aF g7k B,

 memberOf B =5 F A4 2 v W ChAHEA7E ] Lol 3 49,

o o
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| Ssite-to-Site 2 Ze}o] 1= VPN
pAPEVAL 29| < [}

« W8k o] B o] g2 o] "table"Q! 7 WHEHE ZF memberOf B =& WHE U T

Fus

ole| g B 02 At Bl =BG FEe thg It LUtk o] ool M AL A} s 2 Erbe
A9l

assert (function ()

local pattern = "-stus$"

local attribute = aaa.ldap.memberOf

if ((type(attribute) == "string") and
(string.find(attribute, pattern) ~= nil)) then
return true

elseif (type(attribute) == "table") then

local k, v
for k, v in pairs(attribute) do

if (string.find(v, pattern) ~= nil) then
return true
end
end
end
return false
end) ()

HA 2 A - o

o2 S5 ALESho] I Ad 22 o] gl
3ol a2 A A DAPA A AF&-8foF gt}

rr

5 A =E AHE 5 A5 U Action(2F

assert (
function ()

for k,v in pairs(endpoint.am) do
if (EVAL(v.exists, "EQ”, "true", "string")) then
return false
end

end

return CheckAndMsg (true, "Please install antimalware software before connecting.", nil)
end) ()

[H

opg AL Abg 2 o] gl AL A7E 211915ke] 1 S DAPOl A the WA A2 AU o,

ar H

Please install antimalware software before connecting.

DAP EVAL 2] 2] <

S LUA 19 42 mEt o Ego] 5 oy o,

a2y o

Windows 1091 o g} =321
E LUA A}

(EVAL (endpoint.os.version, "EQ", "Windows 10", "string"))
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Site-to-Site ! F o] A= VPN |
B oarevaL 2o o

a3 o

Zo}o]AEE A EECVCE | (EVAL (endpoint.application.clienttype, "EQ”, "CLIENTLESS") or
Elro] ﬁE _(Pr_z‘;oﬂ Oﬂ ;\1 cgj] 3]_1‘3 EVAL (endpoint.application.clienttype, EQ ,"CVC"))

g A=A ELUA

A}

=3 Q]

°lE LUAT A}%}X} (CheckAndMsg(EVAL(endpoint.am["538"].description,“NE",“Symantec
_ _ Endpoint Protection string"),"Symantec Endpoint Protection
Q] o =
P(ﬁﬂ ?%'E- L}gfﬂ**’x}E%.ii was not found on your computer", nil))
219121 Symantec Enterprise
Protection®| A1 %] & o] ¢l =%
o -5 gl et ar A x| = of 9l

A G2 A AR S EA]

gy,
?ﬂEi;E%IE LUA= McAfee (EVAL (endpoint.am["1637"] .version, "GE","10", "version") and

. . e EVAL (endpoint.am["1637"] .version, "LT","10.5.4","version") or
Endp01ntProtecnon H1‘4 EVAL (endpoint.am["1637"] .version, "GE","10.6", "version"))
10~10.5.3 2 10.6 ©]’ ¥ A &
A

ﬁ]EE?]ELUA—E X] 1‘,_} l()oe] (CheckAndMsg (EVAL (endpoipt.am["1637"] .lastupdate, "GI", "864000", "integer") ’ "Update
needed! Please wait for McAfee to load the latest dat file."

o] U](864,000%)° McAfee ¢t | i1,
A Apa g el o] =
TR E=A 74/\}{5}"r Ago]E
7P A wHAAE &
A g e
debugtiaplrace7} %}§1§ﬂ ;z (CheckAndMsg (EVAL (endpoint.os.windows.hotfix["KB923414"], "NE", "true"),
oy = "The required hotfix is not installed on your PC.",nil))
4 %92 7

_4

(

I

Akendpoint.os.windows.hotf

x["KB923414"] = "true";
ofd s Ak T = T PAF B H| A A A
A= FA7FAIYIE Apdk 2ZE oo A5 Lol & AT § J=F WAIAE FAE 2
FU T A 271 5] 8-E 790 = ASAC A DAP 7} Soll B E e A A& £ o] Ao &
AT, 27k AR 25 ASAl A ERY £ AL 25 DAPY 05 BE w4 A%
gk & Hahg-A o] 2L Ho] Ao AT
o2 ool A = o] $+<=5 A}-8-3}9] Symantec Endpoint Protection] A Bl & A ALS = WH S HoF
=3
1.

U}2- LUA 2] S Add/Edit Dynamic Access Policy(s %] Al 2= A 2 =7}/4) 7-2] Advanced(3L33)
B Halste] oY HUthBES Bgshe v wl 2. 2% gl
(CheckAndMsg (EVAL (endpoint.am["538"] .description, "EQ", "Symantec Endpoint

Protection", "string") and EVAL (endpoint.am["538"].activescan,"NE","ok","string") "Symantec
Endpoint Protection is disabled. You must enable before being granted access", nil))

2. &3 Advanced(3lw) T A4 OR HES S8}
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| Ssite-to-Site 2 Ze}o] 1= VPN
EPPEEEEEEEERE N

3. o} Access Attributes(4 A2~ EA4F) A1 2] W &9l 2l = Action(Z13]) ¥ o A Terminate(F =
s =984

4. Symantec Endpoint Protection®] 24 %] &] ©] 3] %] ¥} Symantec Endpoint Protection®] H] 24 3} =] o] ]
= PColl A AAZYT o) e A3t Ao 3]-85 A] 9o AF8-%]7} "Symantec Endpoint
Protection®] #1214 3h5]0] gl&rLlch, 914 2 AR ol W] Aol 24 shahok Fuichrebs
AAE W= Ay T

= T -

29 R T S YW ot IE Apdk T2 9 g o] AL

o] ool Al = Symantec 2 McAfee 2t Z = 2k X2 130 0] 9l =]} vlo] 22~ A 27} 2(172,800
)R e HHA=AE 74/\}6“/]1:} o7} 2d K} Qe 7 9ol = ASAo A Al A S F 5 shal u
A HAA L FBAE BAIFUT o] AHS st W v GAE FAsAA L

1. T3 LUA 2] Add/Edit Dynamic Access Policy('s- 2 A2~ 2 &) F7}/4) 2] Advanced(3L3)

Aol R rpstel el g

(CheckAndMsg (EVAL (endpoint.am["538"] .description, "EQ", "Symantec Endpoint
Protection","string") and EVAL (endpoint.am["538"].lastupdate,"GT","172800", "integer"),
"Symantec Endpoint Protection Virus Definitions are Out of Date. You must run LiveUpdate
before being granted access", nil)) or

(CheckAndMsg (EVAL (endpoint.am["1637"] .description, "EQ", "McAfee Endpoint
Security","string") and EVAL (endpoint.am["1637"].lastupdate,"GT","172800","integer"),
"McAfee Endpoint Security Virus Definitions are Out of Date. You must update your McAfee
Virus Definitions before being granted access", nil))

2. &Y% Advanced(2Lw) Z = A ANDE S8

3. O}fﬂ] Access Attributes(2] Al 2= E-40) A A 9] ol 120 9] = Action(ZHS]) ¥ ol 4] Terminate(Z &
s 2934

4. 291} Q¥ ¥ 9] Symantec " McAfee ©Hd T E bk 2 13 0] 9l &= PCo| Al A A o
o de Avts AZo] 88 ¥ A G o AbEAL7E HEol 2] 2 A o) 7 @ g H lthE H A A E e

[d

A Action(2FS)) 915 A EEte] 54 A4 s Ald ] 483 54 A E AT
* Continue(A1 %) - (7127 NAl = G2 A& Al 2 &ateld =3
* Quarantine(4 2]) - 2 2] & AFE31o] VPNS 538 45 Bl do] o]jn] = 54 ZElo|AdEE A
g = 95Ut ASAC A = Al dHE ACLS Al Al 483 AP #| L= whe} A g
8258 FATUL AETIEA Bl §om 48 A S E4oA B A5 AFEAE
A& A B 2ol Alg AA 2 5= A ARG ALl B 'R AIZE AL o] A E-g Y vk ARE- AR S

o
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Site-to-Site 2! F}o] A= VPN |

WAS TP T oA A = 9o, o] AS- A AH deko] & YT} o] Wtke)] E3}a}
HAFE-2F7E A A Yt o] vl 7] ¥ 4=l = AnyConnect Secure Mobility 7] 52 A] ¥ )= AnyConnect
dg] 27 a3}

Terminate(S &) - Al S T5stEH S o

User Message(AH-8-ZF W A]A]) - o] DAP | ZEE A et 7 9- 2 E o] Ao AT 8|~ E v A]
A& FEd Tk H o 4908 U ok ARG A} WA A 7 e @A S = A U T ARE AL} il
A3 FA S F7] S8l o] F7F Al ¥ 7HERQl $ A Xtk of 2] DAP Pl =& A g A

7} g e o) AREAF A A 7} 9l O B ARE-A}F WAl A 7} A Y T

<82 HTML B 7725 ARl oF 3} URL %=+ 7| Ef U)dd g9l 2 E & 2318 5= Ql5 Ut o
REASPAE Y IZE At AT E o] Y 1 o] = M Afe| EH?_5L<
href="http://wwwin.example.com/procedure. html>*#] % </a>S 4 %] 5}4] A] Q..

w7 2 Network ACL Filters(W| E¢1 =L ACL 2 H]) 5§15 A 8l5lo] o] DAP &l Z = &3 U E9 A ACLS
T TH

DAPol| )3 ACLLS 5] & F2: 3} AR F2 = shuvk 283 4= 951Utk ACLl 88 723 AR
Aol & vf L3 A -$oll = ASA A ACLS A -t}

* Network ACL(W|E Y] = ACL) EF U 55 - 9] DAP Yol F71E oln| FAH YEY
ACLS A8tk ACLS 8] & 7 & 3 AN 112 & 23S 5 A5 U o] Z==1Pv4 BLIPVG
L—HE 43_ EEH.JJO]]EHG]-OH/H]/\ ﬁbdo xq,]ﬁL/\ O]'E%‘ AC X]OJUHJE}

* Manage(H2]) - MIE9 2 ACL= F7F, =74 B AHAlst ™ S8 vt

hisd)

* Network ACL(M|E ¢ =1 ACL) %= - o] DAP @7 =9 3+ Y| E ¢ 3 ACLS A3 Th

cAdd(GF7D - EETE B2 AEd Y EY T ACLS 2 %0 9 Network ACL(UE S =
ACL) =0 F7}steH St

* Delete(2}A) - 43 EA|H U|E ¥ 3 ACLS Network ACLs(U| E . ACL) Z-5-0l| A 2}A| 8} ™
2 Th ASAC A ACLS 24| st WA DAP =) A 8l ACLS 214 3l oF 3 T},

7] 3 Web-Type ACL Filters (clientless)() & 2] ACL ZE{(Zg}o]A E]x)) §1S A el3le] o] DAP @l =
Tof A8 ) 24 ACLS 7Y th DAPY Ul sk ACLS 31§ 12 3 AR 13 5 skt 23
& 4= AsFH T ACLl| 318 77 & 3 75 gt F o] & tF £33 4ol = ASAN A ACL& AF+&

.

* Web-Type ACL(¥ &4} ACL) =& Uh& 5= - o] DAP aﬂﬁzoﬂ F7he oln] A E ) F A
ACLS A8tk ACLE 3§ 72 3 A 42 o] x39e] & = dF Yk

* Manage(#2]) - 1 F 2] ACLS 7}, 74, A AleteH 28 3 o

* Web-Type ACL($] 2] ACL) == - o] DAP @l & =0 t3F 9] &2 ACLS %At}

s

r{m
B

L Add(F7h - ERTHE 5ol 4] AEs 9 B4 ACLS &
ACL) %5l F7bstelwl 223

* Delete(2}A) - 9 3 2] ACLS Web-Type ACLs(%] & 2] ACL) &0l A AhA] &l 2t}
ASA9 A ACLE AHAlste] ™ WA DAP #lZE A alld ACLE 2HA| &l oF gt}

of] 913 Web-Type ACLs($) 4]
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EPPEEEEEEEERE N

7] 4 Functions(357) §12 2 35le] DAP dlZ =0 )3k 9t AW 18 2 2ol B 7] HTTP Z = A], URL
A UL

* File Server Browsing(3¥} < A ¥ ZFolx 7)) - 3} MW == F 7] 5ol th$ CIFS 3ol R 7] &
A shet AL v 2 33 o
B} ol = NBNS(P2F B eh-%-A = WINS)ZFZ @ fu vk A sl e -4 ¥ 4] &
$-oll = DNS7} AF& Lt} CIFS 2ol i 7] 7] 52 th=o] & A 9 &k#] &5t
File Server Entry(3} < A 8] Q&) - AL-&217F L8 Ho] x| oA u}d Hu] F & 2 o] 58 &3}
= A& &8st A 5“@} 3% 29 Ho| Ao 5 A ]} gho] Hj

AF-8-ZF= Windows I3t o] 7 2 o] 55 A4 ¢

193 5 Utk HU g e RE, 5
% slom o] B2 1+ It 9 5l 3
)
o

==
4% EUE SR & e, A
= ok gL th =R 2 200 uheh A8

Az ol A 2] el 15& Wopok & e gy

HTTP Proxy(HTTP 5 A]) - HTTP ol 235 I 5A1 5 SefoldER ddste= d 3 )
SLEA|S= Java, ActiveX, Flash & 21 A gh Z 'l = § 3bol| el 7} == 7]z oll ?‘Q"’]‘jr .3k o]
ol A9 A &A1 ALE-S HASIAAM HEE -3t AgE LEAI=
EZEA S AE o R -G ZE HTTP 2 HTTPS £ & A Z2A] 114

A gtk HTML, CSS, JavaScript, VBScript, ActiveX, Java 5 5 SE0]AE &
Yt} § U sl A k= HEF$-# = Microsoft Internet Explorer ] Y tf.

« URL Entry(URL ¢ &) - A}-82}7} & | o] 2] o] ] HTTP/HTTPS URLS ¢ 9 3}= 31-S 3] &3}
A FA UL 0] 7158 433 7§ A A= URL 8 &oll 9 45 8 sta Fao)

E)2: SSLVPNE AH-3to] s Ako] Zol o4 23 5 Qg o,

SSL VPNE] Ap-g-0] BLE ALo] Eole] Tl B okS B gstE 212 obdUTh SSL VPNS 94 Ab&-%}
PC B YA xH o)A 7| UIES] 2ol 9= ASA 7He] o] E W% HokS By AFEA17}
A == - HIES A0l A= W HTTPS § 2] A 2=of] A28k A -9-0o= 719 ASAIA
Y A 2] Sl Beto] A WA 5t

Sl Q1= 2 VPN A AN M ASAZH IS f4 ) ek A S g ) A e he] EEA] S BS
ok AREAL7ESSL A1 ) A of] ¢ 75_0}‘34 ASAC A Bt A4S A5kl A SSL ASH=
AFUUTL AL £ Dok AE AN D ASAS A Bor2 ASAE AR AT 5 G
Yt} SSLVPNe] @] T AL R 154 F AA S Aol Esle] BAE 58814 k]

o Ea ASACI A E A 8 5 9l CA 154 A FASHA Sguith webd AL A B4
7] 2ol SSL A9 4 A el A AN Bz Q154 S EA T 5 g5 o

AHEARE] QIE UL A2~ 5 Al @kt W URL Entry(URL 94 2)) & = A Disable(¥] 27 3h& A= ¢
Y ey SSLVPN/‘FQ“XV}EE}O]O*EEV\ VPN 12 A & g e = gl gy

* Unchanged(¥ 73 §l+) - (712 %)) o Al el A &5 = 15 43 9] gk Abgateld S8 U
* Enable/Disable(Z 3}/H] &4 8} - 7] 58 A sl AU v &4 sheteld 293U

* Auto-start(X}-5 A <) - HTTP 25 A| & &4 815131 DAP &l Z =7} o] & 8k 7] 52 A 4|
= A5 o &2 A st E st SE T

)

ol <

m1u
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Site-to-Site 2! F}o] A= VPN |
3T

A

7 5 Port Forwarding Lists(ZE A& 55) §1-& A Esto] AL} Al thsh T E A 555 4
Yt
FE AGL OF9 94 AEA7F 287 24 TCP/IP R EE T3 BAl8t= FelolAE/M 1 of =
g Aol el AM 2T 5= Y s SlFUTh ¢4 A}ﬁx}b ApA1e] 24 pColl A X g Fefo] A E of =
g Alo] & AFE-ate] Bl ol Ze] Al o] A& X sk 94 Aufol RbASHA A =% 5 9}«3‘4‘4
Ciscodl| A &= Wlndows B g A u] 2 @Yl 1 QF FTP(FTP over SSH), Perforce, Outlook Express 2 Lotus
Notes ol & 2] 7l o] = EﬂiE“ﬂV\‘%D}. UHE TCP 7] 5k off ] 7l o] A i Ab& & = QU AIRE o] 2] & of
= Al o] 2 Ciscooll A HI~EsHA] 2 k54 T

k

i XE A9 AN SSL/TLS W o A 25314 S5 th
9 X E XYl Zel Aol dM2) D O E 15AE X3t Sun Microsystems Java

Runtime Environment(JRE)7} 12 77 o] A X] & o] lofoF g},

* Port Forwarding(ZE ) -°] DAP &l Z =0l 4 &5 &= X E G H5
Yt} o] I =9] t}2 542 Port Forwarding(3EE A ©)S- Enable(Z4 3}) =& Auto-start(AH5
A ZhE A7 gk Aol vt 23 sk v o

Unchanged(?1 7 §l5) - A3 < 7014 54

¢
o
I
2
o

S
)
ek

mlo
2
N
=
Ax)
E
=
T
)

Enable/Disable(ZH7d 3}/1] 24

oL
é‘%
b
(m
=
i
o
g
o,
o
QL
N
I
=
e
oX,
oy
QL
)
)
il
an
e
v
Io

Auto-start(X]—l:'— AZy - L E AGS &A3)sla D
E dg N EHE A5 o2 A ZE T st H 28

Port Forwarding List((2E A 55) EF 0% 55 -DAP dlZ =0 F718 ojv] 44 H X E
e 555 AeEg

At A EE 299 B5e T s 2

Port Forwarding List((ZE A& 5-Z)(d o] & 1) -DAP g FZ=of i3t X E Y 555 F 4]

Ao,
cAdd(F7H) - EFTE HH A AYgl X E Add 558 2 2% 31+ Port Forwarding((ZE 71
) =50l F7eel W 293

3
Delete(2}A]) - MBSk ¥ E A E-5-5 Port Forwarding((ZE A ) 5o A 2hA| st A S8
Utk ASAGI A X E ¥9]7 555 ApAstel W WA DAP el oA 39 L E 299 555

) &) of Fu ).

JHU

7 6 Bookmarks(%251) %< A elske] 54 AL A M URL dl5 ] 2 74 FU o,

* Enable bookmarks(? 2] 24 oh - &4 shatef @ S ¥ gyt A= F Ashd Ade) v A
A3 7F e o] Aol FA S A Fr T

* Bookmark(# Z3]) =5 0h 55 - DAP dl 2] 718 o]n] A 249 & A3y
e A AL E F7F M L), R Y] B Ak Alsk e 28 Y Tk

* Bookmarks (unlabeled)(® 23] (2] ] & §12)) - DAP @l Z =) th3F URL 555 ¥ A gt}
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374 i

DAP o} 4] 2= 1 3k 3-o] 7 3]

i

4]

o

oo F7kstel

il

L Add>>(F71>>) - ERTHE B 2o 4 e § A3 E 0 2% 9l URL

2
Delete(2FAl) - 48 g 2 23] & URL 55 o ol 4] 24l stel W 22Tt ASACI A A 23] &
2L A &2l W WA DAP @ =0 A 3l ACLS AHA3) oF 3y th

A 7 Access Method() A 2= 2N E A Elste] 3] &5 94 A= FF &

(
2
g

* Unchanged(F 74 1) - &

+ AnyConnect Client(AnyConnect = }©] <1 E) - Cisco AnyConnect VPN & 2}0| A E & A}-8-3}
A4z

* Web-Portal(¥] ¥ 8)- =& o]AET 2~ VPNOZ AAF T}

* Both-default-Web-Portal(7] =%t 2} ] 29 = t}) - S 2}o| A E ] 2~ (7] £-¢h) =+ AnyConnect =
HolAEE Sa AAaF T

* Both-default-AnyConnect Client(7] %%t} AnyConnect Z2}0]| U E & t})- Feo|AdEg~
+ AnyConnect o] A E(7]EzhHE 3 A4}

@7 8 AnyConnect 512 21 813}o] Always-on VPN =& 19| el & A8 & = 5T

* Always-On VPN for AnyConnect client(AnyConnect = 2}°] ¢1 E-& Always-On VPN) - AnyConnect
2q 8] 22 3 2 9] 9] Always-On VPN &2l 72 A 7 o] ¥ 74 =] A1} ] 24 31 %] 9 =4] T AnyConnect
Zeutd AAE ARl oF sh=A] el Tk

o] ulj 7] ¥ 5=of| = Cisco AnyConnect VPN & &}©] 91 E of] t] § Secure Mobility Solution 2}] 4l 2 4]
& A3} Cisco Web Security Appliance & 2] 2~ 7} 2 @ g1t} 3} "Secure Mobility Solution"
7]6& A3} AnyConnect E 2] 27} H @ 3t} 2bA| gk U] -8--2 Cisco AnyConnect VPN 22}
Oo|AE A} Tho] EE FESHIA L

@719 AnyConnect Custom Attributes(AnyConnect A}-8 2} 2] 7 5-4J) §1S- A &l 5} o] Hof g o] H A}
AR EAE Bl o] Ao AAFUTH AL AG EAS Folg vy o] & o] A AATL

542 AnyConnect S 2}o| A EZ ¥ o] Deferred Upgrade(A| 4 H 1# o] =)o} 2
gt ol AR YT AR AL A

<7l e T g 5= 8 R W #tel sk WA 54
o rge A ] D}O °l el g %k—%ﬁ} o Ao & AFUT 7wl vsl A 5

nyConnect & 2] 2>l | g+ Cisco AnyConnect

e
T

AL-8-2}F X A 242 Configuration(7-%d) > Remote Access VPN( 2 2 4] 2= VPN) > Network (Client)
Access(H| E EI_(EF/}O] A E) N A 2)> Advanced(Z.35) > AnyConnect Custom Attributes(AnyConnect
AL-82} XA E-4) 2 AnyConnect Custom Attribute Names(AnyConnect A}-8-2} 2| & B4 o] F)ol A
AR dee ¢ AFUTE AR ol ALEA A A4S T4 AA A~ A F Xq A B A

AHgE U
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DAP2]

Site-to-Site ! F o] A= VPN |

4 2]

DAP FH e d24% RE X t 3 DAP AEZANE EAS T AT}

EZEAA

SSH Ej 1] d ol 4] ASA°l Z1-23}e] 5 EXEC =& Al A3t}
E 9 EXEC E.E| A= hostname# ASA == E 7} UebdyT)

Elu) g Aol A Al Ao e BE DAP 548 ¥ A8 =5 DAP U 15 g4 3} g o},

hostname# debug dap trace

endpoint.anyconnect.clientversion="0.16.0021";
endpoint.anyconnect.platform="apple-ios";
endpoint.anyconnect.platformversion="4.1";
endpoint.anyconnect.devicetype="iPhonel, 2";
endpoint.anyconnect.deviceuniqueid="dd13ce3547£f2falb2c3d4e5£f6g7h8i9j0£fa03£75";

ZE e A2" 2082 Rt ASA 2129 1

GERCIVVECEEEER PR
% ASDM T4 kol Sl A 27 A& FEFHAIA L.

3k ZLA $F W82 Cisco ASA Serzes A kA

ﬁg ﬂl
o

* DAPE ALg3to] U ES] T 2] A 9], 222 #|0] X
« DAPE A}-£-3}9] WebVPN ACL %8, 223 5 0] #|

» CSD HAAF A3 W DAPE 53l A 2] 28 224 o] %

DAPE AL-§3lo] W EY D 242 A

of o = T4 MMl BAS ALEA e A WEYA gAanE FYsts & 7HA o=
TSI WH S HoF YU Trusted VPN Access®hi DAP 4 A2 S 2lo] A EE] A VPN A A9}
AnyConnect VPN MM 25 3]-8-3 ) Untrusted VPN AccessEhi= A 22 S2}o] 1 E&] 2 VPN
Al 2=t 3-8 o

SR A|A
ASDMel| A Configuration(--%J) > Remote Access VPN(! 2 2 42~ VPN) > Clientless SSL VPN

Access(Z2Fo] 91 E €] 2 SSL VPN 9 4] 22) > Dynamic Access Policies(5 %] 9} 4] = A ) > Add/Edit
Dynamic Access Policy(‘s 4 A2~ 4 2 =71/4-4) > Endpoint(N =X E)Z o] 53t}
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DAPZ A1-g-51<] WebvPN ACL 4 & I}

2 g Ao ) vhe 542 PTG

EA Trusted_VPN_Access Untrusted_VPN_Access
Endpoint Attribute Type Policy(3 =3 | A 5] A RN
QNE 54 73 4 )

Endpoint Attribute Process(3l = 3 9] E | ieexplore.exe —

5 A2

Advanced Endpoint Assessment AntiVirus= McAfee Attribute

CSD Location(CSD 9] %]) A 2] = ety
LDAP memberOf(LDAP A< “15) | Engineering, Managers ol 3 A
ACL 32 ACL
M A A AnyConnect 2 ] ¥ ¢ A xy

DAPE 4}-8-3}o] WebVPN ACL %] -&-

DAP+= U E 9] 3 ACL(IPsec ¥ AnyConnect-§-), 2 }°] 91 E 2] 2 SSL VPN ¢ & 2] ACL, URL 5%, g+
_/,:E_ oﬂ/pﬂ/\ x%;ﬂ E/H_/] O].ﬂ 7161—0 A ZJQ_EL_,_ 9\)\31/]1;]_ 1311,]_ HHLﬂ L= A~z E{Lﬁ =2
= 92 AR AL FEO A ALEk 2= 911Utk DAPO A XA A Lahs =40 5t

%ﬂxﬂ 77 Add/Edit Dynamic Access Policy('5 %] A2~ A F71/4=7) 2] Access Policy

Attributes( A 2= A 2 540) ol A Alg o}

Active Directory/LDAP= AFEZ} 17 A &) W 4] & AF-8-AF @59l "memberOf" 54 0.2 A %3
T} AD 15 (memberOf) = Engineering®l] & 3 AF-&%}9] 7 -9- ASAO A T4 9 4 &2 ACLS 483}
== DAPE Ao Ytk

EZEAA

ASDMO A Add AAA attributes(AAA 73 F71) S 2 o] 5 & tH(Configuration(7-%]) > Remote
Access VPN(2 Z 2 4|2~ VPN) > Clientless SSL VPN Access(Z 2}0] 91 E 2] 2= SSL VPN ] Al ) >
Dynamic Access Policies(5 2 2442~ %4 ) > Add/Edit Dynamic Access Policy('5 %] A2~ A3 3=

7H4=7) > AAA Attributes(AAA 573) A4 > Add AAA Attribute(AAA 574 F71).
AAA Attribute type(AAA 54 F8)o A =5t 553 AFE3519] LDAPE A 8 gt
Attribute ID(5-4 ID) D=0l A A 83] of 7]of] A thZE memberOfE & Ut} th/AFAES

el oF gt
Value(#h) 2= A EFTHE 555 AFE-sko] 5(=)a A Estal Q13 E = EngineeringS ¢ &9t
Sh=d
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B ocsoa 29 2oaes sa ga A g

A5 o] &2] Access Policy Attributes( 2} Al 2~ 7 2 E-4d) & & o]l 4] Web-Type ACL Filters($] & 2] ACL Z H)

9e 2P

il

A 6 Web-Type ACL() 84] ACL) =5 U2 &55 AF8-3}9] AD 145 (memberOf) = Engineering 2] AF-& A}

of Al 2-&3 ACLS A eigt ),

CSD A A} 2 8 Yl DAPE E3f 44 2§

o] of o] A = AF-&- A7) 5 7 2] 57 AD/LDAP “13(Engineering % Employees)2} 3}1+2] 574 ASA H
d 15l £3l A=A AAeHE DAPE YU TE 19 vl AFE Aol Al ACLS A &3 T
DAPo| A 2 -&3}= ACLL 2] A 2~o) 3+ A A =5 Ao gt} o] 2 3 ACL-S ASA°] A =& ACLS
Aol 25 A4S A4 o w3 ASAC A = DAPO A A 2] 3} AL Ao &1 4] = ACL(ell: =22
2 B9y 23wy 2 DNS)ol| thall Auk AAA 25 A A4 1 F 2 A48 483

EZEAA

ASDMOI 4] Add AAA attributes(AAA &7 F71) S 2 o] 53 Yt (Configuration(7-7d) > Remote
Access VPN(1 4 A2~ VPN) > Clientless SSL VPN Access(Z 2}¢] 91 E&] 2 SSL VPN A ~) >
Dynamic Access Policies(5- 2 2442~ %4 #) > Add/Edit Dynamic Access Policy('5- %] A2~ A3 3=
7h424) > AAA Attributes(AAA %40) 214 > Add AAA Attribute(AAA %73 371)).

AAA Attribute type(AAA 54 )0l A =5t B25 AL8351o] LDAPE A& g th

Attribute ID(5-4 ID) =0 A 4 83] of 7] o] A E Z memberOfE ¢ & gk d/AEAE +
el oF gt

Value(#h) 2= A EFTHE 555 AFE-5ko] 25(=)S A Estal Q13 E = EngineeringS ¢ &%t
Yt

Attribute ID(57 ID) H =0 4 &3] of 7] o] A E = memberOfs Y H Ut tl/AEAS
Tl oF T

Value(#h) B EOA A EFthE 558 AF8-5to] Z5(=)S A8t 15 Z =of EmployeesE U &H S
ye.

AAA B4 Y A9, =T &
Tunnel group(E 8 1+5) A& A4
o 5504 -t HE 1532 AA)S

(<3

CiscoE A &3}

A

L
N

b R | R4
Access Policy Attributes() Al 2~ 4 2 5-4J) < & 2] Network ACL Filters(W| E % = ACL Z E]) 5]l A]
o]z Ao A o]t DAP 2115 F538t= AR&AM Al 488 ACL< A e 3ttt
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oMY ZE A= A7 o] 7%
el ZEAE Fa ol W AHL A
& 2w,

ol EEA] e thE ) 2y Th

= 2~ SSL VPN A&z} 2 g-&ak o), A} &2} 7} o]
watd ojvd Felo] A EC A SSL L2 EF S ALE38le] HY

—

POP3S

POP3S= Z8}0] A E ] 2 SSL VPN A 2| 3l oWl d ZEA] & sfubd i th, 7] 4 © & Security
Appliancei= ¥ E 9955 =41 t) 7|8}, LE 995 L= A H X Eof st g1 do] A5 o2 38
Uh POP3 5 A= o] L E O] SSL AR 589tk SSL B 2 o] 44 ¥ POP3 L& EF o] Al %}
A - 91Fo] WA th POP3SE o] H| Y G4l o] AbR- U T,

IMAP4S

IMAP4S = 2 2}o] 91 E 2] 22 SSL VPN A A 9 3= o] Wl = A] F 3}bd Ut 7] 24 © & Security
Appliance’= ¥ E 9935 =41 7] 8}, X E 993 1= LA ¥ L E o U3 A A o] 25 o =2 5]-&H ]
th IMAP4 325 A= o] ZE ] SSL A A 5183 o} SSL B d o] A4 =W IMAP4 2 E Fo] A
ZhE oFS- ¢l5 o] BN Th IMAPASE o] W S=Alof] A& U o),

SMTPS
SMTPS= F2Fo] 91 E2] 22 SSL VPN A A al= o] WY = A] 5 3l iy th, 7] 24 © 2 Security
Appliance™= ¥ E 9883 =4l t) 7|3}, L E 988 T-= FA H X E || 3k A o] A5 o7 585
UF SMTPS Z 5 A= o] L E ] SSL AR )-8t SSL B E o] A4 = SMTPS L2 E o] A
Zhe thg- ¢l Fo] BT T SMTPSE o] vl Y Ao Ab&g Ut}

e ol Hl A EZFA] A, 226 ¥ 0] 4]

« AAA AW 18 A A 226 F 0] %

o] ZEA] ] QB H| o] 2 AR, 228 | o] 4]

c ol ZE Ao vk Q1S 74, 229 H o] A

« A AH 21,230 o] A

« T 7S T3, 231 H oA
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Site-to-Site 2! F}o] A= VPN |
- IBECEERER

C 27 A5} A7 97 R o] EEA G Fa o Aol oA 25e] W AL o] o] vl
Q) stz relel] 270 oA 20k A7 a2 2 2ol g Mo o W2 of 7H =7 glofof ]
o,

e ojm|d Z=A] Aol = AR AL Q1S o] B gyt

AAA M H 15 A
S ZAIA

@Al 1 Configuration(7-%) > Features(”]5) > VPN > E-mail Proxy(®| ¥ & X 5A])> AAAZ °]&TY
=
@Al 2 A gk §1(POP3S , IMAP4S B+= SMTPS)S A B3] AAA A 7155 A4Sk o] 2]k Al Aol o
SRR R L
* AAA server groups(AAA AW Z155) - AAA Server Groups(AAA A1 ¥ “135) 9| € (Configuration(7-
#J) > Features(”7] ") > Properties(5: 4 ) > AAA Setup(AAA 2 4) > AAA Server Groups(AAA A1
IF)E ol FatEd FYFUTh o 7|0l A AAA AW 1FS F7FeAY A = G5 U T

group policies(=L5 A ) - Group Policy(—L% 7 ) 3 ¥ (Configuration(743) > Features(”] &) >
VPN > General(¥ ¥+ > Group Policy(“L+ 7 )= o] 3l St} of 7] A 15 A4 4
= F7e AU A8 E F ASF U

Authentication Server Group(%1 % AW T13F) - AF-&AF QI Fll AR 15 A 155 A9
U 7123k 1S AW E T SHA e AdU Tt AAAE QIS o ® AT A5
(Configuration(7-J) > Features AAA(7]°5 AAA) > VPN > E-Mail Proxy(©] ™| & Z 5 A|
Authentication(¢15) ¥ 'd) AAA A& T4 3FaL of 7] of| Al A e sfjof gttt 18 A] g o <l
ol &7 Aok

Authorization Server Group(¥ ¢t -0 A¥ 155) - A}
Ayt 723k Ag Fo AW E F5HA &= 3 Y
Accounting Server Group(® 7} E #&] A ¥ 15F) - AF-8-A}
e AW 25S AT 71242 o 7H E e AW E s e A Yy
Default Group Policy(7] 3 1% 2 &) - AAA°| 4] CLASSID E4 S w+3t6} 4] &S wj) AF&-2}ol Al
A8 215 BAS Augyh Aol G Af 4~157Fo] oF gt} 5
252 7§~ CLASSID7} §101 ASACA Al S A e 4= glsytt.

oo
2L
0,
o|\
K-
>
op
]
i
ok
-z
£
2
=
.
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IVYREEEEEN

* Authorization Settings( ¢ -] A7) - ASA A @3t F-o] & 9]3] <1245l AFEA} o] &
AU} o] g2 tAd 15 2 Q153 LDAP =+ RADIUS A3 H-o| & H Q 2 3=
AF8hol 7] 28,

* Use the entire DN as the username(% 3] DN& AF-&A} 0] & 0 & Al&) - 31F o] &2 A3k Hof
o AHste e A e g,

* Specify individual DN fields as the username(7ll' DN =& A}-8-2} o] 5o 2 A A) - A}-&-2}
2% olo] AT 5 DN UEE A4 sk He gk

TR DN ZE(7] 2 2 Bx)E A8 = d5U d & 50 EAS 93 45 AR
= AR 9] oW A F40f whE) 153 T o] -9 CN(Common Name)©] John Doe®] I 9]
WY =427} johndoe@cisco.com] A}F-8-A}= John Doe &= johndoe = €158 4= §l<5 L T},
o] AF-8-A} johndoe@cisco.com . 2 Q153 oF gLt} EAS} O& A Bl 3t 7 9- John Doet™
johndoe@cisco.com¥} Cisco Systems, Inc 2 {153l oF 3H T}

Primary DN Field(7] ¥ DN 2 =) - A3 -] 5 93] A& 7] 2 DN D == A et} 7]
S CNY U T 37 22 54 o] Alg-g Ut

DN Z = A 9]

Country(=7H) (C) 242 ® 7L ol ). ol @ mE
I1SO 3166 =77} ¢fo] & whF Lt}

Common Name(3 & ©]%&) (CN) Absh, A28 B 7TEF A A 9] o] E U Y T
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2 A= o] F3 YT
2 T3 =8 AR Y L

* Name or IP Address(©] & =5 IP 24) - 7] o] f| . ZA] W Q] DNS o] & == IP 745 ¢

E =
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Eo| 3 A o] Ao 7 3 &gt} oY T E A= o] LE O] SSL A 4w & &3t} SSL
Hyo] A4 o] U ZEA 7} A 2HE U Q1 Fo] WA gt

7] 32 T 25U o
* 995(POP3S-&)

* 993(IMAP4S-&)

* 988(SMTPS &)

. ASDM 2 7§ A 3: Cisco ASA Series VPN ASDM -4 7}o] =, 7.10



| Ssite-to-Site 2 Ze}o] 1= VPN
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