afran]n
CISCO.

BRIBENZEEPIZE (ASAV) IR E 508, 9.10
BHx k% HER: 2018 4E 10 H 25 H
ERIEM AR 201941 A 22 H

Americas Headquarters
Cisco Systems, Inc.
170 West Tasman Drive
San Jose, CA 95134-1706
USA
http://www.cisco.com
Tel: 408 526-4000
800 553-NETS (6387)
Fax: 408 527-0883



AT A S b S A RS, AR SATIE R AT T A F BAE SISER TS, AFRA TG AR OME AT IR s R A fR o T A 20 AR A 1

LY A
AL B i PRV DR A BRAE DRAE B h— RO B b3, HMBAS SO — 820 W RETEIEIR BV T sl BRAE LR, 75 5 B RMURIE AR LUK B A .
SRR TCP Sk 48 2 M R =2 A( e A 7388 (UCB) JFAIK — MEIFIISR, 72 UCB I UNIX $#4E RGN IIRA K — 52y (REFTABR. © 1981, MRz

.

TERAT AR AAEMTIALRILE, XL R FTH SCRSCIF A3 “ e 420t JFrTRetarokia. SBRMI_ETFTEE AT BRI IR 2 D Wl s sk e, 0 fif (3
BT @& R & H A TCRALARAIE, s PR 302 sl A Y AR R AR BT 5 | A ) AT

FEAEFTIFOUT, X TAEMTIRME . Rk, R RS A MR, BA% (EANIRT) RS AT BRICTE S AS T 0 S BT T R 40 R B 53 R BAiaR, SBRERIL S R BEAS
157, BIAERERE R AN 7 ARSI BUA (K T GEVE A1 5h

ARSCRS AL BT TLIG R B (P Ml B 5 I S b M LA AR A0 e AR SCR P I AL AR By A& Rty P23 P I AHAD BEUBAL BB 2 T eI
P BIAEAT ECSE TP Huhik sl iR SRR 15 45, IR A

ARG TR AT T BN AR S 16 B B AR A2 R A . A RGBT hRAS, 52 ) B R 2R IUA
SORME AR 200 AN pdi4b . BRHMEE www.cisco.com/go/offices 41 HY T 4% 70 2 Ak [ kb AT LA 56

SURERL S RHEhR A JRERN/ B B a8 24 i 7 56 [ R0 A [ SR A X (R AR B W R A . SR A JMRFRTAR S, 15V Ik URL: www.cisco.com go trademarks. SCH i S (115 =7
B A AR T A # I BRI — IR B WA WRPRUE A A A 7] Z AR A KGR (1721R)

©2018 Cisco Systems, Inc. {4 & I3 AUF


www.cisco.com/go/trademarks

ik

i

B %

BRL ASAv B 1
RERBUR IR SR 1
AENUFRPR ] 1

ASAv (FTHAS) HEMIFIRRS] 1
ASAvS5 HENIFIFR ] 2
ASAV10 HENIMIBR ] 3
ASAV50 HENJHIFRE] 3
ASAv [fJ¥FR] 3
ASAv # IR NIC 6
ASAv #4116
SCRE VNIC 6
ASAv Fil SR-IOV #: 1AL 7
SR-IOV 4 LIAEN IR ] 8

f£F VMware Z82Z ASAv 11
ASAv [f] VMware JJRELFF 1
ASAv Fil VMware [fJ5GIRZAT 12
ASAv Fil VMware #E0U] 13
it 4 ASAv B AFIFAIEE Day 0 FlE M 15
i ] VMware vSphere Web % /' 5ifi 25 ASAv 18
Vi) vSphere Web %% )™ it Jf- 22 e 25 1 S AR AR F - 18
i VMware vSphere Web % /7 i 58 ASAv 19
{# /] VMware vSphere J1137.% /7 % Ml Day 0 At B K ## ASAv 23
f# /] OVF LA FI Day 0 it &K% ASAv 23

BRI BERREERIEE (ASAY) REEzER, 910 ]



B ==

Vi) ASAv ¥l 24
i | VMware vSphere #5525
Pl M4 R AT S T 26
T4 vCPU B HEVEATIE - 26
SR-10V #Z FIA. 27
AENRIBR 4 28
W 7 ESXi #41 BIOS 28
FEFEHAHFLE RS L ] SR-IOV 29
1% vSphere A2 #etl 30
THRE RN ML R
¥ SR-IOV NIC 44T ASAv 32
Pem ESXi BUE MERE 32

"
w
it

£ KVM #& ASAv 35
KTAEH KVM 1] ASAv i 35
ASAv Fl KVM [H5eik4AF 36
ASAv FI KVM #EN] 37
4% Day 0 FOESCIF 37
HE LA XML SCfF 39
%)) ASAv 40
PGP R ¢
HENFIRR ] 41
PRI 0 a2
SR-I0V #Z HAE 43
SR-IOV % LA 2K 43
&2 KVM LML BIOS Rl EHLIEME R4
# PCI W%/ liC4s ASAv 45
Perm KVM AL E PERE a7
JAH CPU [l & Yige 47

"
=
it

£ AWS = LE#RE ASAv 49

B EREEmR2EREE (ASA) RERIERE, 9.10

43



i

ok

ez W

KT AWS = LI ASAv #1249
ASAv Fll AWS [1)5E 141 50

ASAv NI AWS [1J45- JsU URTRR ) 50
i BRI SSH S50 IE 51

AWS 1) ASAv M £ 3h#hnfi 52
1 AWS L #i% ASAv 53

1£ Microsoft Azure = FE8ZE ASAv 57

KF Microsoft Azure = 1[¥) ASAv 8 87

ASAv Fl Azure FISGHRIAT IR GEZEK 58

AEN MR 59

L1 ] G 2 A BEUE 60

Azure FH 61

READ 2% b REAUMLIN % RIS 61

[PHiYE 62

DNS 62

F Microsoft Azure |- ASAv 62
7t Azure P PRI HIZE ASAv 63
7E Azure Z4x 0 ASAv - 64
M Azure FPREELAS S ASAV ISR mn FYE 66
{8 1] VHD B8R Azure #2E ASAv 67

B3 - Azure BHERACRG] 70
R SCAT A 50
OB T
RO 11
AEZHC 19

~

0

£ F Hyper-V #& ASAv 81
KA H Hyper-V [f] ASAv #3581
ASAv Fl Hyper-V [f1§5 75U AT P 6] 82
ASAv Fll Hyper-V HJ4c k41 83

BRI BERREERIEE (ASAY) REEzER, 910 ]



B ==

4% Day 0 FOE ST 84
f#H] Hyper-V & #2318 1t Day 0 fit & S5 ASAv 85
i/ #5241 77F Hyper-V %% ASAv 86
] Hyper-V & B35 7E Hyper-V %% ASAv 87
M Hyper-V & BEZRUN NN 4G B 7 94
B M4 E N R PR 96
MAC Hihl- % 97
fiiH] Hyper-V & FLESHLE MAC il 97
A 1T HCE MAC Hitik ik 97
BiE SSH 98

iy

1= FLE ASAv 99
i3] ASDM 99
f#H] ASDM $UATHILARCE 100
BAT)A BN T 100
(A6 AVFVI ) ASAv JE I A LRSS %% 101
(AT3E) 1847 VPN [115 101
(HJi%) 7t ASDM HizfTHAkn T 101

FREE 101

B EREEmR2EREE (ASA) RERIERE, 9.10



FEH t5 9%

A

1og

AgiquAsm“’ﬁﬁj\

JORF AN 24 L B4 (ASAV) 1] A RE LA IR PE A 52 38 () 5 KBS ThRE, A IMAf PR A O e £
P B 122 4% o
AT LU ] ASDM B CLI S A5 ASAv. HoAth 8 B G 105t v GE ] .

£ IR AR Y e v S A R W)

o VENABRAE) , 551 7

* ASAv IR, 23 T

* ASAv ¥ ITABERLINIC , 2 6 T

* ASAv Il SR-IOV i , 26 7 7T

TR ¥5

A RMEMHUESERE S IE R, HS ISR ASA He .

R U 0 BR )

ASAv B K5 D55 JBARE ASA SEAEB K EsAEHARAL,  (RA7AE LU HE AT BRI

ASAv (FREZEIS) AEMFOBRH

TESARIEN
PR SR AN SRS

18 BB 135 SEE S AT A
X DR B, S OR S B HAT A R S5 (VR RTE s B, P BRI ASAV30,

BRI BERREERIEE (ASAY) REEzER, 910 ]


http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html

BRASAV RN |
B Asavs snimms

|

EEER (T ASAV QIR BT IEERTI, 7 SR RGO DR B ASAv. WK S A [T
B OVRIMEIE A ASAY, EIREARR, ASAvFHIG ETAES SR, MBI it 22 5
I,

A #5H) ASA ThAE
ASAV ASZFFLAT ASA TigE:
o SR
© DI A
o 2/ FH b L 4
* EtherChannel

» L= AnyConnect /5 2 VF 1] IE

ASAVS s Il F0 BR

T RE A
* SCRPEERD 8000 AMiEH: . Hi% 25 4 VLAN. 50,000 AMIFAT215H1 50 4~ VPN 2xiffic
* )\ 9.5(1.200) JF4fi, AVAVS [N AFZRIEICN 1GB. fHIE, REASHRRE ASAVS [T A ¢

M 2GB %2 % 1GB. Z L1 GB WAFIEAT, W2l FRRAS 9.5(1.200) BY 5 = AN B 3T 74 25 ASAVS
VM. [FlRE, R 2aR g EME T 9.5(1.200) A, WLAZUE NAER A 2 GB.

s TEHALIELL T, ASAVS M RESIE B N AFFEIS . 70 PE U5 S 1 S 28 3 Y ] B2 th B R e,
B4 )i F AnyConnect 8¢ N HCSCPFRS o PAFAE R PPEEIR BLHE H A OC FLUR T3 (41 & 9 B 8l
KWAATHZE ) EYON R G H & fEIXEEA T, &nT LUk ASAvS #2154 1.5 GB AT
1) VM H . ZE 1GB Sk 1.5 GB, 155 VM IR, [BXNAE, AR5 EH 1% VM.

« 7EI5%] 100 Mbps (FBIHZ 5 ARA, ASAVS ¥ IFUA T FE Mt (A — e s, LAMELK )
LLEA 550 100 Mbps) o« ASAVS 3 fH TR PYE 7 F e b FLFe ek N JEL P P
B ASAVS, T B AR 2 1 Y 77

PR

o FWIAZ L HE

* NS FF Amazon Web JIli%5 (AWS).

B EREEmR2EREE (ASA) RERIERE, 9.10



| =# AsAvES
asaviogmniRsl [

ASAv10 1| F0 FR Fl

T4 REE N

FERCE T 9 NEHE £ 1000 42 /) ASAVIO0 I, EWiFiE nl G4 FECR A EH N . 055 H B
TR, itk RO IR A 8 AN EE D BRI D) BCR B T O B A HL A S AR IE T TAERT R BN
17, LT 8/,

ASAV50 /£ 7| 0 PR 1

4 e M
* S HF 10Gbps (IR
* {34 ESXi fl KVM.

o AUGEL CPU [ 2 KL s A HeR, iES0 “Him ESXiE & rERE” , 55 29 TUR “4%
fm KVM BCETERE” » 56 42 1L,

« YFFAB) ASP fid Y, S “ASAv A M, 5 79 T,
o HAEG) SR-TOV £ 1 ) ixgbe-vf Al i40e-vf vNIC 32 #F; i3 % ASAv Hil SR-IOV 43 LI .

o ZEVRAH ] €1000 1 i40e-vf 2 11 ASAVS0 b, BT n] G2 580 i40e-vf 2 R FF A .
BT EMTRE, S LIRS e1000 F1 i40e-vE IX SRR 14 125480,

BR %
© NLFFEIRL
* A3 Amazon Web IR %5 (AWS). Microsoft Azure £l Hyper-V.
o BEIRAASCEF ixgbe NIC.

‘
ASAv BY1FA]
% ASAV IR, HADIRES . TR @RS Ve s S, 1ESR LT R
o X 1: ASAv B HEVF ] IEFZAL - 275 ASAv & BV rl UEFEAUFH VC e 1 &30 5 77 &= .
~

R ASAV (BB R PFVITT. 738 B RV AT A BEIE HIEAT . %
SEVPATEL AT, FErt B 100 Kbps, DU T BURAT Y15 KEBEII R

o £ 2: ASAV FTDIRE - Bon S ASAv BIEAHZA 1 ASAV IREFIHE S .
o ¢ 3: ASAV S B HHFIHNYG - B ASAv TS FUAH SR . RSk DL R B4

| BRABENRLEMRE (ASAv) RIEF IR, 910 .n



B asavwira

B REVT AESR Y

2R ASAY B |

ASAv 1 F R REAE T . BRI B, 1S MIEH T ASAv Fl ASA % GEAR AT o

\}

pE

BIAEHEIA. T SR B R VF P A REIE AT

TELIRAE ASA 2B REVFATIE . (E LBV RTIEZ AT, ARy 100 kbps,  PAMEZTT LLHAT

%= 1: ASAv & BEVF T IEIR R

Y ATEIR IR vCPU/RAM HFiE it R ER PR 1) 88
SIS WA (B | ITEFE 100Kbps p3
AE)
ASAvVS5 (100M) 1vCPU/1 GB £ 1.5 GB | 100Mbps 5
ASAv10 (1 GB) 1vCPU/2 GB 1Gbps A
ASAvV30 (2 GB) 4vCPU/8 GB 2Gbps 32
ASAv50 (10 GB) 8vCPU/16 GB 10Gbps A
WFRRTES
% 2 ASAVIFTTIR TS
RE RIBEEIRNELE BIEFHE
EM YR = BRI WA IR AL A b T I RS
(vCPU. RAM GB #0) ASAv5 (1vCPU. 1G) .
ASAv10 (1vCPU. 2G) .
ASAvV30 (4vCPU. 8G) .
ASAv50 (8vCPU. 16G)
ToERE. B E
TR < BEBLFR I APATAEAT AR, HERSGSIE
N KT ASAY L LAVF AT A
PABCAS 2 S
AT R
ANE IR YR > BERPR ASAv R R %8 2 5 IR PERE
Al s RS FrgsEaR A,
i‘i}‘ﬁiﬁ]@a afFlajKL‘TFJ_ﬁ%IJDJ:H/];:. l—l/%n_;
ASAv10. ASAv30 fll ASAv50 7
el E LA S S EEr
EEIB

B SR EERREENRE (ASAY) RiEEHIER, 910



http://www.cisco.com/c/en/us/td/docs/security/asa/asa94/config-guides/cli/general/asa-94-general-config/intro-license-smart.html

| 2% AsAv A

B SR BAFME

& 3 ASAv BL SR B FIHSE

asav s [

A

WAEE K

ASAv5

BREVF IR
T2 LA B -
* 100 Mbps 7t &

\\

1 4> vCPU

1 GBRAM ("% 1.5 GB)

50,000 M IFAT By K B4

* ANFF AWS

* {E Azure WS ERFRUE D3 FkRUE D3 v2 524

ASAvIO0

B RV TR
H 2 LA A
* 1 Gbps & &

\\

* 14~ vCPU

* 2 GBRAM

* 100,000 NI4T Bs K A%

* 7 c3.large. c4.large Al m4.large S0P 3 FF AWS
* {E Azure H S FEbRE D3 FIERAE D3 v2 524

ASAv30

B REVF R IE
1HZ [ LR e
* 2 Gbps Hih &

W

* 44> vCPU

* 8 GBRAM

* 500,000 N IFAT B K I idE 4%

* 7£ c3.xlarge. c4.xlarge Fll m4.xlarge 56 52 FF AWS
* {E Azure W SCFFERAE D3 FIFRHE D3_v2 541

BRI BERREERIEE (ASAY) REEzER, 910 ]



2R ASAY B |
B asavnmsEsNe

= PFRIEE K
ASAvV50 BV TR
THZ [ LR e

* 10 Gbps it &

* 84N VCPU (ZREEA CPU it 42/ 8 AMFEAZ Ly AREESZ A CPU fifl
Vi)

* 16 GB RAM
* 2,000,000 4 FAT B Kk BBz

* ANSCFE AWS. Microsoft Azure 5¢ Hyper-V

ASAv 3Z O F0E$L NIC

fEN BT & BRIV, ASAv K EZWE S M 48 1. B~ ASAv $2 LTS 21 —AN 2 4
NIC (WNIC).

* ASAv # 11

* SZEER) VNIC

ASAv =1
ASAV AL LLF T LA L

* Management 0/0
XtF AWS Fl Azure, Management 0/0 1] LB ALHIL I “ A7 #1,

* GigabitEthernet 0/0 £ 0/8. 1HVER, WK ASAv ¥ # Jy ks I et (1) B2, I GigabitEthernet
0/8 ¢ FH T+ e s b 0 2

* ASAV50 | [¥) TenGigabitEthernet 0/0 £ 0/8. i1, WIALHE ASAVS0 #15E hy Mk D)4 1) i
b4, N TenGigabitEthernet 0/8 #5 [T T b 7] i i

* Hyper-V £ 3 FF/\ "0, Management 0/0 F1 GigabitEthernet 0/0 &= 0/6. &1 LUK
GigabitEthernet 0/6 H 1 b ) B %

X #5869 vNIC

ASAv HFLUF vNIC:

B EREEmR2EREE (ASA) RERIERE, 9.10



| =# AsAvES

R 4 ZHR wNIC

asav 71 sr-ov 038R ]

FE R BE4 A8 7 S5

vNIC 23! VMware KVM ASAv kA& #ix
€100 it S 9.2(1) RHFIHL | VMware BRik{i
ZS
virtio A FE BE 9.3(2.200) M H i | KVM BRA
A
ixgbe-vf X FF HF 9.8(1) MW FihR | AWS BRIME; XF SR-IOV (1) ESXi
ZN FIKVM 3 FF
vmxnet3 Y AN 9.9(2) M ER | WHRAEH vmxnet3, NI FF EAE
A Large Receive Offload (LRO), LA
TCP PEREAEE. HZFILL T A
VMware S £F 1)
http://kb.vmware.com/selfservice/microsites/
search.do?cm
d=displayKCé&externalld=1027511
http://kb.vmware.com/selfservice/microsites/
search.do?cm
d=displayKC&externalld=2055140
i40e-vf AL FF 9.10(1) M B i | X SR-IOV ) KVM 37 #F
ZS

ASAv F0 SR-10V = [ 1EEC

H—HR VO ERML (SR-I0V) ARVFISAT &M FHAE R A2 A VM JLZZ EHUIRS 2% A 154> PCle
ML IE LA . SR-IOV FUVF VM 1E M 2538 Pl T Zeid SR L #2 F5 7 1 e Nl th Al AN mi$2
o W 2 i N PR AR 45 2% CPU 748 . BT iR) x86 IR 5% s Ak BH 28 A0 45 15 1 4 s T RE - (49 a1 Intel
VT-d HiAR) , eATa{iEdk SR-IOV I i B4 W A7 AL S LA A

SR-TOV Jyu e XL T P &2

« WIELThEE (PF) - 2 L@ T4 NIC, PF @524 PCle ¥ 7%, {Ufh SR-IOV Hhfig. PF % IE%
PCle % & 17 AT R B HANECE . Al RA PR nA—4LERIThAE (VF) S48 AT

Ho

« JERITHAE (VF) - 2L F8h75 vNIC, VF 258 3ol 8 R B 40 PCle W 4%, /D40 Z i Hdin i 5
WY. VF FHAE T HE, el PF UM TRICRAE B, WL —6& VM 4 — A ek A

VF.

SR-10V 4 EAAE I AL (PCT SIG) 5& XAI4EY, 14Tl 27 50 7 K A FE PCI brvfE. %
SR-IOV [ITEA(E KL, 1S (PCI-SIG SR-IOV AJ]: SR-IOV £ AfiN) .

BRBENREERIEE (ASAY) iEEzER, 910


http://kb.vmware.com/selfservice/microsites/search.do?cm%20d=displayKC&externalId=1027511%20http://kb.vmware.com/selfservice/microsites/search.do?cm%20d=displayKC&externalId=2055140
http://kb.vmware.com/selfservice/microsites/search.do?cm%20d=displayKC&externalId=1027511%20http://kb.vmware.com/selfservice/microsites/search.do?cm%20d=displayKC&externalId=2055140
http://kb.vmware.com/selfservice/microsites/search.do?cm%20d=displayKC&externalId=2055140
http://kb.vmware.com/selfservice/microsites/search.do?cm%20d=displayKC&externalId=2055140
https://pcisig.com/
http://www.intel.com/content/www/us/en/pci-express/pci-sig-sr-iov-primer-sr-iov-technology-paper.html

BRASAV RN |
B sriovimensRs

LHE ASAv _LIRIC SR-IOV #£1H1,  # EIE 2 R4 RS0 . BEAFAT CPU. @ RC 432K S Ml 4
BEE ST IR AT — 2L

SR-10V 32 [ /6 T FA PR I
MRYEHBRE 25Kk, F T ASAv #E IF RAAREAF rT B AN A . & 10 ASAV R REVF ITUEFZAL ,
4 TURR T 5 ASAv V-5 I VF ] SEBSUH TGS I & Ut 05 77 %€ . MEAh, SR-IOV AU AEIL 7
TR M R G VU
EHIRIER G E DI SIS F 55
SR-IOV S F¥F1 VF IR F2 /7l H 1
* Linux 2.6.30 P 4% 85w il A
LUN ML AR H AT SCHFAF SR-IOV 42 1) ASAv:
* VMware vSphere/ESXi
* QEMU/KVM

* AWS

BT axH

A4 SR-IOV 45 I FHEAFAEN o VIR S8 SR HE N T AN 5K, (HAE R ANAT 3 S5 vt U i1
A RS T ETh g L REANE: .

T — G F SR-IOV HL 4 7 % 4F SR-IOV 1) PCle i it 2% IS 2% . B0 T At LA R g
Iiﬁ;:

o AS[RMELRY ] A1 £ 1) SR-IOV NIC Thfiefg FiANE, GG nl ) VF %,
* JEEFTH PCle #HFE AR SZRF SR-IOV,
* % FF SR-IOV ) PCle 4l n] G HA A H I Th it

N

AR AR HEE R RSO, DL T RGN SR-IOV SRR L .

o XM AMH VT-d FIS F4l . FEHCR CPU, aJPIA “ SRR IIRER) IOMMU SRR B
A LS B, VT-d /& SR-IOV &S 3511 BIOS %5 .

o XJF VMware, 7] LA R AT LS H SR-IOV 3.
o ST KVM, 0 LABGIE CPU e, s, *F T KVM LR ASAv, A2 H: x86 filiff.

B EREEmR2EREE (ASA) RERIERE, 9.10


https://en.wikipedia.org/wiki/List_of_IOMMU-supporting_hardware
http://www.vmware.com/resources/compatibility/search.php
http://www.linux-kvm.org/page/Processor_support

| =# AsAvES
e |

N

AR A IEE UCS C RAINIAIRS 25T ASA 4T Tk, 1R, A
Bl UCS-B k5545 AN S HF ixgbe-vf vNIC,

SR-10V 3 #5AY NIC
* Intel DLW ARZS 251G AL 2% X520 - DA2
* Intel DAK M AR 25 251G AL 2% X540

CPU
* X86_64 Z1% CPU
Intel YO A (HERE)
N

B IRAIAE Intel () Broadwell CPU (E5-2699-v4) _E LA 2.3Ghz S5} ASAv it
17T IR

Bl
* B4 CPU #lifl 22/ 8 MYERZ O

© 8 ML AL TN

N

R #IUAE ASAVS0 LE L CPU A 52 ThRE RSBt i A E B HH0R s TE S 4
i BSXi A& IPERE , 50 32 U = KVM & OTERE . 58 47 1.

BIOS & &
SR-10V 75 % BIOS LA S A _Ia AT HE RG] sl BN LI RE 7 7 T S FE . K2 248 BIOS
LA B

* LA H SR-IOV

« CAM VTx CRIMEEA)
* CHH VT-d

o (M) CUARHIRELR

FATRE B I AN 7 SCRIR IR IR, DR AN R R 2R G FH AN [+ £ 75 90K V5 1) AT SE 24 BIOS B

| BREERR S ERE (ASA) RiEEsERE. 910 i


https://www.cisco.com/c/en/us/products/servers-unified-computing/ucs-c-series-rack-servers/index.html
http://www.intel.com/content/www/us/en/ethernet-products/converged-network-adapters/ethernet-x520.html
http://www.intel.com/content/www/us/en/ethernet-products/converged-network-adapters/ethernet-x540.html

BRASAV RN |
B sriovimensRs

PR il
i ixgbe-vf 42 FIIS, iE = DL BRI
« BRI VM VE B ORAE. t, A ixgbe-vf AN SCREIE A

o 2 Fi% VM E VF FE MAC Hibik. R, 78 HA BRS040 Hodh ASA P& EAE 3L
Az 2SR AEAL B MAC Hihik . HA Wbty 45 i M 3 3546 17 4% T B 4 A%3% TP kit it =X
Z17

* B} UCS-B k5545 A 3CHF ixgbe-vE vNIC.

B SR EERREENRE (ASAY) RiEEHIER, 910



Varad

& F VMware Z3ZE ASAv

T LUE H VMware %53 ASAv.

* ASAv [f] VMware WJBE30H: , 4511 11

* ASAv Fll VMware 5G40, 55 12 1T

* ASAv Fl VMware #EN] , %5 13 5L

* R4 ASAv B AFIF I Day 0 FLE SCHF , 25 15 L

* {f{ ] VMware vSphere Web % /" Ui i & ASAv , 5 18 UL

1og

* i} VMware vSphere J137. % J i f1 Day 0 Bo & K358 ASAv , 5 23 17T

* {fi [l OVF L HFI Day 0 fic & K88 ASAv , 5 23 1L
* Vil ASAv #5465, 2 24 1L

o J+&% vCPU sl fFmt S\l , 55 26 1L

* SR-IOV RS , 55 27 1L

o $em BSXi BCE ITERE » 55 32 7L

ASAv By VMware T 58 3%

TRINE T ASAv ZH1F) VMware T it .

% 5: ASAv B VMware ThiE 2%

5 1L AR X#H (BRIE i
A i VM fEgpEid e |2 -
Zil8
DRS TSR IRER S | A2 RN X
e 52 VM HEN
T3 AT 152 % VMware #fE ]
PN VM e g fEdiz - | & -
(P
o e VM e i |/ -
7o

BRI BERREERIEE (ASAY) REEzER, 910 ]


https://www.vmware.com/products/vsphere/drs-dpm.html

1% VMware 232 ASAv |
B Asav i vmware g5 s 4

kel 15 AR T (BB %
7S VM TEMM BRI FEHIE wH -
1T
PRIE VM 2 R45 LR P, ps THEEA . Al hEs
KL, AlHEH fﬂfﬁ&
[(ERPIE
s K= VM 15, SREkE. |2 a
vCloud Director R A E VM., &5 -
VM iL# VM BB R |2 -
ZiB
vMotion HF LT VM. & FRIL =R, ESH
1§ | vMotion f 5 ,
o514 71,
VMware FT T VM L HA. 15 T ASAv VM i £
ASAv U FE U]
VMware HA T ESXi RS 28 |2 T ASAv VM b A H]
i ASAv HfE D) o
i VM DS S 1 T VM s, i X ASAv VM A i
VMware HA ASAv Wz
VMware vSphere vz | T3 VM. iz -
Windows %% /7 Uit
VMware vSphere Web % | I T-#8% VM. = _
J i

ASAv #1 VMware Hy5c R &4

#&0] LI# H VMware vSphere Web %% /7 3t vSphere Sl %% ok OVF L H % ASAv. R ARG H
sk, S0 EE ASA Hett.
vSphere #R/HE XA B R £ KRB

X1 vSphere AZHeAL, BRI AR 2 )22 S0, IEXT ASAv $2 IS FH )i 11 28 W F 22 4 SR i 441
Hho WS LN RN

° /t%/ﬁ%ﬁﬁ ?Eéﬁ
* MAC Hiht-5 k. $£5
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AsAv 1 vimware 71 ]

* Dhithi: &%
AT RET £ A T ASAY FL BB XL . A RTEAEE, 152 vSphere S

& 63 QAR =R BEHIS

BB AR ERAR A IERT
z2=H5h Tt rE I3 PR 3% Tt rE I3 HpE 1%
TRER <fEE> <fEE> 2 ez
MAC il | <fEE> 5 <fEE> sz
Dttt <fEE> ez 2 2

ASAv #1 VMware 4|

TESSE ASAv Z |, W A LA R BR 461 o

OVF 3T 4/

1EF asav-vi.ovf i 4t asav-esxi.ovf SCFHER T35 H bx:
* Asav-vi - & H T-#B3#{E vCenter I
* Asav-esxi - 1 H T-#83&7E ESXi F (UG vCenter)

* ASAv OVF fEA A AL (FEARDETER T 238 414F) « WEIRTE ASCIL A F7EE
HFR % 22 3E VMware vCenter £1 LDAP fiR55 25 -

* FEZHE ASAV AT, AR VA R AEE, A REMEH] VM R 5 .

1B BB IR SC B AT A
XTI IR, TR R B AR AL S (M VF e B, PIR BN ASAV30.

| &

BEERI ] ASAv BUEE R T VXIS 7 LA R U H ot 3% VR I BIREAS ASAv.e ISR S8 A A A %
S INEIREAS ASAv, (HAEARRIIUY, 75 ASAv il G B2 WoRtii. wimy) el fev] e th 22
B0 .

IPv6 N

B AT VMware vSphere Web % )7 i 58 ASAv OVF SCAEI, ANAEREF FEEZ 4R 5C IPve Huhik; %
A LLYE UG A ASDM 8¢ CLI 7% i IPv6 bk
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B Asavin vmware )

{$ F3 vMotion &4 /& NI

* HZ M VMware FJ2ER, AR B THRIE ] vMotion, W REf 3L =47 0% . (£ ASAv il i,
WUERA EAUVERE, WA DIEAH CheE BALED B3t EHL R . (H0E, Rl E
HI vMotion ' ASAv #2 = H A ML, A A A7 i 25 08 B %

EE AN EFF B R EF vePU S L

* SHCLE ASAV [N AE RN T TR O A S g T 58 o i AR A8 D AN ) () e e 0 ) PR VR T I
3 DU AN A G A% 6 AT O SO A7 B BT vCPU R RO AN A nT RE S R
RS ANC 2 T B ASAY [ R H e R I s FEERH G 100-125% i R B N
24 /NIFs KT 125% S FEEC A 1 /D 5, ASAv R EE N .

N

AR IR TR SN AL vCPU M EE, AR 10 ASAV B REVE R ERZ
B, 54 TURE SR . ANEAE ] VMware 20 N R B e /M. BR
INE R KA .

TERLEENENLT, ASAVS AT BESIB B NAFFEIS . 78 PR B 1 SR 2L B A b i] 8 2 H B R o,
%141 J5 F AnyConnect 5% N 4RI o PIAEFEIFRE IR AL 46 H AT O B & = 14 ol 6 7 B AT
KA RNEYONRGEHE . EXEEN T, BT LK ASAvS #8224 1.5 GB W A7
1) VM H . ZEI 1GB SOk 1.5GB, EKH VM HLE, BN A7, RIGEFHT % VM.

CPU 7124

« BN R, ASAv TiBE [ CPU K/A 1000 MHz. % 0] DS FHIE=E . TREI AR IS (g4
BE > W > CPU) B ECY: ASAv [ CPU W& . W ASAv 1] DU 1) BB 78 R 1AL
AR T HATHIT BT S, WAL 1000 Mhz [ CPU Tl & . ASAv 1§ FH [ CPU K/
R T IEAEIZAT R 65 DL EAESEA T I L AR R TR
KT A REAL, %l LU CPU i I 2 (Mhz) & (A7 T AL REE TR (1) T iR ) Ry
F EALK) CPU i F 45 o F257 ASAv ALBE LAY BN CPU i R ILuk 5, #n] LLKTE %
{5 B k% CPU TR W & .
RGNS B, 15 VMware KA1 CPU LRGeS s a1,

« A LI H ASAv show vm I show cpu 772 50#% ASDM E£T1 > & &ITHIER > K &EEE > &
PUZR L I B MR > B > RGRIRE > CPU G bs KA B U2 lie LA S ATA] 3k J5 1) e = 1
P AS A2 I

7£ UCS B Z 57 {4 (£ A iE AAAR =AY R I

iy, LS E N FE R UCS B RSN LUE WIR AT 1 ASAV ££7E MAC A% ), Uit
MAC $ihit B 7= 2ok BANFALE, Wil .

f£ VMware I35 DL IR 38 ASAY I, 185 34 Ji Dl my 35 Bh 4 785 MAC 255 n) fgi .
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fRESE ASAv i3 e12 Day 0 B2t [

* VMware NIC 4145 - 17545 UCS B RAIMELF L LB WIS ASAv, FHT P EBFIAMTE: 111
i T2 A RGeS 1 ANSE MR G sh BATREHE . VMware NIC 414 7] £F vCenter P HETHC &' o

A AR E NIC A5 156385 5, 1ES 1 VMware S0P

* ARP Fill - 7 ASAv _FJ3 AT ARP R, SR AE TUY A4 iede 11 i A HC B MAC ATARP 4 H .
17K ARP fr I D RE S W HGF L DI REMITEAR 5 R, IS (JBRL ASA RIIE AN B 17
M) .

H oM FAPRHI
* WHRAIEIT ESXi 5.0, ASAv OVF % N HF vSphere Web % /' 3ifis 17540 H vSphere %/ i

fi# = 48 ASAv EX {47+ €172 Day 0 B & 34

TEJAE) ASAv 21, BRI LAMES Day 0 FUE SCfF . MESCF R 3 241 ASAY J3 8 Y HH ¥ ASAv i
BSOS o BTN B N IR £ ) AR Haskh 444 “day0-config” [SCASCAE, HFENE
DA BN 2R HLUT day0.iso SCPF . Day 0 & SO 20 48 /055 FH 30 8 B L LA E T
NAG IR SSH RF-45 2, (REie ] & 584810 ASA FLE . IZWUARM A — /Mo
day0-config [FJERIA day0.iso. day0.iso X (HE X day0.iso B{ERIA day0.iso) WAZ04E XA Bhid 1%
il H .

FIRZ B

BAVEATS ] P A 2 Linux, {HX T Windows 47 2L 2 I FEF -

© BHERIIR B R P B 3h5E K ASAV INVFRTIERE, 5K MURHE BERR T BE & TR REVF T
51 (ID) 2 FIEA 5 Day 0 BUESCHAE T [ Ha HA ) “idtoken” FRSCASSCAT:

o WIRFHFZE BRI R ATm O (A 2RI VGA #H16) Ui i FlLE ASAv, N Day
0 P E SO N ALHS console serial B2, A BELE 1T S Bk F b AT HR AT 50 11

o GREAEE BT HRE ASAv, WA 0o E 7 IR R CANIIEAT ASA WE & S/ A Day 0
BB SCfF e IXANIE T By k5 11 Day 0 Fe& SC#F.

1 M Cisco.com FEELE S, 45 HLARAT B A G5 -

https://www.cisco.com/go/asa-software

R % Cisco.com % %7 SRR S5 & 7

P2 KSR B TAE k. 2B H P IOAT AT S S i LR Sopk-
* asav-vi.ovf- i& ] T- vCenter i35 .
* asav-esxi.ovf - i& ] T-3F vCenter ##
* boot.vmdk - i3 ShHEREILAL .

| BRI BERREERIEE (ASAY) REEzER, 910 ]
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https://www.cisco.com/c/en/us/td/docs/security/asa/asa99/configuration/general/asa-99-general-config/basic-arp-mac.html
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B 5 Asav 3t 0052 Day 0 RE T4

* disk0.vmdk - ASAv fiAE WG .

* day0.iso - {475 dayO-config SCAFAI idtoken LA (RE) (1) 1SO.
* asav-vi.mf - i& H T> vCenter 535 (135 FR 301

* asav-esxi.mf - 1& FH| J-IF vCenter 52 ¥)7 5.3 1.

$IB3 £ “day0O-config” K SCA ST HI N ASAv 1) CLI FCE o 8 In =AN82 11 (K4 11 &R T 75 IO AR A] oA B

B—AT N LA ASA MATF k. dayO-config IV iZ% & %4 ASA Bl'E . A=k dayO-config fsfH: 77 202 ML Y ASA
8% ASAv il — NS TR E T 755 75 . dayO-config H AT PAR 2L, W 54T show running-config iy 2
H R 2P AR T o

FAHRAE T W4 dayO-config SCAFHIZRH . B — Dol W45 T-IBAL LUK 42 L1 11) ASAv ) dayO-config. 2
AT R B T IR LUK M 1) ASAv I dayO-confige 8 m] LA# H It dayO-config K37 SR-IOV %
F ASAVS0; 155 BT IUATR S, 26 28 Wi,

Al

ASA Version 9.4.1

!

console serial

interface management0/0

nameif management

security-level 100

ip address 192.168.1.1 255.255.255.0
no shutdown

interface gigabitethernet0/0

nameif inside

security-level 100

ip address 10.1.1.2 255.255.255.0

no shutdown

interface gigabitethernet0/1

nameif outside

security-level 0

ip address 198.51.100.2 255.255.255.0
no shutdown

http server enable

http 192.168.1.0 255.255.255.0 management
crypto key generate rsa modulus 1024
username AdminUser password paSSwOrd
ssh 192.168.1.0 255.255.255.0 management
aaa authentication ssh console LOCAL
call-home

http-proxy 10.1.1.1 port 443

license smart

feature tier standard

throughput level 2G

T

ASA Version 9.8.1

!

console serial

interface management 0/0
management-only

nameif management

security-level 0

ip address 192.168.0.230 255.255.255.0
!

interface TenGigabitEthernet0/0

B SR EERREENRE (ASAY) RiEEHIER, 910
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Nit

nameif inside

security-level 100

ip address 10.10.10.10 255.255.255.0
ipv6 address 2001:10::1/64

!

interface TenGigabitEthernet0/1
nameif outside

security-level 0

ip address 10.10.20.10 255.255.255.0
ipv6 address 2001:20::1/64

|

route management 0.0.0.0 0.0.0.0 192.168.0.254

username cisco password ciscol23 privilege 15

|
aaa authentication ssh console LOCAL
ssh 0.0.0.0 0.0.0.0 management

ssh timeout 60

ssh version 2

|

http 0.0.0.0 0.0.0.0 management
!

logging enable

logging timestamp

logging buffer-size 99999
logging buffered debugging
logging trap debugging

|

dns domain-lookup management
DNS server-group DefaultDNS
name-server 64.102.6.247

|

license smart

feature tier standard
throughput level 10G

|

crypto key generate rsa modulus 2048

fRESE ASAv i3 e12 Day 0 B2t [

CRIIE) R SURHE RE P4 B 8% A Al A BEVE TIE B 404 RESCIE B 3B 1K) PC
CAMIED AR ESCAER ID A BOIFR AL ID A4 “idtoken” [RSCASCIT.

B4R A B ASAv VE MBI B BEVE AT AR S5 2% .
T SCA SO i 1SO SRR Rl CD-ROM:

T

stack@user-ubuntu:-/KvmAsa$ sudo genisoimage -r -o day0.iso dayO-config idtoken

I: input-charset not specified, using utf-8

Total translation table size: 0

Total rockridge attributes bytes: 252

Total directory bytes: 0
Path table size (byptes): 10
Max brk space used 0

176 extents written (0 MB)
stack@user-ubuntu:-/KvmAsa$

7£ Linux b5 day0.iso {1357 SHA1 {4

i
openssl dgst -shal day0.iso

(detected in locale settings)

SHAI (day0.1iso)= ebbee36elebla2bl09311c59%9e2flec9f731lecbb66 dayO.iso
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. {# F VMware vSphere Web %= [ &1 Z ASAv

LB 8 1E TAF H %1 asav-vimf SCAFHEFEFIARLLGF, I¥F day0.iso SHAT (B4 87 A i IHI{E

-

SHAL (asav-vi.ovf)= de0f1878b8f1260e379e£853db4e790c8e92f2b2
SHAI (diskO.vmdk)= 898b26891cc68fal0c94ebd91532£fc450dad18b02
SHAL (boot.vmdk)= 6b0000ddebfc38ccc99%ac2d4d5dbfb8abfb3doc4
SHAL (day0O.iso)= ebbee36elebla2bl09311c59%9e2flec9f731ecb66

IR K day0.iso SO BIRKE H A SO R IR i B R A7 . 0K 25 BN dayO0.iso SCAF
1N H SR HUTAT B AUNLIT,  RGe 2 N HHT AR B day0.iso YL

£ F§ VMware vSphere Web & Fim & ASAv

AW VMware vSphere Web %% 7 5 25 ASAv. Web % F' i i %2 vCenter. U1 IEH A
vCenter, 1% [l fl VMware vSphere 137, % /7 i il Day 0 i & K #% ASAv, mfli il OVF 1Al
Day 0 it & K% ASAv.

* Vi ln) vSphere Web %) i Jf- 2238 % i 4R A AF » 25 18 1T

* ffi H] VMware vSphere Web % F' it ASAv , 5 18 1T

i7718) vSphere Web & P &2 & Pim & RiEH
U5 A AT ] vSphere Web 7 1. A 360 G0 I T 23 2 P S AR IF, 07 1] ASA

FEHI G Prab 5 #. Macintosh ANSCFFHRLE Web % i Dfie. (BAETE) o TS VMware 3l 3R
SEREIN R ) o SCRFAE R

S YA 30 VMware vSphere Web % /7 Ui«
https://vCenter_server:port/vsphere-client/
ERINIE DL, S 10 9443

P2 (H 0O R s, DMEVI ] ASAV #5515
L RSB, sl TR PImE AR LT HT.
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{8 F3 VMware vSphere Web % Fii &2 ASAv .

vsername: [ VMware vSphere Web Client
passwors: - |

AT 280

2. RPHMINEAS, SRJG A e fe r et i
3. AT, FOBER S vSphere Web %5 F i o

LBI WA LR, ARG MRS, Sk (ER Windows S1ESMIIER IEHE (LR Windows) .

{$ F§ VMware vSphere Web % F i & Z ASAv

BLERE ASAv, 11l H] VMware vSphere Web %5 J i (B¢ vSphere %5 J %) ARG X (OVF)
IR SO . 75 vSphere Web % 7 B HEFH “Fi%&% OVF Bl 1) 5K 2 ASAv 1 ERHR 0. 1%
In] K5 AT ASAv OVF SUAF, QIR AT ASAv [ REINL, JF ek,

RZHn) T A B VMware IbRAED IR . A CHE OVF BRI 25, 152 VMware vSphere
Web %/ S ERALAS B o

FHIa Z Al

TEHRE ASAv Z i, TEUAZIFE vSphere L E 2 /b— /ML (T HD

SIE1 M Cisco.com F#; ASAv 45 304, ¥ HARAER PC:

http://www.cisco.com/go/asa-software

| R EENR 2 ERIEE (ASAv) iREziEm, 910 |
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. {# F VMware vSphere Web % [ i &8E ASAv

TR % Cisco.com &35 BAUERRS & FH o

7E vSphere Web % )7 3t ({1 SR G kg, 15ili vCenter.

Mt ENFNER.

A T EEE ASAv RO BN, RS IEFERE OVF 1#41R.

RGN BNERE OVF iR .

P 0] 3 e AR s B A

TR B MG IE 7, R 00 2t S 21 AT HT ) B> ASAv 2116

W28 Tl BE A F - BEUPHE R o WERARAMERR B4, nTARSJSAE “ Ol RS HEp B e 2% o 7EERE
Je, A ASAV SEH, SRS IEPARIEE B LUV M ARIEIRBEANEHE . 2, ZhER AL IR ASAVEETID (fY
BIRLERCES ID) o TSR LS ERC & ID AT ASAv 411 1D %5

M 2% & BL 2R ID ASAv 0 1D

o £ 45 i 28 1 Management 0/0
DY) 5% 3 i 2% 2 GigabitEthernet 0/0
IO % 4% JiC 2% 3 GigabitEthernet 0/1
DX 5% 3 i 2% 4 GigabitEthernet 0/2
o £ 35 i 2% 5 GigabitEthernet 0/3
WX 2% 3T il 28 6 GigabitEthernet 0/4
o £ 35 i 2% 7 GigabitEthernet 0/5
DX 5% 3 i 2L 8 GigabitEthernet 0/6
o 45 35 FiC 2% 9 GigabitEthernet 0/7
W 2% 3T L 2 10 GigabitEthernet 0/8

AT LA T ASAv #2105 {HJ&, vSphere Web &) iy 23K A T A3 82 N #/ FL N 465 o 0T RANFT S04 i 2
[, HFETE ASAv L E A5 RIAT . 7EHE ASAv Ji, ] LUR[FIF] vSphere Web & /7 i, M “Hmii i XUk
HEAP B ERBAMNAFE D . B RTELE R, 1555 vSphere Web 2 7 i BEALHS B

iR X e/ HA #528,  GigabitEthernet 0/8 TR & A b 4] 44 1

S 2540 HTTP AQEE Sk 5 3] TLIE Y, 2425 7F Smart Call Home 3% & X8 0 & & A8/ ] R AC otk . BEAR
B — Mt T Smart Call Home.

XTI IBYHA WO, W F1E SUBER RS T AR
© $EE AT BE P Hudl.

S E R N, AR R R 2% LR E AN 3 TP Mk R —AN 2 TP Mkl o 4 32 B A AT M D) i
Gl BB 2 (] 2 BEA 10 TP MU hEAT MAC Mk, JFJTARAEIRRR . BEI AL T4 ATIRZS 10 e & 244 &% 1 1P

B SR EERREENRE (ASAY) RiEEHIER, 910
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{& F§ VMware vSphere Web %= F i &8 E ASAv .

HuhEFI MAC Huhiko T 2 B AN RILMAC 5 1P HibEFOR 484k, W4 b IRAT A B AN A ARP

2 AR L ik

© 75 HA EEHEIRCE DX 0 25 e D) 0 B e 1

RIS R P 6 k2 AN I S R R A TR, DU e B & WA K2 1TIRES . GigabitEthernet
0/8 ELTIAC BN ik R ) Mt i o AN [R]— M 2% PR BERK IOVE SN 46 TP MishiE.

S TIN5, vSphere Web 2 iiiplf AbEE VM
27 w&.

;}
* [¢] RecentTasks mm|

I All | Running Failed j

Initialize OVF deployment

B De-Testing
)

SERUA, BRAEE] “HE OVE B SE RS .

= [z] RecentTasks E{

| Al | Running Failed

+ Deploy OVF template ‘
th -asavi

+ |nitialize OVF deployment

P DE-Testing

|'u'|3l' Tasks = More Tasks ﬁ
NP J =
o

B LME2 BIERXEN&IEES G AR “YIihik OVF &

BERIAE “35 57 PR E Sl o0 R 7R ASAV VM SEf.

BERAERR 2 EBLE (ASAv) RiEBFERE, 910 ]
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. {# F VMware vSphere Web %= [ &1 Z ASAv

vmware* vSphere Web Client # &

«.‘\_-I:i-él-r-‘re |- K | (s S asavd | Adlions =

@, Search: Getting Started | Summary Monitor Manage
(51 virtuzl Machines

. | What is a Virtual Machine?
Virtual Machines | : s

o | Avirtual machine is a software computer that.
i asav2 like a physical computer, funs an operating
e system and applications. An operating
CH asavl system installed on a virual machine is

| |

Because everyvirtual maching is an isolated
computing environment. you can use virtual
machines as deskiop or workstation
amdronments, as tasting environments, or 1
consolidate senver applications.

InwCenter Server, virlual machinas run on

hasts or clusters, The same host can run
many virual machines

Basic Tasks

W Power Off the virtual machine
10 Suspend the virtual machine
{§ Edit virtual machine settings

ettt o A BB o st i 8

a2

FHIE10 WL ASAv VM WRIEAT, G ST BEERN .

47 ASAv R, RJAZX Y ASDM BRI G IERE . 2 ASAv HIXABINT, R EBGEE OVF AR HLIIS 4L,
FREEANTRINE] ASAV RERCE T . ARG ASIER I SR, HBIEFET. DO HIKEE ASAVI, A=t
PR R s RE . EAFRENHE, A 326 SRR U] ASAv #£15 .

TN T BRI /HA T3, ER R A& i . 2 LT R
© BOES BB R AR

o EINS FE AT AMFEIR P MR E . BT H TR G R B AR E R &S, ST
bootstrap Fitt & AHH A

T—F 4

N T ) SR AT U ASAY, ASAv i ZEHIRM T I 55 2 Jn, Al RERT Eh AT He Al e
B, LRSI ) A S D IR AT E .
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{ F| VMware vSphere Jt37 % P i 1 Day 0 A &>k EBE ASAv .

{5 F§ VMware vSphere Ji 37 % 7 it #1 Day 0 it & S ER32 ASAv

B ASAv, ] VMware vSphere % )7 i F1F I ME RS 2L (OVF) BEMRSCHE (asav-vi.ovf 1
FH-T- vCenter ##2%, asav-esxi.ovf ifi ] T-9F vCenter #28) . 7 vSphere %/ it HHi ] “ 5 OVF ik
W7 ) PREE ASAY R . W SR #T ASAv OVF SCfF, BIEHSIZ1T ASAv ¥ K240
Bl FHedeim i,

K2 n 7B IE VMware IFRHEDER . A76 “H8E OVF B [ RIEZE R, EZ 0] VMware
vSphere & F i AL B o
FIAZ Al

o JEE ASAvV 2R, %SAAZAE vSphere L E /b — AL (T HD .

o IR A0 ASAV AT 04 Day 0 o' SCfF , 55 15 jip 2R BRAIE Day 0 BC & .

1 i3 VMware vSphere % i, SRS K IGER L > &8 & OVF 121K
BEEREE L “ 528 OVF Bt ] F .

IR 2 W RN asav-vi.ovf SCHFRIEAERI ) TAE H %, Rkt

S 3 MWK BN “OVF BICEANE B D, RaHUT LN &b, W RIEERAH A e X Day 0 B S04, WA
D5 B AT L

PB4 o — i s on BB W E R, SSRGS UL

HIBS JH5) ASAv, FTIF VMware #5H16, ARG kA 50

FIR6 i SSH IEHF| ASAv JF5E T T HKINLE . 4R Day 0 BL B XA AN BAKHERITABCE, W JT VMware 2
B IF 5 R E R

ASAv ARS8 4 IEHIEAT

{5 F OVF T E %1 Day 0 Fi E 5k &3Z ASAv

AN H T OVF TH#% ASAv, #7542 Day 0 i & 1.

FHiaZ |l

* i OVF TH#E ASAv I 752 day0.iso SCfF. £ AT LA HBRIA 1A day0.iso SCPF CHR4E S
PR, e ET DU A A 2R ) B SE X Day 0 fid B0 . A Day 0 Bl B SO, iES IR IK
%5 ASAv A I G4 Day 0 BB SO, %5 15 Tl

 #iff OVF T H %35 4E Linux 8 Windows PC &, 3F H OB 204 10 H AR ESXi RS 2.
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I

$B1 KL 43 OVF TH
w15l

linuxprompt# which ovftool

PER2 AP ARE LI — A .omd SO
T

linuxprompt# cat launch.cmd

ovftool \

--name="asav-941-demo" \

--powerOn \

--deploymentOption=ASAv30 \

--diskMode=thin \

--datastore=datastorel \

--acceptAllEulas \
--net:Management0-0="Portgroup Mgmt" \
--net:GigabitEthernet0-1="Portgroup Inside" \
--net:GigabitEthernet0-0="Portgroup Outside" \
--prop:HARole=Standalone \

asav-esxi.ovf \

vi://root@10.1.2.3/

SIE3 PUT1% emd A
w1l

linuxprompt# ./launch.cmd

ASAv JA3l; HERFE S,

PR 4 Sl SSH LS ASAv SE/E Tt (WECE . WERTTEE L ME, 1i51TIT VMware #5615, #EA ASAv, Jf W] 2
fRIHC .

ASAv IAE 5S4 IEHIEAT

i518] ASAv =& &

X T ASDM,  AERCEEAEIL T W] e 24 A CLIEAT #ebafbR . BRIATE U, 0T LAVG ) A & VMware
vSphere il &, W n] IBCE M2 AT &, EHAEERIIRE, SRR HARIG.

* {# F§ VMware vSphere #1il &
o O P4 AT I g
A
AR WAHMEH Day 0 FLE SRS ASAv, W] LAZE AL E LA F5 console serial %5, LUELE A 5

T AR R R AT AN 2 B R VGA 5614 IS AR R 45 ASAY A4 017 Day 0 fic & S04
15 L.
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{$ F§ VMware vSphere 3= & .

&£ F§ VMware vSphere iZ#| &

KT WA & s HERR, MBI VMware vSphere Web % /7 s $2 {1 KE S 1) 5 U7 in) CLI. f70] L
)5} Telnet 5% SSH fitl & CLI ZEFE V) 7] o

FHia Z |l
X vSphere Web % )73, 28 %0 M im R BRI, IZAG P2V ASAv G FTb i (1.

FPR1 (£ VMware vSphere Web 77/ ¥ 1, ArB siali “I5 5.7 Y ASAv L, SRJEIEFHTIHERIG . o, el

“RE IR BN EEES A .

$IB2 SERlE, RJEH Enter 8. VR # Ctrl + Alt 7B BOGER .

R ASAv 3R 3, BEEDREIME.

2 ASAv RSN, R BUEE OVE SRS, IR eTising] ASAv RERCE T . Rk A E A5
SR, HFNEWIEZIT. PCHE RS ASAV I, A B R 3hid 2.

R LELZREVFOIUEZ A, A PR R 100 kbps, MBS AT LAHATHI D BRI . 75 2 2238 VP al e A fE IR
AT LA IEZ R, BESERLU N EBAEEREG LEEHI:

Warning: ASAv platform license state is Unlicensed.
Install ASAv platform license for full functionality.

R 2 LU 3R

ciscoasa>
I PRORFTR WS IEAL T P EXEC 230, H " EXEC B RESRIEE A fir &
Vi )RR EXBC #EX:

-

ciscoasa> enable

ARG Rl N s

Password:

% Enter BE4k4E . BRUEDOLT, #0550, R CART s ok 3 H 0, 15 X% B T A& 4% Enter B
PR -

ciscoasa#

TEFRFA EXEC U, T AR & a2 T H o & VRFAL EXBC #E Uk A i B A .
TR HFFBURS, T disable. exit B quit 174

Vi 7] 42 JR e B AR

ciscoasa# configure terminal

s O B A

ciscoasa (config) #
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B e=mssssnann

] DU JR e B AL P AR ASAv. BHE H A RRCE B, 1HHIA exit. quit 2¢ end 74 -

fic & W 48 SR T & im0

AT A AP 5 PR, AT LG X 4% A T i 11 BI04 B g UL AR A T3 1 AR b 4% (VSPC) HEAT
WG ViR . A RERVENTENE R, 7520 VMware vSphere SCR . 7E ASAv I, AUk &
i L AR B A AT I AN PR 6 o SRR ST S ] R AT I P 6

HIE1 7 VMware vSphere HHCE M4 4T 1. 152 % VMware vSphere A% .

T2 £ ASAv ¥ disk0 AR H & N EIEE— 44 “use ttyS0” WISCHF. W CHATERTMAE; ERGEEM TS
1FAE:

diskO:/use_ttySO
 7E ASDM 1, LU TR > SCEERAEAE 1 (1% 4R S0k ik
« 1k vSphere Bl 11, BT LUK LI RSP IBUASCAE (LRI SERDLH 47K i,

ciscoasa(config)# cd coredumpinfo
ciscoasa(config) # copy coredump.cfg disk0:/use_ttySO

FE3 TP INE ASAv.
* 7t ASDM MK IXIEFR TR > R EFME
* & vSphere il 54, A reload.
ASAv 15 11 R 1% F] vSphere ¥l &, T2 KIE B HATIEGIG .

SR 4 Telnet FIEAEASINEB AT 5 H 45 52 ) vSphere AL IP Mk Al 05, B8Y Telnet 3] vSPC IP Huhik Al .

7t2% vCPU St F ML S 1FAIE

ASAv F A B AHE, EaimiEa] LR vCPU e .

R (b)) ASAv 1) vCPU %o, % a] DLHEBriFaliE, NHDHFAE, JH/E VMware
FREE 5 VML g 1t LA DS e B4

AR I vCPU BRI ASAv REHL CPU ¥ ufiF sl it BV vl IEAH AT . RAM 54544 vCPU %
BT IEREE . THRR BRI, i 5% 4% IR i B A O 37 BV B2 F i UE AT vCPU . B R AR FR 4t
ANULHL, ASAv JCVEIEH TAE.

B EREEmR2EREE (ASA) RERIERE, 9.10



| 1M vMware E38 ASAv

PIES
$IE6
P17
$IE8
$IE9

S0

sr-ovzninE [

R B VF AT IE o
I FT VR AIE . 6 TR Hons, A TV I ] B PN B
PATEL R A2, BARBGR T2 A5 A s e .

o [ ks D) - £ vSphere Web %5 i, JCHI4 ] ASAv. #illnl, sl ASAv, SRJ5 S di kA ERIAN, B¢
BB AT ASAY, RFEF XA EIRIERS.

o AAEHIH R - 7F vSphere Web % /31, M| ASAv. #ll, fidh ASAv, K5 A EHERIML, =
Ak ASAv, RJGIEFRRAINBRIERS.
Sl ASAv, KRG AHREBERNIRE (B AT ASAv, RIGIEFRRIEBIRE) .
ARG W dmEE i BT U AE .
1HZ W ASAv [P ] H1 1] CPU/ N A7 Z2 sk LU 22 81 vCPU ¥ Wl UL 1) 1E AR
EEPREHIE TR L, W FHET 2 CPU R {H .
T RE, i\ RAM FHE.
RHRE .

JA5) ASAv. BN, s B ERAL.
Xt TR DI«

1. FIHER®R &R 6 05 3h % & LY ASDM.
2. FHBEATEUR BN, T D)) 24 FH % 5%
* ASDM: RUGEFRIGEE > B > MBEIR > RS, Re A8 A&A.

* CLI: failover active

3. MBS B EE K3 9,

T—F Mt 4
ARHEAE R, WS ASAV [HVFH]

SR-10V 3% & Fc

SR-IOV A VM NN — PCle M4 IERL#S. SR-IOV & X T FAIDfE:

« WP L)HE (PF) - PF 514 PCle ThAE, 045 SR-IOV DRk, IXLLThaede THUIRS: 2% b Wom b w3
# A NIC,

* REFIIRE (VF) - VF 247 B T 2L it 42 4 PCle Thfg. VFYS H T PF, JRifiid PF #4748 9.
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JHE ) 01 PR )

1% VMware 232 ASAv |

VF 7E B EAE RGHELL T, S il LL 10 Gbps O3S IERE: ASAv JERIHL. ATTA4H U £ KVM
B FICE VF. ASAv fll SR-IOV £ 1R , 28 7 WA T ASAv X SR-IOV B2 Fi 5 B .

SR-10V £

VMware vSphere 5.1 [ 5T i SRAAAE BAT R o8 BC B A58 T S 8F SR-IOV. i H SR-IOV I, vSphere
L Dy Re ok IE T T A

BT SR-IOV 4% LHENIFIRR G , 2% 8 U ITik i ASAv #1 SR-IOV RS H K 4h, BIEN LA E
VMware SRR SCRFE T SR-IOV IECE, LU ARA OREEK . SCHFI NIC. ZhRER] HIPE & VMware
H1 SR-IOV FFRZR Iy [ (VR4 (5

AATAHLE VMware 240 LIRS SR-IOV #2 L 15 R0 3 B FIRCE DR . AT TP (5 BIE T4 e s2
FEINEE B EI A, IX ST Y 4 VMware ESXi 6.0 FiT vSphere Web %% )7 it JEF UCS C &
Bk g4 M Intel LK e 55 2 IE L 45 X520 - DA2.

SR-10V #£ O &Y PR

JA 5 ASAv I, TEVER SR-IOV 2 1 BLN T AT G5 BESXi A o n P A s . IX AT RE S Rz L
BEAR, SEERER ASAV IG5 iE 8z

JFUG7E ASAv _LCE SR-IOV WL 2 R/, S0I0 UL e S R S, 3o m A (ks 0 4 4 11 i
NHE VM ENLEIE# Y3 MAC Hihkdz .

ASAv JA )5, B0 LUFIAMES MAC Huhb w2052 10 . 541 H] show interface iy 2 £ & 1£41 1
EOGE, OO MAC Hulk. ¥ MAC Hulik 5 show kernel ifconfig fiv 4 1Y 45 S HEAT LL I LAFA
IERIR 1AL

¥ & ESXi £ 41 BIOS

BHE VMware #8377 SR-IOV #2011 ASAv, T SZRAUS AL . VMware $E4E T JUFRE6UE RE
LRI 77, ARTHAEL SR-TOV SR 2 PEFR B LA S 0T R 30 CPU 3 S R ORI i
AT B SR B HRED

JiAh, BIE T LUE R R B ESXi EHUKAA E 2 15 7E BIOS A I T AL .

FHB1 ] N7k — %53 ESXi Shell:

o WUREET DL E BT ) 0L, 5 AIE2 FT TN B I 4 1 5 S T T

o WURGIEAE S R RE ML, E ] SSH ml Hofh e B4l & R L LR B4
T2 B NENLU R P e,
$IB3 217 R s
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https://pubs.vmware.com/vsphere-60/index.jsp#com.vmware.vsphere.networking.doc/GUID-E8E8D7B2-FE67-4B4F-921F-C3D6D7223869.html
http://www.vmware.com/resources/compatibility/search.php
https://my.vmware.com/web/vmware/details?productId=136&downloadGroup=CPU%20IDENTIFICATION%20UTILITY
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Al
esxcfg-info|grep "\----\HV Support"

HYV Support 774 (15 HH H 7m v] F I BN LSRR P2 . A7 6 mT e AR 1 W A T
0 - VI/AMD-V R/ iR T A AT ] .

1 - VI/AMD-V £7r VT 8 AMD-V H[Ger] H, (HUbEEASCREEA .

2 - VT/AMD-V %R VT 8¢ AMD-V 1], {HH#i#E BIOS KK .

3 - VT/AMD-V %75 VT 8 AMD-V £ BIOS H i I, JEH LML .

T

~ # esxcfg-info|grep "\----\HV Support"
|====HV SUPPOTL ... ittt ittt ettt 3

B 3 sy He m AL .

T—5Hit4
o EEHHIE RS A ] SR-IOV .

EEVHE &R EEH SR-I0V

wxmmmEng ram shiov i

{511 vSphere Web % /13 Hil SR-IOV,, I F WL L FO A ASH RS R o (EHITILARAE 2 0, TG0

B REAUR LR 2 AU LD B -

FHIa Z |l

o TER O LA SR-IOV [N L4% 11K (NIC); 1S SR-IOV SZF5 1) NIC , 45 9 T,

HIE1 7F vSphere Web % i, FHIEIZEH SR-IOV (1] ESXi FHL.
$2 EEBETE L, MMk IR ERE.

BTV F SR-IOV &k, LA T il B o 4% 2 15 S FF SR-IOV.
LB 3 RGN, AEahREERSSRE.
PB4 £ SRIOV N, MKRZE Fhosgspditfiam.
FBS EEMNRERIE SCAME ), BN BN G A L B K R LI RE A H .

ER AT ASAVS0, FRATEUEO AN ) VE SR AR 1A RS 2 A ) e A

H, AT Reas R BLPERE R R

L6 SHHBE.
$IB7 T ESXi THl.
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B o2 vsphere i

REAULI RELE i) BEE E A3 R s 1) NIC S BN E SPIRZS o EA R EVLREERIR “PCL 8% 413K
H.

T—5Mit4
o @EE—ANbRiE vSwitch K HE SR-IOV TR R & .

1] vSphere X3l

B —™ vSphere AT #eH K& # SR-IOV # M.

PR 1 {r vSphere Web % P, ‘FMHia ESXi F 4L,
PIR2 BT, LM, REEEEMZ R
PBI R ENREE bR, NS (1) P2 EEROE b
IR A LR IR B RN as O LEE R, KRG AT —5.
PIRS EPFERE ], N5 AET—5,
IR 6 REA B Y 2% TG T AN 0 BT AR HEAZ L
a) {EATCHNERCH T, kst amn's (+) LURmiEacss.
b) MAEH A SR-IOV KEFEAN N 4582 1. 140 Intel(R) 82599 J3 JEA7 X it 11 /4 4% 3% %
c) MBBEIIIRIARFLE TR, ERENIERE.
d) midifE.
$BT Hi% SR-IOV vSwitch Fij A —NRKIRE, RF ki T—%.
$IB8 (EHEETTAR I FEFEINER, RE S HEX.
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samEpnnisas I

[& 1: B %% SR-I0V £ O Ry #T vSwitch

Geting Started  Summary  Mondlor | Manage | Relaled Objects

Semngs | Networking | Sworage | Alarm Defindions | Tags | Permissions

a Virted| swilchs

ey ]

l|ma /S X0
Vilerme adaplers LT

o : -
Piwsical adaplers £ vawstcho

TCPAP configuration £ vowilcm
Arbvanced
Standand wiich: vSwalch1 [(no e ek ced)
¢
[® 1556-5RIOV o ¥ Physical Adaptars
VLAM DK ==

= @ vmnic0 10000 Full i ]l
* Virtual Machines (1) |

T—5HHtta
« BRI AL

TR E P B RS Rl

HeA G Yo vl T AU LR AR, BN 15 L L mT T BERE AR X N . ASAv KESUAL A
PRGN 5 A 10 HETE 0N . XA s SR-IOV FLB D) AERRHE 45 ASAv. LU NERIEFE 7] 37
BIKE ASAv T2 S fe Bt SCRF (1 RS A RRCAS o

A RN UE A REA M AR NERIF S, 75214 vSphere REUBLE BEICRY .

S8 1 J\ vSphere Web % /7 uifi B 5k 2] vCenter IR 55 %%
T2 HEEEU ASAV EHHL.

a) JEFHETO SO SRR, SRR, SRR R RIS RIETR .
b) RTERIAL, ISR LS ASA BN
PR3 KIPTIEREHL

FRRA L% ASAV, JFIRUGEFHRIE > A vCenter ##1E > FRAM > 7R VM RAE M.
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B 5 srovnic 5844 AsAY

PRS2 UIATH
FER6 N EUNLARA LS ESXi 5.5 K& B S hRALE .
PR (T EFREERTERERERARAL.

JITIZE RSN LA T2 O S e 35 PAOAR A AR A TR St AR PR B, O ELREAUUML R 4 LA 300 mos BEOHT D0 B (K0 B AR

=Mt 4
« I SR-IOV Hil M4 &N 254 1% ASAv 5 LN RE L,

1% SR-10V NIC 5 Bc 25 ASAv

J3 TR ASAv EFUNLFIAEE NIC W RIAS e, 1802006 ASAv 55— Ao Z AN HI1E SR-I0V Fil
DR 8% 3 FC 4 1D REPL S AR e . DA AR e Ui B ] £ vSphere Web %5 /3 SR-IOV NIC 43
fii4s ASAv ERIHL.

1B 1 I vSphere Web % J' i 5 5% 3] vCenter 5535 o
PR 2 HBEE ) ASAV EHUHL.
a) JEEEEAR T SO, e IR ECENL, SRS AGHRR R I RIE TR .
b) REBWL, FEMFIER T ERE ASAY AL,
B3 RN ERED R b, RKIKIEFEE > VM 8.
PB4 ShRE, RS IERERREALIR.
WIRS MFTEIRE MR, IEREMLE, N5 AR,
RGN WonFTEMLE S .
PIR6 EITIEMLEE IS, JFEFEAT K SRIOV 2L .
PR NBEREER g P iLEsE SRIOV Hil.
WIS NIIBINEE T h i, GBS HE R U L P A A R 0 A B O 4
LB Pl ML R

BOH AN, ESXi EAUR WP ELIE FC a5 g% DR KR Lh g, IFR LU £ SR-IOV
FLEIERC s . EHURS 0 AE R AU LA C 25 A2 B2 U 2h RE M T s 1k

= - e WH- &b
125 ESXi Bt B BY % RE
TELL I ESXi EHLA CPU FL'E s, W LA = ESXi MR35 i ASAv VERE. I8 ol ifff B SCIGk I,

A DL REAUNL CPU {E LA B IZ L (FEEAE, R O A YRR Ai 530 R it
TR, T LR AREA HEAUDL O3 PO 298 R ST EH H (R AR BE 5%
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paesximants ]

HREMFE, ESHLLT VMware 3RS,
* (vSphere FYHE LY I CPU B —5,
* {VMware vSphere [V RER A SZEE) -

* vSphere &/ I HEHLTE B o
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https://pubs.vmware.com/vsphere-60/topic/com.vmware.ICbase/PDF/vsphere-esxi-vcenter-server-60-resource-management-guide.pdf
http://www.vmware.com/pdf/Perf_Best_Practices_vSphere5.0.pdf
https://pubs.vmware.com/vsphere-50/index.jsp?topic=%2Fcom.vmware.vsphere.vm_admin.doc_50%2FGUID-3D5F6146-5F9C-46BC-B1D3-DCA856E98137.html

1% VMware 232 ASAv |
B == esximmmna
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59 =

{5 F KVM #3Z ASAv

T AT DME FH ST N AZ I DAL (KVM) #58 ASAv.
« LTAEA KVM ) ASAv 35, 28 35 1L
* ASAv Il KVM e dhscF . 25 36 L
« ASAv FI KVM ¥EN] , %5 37 7T
* fE%% Day 0 Fit & SO, 55 37 1L
o WEA TR XML SCPF . 45 39 1T
* JA5) ASAv, 40 7T
« PR RS, 2 41 T
* SR-IOV £ 1R , 25 43 7T
* i KVM FLEGPERE , 28 47 1T

X T KVM 1 ASAv #3Z&

TR T ASAV I KVM M2 4 fhon il . AT PTd FRE P 428 T 0k $hon il . ASAv FIAEA
FRFIANEE I 2% 2 AN BT K e S8k, o] Fhad e L T — A BB A PR 2%
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15 KVM 252 ASAv |
B asavikvmesengs

2:EF KVM & ASAv &1 E Rl

10.1.1.2
g0

198.51.100.2
g0/

192.168.1.2
maf0

Linux Linux Linux
AR HEEE SHERMAE
10413 192.168.1.3 /198.51.100.3
etho stho ethd
LR MR =gutmie LRSI
\I.‘ : 1!.‘ : : I.l KW
¥ X & L
virbr2 virbri virbr3
10.1.1.10 192.168.1.10 198.51.100.10
: S eth0 =
Linux 41 10.15.2.30 g

ASAv F0 KVM By 75 iR K44

* M Cisco.com % ASAv qcow2 A4 I FME Linux FEHL L

http://www.cisco.com/go/asa-software

)

IR FH Cisco.com &5 BAUERRS & 1A

o NE AR HIERE NI A, BATMBGE B8 Ubuntu 14.04 LTS K5 DLF Bk 61 2235 7E Ubuntu
14.04 LTS THL2 L

* gemu-kvm
* libvirt-bin
* bridge-utils
* virt-manager
* virtinst
* virsh tools
* genisoimage
o PERESZ FHL L ILRCE P52 m o Sl A EHL, 0T DU K KVM TR ASAv #rith & A7 %0

FH BN, G50 (H 4% Linux A1 Intel ZEH4 11 KEALSTE & 1R 9 2% ) B8 1 040 B0 Ak
PEPEREY ©
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http://software.cisco.com/download/navigator.html?mdfid=279513386
http://networkbuilders.intel.com/docs/network_builders_RA_NFV.pdf
http://networkbuilders.intel.com/docs/network_builders_RA_NFV.pdf

| & KM #E ASAv

asav 71 kvmoEn ]

* Ubuntu 14.04 F9A AL BRI T R

* macvtap - P AE Linux PI#F; 48] LU macvtap, 1A/ Linux M. dER, A0 E
K2 WCE A BEM F macvtap, A2 Linux BI#.

* FEHIR UM - T3 A7 G0 R/, 7 Ubuntu 14.04 THERATRIS .
AEFRBLERE - ¥ A vCPU J/b B — A .
* txqueuelength - 1 T-KHERIA txqueuelength 11151 4000 A %d 40 3k > F A%
o [l 5 - FIFK qemu AT vhost JEFE [ 2 #IRF 52 CPU W% AEESetEnl &, Floe vl B 4wtk
fit.
s TRAAILT RHEL M3 K H15 B, 2  (Red Hat Enterprise Linux6 R AL R4k 15
Fa)
* HX KVM INRFENR, ES AR ASA HEAPERFE.

ASAv 0 KVM AN

| &

FEHRE ASAV Z T, THEE LU T AENIMIFR .

18T A PR 1R ST & T A
XTI e, TR R B AR L S (VR liE s i, PR e N ASAV30.

EEEM

A ASAv @it ey ] PRSI, it ZEZAT R4 242 TS I 2R ASAve SR 58 A R [
BEOAINEIEEA ASAv, ENFAE, ASAv IS LR e Bactiin. SMbEloRen feth 252 5

AP

HEZ Day 0 BCE

TEJR3)) ASAV Z 1T, 0T LAHER Day 0 BUE 0. SO0 3K 7 ASAY A B Y T 1) ASAv it
BSOS SAHTIR L E R I L £ 1) TAE H 3 h 444 “day0-config” HISCASCAE, JFEANE
A BN 22 4 FIEE AU day0.iso SCf. Day 0 Be B SO 400 22 /DA T30 A B T DA A B T
NS RAER SSH RS a3 fir &, (HE (5 584410 ASA L& .
day0.iso 3CF (& X day0.iso BERIA day0.iso) DAZIFE & I Bt fe e m] i :
o BEWIHAE LR A8 5E s ASAY VAT bR, 1% DB RHE BRI BEA% 3 & Re /]
54 (ID) 2SN E Day 0 fie & A TRl — H 3k HAA “idtoken” [ SCASCAES
s WURTE MR RNLIR R P BITHO GUALRE VGA #Hl6) Ui AN E ASAv, Nl Day
0 M & SO N AL HE console serial BEE, A AELE 1 X sk fe Hp A A H3 AT o 1 o
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https://access.redhat.com/documentation/en-US/Red_Hat_Enterprise_Linux/6/pdf/Virtualization_Tuning_and_Optimization_Guide/Red_Hat_Enterprise_Linux-6-Virtualization_Tuning_and_Optimization_Guide-en-US.pdf
https://access.redhat.com/documentation/en-US/Red_Hat_Enterprise_Linux/6/pdf/Virtualization_Tuning_and_Optimization_Guide/Red_Hat_Enterprise_Linux-6-Virtualization_Tuning_and_Optimization_Guide-en-US.pdf
http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html%20#pgfId-132226

{EF KVM #8 ASAv |
B csoaomzExs

o R EAEFE YIRS B ASAv,  WAZIAEIE IR CAIIE T ASA B & 3L HIAE Day 0
BB SO o IXANIEH] T 15 K ) Day 0 Bo 8 30T

\}

IR RAEAREI P A2 Linux, {BXTT Windows 45 2R s HFER .

P e84 “dayO-config” [SCA AT ASAv 1) CLI B & o W8I0 =/ F1 IR 10 R0 75 B AT 4] HLA G

B—ATNLL ASA JRATTF3L . day0-config N iZ & H R ASA Fl'E . E % day0O-config A&t 5 & WA 1) ASA
8% ASAv Sl — NS AT B ARG 73 dayO-config H AT PAR 2L, W 5ILAT 1 show running-config iy 2
R B AR AT o

TP

ASA Version 9.4.1

!

console serial

interface management0/0

nameif management

security-level 100

ip address 192.168.1.2 255.255.255.0
no shutdown

interface gigabitethernet0/0

nameif inside

security-level 100

ip address 10.1.1.2 255.255.255.0

no shutdown

interface gigabitethernet0/1

nameif outside

security-level 0

ip address 198.51.100.2 255.255.255.0
no shutdown

http server enable

http 192.168.1.0 255.255.255.0 management
crypto key generate rsa modulus 1024
username AdminUser password paSSwOrd
ssh 192.168.1.0 255.255.255.0 management
aaa authentication ssh console LOCAL

P2 (AL K B BRI BRI REVE PIUE S0 RSO R BB TS0
PR3 () WS ] ID A RIER S ID 244 “idtoken” fRSCASCA
P () AL ASAV FE L R AT ASVEA], TR dayO-config SCAF AL LR B
o EHPE IP Ml
o (AR BT ReVFR ) HTTP /AR
* HTRMYS HTTP A3 CinlldiE) 5L tools.cisco.com IR route 4
* ¥4 tools.cisco.com f##T A IP HuhilfK) DNS k55 s
* TR IEIE K1 ASAY VAl UE A GEVE n] BiC B
o (A HEINMET ASAv 7£ CSSM HEE T Ak e — L4
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semnmm s

T SCA ST i 1SO S AE Rl CD-ROM:

-

stack@user-ubuntu:-/KvmAsa$ sudo genisoimage -r -o day0.iso dayO-config idtoken
I: input-charset not specified, using utf-8 (detected in locale settings)

Total translation table size: O

Total rockridge attributes bytes: 252

Total directory bytes: 0

Path table size (byptes): 10

Max brk space used 0

176 extents written (0 MB)

stack@Quser-ubuntu:-/KvmAsas$

34 W 2 ) B REVE T IR 55 2 F ASAv,

PER6 TR B 5, AN IP Huhk ol 58 KR ASA G F BRI E B 30T

A EU M XML 324

1

e

FEIE W ASAv Vi B ERER] KVM ENLITE U B4 I E B2 1 R L M 45 .
A\

AR RFASENS KVM BN MO SMBIREE % .

76 KVM EHL EAEA BRI XML S0 55 THES Day 0 FCE SO, 55 37 DU i M 4001 464 4 4
), PSRBT =AU SO virbrl.xml, virbr2.xml 1 virbr3.xml (ISR R IX = AN 0
% B, ARVHER virbro, NS &AM o B S RA B E BN 05 . 18220
KSR AL 44 FRAME— ) MAC ik, $24E 1P sl & nr k.

I G =B R XML 0. a0, virbrl.xml, virbr2.xml F1 virbr3.xml:

i

<network>

<name>virbrl</name>

<bridge name='virbrl' stp='on' delay='0' />

<mac address='52:54:00:05:6e:00"' />

<ip address='192.168.1.10"' netmask='255.255.255.0" />
</network>

il

<network>

<name>virbr2</name>

<bridge name='virbr2' stp='on' delay='0' />

<mac address='52:54:00:05:6e:01"' />

<ip address='10.1.1.10"' netmask='255.255.255.0" />
</network>

T
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<network>

<name>virbr3</name>

<bridge name='virbr3' stp='on' delay='0' />

<mac address='52:54:00:05:6e:02" />

<ip address='198.51.100.10"' netmask='255.255.255.0" />
</network>

R2 OV BU N AAERIIA (FEARSI, AR A A 44 04 virt_network_setup.sh) :

virsh net-create virbrl.xml
virsh net-create virbr2.xml
virsh net-create virbr3.xml

R3 IR DB UM 2. SEIIACK L BRI 2% . R KVM EHUEAT, Mt (/R Fis1T.

stack@user-ubuntu:-/KvmAsa$ virt_network_setup.sh

iR WERFEHT N Linux 4L, MDAZH FrIS 1T virt_network_setup.sh A SJEIATE 3 ML JH 1) RIS 10
1T

%

i

FR A KRR L O

stack@user-ubuntu:-/KvmAsa$ brctl show
bridge name bridge id STP enabled Interfaces
virbr0O 8000.0000000000000 yes

virbrl 8000.5254000056eed yes virbl-nic
virbr2 8000.5254000056eee yes virb2-nic
virbr3 8000.5254000056eec yes virb3-nic
stack@user-ubuntu:-/KvmAsa$

BIRAECSS virbrl PIAFRY TP Hudik . X EAE XML A 4B 1P ik .

stack@user-ubuntu:-/KvmAsa$ ip address show virbrl

S: virbrl: <NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 1500 gdisc noqueue state DOWN
link/ether 52:54:00:05:6e:00 brd ff:ff:ff:ff:ff:£ff

inet 192.168.1.10/24 brd 192.168.1.255 scope global virbrl

valid 1ft forever preferred 1ft forever

/2551 ASAv

i 3% T~ virt-install [)582E BIA G5 ASAv.

L1 Q4 “virt_install_asav.sh” [f] virt-install A,
ASAv BRI A FRELL KVM BN ITE Al VM A2 25002 il — 11

ASAV IR Z 1] DLSZFF 104N M ORBIME ] =A% W MIMRE AT AR s B8, 55— H 4G 2 ¢ ASAv
FOE B4 1 (Management 0/0), 55 N4 HF & ASAv Y GigabitEthernet 0/0, &5 =41 Hi )& ASAv f] GigabitEthernet
0/1, PLLZEHE, H% GigabitEthernet 0/8. Kl NIC A7 Virtio.

RtIE
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wimkznng [

virt-install \

--connect=gemu:///system \

--network network=default,model=virtio \

--network network=default,model=virtio \

--network network=default,model=virtio \

--name=asav \

--cpu host \

--arch=x86 64 \

--machine=pc-1.0 \

--vcpus=1 \

--ram=2048 \

--os-type=linux \

--os-variant=generic26 \

--virt-type=kvm \

-—import \

--disk path=/home/kvmperf/Images/desmo.qcow2, format=qcow2,device=disk,bus=ide, cache=none \
--disk path=/home/kvmperf/asav_day0.iso, format=iso,device=cdrom \
--console pty,target type=virtio \

--serial tcp,host=127.0.0.1:4554,mode=bind,protocol=telnet

%
g
N

1247 virt_install JIA

T

stack@user-ubuntu:-/KvmAsa$ . /virt_install_asav. sh

Starting install...
Creating domain...

SRR B AN 1, e BRI AL PR & o BT LUE BB INLIEAE R 3. RSN 2L Bl Al . 7E
REAUBUE 1R 3l e, AT ORI & i & ) CLI i %o

il IR QR A
T LSS ISR B2 11, e 5 LE S 0B A 2 ASAve FEHG BT (K145 AR N 2 ASAv KEFUALIY

ASAv NZBESALIN B8 11, I LR FLRC N H O D FIRE, 2 0 i A AU G £ 7 O B
BT IR, ASAv IR 148 1 TR HAR SRR AR o] BE U5 o

4 ) 01 PR

EOMF SRS
o IR IN— AN SRCE , JE  g S A T A AT R B — MR g S N 1.

o MR AR N, SRR MR O S, BRAREINBR R DR s — AN .
o CUFEAE MR OGS HIN, R AR BC AR LR RN L

B
o FER P RCRE IR S B D R BRI, I AR S D B ) e ASAv TR 65 e S i Bk
H o
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© R AN PR DA N B AU LR SR T B ASA, SRR AN ISR
InE RN R P % ASAv.

 FEEH ASAv G EDH AN IN ISR DI 1 s OB R B T e
o fEE VA bR TR e

o MR SRR DB I, o SEMER ) ASAv BB d) Hefic i -
 MHERIHLME R P B 1T ASAv Bk b U4 11
« R, SLEIM AU R T A T AS AV IIBRAH N (K14 11

PR il
o FFEH R IR T Virtio FE9UL NIC.
© SCRFR RO DECR I 100 R SRS I 10 AN, W B0 RE R R .
« BHIFEFT IR (media_ethernet/port/id/10).
o FAH R DI FEAEH] ACPL, 1 ANEAE virt-install JAIA RN --noacpi Arid.

PARIR M 2% 3E O

AT LAEH virsh Ay 2470 A ER KVM EFUPL ISR e g8 1 .

LB F1IF virsh A7 &1

i

[root@asav-kvmterm ~]# wvirsh
Welcome to virsh, the virtualization interactive terminal.

Type: ‘help’ for help with commands
‘quit’ to quit
S22 fifi[f] attach-interface my ¥R In— Mg,
attach-interface { --domain domain --type type --source source --model model --mac mac --live}
--domain 1] LL¥EE N RIREAL . A ARERSEHEN) UUID. --type ZH00] LU network (RRNPIELM L% 4% ) B bridge (%
INEL AP o --source SER /NEREIIM . —-model SEFR /R ERINIC 2878, —-mac SEHE MWDK
MAC Hililo --live ZHCRIR Zdr 2 5 W 1E RIS AT 18k
R A KA IR ) se i W, 1 2 B 1E 21 virsh S0 .
-

virsh # attach-interface --domain asav-network --type bridge --source br hpi --model virtio --mac
52:55:04:4b:59:2f --1live

R i) ASAv B D RCE BN BOF R ik 0, DB AR AT RAE R, 20 (OB
ASA RYIHAEAF CLIRCESRM) MEEAE O E =,

B SR EERREENRE (ASAY) RiEEHIER, 910
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| & KM #E ASAv
sr-ovzninE [

$12 3 {§i ] detach-interface i ME— 1.

detach-interface { --domain domain --type type --mac mac --live}

AR ARSI e, WS IR viesh STRY.

T

virsh # detach-interface --domain asav-network --type bridge --mac 52:55:04:4b:59:2f --live

SR-10V 1z O A HC
SR-IOV RFZA VM H= EHLN K5 PCle 4% & lc%s . SR-IOV & X T ¥ k.

 WIFLL))GE (PF) - PF 350145 PCle ThRg, U35 SR-IOV Difg. XLLThaede EHUIRS 2% [ S b w3
H A NIC,

« JERIThEE (VF) - VF &8 B TFEIRAL 5 PCle Thit. VFUE H T PF, Jfilid PF AT B

VF 76 BRI RGHERE N, T LA 10 Gbps (3B %8 ASAv ERIHL. AT BUf{E KVM
I RIS VF. ASAv Fl SR-IOV £ 10HD , 26 7 WA T ASAv X SR-IOV 12 i B

SR-10V = i BRI 22 5K

WA — A SCFF SR-IOV L NIC,  AJ LK S HF SR-IOV ) VF BUREALL NIC (VNIC) M4 3] ASAv
. BEAL, SR-IOV B S FE BIOS LASKAHPE g 4T I#ME R G0 SE Bl SR PN LIE A FE T . R i8]
H T KVM R IZAT 1) ASAv $UAT SR-IOV 2 1A I ) — M ) -

o 7E EHURS: 28 h T2 HAT S HF SR-IOV [P NIC; 15 S [MISR-IOV 42 TVENAI R, 55 8
o

o J EAE ENUIRSS 4200 BIOS R AL . A ORPEANE L, TE S PN R SR o

o BRTRBEAE F MRS 25 1 BIOS 73 FH IOMMU %} SR-IOV M4/ Fr. fAREHE R, HS i
AL 7 SR

1&£24 KVM E#/1 BIOS Fi = HR1EZR S
AN KVM RS R SR-IOV B2 L F & Fh 22 B8 ML E D IR o A R 04 B 2 TR e S50 = 50
Birp A g g, XS A 02 R UCS C R 4R %S 4% 1) Ubuntu 14.04 (454 Intel LA M
ARG 4E R 25 X520 - DA2) &
FriaZ /i
o iR T B A SRAIOV [ £84% 1145 (NIC).
* BPR A H Intel ERMMEHIAR (VT-x) Il VT-d D,

| BREERR S ERE (ASA) RiEEsERE. 910 i
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B =2 kvm i Bl0s TEdURE RS

S

$IE2

N

AR AUARGHNERBOAS XY FA T S Y R SR B e 120
F, DU AR ) 2R G A P AN TR R 7 ko U ) AN EE 25 BIOS BEHE .

o BARAEERAE R SR 2 B rp V2235 T Linux KVM B, By B T HASCHRR; 1§20
ASAv Fl KVM ek, 26 36 1L,

s MRORYEIE T “TFE 7 IRES . AEH ifconfig <ethname> HEATHIA -

EH “HR” FH Pk P RV 5 S R S
I3IF Intel VT-d 215 28 -

-

kvmuser@kvm-host:/$ dmesg | grep -e DMAR -e IOMMU
[ 0.000000] ACPI: DMAR 0x000000006F9A4C68 000140 (v0l Cisco0 CiscoUCS 00000001 INTL 20091013)
[ 0.000000] DMAR: IOMMU enabled

e 4TR R VT-d B8 .

WL intel_iommu=on ZHMEINE] Jetc/default/grub Wit & SCAF ) GRUB_CMDLINE_LINUX 4 H, 7 WA #0E
Intel VT-d.

R
# vi /etc/default/grub

GRUB_CMDLINE LINUX="nofb splash=quiet console=tty0 ... intel iommu=on"

iR AR AEAT T )52 AMD ACFREE, WIN SO0 HKE amd_iommu=on MY INE 51 355
HH A SRS A%, LUE jommu B UERL.
Al

> shutdown -r now

QU VF, BAKTiE . 8L sysfs 30 7] sriov numvfs 3805 NIE 4 H0E, #A0F:

#echo n > /sys/class/net/device name/device/sriov_numvfs

AT HARAERR RS 258 F A QU T s SR 1) VE, 3K LA ar 2 B2 re.docal XA, U T Jete/re.d/ H
Ko Linux BE R STEA BN FELE RN AT re.local JIA .

fltn, RS TR BN VE B 38 SRR E TR 4 LA R ]

Al

echo 'l' > /sys/class/net/eth4/device/sriov_numvfs
echo 'l' > /sys/class/net/eth5/device/sriov_numvfs
echo 'l' > /sys/class/net/ethé6/device/sriov_numvfs
echo 'l' > /sys/class/net/eth7/device/sriov_numvfs
HOHT R BS54

Al
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wpel g g Es asa [l

> shutdown -r now

$IBT W Ispei Hh 25 0% V.

T

> lspci | grep -i "Virtual Function"

kvmuser@kvm-racetrack:~$ lspci | grep -i "Virtual Function"

0a:10.0 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev 01)
0a:10.1 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev 01)
0a:10.2 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev 01)
0a:10.3 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev 01)

iR fii 1] ifconfig %, BaF BIHAML .

1% PCl iz & 57 BL4e ASAv
FEGIE VF JG, BT ek eI ASAv H, slARAS AT PCT ek —HEo LU 7= 358 W An e 4
MK virt-manager T FURE LUK VE ZEHIER7 N 2] ASAv.

TR ATJF ASAv,  RUHTRANRE A 2 LLKE BT B 46 45 I 21 AL o
3 At

ubuntuls Vir tusl Machine

Ble vinual Machine View Send sy
= Cue - O
B ... ...
Performandce
B Tesiic: Harm: |uburtull5
LALRD:: e v il e oo il
e
. Hamon Stetus: = Shatol
G oot Upteons Descrgtaon:
c: Vit Disk 1
=) IDE COROM 1
Bl ac £7:01:04
Moite Hyparvisor Details
ot Hyparagar: bam
Doy VI Architecture: =85 _54
- Emullator: pusribsnfosm-spece
Sound: ichs : Dk
s Sanal 1
B foicoobesio: Gperating System
HESERBT: URKNoW
PCI DO0084:10.2
!! Product namse: unknown
Video Cimus
! Corarcler USH v applications
B controter pei * Machine Settings
! Condroler IDE ¢
[ e Add Hardware l N oo I off Apoly

P2 i WK ESIR T PCL EHIRE .

| R EENR 2 ERIEE (ASAv) iREziEm, 910 |
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B sroszsmeasa

PCI B 51 (HLHE VE) $ I BAE O ai ks
[ 4 BT IR

D

il

i

Storage
Metwork
input
Graphics
Sound
Sarial
Faralel
Charmal

USE Host Daace

‘Wideo
watchdog

Rlesystam
Srmartcard

USE Redrection

add New Virtual Hardware

Plaase indicate what physical device
te conmect to the virtual machine.

Haost Dewvice:

06:00:0 Interface ethd (WVIC Ethernet NIC]
07:00:0 interface athl (C Ethernet NIC)
08:00:50 VIC FCoE HiA

09:0050 WAL FCaE HEA

0A:00:0 Interface sthd (BX599ES 10-Gigabd SFIFSFP+ MNetwork Comnnection)
0A:00:1 Interface ethS (BXS99ES 10-Gigabit SFIFSFP+ Metwork Connection)
0A:10:0 Interface ethi (82599 Ethernet Controber Virtual Functicn)

04:10:1 Interface ethld (82599 Ethemet Controller Virtual Function)
0A:10:2 Interface ethll (82595 Ethemet Controfler Virtual Function)
04:10:3 interface ethlS (82599 Ethemet Controller Virtual Function)
a4:10:4 interface ethl2 (82599 Ethemmet Controller virtual Function)
0A:10:5 Interdface ethlé (82999 Ethemaet Controller Virtual Function)
QA 108 Interface sthl3 (22999 Ethemat Controdler Wirtual Function)

Q8107 Interface othl? (B2599 Ethemaet Controfler Wirtual Function)

0C:00:0 MegaRail SAS5.3 3108 [Imrader)
10:00:20 MGA G200e [Filot] ServerEngines [(SEFL)
|

xill'll:ll|| o Einish |

PCIl Device

T3 LA B —, AR5 Ed5ER .
% PCI B M BLAERE T A s 1T i e 2 BleAiliad D LUK i 4 SR S D) e o

B SR EERREENRE (ASAY) RiEEHIER, 910
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TS et |

[ 5: R AN E E AT Bk

ubuRtuls Virtual Maching (on kvm-racetrack)

Ele virtual Machire  Yiew Send Key

=0 cune- &

! Crvariew 7| Physical PCI Device
Parformance Dendice: 0A-10:3 82599 Ethemnet Controller Virtual Function

0 Peocessar

|E] Mamony

@ Boot Opticns
[] virmio pisk 1

=) IDE COROM 1
|By rac 87:21:9d

Mo

Ingrt
Dosplay WG
Sound: ichb
Serial 1

cra

B rooccoossies:
B rooooeaios

Vides Coul
B controller usE

! Controller poi
! Controller IDE

s Add Mardware _I —E-rrmrtl & cance |

T—5Mit 4
o {§ ] ASAv 72471 1Y) show interface %40 E L & 3% 11,

* i) ASAv _E R I RCE BRC BOF 8 A% 1, DB AR oA AR E R, 1
Bl R ASA RAIH MERAE CLIBCEFR M) MEAB I E %,

puili3
o

2= KVM Be & R 1EEE

EKVM i, Gl s KVM EHL B3R, TS E ASAv (PR . XS E 5 EHURS 4% -
MM E W B K. LTS H T Red Hat Enterprise Linux 7.0 KVM.

MR CPU [E5E, mTLAER M KVM BB I PERE .

J2F CPU EE T8¢

TR KVM IR FR 4 5 ASAV IPERE, 7] LU KVM CPU I 0T HE ML 20 BC 4545 2 AL PR 2%
FEAF LT, 35 7E KVM ENLERCE CPU [E 2 IhhE.
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/a2 CPU [EETI&E

-

virsh nodeinfo

Al

virsh capabili

i

ties

122 U 1P vCPU #i -

¥ 3 f% vCPU [l & B AL HE 2% WAL AL -

&/ KVM &3 & AsAv |

B AL KVM BN, B0 UE L 40 LLA T a) H] T [ 5E 1 vCPU Hid

virsh vcpupin <vm-name> <vcpu-number> <host-core-number>

X ASAv _EEEAS vCPU, #RAZIHAT virsh vepupin 174 . LU 76278 ASAv L E L5 V94N vCPU H 4L

A )\ WAZI B 5 1 KVM i 2

virsh vcpupin
virsh vcpupin
virsh vcpupin
virsh vcpupin

asav
asav
asav
asav

w N = O

g W N

THNAZG ST LU 0 21 7 Z M IAEEECT . ARFEAEE, 120 KVM 30k,

R ERCE CPU [ @ IhRERT, N H B THURSS 25K CPU $R4b. R R E T2 NN RS 2%, iF
NS 22 NS L E CPU [ € o

S KVM HE B RE 1 i

ISIA
o

Mg 52 5

T ELHIN ARG
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AT LLAE Amazon Web 55 (AWS) = L% ASAv,

* KT AWS = I ASAv #3555 49 1L

* ASAv Fll AWS [5G 44t 5 2 50 1L

* ASAv Fl AWS 45 R PRI R, 565 50 02
* BCEIERE A SSH S BGIE » 55 51 1L

* AWS L] ASAv &4 bl , 25 52 Tt

* /£ AWS #3% ASAv, 5553 1T

XxF AWS =AY ASAv ZpE

AWS JE— MEHFAH Xen BN AL ST . ASAv 78 Xen SERINLIEFEREF I AWS 31
B AR S i81T. FRII T AWS I ASAv JIT 32 Rt s 257,

R 7: AWS LIRS R
451 B ASAv B S % 15t BB
c3.large * 2/~ vCPU * ASAVI0 BAIAEBIAEATAT arge
w Eva T
cd.large S BB ASAV30,
*+3.75GB * ASA RN
mé large MO SAV30 Ry T Rl 7
e * 2 Al AL
1 MEREN
c3.xlarge * 44> vCPU * ASAV30 ¥ ASAV30 3 ¥ xlarge
c4 . xlarge S
xlarg - 7.5GB
m4.xlarge .
s o 3 KR
1 MEREN

| BRI BERREERIEE (ASAY) REEzER, 910 ]
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B asavinaws mserzs

A\

R ASAv 7E AWS MBS Z AR Xen BRI R .

T LIAE AWS _EOIEEK P, (] AWS [ 'S % E ASAv, JFiE$ Amazon FLEFBUE (AMI). AMI A&
— PSR, b Sl I S T R A

Y

AR AMI MRS AWS FREGZ SR AE TR

ASAv 0 AWS Hy5e R &4

* {F aws.amazon.com [ AIZEIK 7 .

* VP ASAv. 7EREVEN ASAv ZHT, ASAv AERFRE FigqT, M SCRE 100 MMEF
100 Kbps 7t ft. 7525 ASAv 7T

EANDS S
 EHAE
o« PIESRISN R O
o (L) A1 F (DMZ)
* GWAF HAR
© HHEN - T ASAV IEHS] ASDM: ANfeH T Hili &
© W (i) - T8 ASAV JERZ S A B TAL.
< SN CRED - TR ASAV BRI A LM%
* DMZ #: 00 (W]3k) - 7R c3.xlarge #: W, HT# ASAv EH: 5| DMZ M 45,

* K ASAV [NRGESK, SR ASA FHeATERLFE .

ASAv 1 AWS B45 -5 J7 T #0 BR i

XFFRIThAE
AWS [ ASAv S FFLL T ZhfE:
« R = (VPC) H1HRE
o BRI (SR-IOV) - 26 1] 5 00
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| #AwS = &8 ASAv
s ssH aniiE [

* M\ Amazon Marketplace 7%
* AN 2 P94~ vCPU

* 5 3 R MK P
BB GBI

R HHRIThEE
AWS L] ASAV ASCRELL T D
s PEHIG U ] SSH 2k ASDM 3 1ok 99 44 4% 4R AT BB )
* IPv6
* VLAN
s RAE ORSCHRFRIREOE WA KD
* A E
o T
* ASAv AHh = nT F
o HAT B HEE: 1 | FF EtherChannel
* VM A/
* Amazon Cloudwatch
o AL T RN PR ) A
* VMware ESXi
o TR B

X AN AE AWS PAERE,  DRIG RS 2 F T R/ I 3% il B TE V24 AWSS A S A o
VXLAN H Gl FH i S XSRS AT -

o B/ RAE K ARP
AWS FORFEZIX S8 ARP, [RI T E 40 2% ARP R 201 SR 1) ARP [ NAT Bt & TGy 4 Hi) T4k .

BC & 1T %50 SSH S 1736 iE

1 SSH A4 5 4 AR I (R T+ 5400 - 15687 SSH S 963E, R Zi3E A T 40 A I 1 2 A BE I
SSH AFHE Oy 8iE; FTLL, A8 F 287 B 0y S0AE IR SSH L B AE TR 5 A A R A S50 IE
J& Amazon Web JIi55 (AWS) L[] ASAv FIBRIAE, Rtk AWS H 2@ Bt ) . Ok T &k 9 SSH
R, U TR E . 5, T LAETH R SR ASDM (i 4& 5 H T ASDM
vim)D B RE .

BRBERE SRR E (ASA) BEEFHIES, 910
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B aws ti asav messms Rl

AWS L HY

LR 4 “admin” [f9J5AGTEC S 7~ 51 -

username admin nopassword privilege 15

username admin attributes
ssh authentication publickey 55:06:47:eb:13:75:fc:5c:a8:cl:2c:bb:
07:80:3a:fc:d9:08:a9:1£:34:76:31:ed:ab:bd:3a:9e:03:14:1e:1b hashed

FLEF4 7 R4 H ssh authentication 774, iEHIALL Ffid:

aaa authentication ssh console LOCAL
username admin password <password> privilege 15

BATRVCIZH P A3 A%, ALY nopassword JCHEY (UIHAFAE) . nopassword X

B RN ] LU AT AT 350, A2 R AN RER AT 2505 . 7F 9.6(2) Z W7, SSH A S UEA

it aaa it e, ICASLK nopassword KHE Y. AL, HT % aaadnrS, KUILWIR 41T password
(ol nopassword JXEEY) , B4 HBN ALVFXS usernamedE T3 ML E 4 U6 AIE

T2 5, username iy % A Fif7 2 password 2 nopassword JCHE ;0T LLESK P AN RN
e Pk, ZAGREIAH S MU, ETEHHI username iy % :

username admin privilege 15

ASAv &3 F N5

N R TR 5 kB R EE U T ASAY M, #E AWS ok ASA it'E T YA T
CEHL, . 4MEF DMZ)

B SR EERREENRE (ASAY) RiEEHIER, 910



| #AWs = H#52 ASAv
#aws t#2 asav I

& 6: AWS L& ASAv ERE =151

AWS VPC

e
"I.'Mé

iy 5 2
. PIER T SMERFR
DMZ
M

BEFELY

£ AWS L #BZ ASAv
LURRAERE P BRI T 4E ASAV EBEE AWS (DB, N TR i i i b 3%,
Started with AWS (AWS AT

HZH Getting

HIE 1 B F 3] aws.amazon.com, R I AE I X Jak
AWS KI5 i BERg B I 2 AN X k. XSS R E BSR4 B — AN IR IR A & A 5 — AN X 3

" o TR SR A DA R A AE IO DX
P2 KA > AWS BIIZHIG, 554 “BM” T ridi VPC> G381 VPC 1%, RJaik#F R a3ty it
BE LU S TR G VPC (BRARS AU, BT LI ERA D -
* WIBRISME T - A VPC M7 K 44 7K
© BIRRIMOR - Tl BB AR G AN TR R A4 FKD o
* SRR - I gk H LUR A& BT I o CFF 0.0.0.0/0 SIS HIRM P

$B3 KIS TR > AWS BBIEH 4 > EC2, AR5 SdielEssl.
o EEIEN AMI (451701 Ubuntu Server 14.04 LTS) .
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https://aws.amazon.com/documentation/gettingstarted/
https://aws.amazon.com/documentation/gettingstarted/
https://aws.amazon.com/

B %= aws LiE asav

AT FH 65 T AR A 12 308 1 PP A 1) AMIL
TEFE ASAV SCRFISLEIZRTY (51 c3.large)
e & SE] (CPU AT A7 A E KD o

7E AWS = E#BE ASAv |

A CEEAIE” F, HR RN Day ORE . O E ST (BIMATREVFTT) R Day O RLEMiE

G5, SIS Day 0 FLE CIF.
Day 0 BC & 7RI

! ASA Version 9.4.1.200

interface management0/0
management-only

nameif management

security-level 100

ip address dhcp setroute

no shut

!

same-security-traffic permit inter-interface
same-security-traffic permit intra-interface
!

crypto key generate rsa modulus 2048
ssh 0 0 management

ssh timeout 30

username admin nopassword privilege 15
username admin attributes

service-type admin

! required config end

! example dns configuration

dns domain-lookup management

DNS server-group DefaultDNS

! where this address is the .2 on your public subnet

name-server 172.19.0.2

! example ntp configuration

name 129.6.15.28 time-a.nist.gov
name 129.6.15.29 time-b.nist.gov
name 129.6.15.30 time-c.nist.gov
ntp server time-c.nist.gov

ntp server time-b.nist.gov

ntp server time-a.nist.gov

frfit CERZBROMED

PREESE] - T LLEIEVF 2 A%, MBI BER AT /0 I WONRREIME T AR A AR
© LAY - QIR A I NI A . AR BB FRERN SUR EAT R S A R O B K g
BOATFOL N, A BT ORI . 5 SO, DA e v AT T U510 ASAv ks i SSH A

KA EHIE, K5 Ba.

T4 QY.
T E I ANMERT DL A B, RS R MR R A Es SPIAREE R M. WREEK

=
=

TS, WIS B IS B, R OB A

PERS s BEEGILITE ASAv,

L6 KOS AIMK P > AWS EIBIEH & > EC2 > BEIf) > 3 aY AMIL.

B SR EERREENRE (ASAY) RiEEHIER, 910



| #AWs = H#52 ASAv
#aws t#2 asav I

SIBT IR ASAv 5 EENSL 0 FR/ H AR 23

AWS BRI BCE A SV SEHEOL TP ik 3, O HAX SR VFSEB AL B 2R 1P i A& . 248 ASAv fig
VER B ks, AR ASAV R (AL MR DMZ)  EAE 5/ H bR 2

| BRI BERREERIEE (ASAY) REEzER, 910 ]



7E AWS = E#BE ASAv |
B %= aws LiE asav
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5.

7£ Microsoft Azure = _Z8Z ASAv

#5A] LUAE Microsoft Azure = % ASAv.

* 5T Microsoft Azure = _Jf) ASAv #% , 25 57 7T
* ASAv Al Azure (RSEIRAAEMRGEER , 5 58 1T
o HENFNRRE) , 55 59 1t

* TERE ARG PR 5 60 UL

* Azure M H , 2 61 1T

o REAUL RO 23 T R UL IR 2% FH G 2 61 1T

o IPHhE , 55 62 5t

*DNS, #6271

* {£ Microsoft Azure % ASAv, % 62 71

o B3R - Azure TRIERIHORG] , 55 70 1T

> T Microsoft Azure = _ B ASAv E8 2

Microsoft Azure j&—/ Ml % 1] Microsoft Hyper V JEFUNLIG 5 FE 710 A 4L 2358, ASAv 7E Hyper V
REPIHLIE P FE 1) Microsoft Azure M55 782415 % . Microsoft Azure ] ASAv 7 FibrifE D3 Flbx
#HE D3_v2 S, ZARHESCRFIYAS vCPU (14 GB) FHPYAN .

1] LLYE Microsoft Azure |41 F %% ASAv:
* TEFRME Azure A 3L AT Azure BUNFREE T, 8 Azure BEUSET FEERIG ASAY F535 A A7 15 K Bl
* fi ] Azure 240N ASAV HE B KA VEIK FE o )y %
* TEdnifE Azure A 3L ZF Azure BUN ST, 48T H] Azure B2U5 T BEARIE ASAv #0284 =y vl P (HA)
it

W2 Azure B HIAS TP S ASAv , 2F 63 T1. 1HIER, I LIZERRUE Azure A FL AT Azure
BUM BT E ASA HA L

| BRI BERREERIEE (ASAY) REEzER, 910 ]



7E Microsoft Azure = & ASAv |
B asav o Aure e R EHFIRGER

ASAv 0 Azure RUE R KR EFAFEEKR

* 7F Azure.com &K,

7E Microsoft Azure FAIEMK 5, &0 LUG 5k HFTE Microsoft Azure Marketplace "k #E ASAv,
NG HRE ASAvV.

* V1] ASAv.

TESSVFN] ASAY ZHT, ASAV FAERE A T IaAT, BEBNILSIRF 100 MR 100 Kbps 175
. WS T ASAv IR BEAEVER]

N

T 7F Azure T ASAv I, ASAv BRI ASAV30 $AL. Bt AT LA
ASAV5 F1 ASAVI0 $ZAL . {HIELEIXFME LT, IR I00KE 2 1 2 0] W A i
BT ASAVS B8 ASAVIO0 74,

* Eélﬂ%iik
TS ZRAE DUAS N 2% Al DY AN 422 11308 ASAv.
< ERE O

N

ER XTGP B E, R OWAME “AMET .

A\

B O Azure P, BOCE X OMMA RSSO, ZEO2M— a5 Hx
PR Azure A3 TP HuAEROHE D . XN, Azure AT ASAv SR
PO LAAHBEIR R E. Bk, &3 O0RGERE AN

management-only % & .

o PYEBAI AN
« AW (DMZ sl B AT i 25
* GWAF HAR
« BRI - T SSH Viial LULCRE ASAv H:4% 5] ASDM.
© W (i) - T8 ASAV JERZ S A B TAL.
< SN CRED - TR ASAV R A LML
* DMZ #:10 (i) - 7Ef# [ Standard D3 B ORf, HTK ASAv E#: %] DMZ M 4% .

* 1% ASAv BRI RE P AEICY 6 MSCRHE R, TSR ASA Hestt.

B SR EERREENRE (ASAY) RiEEHIER, 910


https://azure.microsoft.com/en-us/
http://www.cisco.com/c/en/us/td/docs/security/asa/asa96/configuration/general/asa-96-general-config/intro-license-smart.html
http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html

| 7 Microsoft Azure = £ 32 ASAv
senisames I}

JE U 0 R il

T IEHIThRE
* M Microsoft Azure z 4T 858
o B S B 2 DY vCPU

N

AR Azure AMRALTECE Y 2 2 vSwitch Difig.

BB KRB (IR
A\

FR KB T, ASAv SE MRS 3 Eil A, I B SR A
ML HA AP Hilik. BT Azure AEHF VLAN bric 3210, BRI
HEARRRIC S AR 4kt 0 BECE 1P Huhik.

A FHFHIThEE
o BEHIG VI (T SSH 5 ASDM i ik % 2842 11 AT FRER A1)
* IPv6

o HIP Sefi% 10 ) VLAN #Ric
=L
« WA IP ik 1R HE ARP (I Azure (A JER)
o AR B A 3L TP Hihik

A7 Management 0/0 4% 111 1] EURAT OCIB IR A 35 TP Hiuhik.
 TRABIR SRR BIE BB D

N

AR Azure S FH LI ASAv 7B UIB KA RI2AT, BN EA RV D /ER
AR IETT.

* Z 1Rt

o ¥ica

* ASAv A Hb = a]
* BRIHLF AN/ ZH
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7£ Microsoft Azure = 3 E ASAv |
B =sesnaazaszs

* AW T, Azure =HIa1THI ASAv L& 3 ] FIPS £,
\\Y

IR WA H FIPS B, W4 %5f# F ssh key-exchange group dh-group14-shal
fir 2 #4 Diffie-Helman 5 $HAZ 4t 21 5 5Ok SRR R85 B o i SRAEAS B
Diffie-Helman 41, #7cikilid SSH IEF ] ASAv, X ZWIIRE B ASAv
frymE—J7 2.

EEREHE 6 B TR

7 Azure S ASAv I, SOIELLF %
* ASAv ERIHL (VM)
© CRURAL CBRARGRIERE T A R IRALD
ASAv FHYFLH WIS K 0L 2 FIATfids i A5 FH P A ) 0
« P4/~ NIC, 43514 % vm name-NicO. vm name-Nicl. vm name-Nic2 Fl vim name-Nic3

IXLE NIC 43 7 Mo 2] ASAv #2111 Management 0/0. GigabitEthernet 0/0. GigabitEthernet 0/1 Fl
GigabitEthernet 0/2.

« —/N4% 5 vm name-SSH-SecurityGroup )% 44
22 A UK B M B EFIMLI Nic0, 535 b ] ASAv Management 0/0.

A AR ARV SSH AT UDP ¥ 11 500 F1 UDP 4500 [HT- VPN [KIERIN) . 480 LAZE#32 F 18 04
IX B,

o AFCIP btk CRRGE S 3 2B ST TR P 4 i 44D

BN SE TP Mtk 5 B HIHL Nico AH5CHK, 53 i 3] Management 0/0. Azure X ST — AL IP
Mk 5 55—~ NIC #HCHk.

N

AR R HUERE AL TP Mkl Ofrthik eIl o ASCRF “J8” k.

o —AMNEAHTUANTMET NS (BRIEfikse T A I8
s HANTMRIH R (R EAEAE, AN
Fefir 4 N subnet name-ASAv-RouteTable.

TN R A BB A I = AT, ASAv IP HihEAE O T —Bk. o SR 5 22 28 I A
ERCE N R E P IR S AT IE/NINT 335 8

© PTIEAE IR AR K R Shi2 WS
JH B Wi SR Blobs (HERIRN %)

B SR EERREENRE (ASAY) RiEEHIER, 910
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Azure % H .

o FTiEAERENK S AL T Blobs A1Z5%% VHD RPN SCAE, 440 vim name-disk.vhd 1 vin

name-<uuid>.status
o —AMEAEN P (BRIAEIESE T IA MAEAEIK )
A

ER JEMIBRESBLN, 0B MRS U ORI AT BERR SN o

Azure &

Azure RN 235 HH 1A TR ok T REAUA IR 208 0T 2050t Th A A R0 IR I I AR Geis iR 5 L g X
HHR AL

\}

AR BHATCEEE A R R S dk .

T LU MG AR 8 Sk e U RAT R R th R R S e XRALE T, Rt
Sl B BRI, R & R . RGEEK R GG R 0] Azure HE UL 2% HIBE M 194 5K
(KIER A 1 (0.0.0.0/0).  FRERHK A CARIEAE FAh 2 Ly MR AR 1 CF— B8 7] Azure (15
PP 28 TR R O

M T IEEE ASAY B HiiE, ASAv B R SRR TN BRI A AL =AM CEF ASAv
FVETR —Bk) o B ReIE T I n—AN81 7ML ASAv 42 K BRIA M B (0.0.0.0/0). 40 4471
A, B ASAV ROk H T IMBTH R, X0 RET EHEATHL & ASAv 5l , DIAbHZiis (nf
AE{Ei ] NAT/PAT) .

BT R G R TP AR AT (0 BRI, DRI 200K LR TR s pR S IS P e L i, LAFR )
YE T —BEIK ASAv. I, Al R BRI kbl T R geit th R rp AR h, JF HL

MRS ASAv.

FE 0L 4% FR FE LML B9 B R B &

Azure JEFL L5 ) B R T Ot g, AR P i LR E OGRS N il i DHCP
TR G IS AT 8 i e, BN LG A L1 bl . XA AR, AU
TR B A0 A 326 3] R AU I 2% PR RE L VO R AN 56 . — HUBOR A0 B TT R UL, BRGS0k =
CHHA P 58 SCGRIE SO BT B A0 ke F—Bk, TR o LA R E N 1 &
J& ASAv HiHEFI R SC

Azure FERIHL ARP 245 4 BT 40 EALE MR MAC Hulik (1234.5678.9abe). X I fR BT A 25 )T
Azure K IUMLI G0 B8 Azure MG, FLrpAg 20 th 28 F 10 e Siodis B 4%

| BRI BERREERIEE (ASAY) REEzER, 910 ]



7E Microsoft Azure = & ASAv |
B oreu

IPLtfit

LU AE BiE T Azure F 1) TP Hubik:

* BG4 ASAv _ERUEE—AN NIC (I 3] Management 0/0) At B hn 2 1)1 v (A TP #h
ks

NI TP HUHEFT RELS A TP HBHEAHOGHK, Azure BRI R SCREALBE NAT #e it
o JAHBRIPL LRI —A NIC A 1 LU A2 3% 1P Hudik .

A AILIP HHETE Azure 157 15/ H 2 AR T B R AR ARG . (R, X LEHBAETE Azure T
A ASAv TEHT AN ] CR AL
© AT AL IP M S KA, BRAFETE Azure HHEAT HH L

* ASAv % 1A fd Ff] DHCP %5 3 1P Hullk. Azure JEREEMETT A5 0 ASAv 2 1140 Azure 1%
BT TP Huhk

DNS

T4 Azure REP0L IR £8 #T LA ) Hiukik 4 168.63.129.16 [#1 14 B DNS 55, 0] DL LA pradfdi FH %
k5545«

configure terminal

dns domain-lookup management
dns server-group DefaultDNS
name-server 168.63.129.16
end

R B REVF AT, JF HORBCE A O DNS IRjg5as, AT LLAE ARG .

7£ Microsoft Azure =32 ASAv

8 0] LLAE Microsoft Azure |33 ASAv.

* TEARE Azure AL 2 F Azure BURFIAEE Y, ] Azure T 57 BEAS 1 ASAv 538 A M 5 K bk .
T ZIATE Azure PHURE FL2S 1562 ASAv.

* 7 Azure WATH] Azure 20000 ASAY 538 ARV EAEIKFEAE YT 2. A 2B RNE
FEfE ASAv, 1E NIRRT Azure TAE I KBRIET . M FRANEE B il THTAR Hh M 4 e 4 s AT
IR . 1ESAE Azure 240 ASAv.

i Azure WYRE BEAS RS ASA il FTENS . RALRIC4Y, rlLAE XA A/ A
PE (HA) BLE 1 ASAv, A JL 25 (1) iy PR St ToR A /& i v 7 %€, SuiF EH ASAv il
e fiuh & R4 H AT SO D4 LAY 3] 454 ASAv. 152 M Azure P55 28 34028 ASAv LAk
Al M, 2 66 1L,

B EREEmR2EREE (ASA) RERIERE, 9.10



| 7 Microsoft Azure = £ 32 ASAv
= Awre g T HE AsAv ]

* ffiH VHD (nJ M cisco.com 3RHO HFEE MR, it B e ARG E ASAv. JERHE I 46 i
B (VHD), #nPE I F AL 3] Azure K Fi4L ASAv (O Z it B o A8 G WG R4S JSON
A AR —ANSEC ) T AR SRR B ERVE o ASAv 508 I i i 7 7%
P FAEFZ A 2 XN, 1S AL VHD RS YRR Azure #5%# ASAv , 28 67 T,

s S Sebe o =

1£ Azure FFEIEE P ERE ASAv
PUF ERAE R PR BE 41 1Y T 7F ASAv i E Microsoft Azure (2558 . 11735 T METEL Y Azure % B 58,
%2 [ Getting Started with Azure (Azure \[7]) .

£ Azure "FE ASAv N, 2 BB FRCE, BlUnBedd. A% 1P MUBERIEE diak . 40T LA7E %
Jait— DA PK IR . A, ST RER B OB IR A RGN BRI

IR Gk F| Azure THHTELAS (ARM) 17,
Azure |1/ SR 5 24Tk S AT FHARSCIR I EE 38, ¥ LA E T K.
I8 2 1F Marketplace R B ASAv, SRJ5 st ZHE 1) ASAv.
T3 IEEARE.
a) HNERNUAFR . ARV AR Azare 1T A 2 AT ME— 1k
FEET WA BIRA M1, TR LR, RN
b) N 4.
c) EFESHIIERAL: HH SSH AMA.
WP R, NI IFIA
d) EPITHIZEAL
e) LEHEERIRL.
LR 5 R UL 4 1 Gt DR LA [
) EPEMALE .
AV LIV 05 110 I 8% R DAL P AT A [
g) RULHRE.
$IE4 HE ASAY B HE
a) IEFEERINLAN,
ASAv bR D3 FIbRdE D3 v2.
b) EFE ARG
TR LA AT A2 0 mT CABIE BT AR At IR o A7 Ak A7 35 8 5 o 2 0 R DRI o7 AT )
¢) WK AANILIP Hihl, TERAE AT FBUPHIAZ IP LRSS, ARG RERRRE .

| BREERR S ERE (ASA) RiEEsERE. 910 i


https://azure.microsoft.com/en-us/get-started/
https://login.microsoftonline.com/common/oauth2/authorize?resource=https%3a%2f%2fmanagement.core.windows.net%2f&response_mode=form_post&response_type=code+id_token&scope=user_impersonation+openid&state=OpenIdConnect.AuthenticationProperties%3d2VY4R804-d5gaK3qdwEwGvGHtudVBe4yovizm-D_Pa0fafLwweakNSpPPgX8lArLs_rsVNmX4YnMZ-NBGAkjry-088n-RVK63S5DomhsQwsZgo1KF8vsFjROAI9MzDj2TktcV2kp6X0HLZ1SR8pHHT2oBD1EjaZ9qteZDdg3JJ0epOqhZo47BkUEUACwrqZ0PjUE2g&nonce=636246850636096080.OWNhNTU2MWEtMmQ0Zi00MDc0LTlkYjItODlhNmE4OWFhNjMyZWJmYWIxMjQtNjM0NC00ZWE5LTgwNDktNjc4NDE5ODRkMzEx&client_id=c44b4083-3bb0-49c1-b47d-974e53cbdf3c&redirect_uri=https%3a%2f%2fportal.azure.com%2fsignin%2findex%2f%3fsignIn%3d1&site_id=501430

7E Microsoft Azure = & ASAv |

. 1€ Azure £ £ HLERE ASAV

SIS

SIE6

ERIAEOL R, Azure 2 QI DB AILIP, ZBANUSIEIFEF RSN, P A RE A A2 W
FEARE E [ TP ik, FTUALET TP AT IR AL 1P, K FEAShas ik 5 O i A i it

d) AR T BN N DNS FR%%
SE4s PR E IR 44 45 T DNS 472500 _E Azure URL:  <dnslabel>.<location>.cloupapp.azure.com
e) EBINA ML, SAEHT IR UM
) ACE ASAv HEE B MPUAF M, ARG R E.
EEEI A LAUE BT M
g) RULHRE.

AARMEMZE, WahHE.
ERMZK, RA mdiglEZ (Create).

T—% it a

o QRSAF R Tt SSH N1 CLI An 2T E, B H] ASDM. 7 2C1i il ASDM it 8, i
215 J35)) ASDM.

1£ Azure £ 1L ERE ASAv

Microsoft Azure %400 & Azure 2R RRTT S, 1 Befe ORI 2030 8RR M BRI T 22 4
KU MO HIIAR %P al DAsE et . s 2 el g I i G 22 2% .
GOSN Azure BRI ARES, ORI 22 2wl . SR AT+ 5% 5¢ i & T
IS AR, X ] LLFRE ASA 1E BT KRS T % 10 Azure 25 ) B
TS AT LN RN DK ASA #5538 R D N B — R R R T 5, AR5 M AN R T AR A i 4
GARFBATIREAE . DU EAERE PR EE S T N0l ASAv D3R . Wi T /i 8 2 640
S, TESH Azure A0

k3] Azure 17,

Azure |17 B 5 L E00K 2 AT A SRBR BRI E 25, S8R PO B TR

M Microsoft Azure SEH.H, EPFEREF L,

WRIEE IRV R Aoy, S IFRGIARSET . 2! REERBE) Azure Z2F10, fIIFLEH0I08
IR I A B oAk .

EREFOINFETR b, RSB RI

ERERIEINFIEIR b, EPETR RS

EFRRG SR IAAZIE TR b, T TR N 22 2 R 1 — 38 o B A T L

a) BT —KBFAIFRE N X0 AR ASAv & 24l N IR s BUR vk 7 26 o

b) M FEE, BeE AT

B EREEmR2EREE (ASA) RERIERE, 9.10


https://azure.microsoft.com/en-us/services/security-center/
https://login.microsoftonline.com/common/oauth2/authorize?resource=https%3a%2f%2fmanagement.core.windows.net%2f&response_mode=form_post&response_type=code+id_token&scope=user_impersonation+openid&state=OpenIdConnect.AuthenticationProperties%3dLf-okBvP8JbNbHiewraHfcemcnovdhcjFJXbvGcviLtENW6Y7cxi9THjBse_F7yX2nH5nV4g_LdegMMfjOf4Oj0odG7yAhQPW0aqxwZDYcOEPbPZy7Q0iCYX-sdNEjF5woh394K85NUTbVN4NZJ-L7I6lHJUEh_stwT8IHsoNrysLeOUbqWcfJNkFPac_jbe2vpxXjIDSHSorHs3kF1hDAmBcsY&nonce=636574191076743854.ZjVjODYwMGQtMmYyNy00OTMwLTgzNWUtOGU2MTNhYzViOWQ3NjAyMjFjOTktMGEzZC00ZjBjLTk1Y2UtMGYwZDk0OGU0MGQ5&client_id=c44b4083-3bb0-49c1-b47d-974e53cbdf3c&redirect_uri=https%3a%2f%2fportal.azure.com%2fsignin%2findex%2f&site_id=501430&client-request-id=dd51078a-3a01-4d44-99b6-230a03bd77c8&x-client-SKU=ID_NET&x-client-ver=1.0.40306.1554

| 7 Microsoft Azure = £ 32 ASAv

FIR10

TEN

1 Azure £ £ FLEVE ASAV .

iR 2 T2 g IR IE TR B, SRR IEFESE I .

A E T Azure BEIR A L ARAS . LA ORI B AR 0 L AN, SERWHARIETR Rt
W

PEFEBWCUF IR LRI T — B AR B, DA VRS SN/ SR AT Sl ok )
IEFIEER BB RRT R, AR5 A2 HE K ASAv,

Fo B REA B E .

a) HAREAUNLINAAFR . A FRNAELE N Azure 1T H] A HATHE

BEEG WRE N AARAEME 1, 1t R A B AR, B R

b) WABH 4.
c) IEFRFZACER (EiLuk SSH 4] .

USRS PR RS, AT I
d) EPEIT AR,
e) EFETUEAL.
VU AN 5 R AU 1A 29% 110 W LA I
) EREALE .
AV 5 11 I 286 0 8 Y AL 1) 7 AR [
g) MfE.
Pl & ASAvV ¥ .
a) PN
ASAv ZFitnifE D3 FAsHE D3 v2,
b) EFEMEAEIR .
ST LU I Atk 7, o m] LLEUEEFT AR ™ o A7 AR T (R RL Y L R 26 A0 R S A A7 B AR ] o
¢) IR ARICIP Huhk, JrEAE “HAIT FBOT L IP LIRSS, R L E .

FRAHOL T, Azure SXQIEE—DBIASM AL TP, MRUNUEIEIFEOF R aIN, 1% 1P ATRe kB, WiRfE
SEE I E ) TP Mk, FTRLAET ] AT I A 3L 1P, K HNBh At S o st it

d) MR TS IN DNS #5485
SEA PR E I 4 55T DNS #2801 Azure URL:  <dnslabel>.<location>.cloupapp.azure.com

e) LI IR Zs,  BRATEET R R R 45 .
) L ASAV RFEEE SIS T M, AR5 L RE -

SEEW A LD UERERME 1T M.
g) MiHRE.
EERCERE, RIGAHE.
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B 4 Awre mnEsas Asa LGS TAR

P12 EEMHLR, ARG A6 (Create).

T—5Hft 4

o PREEfF AT IE T SSH iKY CLI fir 2 #H 7L &, s ASDM. <5l ASDM KU, 1%
%% Jii5) ASDM.

o RIS B R AR L R BN T B S DR Y Azare BHRIOTEAIE B, 152 P 224 rpon it
B E =P

M Azure FREIEZZERE ASAv LIZKE S A A IE

DU AR P ME 51 1 T 7 Microsoft Azure B 5 ] HIVE (HA) ASAv X IRP IR . 4 T VRN
Azure W E LY, 152 Getting Started with Azure (Azure A1)

Azure ") ASAv HA 23R ASAv #E BV FHPEEE T, JF Bah s e s, flnsiid. A3k 1p
Mok A th . SR DAAE RS R D B

SIB1 ExF] Azure ]/
Azure |17 WoR 5 2 HTk s RV AR B I EE 25, 580 O B G K .
S1R 2 WRBR ASAv 113, K5 £ ASAv 4 NIC HA LUEBE D) ASAv it '

=)
[24
PR3 MEEKRWE.
a) M ASAv ENLAARITATESL. ASAV XAk “HTSL” -A A “HIZR” -Bo

EEBW MO ST AT RIS, A5 2R 2RI
b) MARRAZ.
S TUHE S AN RE SN L 44
EERW Azure TSI P 4 admin.
©) NWEAERINLESRE Pl G 0UE AL BEgak SSH A H .
W RD, A E L IEAIA .
d) EFEITH Y
e) i?ﬁlmll_éﬂ

WEPEHE QIR B 4L, BORFHE R IA FIRAE I TR . WA DT B4, Wi . 15
W, A B A R AL

) EFEEHALE.
TRV 5 R A 2 0 8 A ) 7 A [
g) HiiE.
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https://docs.microsoft.com/en-us/azure/security-center/security-center-recommendations
https://azure.microsoft.com/en-us/get-started/
https://login.microsoftonline.com/common/oauth2/authorize?resource=https%3a%2f%2fmanagement.core.windows.net%2f&response_mode=form_post&response_type=code+id_token&scope=user_impersonation+openid&state=OpenIdConnect.AuthenticationProperties%3dLf-okBvP8JbNbHiewraHfcemcnovdhcjFJXbvGcviLtENW6Y7cxi9THjBse_F7yX2nH5nV4g_LdegMMfjOf4Oj0odG7yAhQPW0aqxwZDYcOEPbPZy7Q0iCYX-sdNEjF5woh394K85NUTbVN4NZJ-L7I6lHJUEh_stwT8IHsoNrysLeOUbqWcfJNkFPac_jbe2vpxXjIDSHSorHs3kF1hDAmBcsY&nonce=636574191076743854.ZjVjODYwMGQtMmYyNy00OTMwLTgzNWUtOGU2MTNhYzViOWQ3NjAyMjFjOTktMGEzZC00ZjBjLTk1Y2UtMGYwZDk0OGU0MGQ5&client_id=c44b4083-3bb0-49c1-b47d-974e53cbdf3c&redirect_uri=https%3a%2f%2fportal.azure.com%2fsignin%2findex%2f&site_id=501430&client-request-id=dd51078a-3a01-4d44-99b6-230a03bd77c8&x-client-SKU=ID_NET&x-client-ver=1.0.40306.1554
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P VHD Rz iR Azure 5.8 AsAv [l

$IE 4 EBE ASAVIRE.
a) EFEREAUBLRAN.
ASAv Y EbrvE D3 FIbRUE D3 v2,
b) EFHEELIEE OS MR A/ .
EZHW ASA HA BIALAT RS .
HIES [ ASAv-A WHE .

a)  CH[E) JEFEEENDR DAL IP Ml OFERAE “H” FBUR AL 1P HUbEIAR%) , W5 S dH#RE .
WRATFEASL P ik, HEEET.

AR OO E, Azure O ANEIEAILIP, MBRINUS IEIFER HZIN, X IP A RES K AEZ.
D SR AE B R E 1) TP Mk, T BAAET ] AR T T A 3L TP, R B2t ik B SOy s it
b) AR TSN DNS bris.
SE4 IR E I 4 5T DNS #Fr28 001 Azure URL:  <dnslabel>.<location>.cloupapp.azure.com
c) MALE ASAv-A B2 WAk - B i & o
FIR6 HH KD EACE ASAv-B B
BT EFEIA KRGS, sl I R UL 2%
a) MO ASAv R EE 2IMPUAST R, AR5 R RE .
EEET RN A AUE R ME— 1 7M.
b) mdE.
FIR8 OEWHENE, RhAlBE.
PR EEMMAK, Rarihelg.

T—5#ft4

o ARSI SSH #y N CLI iy A28 THLE, Sifli ] ASDM. f5 555 ASDM FIHiHT, i
%% Ji15) ASDM.

* K Azure F'¥] ASAv HA TR B I TEAIE R, 2 (ASABCESR#) Pl “EAmhiEd
bR e S e A I — 5

{£ A VHD A5 E4EHR I Azure E3Z ASAv

T DU SRR AL R4 VHD W%, BT 81 B X ASAY & . I VHD BSR4
b 2iCks VHD W& AL B Azure £ o ARG, TR DU AR (M RERE AR AT Azure DR
PG GRS MR . Azure BIAGE A5 BRI UL I AN S H0E LK) TSON 3CAf.
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B 5 viD fE IR Azure 235 ASAV

FHia Z |l
* ASAv HSTHHIE 5 2248 F JSON BTBURIAH M) JSON S80S0 A R W] i R AR 2 51
YL, TES M - Azure TRIERIBURE] , 2 70 L,

o WLFR P EAH ) Azure RN Linux BRINL. FATESUEAE IR Linux EHIHL (F] 40 Ubuntu
16.04) FtHs4i VHD B EAL S Azure. BEBURAEAAR N 75 2249 50 G A al. i H, M
Azure "1 Linux fEHIANL FAE R Azure 74, AL RIS 5 B,

AR T A AL, EE LU i
* fifiH] Azure CLI 61%& Linux BN
* 7E Azure |17 0% Linux ML

* 75 Azure VI, SEIVAZAEREEEEE ASA (AL E BAT AT I KIA7 ik )

L1\ https://software.cisco.com/download/home TUII %% ASAv [E4i VHD A4 :
a) SRR >RE>HAE> BENRLIRE (ASA) > BIEN R ERE (ASA) .
b) A BENRZEIMIZE (ASAV).
Fe FEUEH] N B AR
4, asav910.vhd.bz2

L2 KR4 VHD WG Z I 21E7E Azure H11 Linux B,
50 EAL 3 Azure FIM Azure R ECSCAFIIERIRZ o HORBIE /R & SCP, Bl 2245l

# scp /username@remotehost.com/dir/asav910.vhd.bz2 <linux-ip>

SB35 E| Azure T Linux BN, FFSMEEH T E4G VHD BUE 1) H 5% .
$1B 4 fi# /= ASAv VHD {4 .

SO IIE R IR . MORBI )52 Bzip2 SEHIRES, (At a] DUEH]— 2225 T Windows S HIFE)Y -

# bunzip2 asav910.vhd.bz2

PIRS K VHD EALEIE Azure FEGEIK)T RIS 0T UG BUAT A20f0k ™ T LLRIEBT A2 Rk 7 o A7ffiik )™
PR A BRSNS TR

FHT% VHD AL B AR 7 LR 2, 45 AzCopy. Azure 171 & 1l Blob API. Azure £7fifi % i F
%+ Azure CLI B¢ Azure [ 1) . X T1% ASAv IXAE KIS, FATAE VU Azure [1)7 .

TR T3 Azure CLI F)E72::

azure storage blob upload \
--file <unzipped vhd> \
--account-name <azure storage account> \
-—account-key yX7txxxxxxxxldnQ== \
--container <container> \
--blob <desired vhd name in azure> \
--blobtype page

$£1B6 M VHD QT .

B EREEmR2EREE (ASA) RERIERE, 9.10


https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-cli
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-portal
https://software.cisco.com/download/home
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a)
b)

¢)

d)

{3 VHD A0 A8 4R M Azure 532 AsAv I}

E Azure I‘])\j EP ’ i@%ﬂy&1%o
by ellF e A
FRBELLU M E R

© B - ST IUGE N P U AR

« iTH - W R gL Ik £ET

TR - EREIAT DU BR O AR TR .
 RVERGRLEE - B Linux 1 M R G260,
4% Blob - I W52 f7fifik ) LALE £ A% VHD.
© BRPER - N FHAR T IESE “bRvfE (HDD)” o
« EHERE - N FRFIERPIESE W57 .

« BURWIE - (REERAVCE: 20 INEE WA -

il
SERFE LR R on B BT BRI .

R QUETEMR A, nTRUMBR B VHD R EAR LRI

PERT  RBCH B AR B B B 1D
FENEE, Azure FEEE BRI — AN BEUE ID ARG . MAZFTE AR AR Z B (1 ASAv B KBS, 75 2258 1D

a)
b)
¢)
d)

1E Azure ], EFERRR.
P E— DR QI T S
R ER A R WS B

¥ 2505 1D 525 R .

BIR 1D K LA B

/subscriptions/<subscription-id>/resourceGroups/<resourceGroup> /providers/Microsoft. Compute/<container>/
<vhdname>

PERS  EHFTE WUR M B R 2 ASAY [ K 4k -

a)
b)

©)

d)

2
h)

PR, N URERERE, HE A NIET IR
EFEEE.
PEESRIE R P AE AL B CRYIEIR .

A A B SR . A SR BIEEBAR (K7 B, 5 S 0 B BRI, 56 71 1T

Rl i 8 7€ X ISON BEBATHI RN 21 8F L, AR5 iR TR
MRS FIT A .

PP B IRAB BB — B B4

MR IR E -

B b 2B B R SEIR 1D RGBT FEERRG ID 7 Bh.
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B = - Awre mEEER S

PRI A BEXEE I TS RES . S Dt B E U S EHAR

a) sdiinEsTtE, ARG R A E L ASAY BHOCH: . B U G S B KR E], WSS A d s,
79 71

b) KA 2 X ISON ZEAUKIE B & b, AR5 MR TF -
FE0 i B8 GHE VRS . T RE AN E P RS EHUI B I E (WRZEIR ID) AHAT.
RN AP BRI, KRG REE LR FRMFH L.
P12 MK, ETHFEE WG B E SRR S ASAY B KK .

RS BN S HOCA AT, BB %2 ) o

FEAEWAZR AT T [ — AT HPRIIX N 1) 22 A%

T—5#tta

o QRS AL SSH iy A H CLI fir & HEATACE, s H] ASDM. 155150 ASDM HIBtHT,
Z JH5)) ASDM.

Bt 3% - Azure iR IR <5

RYAE0T T 582 ASAV B Azure SR BLAS IR 4544« Azure B 2 — > JSON 3044, 4
TR BT BIRRIE S, B FE IS ISON SC1::

© RRARSCH - X2 BRSO, TS SRR R I T AT AL

* SHOCH - OCF RIS ASAV P 24 Horp G TR BINUZAIR N, ASAY
I A FNERS . A A A AR AE VRIS B o BT LRI S Azure G A 2 SO

RSB

AT Azure B PEES BRSO I A A o N BB A BRSO (K9 B, B TR AN ]

o
Azure &R EIE3E JSON A&7 304

{
"Sschema":
"http://schema.management.azure.com/schemas/2015-01-01/deploymentTemplate.json#",
"contentVersion": ""
"parameters": { },
"variables": { },
"resources": [ ],
"outputs": { }
}

AL JSON FIZIA, FIHH T MBI ASAv FE QIR . 5 d ] OB B 5 LA R 70 %%
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R 8 EMHY Azure FREIRES JSON BTt E

TTE WHIE 1t AR

$schema = FHIRBRGE 5 RRA ) JISON A ST . Al F P
2RIF URL.

contentVersion & FARRIRAS (41411.0.0.0) « %] LUK I G 23R Rl .
FEAS FAZ AR B RISy, AR AT 1A AR A 1) 2 IE A
IR

parameters i PATAESR B AL, DME e OB E . iS4,

R AERE A EANIARLEXT 1, (HURBH
EATT, TSON AR UCHR K AL AT 7] (¥ 2 s 2 55 UL

variables 1 LEASTRRC HIAE JSON v Be e, T AEmi (1 5 ik
resources & BEURLE TS el SR B R R A
outputs o LE 2 R Bl R

P A AT LA T TSON REEHR 7 I B3 B () e Y S, b ] DA LM G I B 2 5. B EoR T
T B8 ASAV AR

Bl B R IRARIR

T DU SOR G A%, NI Bl Bt B O Al B AR .

EZ R I ORI (I ST N

i

"$Sschema": "http://schema.management.azure.com/schemas/2015-01-01/deploymentTemplate.json#",
"contentVersion": "1.0.0.0",
"parameters": {
"vmName" : {
"type": "string",
"defaultvValue": "ngfw",
"metadata": {
"description": "Name of the NGFW VM"
}
}I
"vmManagedImageId": {
"type": "string",
"defaultValue":
"/subscriptions/{subscription-id}/resourceGroups/myresourcegroupl/providers/Microsoft.Compute/images/myImage",

"metadata": {
"description”: "The ID of the managed image used for deployment.
/subscriptions/{subscription-id}/resourceGroups/myresourcegroupl/providers/Microsoft.Compute/images/myImage"

}
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}I
"adminUsername": {
"type": "string",
"defaultvValue": "",
"metadata": {
"description": "Username for the Virtual Machine. admin, Administrator among other values
are disallowed - see Azure docs"
}
}I

"adminPassword": {
"type": "securestring",
"defaultvValue" : "",
"metadata": {
"description": "Password for the Virtual Machine. Passwords must be 12 to 72 chars and

have at least 3 of the following: Lowercase, uppercase, numbers, special chars"
}
}I
"vmStorageAccount": {
"type": "string",
"defaultvValue": "",
"metadata": {
"description": "A storage account name (boot diags require a storage account). Between
3 and 24 characters. Lowercase letters and numbers only"
}
}I
"virtualNetworkResourceGroup": {
"type": "string",
"defaultvValue": "",
"metadata": {
"description”: "Name of the virtual network's Resource Group"

}I
"virtualNetworkName": ({
"type": "string",
"defaultvValue": "",
"metadata": {
"description": "Name of the virtual network"

}I
"mgmtSubnetName": {
"type": "string",
"defaultvValue": "",
"metadata": {
"description": "The FTDv management interface will attach to this subnet"

}I
"mgmtSubnetIP": {
"type": "string",
"defaultvValue": "",
"metadata": {
"description": "NGFW IP on the mgmt interface (example: 192.168.0.10)"

}I
"diagSubnetName": {
"type": "string",
"defaultvValue": "",
"metadata": {
"description": "The FTDv diagnostic0/0 interface will attach to this subnet"

}I

"diagSubnetIP": {
"type": "string",
"defaultvValue": "",
"metadata": {
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"description": "NGFW IP on the diag interface (example: 192.168.1.10)"

}I
"gig00SubnetName": {
"type": "string",
"defaultvValue": "",
"metadata": {
"description": "The FTDv Gigabit 0/0 interface will attach to this subnet"

}I
"gig00SubnetIP": {
"type": "string",
"defaultvValue": "",
"metadata": {
"description": "The IP on the Gigabit 0/0 interface (example: 192.168.2.10)"

}I
"gig0lSubnetName": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "The FTDv Gigabit 0/1 interface will attach to this subnet"

}I
"gig0lSubnetIP": {

"type": "string",
"defaultvalue": "",
"metadata": {
"description": "The IP on the Gigabit 0/1 interface (example: 192.168.3.5)"
}
}I
"VmSize": {
"type": "string",
"defaultValue": "Standard D3 v2",
"allowedValues": [ "Standard D3 v2" , "Standard D3" ],
"metadata": {
"description": "NGFW VM Size (Standard D3 _v2 or Standard D3)"
}
}
}I
"variables": {
"virtualNetworkID":
"[resourceld(parameters ('virtualNetworkResourceGroup'), 'Microsoft.Network/virtualNetworks"',
parameters ('virtualNetworkName'))]",
"vmNicOName" :" [concat (parameters ('vmName'), '-nic0') 1",
"vmNiclName":" [concat (parameters ('vmName'), '-nicl') 1",
"vmNic2Name" :" [concat (parameters ('vmName'), '-nic2')1",
"vmNic3Name" :" [concat (parameters ('vmName'), '-nic3')1",
"vmNicONsgName" :" [concat (variables ('vmNicOName'), '-NSG') 1",
"vmMgmtPublicIPAddressName": " [concat (parameters ('vmName'), 'nicO-ip')1",
"vmMgmtPublicIPAddressType": "Static",
"vmMgmtPublicIPAddressDnsName": "[variables ('vmMgmtPublicIPAddressName')]"
}I
"resources": [
{
"apiVersion": "2017-03-01",
"type": "Microsoft.Network/publicIPAddresses",
"name": "[variables ('vmMgmtPublicIPAddressName')]1",
"location": "[resourceGroup().location]",
"properties": {
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"publicIPAllocationMethod": "[variables ('vmMgmtPublicIpAddressType') 1",

"dnsSettings": {
"domainNameLabel": "[variables ('vmMgmtPublicIPAddressDnsName')]"

"apiVersion": "2015-06-15",
"type": "Microsoft.Network/networkSecurityGroups",
"name": "[variables ('vmNicONsgName')]1",
"location": "[resourceGroup() .location]",
"properties": {
"securityRules": [
{
"name": "SSH-Rule",
"properties": {
"description": "Allow SSH",
"protocol": "Tcp",
"sourcePortRange":
"destinationPortRange": "22",
"sourceAddressPrefix": "Internet",
"destinationAddressPrefix": "*",
"access": "Allow",
"priority": 100,
"direction": "Inbound"

mwxn
’

"name": "SFtunnel-Rule",
"properties": {
"description": "Allow tcp 8305",
"protocol": "Tcp",
"sourcePortRange":
"destinationPortRange": "8305",
"sourceAddressPrefix": "Internet",
"destinationAddressPrefix": "*",
"access": "Allow",
"priority": 101,
"direction": "Inbound"

mwxn
’

"apiVersion": "2017-03-01",
"type": "Microsoft.Network/networkInterfaces",
"name": "[variables ('vmNicOName')]",
"location": "[resourceGroup() .location]",
"dependsOn": [
"[concat ('"Microsoft.Network/networkSecurityGroups/',variables ('vmNicONsgName"')) ]
"[concat ('Microsoft.Network/publicIPAddresses/', variables ('vmMgmtPublicIPAddressName'))]"

] 4

"properties": {
"ipConfigurations": [
{

"name": "ipconfigl",

"properties": {
"privateIPAllocationMethod": "Static",
"privateIPAddress" : "[parameters ('mgmtSubnetIP')]",
"subnet": {

"id": "[concat (variables ('virtualNetworkID'),'/subnets/"',

parameters ('mgmtSubnetName'))]"
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}I
"publicIPAddress": {
"id": "[resourceId('Microsoft.Network/publicIPAddresses/",
variables ('vmMgmtPublicIPAddressName'))]"
}

] ’
"networkSecurityGroup": {
"id": "[resourceld('Microsoft.Network/networkSecurityGroups',
variables ('vmNicONsgName'))]"

}I

"enableIPForwarding": true

"apivVersion": "2017-03-01",
"type": "Microsoft.Network/networkInterfaces",
"name": "[variables ('vmNiclName')]",
"location": "[resourceGroup() .location]",
"dependsOn": [
] ’
"properties": {
"ipConfigurations": [
{
"name": "ipconfigl",
"properties": {
"privateIPAllocationMethod": "Static",
"privateIPAddress" : "[parameters ('diagSubnetIP')]"
"subnet": {
"id": "[concat (variables ('virtualNetworkID'),'/subnets/"',

parameters ('diagSubnetName'))]"

} }

] 4

"enableIPForwarding": true

"apiVersion": "2017-03-01",
"type": "Microsoft.Network/networkInterfaces",
"name": "[variables ('vmNic2Name')]",
"location": "[resourceGroup().location]",
"dependsOn": [
] ’
"properties": {
"ipConfigurations": [
{
"name": "ipconfigl",
"properties": {
"privateIPAllocationMethod": "Static",
"privateIPAddress" : "[parameters('gig00SubnetIP')]",
"subnet": {
"id": "[concat (variables ('virtualNetworkID'),'/subnets/"',

parameters ('gig00SubnetName'))]"
} }

] 4

"enableIPForwarding": true

"apiVersion": "2017-03-01",
"type": "Microsoft.Network/networkInterfaces",
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"name":
"location":
"dependsOn": [
] ’
"properties": {
"ipConfigurations":
{
"name":
"properties"

"privateIPAllocationMethod":

7E Microsoft Azure = & ASAv |

"[variables ('vmNic3Name')]",
"[resourceGroup () .location]",

[

"ipconfigl",

HE
"Static",

"privateIPAddress" "[parameters ('gig0lSubnetIP') 1"
"subnet": {
"id": "[concat (variables ('virtualNetworkID'),'/subnets/"',

parameters ('gig0lSubnetName'))]"

] 4

"enableIPForwarding"

"type":
"name":
"apiVersion":
"location":
"properties": {

"accountType":

"apiVersion":
"type":
"name":
"location":
"dependsOn": [

"[concat ('Microsoft.

"[concat ('Microsoft.
concat ('"Microsoft.
concat ('"Microsoft.
concat ('"Microsoft.

[
[
"
"
] ’
"properties": {
"hardwareProfile":
"vmSize":

{

}I

"osProfile": {
"computername":
"adminUsername":
"adminPassword":

}I

"storageProfile":

{

"imageReference"

"id":
}I
"osDisk": {

"osType":

"caching":

}I

"networkProfile":

{

: true

"Microsoft.Storage/storageAccounts",
"[concat (parameters ('vmStorageAccount'))]",
"2015-06-15",
"[resourceGroup () .location]",

"Standard LRS"

"2017-12-01",
"Microsoft.Compute/virtualMachines",
"[parameters ('vmName') 1",
"[resourceGroup () .location]",

Storage/storageAccounts/', parameters ('vmStorageAccount'))]l",
Network/networkInterfaces/',variables ('vmNicOName'))]1",

Network/networkInterfaces/',variables ('vmNiclName')) ]
Network/networkInterfaces/',variables ('vmNic2Name')) ]
Network/networkInterfaces/',variables ('vmNic3Name')) ]

n
’
n
’

(
(
(

"[parameters ('vmSize') "

"[parameters ('vmName') 1",
"[parameters ('AdminUsername') 1",
"[parameters ('AdminPassword') "

HE

"[parameters ('vmManagedImageId') "

"Linux",
"ReadWrite",
"createOption":

"FromImage"

"networkInterfaces": [

{

REFNIERM, 9.10

B EREEERLERNEE (ASAV) RiE



| 7 Microsoft Azure = £ 32 ASAv
suxciez [

"properties": {
"primary": true
}I
"id": "[resourceld('Microsoft.Network/networkInterfaces',
variables ('vmNicOName'))]"
}I
{
"properties": {
"primary": false
}I
"id": "[resourceld('Microsoft.Network/networkInterfaces',
variables ('vmNiclName'))]"
}I
"properties": {
"primary": false
}I
"id": "[resourceld('Microsoft.Network/networkInterfaces',
variables ('vmNic2Name'))]"
}I
{
"properties": {
"primary": false
}I
"id": "[resourceld('Microsoft.Network/networkInterfaces',
variables ('vmNic3Name'))]"
}
]
}I
"diagnosticsProfile": {
"bootDiagnostics": {
"enabled": true,
"storageUri":

"[concat ('"http://',parameters ('vmStorageAccount'), '.blob.core.windows.net"')]"
}
}

}
] 4

"outputs": { }
}

HIR 2 LEARHEE A5 47 0 JSON SCAF; 511, azureDeploy.json.
PRI G, SIS S S IEE SRR
PB4 Wi VAD MR A Azure 5 ASAv , 55 67 TR ATE, fd F ILARAR 368 ASAv.

SHEHEN
HEDBBET, (MR R EE B, ERERAKIESHY R, WEA ST,
ST LTSI B, T DU 2 M 81— B ISON S fih

SRR OIESECE 5 79 SRS EORHI P RS EIOE . XA AR B R B
BRI BIRRR .  RnT DON AN R IR 38 2 S it 2 A S RO

XFARGIH ) ASAV Bt  ZHOCAF L 20E SCELE 24
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%= 9: ASAv SEEX
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FH 13t AR gl
vmName ASAv EFUNLTE Azure 1114 | cisco-asav
Mo
vmManagedImageld FH T34 22 AT % ¥ ID. £E | /subscriptions/73d2537e-ca44-46aa-b
P, Azure 5 1A | eb2-74(F1dd61bal/
R 1D A CEE resourceGroups/ew
SR ID KT ManagedImages-1g/providers/Microsoft
.Compute/
images/ASAv910-Managed-I mage
adminUsername 1538 ASAV I 44 . L | jdoe
Jr A AREE TR IR 44 P
“admin”
adminPassword ST G R, R K BE DA ) | PW0987654321
T LRET2AFHLN, AL
LR AR =Fh: 1 4NE
SR NEROPNCESUNR RO i
T TR TAT
vmStorageAccount 1Y Azure ARG P, #80] LI | ciscoasavstorage
AT A7 A ™ AT LB BT
HIAFAEIK )™ o A7 AR A4 R A2
A3 & 247, JFHHAER
NG TR
virtualNetworkResourceGroup JERLI BB PR A FR. ASAv | ew-west8-rg

U2 T BB N BRIR AL

virtualNetworkName

JE AV R4 45 1) 44 K o

ew-west8-vnet

mgmtSubnetName

R LR T M
XKt BT 1) NicO - 55— AN F ¥
TR, WARIMABAT I M4,
YU R A 255 AT A A4 PR A
o

mgmt

mgmtSubnetIP

IR 1P Mk

10.8.0.55

gig00SubnetName

GigabitEthernet 0/0 $2 14531 B 51
PR R o LT WL e 3 Niel -
BATM IR, WA
AT IR %, ST DA 200 5 AT
T IR o

inside
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FER 15 B8 Bl
gig00SubnetIP GigabitEthernet 0/0 11 IP #i | 10.8.2.55
HEo 3XJE ASAv 5 — /N B
1 f Al
gig01SubnetName GigabitEthernet 0/1 % 11 #4i%4% 3] | outside

BB R 1T WA L 21 Nic2 -
AT M TR, A
DA IR, I 20 S B

F M L FRAHAE o

gig01SubnetIP GigabitEthernet 0/1 £z IP H#y | 10.8.3.55
ko 3XJE ASAv [R5 AN Kd %
I Ak

gig02SubnetName GigabitEthernet 0/2 £z 1% #: 5] | dmz

UEF Mo T PR R £ Nic3 -
FUATM. EER, WERIMA
BUATIIRZ%, I 20 5 LA

T W A4 FR AT o
gig02SubnetIP GigabitEthernet 0/2 11 IP #i | 10.8.4.55
Hko 31X ASAv 55 =Kt 42
R Hi
vmSize T ASAv ERINLAERINIK | Standard D3 V2 8% Standard D3

/o SZF Standard D3 V2 Fl
Standard D3. ZRi\H
Standard D3 V2.

BIZ S H

TEuT DU SO G A% . R I Bl 80 B S S ECCrE.

EZ AR T ORI (1 T N

Al
{
"S$schema": "https://schema.management.azure.com/schemas/2015-01-01/deploymentParameters. json#",
"contentVersion": "1.0.0.0",
"parameters": {
"vmName" : {

"value": "cisco-asavl"

}I
"vmManagedImageId": {
"value":

""/subscriptions/330251 7e-caB8-46aa—tet?-74£ 13361041 / resourasGrovps/enBnacedimeges-rg/providers/Mi crosoft . Canpute/ imeges/ASAv-9. 10. 1-81-Managed-Trace"
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B oesuxe

}

W2 AEAMK S 5470 JISON S 40, azureParameters.json.
IR 3 YudE S, AIEE A S S HI R .

}I

"adminUsername": {
"value": "jdoe"

}I

"adminPassword": {
"value": "Pw0987654321"

}I

"vmStorageAccount": {
"value": "ciscoasavstorage"

}I

"virtualNetworkResourceGroup":

"value": "ew-west8-rg"
}I
"virtualNetworkName": {
"value": "ew-west8-vn"

}I

"mgmtSubnetName": {
"value": "mgmt"

}I

"mgmtSubnetIP": {
"value": "10.8.3.77"

}I

"gig00SubnetName": {
"value": "inside"

}I

"gig00SubnetIP": {
"value": "10.8.2.77"

}I

"gig0lSubnetName": {
"value": "outside"

}I

"gig0lSubnetIP": {
"value": "10.8.1.77"

}I

"gig02SubnetName": {
"value": "dmz"

}I

"gig02SubnetIP": {

"value": "10.8.0.77"
}I
"VmSize": {
"value": "Standard D3 v2"

7E Microsoft Azure = & ASAv |

B A WAl VHD R JEERN Azure #15 ASAv , 55 67 TUHBTIR, 8 HIESHUHREE ASAv.

B EREEmR2EREE (ASA) RERIERE, 9.10



{& F§ Hyper-V ZBZE ASAv

145 0] LT Microsoft Hyper-V #5%# ASAv.

* KFAEH Hyper-V ] ASAv ¥, 2 81 it

* ASAv Fl Hyper-V (1455 BRUFIRR S| , 55 82 5L

* ASAv Fl Hyper-V HI5CH4cF . 55 83 1L

 fE%% Day 0 Fit & SO, 55 84 1L

 ffi ] Hyper-V & FL #3381 Day 0 Bt & A5 ASAv , i 85 1T
o {fi @ 2474 Hyper-V [ 223% ASAv, % 86 1L

* {ff ] Hyper-V FHLZSAE Hyper-V %3¢ ASAv, 5 87 L
* M\ Hyper-V & BEES N TN 45 G BC A% 26 94 1

s BN LG RLAR AR, 5 96 1L

* MAC Huhl 3% , 25 97 BT

* fidE SSH, %98 L

% F{F FH Hyper-V 8 ASAv 2 &

S 0] LAZEART ) Hyper-V R 4528 Lol i Hyper-V 45 BE8% 2% Hyper-V. 1 5<{li ] Powershell CLI
BT U, TS Ar 247 7E Hyper-V 2235 ASAV” , 5546 1. 5§ Ffl Hyper-V
EHAS T 225U, TEZ 6 “AE ] Hyper-V & BEAS7E Hyper-V _F%2%% ASAV” , 5546 T1. Hyper-V
REEHE AT S G L. &nT DL B 1 Bl SSH 8 ASDM 45 2 Hyper-V. 4 K15 SSH 1)
FE, WS “BCE SSH” , 5B 54 T,

TR LR TR KB R R BUT T ASAv ISR, 15 Hyper-V iy ASAV BB T =AVF
AL RSN,

BRI BERREERIEE (ASAY) REEzER, 910 ]



{# 7 Hyper-V &2 ASAv |

B Asav i Hyper-v so3 S EmARS)

[ 7: 7% BB KB AR TR IR T ASAv B9 48 41

OFrELY

ASAv 70 Hyper-V 5915 5 & | #0 BR F1
< FEIRE
« LR UCS B RAIMR S 45
« BRI UCS C &A%
* Hewlett Packard Proliant DL160 Gen8

s BERGCFF
* Windows Server 2012

* Ji/ Hyper-V

N

AR ASAV WAZAE A T AL IR, 64 frmtkRe T & LigfT.

B RV
SCHF VHDX # :CLMETE Hyper-V _EHEIT ASAv #4615 .

B SR EERREENRE (ASAY) RiEEHIER, 910



| 15 Hyper-V 238 ASAv
ASAv F0 Hyper-V B %R &4 .

* Day 0 fit &
TR — A SO, Hoh 0 S T2 ASA CLI L& 4. G RMF, S MES Day 0 fic
B

* Day 0 Jic & [f1B)5 K 5 B AL

BL'EAT “firewall transparent” 204 T Day O Pt B SCAF AT s an S e s BAE SO Hp 16 LA AT o]
P, ARESBEIRE AT A AR, WS Day 0 FLE SIS

i CAIE

Hyper-V L1 ASAv 32 F5 3 F/#6 F MU 8 o %o - ¢ b RN WA X 16 32 /48 ke )
e, AAZILE P K000 28 1E TE 2% v S MAC Bk 0 . 1520 “Til & MAC sl ikgm” , 4
53 To XfFAAT ASAv B, BB OAMNEH MAC bR SRR /5 B s
Ik

* Hyper-V 2 S FF )\ 1. Management 0/0 F1 GigabitEthernet 0/0 %% 0/6. 1] LK
GigabitEthernet FH A i b D) i 2%

* VLAN

1 FH| Set-VMNetworkAdapterVLan Hyper-V Powershell iy 476 FP 48455 T #0420 L% & VLAN.,
RT LUK 5 B2 11 Native VianID BN HF € ) VLAN, BUIREN “07 (W %EH VLAN) .
HH kI E Hyper-V EHLIEHT S sh AN SRR EA7 4 . (8 Db Z0UFE R T 1T I 3 s T3 I o v 4
.

* NSRS ERL A5 -
o ANSCRFES 2 ARSI

* A HF Microsoft Azure.

ASAv F1 Hyper-V 8976 R &4

* 7 MS Windows 2012 _|-%*%% Hyper-V .
* 8% Day 0 At & SCA S CAnSRZAE D S

FEBIRFRE ASAV 2RI, UGN Day 0 BLE SO 50, A2 ASAv $44T write erase,
A BEAITH Day 0 fil'E . XY, 1ES % Day 0 FLE L.

* M Cisco.com #; ASAv VHDX /4.

http://www.cisco.com/go/asa-software

N

IR 5 Cisco.com & sAs BAUER RS A A

o Z/OBCEAA =T M/VLAN ] Hyper-V 2281

| BREERR S ERE (ASA) RiEEsERE. 910 i


https://software.cisco.com/download/navigator.html?mdfid=279513386

{73 Hyper-V #38 ASAv |
B csoaomzExs

* 5% Hyper-V R ENK, 1HS AR ASA PRI,

\y A oo )

HEZ Day 0 BCE
TEJE) ASAV 20, ST LAE% Day 0 BUE SCHF . eSOHF AL AL ASAV JE B AT ASA i
BSOSO . MATHE I B BN AR I AR H S 46 0 “day0-config” FOSCASCHE, FEEBNH
YR BN B RIEIUY) day0.iso SCfF. Day O B SR AT 48 6 A M8 A 182 1 LU S E T P 24
PG BAIE ) SSH RSS2 (a2, HEb n] e & 568401 ASA & . day0.iso 3CfF (HiE X day0.iso
ERIA day0.iso) WAL E XA shid FEh aT H

FiaZ /i
FATFEA B A 192 Linux, {HXFT Windows 45 250K 92 AR P

o TAEMIUEAE L FE R A B 7E s ASAY VAT RS, 18 W ERHE GESF 2 FEAS N 8 & Re Vvl
B4y (ID) 2N E Day 0 Ft & SC-b T — H 3 H 44 “idtoken” Y SCASCAY: .

© WEREALE IR R ASAv, WIAZI{EIE IR MR Qe 1T ASA B E U4 Day 0
P B SO o IXANTE I H B K 1K) Day 0 Fo 8 S0P

WIS A 3 ASA Z iR I Day 0 BUE SCPE . RIS YR AR W16 5 8 ASAv Z e
Day 0 BCE, WDAZHAT write erase @i, N H Day 0 BUE S, SR)5 53 ASAv.

PR {fE4 4 “dayO-config” [SCASCAF TN ASAv 1) CLI Be & o 78 I0 =>4 F IR 1 G A0 5 PR AT Ay HLA P

47 LL ASA FRATT Y. dayO-config W i% 243 241 ASA L 'E . E )k day0O-config 1) fdE: 757 2 MBLA 1) ASA
o, ASAv &l NEATECE TR 7. dayO-config W AT IR PAR B 2L, W 504511 show run @iy 2% & 2111
I AR o

T

ASA Version 9.5.1
!
interface management0/0
nameif management
security-level 100
ip address 192.168.1.2 255.255.255.0
no shutdown
interface gigabitethernet0/0
nameif inside
security-level 100
ip address 10.1.1.2 255.255.255.0
no shutdown
interface gigabitethernet0/1
nameif outside
security-level 0
ip address 198.51.100.2 255.255.255.0
no shutdown
http server enable
http 192.168.1.0 255.255.255.0 management
crypto key generate rsa modulus 1024
username AdminUser password paSSwOrd

B SR EERREENRE (ASAY) RiEEHIER, 910


http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html

| 1R Hyper-V #5:8 ASAv
178 HyperV 32l Day 0 e E e tr 258 Asav [

ssh 192.168.1.0 255.255.255.0 management
aaa authentication ssh console LOCAL

P2 CTEE) KRR AR I B3 A AT 1A BEVF AT IIE B2 WSO R 3 BN IR T SEAL
PI3 () W FESAFE ] ID A RRIFR RS ID A i SCA S
P4 (L) HEAENIIG ASAV HEF S R AT AV, EMTR day0-config SCAF AL LR B
« EHLEELTIP Mk
o (AR EHTRREVEAT ) HTTP AR
« FIF A S HTTP AREE (WiR455E) B tools.cisco.com (112 1] route iy 4
* ¥4 tools.cisco.com T4 IP Hulik ) DNS k55 &%
o JRE IR KA ASAY VAT IE K8 BE VR i
o (A% HEHET ASAv 7E CSSM HE T Ak ME— 1L

T SO A SO R 1SO SRR U Bl CD-ROM:

stack@user-ubuntu:-/KvmAsa$ sudo genisoimage -r -o day0.iso dayO-config idtoken
I: input-charset not specified, using utf-8 (detected in locale settings)

Total translation table size: O

Total rockridge attributes bytes: 252

Total directory bytes: 0

Path table size (byptes): 10

Max brk space used 0

176 extents written (0 MB)

stack@user-ubuntu:-/KvmAsas$

3434 W 2l ) B BEVE IR S5 4TI ASAv.
PR6 EEDE 25, AN 1P bk ZEE KRR ASAv G FU BRI E B0 T

{5 3 Hyper-V & T2 328i% 17 Day 0 it & X 4282 ASAv

{EB T Day 0 BB SCIF (i Day 0 BUESCI) 25, %S0T LA Hyper-V 4 LARIEATHISE

PEB1 %2 RERFEES > TH > Hyper-V £

SR 2 ¥ Hyper-V B HIZ A M 55 1% B (Settings). “i%HE” (Settings) X iFHEWGFT T ELMBIREM T, £idi IDE {5588
1.
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B =565 Hyperv E322 asav

[& 8: Hyper-V E312 82

[ASAUS—H}DJD—H-?_E—M

] 4 » G

& Hardware

¥ Add Hardware
= 8105
Boot from CD
. Memory
102408
# [ Processor
1 Virtual processor
= B IDE Controller &
& & Hard Drive
ASAvHypery. vhx
{4 OVD Drive
ASAtHypervdayd, o
= B IDE Controler 1
{4 DVD Drive
dayDd-v30iso
B 5CSI Controlier
@ § Network Adapter
Mot connected
¥ com
Hone
¥ oMz
Hone

I Diskette Drive
Mone

£ Hanagement

L, Name
ASAYS-100-10-14-22new

| Iniegration Services
Some services offered

] Chedgpont Flle Location

3 smart Paging File Location

CiPregramData o osoftive

C: VProgramDiata Miresaft ..

€3 DVD Drive

Select the controller and kocaton on the controler to attach the CDJDVD drive.
Confroler:

[1DE Controter 1 | [otr e |
Medha
Spedify the media to use with your virtual CO/TVD drive.
) Nane
@ Image file:

|Cﬂhuﬁ&an&ﬂﬂﬁ“ﬂwwuﬂﬂmﬂwﬁmo ]

To remeve the virtual CDOND dirive from this virtual machine, didk Remave.

LerELY

PR3 A AR, EPERRR ST Pk i, WSRO AF Day OISO BLESCAFRI H sk, ARG sl A . X
JE B ASAv I, FRGURKHET Day 0 Fe & SR Y N A LA T I

1§ FH Ay £ 177 Hyper-V %23 ASAv

& n] LLE R Windows Powershell #4247 7E Hyper-V 1 %¢3% ASAv. WK AEM AT /) Hyper-V 45 4%
b, A gAY H i 44T %€ Hyper-Vo

$SI21 $JT Windows Powershell.

—’IJ%H% 2 %B% ASAv:

T

new-vm -name $fullVMName -MemoryStartupBytes S$memorysize -Generation 1 -vhdpath

C:\Users\jsmith.CISCO\ASAvHyperV\S$ImageName.vhdx -Verbose

PR3 M ASAV 5, BHEGERIAM CPU T4 (1).

B EREEmR2EREE (ASA) RERIERE, 9.10



| 1%/ HyperV #3:E ASAv
fsE 73 Hyper-V &2 7% Hyper-V %3z AsAv ]

Al

set-vm -Name $fullVMName -ProcessorCount 4
WA Ak RpE AL PR B O 0 AT B SR A4

-

Get-VMNetworkAdapter -VMName $fullVMName -Name "Network Adapter" | Rename-vmNetworkAdapter -NewName
mgmt

SIS (k) WREKMETRE, HHEN VLAN ID,
=~

Set-VMNetworkAdapterVlan -VMName $fullVMName -VlanId 1151 -Access -VMNetworkAdapterName "mgmt"

PI6 I, LUME Hyper-V SRIBUIT B BE 5

Pl

Connect-VMNetworkAdapter -VMName $fullVMName -Name "mgmt" -SwitchName 115lmgmtswitch
SR RN BN

-

Add-VMNetworkAdapter -VMName $fullVMName -name "inside" -SwitchName 115lmgmtswitch
Set-VMNetworkAdapterVlan -VMName $fullVMName -VlanId 1552 -Access -VMNetworkAdapterName "inside"

PR8N EL L
T

Add-VMNetworkAdapter -VMName S$fullVMName -name "outside" -SwitchName 1151lmgmtswitch
Set-VMNetworkAdapterVlan -VMName S$fullVMName -VlanId 1553 -Access -VMNetworkAdapterName “outside"

{£ F Hyper-V &2 22 7£ Hyper-V %% ASAv

T LIS Hyper-V & BEZS 75 Hyper-V _F223%E ASAv.

P11 HPPREFEIEEE > TH > Hyper-V EIE5S.
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. {# A Hyper-V ZI2 227 Hyper-V %2 3E ASAv

9 R B/EBERF

Bitvise S5H Server Control Panel
Component Service:
Computer Management
Connection Manager Administration Kit
uT1c01hpv0307 Last installed update i o _
prime.cisco.com Windows Update Defragment and Optimize Drives
Last checked for upd Embedded Lockdown Manager
Event Viewer
Group Policy Management
Domain: Off, Public OFf Windows Error Repa Health Registrati g
A
:Mi:z I':Eu:ti.:lcrri.:z:rl enc Hrper-V M _lE.
ne i 11
,M o . e ty| Internat Infarmation Services ([I5) Manager na
1B N P
182 JLRPEH I Hyper-V & HIES .
[& 10: Hyper-V 1225
Fle Agion WView [|Halp
«w 2w B
B HyperV Manager
Ba uconevant Virtual Machines . . .
B imowe -~ Sae Ut Asgeediomery e[ -
favic i posTeocsa Srreg L} 2y ug 11340
. 1 ASAS 00 1410 Bivhand Farrg 0 Ye2e g 1gais; |l Impodt Vitud Machine.
FREASAL JTRLY SN o Hypar ¥ Semngs
o Ve Vit Sesitch Manager..
&S 030 1 Zrew 0
B ASAOG 001410 bphand O al Virtual SAN Manager.
ALt a 0 300 14, 1A AE - | b Gt Dk
€| - » -
ca Imipect Dk,
@ (m) Seep Sernce
The ssiected vetua machwe has o checkpons ¥ Removs o
4 Refresh
WView L]
B Hee
| ASAVS-100-10-14-22-new -
] Connact.
L Semmgn
ASAVS-100-10-14-22-new ©
Created /22014 10209 PM Ctered b Ba Checipont
Wersaon 50 i Mo
Coneratos | &S bpen
— =] Renamne.
i Delete
Sy Mamory | teosong | Ragkcaen & Erable Rephcton.. a
< & | v g
'
w

$IE3

WA RN RE P AR, A AR AP K P s R LIRS RE Y, AR A IE PR > L.
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{9 Hyper-V Z 1282 7E Hyper-V E %45 ASAv .

11: B BEREE U

File Action Wiew Help

e #E B

25 Hyper-V Manager

i' U71C0TH 1 | Airtinal Alaski .
i. u7ico1 HPVO?.’D| Mlew r Virtual Machine... ]
il U71COTHPVO30 | Impert Virtual Machine... Hard Disk...
Es U71C03HPVDED TEA— ' Floppy Disk...
Wirtual Switch Manager... nand Off
Virtual SAN Manager... Orf
— W ]
Edit Disk... thand off
Inspect Disk... fa¥:3
r mn
Stop Service
Remowe Server
Refresh
r The selected virtual machine hias r
| Wiew 3
Help

EFELY

Il
WIRA PRI RIS (New Virtual Machine Wizard).

| R EENR 2 ERIEE (ASAv) iREziEm, 910 |
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. {1 Hyper-V &2 2 7F Hyper-V %= 3E ASAv

12: i ERIAL R S

a New Virtual Machine Wizard =]
:k{ Before You Begin
This wizard helps you reate a virtual machine. You can use virtual machines in place of physical
eyt ot |y 1 e s g cow
Spedfy Generion To eate a virtual machine, do one of the folowing:
il : » Click Finish to create a virtual machine that is configured with default values,
Configure Ne tworking » Click Next to create a virtual machine with a custom configuration,
Connect Virtual Hard Disk
Instalation Options
Summary

[] Do not show this page again

Next> || Fmsh | |

H
SFreli

PSS  PATZRFHSNLE, HEL T EE:
* T8I ASAv [H 2 FRFILL B
* ASAv IR &
ASAv SCHFIIME AR 2 28 14X (Generation 1).
* ASAv [FIAfEH (ASAVS 1024 MB, ASAv 102048 MB, ASAv30 8192 MB)
© IAIERLAY CERE R OB E I B RIS AL
© RESUBEALFIAL S
WEPE I A BYEEHURE R (Use an existing virtual hard disk), X5 00% %] VHDX SCEERIA7 .

PIR6 g (Finish), SRR HHEL 58 ASAv BCE R 1THE.
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| 1%/ HyperV #3:E ASAv

{5 3 Hyper-V ZI2EE 7£ Hyper-V £ %245 ASAv .

13: i ERIAHE

-4 MNew Virtual Machine Wizard

e
@ Completing the New Virtual Machine Wizard

Before You Begin You have successfully completed the New Virtual Machine Wizard. You are about to areate the
Specfy Mame and Location Folomra  teck it

b Description:

Assign Memory Mame: ASAv30-100-14-10-22

i Generation: Generation 1
Configure Networking
Memairy: 8192 MB

Connect Virtual Hard Disk MNetwork:  L1SImgmtswitch
Summary' Hard Disk:  C:\Users\dhensel CISCO\ASAvHyperViasay 100-14-10-22-v 30, vhdx (VHDYX, dynamically

<] n >

To greate the virtual machine and dose the wizard, didk Finish.

$BT  WIREN ASAv 17 PUA vCPU, WAZIHE 3 5 ASAV Z Hifs 2k vCPU 1. 7 Hyper-V 45 BEZS A0 fi & B
(Settings). “i%'HE” (Settings) X UFTHERFHT IFo AL “fiff” (Hardware) SEH T, rithi b2 23S (Processor) LA
Viln) “AUbBELR” (Processor) Gt . ¥ EHIALIEEEEL (Number of virtual processors) 5544 4.

ASAv5 Fil ASAv10 B —4 vCPU, ASAv 30 EHG VYA vCPU. BIMEN 1.

| R EENR 2 ERIEE (ASAv) iREziEm, 910 |
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. {1 Hyper-V &2 2 7F Hyper-V %= 3E ASAv

14: ERIHALIER R E

™ ASAV30-100-14-10-22 v 4 » G
# Hardware - n Processor
9 Add Hardware
(& BIOS You can modify the number of virtual processors based on the number of processors an
Boot from D the physical computer, You can also modify other resource control settings.
- Memory Mumber of virtual processors: | 4;'
8192 M8
# ) Processor | Resource control
4 Virtual processors | Youw can use resource controls to balance resources among virtual machines.
=l I IDE Controler 0 .
Virtual machine reserve (percentage):
@ @ tord e Lo
asav 100- 14-10-22-430. vhdx Percent of total system resources: [ 0|
= B IDE Controfler 1
§* DVD Drive Virtual machine limit (percentage):
None 1
Percent of total system resources: 12
& scsicontroler | |
#H E Network Adapter Relative weight:
115 Imgmtswitch =
¥ com1
None
¥ com2
Hone
Diskette Drive
None
£ Management
\I] Name

ASAV30-100- 14-10-22
¥ Integration Services
Some services offered
] Chedpoint Fie Location
C:\Progr amDataMecrosoftiWin. .
23 smart Paging Fie Location
C:ProgramDataPMeoosoftiin,.. =
B Anmatic Staer Aetion .

LPFELF

L8 fE “JERAMNL” (Virtual Machines) LA, IEHRIGE N ASAy, Jiik e TR VIER I ASAY ZFK, ARG AT E
## (Connect). 56K I, Bon 245 1E1) ASAv,

B SR EERREENRE (ASAY) RiEEHIER, 910



| 155 HyperV Z2 ASAv
{# A Hyper-V ZIE 27 Hyper-V %23 ASAv .

15: 3R F BN

é"u'irtual Machines

-

MName State CPU Usage Assigned Memory Uptime -
] - ASAVE-100-14-10-16 Ciff
- ASAVET00-10-14-22new i
: ASAvI0-100-14-10-16-byhand off
;3 eliten i el Connect... i
{5 ASAv3ID-100-14-10-16
2 ASAVI0-100-14-10-16-byhs Settings...
( AC AuAM AAM 44 40 428 Sfnt 8
2 Checkpoint
: Checkpoints =
: Maove...

Export... sckpoints.

Rename...

Delete...

Enable Replication...

Help 5

LY fE “IERNLEHE” (Virtual Machine Connection) %l & & 1177, midi#E4E ) “)Ji3)” (Start) #2415 5) ASAv.
16: 2 Eh AR

& ASAV30-100-14-10-22 on U71COTHPVO307 - Virtual Machine Connection L= | 0 [IIEH
File Action Media View Help

The virtual machine 'ASAv30-100-14-10-22' is turned off

To start the virtual machine, select 'Start” from the Action menu

Status: Off P
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. M Hyper-V & 3288 70 M 4815 B

S0 ASAv A shid i BonfEfshl a4 .
& 17 ERHLE R

& ASAv30-100-14-10-22 on U71CO1HPVO307 - Virtual Machine Connection .;il X |

phoarc

= (m) @E‘} k| s
' N : I

udp I‘l‘l" T_ﬂ I'1PF commands

ing *
M i ]
nuerting

SW-DREG health test...

IlﬂTFIZE: health test pas

A" and installing certificate...

| holds a non self-si

Status: Running Mg | |E

M Hyper-V &2 237N W 8 1E B3

Brif & 1 ASAy HAT — MR IENC S . BT BRI MG RE: . fEARGIF, BATRES N
PN 8 O 4 P o

Fri&Z 8l
* ASAv AT IR RS

S 1F Hyper-V FHE A M5 4% E (Settings). “i%E” (Settings) M IFAEKGFT H o ZEZMIPY “Hff;” (Hardware) Sz
T, R iRIREEY (Add Hardware), SR)5 r{ili 4R IEEC S (Network Adapter).

iR 2R “ IR M R IE RC A
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M Hyperv zEimmsERs ]

& 18 M 4% B AR

% _Hardware ~ | ¥ AddHardware
| Add Hardware
ﬁElIOs You can use this setting to add devices to your wirtual machine.,
Boat from CD Select the devices you want to add and dick the Add button.
. vismory 551 Controller
8192MB Metwark: Adapber
B Processor Legacy Metwork Adapter
1Y 0N poocesace Fibre Channed Adapter
= Wil IDE Controlier 0 Rematerx 30 Video Adapter
# (3 Hard Drive

asay 100-14-10-22-v 30, vhdx

= W mE Controber 1
‘, OVD Drive A network adapter requines drivers that are instaled when you install integration
None services in the guest operating system.
SCSI Controlier
# U Metwork Adapter
115 imgmitswitch

£ Management
|I] Mame
ASAV30-100-14-10-22
¥ Integration Services
Some services offered
3| Chedpoint Fie Location
C:\ProgramData Micosoft\Win. ..
23 smart Paging File Location
C:ProgramData \MorosoftiWin...
Automatic Start Action
Restart if previously running L |
I§) Automatic Skop Action =]

8

]

g
i

FRR2 ARG G, W USRI NN AR D RE . WA 2, W] DABEE VLAN ID,

R EENR 2 ERIEE (ASAv) iREziEm, 910 |
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B cxnszmszn

B 19: & MR EL 3R B

# Hardware

¥ Add Hardware
= BI0S
Boat from CD
. Memaory
a192MB
n Processor
1 Virtual processar
= B IDE Controller 0
¥ =3 Hard Drive

= B IDE Controller 1
§* OVD Drive

asav 100-14-10-22-y 30, whdx

U Network Adapter
Spedify the configuration of the network adapter or remove: the network adapter,
virtual switch:
[ 125 imamtswitch v

YLANID

[+ Enable virtual LAN identification

“The VLAN identifier spedifies the virtual LAN that this virtual machine will use for al
netwark communications through this network adap ter.

[ 1s52]

Mone Bandwadth Management
8 SCSI Controller [] Enable bandwidth management
] Metwork Adapter -
v E ) Specify how this network adapter utiizes network: handwidth. Both Minimum
115 imgmiswitch il g o = . 2 iy _
| Bandwidth and Maximum Bandwidth are measured in Megabits per second.
U Wetwork Adapter —
1151 mgmitswitch Minimum bandwid th 0| Mbps
I‘? L Maximum bandwidth: 0| Mbps
Mone :
? COM o To leawe the minimum or ma snrestncted, spedfy 0 as the value,
None
I Diskette Drive To remave the network sdapter from this wirtual machine, dick Remave .

hone
A Management

(L “‘:"‘ s 0 use alegacy network adapter instead of this network adapter to perform a
ASAVI0-100-14-10-22 network-based installation of the guest operating system or when integration
|- Integration Services services are not installed in the guest operating system.
Some services offered
13 Chedkpoint File Location
C:\ProgramDataMicrosoftiin... ||
s Smart Paging File Location
C:\ProgramData Microsoftiiin..
P Automabe Start Action o]

8

]

§
z;:uv

. =] o
£ 24 W 2% 1& Bic 35 22 FR
Hyper-V 4 FH Gl FH 0 X 28452 10 4 0K “ IS IE LS (Network Adapter)o 015 9 2542 118 5 AT AR [ 1)
YRR, PTRESIE ARG . TEANREMEH Hyper-V & HIZHME TR 18025048 ] Windows Powershell fiy
LB A TR

S 1 $JT Windows Powershell.
LR 2 IR T EE U 4G R AS -

T
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| 155 HyperV #3:E ASAv
wac ittt [l

SNICRENAME= Get-VMNetworkAdapter -VMName 'ASAVVM' -Name "Network Adapter"
rename-VMNetworkAdapter -VMNetworkAdapter $NICRENAME[0] -newname inside
rename-VMNetworkAdapter -VMNetworkAdapter $NICRENAME[1] -newname outside

MAC it iE HxX U

LAY ASAv DLIZ I AL IR E 60, Sy w] P 3 P/ PO D4, 002004 B A 42 1 T J MAC
kbR . 45 0T LLYE Hyper-V & BE8% Th 848 H] Powershell iy &P AT HEER1E

{£ F§ Hyper-V &2 23F. & MAC b1k 2i I

] LU Hyper-V & B8 7E Hyper-V _ERCE MAC K.

B HAREFEIEEE > TH > Hyper-V B,

JERPR B Hyper-V £ #2%
$IR2 {& Hyper-V ERIEA M AdRgE, 1T “WE” MHHE.
P3RBT

1. s ERIFEIT .

2. siiliERINEESTIT MAC ikl

3. AR MAC itk #i 3% (Enable MAC address spoofing) #1136 4%4H

PB4 XHMBEE O EE IR AR,

£ A <{THCE MAC ik B 3

# 0] LIEH Windows Powershell iy 447 1E Hyper-V Lt & MAC K5 .

S 1 $JF Windows Powershell.
HIE2 il E MAC Huhk I .

T

Set-VMNetworkAdapter -VMName S$Svm name\
-ComputerName S$computer name -MacAddressSpoofing On\
-VMNetworkAdapterName Snetwork adapter\r"
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{73 Hyper-V #38 ASAv |
B ==sse

Bc & SSH

AT LLAE Hyper-V & BEESH) “ EAIPLIERL” (Virtual Machine Connection) H, B #2104 ASAv
BC'E SSH Vi i) o 40 R EEAJ ] Day 0 L& SCfF, &nT LI SSH Ui Al A CHE4IE B, TS R E
£ Day 0 fitl & 3044

PR WL AFAE RSA HPIX

LR

asav# show crypto key mypubkey rsa
UERANAFAE RSA YIS, 1542 RSA PR :

el

asav (conf t)# crypto key generate rsa modulus 2048

N
5
N

username test password testl23 privilege 15
aaa authentication ssh console LOCAL

ssh 10.7.24.0 255.255.255.0 management

ssh version 2

SIE3 BULIE T AT N EAD PC f# 4 SSH 151 ASAv,

B EREEmR2EREE (ASA) RERIERE, 9.10



fc & ASAv

ASAv AT E ASDM Vil %8 A] LIS ] Web P U5 25 M S8 388 1 R 48 52 1K) %% i TP Mk
TERER) ASAv BB IP ik AFIES A ] o vF HoAth % P iUy 1) ASDM LU Gnifer sui/F CLI v
(SSH 5% Telnet) o AT i [ A BERC AT 55 B 45 e VF AT IE AT ASDM. HH ) i) S 4 ARE 1 1 AL
BATS.
A% ASDM, %599 7T
* ffi [l ASDM UATHILARLE , 56 100 7T
s WRECE , FH 101 1T

A zh ASDM

PR (E4REN ASDM %)) PC 1, fwALL T URL:
https://asa_ip_address/admin
FRGK o~ ASDM JA Bl A 1 FT LU $i4
« 24 ASDM EE1#2FF31E1T ASDM (Install ASDM Launcher and Run ASDM)
* iZ1T ASDM (Run ASDM)

TA
* IZ1TB 5185 (Run Startup Wizard)

N
g
N

BN AR, AT DL N R

a) miliZ=% ASDM BF13EFFHIZ1T ASDM (Install ASDM Launcher and Run ASDM).

b) FH S BREM B GEHTH%3) , AR5 AERE (OK). WA AKRAE HTTPS S I6iE, A7 AT
H1 71 4 A1 enable #:05 (BRUCHZ) (FF5DL F 313X ASDM [F U7 M AR o 4n S48 53 T HTTPS S 563F, Wi
NI VRN SRR TN

o) FLIRETFIRALE] PC, )5 s @iy . wseii)a, #1814 JF ASDM-IDM i Zh 27 .

d) FINEHEIP Mk, KR P AFEE RS GEHTH2E) , AR5 AEHRE (0K). WREEH T HTTPS &4
BAE, WA AR B 48 ORI A5 o

SIR3 LI Java Web Start, 1HAT DA N HEAE:

| BRI BERREERIEE (ASAY) REEzER, 910 ]



EEASAv |
B =5 asomnmimses

a) BT ASDM BUEITREES.

b) HIEEIRES, PR SRRV B, T DUERRAT RO 2, A 2 AR B 7

c) MiztETT A 5)) Java Web Start.

d) MR BIRTEAERSZ T IE 1. REH B8 DR ASDM-IDM J3 8 F2)% .

e) FH P AREME D GEMTH %3 , AR5 HE (OK). WREE M T HTTPS S 5iE, WAL H
JA 44 ORI () 20

£ ASDM 1\ 1T#)4nEc &

A LME LA ASDM [ S FIRR P AT W) LA L
* 1B1T)JAE I 5
o (A[IE) SUVFVT I ASAv Ji T 12 JE R 45 2%
+ (W[i%) iZ4T VPN [ 3
o (A[i%) 4 ASDM Hizfr HiAbln §

K CLIRCE, WSk (AL ASA A% CLI FLEH) .

TE1 IKKESE BFs > RFES.
PR 2 A SUE AT K 22 A0S o 1T ABRCE BUN %33
« EHLA
WA
o E D
AN
* 1P ik
* FHA K H
* DHCP flg %545
o 0 23 b ik A )
ROV EEA S

B EREEmR2EREE (ASA) RERIERE, 9.10


http://www.cisco.com/c/en/us/support/security/virtual-adaptive-security-appliance-firewall/products-installation-and-configuration-guides-list.html

| & AsAv

(i) i asa EEmLESE [

(AJiE) SiFifia) ASAv R H R A AR %25

Bo & > B AOE > A HEBRSSBR GIA% & A BlPRE 22 A SO 0 0 A P9 A IR 55 4 ol UCELIR I i) o A5 Dk 5%
T, ETTRERA T L W AN T IR A R N 28 55, Tl Web A1 FTP IR d5 a5 . 507 LLRFX LY iRk 55
JBCEAE ASAV Ja HIFR A B B X (DMZ) [k R 2 rp o Sl s A 3L S5 48 BCEAE DMZ X A 3Kk
55 e SRS RAT: A ol A AN 23 S WA S 1) P B P 45

(AliE) =17 VPN [a5

BRI LMEH LR RECE VPN ([5 > VPN @8)
* yl f5 8] VPN 7] 5 - 7 ASAv 55— AN 8 VPN B & 2 (8] 6153 IPsec ik p5 1) il .

* AnyConnect VPN [i] 5 (AnyConnect VPN Wizard) - it & Cisco AnyConnect VPN % /' i [ SSL
VPN IZF£ 110 .  AnyConnect I HI RJ V[ MV 95 Y5 1 56 52 VPN FE i Ay s e H - $e ik 5 ASA 1)
4 SSL iEHz. #EATLIKE ASA SRS L E A e FE FH 7 7 VG il 0 Y 2% 7 B2 R X AnyConnect %
J 3. A AnyConnect 3.0 A B S flAS, %5 P i v] LAz 4T SSL Y IPsec IKEv2 VPN FpiiL.

« % Fii SSL VPN [ (Clientless SSL VPN Wizard) - it & 3 50 % i1 I % /7 3 SSL VPN @ FE 15
o T8 T AR IR JE & it SSLO VPN, 7 AT U Web I Wi 485 ASA #7224 IR fe
Viln) VPN BEIE . E S0 E Ja, R T 08, I BURT LA ) 1052 SCRF P ot 6
D) 24 85 B D3 LA Ry S b e FH P BRI 507 1) o mT LARY FH ACTL ok R il 5 7 14 o 8 5 £l % 58 P
]

* IPsec (IKEvl 8¢ IKEv2) ZEFEV ] VPN [r] 5 (IPsec [IKEv1 or IKEv2] Remote Access VPN Wizard)
- B & Cisco IPsec 2 /' i f¥) IPsec VPN e f 15 1) o

(FAIiE) 7£ ASDM Fiz{TH A6 S

T8 RT LAYE ASDM HUg A7 Jofth ) 5, 0 P S B s o] Ik R e D48 . VPN S A7 8 14 i R ESc ol il
o
o gl FHEEATR Y A 1A S (High Availability and Scalability Wizard) - it & s 47) e 5, VPN f14& 1)
1 o
o Bl ik S (Packet Capture Wizard) - At & FE T HE Ui sk, %M FEFN AN DDA
P12 L1 Fag AT — IR B A 3k ik 2 5, 5T DUR SdE fai sk &5 RAOMF 2 PC,  AITITE
el e o A A EAT RS AR

BARSE B0 ASAv, ES IR ASA RV TR S,

mg
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http://www.cisco.com/c/en/us/td/docs/security/asa/roadmap/asaroadmap.html
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